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CONGRESSIONAL PRAYER CAuCUS

4th Digtrict, Picginia

April 9, 2010

The Honotable Tke Skelton

Chairman, House Committee on Armed Setvices
2120 Rayburn House Office Building
Washington, DC 20515

Dear Chairman Skelton:

Cybet-watfare has skyrocketed to prominence as a critical threat to the U.S. Department of
Defense’s military operations by threatening the exclusivity and security of our cyber-networks.

Of patticular concern is the direct threat that China poses to our cyber-security. China has been the
point of origin for a batrage of malicious and damaging cyber attacks targeting defense-related
information. For example, in 2007, the Office of the Secretary of Defense was compelled to shut
down its computer information systems for more than one week in order to defend against
infiltration attempts that wete found to be coming from China. The Department of Defense
experienced roughly 44,000 cybet-watfare attacks from China in the first six months of 2009 alone,
resulting in expenditures of mote than $100 million to repair the damage from such attacks. In
April 2009, reports surfaced that sophisticated attacks on defense contractor systems in 2007 and
2008 allowed intruders to obtain sensitive data related to the design and electronics systems of one
of the United States’ most advanced fighter planes, the F-35 Joint Strike Fighter.

The realization of the severe consequences of successful cyber attacks is beginning to set in. On May
29* 2009, President Obama labeled cyber attacks “one of the most setious economic and national
security challenges™ that the country faces. In June 2009, Secretary of Defense Robett Gates
established the U.S. Cyber Command to coordinate a computer-network defense. On Januaty 21,
2010, Deputy Sectetary of Defense William Lynn said that “[i]f we don't maintain our capabilities to
defend our networks in the face of an attack, the consequences for our military -- and indeed, for
out whole national security -- could be dire.”
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As your Committee begins to prepare the fiscal year 2011 National Defense Authorization Act,
please consider this letter as a request for the House Committee on Armed Setvices to convene a
hearing to examine the impact of the cybet-watfare thteat to out military readiness and to ensure
Members have the opportunity to hear from expert witnesses on this growing threat to the defense
of the United States.

Please contact me or Sam Riser from my staff at (202) 225-6365 / Sam.Riset@mail.house.gov with
any questions regarding this request. Thank you in advance for your considetation. With kind
personal regards, I am

Sincerely,

; J. Ra; Fotbes

Member of Congress
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