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About the Secure ID Coalition:

Founded in 2005, the Secure ID Coalition works with industry experts, public policy officials, and federal and state agency
personnel to promote identity policy solutions that enable both security and privacy protections. Because of our commitment
to citizen privacy rights and protections we advocate for technology solutions that enable individuals to make decision about
the use of their own personal information. Members of the Secure ID Coalition subscribe to principles that include the
increased deployment of secure identity solutions, as well as advise on and advocate for strong consumer privacy protections
and enhanced security to reduce waste, fraud, theft and abuse. Our mission is to promote the understanding and appropriate
use of smart card technology to achieve enhanced security for ID management systems while maintaining user privacy. Such 1D
management systems include physical and/or logical access to facilities and networks. For more information, please visit our
website at www.securelDcoalition.org.
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INTRODUCTION

Thank you Chairman Pitts, Ranking Member Pallone, and Members of the Subcommittee for
inviting me to testify on solutions to the problem of Medicare fraud, waste and abuse. My
name is Neville Pattinson, Senior Vice President, Gemalto, and | am here today representing the
Secure ID Coalition.

Gemalto is the world leader in digital security with North American headquarters in Austin, TX
and 2011 annual revenues of over $2.5 billion. With over 10,000 employees operating out of 74
offices and 14 Research & Development centers, we are dedicated to delivering innovative
products, services, and solutions for our customers in over 40 countries. Gemalto issues more
than 1.2 billion credentials per year out of our 18 production and 30 central issuance centers,
which are certified to the highest security standards in the industry. To find out more about us
please visit www.gemalto.com , blog.gemalto.com, or follow us on Twitter: @gemalto_NA.

Founded in 2005, the Secure ID Coalition is composed of companies which make smart cards
and their attendant technologies. We work with industry experts, public policy officials, and
federal and state agencies to promote identity policy solutions that enable both security and
privacy protections.

We are here to offer our industry expertise in the area of smart cards, which are used
extensively throughout the federal government and around the world to protect access to both
physical and logical assets, as well as to protect personal information.

IMPROVING MEDICARE & MEDICAID PROGRAM INTEGRITY

Prevention is 90 Percent of the Cure

Our nation’s Medicare and Medicaid programs are under attack. The Centers for Medicare and
Medicaid Services (CMS) estimated that in 2010, over $65 billion dollars in improper federal
payments were made through both the Medicare and Medicaid programs. An April 2012 study
published in the Journal of the American Medical Association estimated that fraud and abuse
cost Medicare and Medicaid as much as $98 billion dollars in 2011." Despite these good faith
estimates, the true cost of fraud and abuse in health care remains unknown; however one point
is certain: the financial impact of waste, fraud and abuse threatens the very existence of the
Medicare and Medicaid programs.

The reason for such a monumental waste of taxpayer funds is a systemic lack of accountability:
criminals posing as durable medical equipment providers billing Medicare for products never

! Berwick, Donald M. and Andrew D. Hackbarth, “Eliminating Waste in US Health Care,” JAMA 307, no. 14 (2012): 1513-6,
doi:10.1001/jama.2012.362.
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sold, rogue providers billing for services never rendered, and inattentive office staff billing
Medicare for treatments never allowed. If fraud, waste and abuse within the Medicare and
Medicaid systems are ever to be curbed, the very first place we need to start is being able to
know and verify who is authorized to provide and receive these important benefits — while
preventing those who are not — before the claim is ever made.

Unfortunately, our current inability to address this fundamental identity and verification
problem leaves both the Medicare and Medicaid systems perpetually open to ongoing
exploitation. Programs to curb Medicare and Medicaid fraud, waste and abuse without first
resolving the identity verification problem will ultimately fail if we don’t know who is a
legitimate beneficiary or provider, and who is not.

Structuring the Medicare and Medicaid systems to prevent fraud will not only save taxpayers
billions of dollars every year, but ensure that these two very important programs survive to
serve Americans now and well into the future.

Securing the Cards and Transactions

Our recommendation is to address the problem of identity verification of beneficiaries,
providers and suppliers as well as securing billing transactions in Medicare. The proposal calls
for upgrading the Medicare card to secure transactions as has been done in other federal
programs and other health programs across the world. Many or our recommendations are
contained in the Medicare Common Access Card Act introduced last year in the both the House
(HR.2925) and Senate (S.1551), both of which are endorsed by the American Association of
Retired Persons (AARP). These bills call for an upgraded Medicare card, based on a secure smart
card, to verify who is eligible to give and receive benefits as a pre-condition to the claim ever
being presented to the Centers for Medicare and Medicaid Services (CMS) for payment.

Under the proposal for beneficiaries, the new smart card would securely store the Medicare
account number or identifier (which today is the Social Security number) on a secure micro-
controller. Providers and suppliers will also receive a new smart card, securely storing their
National Provider Identity number (NPI), so that only they can use it. By requiring identity
verification of providers and beneficiaries before a claim can be filed and payment processed,
Medicare would easily eliminate more than fifty percent of the fraud within the current system.
Smart card solutions are used throughout the Federal government as employee credentials,
within the States as benefits cards, and in local hospitals and health systems to reduce errors,
eliminate duplicate electronic records and to save administrative costs. For the purposes of this
bill, the program outlined calls out Medicare specifically. Our industry has been discussing and
promoting an upgraded Medicare card to reduce fraud, waste and abuse within the program
over the past several years.

However, smart cards could easily be deployed within Medicaid. Currently, several states
including Georgia, North Carolina and Virginia are considering smart cards and biometrics
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programs as a way to reduce fraud, waste and abuse within Medicaid. The Secure ID Coalition
continues to reach-out and dialogue with a number of healthcare providers and others in the
healthcare community to educate them about the potential benefits of the smart card
technology solution.

WHAT IS THE PROBLEM?

Provider-Based Fraud and Error:

Phantom billing is where fraudsters or unscrupulous medical providers bill Medicare for
unnecessary or unperformed procedures, medical tests, or equipment (or for
equipment that is billed as new but is, in fact, used).

NPl numbers of upstanding providers are stolen by fraudsters and criminals and used to
file claims. In this case providers are unaware their Medicare account is being used for
nefarious purposes.

Durable medical equipment abuse can happen when medical equipment used in the
home - like wheelchairs or oxygen tanks - are billed many times over, while in fact
nothing has been delivered to an actual patient.

Processing errors and mistakes account, in many cases, for improper payment. These
payments either should not have been made or were made in an incorrect amount.
Improper payments also include payments sent to the wrong recipient or payments
where supporting documentation is not available.

Patient-Based Fraud:

Fraudulent patient billing can occur when a patient provides his or her Medicare
number to a provider in exchange for kickbacks. The provider bills Medicare for any
reason and the patient is told to admit that he or she indeed received the medical
treatment.

“Card Swapping” passed-off or stolen Medicare cards are used by others to get medical
care.
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WHAT IS THE SOLUTION?

A Medicare Common Access Card

The term “common access card” derives from the original federal government smart card
program: The Department of Defense’s Common Access Card (CAC). The DOD CAC was
implemented in 2000 as a means of authenticating personnel with access to DOD facilities and
computers. Upon full deployment, network intrusions were reduced by nearly 50% overnight.
The CAC model and platform has also been rolled out across the federal government for all
employees and contractors known as the Personal Identity Verification (PIV) program.

A Medicare CAC would leverage the existing government platform for secure identity
credentials to modernize how information is protected within the Medicare system itself. Doing
so protects the personal information of every beneficiary and puts in place a front-end
prevention system to only allow authorized providers and suppliers to bill for Medicare
services.

Authenticating Medicare beneficiaries and providers during an enrollment process and
requiring the use of secure personalized credentials will reduce fraud by:

e Verifying beneficiaries are authorized to receive services and pharmaceuticals or
equipment being prescribed;

e Verifying providers are authorized to provide those services and bill Medicare;

e Verifying suppliers, such as durable medical equipment (DME) vendors, are authorized
to provide products and/or services and bill Medicare

e Preventing imposters from posing as beneficiaries or providers, thereby thwarting
fraudulent transactions; and

e Verifying and coding each transaction to prevent phantom billing, processing errors and
DME abuse.

Further, an upgraded Medicare card would protect beneficiary’s privacy by taking their Social
Security number off the front of the Medicare card, and locking it securely within the card’s
onboard computer chip — an important step in helping to reign in identity theft.
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Card Issuance and Use

Today when a beneficiary first enrolls in the Medicare program they verify their identity with
documents or certificates on record with the Social Security Administration. Under Medicare
CAC the process for beneficiary enrollment would not change. After electing to receive
Medicare, beneficiaries receive a new secure smart card in the mail containing their protected
identification information on an embedded micro-controller. For security purposes, a unique
PIN code would be mailed to the beneficiary separately. The card and PIN together
authenticate the beneficiary at check-in and authorize the transaction with the provider at the
point of service or check-out. This process, using a smart card with a PIN code, is known as two-
factor authentication.

Medicare providers verify their identity and eligibility to provide services during an enrollment
process. Currently, under the Affordable Card Act (ACA) high risk providers go through an
enrollment process to verify their credentials and identity. Under the proposed Medicare CAC,
each provider’s identity is secured by supplying a biometric that will serve as their own unique
key to their Medicare billing account. Providers receive a secure smart card which includes an
embedded micro-processor that stores basic biographical information, their NPI, as well as their
unique biometric key, thus binding the credential to the individual. The card and the biometric
together authenticate the provider, similar to two keys used to open a safety deposit box
(another type of two-factor authentication).

At the point of service, the transaction is authorized by both the provider and the beneficiary by
creating an electronic verification between their two smart cards using the unique keys —in this
case, the beneficiary’s PIN code and the provider’s biometric. This verification is critical as it
creates a confirmation by both parties that the service was rendered. The two-factor
authentication process (card plus PIN for beneficiaries and card plus biometric for providers)
limits the ability of criminals to fraudulently bill Medicare by posing as a either a provider or
beneficiary. It’s important to note that this represents two major improvements over the
current system: first, a successful transaction requires two parties, and second, each of those
parties must provide two-factor authentication of their respective identities.

(Continued next page)
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How MEDICARE CAC WORKS IN THE DOCTOR’S OFFICE
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Both the Medicare Provider and the Beneficiary will be issued Medicare Common Access Card type
credentials. The Provider’s credential will have a name, photo ID, and a computer chip containing
the provider’s biographical information, National Provider Identity (NPl) number and their unique
biometric key, all securely encrypted. The Beneficiary’s card will only have the Beneficiary’s name
and the secure encrypted computer chip, which contains relevant biographical information, and
their Social Security number, which is also their Medicare account number. No longer will a
beneficiary’s SSN be printed on the front of the card, further protecting the Beneficiary’s personal
information and privacy.
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When checking out, both the Beneficiary and the Provider In order to actually process the transaction, the
simultaneously insert their cards into the card reader. Beneficiary inputs their secret PIN number and the
This ensures that both parties are present to verify and Provider scans their fingerprint biometric, verifying
approve the transaction prior to billing CMS. that both parties are who they say they are, and both
agree to the transaction.

Click here to visit the Secure ID Coalition’s website and see a video of the process in action.
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How wiLL MEDICARE CAC SOLVE THE PROBLEM?

Authenticating Identity of Beneficiaries, Providers and Suppliers

Unauthorized services and product transactions are essentially eliminated since both the secure
smart card and the person who owns the key on the card are required to conduct the
transaction. This means that phantom billing, fraudulent patient billing and stolen Medicare
cards are no longer easy means of bilking Medicare. Furthermore, both parties to the intended
transaction must verify the transaction. In addition to imposing strict anti-fraud mechanisms, a
Medicare common access card would also reduce processing errors (duplicate or misdirected
payments) through electronic verification of data and digitally signed electronic billing
processes.

The Proposed Medicare Common Access Card does not call for use of biometrics for
beneficiary authentication.

As discussed above, the proposal calls for patients to authenticate their identity via the
Medicare CAC smart card and a unique PIN. Within the healthcare industry, biometrics are
increasingly used for identification due to concerns about patient safety, identity theft, and
insurance fraud.

While biometrics are among the most accurate identity verifiers, and are currently used to
identify people in many diverse settings including amusement parks, airports, public schools,
hospitals, retail outlets and federal government facilities, we are not recommending biometrics
for Medicare or Medicaid beneficiaries at this time due to the significant challenges and costs
of enrollment.

Authentication of Medicare Providers and Suppliers

Biometric authentication is recommended, however, for providers and suppliers in the
Medicare CAC system. This would extend to billing agents within a doctor’s office or hospital.

Biometrics is the science of identifying people based on certain unique physical characteristics.
Examples of types of biometric identification include facial geometry, fingerprint, hand, retina
and iris. As part of Medicare CAC, and in a secure smart card environment, biometric data is
distilled to a mathematical calculation known as a template. Because the template is a
representation of the biometric and not the actual image, it cannot be reproduced, copied or
stolen. The biometric template is encrypted and securely stored inside the micro-controller
embedded in the provider’s smart card. At the point of verification, the card is placed in a card
reader. No information on that card can be read until the biometric that was provided at
enrollment is presented and read. The smart card and the reader would then perform a one-to-
one match (also known as match-on-card) between the template on the card and the live
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image. The biometric is confirmation that the person to whom the card belongs is present.
Because no one would have the associated biometric except for the rightful individual, the
system prevents fraudulent behavior. As a result, CMS is afforded the ability to use biometric
authentication without maintaining an online national biometric database.

Some biometric systems require an online database to which images are matched when they
are presented for verification. This process is called a one-to-many match. In the case of
Medicare this approach is not recommended because there is no need to try to determine who
is filing the claim, only a need to verify that the claim is being filed by the person authorized and
to whom the card was issued. The one-to-many match requires constant online access to a
central Medicare biometric database and is used to answer the “who is this” question. It would
require providers to wait for verification of a one-to-many match process which can take
significant time. Having a central Medicare biometric database accessible online is also an
invitation for hackers and fraudsters to attempt to breach the system. A one-to-one or match-
on-card system answers the “is the person | think it is” question of concern.

For a secure, authenticated Medicare system, a one-to-one match using biometric templates is
the recommended approach, giving each provider complete control over their card and
verification process. Making authentication easy and less time-consuming benefits both
beneficiaries and providers.

Medicare Beneficiary Privacy and Security

A secure Medicare smart card strengthens beneficiary privacy and security in a number of ways.
First, the beneficiary’s Social Security number (SSN), used today as the Medicare Claim Number,
will no longer be printed on the card and readily available to identity thieves. The identification
information is encrypted and stored safely on the secure embedded chip. Second, information
on the card can only be read by an authorized Medicare card-reader, and only when the
beneficiary consents to input their correct PIN code. Third, personal information is protected
through encryption when transmitted electronically and when stored. The Medicare Common
Access Card not only improves the patient’s privacy and security in a medical environment, but
it strengthens the beneficiary’s overall privacy, reducing opportunities for identity theft and
fraud.

Medicare Provider Privacy and Security

The secure Medicare smart card system similarly protects the privacy and security of the
provider’s information. NPI’'s and other personal information will no longer be printed on the
front of the card; instead, it will be encoded on the card’s secure embedded chip. As with
beneficiaries, only an authorized Medicare card reader system can access the information on
the card, and then only when the provider has consented to present his biometric. These
precautions not only protect the legal card holder’s privacy, but also ensure the integrity of the
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system from fraudsters who steal a provider's card in order to make an unauthorized
transaction.

Realizing that providers don’t always file the claim to Medicare themselves, the Medicare CAC
offers flexibility in that administrative personnel can also be equipped with a Medicare CAC
card as an authorized representative of the provider after undergoing the same enrollment
process as the provider. To file the claim, the provider’s NPl would be securely stored on the
authorized representative’s smart card. This flexibility alleviates the need for providers to be
present to file a claim, and presents no interruption in provider workflow.

Common Access Card: NIST Approved Open Standards

In the U.S., open standards for secure identity credentials such as the DOD CAC and PIV cards
were developed collaboratively by industry standards organizations with the participation of
the U.S. government through the National Institute for Standards and Technology (NIST). The
NIST standards were jointly developed to protect both physical and logical (computer networks)
government infrastructure against attack.

The Office of Management and Budget, through OMB M-11-11, mandated that every federal
agency, including the Department of Defense, utilize secure smart cards to authenticate and
verify users for building access and computer access. While it is hard to measure fraud within
government agencies, the DOD confirms a 46% reduction in cyber security attacks on the first
day of secured logical access implementations in any given department. The U.S. e-Passport is
based on the same underlying secure identification technology and was implemented to
prevent unauthorized access into the United States.

WHAT ARE THE BENEFITS OF A MEDICARE SMART CARD TO BENEFICIARIES,
PROVIDERS AND TAXPAYERS?

Benefits to Beneficiaries
A secure Medicare smart card strengthens beneficiary privacy and security in a number of ways.

e Social Security Number Removed From Front of Medicare Card
The beneficiary’s Social Security number (SSN) is no longer printed on the card and
readily available to identity thieves. The identification information will be stored safely
on the secure embedded chip.

e Beneficiary Consent
Information on the card can only be read by an authorized Medicare card-reader, and
only when the beneficiary consents to input their correct PIN code.
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e Personal Information is Encrypted
Personal information is protected through encryption when transmitted electronically
and when stored.

e More Funds Available for Legitimate Care
Reduction in fraud within the system makes more funds available for legitimate
healthcare needs of Medicare beneficiaries.

Benefits to Providers and Suppliers
A secure Medicare smart card strengthens providers’ privacy and security in a number of ways
and enables more efficient business practices.

e Quicker Processing of Payment
Because transactions are verified by both the provider and beneficiary a non-repeatable
audit trail is created. This electronic processing eliminates paperwork and streamlines to
payment cycle, allowing for quicker and more accurate payment to providers.

e Billing Accuracy
In many cases claims are rejected because of small mistakes or typos. Because the chips
verify both the provider and beneficiary all information is electronic, eliminating these
types of mistakes.

o Reduces Need for Recovery Audit Contractors
Because both beneficiaries and providers provide proof they are legitimate, payment is
pre-approved before it is sent, reducing the need for backend recovery audit
contractors.

e Streamlined Processes Increase Administrative Efficiency
Smart cards store basic patient and beneficiary information on the secure chip. That
information can be accessed by the provider at point of check-in to identify the correct
patient record and eliminate many of the administrative check-in procedures.

e Protects Medicare Provider Numbers
Today provider numbers are widely available and used by thieves billing Medicare for
products and services never performed. Using a smart card guarantees that no one can
masquerade as the provider and use their number to bill Medicare.

e Traceability/Audit trail
Using a smart card as part of the billing process creates an unrepeatable audit trail
definitively verifying the details of each transaction between beneficiary and provider.
Since the information is electronically signed and transmitted to CMS processing the
information cannot be changed, altered or hacked.

Benefits to Taxpayers

While both beneficiaries and providers receive protections and benefits within the system,
taxpayers ultimately gain the most significant benefit: reduction of fraud, waste and abuse
within the Medicare system. Taxpayer funds can now be targeted directly to those Americans
entitled to Medicare benefits, without fear of siphoning by crooks. Such a program will go a
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long way towards providing stability and restoring integrity in a program on which so many
Americans rely.

WHERE HAS THIS TYPE OF PROGRAM BEEN SUCCESSFUL?

Smart cards are used in the US and around the world to prevent fraud and reduce costs. Below
are just a few examples of smart card deployment that have resulted in significant savings.

US Healthcare
While there are myriad examples of smart card implementations in healthcare across the US,
we’ve chosen to highlight two showing cost savings for both large and small hospitals alike.

Mt. Sinai Hospital, New York City. When Mt. Sinai deployed smart cards to their patients
to reduce the number of duplicate or overlaid records in their system, estimated to be
close to 15%. The hospital was able to eliminate annual large scale medical record clean-
ups which cost the institution $1.8 million and involved over 250,000 duplicate records.
Additional benefits included the elimination of the patient clipboard paperwork and
reduction in medical errors.

Memorial Hospital, North Conway, New Hampshire. Memorial Hospital reduced
admission errors from 6% of patient records to less than 1% by deploying smart cards,
including the reduction of medical record error from a rate of 7% to less than 1%,
creating an annual savings of $55,000 for a 35 bed hospital. Patients saw a direct benefit
as Memorial Hospital was able to reduce their admission time from 22 minutes to less
than 3 minutes — an immediate cost savings of $574,000 in annual employee payroll
minutes, which allowed Memorial to redirect staff to other productive tasks.

International Healthcare

A number of nations have implemented smart card-based healthcare systems for many reasons
beyond fraud reduction, such as security and ensuring administrative cost savings.

French healthcare system SESAM-Vitale. The French government implemented smart
cards in order to verify who was receiving treatment and to quickly provide
reimbursements within three to five days as opposed to 3-4 weeks. As a result, the
processing cost of a claim within the system was reduced from 1.74 Euros to .27 Euros.
With over one billion transactions per year, the transition saves the system over 1.4
billion Euros/year.

German Ministry of Health. Germany deployed secure smart healthcare cards to
approximately 70 million beneficiaries and is currently deploying about 280 thousand
health professional cards. The projected achievable program savings in the German
national program range from 1.7 to 2.9 billion Euros per year, of which between 800
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million to two billion Euros would come from fraud reduction. According to the German
Ministry of Health in January 2012, the beneficiary deployment alone has generated
annual fraud reduction of 250 million Euros. Provider fraud reduction data will not be
available until deployment is completed next year.

e Taiwan. The Taiwanese government implemented one of the longest standing and most
comprehensive secure health care cards in the world. Implemented in 2004, the
program has issued 24 million patient cards and 300 thousand provider cards. The card
data includes not only insurance information but medical information as well. The
Bureau of National Health in Taiwan reports that moving from paper to a secure smart
card has extended the life of cards by 5-7 years, reduced fraud, saved on administrative
costs, and reduced health care spending in general. Taiwan’s administrative costs are
the lowest in the world at two percent (compared to the U.S. at 31 percent).

Financial Services

The smart card technology present in the proposed Medicare CAC Act has been used to great
success across the globe to protect identity and secure transactions not only in health care, but
in the financial services market as well. Known as “Chip & PIN”, the smart card technology has
revolutionized the way banks have reduced fraud and identity theft. As testimony to their
security and efficacy in fighting fraud, American banks will be introducing Chip & PIN cards to
the U.S. market beginning in 2013. Examples of success include:

e United Kingdom Chip & PIN smart card deployment for credit and debit card market.
According to a UK Payments Administration reported in 2010, overall fraud losses in the UK
fell by 67% and counterfeit card fraud losses have decreased by 77% since 2004, when Chip
& PIN was adopted.

e France’s Chip & PIN smart card deployment for credit and debit card market. The French
banking association GIE CB reported in November 2010 that a fraud ratio of 0.072%, for a
total 350 million (USD) — of which $140 million (USD) originated outside France. Five years
ago 26% of the system wide fraud was attributed to the Internet and 74% attributed to the
real world. Today the numbers are exactly the opposite with 75% attributed to Internet
fraud and 25% to real world. GIE CB credits smart cards with reducing real world fraud. For
a frame of reference, over 3.5 billion smart card transactions occur every year for a value of
$597 billion (USD). There are 58 million smart banking cards in circulation in France
(population 64m) with an average of 113 operations/transactions per user.

A trusted privacy and security tool for the Federal government

In addition to helping reduce fraud costs around the world, smart cards have been a reliable
resource throughout the federal government for identity management and security for more
than a decade. Designed on open standards approved by NIST, smart cards use non-proprietary
technologies to help secure American’s identity and security both home and abroad. Current
federal smart card applications include:
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The Department of Defense Common Access Card. Today every federal agency, including
the Department of Defense, utilizes secure smart cards to authenticate and verify users for
building and computer access. While it is hard to measure fraud within government
agencies, the DOD confirms a 46% reduction in cybersecurity attacks on the first day of
secured computer access implementation.

The U.S. Passport. Developed by the State Department and the Government Printing Office,
all new passports include a secure smart card computer chip embedded in the back cover.
Included to thwart passport counterfeiters, the secure chips protect American citizen’s
personal information in a manner that prevents tampering and eavesdropping. Since the
first year of deployment, 2005, the State Department issued over 75 million ePassports
containing the secure smart card chip.

The Federal Emergency Management Agency’s First Responders Authentication Credential
(FRAC). In order to ensure local and state emergency response officials are able to
collaborate to ensure the public's safety, many identity management challenges must be
overcome. The FRAC card meets the task by allowing for interoperability between local,
state, and federal first responders. So far, nine states have taken the lead to deploy FRAC
credentials for first responders, with many more on the way. It should be noted that all
doctors and nurses are considered first responders; as such a Medicare CAC provider card
could serve double duty as a FRAC credential, even further reducing implementation costs.

The American Medical Association/Centers for Disease Control Health Security Card. The
American Medical Association’s Center for Public Health Preparedness and Disaster
Response is working with Center for Disease Control and FEMA to develop a pilot program
to show the benefit of a Health Security Card based on smart card technology for patients
in the event a disaster or health emergency. Preliminary findings from the pilot excises
show 90% of patient using the smart cards rated the care they received as good to
excellent, with 75% affirming care as very good or excellent. In December the AMA will
issue a final report on the smart card pilot.

WHAT ARE THE COSTS OF IMPLEMENTING MEDICARE CAC?

Recently, the Smart Card Alliance, an industry non-profit 501 (c)(3) education foundation and

trade association, worked with an independent auditor to determine the cost of deploying a

smart card based Medicare card system for both providers and beneficiaries (see attached,
Deleon & Stang Medicare Report). The audit was completed in March 2012 with the intent to

assist Congress and the Centers for Medicare and Medicaid Services in their efforts to
understand the true cost and actual savings of a nation-wide Medicare CAC deployment.
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The audit found there are many different elements that must be considered as part of a
national Medicare CAC deployment. Because the system will determine real-time eligibility of
both providers and beneficiaries, it requires more than just the use of a smart card. Backend
infrastructure and readers must be accounted for in any cost estimate. The estimate accounts
for 2.6 million providers and 48 million beneficiaries for an overall total of 50.6 million
participants.

Because providers will be going through an enrollment process and their biometric information
will need to be captured the cost per provider within the system is estimated to be $31.08 per
provider. For the beneficiary, the cost is somewhat less, $14.57 per beneficiary, because the
beneficiary will receive their smart card via U.S. mail without the requirement of enrollment of
biometric capture. The PIN code for the beneficiary could come pre-set as the last four digits of
their Social Security number and could easily be changed, if the beneficiary desired upon first
use. The total cost for nationwide deployment of Medicare CAC system averages out to $24.24
per participant for a grand total of $1.3 billion for full deployment. These costs are completely
inclusive for full deployment and should be evaluated against the return in reductions in fraud,
waste and abuse.

WHAT IS THE RETURN ON INVESTMENT AND WHAT IS IT BASED ON?

The Department of Justice estimates that fraud within the Medicare system costs American
taxpayers over $60 billion per year. According to the General Accountability Office (GAO) in
2010 improper payments within Medicare were $48 billion per year. Senator Tom Coburn (R-
OK) provided estimates during a March 2, 2011 Senate Finance Committee hearing entitled
Preventing Health Care Fraud: New Tools and Approaches to combat Old Challenges, fraud and
improper payments in the Medicare and Medicaid programs to cost taxpayers between $100
billion - $120 billion per year. Looking at the problem from any prospective, there is a lot of
money at stake.

Based on savings reported by the UK, France, Germany and Taiwan across both the healthcare
and financial services industries (noted above), it is clear that the use of smart card-based
solutions led to a reduction in overall fraud losses upwards of 70%. While the Secure ID
Coalition believes that the smart card-based Medicare CAC program will be able to deliver
similar results, it is entirely reasonable to assume — at the very least — a cost savings of at least
50%, representing well over $30 billion in eliminated fraud annually at the current rate of fraud.
This conservative estimate is further reinforced by the DOD’s confirmation of a 46% reduction
in cybersecurity attacks on the first day of deployment of the CAC card for computer access.
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RECOMMENDATIONS

e Because the Medicare program is unique, deploying pilot programs or demonstration
projects will be an important part of any successful smart card implementation. Five
pilot projects in areas where there is a significant amount of fraud will help to identify
the specific needs of the Medicare community. These areas could include specific states
or regions, similar to metro regions, prioritized by risk categories.

e Planning is a critical part of any pilot program. It is the recommendation of the Secure ID
Coalition that the Secretary of HHS be given enough time to plan for the success of the
pilots, with a minimum of one year for mapping prior to implementation. Within the
mapping period a process by which HHS/CMS establishes metrics to quantify reductions
in fraud, waste and abuse must be clearly defined. Further, details of how beneficiary
and provider privacy will be protected must be addressed.

e Assuring the interoperability of the new Medicare CAC hardware with existing practice
management software systems will also be an important part of the pilot program.
Claims are increasingly submitted through electronic interfaces; when including
authenticated receipts of rendered services from the new Medicare CAC hardware,
claims will be easier to verify by CMS, thus further reducing fraudulent payments and
expediting audits. Since the private sector is tasked with the development and
implementation of these practice management (PM) systems, the pilot program should
be developed to report the essential data needed for determining how best to integrate
Medicare CAC hardware into daily medical management practices.

e In order for pilots to provide the requisite amount of data, detailed information about
usability, and specific measurable costs and benefits, a minimum duration of eighteen
months is recommended for the pilot programs.

e Success of the pilot program will be determined by the established metrics defined prior
to the start of the pilot program. Once completed HHS/CMS will be able to verify
potential cost savings and benefits and determine the viability of a nationwide
deployment without further direction from Congress.

e Once the pilots are completed, HHS/CMS will be able to assess the pilot data and design
a nationwide Medicare smart card program that meets the needs of providers,
beneficiaries and tax payers.

e Implementing a nationwide program of this scope should be done methodically and
over time as to not overload HHS/CMS.
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CONCLUSION

It's everyone’s desire to see both the Medicare and Medicaid programs not only survive, but
thrive. The cost of waste, fraud and abuse in these systems not only eat away at our tax
reserves, but also forces federal and state authorities to spend tens of millions of dollars every
year in law enforcement and prosecution costs. It only makes sense to stop the fraud before it
happens. In this case, that means implementing a secure smart card to verify and authenticate
valid Medicare and Medicaid users at the time of the transaction.

Smart cards are not only a globally recognized tool to help eliminate medical and financial
fraud, but a trusted tool of the federal government in assuring identity across a number of
critical applications. If Congress were to implement a smart card technology solution — such as
described in the Medicare Common Access Card Act — it would have the potential to save
American taxpayers over half of the estimated $60 billion per year cost of fraud. With over 48
million seniors, that comes out to approximately $1,250 of fraud per recipient per year.
However, for a one-time investment of less than $25 per beneficiary, the federal government
will realize a cost savings of over $612.50 per beneficiary per year — a return on investment 24
times over.

Everyone in Congress wants to preserve Medicare for the next generation of beneficiaries;
Medicare CAC does this without having to raise taxes, eliminate benefits, or cut
reimbursements. In our opinion, this is the best outcome of all possible solutions.

Mr. Chairman, Ranking Member, and Members of the Committee: the Secure ID Coalition
stands ready to assist Congress in helping save the Medicare and Medicaid programs. We look
forward to working with you and answering any questions you may have.
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QUESTIONS & ANSWERS

If the beneficiary does not have their card, will they be denied access to care?
Absolutely not. CMS will need to establish a policy for how to process claims that are outside of
the validated and authenticated Medicare CAC system.

Some cards will get lost, whether it’s because of illness or just plain forgetfulness; it happens
today in every program. This is not a technology issue, but a question of policy on how CMS
would treat billings that have not been authenticated. In the case of beneficiaries who need to
have a caretaker or legal guardian tend to their medical needs because they cannot
communicate, a special caretaker credential could be issued to them.

How will personal privacy be protected using a smart card?
Both privacy and security must be considered fundamental design goals for any personal ID
system and must be factored into the specification of the ID system’s policies, processes,
architectures, and technologies. The use of smart cards strengthens the ability of the system to
protect individual privacy and secure personal information.
Unlike other identification technologies, smart cards can provide authenticated and authorized
information access, implementing a personal firewall for the individual and releasing only the
information required when the card is presented. Smart card technology provides strong
privacy-enabling features for ID system designers, including the ability to:

e Support anonymous and pseudonymous schemes

e Segregate multiple applications on the card

e Support multiple single-purpose IDs

e Provide authentication of other system components

e Provide on-card matching of cardholder verification information

e Implement strong security for both the ID card and personal data
Smart cards trust nothing until proven otherwise. For example, smart cards can require
cardholders to authenticate themselves first (with a PIN or biometric) before the cards will
release any data. And smart cards support encryption, providing patient data privacy and
enabling at-home or self-service applications in suspect or untrusted environments to be
secure.

The smart card's embedded secure microcontroller provides it with built-in tamper resistance
and the unique ability to securely store large amounts of data, carry out own on-card functions
(e.g., encryption and digital signatures), and interact intelligently with a smart card reader.

In case a beneficiary card is lost, how secure is one’s personal information?

If the card is lost, the data on the card is secure and not readable without the individual’s PIN
code. Further, all information stored in the card cannot be read unless accessed via an
authorized, authenticated reader. An attempt to hack the chip on the card would destroy the
information in the process, because the chips are designed to shut down under brute force
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attacks. Once the card is reported lost or stolen the system will no longer recognize it and it
becomes completely useless. One of the significant benefits that will reduce medical ID theft is
that the card will no longer have the beneficiary’s social security number printed on it.

In the case of beneficiaries seeking care outside their home region, how will the cards work?
This is an issue that exists today with paper Medicare cards containing SSNs in full view. The
secure Medicare smart cards will work in any authenticated provider reader and benefits will
be fully available nation-wide under existing Medicare services guidelines. During the pilot
program, CMS would treat beneficiaries seeking care outside their home region under the same
polices as if the beneficiary had lost their card.

Would a smart card program work with other program integrity efforts CMS has already
deployed?

A smart card program will complement existing programs initially and, over time, the SIDC
anticipates CMS would do away with some of the reactive initiatives underway due to the
success of the smart card program to reduce fraud, waste and abuse in the system. Unlike the
programs currently underway that search for fraud after the transaction has been process and
the money disbursed, the smart card program is a proactive fraud prevention approach. To
date, no proactive initiatives have been put forth by CMS.
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APPENDIX

ADDITIONAL RESOURCES

Smart Cards and Biometrics in Healthcare Identity Applications, Smart Card Alliance
Healthcare Council white paper, May 2012

Benefits of Smart Cards versus Magnetic Stripe Cards for Healthcare Applications, Smart
Card Alliance Healthcare Council brief, December 2011

Effective Healthcare Identity Management: A Necessary First Step for Improving U.S.
Healthcare Information Systems — A Smart Card Alliance Brief for Government Policy
Makers and Other Stakeholders, Smart Card Alliance Healthcare Council and Identity
Council brief, March 2009

ATTACHED DOCUMENTS

Secure ID Coalition, Medicare Common Access Card: How Does It Work, 2012.

DelLeon & Stang Certified Public Accountants and Advisors, Smart Card Alliance
Projected Schedule of Costs To Deploy Secure ID Card and Related Fraud Reduction Cost
Savings and Return on Investment with Independent Accounts’ Report, June 27, 2012.
AARP Joins Bipartisan Effort to Prevent Identity Theft of Medicare Beneficiaries,
September 14, 2011.

Lawrence Carbonaro, Converting to LifeMed, Memorial Hospital of Conway, New
Hampshire, 2012. (Memorial Hospital report on savings realized from conversion to
LifeMed, a smart card-based health information system.)

Theresa Min-Hyung Lee, Comparative Study of Taiwanese Health Care System, in The
Ampersand Journal, Issue IV 42 (McGill University), 2011.
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How it works
Medicare Common Access Card

Medicare beneficiaries and service
providers receive a secure ID card.

The emart card contains a
computer chip that fights
fraud and protects privacy.
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= A digital picture of the healthcare professionsl.
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SMART CARD ALLIANCE
PROJECTED SCHEDULE OF COSTS
TO DEPLOY SECURE ID CARD
AND RELATED FRAUD REDUCTION COST
SAVINGS AND RETURN ON INVESTMENT
WITH
INDEPENDENT ACCOUNTANTS® REPORT

—
DELE ON S8 STANG
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100 Lakeforest Boulevard
Suite 650
~ Gaithersburg, MD 20877

‘ P: 301-948-9825
F: 301-948-3220

-.——-"" www.deleonandstang.com
ELEONSSTANG Allen P. DeL.eon. CPA, PC.
e —— Richard C. Stang, CPA, P.C.

CERTIFIED PUBLIC ACCOUMNTAMNTS AMND ADVISORS Jeanie Price

INDEPENDENT ACCOUNTANTS’ REPORT

Smart Card Alliance
Washington, DC

We have examined the accompanying projected Schedule of Costs to Deploy a Secure TD Card Within the U.S.
Medicare System, and the Schedule of Projected and Fraud Reduction Cost Savings of Deployment of a
Secure ID Card Within the U.S. Medicare System and the Related retumn on Investments (ROI) as of February
13, 2012, which has been prepared by Smart Card Alliance. Smart Card Alliance’s management is responsible
for the projections, which were prepared for the purpose of providing educational information relevant to
proposed legislation being drafted by the U.S. Congress. Our responsibility i1s to express an opinion on the
projections based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute
of Certified Public Accountants and, accordingly, included such procedures as we considered necessary to
evaluate both the assumptions used by management and the preparation and presentation of the projection. We
believe that our examination provides a reasonable basis for our opinion.

In our opinion, the accompanying projections are presented in conformity with guidelines for presentation of a
projection established by the American Institute of Certified Public Accountants, and the underlying
assumptions provide a reasonable basis for management’s projections assuming:

1. The deployment costs are accurately projected by using an average of the projected deployment costs
based on a survey of six companies which specialize in deployment of similar secure ID cards for
similar purposes in the U.S. and foreign countries, and other estimates of deployment costs made by
the Smart Card Alhance, Health Council Members.

2. The quantity of projected users of the secure [D card are accurately estimated using U.S. Department
of Health and Human Services (HHHS) information as described in the projection.

3. The cost savings are accurately projected by using cost savings of similar programs in the U.S. and
foreign countries, as described in the projection.

4. The return on investment (ROI) is accurately projected by using the projected cost savings and
applying it to the estimated current levels of Medicare fraud.

However, even if the assumptions referred to above are accurate, there will usually be differences between the
projected and actual results, because events and circumstances frequently do not occur as expected, and those
differences may be material. We have no responsibility to update this report for events and circumstances
occurring after the date of this report.

The accompanying projection and this report are intended solely for the information and use of (1) members of
management of the Smart Card Alliance and (2) the U.S. Congress and related US government agencies, in
connection with proposed legislation related to the deployment of secure ID cards, and are not intended to be
and should not be used by anyone other than these specified parties.

DeLeon el Stang

DeLeon & Stang, CPAs and Advisors
Gaithersburg, Maryland

June 27, 2012

...improving the financial lives of our clients, our staff & our community with integrity, trust & innovation.
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SMART CARD ALLIANCE
Schedule of Costs to Deploy a Secure ID Card
‘Within the U. S. Medicare System
February 13, 2012

National Rollout

Professionals working at hospitals, physician's offices,
Medical equipment suppliers, nursing homes, assisted living
residences, mental health professionals and pharmacies who

require ID cards. Quantity Source of inft
TOTAL PROFESSIONALS 2,624,884 National Plan and provider Enumeration System Statistics 505 - 7/11
Cards Required Quantity Price Per Unit Total
Professionals 2624884 $4.17 $10.932 642 See quantity above
Beneficiaries 48,000,000 $1.00 $48.091 200|Industry esta
TOTAL CARDS 50,624,884 $1.17 $59,023,842
Medicare Cost Summary
Providers and Suppliers Users  Average Cost Per Person Total Comments
Enrolment of Providers and Suppliers 2,624,884 $12.82 533.63-?-,;3:@]('(“ to enroll everyone, prove licensing
Background Investigation (Vetting) 2,624,884 $0.00 $0| Akeady inchided i existing processing costs
Biometric AFIS Database 2624884 $0.59 $1.557.869|Checking against data base
Large Systems Integrator (LSI) 2,624,884 £0.76 $1,994.912| Allow cards 10 be read in existing CMS system
Digital Certificate - Level 3 MHW Assurance 2,624,884 $1.01 $2,638,008| Electronic version of ID recognition
Card Stock 2,624,884 $4.17 $10.932.642| Physical card from above
Card Issuance & Fulfilbnent 2.624.884 §3.25 $8,522,123 | Mailing out cards
Card Manufacturer Professional Services 2624884 $0.10 $262,488| Consulting
Middleware/ Strong Authentication Server with Connect 2,624,884 $6.62 $17.363,608| Connect to software
Software Licensing 2,624,884 $1.25 $3,283,730| Licensing of vendor software
Card Management System (CMS) 2624884 $0.33 $853,087| Integration
Identity Management System (IDMS) 2,624,884 $0.21 $3538,101 | Integration
PROVIDER & SUPPLIER TOTAL 2,624,884 §31.08 $81,584,457
Page 2
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SMART CARD ALLIANCE

Schedule of Costs to Deploy a Secure ID Card
Within the U. S, Medicare System

February 13, 2012 (Continued)

Beneficiaries Users Per Person Total

Digital Certificate phus Class 2 Identity Proofing 48,000,000 £1.82 $135200,000|PIN required to activate

Card stock 48,000,000 $1.00) $48,001 200|E lectronic version of 1D recognition
Card Issuance & Fulfilliment 48,000,000 3.4 £165.280,000|P hysical card from above

Card Manufacturer Professional Services 48,000,000 $0.07| $3,120,000) Mailing out cards

Middleware/ Strong Authentication Server with Connect 48,000,000 $0.23 S11.040,000]C i

Large Systems Integrator (LSI) 48,000,000/ 55.4 $251,520,000{Connect to software

Software Licensing 48,000,000/ $1.26) $60,331,200|Licensing of vendor software

Card Management System (CMS) 48,000,000/ $0.32 SI5.120\000|[

Identity Management System (IDMS) 48,000,000 $0.21 59.840\000|[me gration

BENEFICIARY TOTAL 48,000,000 $14.57 $699,542,400

Readers and Terminals Cruantity Per Unit/Per Person Total

USB Contact Readers 170,537 £7.50) $1,279.025

Dual Slotted Terminals (German model) 103,000 $162.50/ $16,737,500|

Biometric (Fingerprint) Readers 170,537 $30.00) §13,642.933

444,073 571.29 531,659,458
Activation Kiosks [ 17,500] $23,666.61] $414,165,675| To change PIN, add photo, activate card
|GRAND TOTAL (National Rollout) 50,624,884 §24.24 $1,226,951,990|
IAnmnl Maintenance of Total Cost 25% SJI]G,"BT,MT,WI% of total costs estimate
Page 3

26

Secure ID Coalition | Testimony Before House Energy & Commerce Subcommittee on Health | November 2012
www.securelDcoalition.org



SMART CARD ALLIANCE

Schedule of Projected Fraud Reduction Cost Savings of
Deployment of a Secure ID Card in the U. S. Medicare System

And the Related Return on Investments

Fraud
Current Situation

Fraud Reduction Percentage

10%
20%
33%
40%
50%
66%

%
0%
W%

Return on Investment
Fraud Reduced by
10%
20%
33%
40%
50%
66%
70%
0%
0%

Year 1

$60,000.000.000

Savings
$6,000,000,000
$12,000.000,000
$19.800.000,000
$24,000,000,000
$30,000.000,000
$39,600,000,000
$42,000.000,000
$48,000,000,000
$54,000,000,000

$4,466,310,012
$10466.310.012
$18.266310,012
$22466,310,012
$28466.310,012
$38,066,310,012
$40466.310.012
$46,466,310.012
$52466.310.012

Page 4

5 Yr. aggregate
$300.000,000.000

$30,000,000,000

$99,000.000,000
$120,000,000,000
$150,000,000.000
$198,000,000,000
$210,000,000,000
$240,000,000,000
$270,000,000,000

$27,239,358,022
$57239358,022
$96,239.358,022
$117.239,358,022
$147,239.358,022
$195,239,358,022
$207.239358,022
$237,239.358,022
$267,239.358,022

10 yr. aggregate
$600.000,000.000

$60,000,000,000
$120,000,000,000
$198,000,000,000
$240,000,000,000
$300,000,000,000
$396,000,000,000
$420,000,000,000
$480,000,000,000
$540,000,000,000

$55,705,668,034
$115,705,668,034
$193,705,668,034
$235,705,668,034
$295,705,668,034
$391,705,668,034
$415,705,668,034
$475,705 668,034
$535,705,668,034
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SMART CARD ALLIANCE
Project Deployment Costs and Fraud Reduction Savings of Secure ID Card
February 13, 2012

NOTE 1 - NATURE AND PURPOSE OF ORGANIZATION

The Smart Card Alliance is a non-profit organization, located in Washington DC and tax
exempt under section 501 (c) (6) of the Internal Revenue Code (IRC). Its mission is to
accelerate the widespread adoption, usage and application of smart card technology in
North America, by bringing together users and technology providers in an open forum to
address opportunitics and challenges for the industry. Its membership consists of
companies and individuals in technology companies, federal, state and local
governments, academic institutions, consulting companies and Latin American
companies and institutions. The Organization conducts conferences, prepares

publications, and provides resources to its members in furtherance of its purpose.
NOTE 2 - SPECIFIC PURPOSE OF THE PROJECTIONS

The purpose of this report is to provide projections related to (1) the estimated costs of
the deployment of a secure ID card in the U.S. Medicare system to the U.S. Congress, (2)
the estimated fraud reduction cost savings and return on investment (ROI), in relation to

proposed legislation to conduct a pilot program.
NOTE 3 - UNDERLYING ASSUMPTIONS USED ON THE PROJECTIONS

Certain assumptions were used in developing the projections. The projections are only as
reliable as the accuracy of the assumptions. Even if the assumptions described in this
report are accurate, there will usually be differences between projected results and actual
results, because events and circumstances frequently do not occur as expected and those
differences could be material. The underlying assumptions used to develop the
projections in the report are:

1. The costs of deployment of a secure ID card are based on the average cost
projections developed from a survey of technology companies which are members
of the Smart Card Alliance. The survey consisted of six companies, and the
projected costs are an average of the costs projected by these companies. Some
companies did not provide cost information in all cost areas. Some of the
estimates of deployment costs were made by the Smart Card Alliance and
Healthcare Council Members, and not dircetly from the survey results. The
surveyed companies; cost projections are only as accurate as the projections
provided by the survey. Since the overall deployment costs are based on the cost
per user multiplied by the number of projected users, the actual deployment costs
could differ significantly from the projected costs if the actual cost per user is
different from the projected cost per user.

Page 5
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SMART CARD ALLIANCE

Project Deployment Costs and Fraud Reduction
Savings of Secure ID Card (Continued)
February 13, 2012

NOTE 3 - UNDERLYING ASSUMPTIONS USED ON THE PROJECTIONS (Continued)

2. The quantity of projected users of the secure ID card was determined from
information obtained from the National Plan and Provider Enumeration System
(NPPES), a division of the Centers for Medicare and Medicaid Services (CMS) of
the U. S. Department of Health and Human Services (HIS). Since the projected
costs of deployment of a secure IID card is based on the cost per user multiplied by
the number of projected users, the accuracy of the number of users is a material
component in the total cost projection. The NPPES information is generally
considered to the most current and accurate estimate of the number of users of a
sccure ID card. However, the overall deployment costs relies heavily on the
quantity of users, and may differ significantly from the actual costs if the actual
number of users differs from the projected number of users.

3. The fraud reduction cost savings is presented at various assumed percentages of
savings. It is assumed that the current Medicare fraud 1s approximately $60 billion
per year. The fraud reduction cost savings is based on cost savings of similar
programs using other applications of the secure ID card and deployment of a
secure ID card in other countries whose medical systems and related regulations
differs from those in the U.S. While management believes that the fraud reduction
cost savings reported by other secure card applications and deployments in other
countries 1s a reasonable estimate of the fraud reduction cost savings that would be
achieved in the U.S., matenal differences could exist which would affect the total
cost savings.

4. The projected return on mvestment (ROI) 1s also presented at various assumed
fraud reduction percentages. The projected ROI is computed by subtracting the
total projected fraud cost savings, at each assumed savings percentages, from the
projected deployment costs. Since the total projected deployment costs and the
projected fraud reduction savings are based on the assumptions described above,
the ROI is based on, and subject to, these assumptions. [f the total projected
deployment costs and/or the total projected cost savings differ materially from the
actual results, the actual ROI will differ matenally from the projected ROL

Page 6
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SMART CARD ALLIANCE

Project Deployment Costs and Fraud Reduction
Savings of Secure ID Card (Continued)
February 13, 2012

NOTE 4 - LIMITATIONS OF USE OF THE PROJECTIONS AND SPECIFIED PARTIES

The projected information contained in this report is intended for a specific purpose and
use, it is not intended that the projections be used for any other purposes or uses. Further,
this report is intended for use by (1) Members of the Smart Card Alhance, (2) the U.S.
Congress and related U. S. government agencies related to proposed legislation
conceming a pilot program for deployment of a secure ID card in the U.S. Medicare
system, the use of this report is not intended to be used, and should not be used, by any
other parties other than the specified users.

Page 7
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AARP Joins Bipartisan Effort to Prevent
Identity Theft of Medicare Beneficiaries

AARP today endorsed the Medicare Common Access Card
Act of 2011

From: Press Center | September 14, 2011

FOR IMMEDIATE RELEASE
September 14, 2011

CONTACT:
AARP Media Relations, 202-434-2560

AARP Joins Bipartisan Effort to Prevent Identity Theft of Medicare Beneficiaries

WASHINGTON - AARP today endorsed the Medicare Common Access Card Act of 2011 in a
letter to U.S. Senators Mark Kirk and Ron Wyden as well as U.S. Representatives Jim Gerlach
and Earl Blumenauer. The bill will create a secure Medicare identification card pilot program for
beneficiaries located in five geographic areas nationwide. This bipartisan and bicameral piece of
legislation introduced today will replace paper Medicare cards with secure cards that carry the
personal information electronically of individuals in the program.

Excerpts of the letter of support from Joyce A. Rogers, AARP Senior Vice President, are below:

“On behalf of AARP’s millions of members, we are pleased to endorse the Medicare Common
Access Card Act of 2011. Your legislation will create a secure card pilot program under the
Medicare program.

“Older Americans are particularly vulnerable to the dangers of identity theft. Your legislation
will pilot a program to replace the current paper Medicare card with a smart card that would
store the beneficiary’s personal information electronically on a computer chip, and would require
both beneficiaries and providers to confirm receipt of services at the time services were
provided. Similar technology currently exists for Department of Defense personnel.

“Your legislation not only provides enhanced information security, but will also help to reduce
fraud in the Medicare program by verifying the identity of both Medicare beneficiaries and
providers. Medicare dollars should be spent on necessary services and not lost to fraudulent
activities.”
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For a copy of the full-text of the letter, please contact AARP Media Relations by phone at (202)
434-2560 or via email at media@aarp.org.

About AARP:
AARP is a nonprofit, nonpartisan organization with a membership that helps people 50+ have
independence, choice and control in ways that are beneficial and affordable to them and society
as a whole. AARP does not endorse candidates for public office or make contributions to either
political campaigns or candidates. We produce AARP The Magazine, the definitive voice for
50+ Americans and the world's largest-circulation magazine with nearly 35 million readers;
AARP Bulletin, the go-to news source for AARP's millions of members and Americans 50+;
AARP VIVA, the only bilingual U.S. publication dedicated exclusively to the 50+ Hispanic
community; and our website, AARP.org. AARP Foundation is an affiliated charity that provides
security, protection, and empowerment to older persons in need with support from thousands of
volunteers, donors, and sponsors. We have staffed offices in all 50 states, the District of
Columbia, Puerto Rico, and the U.S. Virgin Islands.

http://www.aarp.org/about-aarp/press-center/info-09-2011/aarp-joins-bipartisan-effort-to-
prevent-identity-theft-of-medicare-beneficiaries.print.html

32

Secure ID Coalition | Testimony Before House Energy & Commerce Subcommittee on Health | November 2012
www.securelDcoalition.org



E- Memorial

Hospital

Converting to LifeMed

By: La

wrence Carbonaro

Director, Purchasing, Patient Access & HIS

The Memorial Hospital, North Conway, NH (35 beds, 100,000 annual patient visits and over
$300,000 in administrative savings annually, not including the marketing advantages)

Areas

oo0oo0oo

Decreased admissions error rate from 6% to less than 1% We average 1500 registrations a week,
thus 90 records that used to require manual intervention to fix before billing; with LifeMed we no longer
require that effort.)

Elimination of clip board and paper (We went paperless as a result of LifeMed. We used to print a
cover sheet to give to the patient with each registration, this is no longer required. 156 cases of paper plus
toner are no longer used, no shredding or storage.)

Reduced duplicate records from 7% to less than 1% (an annual cost savings of $35K-$55k for
scrubbing records. No numbers reported for medical errors due to incorrect chart)

Reduced admission time from 22 minutes to less than 3 minutes (average salary equaling $18.13
an hour and a average saving of 19 minutes equals a soft cost saving of $5.74 per patient times 100,000
patents annually. Registration saving of $574,000 of annual employee payroll minutes allowing Memorial
to redirect staff to other productive tasks, like accurate insurance billings, etc. - LifeMed soft projection).
See reduced staff below

Reduced medical record error from 7% to less than 1% (unreported cost savings but includes billing
losses, medical procedure losses, medical errors, lawsuits, etc)

Reduced PAC System errors to less than 1% (Hard to quantify but PACs errors were occurring about
150 annually, now they are rare. Pacs administrator time was 3+ hours to fix each error. About $25K
savings, assumed pay would be greater than $100K)

Reduced full time staff requirements from 21 to 15 (Annual savings equates to $224,640 using a
burdened salary of $37,440 annually).

Decreased insurance A/R from 55+ to 42 days (unreported saving; Current days are still reducing in
A/R and is now below 41 days).

Increased Press-Ganey patient satisfaction by 10% within first 60 days (Memorial’s now_in the top
5% of all hospitals with satisfaction in registration - this was a major issue as our patient dissatisfaction
began at admission even before the patient saw an employee or clinician. Patient satisfaction influenced
patient and employee retention and employee gratification).

of Savings not reported or financially measured as of the date of these Administrative Measures:

Patient Satisfaction Increase
Diminished Registration Errors
Diminished in Duplicate Records
Diminished in Record Errors
Elimination of Registration Paper
Decreased Insurance A/R
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Comparative Study of Taiwanese Health Care System
Theresa Min-Hyung Lee

The health care system of Taiwan is an exemplary mode] of how modern health care
reform and major policy changes can bring sbout hizh guality universal healh
coverage to a country m a relatively short period of Gme. Afier years of consuling
international experts in the health policy field apd sdying pumerous health care
systems around the world, Taiwan instiated its universal Natonal Health Insurance
[MHI) program in 1995, extending a comprehensive benefits packase ransmgs from
doctor visits, prescription drugs to even traditonal Chinese medicme o 99 percent
of the Tamwanese populaton, The Tamwanese receive ther health care semices m a
very timely manner with minimal wait times, and the result iz that the overall
population remains bath healthy and happy with the bealkh care system of their
COURiTY.

Most of us are also sadsfied with the health care we receive here in Canada
[Statistics Canada, 2008). perhaps in leu of the health care reform debate raging in
the United Srates, Yet, we have had the unpleasart expenence of situng in the
waiting room of the doctor's affice for countless pumber of hoors, or perhaps now
of someone who has had to walt months o receive Teamment or diagnons thar
should not have been delayed. The Canadian government 15 guite aware of this
problem challenging both the health care providers and recervers alike and is
making an effort to find a solution. One such iritative is the investment of 4.5 billion
dollars into the Wait Time Reduction Fund since 2004 (Health Canada, 2004).

With all of this in mind. | leapt at the opportumity to partake iz 4 Public Health
Exchange program through MeGill's Global Healts Programs o observe best

practices adopted by Taiwan's health care systems and bow it came o Jerve it
citizens 30 effectively and eficiently.

The expansion of health care in Taiwan mirrors 23 rapsd ecooomic development
After a strong sconomic growth of more than twenty years the pubbc of Tabwan
demanded a better health insurance coverage in the 1580z, leading 1o a fall-fedged
national health insurance program. The new health insurance coverage arce from
years of in-depth studies of health care symems from other nations. The health
Mﬂﬂﬂmmmmmwhﬂunwamm%m
with universal coverage similar o that of Cacada’s. Prior 1o the & of
NHI in 1995, 41 per cent of the Taiwaness population was uminsured - the majority
of the uninsured were young children and semors. whose ceed for healh care is
usually the highest. As a result of the mandatory enrollmect. the reform has since
brought insurance to 99 per cent of citizens and legal resdents, and increased the
health care utilization rates of the uninsured up to par with those of previously
insured populations (Cheng 2003],
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Diaspite several similarities with the Canadian health care system as a whaole, there
are some notable differences between the two systems. Firstdy, Talwan's health care
COVETaZe is more comprehensive. It covers services that Canadians are usually pay
oat-of-pocket, or through supplemental bealth msurance. These services include
prescripion drugs, dental care, vision care and raditional Chinese medicme [Cheng
2003,

Secondly, patienis are free o e doctors of any specialty without going through a
referral or ‘gatekseper’ system. There are abso no Bmitations on the type of hospizal
that from which the patents can receive their health care. Due to the absence of a
gatekeeper system, there is no need to first see your primary healthcare provider to
receive a referral to see a specialist. A3 a result, there is virtally no waiting list for a
visit to the doctor's office. There i alse freedom to choose between health care
facilings, ranpng from small pablic health chmics to large private hospitals that offer
comfort with hoourious décor.

Upon obzerving and learning about many hul':l :uﬂ'l:ﬂitin (including public and

ate clinies, ho 3 and private ho

mmapmh%m ?m l:htnm]'-'l mmmﬁua.ww
Cenitre for Disease Control). and discussing with and listening to doctors, nurses.
professors and medical students. the faclies appeared to be spectacular, well-
equipped with modern technology: and the breadth of services available to the

Taiwanese population presented was Tuly impressive.

With high health mdicators comparable to any developed nation - infant mortality
rate of 5.26 per 1000 births; and e expectancy at birth of 75,34 wears for men and
E1.2 years for women [Central Intelbzence Azency, 2010 - it was clear that Tanwan
was providing health care that successfully sustaims a healthy general population.
Fuarthermore, a closer look af Taiwan's national health expenditure rates indicate
that this was being achieved at a fraction of the cost of other nations: only & percent
of Taiwan's GDP 5 spent on beaslthcars, compared to 10 percent for Canada and 16
percent for the United 5wates (Drzanization for Economic Cooperaton and
Development, 2000). S5mee s mmplementation, NHI has had a public satisfaction
rating ranging from 70 w B0 per cent dipping low only in the years where new
policies imtroduced higher imsurance rates [Cheng 2003) It remained unclear how
Taiwan managed to sustaie 2 bealth care system achieving similar, if not better,
results than that of Canada’s and the United States’

The NHI is publicly funded and Snanced on income-based premiums as opposed to
nnlmMrﬂmﬂﬂ-ThtpmmhmdmpﬂmﬂH:upmbrm
the smployes acd the government in varying amounts d
&J!Erw" pﬂmnmmhwﬁﬁmmﬂﬁm!ﬂpﬁm the
premium, -urhr.h their emploves pavs 60 per cent and the governmant subsidizes the
remaining 10 per cent The self-employed pay 100 per cent of the premium. and
individuals from 4 low-income household are fully subsidized by the government
For the emploved. the total msurance premium i3 typically 4.6 per cent of their
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wazes [Underwood. 200%9). as well, the taxes from wmbacco excise tax and the
natipnal lottery revenues are injected,/mfused imto the system [Bureau of National
Health Insurance, 20100,

The cost of the services from providers is covered mainly through reimbursements
from the NHL but it is also partially covered by co-payments from users (Cheng
2003). The NHI iz alze supplemented by i co-inzurancos system whars the user pays
4 nominal co-payment to the health care provider upon the use of it3 services. Itz

purposs s to discourage overuse. This may be compared to how wait times
semmuicg from the referral-system in Canada discourages unnecessary hospital
visits. The co-payment &5 usually a few dollars, or a fraction of the true cost of the
sernice provaded. The amount i5 capped by the NHI to ehmmate aoy concerns of
bapkruptcy resulting from an accumuolation of the fees. It is also wamred for
catasirophic diseases, individuals from low-income howseholds or remote areas
infants and veterans.

m;ﬂﬂﬂ.ntmiﬂhmlth:mﬂ:nﬂlﬂmhutﬂkdpmgruﬂrﬂyﬂ

the universal coverage and assurmng similar health status between the
indigenous and margnalized populatons, and the rest of Taiwan. In order to
eliminate dispannes regarding access to health care. NHI has approached both the
demand and side. On the demand side it ensured that the populason at rik
were provided insurance. and exempted them from co-payment On the supply
side. it has implemetted an Integrated Deliery Symem (IDS), and puarantesd
income for physicuan: pracucing in remote areas [Bureau of National Heakh
Insurance. 2010). Although certain disparities sull exist. policy tools such as [DS and
rural payment bonuses contribute to continuous improvements (Chouw Huangetal,
2004).

Another mpovation is the integration of traditional methods im 2 modern system. As
traditional Chinese medical practice is an accepied form of medicine, and is a
mainsream medical care in Taiwan. Chinese medicme is insured under the NHL
Tradifional Chinese Medical (TCM) services ranges from acupuncture and fire
m massages to medicinal herbs. It is believed to be effective in alleviaton of

and disease, managing pain and promonng well-being. Traditonal
-Ch:u-nmu often wied in conjunction with Western biomedicing [Chen
Chen e al 2007) and accounts for six par cent of bealth expenditure on outpatent
srvices in Tabwan (Bureau of National Healkh Insurance, 2010} Howwver. ot all
TCM clinics are registered under the NHL and standardization regarding the qualy

was oot 5o sragghtforwanrd,

As it turns out the NHI began facing deficits in the late 1990s, relying on bank loans
to pay health care providers. Between 1996 and 2003, NHI expenditures grew at an
average of 3.27 per cent 3 year, exresdng NHI revenues with an average growth
rate of 402 per cent a year [Bureau of Maiomal Health Insurance, 20007, The
exreeding expenditures were a fault of the open-snded health insurance sysem
relying om a Fee-For-Service (FFE) payment of the prowiders. The health care
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providers performed smnecessary procedures and prescribed unnecessarily
m:mmummummmmaummm

claims was rexample of misase of the mysvem [Chemz 2003
Due to the itive nature of FFS, physicians were called to 82 an
sverwhelmingly large volume of patient: per day, beading to vizgs and

msufficienr dme to 2&t 4 complete patient history or conducting a tharough exam,
wimich could lead to misdiagnosis, improper treatment or delays inm proper
freatment This led to a vicious cpde of dociors ordering frequent follow-aps. which

contributed o higher volames and shorter visis. Moreover, many
mﬂmmmmw:mmadwdm

resuliing m repeat visits and “dector shopping” - visiing oumerous praciiSoners
smultanecusly, and seeking unnecessary care, or care that does not require
:;mhhmilfunhrmrfumdug.m;ﬁmh%}

= =

To address some of these issues. the NH] made a number of changes in how the
health care providers were reimbursed. From 1998 to 2002, a global budpet palicy
wis impoced on different sectors replacing e Fee-for-Service system, The Global
poedicy set an expendinare cap for each sector, whereby services provided beyand the
cap would be reimbursed at lower rates. The new policy incentivized health care
providers to within their set budget. Global budgeting proved to be effective,
ndﬂﬂilpm rates of per capita medical :pmdh;d:émdunm]}rﬂ of the
bealrh secvors in the sarky 2000 However, it was an incomplete solutdon as the NHI
continued to face ever increasing expenditures.

In 2004, the NHI implemented s Resource-Based Relamve-Value Scale (RERVS) mnto
the physician fee scheduls, where physicians were pald sccording to the “relstive
valee” of services provided and the resources they consumed. & 5 based on the
amount of ican-imvolving work that into the service, the 8 eXpense
mmmmﬂnm.mdhm smonal labily expense for the provision
of that service; alse beimg adjusted accordine to the pessraphic region (American
Assoriation for Pediatrics, 2005)

The NHI continue: to experiment with different methods of payment of provider.
The most recent chanse to the beatlh care sysmem was in 2010, where the HHI
mooduced a diazmoss-related-zroup remmbursemsnt [DEG) scheme to pay
icians. Under this scheme, the physicans are reimbuarsed at a certain rate for
0t types of patiests acconding to their primary diagnosis [Bureau of Natonal

Health Insraunce, 2005).
Further &ffors to i the of the NHI system led to the introducton of
e [C (Immegrated Smart Card: & mandatory bealth card of sertz but

misgrating mnavadve information echoplogy. The Smart Card comtaims eleoronic
data about the cardholder’s personal ideniity, medical record, prescripton history,
remarks for catastrophic diseases. cumber of visits, administative and i

information among other things (Smart Card Alllance. 2005), Tlnnnm
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medical daims: and down suspects of
ﬂmnmd.rm“

b

'l'l-.- - e il ———m i wml ey afinlia dErs s N g ¥ e T
W FEEEAE W TR 'ﬂ- lUII-II-II‘H'I-I-I'-H-HI' WSEESNED I PPN TRAY

important with the nise of pandemic disease, where persoms infected must be
idennfied and isolared a5 soon as possible to prevent the spreading of the infection
Althoosh it = a relatively new system, preliminary results have indicated that the
Smart Card has emormous potential oo be a key tool in reducng infectous
oputhreaks sach a5 severe arute respiratory syndrome ([SARS), through
implementation of an cn-line real-ime mechanism for dissase conirol racking and
surveillance [Hoans and Hoa 2007

Ancther major benefit from the use of Smart Card technology is the reduction in
administrative ©ostS due to improved administrative, billing and provider
efficiencies. The technology has allowed for automatic operation of electronic
of medical records and bills, resulting in expedited remmbursements of
o3 As the Smart Cards last for several years. it has also diminated costs
with frequent replacemant of older health cards. which were previously
noo-durable material Az & result, Talwan's heakh care syIvem has the
lowest admimdstranve costs in the world, accounting for only two per cent of iz total
health Canada 16 cent of total health

e et e T e
[Woalhandler, 2003). The low administrative cost sienificanty contributes o how
Taiwan hat mairraimed the low rate of health expendinure spendimg over the
arcumulated GOP spendins,

tHil

new and growing ared in the world sconomy (Morgan. 2009) and it has come to the
attention of the Taiwanese health care industry. In hopes of easing its '

deficit and financial burden, the Taiwanese mswﬂ:ﬁ
beran planmine disribution channels and marketne campaiens on medical tourism.
Kow, Tarwan brands mself as a home for first-rate medical care services
(International Medieal Tourism journal, 2009). Taiwan ha< lons been popular with
its exparriate population as a medical-travel destnation [Tuns, 20007, However, the



market is expected to expand by several folds as Taiwan further opens its door to
mainland China With the recent % of tavel resticsons, 2009 alone brought
40.000 vimmors from China to Tatwan to undergo health chechups and cosmetic
surgery [Kastmer, 20100

Creating a system that i3 both Scancially sustainable and meets the peeds of an
evolving population is a fine halameing aer with mamy factors. Tawan will face
bealth care challenges common o many other couniries in the near foare: an asing
population; rising cost of the workforce in the medical heakth indusiry: and
moreasing costs of new techiology and drug research asd development.

The two weeks [ spent m Taiwan tausht me that there are no easy tmcks to findins a
solution to a problem. The development of the health care system is a continually
evolving process that is sensitve to dme plate. polineal and sconomic state of the
county, and the needs of the peaple.

As it stands. the Tawanese government i3 curmenty working on a “second
mmm NHI reformazon, implementing new polictes and strategies to make the

mmemmrnﬂnﬂ[!mn Hnahhhsurmiﬂ.‘lﬂ]
research data, confultations and other innovations have led 10 the development and
establishmest of what i3 the NHI today. Further innovason and collaboration among
parians can emsure thar future sreps taken to develop and ro implement health care
pelicies ars more effecive.

For now, Taiwan and the NHI stands a3 a successful case of how a nation was able
o successhully established a universal health care coverage for the entire naton -
dimost from ground wp. The system offers. &t an affordable cost to the users. easy
access to comprehensive health muf'lﬁthr; Despite some of the Rnancial
weaknesses it has shown and the downfalls & has faced in the last fifteen years. it

an example of how a fovernment can stratesically manase its pesources in order to
sarve its people efeciorely; providing access to health care to those who meed it

most
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