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FY 2010 Accounting of Drug Control Funds
Executive Summary

Background

This presents for Congress the Fiscal Year 2010 Accounting of Drug Control Funds. As part of
the 1998 law that reauthorized the Office of National Drug Control Policy (ONDCP), a provision
was added (Public Law 105-277, October 21, 1998 [Div.C, Title VII], Section 705(d)), which
mandates that the Director of ONDCP shall, “(A) require the National Drug Control Program
agencies to submit to the Director not later than February 1 of each year a detailed accounting
of all funds expended by the agencies for National Drug Control Program activities during the
previous fiscal year, and require such accounting to be authenticated by the Inspector General
for each agency prior to submission to the Director; and (B) submit to Congress not later than
April 1 of each year the information submitted to the Director under subparagraph (A).” That
provision was not changed by the ONDCP Reauthorization Act of 2006 (Public Law 109-469,
December 29, 2006).

In order to comply with this statutory provision, ONDCP issued a Circular, Annual Accounting of
Drug Control Funds (Tab L), to all National Drug Control Program agencies defining the
requirements for annual accounting submissions. The Circular specifies, “Each report...shall be
provided to the agency’s Inspector General for the purpose of expressing a conclusion about
the reliability of each assertion made in the report.” In assessing reliability, ONDCP anticipates
each Office of Inspector General (OIG) will conduct an attestation review consistent with the
Statements for Standards of Attestation Engagements, promulgated by the American Institute
of Certified Public Accountants. An attestation review is more limited in scope than a standard
financial audit, the purpose of which is to express an opinion on management’s assertions. The
objective of an attestation review is to evaluate an entity’s financial reporting and to provide
negative assurance. Negative assurance, based on the criteria established by the ONDCP
Circular, indicates that nothing came to the attention of the OIG that would cause them to
believe an agency’s submission was presented other than fairly in all material respects.
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Department Compliance and Attestation Reviews

All but one of the National Drug Control Program agencies complied with the provisions of the
Drug Control Accounting Circular dated May 1, 2007. This fact is evident, along with whether
an agency passed or failed the required attestation review, in the table below. For the purpose
of this report, “pass” indicates an agency’s OIG was able to complete their review and provide
negative assurance. Conversely, “fail” implies that an agency’s assertions regarding its FY 2010
drug control obligations were not reviewable. The Department of Homeland Security’s United
States Coast Guard (USCG) failed. Details on each agency’s report are provided below.

Table: Compliance and Attestation Review Summary

Compliance | OIG/Independent Material
with ONDCP Auditor Weakness
Department/Bureau Circular Attestation Identified
(Yes/No) Review (Pass/Fail) (Yes/No)

Defense Yes Pass No
Education

Office of Safe and Drug-Free Schools Yes Pass No
Health and Human Services

Indian Health Services (IHS) Yes Pass No

National Institute on Drug Abuse Yes Pass No

Substance Abuse and Mental Health Services Yes Pass Yes

Administration
Homeland Security

United States Coast Guard Yes Fail Yes

Immigration and Customs Enforcement Yes Pass Yes

Customs and Border Protection No Pass Yes
Department of Interior Yes N.AY N.AL
Justice

Bureau of Prisons Yes Pass No

Drug Enforcement Administration Yes Pass No

National Drug Intelligence Center Yes Pass No

Organized Crime Drug Enforcement Task Force Yes Pass No

Office of Justice Programs Yes Pass No
State

Bureau of International Narcotics and Law Yes Pass No

Enforcement Affairs

United States Agency for International Yes Pass No
Development
Transportation

National Highway Traffic Safety Administration Yes N.AY N.AY
Department of the Treasury

Internal Revenue Service Yes Pass No
Veterans Affairs

Veterans Health Administration Yes Pass Yes
Small Business Administration Yes N.AL N.AY

1

In compliance with the ONDCP Circular, the Agency submitted an alternative report because the requirements created an unreasonable
burden. The alternative reports for the Department of the Interior and the Small Business Administration were not subject to an attestation
review, however, the Department of Transportation report was subject to such a review.
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Summary of Agency Reports

Department of Defense

The Department of Defense’s (DOD) accounting of FY 2010 drug control obligations (Tab A)
satisfies all requirements established by ONDCP’s Circular. No material weaknesses were
found, and DOD was assessed a rating of “pass”, as nothing came to the attention of the DOD
OIG which would cause them to believe the submission was presented other than accurately in
all material respects.

Department of Education

The Department of Education’s accounting of FY 2010 drug control obligations (Tab B) satisfies
all requirements established by ONDCP’s Circular, including the rendering of a negative
assurance by the Department’s OIG. No material weaknesses were found. Given this,
Education was assessed a rating of “pass”.

Department of Health and Human Services

The Department of Health and Human Services’ (HHS) accounting submission includes separate
reports for the Indian Health Services (IHS), the National Institute on Drug Abuse (NIDA) and the
Substance Abuse and Mental Health Services Administration (SAMHSA) (Tab C). The Centers for
Medicaid & Medicare Services (CMS) Grants to States for Medicaid program featured in the
Drug Budget is not included; CMS reports actuarial outlay estimates for this mandatory
spending program rather than budget authority, and therefore it is not appropriate to produce
a detailed accounting submission containing a table of prior year obligations and corresponding
assertions.

IHS: OIG attested that the IHS submission and management assertion complied with the
ONDCP Drug Control Accounting Circular. No material weaknesses were found. IHS was
assessed a rating of “pass”.

NIDA: OIG attested that the NIH-NIDA submission and management assertion complied with
the ONDCP Drug Control Accounting Circular. No material weaknesses were found. NIH-NIDA
was assessed a rating of “pass”.

SAMHSA: OIG attested that the SAMHSA submission and management assertions complied
with the ONDCP Drug Control Accounting Circular. The OIG reviewed the four reportable
conditions identified by SAMHSA. Two of these conditions are material weaknesses and two
are significant deficiencies. Specifically SAMHSA reported and the OIG reviewed the
following:

(1) the HHS Program Support Center for which SAMHSA relies upon for reporting has
inadequate documentation and controls over its data systems (Material Weakness),

(2) The Program Support Center has material weaknesses in its IT systems which
resulted in two major privacy incidents. In the first, SAMHSA staff and contractors
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were allowed access to sensitive information. In the second, exposure of personally
identifiable information occurred (Material Weakness),

(3) SAMHSA financial systems and related controls are not fully implemented and as a
result, SAMHSA relies on a manual system for producing financial reporting
(Significant Deficiency), and

(4) SAMHSA has acquisitions control weaknesses found in 76% of a small sample of the
SAMHSA contracts reviewed. An agency wide review of acquisitions found that
there was a widespread misunderstanding of appropriations law, and that SAMHSA
may have violated the time statute when issuing certain contracts which were later
protested (Significant Deficiency).

Despite SAMHSA’s Material Weaknesses and Significant Deficiencies, the OIG found nothing
to indicate the assertions and the accompanying table were not fairly stated in all material
respects. As such, SAMHSA was assessed a rating of “pass”.

Department of Homeland Security

The Department of Homeland Security’s (DHS) accounting submission includes separate reports
for the United States Coast Guard (USCG), Customs and Border Patrol (CBP), and Immigration
and Customs Enforcement (ICE) (Tab D).

USCG: While the Independent Auditors’ Report stated that the USCG has made progress
implementing its Financial Strategy for Transformation and Audit Readiness (FSTAR) in FY
2010, various weaknesses still exist that may impact the USCG’s ability to maintain the
timeline for implementation of FSTAR’s corrective actions. One major audit finding states
that the USCG general ledgers do not comply with the Federal Financial Management
Improvement Act of 1996, which resulted in USCG management being unable to provide an
assurance to the DHS OIG regarding the integrity of the financial data within the detailed
accounting submission. This resulted in the independent auditor’s inability to complete its
review of the USCG’s financial data. As a result, the USCG was assessed a rating of “fail”.
ONDCP has taken note of the progress the USCG has made and anticipates an improvement in
the status in its next FSTAR report.

ICE: ICE’s FY 2010 drug control obligations report satisfies all requirements established by
ONDCP’s Circular. In the report, ICE identified material weaknesses in its budgetary resources
management processes. ICE implemented corrective actions to address these weaknesses:
developing a Status of Funds reporting capability, aligning obligation-tracking responsibilities
and requiring detailed spend plans. As part of its remediation plan, ICE plans to address these
weaknesses by improving documentation, guidance, and training. ICE was assessed a rating
of “pass”, given the component’s compliance with ONDCP’s circular and its implementation of
corrective actions.

CBP: While CBP was able to provide management’s assertions pursuant to ONDCP’s Drug

Control Accounting Circular regarding drug control obligations, CBP could not assert that any
reprogrammings or transfers affecting drug-related resources in excess of $1 million were
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approved by ONDCP. Management acknowledged that a reprogramming was submitted to
Congress without receipt of ONDCP approval. CBP had the following material weaknesses/
reportable conditions documented in its FY 2010 Internal Control Assurance Statement:
insufficient oversight and review of both contractor accounting and general ledger journal
entry adjustments. Additionally, CBP’s financial system had system security issues. CBP has a
corrective action plan, which it is implementing for FY 2011. As a result of the independent
auditor’s evaluation of CBP’s drug control obligations, CBP was assessed a rating of “pass”.

Department of the Interior

The Department of the Interior (DOI) submitted a limited report (Tab E) to ONDCP because
their drug-related activities are below the reporting threshold of $50 million. The report
includes a table of FY 2010 obligations for their Drug Initiative. The DOI submission satisfies all
requirements established by the ONDCP Circular, including concurrence from the OIG that an
alternative report submission is appropriate.

Department of Justice

The Department of Justice’s (DOJ) accounting submission includes separate reports for the
Bureau of Prisons (BOP), Drug Enforcement Administration (DEA), National Drug Intelligence
Center (NDIC), Organized Crime Drug Enforcement Task Force (OCDETF), and Office of Justice
Programs (OJP) (Tab F).

BOP: The FY 2010 accounting report satisfies all requirements established by ONDCP’s
Circular, including the rendering of a negative assurance by the DOJ OIG. No material
weaknesses were identified in the Independent Auditors’ Report on Internal Control over
Financial Reporting or on the Report on Compliance and other Matters. Therefore, BOP was
assessed a rating of “pass”.

DEA: The FY 2010 accounting report satisfies all requirements established by ONDCP’s
Circular, including the rendering of a negative assurance by the DOJ OIG. No material
weaknesses were noted in the DEA audit report on internal controls over financial reporting.
However, three reportable conditions in the areas of procurement and sensitive payments (a
failure to reconcile purchases, invalid Undelivered Orders, and controls concerning transit
subsidies) were found. DEA is taking corrective action measures by training, monitoring, and
tracking related issues to reduce the deficiencies identified. DEA was assessed a rating of
“pass”.

NDIC: The FY 2010 accounting report satisfies all requirements established by ONDCP’s
Circular, including the rendering of a negative assurance by the DOJ OIG. NDIC assessed its
internal controls and provided reasonable assurance that there are no reportable conditions
or material weaknesses in the design or operation of the internal controls. Given this, NDIC
was assessed a rating of “pass”.
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OCDETF: The FY 2010 accounting report satisfies all requirements established by ONDCP’s
Circular, including the rendering of a negative assurance by the DOJ OIG. The Independent
Auditors’ Report on Internal Control over Financial Reporting revealed no material
weaknesses. Therefore, OCDETF was assessed a rating of pass.

OJP: The FY 2010 accounting report satisfies all requirements established by ONDCP’s
Circular, including the rendering of a negative assurance by the DOJ OIG. Neither OJP nor the
financial statement auditors found any material weaknesses in financial reporting. As a
result, OJP was assessed a rating of “pass”.

Department of State and Other International Programs
The Department of State’s (State) accounting of FY 2010 drug control obligations (Tab G)
satisfies all requirements established by ONDCP’s Circular.

INL: In the independent auditor’s report, State’s accounting and business processes for

recording, monitoring, and reporting budgetary transactions were listed as a significant

deficiency. State will work with the independent auditor and State’s OIG to address this
deficiency. No material weaknesses were found. Based upon State OIG’s review and the
independent auditor’s unqualified opinion, State INL was assessed a rating of “pass”.

USAID: The U.S. Agency for International Development (USAID) OIG attested that USAID’s
submission and management assertion in compliance with the ONDCP Drug Control
Accounting Circular. No material weaknesses were found. USAID was assessed a rating of
llpassll.

Department of Transportation

The Department of Transportation (DOT) submitted a limited report (Tab H) because its drug-
related activities fall below the reporting threshold of $50 million. The report includes a table of
FY 2010 obligations for the National Highway Traffic Safety Administration’s Drug Impaired
Driving Program and an explanation of drug methodology. DOT’s OIG determined that the
accounting report submission conforms to all requirements established by ONDCP’s Circular,
including an attestation that the alternative report submission is accurate and appropriate.

Department of the Treasury

The FY 2010 accounting report of drug control obligations (Tab 1) is presented in accordance
with all requirements established by ONDCP’s Circular, including the rendering of a negative
assurance by the Treasury Inspector General for Tax Administration (TIGTA). No material
weaknesses were identified. Therefore, the Treasury was assessed a rating of “pass”.

Department of Veterans Affairs

The Department of Veterans Affairs (VA), Veterans Health Administration’s (VHA) accounting of
FY 2010 drug control obligations (Tab J) satisfies all requirements established by ONDCP’s
Circular, including the rendering of a negative assurance by the Department’s OIG. However,
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the IG noted one material weaknesses in VA's Financial Management System concerning

Information Technology Security Controls. The IG’s opinion is unqualified. Given this, VHA was
assessed a rating of “pass”.

Small Business Administration

The Small Business Administration (SBA) submitted a limited report (Tab K) because its drug-
related activities fall below the reporting threshold of $50 million. The report includes a table of
FY 2010 obligations for the Drug-Free Workplace Grants. SBA’s submission satisfies all
requirements established by the ONDCP Circular, including concurrence from the SBA OIG that
the alternative report submitted is appropriate. SBA was assessed a rating of “pass”.
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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-4704

January 31, 2011

MEMORANDUM FOR DEPUTY ASSISTANT SECRETARY OF DEFENSE FOR
COUNTERNARCOTICS AND GLOBAL THREATS

SUBJECT: Independent Auditor’s Report on the DoD FY 2010 Detailed Accounting
Report of the Funds Qbligated for National Drug Control Program Activities
(Report No. D-2011-035)

Public Law 105-277, title VII, “The Office of National Drug Control Policy
Reauthorization Act of 1998” (the Act), October 21, 1999, requires that DoD annually
submit a detailed report (the Report) to the Director, Office of National Drug Control
Policy (ONDCP), accounting for all funds DoD expended for National Drug Control
Program activities during the previous fiscal year. The Act requires that the DoD
Inspector General authenticate the Report before its submission to the ONDCP Director
(section 1704(d), title 21, United States Code).

The “ONDCP Circular: Drug Control Accounting,” May 1, 2007, (the “Drug Control
Accounting” Circular) provides the policies and procedures DoD must use to prepare the
Report and authenticate the DoD funds expended on National Drug Control Program
activities. The “Drug Control Accounting” Circular specifies that the Report must
contain a table of prior-year drug control obligations, listed by functional area, and
include five assertions relating to the obligation data presented in the table.

The Deputy Assistant Secretary of Defense for Counternarcotics and Global Threats
(DASD [CN & GT]) was responsible for the detailed accounting of funds obligated and
expended by DoD for the National Drug Control Program for FY 2010. We have
reviewed the DASD (CN & GT) detailed accounting in accordance with the attestation
standards established by the American Institute of Certified Public Accountants and in
compliance with generally accepted government auditing standards. We performed a
review-level attestation, which is substantially less in scope than an examination done to
express an opinion on the subject matter. Accordingly, we do not express an opinion.

We reviewed three DoD reprogramming actions that allocated $1.56 billion among the
Muilitary Departments, National Guard, and Defense agencies. We reviewed the year-end
obligation report and determined that DASD (CN & GT) allocated the funds to
appropriations and project codes intended for the DoD Counterdrug Program.

In a letter dated January 3, 2011, DASD (CN & GT) provided us the Report, which we
reviewed to determine compliance with the “Drug Control Accounting” Circular. The
detailed accounting indicated that during FY 2010, DoD obligated $1.41 billion to the

Counterdrug Program functional areas. DASD (CN & GT) compiled the Report from

data the Military Departments and other DoD Components submitted.




DASD (CN & GT) initially reprogrammed the funds from the Central Transfer Account
to the DoD Components using project codes. The DoD Components provided year-end
obligation data to DASD (CN & GT) through the DASD CN database, which compiled
the data into one obligation report. In order to present the obligations by functional area
as required by the “Drug Control Accounting” Circular, DASD (CN & GT) applied
percentages to each project code in the consolidated report to compute the amounts
presented in the table of obligations, instead of obtaining the information directly from
the accounting systems,

Based on our review, except for the DASD (CN & GT) use of percentages to calculate
the obligations presented by functional area, nothing came to our attention during the
review that caused us to believe the detailed accounting of funds obligated by DoD on the
National Drug Control Program for FY 2010 is not presented fairly, in all material
respects, in conformity with the “Drug Control Accounting™ Circular.

Patricia A. Marsh, CPA

Assistant Inspector General
Defense Business Operations




OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

2500 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-2500

(oo oraaTONY JAN 0 2 201t
& NTERDEPENDENT CAPABLLITIES

Mr. Jon Rice

Associate Director

Performance and Budget

Office of National Drug Contro] Policy
750 17" Street, NW

Room 535

Washington, DC 20503

Dear Mr. Rice:

The drug methodology used to calculate obligations by drug control function of Fiscal
Year 2010 budgetary resources is reasonable and accurate. The obligation table in Tab A
was generated by the methodology as reflected in Tab B. The obligations are associated
with a financial plan that properly reflects all changes made during the fiscal year. The
Counternarcotics Central Transfer Account does not receive Fund Control Notices.

Performance Reporting will be addressed under separate correspondence. My point
of contact for this action is Mr. Eric Vazquez, 703-614-8849, e-mail eric.vazquez@osd.mil.

il%

Deputy Assistant Secretary of Defense
Counternarcotics and Global Threats

Enclosures:
As stated

CF:
DODIG



UNCLASSIFIED

Counternarcotics Central Transfer Account Obligations

(5 000)
ONDCP Resource Categories FY-10
Intelligence: Dom Law Enforcement 43,545
Intelligence: Interdiction 31,106
Intelligence: International 127,130
Interdiction 310,914
International 529,980
Investigative 52,748
Prevention 126,861
Prosecution 0
R&D: Interdiction 17,427
R&D: International 1,442
State and Local Assistance 157,405
Treatment 7,454
TOTAL 1.406.010 *

* This amount inlcudes a 0.98% obligation rate for MILPERS and a 0.98% obligation rate for O&M. [nvestment appropriations, which
are multi-year, are currently obligated at 0.46%.

DRUG RESOURCES PERSONNEL SUMMARY
Total FTEs 1.708

UNCLASSIFIED
1



DRUG METHODOLOGY

Centrsi Transfer Account

The Counternarcotics Central Transfer Account (CTA) was established in PBD 678
in November 1989. Under the CTA, funds are appropriated by Congress to a single
budget line, not to the Services baselines. The CTA accounts for all countemarcotics
resources for the Department of Defense with the exception of OPTEMPO and Active Duty
MILPERS. Funds are reprogrammed from the CTA to the Services and Defense Agencies
in the year of execution. The CTA allows for greater execution flaxibility in the
countemarcotics program with the ability to realign resources to address changes in
requirements. The CTA is essentlal to respond effectively to the dynamic nature of the
drug threat.

The Office of National Drug Control Policy (ONDCP) reports within the Nationa!
Drug Control Strategy the amount of funds appropriated to the countemarcotics CTA. The
sctual obligations for the countemarcotics program for @ particuler fiscal year differ from
the amount released to the CTA since some of the DoD countemnarcotice effort is executed
with multi-year funding.

The reprogramming process begins with reprogramming documents (DD 1415 and
DD 1105) prepared by the Office of the Deputy Assistant Secretary of Defense for
Countemarcotics and forwarded to DoD Comptrolier. Funds are reprogrammed to the
applicable appropriation/budget activity at the Service/Defense Agency by project (e.g.,
Navy's Fleet Support, Hemispheri¢ Radar System, Countemarcotics RDTEE). The
imtemal reprogramming (IR) action requires no congressional notification/approval.

The Services/Defense Agencies have their own intemnal accounting systems for
tracking obligations of funds transferred from the Countemarcotics CTA. The following
examples provide the process of how obligations are tracked:

» The Army Budget Office receives obligation data from the Defense Finance and
Accounting System (DFAS) on a monthly basis and funds are tracked by the
DFAS/Standard Army Financial information System (STANFINS).

» The Air Force uses the USAF General Accounting & Finance System (GAFS) and the
Commanders Resources [ntegration System (CRIS) to track obligations. Both of these
systems are utilized for Counternarcotics obligations and commitments. These
systems interface directly with the DFAS.

o The Navy uses the Standard Accounting and Reporting System, Field Level (STARS-
FL) which provides the means of tracking allocated countemarcotics funds through the
life cycle of the appropriation at the activity/field level. Navy countemarcotics funding is
recorded under separate cost centers and sub-cost centers, with a line of accounting
consisting of subhead, project units and cost codes specifically for countemarcotics
obligation tracking.

» The Army and Air National Guard employs a central accounting service from the DFAS
to consolidate, aggregate, and report on funds as they are committed, obligated, and
expended. The Army State and Federal Program Accounting Codes and the Air

Tab®




Accounting Codes provide funds-tracking mechanisms to reconcile funding at verious
leveis of reporting and execution.

The Services/Defense Agencies provide quarterly obligation reports by project code
to the Office of the Deputy Assistant Secretary of Defense for Counternarcotics (CN).
Beginning in FY 2008, the collection of cbligation dsta has be via the DASD CN database
snd compiled into a single countemarcotics obligation report. The obligation and
expenditure data provided by the Services/Defense Agencies are compared against their
total annual countemarcotics funding for each appropriation. At the end of the year, the
Services/Defense Agencies provide an end of year data which refiects their actual
obligations, not an estimation.

The quarterty obligation data collected is by project code, not down to the drug
control function. In order to comply with ONDCP's circular and provide obligation data by
function, it was necessary o use percentages for each project code.



Tab B
Department of Education

































Tab C

Department of Health and
Human Services

Indian Health Services
National Institute on Drug Abuse

Substance Abuse and Mental Health Services
Administration
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TO: Elizabeth A. Fowler
Chief Financial Officer
Indian Health Service

FROM: George M. Reeb(lll/ /\l‘-U/w (2

Acting Deputy Inspector General for Audit Services .

SUBJECT: Independent Attestation Review: Indian Health Service Assertions Concerning
Drug Control Accounting for Fiscal Year 2010 (A-03-11-00355)

The purpose of this report is to provide the results of our attestation review of the Indian Health
Service (IHS) fiscal year (FY) 2010 assertions concerning drug control accounting and the
accompanying table of FY 2010 Drug Control Obligations.

Pursuant to 21 U.S.C. § 1704(d)(A), each National Drug Control Program agency must submit to
the Director of the Office of National Drug Control Policy (ONDCP), not later than February 1
of each year, a detailed accounting of all funds expended by the agency for National Drug
Control Program activities during the previous FY. The section further requires such accounting
“to be authenticated by the Inspector General for each agency prior to submission to the
Director.” The report and related assertions are the responsibility of IHS’s management and
were prepared by IHS as specified in section 6 of the ONDCP Circular entitled Drug Control
Accounting, dated May 1, 2007.

As required by 21 U.S.C. § 1704(d)(A), we reviewed the attached THS report entitled “Assertions
Concerning Drug Control Accounting - Revised,” dated December 7, 2010. We conducted our
attestation review in accordance with attestation standards established by the American Institute
of Certified Public Accountants and the standards applicable to attestation engagements
contained in Government Auditing Standards issued by the Comptroller General of the United
States. A review is substantially less in scope than an examination, the objective of which is to
express an opinion on management’s assertions contained in its report; accordingly, we do not
express such an opinion. :

INDIAN HEALTH SERVICE REPORT

IHS’s report consisted of a table of FY 2010 Drug Control Obhgatlons whlch reported
obligations totahng $91,671,000, and a related funding table.

Notice - This is a limited official use report.
Distribution is limited to authorized officials.




Page 2 — Elizabeth A. Fowler

We performed review procedures on IHS’s assertions and the accompanying table of FY 2010
Drug Control Obligations. In general, we limited our review procedures to inquiries and
analytical procedures appropriate for the attestation review.

OFFICE OF INSPECTOR GENERAL CONCLUSION

‘Based on our review, nothing came to our attention that caused us to believe that THS’s
assertions and the accompanying FY 2010 Drug Control Obligations table were not fairly stated,
~ in all material respects, based on the ONDCP Circular.

4 sk ok ok ok sk ok

This report is intended solely for the information and use of Congress, ONDCP, and IHS and is not
intended to be, and should not be, used by anyone other than these specified parties. If you have
any questions or comments about this report, please do not hesitate to call me, or your staff may
contact Lori S. Pilcher, Assistant Inspector General for Grants, Internal Activities, and
Information Technology Audits, at (202) 619-1175 or through email at Lori.Pilcher@oig.bhs.gov.
Please refer to report number A-03-11-00355 in all correspondence.

Attachment

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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C DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service

TO:

THROUGH:

FROM:

SUBIJECT:

Indian Health Service
Rockville MD 20852

December 7, 2010

Director
Office of National Drug Control Policy

Sheila Conley

Deputy Assistant Secretary of Finance
Department of Health and Human Services
Chief Financial Officer

Assertions Concerning Drug Control Accounting - Revised

In accordance with the requirements of the Office of National Drug Control Policy Circular Drug Control
Accounting, T make the following assertions regarding the attached annual accounting of drug control
funds for the Indian Health Service (IHS):

Obligations by Budget Decision Unit

1 assert that obligations reported by budget decision wnit are the actual obligations from the bureau’s
accounting system of record for these budget decision units, consistent with the drug budget methodology

discussed below.

Drug Methodology

1 assert that the drug methodology used to calculate obligations of prior year budgetary resources by
function for all bureaus was reasonable and accurate in accordance with the criteria listed in Section 6b(2)
of the Circular. In accordance with these criteria, I have documented/identified data which support the
drug methodology, explained and documented other estimation methods (the assumptions for which are
subjected to periodic review) and determined that the financial systems supporting the drug methodology
yield data that present fairly, in all material respect, aggregate obligations from which drug-related
obligation estimates are derived. . :

The IHS methodology for estimating the drug control budget was established using the amounts
appropriated for the Aleohol and Substance Abuse Prevention programs authorized under P.L. 102-573,
the Indian Health Amendments of 1992. See attached table “Alcoholism and Substance Abuse Treatment
and Prevention Program authorized under P.L. 102-573” for-list of programs. This table reflects
estimated amounts. When originally authorized and appropriated, the funds were allocated to tribes in
their self-determination contract by specific programs. However, when the programs were reauthorized
and captured under public law 102-573, some THS area offices allocated the funds in lump sum while
others maintained the specific program breakout. Therefore, at the current time precise amounts of
funding for each program are not available. The table is maintained to.estimate current funding level and
is the basis of the diug budget control methodology. Excluded is the amount for the Adult Treatment

programs, which

represents the original authorization for IHS to provide alcohol treatment services.

The focus on alcoholism treatment is the reason for the exclusion.

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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Page 2 — Director, Office of National Drug Control Policy

Drug Resources by Decision Unit: The IHS drug control funds are appropriated in two, budget line items:
1) Alcohol and Substance Abuse and 2) Urban Indian Health Programs (UTHP). The Alcoholand
Substance Abuse funds are primarily allocated to Tribes under Self-Determination contracts and
compacts, where they manage the programs and have authority to reallocate funds to address local
priorities. The portion of the alcohol fund included in the drug control budget methodology is as
described above, i.e., the entire budget excluding the amount for adult treatment. The Urban Indian
Health Program funds are allocated through contracts and grants to 501(c)(3) organizations. The portion
of UTHP funds included in the drug control budget methodology is for NIAAA progtams transferred to
the THS under the UTHP budget. i ' L

Drug Resources by Function: Under the methodology, two pregrams through FY 2007 were identified as
Prevention programs; Community Education and Training and Wellness Beyond Abstinence. InFY
2008, oné half of the new funds appropriated for Methamphetamine and Suicide pfcventidn and treatment
were also included in the Prevention function. The tréatment function comprises the remaining program
excluding adult treatment. In addition, the amount of UTHP funds is included under the treatment
function. : .

Application of Drug Methodology

I assert that the drug methodology disélosed in this section was the actual methodology used to generate
the table required by Section 6a of the Circular. o .

Reprogramming or Transfers

THS did not reprogram or transfer any funds included in its drug control bﬁdget_.

Funds Control Notices

THS was not issued any Fund Control Notices by the Director under 21 U.S.C. 1703 (f) and Section 8 of
the ONDCP circular Budget Execution, dated May 1, 2007.

siabith @ Fnolo
Elizabeth A. Fowlcr .

Attachments: ! ' ) L

1. Table ~ Alcoholism and Substance Abuse Prevention Treatment Program authorized under P.L. 102-
573 o ] ST TE

2. Table — FY 2010 Drug Control Obligations

! The first table attached to this report is necessary for understanding the THS drug control budget methodology.
The table titled “Alcoholism and Substance Abuse Treatment and Preverition Program authorized undet P.L. 102-
573" shows the Alcohol and Substance Abuse budget line item broken out by the activities authorized originally in
PL. 100-690 and later included under P.L. 102-573. This table also includes the funding within the Urban Indian
Health budget line item that supports alcohol and substarice abiise treatment services. Howeyer, funds, dre not’
appropriated or accounted for by these specific categories, but rather as the lump sum funds of Alcohol and
Substance Abuse and Urban Health. The second table shows the obligations of these funds as required by the Office
of National Drug Control Policy Cireular Drug Control Accounting. ’ )

Notice - This is a limited official use report.
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Alcoholism and Substance Abuse Prevention

Treatment Program
Aythorlzed under P,L. 102-573

(Daliars in Thousands)

FY 2006 FY 2007 FY 2008 FY 2009 FY 2010 Drug Control &

Amount of Funds Approp Approp Enagcted Approp Approp Moyer Reports
ALCOHOL & SUBSTANCE ABUSE
Adult Treatment................. $81,099 $83,947 $89,161 $96,607 $102,748 Excluded*
Regional Treatment Centers $19,442 $20,125 $23,403 $19,957%  $21,226 Treatment
Community Education & ) ’

Training...,ecreeseeensreresnnine $7,533 $7,798 $8,282 $8,974 $9,544 Prevention
Community Rehabifitation/ -

Aftercare. $24,471 $25,330 $26,903 $29,150 $31,003 Treatment
Gila River.. $187 $194 $206 $223 $237 Treatment
Contract Health Service...... $8,614 $8,917 $9.471 $10,262 $10,914 Treatment
Navajo Rehab. Program.... $332 $343 $365 $395 - $420 Treatment
Urban Clinical Services........ $706 $731 $776 $841 - §$895 Treatment
Wellness Bayond : . S

ADSHNENCE...ccvceirrriinns $813 $842 $894 . "$969 $1,031 Prevention
Meth Prev & Treatment....... - - $13,782 $16,391 $16,391 50/50 Tx & Prev
Total... $143,197 $148,227 $1 73,243 $1 837,7 69 $194,409
URBAN HEALTH PROGRAM

FY 2006 FY 2007 FY 2008 FY 2009 FY 2010

Amount of Funds Approp Approp Approp Approp Approp
Expand Urban Programs.... $3,869 $3,981 $3,407 $4,356 $4,239 ¥ Treatment
Alcohol/Substance Abuse $143,197 $148,227 $1‘773,_243 $1§3,769 $194,409
Urban Health Program 3,869 3,981 3,407 - 4,356 4,239
GRAND TOTAL. $147,066 $152,208 $176,650 $198,6487

$188,125

¥The Urban Program was funded under P.L. 100-690, and is now funded under P.L. 102-573.
Z The FY 2009 funding for the Regiona! Treatment Centers was adjusted based on Area Office reports of funding levels.

¥ Urban Program amount adjusted from FY 2010_ésliméte of 34.356.000 as reported in FY 2011 Congresgional Juslit:icaﬂon,to reflect actual obligt

*Adult Treatment funds are excluded from the ONDCP Drug Control Budget aﬁd Moyer Anti-Drug Abuse methodologies because this program
reflects the original authorized program for IHS with the sole focus of al;bholi_sm treatment services for adults. This dstermination was made In
consultation with ONDCP when ths drug contro! budget was initially developed in the early -~ 1990s. :

Notice - This is a limited official use report.
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INDIAN HEALTH SERVICE
FY 2010 Drug Control Obligations

(3000)

Appropriated Obligated

Drug Resources by Function ' N
Prevention $18,771 $16,661
Treatment $77,246 $75,010
$96,017 $91,671

Drug Resources by Decislon Unit

Alcohol and Substance Abuse $91,661 $87,432
- Urban Indian Health Program 1 $4,356 $4.239
: $96,017 $91,671

' The appropriated amount for Urban Indian Health Programs was an

estimate. The Obligated amount reflects actual fur_lding fqr the

designated programs in FY 2010.

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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TO: Donna Jones
Chief Financial Officer
National Institute on Drug Abuse
National Institutes of Health

FROM: George M. Reeb / A’UZWV\/‘/ZV

Acting Deputy Inspector General/for Audit Services

SUBJECT: Independent Attestation Review: National Institute on Drug Abuse Assertions
Concerning Drug Control Accounting for Fiscal Year 2010 (A-03-11-00353)

The purpose of this report is to provide the results of our attestation review of the National
Institute on Drug Abuse (NIDA) fiscal year (FY) 2010 assertions concerning drug contro]
accounting, the table of FY 2010 Actual Obligations (Table 1) and the table of American
Recovery and Reinvestment Act FY 2010 Actual Obligations (Table 2).

Pursuant to 21 U.S.C. § 1704(d)(A), each National Drug Control Program agency must submit to
the Director of the Office of National Drug Control Policy (ONDCP), not later than February 1
of each year, a detailed accounting of all funds expended by the agency for National Drug
Control Program activities during the previous FY. The section further requires such accounting
“to be authenticated by the Inspector General for each agency prior to submission to the
Director.” The report and related assertions are the responsibility of NIDA’s management and
were prepared by NIDA as specified in section 6 of the ONDCP Circular entitled Drug Control
Accounting, dated May 1, 2007.

As required by 21 U.S.C. § 1704(d)(A), we reviewed the attached NIDA report entitled -
“Assertions Concerning Drug Control Accounting,” dated November 9, 2010. We conducted
our attestation review in accordance with attestation standards established by the American
Institute of Certified Public Accountants and the standards applicable to attestation engagements
contained in Government Auditing Standards issued by the Comptroller General of the United
States. A review is substantially less in scope than an examination, the objective of which is to
express an opinion on management’s assertions contained in its report; accordingly, we do not
express such an opinion.

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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NATIONAL INSTITUTE ON DRUG ABUSE REPORT

NIDA’s report consisted of Table 1 and Table 2, which reported obligations totaling
$1,066,909,000 and $125,101,000, respectively.

We performed review procedures on NIDA’s assertions and the accompanying tables. In
general, we limited our review procedures to inquiries and analytical procedures appropriate for
the attestation review.

OFFICE OF INSPECTOR GENERAL CONCLUSION

Based on our review, nothing came to our attention that caused us to believe that NIDA’s
assertions and accompanying Tables were not fairly stated, in all material respects, based on the
ONDCP Circular.

ook o sk o ok

This report is intended solely for the information and use of Congress, ONDCP, and NIDA and is
not intended to be, and should not be, used by anyone other than these specified parties. If you
have any questions or comments about this report, please do not hesitate to call me, or your staff
may contact Lori S, Pilcher, Assistant Inspector General for Grants, Internal Activities, and
Information Technology Audits, at (202) 619-1175 or through email at Lori.Pilcher@oig.hhs.gov,
Please refer to report number A-03-11-00353 in all correspondence.

Attachment

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service

n National Institutes of Health
NOV 9 2010 National Institute on Drug Abuse
Bethesda, Maryland 20892

MEMORANDUM TO: Director
Office of National Drug Control Policy

THROUGH: Sheila Conley
Deputy Assistant Secretary of Finance
Department of Health and Human Services

FROM; Donna Jones /\Qm(_ﬁ’ﬂ
Chief Financial Officer

National Institute on Drug Abusé
SUBJECT: Assertions Concerning Drug Control Accounting
In accordance with the requirements of the Oftice of National Drug Control Policy Circular
“Annual Accounting of Drug Control Funds,” I make the following assertions regarding the

attached annual accounting of drug control funds:

Obligations by Budget Decision Unit

I assert that obligations reported by budget decision unit are the actual obligations from the NIH
financial gccounting system for this budget decision unit after using NIDA’s internal system to
reconcile the NIH accounting system during the year.

Drug Methodology

[ assert that the drug methodology used to calculate obligations of prior year budgetary resources
by function for the institute was reasonable and accurate in accordance with the criteria listed in
Section 6b(2) of the Circular. In accordance with these criteria, I have documented data which
support the drug methodology, explained and documented other estimation methods (the
assumptions for which are subject to periodic review) and determined that the financial systems
supporting the drug methodology vield data that present fairly, in all material respects, aggregate
obligations from which drug-related obligation estimates are derived.

Obligations of prior year drug control budgetary resources are calculated as follows:;

FY 2010 actual obligations were determined by identifying NIDA support for projects that
address drug prevention and treatment. Projects for inclusion in the ONDCP budget are
identified from the NIDA coding system and database known as the “NEPS” system (NIDA
Extramural Project System). Data are entered into this system by program staff. NIDA does not
need to make any assumptions or estimates to isolate its total drug contro} obligations as the total
appropriation is drug control.

As the supporter of more than 85% of the world’s research on drug abuse and addiction, the

Notice - This is a limited official use report.
Distribution is limited to authorized officials.




ATTACHMENT
Page 2 of 5

National Institute on Drug Abuse (NIDA) provides a strong science base for our Nation’s efforts
to reduce the abuse of drugs and their consequences. NIDA’s comprehensive research portfolio
addresses a broad range of drug abuse and addiction issues, ranging from the support of
fundamental neurobiology to community-based research. As our Nation looks for science-based
approaches to enhance its prevention and treatment efforts, NIDA’s broad portfolio and its
continuing efforts to work with other Agencies and NIH Institutes on a variety of
transdisciplinary issues will provide the tools necessary to move these efforts forward. Research
serves as the cornerstone of NIDA’s efforts to disseminate research information and educate
health professionals and the public, especially our Nation’s youth, about the factors influencing
drug use, its consequences, and about science-based and tested treatment and prevention
techniques, These research and dissemination efforts to develop, test, and disseminate
information on the basis of addiction, its consequences, and enhanced therapeutic techniques
support the ONDCP Goal 3 (treatment). Efforts to enhance the science base and disseminate
information on the factors that inhibit and facilitate drug use and its progression to addiction and
other health consequences, and on science-based approaches for prevention interventions support

the ONDCP Goal 1 (prevention).

NIDA obligations are allocated between prevention and treatment research based on the
professional judgment of scientific program officials on specific grant and contract projects.
These scientists review the grant application, project purpose and methodology, and/or progress
report to determine whether the project meets NIDA’s criteria for categorization as prevention or
as treatment research. Projects are coded and entered into the NEPS system prior to funding.

The total of NIDA’s regular appropriation for 2010 was $1,066,911,000. NIDA obligated
$1,066,908,657 and $2,343 lapsed. The actual amount obligated reconciles to the NIDA
Database system. The total of $1,066,908,657 does not reconcile to the FY 2010 column of the
FY 2011 Congressional Justification (CJ). This is because the FY 2009 column of the FY 2010
CJ includes 2 comparable transfers totaling $402,000 and excludes a transfer of $7,221,000 from
the Office of the Director of NIH to NIDA for the Genes, Environment and Health Initiative
(GEI) and a transfer of $158,000 to the Office of the Secretary for the Secretary’s 1% transfer.
The adjustments to the FY 2010 column are determined by the NI, DHHS and OMB,

In addition, NIDA received a total allotment of $261,156,000 for the American Recovery and
Reinvestment Act (ARRA) which is to be expended over two years. In 2009 NIDA obli gated a
total of $136,054,373. In 2010 NIDA obligated $125,101,276 and $351 lapsed.

Application of Methodology

T assert that the drug methodology described in the preceding section was the actual methodology
used to generate the table required by Section 6a. NIDA has not modified its drug methodology
from the previous year. The difference between NIDA’s actual obligations and the National
Drug Control Strategy Budget summary number for FY 2010 are for the same reasons described
above for the FY 2010 column of the FY 2011 CJ.

Reprogrammings or Transfers

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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L assert that the obligation data presented are associated against a financial plan that, if revised
during the fiscal year, properly reflects those changes, including ONDCP’s approval of
reprogrammings or transfers affecting drug-related resources in excess of $1 million that
occurred during the fiscal year. As described above, NIDA had the following adjustments to its
appropriation for FY 2010: (1) two comparable transfers totaling $402,000, (2) a transfer of
$7,221,000 from the Office of the Director NIH for the Genes, Environment and Health
Initiative, and (3) a transfer of $158,000 to the Office of the Secretary.

Fund Control Notices

I assert that the obligation data presented are associated against a financial plan that comnplied
fully with all Fund Control Notices issued by the Director under 21 U.S.C. 1703(f) and with
ONDCEP Circular Budget Execution, dated May 1, 2007,

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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NATIONAL INSTITUTES OF HEALTH
NATIONAL INSTITUTE ON DRUG ABUSE
FY 2010 Actual Obligations
{Dollars in Thousands)

. RESOURCE SUMMARY
FY 2010 -
Actual
Drug Resources by Function:
Prevention 396,597
Treatment 670,312
Total 1,066,909
Drug Resources by Decision Unit;
Demand Reduction 1,066,909
Total 1,066,909
HIDTA Transfer
ICDE Resources

Differences Between (1) Actual Obligations and {2) the FY 10 Colunin of the
FY 11 CJ and the National Drug Control Strategy Budget Summary
(Dollars in Thousands) .

Total 2010 Col. of the FY 2011 CJ; National Drug Control Strategy 1,059,446

2 Comparable Transfers 402
GEl Transfer - 7,221
Secretary's Transfer -168
Lapse of Funds -2

Total Obligations 1,066,808

Notice - This is a limited official use report.
Distribution is limited to authorized officials.




NATIONAL INSTITUTES OF HEALTH

NATIONAL INSTITUTE ON DRUG ABUSE

FY 2010 Actual Obligations - ARRA
(Dollars In Thousands)

l. RESOURCE SUMMARY

FY 2010
Actual
Drug Resources by Function:
Prevention 46,503
Treatment 78,598
“Total 125,101
Drug Resources by Decision Unit:
Demand Reduction 125,101
- Total 125,101
HIDTA Transfer
ICDE Resources

ATTACHMENT
Page 5 of 5

Differences Between (1) Actual Obligations and (2) the tofal amount

Provided for FY 2010 ARRA National Drug Control Strategy Budget

{Dollars in Thousands)
Total NIDA Arra Funds - 2 Years
Amount obligated in 2009
Lapse of Funds

Amount Obligated in 2010

Notice - This is a limited official use report.

Distribution is limited to authorized officials.

261,156
-136,054
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TO: Daryl Kade
Director
Office of Financial Resources
Substance Abuse and Mental Health Services Administration

FROM:v George M. Reeb 024/ alw«/ m

Acting Deputy Inspector General for Audit Services

SUBJECT: Independent Attestation Review: Substance Abuse and Mental Health Services
Administration Assertions Concerning Drug Control Accounting for Fiscal Year
2010 (A-03-11-00351)

The purpose of this report is to provide the results of our attestation review of the Substance
Abuse and Mental Health Services Administration (SAMHSA) fiscal year (FY) 2010 assertions
concerning drug control accounting and accompanying Table of Prior Year Drug Control
Obligations: FY 2010 (Table). :

Pursuant to 21 U.S.C. § 1704(d)(A), each National Drug Control Program agency must submit to
the Director of the Office of National Drug Control Policy (ONDCP), not later than February 1
of each year, a detailed accounting of all funds expended by the agency for National Drug
Control Program activities during the previous FY. The section further requires such accounting
“to be authenticated by the Inspector General for each agency prior to submission to the
Director.” The report and related assertions are the responsibility of SAMHSA’s management
and were prepared by SAMHSA as specified in section 6 of the ONDCP Circular entitled Drug
Control Accounting, dated May 1, 2007.

As required by 21 U.S.C. § 1704(d)(A), we reviewed the attached SAMHSA report entitled
“Assertions Concerning Drug Control Accounting,” dated November 12, 2010. We conducted
our attestation review in accordance with attestation standards established by the American
Institute of Certified Public Accountants and the standards applicable to attestation engagements
contained in Government Auditing Standards issued by the Comptroller General of the United
States. A review is substantially less in scope than an examination, the objective of which is to
express an opinion on management’s assertions contained in its report; accordingly, we do not
express such an opinion.

Notice - This is a limited official use report.
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SUBSTANCE ABUSE AND MENTAL HEALTH SERVICES
ADMINISTRATION’S REPORT

SAMHSA’s report consisted of the Table, which reported obligations totaling $2,649,200,000,-
and related exhibits.

We performed review procedures on SAMHSA’s assertions and accompanying Table. In
general, we limited our review procedures to inquiries and analytical procedures appropriate for
our attestation review.

OFFICE OF INSPECTOR GENERAL CONCLUSION

Based on our review, nothing came to our attention that caused us to believe that SAMHSA’s
assertions and accompanying Table were not fairly stated, in all material respects, based on the
ONDCEP Circular.

ok ok ok ok ok

This report is intended solely for the information and use of Congress, ONDCP, and SAMHSA
and is not intended to be, and should not be, used by anyone other than these specified parties. If
you have any questions or comments about this report, please do not hesitate to call me, or your
staff may contact Lori S. Pilcher, Assistant Inspector General for Grants, Internal Activities, and
Information Technology Audits, at (202) 619-1175 or through email at Lori.Pilcher@oig.hhs.gov.
Please refer to report number A-03-11-00351 in all correspondence.

Attachment

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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Substance Abuse and Mental Health Services Administration ,
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www.samhsa.gov ¢ 1-877-SAMHSA-7 (1-877-7268-4727)

NOV 1-2 2010

TO: R. Gill Kerlikowske
Director, Office of National Drug Control Policy

THROUGH: Sheila Conley
Deputy Assistant Secretary for Finance
Department of Health and Human Services

FROM: Daryl Kade
Director, Office of Financial Resources

SUBJECT: Assertions Concerning Drug Control Accounting

In accordance with the requirements of the Office of National Drug Control Policy Circular Drug
Control Accounting, as revised on May 1, 2007, I make the following assertions regarding the
attached annual accounting of drug control funds:

Obligations by Budget Decision Unit

I assert that obligations reported by budget decision unit are the actual obligations from
SAMHSA’s accounting system of record for these budget decision units. (Exhibit A)

Drug Methodology

 assert that the drug methodology used to calculate obligations of prior year budgetary resources
by function for SAMHSA was reasonable and accurate in accordance with the criteria listed in
Section 6b(2) of the Circular. In accordance with these critetia, I have documented/identified
data which support the drug methodology, explained and documented other estimation methods
(the assumptions for which are subjected to periodic review) and determined that the financial
systems supporting the drug methodology yield data that present fairly, in all material respects,
aggregate obligations from which drug-related obligation estimates are derived. (Exhibit B)

Application of Drug Methodology

[ assert that the drug methodology disclosed in Exhibit B was the actual methodology used to
generate the table required by Section 6a.

Reprogrammings or Transfers

I assert that the data presented are associated with obligations against a financial plan that was
revised during the fiscal year to incliude funds received from ONDCP in support of the Drug

PR

E 2T

Behavioral Health is Essential To Health

« Prevention Works ¢ Treatment is Effective ¢+ People Recover

IR
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Page 2 - Director, Office of National Drug Control Policy

Free Communities Program. SAMHSA received a total of $92,518,116 from‘ ONDCP via
Interagency Agreements to fund activities of the Drug Free Communities Program in FY 2010.
SAMHSA had no other reportable reprogrammings or transfers in FY 2010.

Fund Control Notices

I assert that the data presented are associated with obligations against SAMHSA'’s financial plan
which complied fully with all ONDCP Budget Circulars.

Finally, based on the Drug Control Acbounting Section 6a (3), [ have attached SAMHSA’s FY

2010 OMB Circular A-123 Management Assurance. (Exhibit C)

S

li

Daryl W. Kade

Attachments:

Exhibit A - Table of Prior Year Drug Control Obligations, ¥Y 2010
Exhibit B - Drug Control Methodology
Exhibit C - SAMHSA Management Assurance Letter, Oct 19, 2010

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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SUBSTANCE ABUSE AND MENTAL HEALTH
SERVICES ADMINISTRATION

Table of Prior Year Drug Control Obligations
: FY 2010

(Dollars in millions)

Obligations by Drug Control Function

PEEVETILION «.evevicvietieecieetee st eesmteser bt snesa st ssoasasssos et s e beemmsnenenrasssesaseseneantsnrasntons e 674.5
TEEAMMEIIT ..ottt eeenteeee e e rre e s e e satsama st ensea s e s s mr s e e saeesssse e sae s ke s erasesaeenibeesabeenninn 1.974.7
Total : ' $2,649.2

Obligations by Budget Decision Unit

Programs of Regional and National Significance V............ccoovvvurerermsmmeressenscsessanones .. 6543
Substance Abuse Prevention (Non-add) .. (201.9)
Substance Abuse Treatment (Nown-add) (452.4)

Drug Free Communities Program Y s 92.5
National All Schedules Prescrig)tion'Elcctronic Reporting (NASPER) Program 20
Substance ABUse BIOCK GIANt ¥ ......vvevesereeereeresossiemeseeeseeseaseesessssssssesssssssssessasseees . 1,798.5
Program Management et e e eee st e ee b et b e A bbb et eenen 101.9

Total ; $2,649.2

Footnotes:

¥ PRNS obligations reflect direct obligations against SAMHSA budget authority. Reimbursable
obligations are not included, as these funds would be reflected in the obligations of the agency
providing the reimbursable funds to SAMHSA. Substance Abuse Treatment PRNS obligations
include funds provided to SAMHSA from the PHS evaluation fund.

¥ Drug Free Communities Program funding was provided to SAMHSA/CSAP via Interagency
Agreements.

¥SAPT Block Grant obligations include funds provided to SAMHSA from the PHS evaluation
fund.

“ Program Management obligations include funds provided to SAMHSA from the PHS
evaluation fund. Obligations reflect total SAMHSA Program Management funds, less
reimbursements, as prescribed by ONDCP Budget Circulars.

TOTALS MAY NOT ADD DUE TO ROUNDING

Notice - This is a limited official use report.
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Drug Methodology - Actual obligations of prior year drug control budgetary resources
are derived from the SAMHSA Unified Financial Management System (UFMS), PSC
Status of Funds by Allotment and Allowance Report.

(a) Obligations by Drug Control Function - SAMHSA distributes drug control funding
into two functions, prevention and treatment:

Prevention: This total reflects the sum of the actual obligations for:

» CSAP’s Programs of Regional and National Significance (PRNS) direct funds,
excluding reimbursable authority obligations;

s Drug Free Community Program funds provided by Interagency Agreements with
ONDCP;

e 20% of Substance Abuse Prevention and Treatment Block Grant (SAPTBG)
funds, including obligations related to receipt of PHS evaluation funds; and

e 20% of the actual obligations of SAMHSA Program Management funds,
including obligations related to receipt of PHS evaluation funds.

Regarding allocation of 20% of the SAPTBG for the prevention function, the Public
Health Services Act provides that “in expending the grant, the State involved will
expend not less than 20 percent for programs for individuals who do not require
treatment for substance abuse” (or, in other words, for primary prevention activities,
reference PHS Act, Sec, 1922(a)(1)). For expediency and simplicity, Program
Management actual obligations have also been allocated to the prevention function
using the 20% factor as a proxy.

Treatment: This total reflects the sum of the actual obligations for:

e CSAT’s Programs of Regional and National Significance (PRNS) direct funds,
excluding reimbursable authority obligations, but including obligations related to
receipt of PHS Evaluation funds;

e (CSAT’s NASPER program (National All Schedules Prescription Electronic
Reporting);

¢ 80% of the actual obligations of the Substance Abuse Prevention and Treatment
Block Grant (SAPTBG) funds, including obligations related to receipt of PHS
Evaluation funds; and '

+ 80% of the actual obligations of SAMHSA Program Management funds,
including obligations related to receipt of PHS evaluation funds;

Regarding allocation of 80% of the SAPTBG for the treatment function, rather than
adding complexity to the allocation methodology, it has been determined and
generally accepted that the full balance of 80% should be ascribed to the treatment
function. Likewise, the 80% factor is also used to allocate the balance of Program
Management obligations to the treatment function after the prevention allocation of
20% has been accomplished.

' Notice - This is a limited official use report.
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(b) Obligations by Budget Decision Unit - SAMHSA’s budget decision units have been
defined by Attachment B, ONDCP Circular, Budge! Formulation, dated May 1, 2007.
These units are:

Programs of Regional and National Significance (PRNS) - Prevention (CSAP);
Programs of Regional and National Significance (PRNS) - Treatment (CSAT);
Substance Abuse Prevention and Treatment Block Grant (SAPTBG);

Program Management (PM) program - SAMHSA;

In addition to the above, the Drug Free Communities Program funds provided by
ONDCP through Interagency Agreements with SAMHSA are included in the

~ Obligations by Budget Decision Unit display (CSAP); and,

» Funding appropriated in FY 2010 for CSAT’s National All Schedules Prescription
Electronic Reporting program (NASPER) has been included in this year’s report.

Included in this Drug Control Accounting report for FY 2010 are 100% of the actual
obligations for these six budget decision units, minus reimbursements. Obligations
against funds provided to SAMHSA from the PHS evaluation fund are included.
Actual obligations of prior year drug control budgetary resources are derived from the
SAMHSA Unified Financial Management System (UFMS), PSC Status of Funds by
Allotment and Allowance Report.

Methodology Modifications — There has been no change in the SAMHSA accounting
methodology from that used in the FY 2009 Drug Control Accounting Report.

Material Weaknesses or Other Findings — See Exhibit B.

Reprogrammings or Transfers - SAMHSA entered into Interagency Agreements with
ONDCP in the amount of $92,518,116 to fund activities of the Drug Free Communities
Program in FY 2010. SAMHSA had no other reportable repro grammings or transfers in
FY 2010.

QOther Disclosures — None.

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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Health Servicas Adminisiration

Center for Menial Health Services
Certer for Subsiance Atuse

OCT l 9 ZUIU Prevention

Center for Substance Abuse
Treatment
Rockville MD 20857

TO: Chairman
A-123 Senior Assessment Team
U.S. Department of Health and Human Services

FROM: Administrator
Chief Financial Officer

SUBJECT: FY 2010 A-123 SAMIISA Management Assurance

The Substanice Abuse and Mental Health Services Adminisiration (SAMHSA) is an Operating
Division (OPDIV) of the Department of }Health and Human Services (HHS). SAMHSA’s
management is responsible for establishing and maintaining effective internal control and financial
management systems that meet the objectives of the Federal Managers’ Financial Integrity Act
(FMF1A) and OMB Circular A-123, Managenient’s Responsibility for internal Control, dated
December 21, 2004. These objectives are to ensure: 1) effective and efficient operations; 2)
compliance with applicabfe laws and regulations; and 3} reliable financial reporting,

In accordance with the HRS Guidance Manual for OMB Circular A-123 Assessments, SAMHSA has
evaluated its intcrnal controls and financial management systems to determine whether these
objectives are being met. Based on this evaluation, SAMHSA provides a qualified statement of
assurance that with the exception of the following reportabl¢é conditions described below, SAMHSA’s
internal controls and financial management systems meet the objectives of FMFIA,

I._PSC Information System Controls and Security (Material Weakness)

The HHS Program Support Center (PSC) serves as SAMHSA's service provider for
information systems, human resources, accounting, financial reporting and other support.
PSC evaluated its internal conlrols and financial systems, and qualified its Management
Assurance Statement for Internal Controls aver Operations and Compliance and its
Management Assurance Statement for Internal Controls over Financial Reporting due to
one material weakness in its internal controls over the cffectiveness and cfficicney of
operations under Section 2 of FMFIA relating to the oversight and nanagement of the
Department*s information system controls, which also constitutes a non-conformance
under Scction 4 of FMFIA as of Scptember 30, 2010. PSC weaknesscs in the
information system controls and security of key financial management systems include
internal control weaknesses in systens security and general and application controls in
financial managememnt systems. The primary findings, also repered in prior years by
PSC, include weaknesses in access and change controls. and inadequate documentation
for systems and processes, which can compromise the integrity of PSC’s data and
inerease the risk that the Department’s data may be inappropriately used or disclosed.
PSC’s financial management systems are not in conformance with lepal and regulatory
guidelines as established by the appropriate governing bodies with respect to overall
system security. Because SAMHSA relies on PSC systems and processes, SAMHSA
views PSC’s material weakness as a similar weakness in SAMHSAs controls.

Office of the Administrator — Office of Applied Studies — Office of Communica':éons — Office of Policy, Planning and Budget — Office of Program Services

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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[L._IT Controls-Security Manasement (Material Weakness)

PSC’s Office of Information Technology and Infrastructure Operations (TTIO) provides

- SAMHSA information system support. During the ITIO/HHS active directory migration
of SAMHSA, sensitive information was compromised in two major privacy incidents. In
one incident, SAMHSA federal and contractor staff were allowed access to sensitive

- information; in the second, exposure of personally identifiable information oceurred
which may violate the Confidential Information Protection and Statistical Efficiency Act
of 2002. The incidents indicate weaknesses in general and application controls, and have
not been fully resolved by ITIO. Understanding the severity of the incidents, SAMHSA
has classified this as a material weakness. Detailed findings and corrective actions will
be reported scparatcly through govemance of the Financial Information Security
Management Act.

III, PSC Financial Systems and Reporting Processes (Significant Deficiency)

PSC reporis that its financial management systcms arc not in substantial compliance with
FMFIA because they do not fully comply with the Federal financial management systems
requirements of the Office of Management and Budget Circular A-127, Financial
Management Systems. As in prior years, PSC reported deficiencies in its financial
management systems and processcs for producing financial statements. The lack of final
implementation of a fully iritegrated Federal Financial Management Improvement Act
(FFMIA) compliant system and dcficiencics in intemal controls make the process of
preparing financial statements more manual in effort. PSC reported that sufficient
compensating controls exist so that “the risk of a misstatcment in the Financial
Statements has been mitigated.” Because SAMHSA relies on PSC systems and
processes, SAMHSA views FSC’s deficiency as a deficiency in SAMHSA’s controls.

- IV. SAMHSA’s Management and Oversight of the Acquisition Process (Significant
Deficiency)

SAMHSA's acquisition program may not have operated in compliance with regulations,
and in some instances with elements of appropriations law. An HHS-wide, multi-
disciplinary ceview of acquisition practices, which acknowledged widespread
misunderstanding of appropriations law throughout HHS when acquiring goods and
services, identified acquisition funding issues in 76 percent of SAMHSA’s reviewed
contracts, In addition, due to a misinterpretation of a rule, SAMHSA may have violated
the time statute when issuing certain protested contracts. SAMHSA. is working with
HHS-ASFR to address these deficiencies.

Assurance for Internal Control over Operations and Compliance

'SAMHSA evaluated internal contro) over the effectiveness and efficiency of operations and
compliance with applicable laws and regulations in accordance with the HHS Guidance Manual for
OMB Circular A-123 Assessments. SAMHSA identified two material weaknesses, as of September
30, 2010, in its internal controls over the effectiveness and efficiency-of operations under Section 2 of
FMFIA which also constitutes a nonconformance under Section 4 of FMFIA. The weaknesses
pertain to operations and complianice matters jdentified by PSC (SAMHSA''s information systems,
accounting and financial reporting service provider) and by SAMHSA relating to oversight and

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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and compliance under Section 2 of FMFIA. The significant deficiency relates to misunderstanding of
procurement regulations and appropriations faw. Other than the exceptions described above (see
Table 1), the internal controls over the effectiveness and efficiency of operations and compliance with
applicable laws and regulations were operaling effectively and no other material weaknesses were
found in their design or operation. Planned corrective actions are described in Table I1.

Assurance for Internal Control over Financial Reporting

SAMHSA evaluated the effectiveness of internal control over financial reporting, which includes
safeguarding of assets and compliance with applicable laws and regulations, in accordance with the
HHS Guidance Manual for OMB Circular A-123 Assessments. SAMHSA identified one significant
deficiency which is a repartable condition in its internal control over financial reporting as of June 30,
2010, According to the PSC Assurance Statement as a Service Provider and OPDIV as of June 30,
this does not constitute a nonconformance under Section 4 of FMFIA. Other than the exception
described above (see Table I), the internal controls over financial reporting as of June 30, 2010, were
operating effectively and no other material weaknesses were found in their design or operation.

Daryl W. Kade '
Chief Financial Qfficer

Administratg

Notice - This is a limited official use report.
Distribution is limited to authorized officials.
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Table I: Summary of Material Weaknesses/Systems Non-Conformances
Conirol Area FMFIA Section 2 | FMFIA Section 4
: . \ Financial
Operations Compliance R R Nen-Conformance
eporbing
(as of September | (as of September (as of June 30 {as of September
30,2010) 30, 2010) ! 30, 2010)
2010)
Information System
Controls and Security X - - X
aperaled by the PSC
IT Controls-Security x X }
Management ’ B B

Table II: Corrective Action Plan and Impact of M.aterial Weakness

Malerial Weakness

Corrective Action Date

Jmpact of Material Weakness on
Financial Statements

Information System Controls and

Security operated by the PSC FY 2012 through manual efforts that the
risk of misstating the financial
statements is mitigated.

IT Controls-Security Management See applicable FISMA | N/A -- Issue rqla_tcs to network

[ reports and data security.

According to the PSC assurance
statement, sulficient '
compensating controls exist

Notice - This is a limited official use report.

Distribution is limited to authorized officials.
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MEMORANDUM FOR: Deborah J. Schilling
Chief Financial Officer
U.S. Customs and Border Protection

From: Anne L. Richards @Vb{ /‘Z/ W

Assistant Inspector General for Audits

Subject: Independent Review of the U.S. Customs and Border Protection’s
Reporting of FY 2010 Drug Control Obligations

Attached for your information is our report, Independent Review of the U.S. Customs and Border
Protection’s Reporting of FY 2010 Drug Control Obligations. We contracted with the independent
public accounting firm KPMG LLP to perform the review. This report contains no
recommendations.

U.S. Customs and Border Protection’s management prepared the Table of FY 2010 Drug Control
Obligations and related disclosures to comply with the requirements of the Office of National Drug
Control Policy Circular, Drug Control Accounting, dated May 1, 2007. Based on the review,
nothing came to KPMG’s attention that caused them to believe that the Table of FY 2010 Drug
Control Obligations and related disclosures for the year ended September 30, 2010, are not
presented, in all material respects, in conformity with the Office of National Drug Control Policy’s
Circular, or that management’s assertions are not fairly stated, in all material respects, based on the
criteria set forth in the Office of National Drug Control Policy’s Circular. However, management
asserted that U.S. Customs and Border Protection did not obtain the Office of National Drug Control
Policy’s approval of reprogrammings or transfers affecting drug-related resources in excess of $1
million as required by the Office of National Drug Control Policy Circular.

Should you have any questions, please call me, or your staff may contact John McCoy, Deputy
Assistant Inspector General for Audits, at 202-254-4100.

Attachment
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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General
Act of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our
oversight responsibilities to promote economy, efficiency, and effectiveness within the department.

This report presents the results of the review of the Table of FY 2010 Drug Control Obligations and
related disclosures of the U.S. Customs and Border Protection (CBP) for the fiscal year ended
September 30, 2010, for the Office of National Drug Control Policy (ONDCP). We contracted with
the independent public accounting firm KPMG LLP to perform the review. CBP’s management
prepared the Table of FY 2010 Drug Control Obligations and related disclosures to comply with the
requirements of the ONDCP Circular, Drug Control Accounting, dated May 1, 2007. Based on the
review, nothing came to KPMG’s attention that caused them to believe that the Table of FY 2010
Drug Control Obligations and related disclosures for the year ended September 30, 2010, are not
presented, in all material respects, in conformity with ONDCP’s Circular, or that management’s
assertions are not fairly stated, in all material respects, based on the criteria set forth in ONDCP’s
Circular. However, management asserted that CBP did not obtain ONDCP’s approval of
reprogrammings or transfers affecting drug-related resources in excess of $1 million as required by
the ONDP Circular. KPMG LLP is responsible for the attached independent accountants’ report
dated January 20, 2011, and the conclusions expressed in the report. We do not express an opinion
on the Table of FY 2010 Drug Control Obligations and related disclosures.

We trust this report will result in more effective, efficient, and economical operations. We express
our appreciation to all of those who contributed to the preparation of this report.

e T Tl

Anne L. Richards
Assistant Inspector General for Audits



KPMG LLP
2001 M Street, NW
Washington, DC 20036-3389

Independent Accountants Report

Inspector General
U.S. Department of Homeland Security:

We have reviewed the accompanying Table of FY 2010 Drug Control Obligations and related disclosures
of the U.S. Department of Homeland Security’s (DHS) Customs and Border Protection (CBP) for the year
ended September 30, 2010. We have also reviewed the accompanying management’s assertions for the
year ended September 30, 2010. CBP's management is responsible for the preparation of the Table of FY
2010 Drug Control Obligations, related disclosures, and the assertions.

Our review was conducted in accordance with attestation standards established by the American Institute
of Certified Public Accountants, and applicable standards contained in Government Auditing Standards,
issued by the Comptroller General of the United States. A review is substantially less in scope than an
examination, the objective of which is the expression of an opinion on the Table of FY 2010 Drug Control
Obligations, related disclosures, and management’s assertions.  Accordingly, we do not express such an
opinion.

Management of CBP prepared the Table of FY 2010 Drug Control Obligations, related disclosures, and
management’s assertions to comply with the requirements of the Office of National Drug Control Policy
(ONDCP) Circular, Drug Control Accounting, dated May 1, 2007 (Circular).

In the accompanying management’s assertions for the year ended September 30, 2010, management
asserted that CBP did not obtain ONDCP' s approval of reprogrammings or transfers affecting drug-related
resources in excess of $1 million, as required by the ONDCP Circular.

Based on our review, nothing came to our attention that caused us to believe that (1) the Table of FY 2010
Drug Control Obligations and related disclosures for the year ended September 30, 2010, are not presented,
in al materia respects, in conformity with ONDCP s Circular, Drug Control Accounting (May 1, 2007), or
that (2) management’s assertions referred to above are not fairly stated, in all material respects, based on
the criteria set forth in ONDCP' s Circular, Drug Control Accounting (May 1, 2007).

This report is intended solely for the information and use of the management of DHS and CBP, the DHS

Inspector General, the ONDCP, and the U.S. Congress, and is not intended to be and should not be used by
anyone other than these specified parties.

KPMme LIP

January 20, 2011

KPMG LLP is a Delaware limited liability partnership,
the U.S. member firm of KPMG International Cooperative
(“KPMG International”), a Swiss entity.






DEPARTMENT OF HOMELAND SECURITY
U.S. CUSTOM S AND BORDER PROTECTION
Detailed Accounting Submission of FY 2010 Drug Control Funds
DETAILED ACCOUNTING SUBMISSION

A. Tableof FY 2010 Drug Control Obligations

(Dollarsin Millions)
FY 2010
Drug Resour ces by Budget Decision Unit and Function
Salaries & Expenses
Intelligence $240.940
Interdiction 1,373.960
Total, Salaries and Expenses 1,614.900
Air & Marine Operations
Intelligence 97.029
Interdiction 334.213
Total, Air & Marine Operations 431.242
Total Obligations $2,046.142
High Intensity Drug Trafficking Area (HIDTA)
Intelligence $0.008
Interdiction 0.220
Total, HIDTA Transfer $0.228

1. Drug Methodology

U.S. Customs and Border Protection (CBP) is a multi-mission bureau that calculates obligations,
by budget decision unit and function, pursuant to an approved drug methodology. On the basis
of past practice, five organizations within CBP, [the Offices of Border Patrol (OBP), Field
Operations (OFO), Information Technology (OIT), Training and Development (OTD), and Air
and Marine (OAM)], were provided with guidance on preparing estimates for the Fiscal Y ear
(FY) 2010 annual reporting of drug control obligations. OBP, OAM, OIT, OTD, and OFO were
asked to estimate what portion of their activitiesis related to drug enforcement. The
aforementioned portions are based on the expert opinions of the offices.

All five organizations identified resources in their financial plans that support the drug
enforcement mission of the agency. OBP, OIT, OFO, and OAM attribute their resources to both
intelligence and interdiction functions, while OTD attributes its resources solely to interdiction.



OFFICE OF BORDER PATROL

OBP isresponsible for controlling almost 6,000 miles of land borders between ports of entry
with Canada and Mexico, and nearly 2,700 miles of coastal waters surrounding the Florida
Peninsula and Puerto Rico. There were 20,266 Border Patrol agents as of September 30, 2010
assigned to the mission of detecting and apprehending illegal entrants between the ports-of-entry.
Theseillegal entriesinclude aliens and drug smugglers, potential terrorists, wanted criminals,
and persons seeking to avoid inspection at the designated ports of entry due to their
undocumented status. It has been determined that 15 percent of the total agent time nationwide
isrelated to drug activities. Of the 15 percent of total agent time related to drug activities, 3.5
percent of agents' efforts are related to intelligence and 96.5 percent are related to drug
interdiction. These activitiesinclude staffing 34 permanent border traffic checkpoints
nationwide (including 905 canine units trained in the detection of humans and certain illegal
drugs that are concealed within cargo containers), truck trailers, passenger vehicles, and boats. In
addition, agents perform line watch functions in targeted border areas that are frequent entry
points for the smuggling of drugs and people into the United States.

OFFICE OF FIELD OPERATIONS

The Office of Cargo Conveyance and Security/Non-Intrusive Inspection Division of OFO
estimates that, as of September 2010, there were 5,108 CBP officer positions related to drug
enforcement on Anti-Terrorism Contraband Enforcement Teams (A-TCET). CBP established
these teams in 2003, uniting the former Contraband Enforcement Teams (CET), Manifest
Review Units (MRU), Non-Intrusive Inspection, Canine, and Outbound teamsto form asingle
A-TCET enforcement team. The A-TCET also works closely with the Passenger Enforcement
Rover Team (PERT) and Passenger Analytical Unit (PAU) to coordinate all enforcement
activities. Although a significant mission of A-TCET teams is anti-terrorism, they also focus on
all types of contraband, including narcotics. CBP estimates that 69 percent of the A-TCET is
devoted to drug enforcement. Of the percent of OFO’ s resources related to drug activities, 17
percent are related to intelligence and 83 percent are related to drug interdiction. The smuggling
methodologies and their indicators are similar for both narcotics and anti-terrorism activities.

As of September 2010, there were 614 Canine Enforcement Officers with assigned dogs.
Among this total of dogs paired with an officer, 181 were Narcotics Detection Teams and 289
Narcotics’Human Smuggling Detection Teams that were nearly 100 percent devoted to
smuggling interdiction.

As of September 2010, there were also 14,800 other CBP officers, who, in addition to the
interdiction of contraband and illegal drugs, enforce hundreds of laws and regulations of many
other Federal government agencies. The other Federal agencies include the U.S. Fish and
Wildlife Service; the Bureau of Alcohol, Tobacco, Firearms and Explosives; the Bureau of
Export Administration; and many others. CBP subject matter experts estimate that
approximately 30 percent of these officers' time is devoted to drug-related activities.



OFFICE OF INFORMATION TECHNOL OGY

OIT supports the drug enforcement mission through the acquisition, and support and
maintenance of technology, such as Non-Intrusive Inspection systems and mission critical
targeting software systems. Of OIT’ s spending, 30 percent of the Enforcement Technology
Center; 25 percent of Automated Targeting Systems (Passenger, Narcotics, and Anti-Terrorism)
systems software costs; 50 percent of the Enforcement Communications System (TECS); and 10
percent of data center operations costs are estimated to support the drug mission. Of the percent
of OIT’ sresources related to drug activities, 32 percent are related to intelligence and 68 percent
arerelated to drug interdiction.

OFFICE OF TRAINING AND DEVELOPMENT

OTD provides courses which are funded via the National Training Plan (NTP). Specific training
programs involving drug control activities include the canine training programs and basic,
specialized, and advanced training for CBP Officers. Other OTD resources were attributed to
drug enforcement activities based on the diverse nature of OTD’ s programs such as anti-
terrorism, development of national programs, career development, leadership, new course
design/development, and succession management for the workforce. OTD’s methodol ogy
evaluates the number of course hours dedicated to drug interdiction within the NTP and for each
course compares drug interdiction course hours against total course hours to determine the
percentage for drug interdiction.

OFFICE OF AIR & MARINE OPERATIONS

OAM'’s core competencies are air and marine interdiction, air and marine law enforcement, and
air domain security. In this capacity, CBP OAM targets the conveyances that illegally transport
narcotics, arms, and aliens across our borders and in the Source, Transit and Arrival Zones. In
support of Source and Transit Zone interdiction operations, the CBP OAM P-3 Program has
dedicated a minimum of 7,200 hours a year in support of Joint Interagency Task Force (JTF) —
South. Although OAM’s P-3 fleet continued its Service Life Extension Program (SLEP) and
wing replacement program in FY 2010, the P-3's flew over 7,700 flight hours. CBP OAM P-3
exceeded flight hour commitments to JITF-South during FY 2010 and provided additional
surveillance support along the northern border. Successful completion of the SLEP program will
add 15,000 flight hours to the service life of the CBP OAM P-3 fleet. The P-3 fleet will continue
to play asignificant role in interdiction, law enforcement, and air domain security in Source,
Transit and Arrival Zones through FY 2027.

90 percent of the resources that support CBP OAM are considered to be drug-related. Of the
percent of OAM’ s resources related to drug activities, 22 percent are related to intelligence and
78 percent are related to drug interdiction. Currently, OAM is dedicating significant assets and
personnel in support of Operation HALCON —a US/Mexico interdiction initiative, and support
to OBP in Southwest Border illegal alien intervention.



2. Methodology Modifications
The drug control methodology for obligations for FY 2010 remained the same as FY 2009.
3. Material Weaknesses or Other Findings

Pursuant to CBP' s FY 2010 Internal Control Assurance Statement, the following financial
weaknesses, reportable conditions, or non-conformance could affect the reporting of drug control
budget obligations.

Reporting Pursuant to the Department of Homeland Security (DHS) Financial Accountability
Act. P.L 108-330:

a. Financial Reporting — Reportable Condition

CBP had deficiencies in the area of contractor oversight and coordination with program offices
regarding the proper accounting for specific activities. In addition, CBP had deficiencies
regarding the review of adjusting journal entriesin the general ledger. CBP has corrective action
plansin place to improve contractor oversight and coordination and adjusting journal entry
review in FY 2011.

b. Budgetary Accounting — Reportable Condition

CBP isimplementing policies and procedures requiring the timely review and deobligation of
funds when the contracts have expired or are complete. While improvements occurred in FY
2010, the results of testing indicated that this condition requires additional oversight before full
compliance with these policies and procedures can be achieved. CBP has a corrective action
plan to improve compliancein FY 2011.

Reporting Pursuant to Federal Managers' Financia Integrity Act Section 4. 31 U.S.C. 3512
(A (2)(B):

a. Financial Systems Security — Non-Conformance of Applicable Laws/DHS Directives

For FY 2010, CBP assessed the application user access and configuration management controls
over the Chief Financial Officer (CFO)-Designated Financial Systems and external third party
systems that process data for the budgetary management, payment management, and human
resources/payroll management systems. Asaresult of this assessment, it was noted that one
CFO designated system had several weaknesses with user access controls and user management
policies and procedures, thereby resulting in a reportable condition. CBP continues to
implement corrective actions to improve financial systems security issues.



4. Reprogrammings or Transfers

Within Fiscal Year (FY) 2010, there was one reprogramming request that affected the drug
budget, specifically, the Salaries and Expense drug budget decision unit. This reprogramming
addressed the shortfalls in user fee collections and the journeyman pay increase. This
reprogramming action to the Inspections, Trade, and Travel Facilitation at the Ports of Entry
Programs, Projects, and Activities (PPA) from the International Cargo Screening; Air and
Marine Operations, Personnel Compensation and Benefits; Customs-Trade Partnership Against
Terrorism; Training at the Ports; and Headquarters Management and Administration PPAS,
resulted in a$6.9 million increase to the FY 2010 drug control budget.

5. Other Disclosures

There are no other disclosures we feel are necessary to clarify any issues regarding the data
reported under the Office of National Drug Control Policy (ONDCP) Circular, Drug Control
Accounting, dated May 1, 2007, Section (6)(b)(1).

B. Assertions

1. Obligations by Budget Decision Unit

Not Applicable - noted in the ONDCP Circular, Drug Control Accounting, dated May 1, 2007,
Section (6)(b)(2).

2. Drug Methodology

CBP asserts that the methodology used to estimate drug enforcement related obligationsis
reasonable and accurate. The criteria associated with this assertion are as follows:

a Data

The estimate of drug enforcement related obligations is based on the methodology
described in section A.1 above, and presents afair and accurate picture of the CBP drug
enforcement mission.

b. Other Estimation Methods

Asreferenced in section A.1, program offices used expert opinion to determine drug
budget methodol ogies. Intelligence and interdiction levels were established and computed
based upon the professional judgment of the programs. The drug control budget program
totals and the percentage of resources related to drug enforcement activities were
calculated by expert opinion.



c. Financia Systems

CBP sfinancia systems (SAP) are capable of providing data that fairly present, in all
material respects, aggregate obligations. The drug methodol ogy described in section
A.1 aboveis used to estimate what portion of these obligations may reasonably be
considered to be associated with drug enforcement related activities.

3. Application of Drug Methodology

The methodology described in section A.1 above was used to prepare the estimates contained in
this report.

4. Reprogrammingsor Transfers

Pursuant to 21 U.S.C. 1703 (c)(4)(A), the ONDCP Circular on Budget Execution (revised May
1, 2007) prohibits agencies from submitting to Congress reprogramming or transfer requests that
would result in adecrease or increase of $1 million or more in funding included in the National
Drug Control Program budget without obtaining prior approval from the Director of National
Drug Control Policy. However, CBP submitted a reprogramming request to Congress on June
30, 2010, prior to obtaining ONDCP approval. CBP sent aletter to ONDCP dated July 19, 2010
concerning the reprogramming actions affecting the drug control budget. The reprogramming to
address the user fee shortfall was approved by the House of Representatives on July 30, 2010
and approved by the Senate on July 29, 2010. Within the July 19" letter to ONDCP, CBP
acknowledged that it must obtain ONDCP approval prior to obtaining Congressional approval
for such transfer requests. CBP did not meet the requirement to obtain ONDCP approval prior to
this submission to Congress due to exigent circumstances, but intends to be in full compliance
when preparing all future reprogramming or transfer requests. The CBP Budget Office has
implemented corrective actions to assure that future notifications will take place in atimely
manner. No other reprogramming or transfer requests of $1 million or more affecting the drug
control budget occurred in FY 2010.

5. Fund Control Notices

The Director of National Drug Control Policy did not issue a Fund Control Notice for CBP for
FY 2010.
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MEMORANDUM FOR: Radha C. Sekar
Chief Financial Officer
U.S. Immigration and Customs Enforcement

From: Anne L. Richards W;/
Assistant Inspector General for Audits

Subject: Independent Review of the U.S. Immigration and Customs
Enforcement’s Reporting of FY 2010 Drug Control Obligations

Attached for your information is our report, Independent Review of the U.S. Immigration and
Customs Enforcement’s Reporting of FY 2010 Drug Control Obligations. We contracted with the
independent public accounting firm KPMG LLP to perform the review. This report contains no
recommendations.

U.S. Immigration and Customs Enforcement’s management prepared the Table of Prior Year Drug
Control Obligations and related disclosures to comply with the requirements of the Office of
National Drug Control Policy Circular, Drug Control Accounting, dated May 1, 2007. Based on the
review, nothing came to KPMG’s attention that caused them to believe that the Table of Prior Year
Drug Control Obligations and related disclosures for the year ended September 30, 2010, are not
presented, in all material respects, in conformity with the Office of National Drug Control Policy’s
Circular, or that management’s assertions are not fairly stated, in all material respects, based on the
criteria set forth in the Office of National Drug Control Policy’s Circular.

Should you have any questions, please call me, or your st ff may contact John McCoy, Deputy
Assistant Inspector General for Audits, at 202-254-4100.

Attachment
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Preface

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General
Act of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our
oversight responsibilities to promote economy, efficiency, and effectiveness within the department.

This report presents the results of the review of the Table of Prior Year Drug Control Obligations of
the U.S. Immigration and Customs Enforcement (ICE) for the fiscal year ended September 30, 2010,
for the Office of National Drug Control Policy (ONDCP). We contracted with the independent
public accounting firm KPMG LLP to perform the review. ICE prepared the Table of Prior Year
Drug Control Obligations to comply with requirements of the ONDCP Circular, Drug Control
Accounting, dated May 1, 2007. Based on the review, nothing came to KPMG’s attention that
caused them to believe that the Table of Prior Year Drug Control Obligations and related disclosures
for the year ended September 30, 2010, are not presented, in all material respects, in conformity with
ONDCP’s Circular, or that management’s assertions are not fairly stated, in all material respects,
based on the criteria set forth in ONDCP’s Circular. KPMG LLP is responsible for the attached
independent accountants’ report dated January 20, 2011, and the conclusions expressed in it. We do
not express an opinion on the Table of Prior Year Drug Control Obligations and related disclosures.

We trust this report will result in more effective, efficient, and economical operations. We express
our appreciation to all of those who contributed to the preparation of this report.

(Do ok

Anne L. Richards
Assistant Inspector General for Audits



KPMG LLP
2001 M Street, NW
Washington, DC 20036-3389

Independent Accountants' Report

Inspector General
U.S. Department of Homeland Security:

We have reviewed the accompanying Table of Prior Year Drug Control Obligations and related disclosures
of the U.S. Department of Homeland Security’s (DHS) Immigration and Customs Enforcement (ICE) for
the year ended September 30, 2010. We have aso reviewed the accompanying management’ s assertions
for the year ended September 30, 2010. ICE’'s management is responsible for the Table of Prior Y ear Drug
Control Obligations, related disclosures, and the assertions.

Our review was conducted in accordance with attestation standards established by the American Institute
of Certified Public Accountants, and applicable standards contained in Government Auditing Standards,
issued by the Comptroller General of the United States. A review is substantially less in scope than an
examination, the objective of which is the expression of an opinion on the Table of Prior Year Drug
Control Obligations, related disclosures, and management’s assertions. Accordingly, we do not express
such an opinion.

Management of ICE prepared the Table of Prior Year Drug Control Obligations, related disclosures, and
management’ s assertions to comply with the requirements of the Office of National Drug Control Policy
(ONDCP) Circular, Drug Control Accounting, dated May 1, 2007.

Based on our review, nothing came to our attention that caused us to believe that (1) the Table of Prior
Year Drug Control Obligations and related disclosures for the year ended September 30, 2010, are not
presented, in all material respects, in conformity with ONDCP's Circular, Drug Control Accounting
(May 1, 2007), or that (2) management’s assertions referred to above are not fairly stated, in al materia
respects, based on the criteria set forth in ONDCP s Circular, Drug Control Accounting (May 1, 2007).

This report is intended solely for the information and use of the management of DHS and ICE, the DHS

Inspector General, the ONDCP, and the U.S. Congress, and is not intended to be and should not be used by
anyone other than these specified parties.

KPMme LIP

January 20, 2011

KPMG LLP is a Delaware limited liability partnership,
the U.S. member firm of KPMG International Cooperative
(“KPMG International”), a Swiss entity.
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Department of Homeland Security
U.S. Immigration and Customs Enfor cement
Detailed Accounting Submission of Drug Control Fundsduring FY 2010

A. Tableof Prior Year Drug Control Obligations

(In Millions)
FY 2010 Final

Drug Resour ces by Budget Decision Unit and Function:

Salaries and Expense

Investigations $453.949
I nternational $5.482
Intelligence: Domestic $10.577
Intelligence: International $0.648
Total Salaries and Expense $470.656
Total Funding $470.656
High Intensity Drug Trafficking Area (HIDTA) Transfer $1.173

Disclosure No. 1: Drug M ethodol ogy

U.S. Immigration and Customs Enforcement (ICE) is a multi-mission bureau, and obligations are
reported pursuant to an approved drug methodology. Separate calculations are made for the
three | CE programs which undertake drug-related investigative activity: Office of Investigations
(Ql), Office of International Affairs (OlA) and the Office of Intelligence.

Domestic I nvestigations Program

e The methodology for the Ol is based on investigative case hours recorded in ICE’'s
automated Case Management System. |CE officers record the type of work they performin
this system, which interfaces with the Treasury Enforcement Communications System
(TECS). Following the close of the fiscal year, areport in TECSis run showing investigative
case hours that are coded as general narcotics cases and money laundering narcotics cases. A
second report is run showing all investigative case hourslogged. A percentage is derived by
dividing the number of investigative case hours linked to drug control activities by the total
number of investigative case hours. This percentage may fluctuate from year to year. For
FY 2010, the actual percentage for Ol was 27.66%. To calculate adollar amount, this
percentage is applied to actual obligations incurred by Ol against budget authority gained in
FY 2010 and excludes reimbursable authority. The Federal Financial Management System
(FFMYS) isthe system used to generate the actual obligations incurred.



Inter national AffairsPrograms

e The methodology for the OIA is based on investigative case hoursrecorded in ICE’s
automated Case Management System. |CE officers record the type of work they performin
this system, which interfaces with TECS. Following the close of the fiscal year, areport in
TECS isrun showing investigative case hours that are coded as general narcotics cases and
money laundering narcotics cases. A second report is run showing all investigative case
hourslogged. A percentage is derived by dividing the number of investigative case hours
linked to drug control activities by the total number of investigative case hours. For OIA, the
actual percentage of hours that were counter-narcotics related was 4.9 % in FY 2010. To
calculate a dollar amount, this percentage was applied to actual obligationsincurred by OIA,
excluding reimbursable authority, against budget authority gained in FY 2010 of $110.9
million resulting in $5.48 million of counter-narcotics obligations. The FFMS is the system
used to generate the actual obligationsincurred.

Intelligence Program

e The methodology for the Office of Intelligence is based on investigative case hours recorded
in ICE’ s automated Case Management System. |CE officers record the type of work they
perform in this system, which interfaces with TECS. Following the close of the fiscal year, a
report in TECS is run showing investigative case hours that are coded as general narcotics
cases and money laundering narcotics cases. A second report is run showing all investigative
case hourslogged. A percentage is derived by dividing the number of investigative case
hours linked to drug control activities by the total number of investigative case hours. For
FY 2010, 17.48% of thetotal case hours for Intelligence were found to be in support of drug
control activities through an examination of data recorded in the Case Management System.
This percentage was applied to actual obligations incurred against budget authority gained in
FY 2010 by the Office of Intelligence for al activities of $64.2 million; therefore, the
narcotics share was $11.2 million. The FFMS is the system used to generate the actual
obligations incurred.

¢ Intelligence Information Management System (I11IMS) tracks requests for intelligence work by
customer. Requests made by the OIA are classified as inherently international and all other
customers are classified as inherently domestic. In FY 2010, 5.77% of IIMS requests were
international in nature.

Disclosure No. 2: Methodology M odifications

The methodology described above is consistent with the previous year.

Disclosure No. 3: Material Weaknesses or Other Findings

In the FY 2010 Internal Controls Assurance Statement, | CE noted weaknesses in its Budgetary
Resource Management Processes. | CE noted that further improvements needed to be made to the
monitoring and oversight of the budget management processes within the agency. |CE needs to
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improve documentation and guidance, standardize policies and procedures for funds control and
budgetary resource management, and continue to improve oversight at the Program execution
level. In addition to the efforts implemented in FY 2010, the ICE Office of the Chief Financial
Officer (OCFO) islooking at other long term solutions. Specificaly, 1) OCFO is developing a
real-time Status of Funds reporting functionality that will be used across ICE; 2) aligning
obligation tracking responsibilities within OCFO; and 3) developing detailed Spend Plans at the
Program Project Activity (PPA) level to improve fiscal management. | CE will continue to build
upon its comprehensive approach towards mitigating weaknesses for budgetary resource
management through improved documentations, guidance, and training.

Additionally, amaterial weakness related to Financial Systems Security was reported in the FY
2010 Internal Controls Assurance Statement. This material weakness is due to the aggregate of
the significant deficiencies existing in FFM S and its subsidiary systems. |CE continues effortsto
implement corrective actions to address this weakness.

Disclosure No. 4: Reprogrammings or Transfers

No Reprogrammings or Transfers of drug-related budget resources occurred during FY 2010.

Disclosure No. 5: Other Disclosures
There are no other disclosures, which we feel are necessary to clarify any issues regarding the
data reported.

B. Assertions

Assertion No. 1: Obligations by Budget Decision Unit

Not Applicable - Asamulti-mission agency, ICE is exempt from reporting under this section as
noted in the Office of National Drug Control Policy (ONDCP) Drug Control Accounting, Section
6 (b) (1).

Assertion No. 2: Drug M ethodol ogy

The methodology used to calculate obligations of prior year budgetary resources by budget
decision unit and function is reasonable and accurate in regard to the workload data employed
and the estimation methods used. The workload datais derived from the TECS and IIMS
systems discussed in the methodology section above and are based on work performed between
October 1, 2009 and September 30, 2010. There are no other estimation methods used. The
financia system used to calculate the drug-related budget obligations is the Federal Financial
Management System (FFMS) which is capable of yielding data that fairly presents, in al
material respects, aggregate obligations.

Assertion No. 3: Application of Drug M ethodol ogy

The methodology disclosed in section A, Disclosure No. 1 was the actual methodology used to
generate the table.



Assertion No. 4: Reprogrammings or Transfers

No Reprogrammings or Transfers of drug-related budget resources occurred during FY 2010.
The data presented are associated with obligations against afinancial plan that was sent to
ONDCPin FY 2010.

Assertion No. 5: Fund Control Notices

No Fund Control Notice was issued by the ONDCP Director under 21 U.S.C. section 1703(f) and
Section 8 of the ONDCP Circular, Budget Execution, to ICE in FY 2010.
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Rear Admiral Keith A. Taylor

Assistant Commandant for Resources and
Chief Financial Officer

United States Coast Guard

Anne L. Richards dl/&t% W

Assistant Inspector General for Audits

Independent Review of the U.S. Coast Guard’s Reporting of FY 2010
Drug Control Obligations

Attached for your information is our report, Independent Review of the U.S. Coast Guard'’s
Reporting of FY 2010 Drug Control Obligations. This report contains no recommendations.

We contracted with the independent public accounting firm KPMG LLP (KPMG) to perform the
review. The review was conducted according to attestation standards established by the American
Institute of Certified Public Accountants. Due to the U.S. Coast Guard’s inability to provide
assurances as to the integrity of the financial data contained within the detailed accounting
submission, KPMG was unable to complete the review. As a result, KPMG was unable to report on
the Table of Prior Year Drug Control Obligations and related disclosures.

Should you have any questions, please call me, or your staff may contact John McCoy, Deputy

Assistant Inspector General for Audits, at 202-254-4100.

Attachment
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Preface

The Department of Homeland Security (DHS) Oftfice of Inspector General (OIG) was established by
the Homeland Security Act of 2002 (Public Law 107-296) by amendment to the Inspector General
Act 0of 1978. This is one of a series of audit, inspection, and special reports prepared as part of our
oversight responsibilities to promote economy, efficiency, and effectiveness within the department.

This report presents the results of the review of the Table of Prior Year Drug Control Obligations
and related disclosures of the U.S. Coast Guard for the fiscal year ended September 30, 2010, for the
Office of National Drug Control Policy. We contracted with the independent public accounting firm
KPMG LLP (KPMG) to perform the review. U.S. Coast Guard management prepared the Table of
Prior Year Drug Control Obligations and related disclosures to comply with requirements of the
Office of National Drug Control Policy Circular, Drug Control Accounting, dated May 1, 2007. Due
to the U.S. Coast Guard’s inability to provide assurance as to the integrity of the financial data in the
detailed accounting submissions, KPMG was unable to complete its review and report on the Table
of Prior Year Drug Control Obligations and related disclosures.

We trust this report will result in more effective, efficient, and economical operations. We express
our appreciation to all of those who contributed to the preparation of this report.

peSfedins

Anne L. Richards
Assistant Inspector General for Audits
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KPMG LLP Telephone 202 533 3000
2001 M Street, NW Fax 202 533 8500
Washington, DC 20036 Internet www.us.kpmg.com

January 18, 2011

Ms. Anne Richards

Assistant Inspector General for Audits
Office of the Inspector General

U.S. Department of Homeland Security
1120 Vermont Avenue, NW
Washington, DC 20005

Dear Ms. Richards:

We were engaged to review the Table of Prior Year Drug Control Obligations and related
disclosures, and the accompanying management’s assertions of the Department of Homeland
Security’s (DHS) United States Coast Guard (USCG) for the year ended September 30, 2010.
USCG management is responsible for the Table of Prior Year Drug Control Obligations, related
disclosures, and the assertions.

The Office of National Drug Control Policy (ONDCP) Circular, Drug Control Accounting, dated
May 1, 2007, requires management to disclose any material weaknesses or other findings affecting
the presentation of data reported and to make certain assertions related to the financial systems
supporting the drug methodology used in compilation of the Table of Prior Year Drug Control
Obligations and related disclosures. Management reported that it cannot provide assurances as to
the integrity of the financial data contained in its Table of Prior Year Drug Control Obligations and
related disclosures; and management has not provided an assertion that the financial systems
supporting the drug methodology yield data that fairly present, in all material respects, aggregate
drug-related obligation estimates.

In accordance with applicable professional standards, without certain representations made by
management, including the integrity of the financial data and its systems, we are unable to
complete our review of USCG’s Table of Prior Year Drug Control Obligations, related disclosures,
and management’s assertions. Accordingly, we are unable to provide an Independent Accountants’
Report on the USCG’s Table of Prior Year Drug Control Obligations, related disclosures, and
management’s assertions for the year ended September 30, 2010, pursuant to the requirements of
ONDCP Circular, Drug Control Accounting (May 1, 2007).

Sincerely,

ST amsa~—

Scot G. Janssen,
Partner

KPMG LLP is a Delaware limited liability partnership,
the U.S. member firm of KPMG International Cooperative
(“KPMG International”), a Swiss entity.



Commandant 2100 Second Street, SW.
United States Coast Guard Washington, DC 20593-0001
Staff Symbol: CG-821
Phone: (202) 372-3512
Fax: (202)372-2311
Email:Rebecca.E.Ore@uscg.mit

U.S. Department of
Homeland Security

United States
Coast Guard

7110

Mr. John D. Shiffer JAN 18 2011
Department of Homeland Security

Financial Management Division

Office of the Inspector General

1120 Vermont Avenue, 11" Floor, NW

Washington, D.C. 20005

Dear Mr. Shiffer,

In accordance with the Office of National Drug Control Policy Circular: Annual Accounting of
Drug Control Funds dated May 1, 2007, enclosed is the Coast Guard’s report of FY 2010 drug
control obligations, drug control, methodology and assertions. Per your KPMG auditor’s
guidance received on January 11™, 2011, my staff addressed this request for additional
supporting documentation and changes to the FY 2010 Annual Accounting of Drug Control
Funds, dated December 2™, 2010.

If you require further assistance on this information, please contact LCDR Rebecca Ore at (202)
372-3512.

Sincerely,

Captath, U.S. Coast Guard
Chief, Office of Budget and Programs

Copy: DHS Budget Office

Enclosures:
(1) USCG FY 2010 Detailed Accounting Submission
(2) Independent Auditors’ Report Exhibit I — Material Weaknesses in Internal Control —
U.S. Coast Guard
(3) 2010 USCG Assurance Statement



DEPARTMENT OF HOMELAND SECURITY
UNITED STATES COAST GUARD
Detailed Accounting Submission of FY 2010 Drug Control Funds

DETAILED ACCOUNTING SUBMISSION
A. Table of FY 2010 Drug Control Obligations

RESOURCE SUMMARY 2010 Actual
Drug Resources by Drug Control Function: Obligations
e Interdiction $836.395
e Research and Development $1.737
Total Resources by Function $838.132

Drug Resources by Budget Decision Unit:
e Operating Expenses (OE) $692.493
e Reserve Training (RT) $13.545
e Acquisition, Construction, and Improvements (AC&lI) $130.357
e Research, Development, Test and Evaluation (RDT&E) $1.737
Total Drug Control Obligations $838.132
Interagency Crime and Drug Enforcement [non-add] [$0.871]

1. Drug Methodology

In FY 2000, a methodology known as the Mission Cost Model (MCM) was developed to present
United States Coast Guard (Coast Guard) missions using activity based cost accounting principles. The
MCM is an estimate of mission costs allocated across Coast Guard’s 11 mission/programs. The
information reported is timely and is derived from an allocation process involving the Coast Guard’s
financial statement information. Further, the Coast Guard has developed an operating hour baseline as a
method to approximate the future allocation of resource hours for each asset class to multiple Coast
Guard missions. This is the basis for funding allocations in budget projections. The operating hour
allocation, or baseline, is developed and modified based upon budget line item requests and national
priorities. Coast Guard is required to report its drug control funding to ONDCP in four appropriations,
categorically called decision units. The Coast Guard’s drug control funding estimates are computed by
closely examining the decision units that are comprised of: Operating Expenses (OE); Reserve Training
(RT); Acquisition, Construction, and Improvement (AC&aI); and Research, Development, Test, and
Evaluation (RDT&E). Each decision unit contains its own unique spending authority and methodology.



1. Drug Methodology (cont.)

For example, AC&I includes funding that remains available for obligation up to five years after
appropriation and RDT&E includes funding which does not expire. Unless stipulated by law, OE and
RT funding must be spent in the fiscal year it is appropriated and therefore, the methodologies for these
two appropriations are referred hereafter as the OE/RT MCM. The mechanics of the MCM
methodology used to derive the drug control information for each decision unit's drug control data is
derived follows.

Operating Expenses and Reserve Training

The majority of the funds the Coast Guard allocates to the drug interdiction program are in the OE
decision unit. OE funds are used to operate Coast Guard facilities; maintain capital equipment; improve
management effectiveness; and recruit, train, sustain, and compensate, an active duty military and civilian
workforce. Inthe OE budget, the amount allocated to the drug interdiction program is derived by
allocating a share of the actual expenditures based upon the percentage of time aircraft, cutters, and boats
spent conducting drug interdiction activities. The Coast Guard tracks the resource hours spent on each of
the 11 Coast Guard statutory missions by using a web-based Abstract of Operations (AOPS) data collection
and report system. Coast Guard AOPS data is used to develop the amount of time each asset class spends
conducting each Coast Guard mission. Using financial data gathered from over 3,000 cost centers around
the United States along with the AOPs information, the Coast Guard is able to allocate OE costs to each of
the 11 statutory missions consisting of: Drug Interdiction; Migrant Interdiction; Ports, Waterways and
Coastal Security; Other Law Enforcement; Defense Readiness; Search and Rescue; Marine Safety; Ice
Operations; Marine Environmental Protection; Living Marine Resources; and Aids to Navigation.

The Coast Guard allocates a portion of RT decision unit funds to the drug interdiction program. RT
funds are used for Coast Guard Selected Reserve personnel who augment Coast Guard operations. Since
RT functionally assists OE funded operations, the RT funding mission attribution assumes an OE mission
allocation spread. The following data sources feed the FY 2010 OE/RT MCM:

1) Core Accounting System (CAS) — FY 2010 actual expenses MCM uses FY 2007 financial data,
adjusted to reflect changes in the Coast Guard’s asset inventory from FY 2007 to FY 2010. These
expenses are fed into the Standard Rates Model (SRM), along with Coast Guard’s operating cost
reports of the Surface Forces Logistics Center (SFLC) and the cost per flight hour report from the
Aviation Logistics Center (ALC). The SRM uses an activity-based methodology to assign and
allocate expenses to the Coast Guard’s assets and certain non-asset intensive missions. The
resulting total cost pools serve as one of the major inputs to the MCM. If current year SRM data is
not available, the previous year total cost pools are adjusted to fit the relevant fiscal year’s asset
inventory. The SRM is reconciled to the Coast Guard’s Statement of Net Cost.

2) Naval Electronics Supply Support System (NESSS) — The SFLC at Baltimore operates a stand-
alone financial system. Similar to the CAS, NESSS data is broken down by cost center, unit name,
allotment fund code, and dollar amount. NESSS expense data is fed into the SRM and allocated to
Coast Guard assets and certain non-asset intensive missions. NESSS financial data is included in
the Coast Guard’s financial statements.




1. Drug Methodology (cont.)

3) Aviation Maintenance Management Information System (AMMIS) - The ALC operates a stand-
alone financial system. Similar to the CAS, AMMIS data is broken down by cost center, unit name,
allotment fund code, and dollar amount. AMMIS expense data is fed into the SRM and allocated to
Coast Guard assets and certain non-asset intensive missions. AMMIS financial data is included in
the Coast Guard’s financial statements.

4) FEY 2010 Abstract of Operations— AOPS is a web-based information system that reports how an
asset (aircraft, boat, or cutter) was utilized across various missions of the Coast Guard. Each unit or
activity that performs a mission is responsible for including the resource hours in the AOPS
database.

5) Other Expenses — The drug related pieces that feed this area of the model are the Tactical Law
Enforcement Teams (TACLET), Law Enforcement Detachments (LEDET) and Special Projects.
The percentage that drives the TACLET / LEDET resource areas is computed from team
deployment days divided by the total deployment days in the fiscal year for the drug interdiction
mission. The Special Projects percentage driver is formulated from professional judgment
regarding how funding is used to support costs related to counter-drug operations such as High
Intensity Drug Traffic Area activities and liaison costs for the Organized Crime Drug Enforcement
Task Force.

Mission Cost Model Application & Results — The two chief input drivers to the MCM are:

e Financial costs of each Coast Guard asset and other expenses areas, made up of direct, support and
overhead costs.

e FY 2010 AOPS hours — The support and overhead costs for each asset and other expenses element
is applied to hours projected from the FY 2010 AOPS. These costs are reflective of the more static
conditions of Coast Guard operations relative to the support functions and administrative oversight.
The direct costs are applied to the final AOPS hours to show the dynamic flow of operations
experienced during FY 2010. The overall affect of the computed amount from the static baseline
and reality of AOPS results in a percentage to drive Coast Guard OE expenditures allocation across
11 statutory missions.

Normalize to Budget Authority or Obligations — The program percentages derived from the MCM are then
applied to total OE and RT FY 2010 budget authority and obligations (see Attachments A & B,
respectively), depending upon the reporting requirement. Budget Authority (BA) is derived from the
agency's annual enacted appropriation and expenditure data is derived from the final financial accounting
Report on Budget Execution (SF-133).




1. Drug Methodology (cont.)

Acquisition, Construction, and Improvements

AC&I is a multi-year appropriation where funding may be available for up to five years depending on
the nature of the project. The methodology used to develop the drug funding estimate is systematically
different than that of OE and RT. AC&I drug funding levels, for either BA or obligations, is developed
through an analysis of each project/line item. For each line item, a discrete driver is selected that best
approximates the contribution that asset or project, when delivered, will contribute to each of the Coast
Guard’s 11 statutory missions. In most cases, the driver used in scoring drug control funding requests
within the zero-based AC&I decision unit is assigned based on professional judgment characterized by
asset and/or mission percentages produced in the OE/RT MCM. Otherwise, when a project is not related to
any particular asset or series of asset classes, the project fund may benefit the Coast Guard’s entire
inventory and other expense categories. With this condition, the general OE AOPS MCM percentage is
utilized. As with the other three appropriations, once the program percentage spreads are computed for
each of these drivers in the FY 2010 AC&Il MCM, the total bottom-line mission percentage is applied
directly to the AC&lI total direct obligations. For FY 2010 AC&I program and mission area spreads, the
following data sources and methods were used:

AC&I Mission Cost Model — Developed based on data feeds from the FY 2010 OE/RT MCM model as
related in earlier OE statements. The following data sets were then required to complete the AC&I
MCM:

1) Drug related percentage — The percentage spread for each driver was extracted from the OE/RT
MCM. This information was further analyzed to:

(a) Ensure a discrete driver representing either a particular asset, series of assets, or mission was
applied to each project; or

(b) A general OE percentage driver was used when the project’s outcome was expected to
benefit all inventory and/or agency needs.

Mission cost results/application - Once the project drivers were extracted from the OE/RT MCM, they were
applied to the total AC&I BA levels derived from the agency's enacted appropriation bill in the FY 2010
AC&I MCM. The total allocated mission percentages from the AC&l MCM were then applied to the total
AC&I FY 2010 obligations as reported from the CAS as of September 30, 2010 (Attachment C).

Research, Development, Test and Evaluation

RDT&E is a no-year appropriation where funding, once appropriated and apportioned, may be
obligated indefinitely in the future until all balances are expended. The methodology used to develop the
drug-funding estimate is similar to AC&I in that drug-funding costs are based on an analysis of each
project where program/mission area percentages are based upon subject matter expert review of every line
item presented in the FY 2010 request. As with the other three appropriations, once the program
percentage spreads are computed for each of these drivers in the FY 2010 RDT&E MCM, the total bottom-
line mission percentage is applied directly to the RDT&E total direct obligations.



1. Drug Methodology (cont.)

For FY 2010 RDT&E program and mission area spreads, the following data sources and methods were
used:

RDT&E Mission Cost Model — Developed based on data feeds from the FY 2010 OE/RT MCM model
as in earlier OE and AC&lI statements. The following data sets were then required to complete the
RDT&E MCM:

1) Drug related percentage — The percentage spread for each driver was extracted from the OE/RT
MCM. This information was further analyzed to:

a) Ensure a discrete driver representing either a particular asset, series of assets or mission was
applied to each project or;

b) A general OE percentage driver was used when the project’s outcome was expected to
benefit all inventory and/or agency needs.

2) Mission cost results/application - Once the project drivers were extracted from the OE/RT
MCM, they were applied to the total RDT&E BA levels derived from the agency's enacted
Appropriation Bill in the FY 2010 RDT&E MCM. The total allocated mission percentages
from the RDT&E MCM were then applied to the total RDT&E 2010 obligations as reported
from the CAS as of September 30, 2010 (Attachment D). BA data is derived from the agencies
enacted Appropriation and expenditure data is extracted from a Finance and Procurement
Desktop transaction summary report by project.

2. Methodology Modifications

The methodology described above is consistent with the previous year.
3. Material Weaknesses or Other Findings

As identified in the Department of Homeland Security (DHS) Chief Financial Officers (CFO) Act of
1990 audit and feedback provided in the enclosed FY 2010 Independent Auditors’ Report: Exhibit | —
Material Weaknesses in Internal Control (Enclosure 2) and described in the enclosed 2010 U.S. Coast
Guard Assurance Statement (Enclosure 3), the Coast Guard has material weaknesses in financial
management, financial reporting, and financial systems that impact the assurance of information in our
financial reports. As such, we cannot provide assurances as to the integrity of the financial data contained
in this report.

The Coast Guard chartered an Audit Readiness Planning Team (ARPT) in 2008 to develop the
Financial Strategy for Transformation and Audit Readiness (FSTAR). FSTAR contains the comprehensive
Mission Action Plans that guide our implementation of internal controls leading to assurance over financial
information. This effort seeks to attack the root causes and long term solutions of the identified material
weaknesses and other financial management issues. Additionally, we will pursue improved internal
controls in the collection of our Abstract of Operations information necessary to give assurance to the non-
financial data used to produce a portion of this report.

4. Reprogrammings or Transfers

During FY 2010, the Coast Guard had no reports of transfers or reprogramming actions affecting drug
related budget resources in excess of $1 million.



5. Other Disclosures

The following provides a synopsis of the United States Coast Guard’s FY 2010 Drug Control Funds
reporting which describes:

1. The agency’s overall mission and the role of drug interdiction efforts within the Coast Guard's
multi-mission structure; and
2. The Coast Guard’s Drug Budget Submission.

Coast Guard Mission

The Coast Guard is a military service with mandated national security and national defense
responsibilities and the United States' leading maritime law enforcement agency with broad, multi-faceted
jurisdictional authority. Due to the multi-mission nature of the Coast Guard and the necessity to allocate
the effort of a finite amount of assets, there is a considerable degree of asset “cross-over” between
missions. This crossover contributes to the challenges the Coast Guard faces when reporting costs for its
mission areas.

Coast Guard's Drug Budget Submission

In the annual National Drug Control Strategy (NDCS) Budget Summary, all agencies present their drug
control resources broken out by function and decision unit. The presentation by decision unit is the one
that corresponds most closely to the Coast Guard’s congressional budget submissions and appropriations.
It should be noted and emphasized that the Coast Guard does not have a specific appropriation for drug
interdiction activities. As such, there are no financial accounting lines for each of Coast Guard’s 11
statutory missions. All drug interdiction operations, capital improvements, reserve support, and research
and development efforts are funded out of general Coast Guard appropriations.

For the most part, the Coast Guard drug control budget is a reflection of the Coast Guard’s overall budget.
The Coast Guard’s OE appropriation budget request is incremental, focusing on the changes from the prior
year base brought forward. The Coast Guard continues to present supplementary budget information
through the use of the MCM, which allocates base funding and incremental requests by mission.

This general purpose MCM serves as the basis for developing drug control budget estimates for the OE
and RT appropriations and provides allocation percentages used to develop the drug control estimates for
the AC&I and RDT&E appropriations and the process is repeatable. Similarly, this is the same
methodology used to complete our annual submission to the Office of National Drug Control Policy
(ONDCP) for the NDCS Budget Summary.



B. Assertions

1. Obligations by Budget Decision Unit — N/A. As a multi-mission agency, the Coast Guard is
exempt from reporting under this section as noted in ONDCP Circular: Drug Control Accounting,
Section 6a (1) (b).

2. Drug Methodology — The Coast Guard does not have a discrete drug control appropriation and its
financial systems are not structured to accumulate accounting data by operating programs or
missions areas. In the Coast Guard’s opinion, the percentage allocation results derived from its
MCM methodology are based on the most current financial and abstract of operations data available.
Although we cannot provide assurances as to the integrity of the financial data contained in this
report, the methodology is a repeatable mission spread process which the Coast Guard uses
throughout its annual budget year presentations. These include: the Office of Management and
Budget’s (OMB) MAX budget update of Coast Guard’s President’s Budget submission and the DHS
CFO Statement of Net Cost report.

Other Estimation Methods: In some cases, where the MCM allocates a percentage of time/effort
expended to a given AC&I project/line item, changes were made to better represent the drug costs
associated. As noted in the AC&I and the RDT&E methodology, experienced professional
judgment is sometimes used to change a driver based on specific knowledge that a resource will be
used differently than the historical profile indicates.

Financial Systems: Data are derived from CAS and SFLC systems. No other financial system or
information are used in developing program or mission area allocations. The Coast Guard has not
fully implemented corrective actions to remediate weaknesses identified by the independent auditors
during the annual DHS CFO Act audits. As a result, the Coast Guard could not assert to the
completeness, existence (validity), accuracy, valuation or presentation of its financial data.

3. Application of Drug Methodology - The methodology disclosed in this section was the actual
methodology used to generate the table required by ONDCP Circular: Drug Control Accounting
May 1, 2007 Section 6A. Documentation on each decision unit is provided.

4. Reprogrammings or Transfers - During FY 2010, Coast Guard had no transfers or reprogramming
actions affecting drug-related budget resources in excess of $1 million. The FY 2010 data presented
herein is associated with drug control funding reported in Coast Guard’s FY 2010 financial plan.

5. Fund Control Notices -ONDCP did not issue Coast Guard a Fund Control Notice for FY 2010.



10.

11.

Attachment A

OPERATING EXPENSES (OE)
MISSION COST MODEL OUTPUT:

Search and Rescue (SAR)

Marine Safety (MS)

Aids to Navigation (ATON)

Ice Operations (10)

Marine Environmental Protection (MEP)
Living Marine Resources (LMR)

Drug Interdiction

Other Law Enforcement (OTH-LE)

Migrant Interdiction

Ports, Waterways & Coastal Security (PWCS)

Defense Readiness
Total OE Obligations

(dollars in thousands)
FY 2010
Obligations % of total

807,481 11.75%
641,398 9.33%
1,075,140 15.64%
171,243 2.49%
254,321 3.70%
618,957 9.01%
692,493 10.08%
96,802 1.41%
516,245 7.51%
1,308,551 19.04%

689,833 10.04%

$ 6,872,464 100%




Attachment B

RESERVE TRAINING (RT)
MISSION COST MODEL OUTPUT:

10.

11.

(dollars in thousands)
FY 2010
Obligations % of total

. Search and Rescue (SAR) 15,600 12.22%
Marine Safety (MS) 12,545 9.82%
Aids to Navigation (ATON) 21,030 16.47%
Ice Operations (10) 2,299 1.80%
Marine Environmental Protection (MEP) 4,975 3.90%
Living Marine Resources (LMR) 12,106 9.48%

. Drug Interdiction 13,545 10.61%
Other Law Enforcement (OTH-LE) 1,893 1.48%
Migrant Interdiction 9,319 7.30%
Ports, Waterways & Coastal Security (PWCS) 25,595 20.04%
Defense Readiness 8,794 6.89%
Total RT Obligations| $ 127,701 100%




Attachment C

ACQUISITION, CONSTRUCTION and IMPROVEMENTS
(AC&I) MISSION COST MODEL OUTPUT:

(dollars in thousands)
FY 2010
Obligations % of total

1. Search and Rescue (SAR) 161,016 11.75%
2. Marine Safety (MS) 40,661 2.97%
3. Aids to Navigation (ATON) 34,120 2.49%
4. Ice Operations (10) 29,537 2.16%
5. Marine Environmental Protection (MEP) 75,390 5.50%
6. Living Marine Resources (LMR) 110,600 8.07%
7. Drug Interdiction 130,357 9.51%
8. Other Law Enforcement (OTH-LE) 11,381 0.83%
9. Migrant Interdiction 178,026 12.99%
10. Ports, Waterways & Coastal Security (PWCS) 180,311 13.16%
11. Defense Readiness 419,198 30.59%
Total AC&I Obligations| $ 1,370,597 100%

Note: Includes -$68.732 million recoveries of prior year obligations.
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Note:

Attachment D

RESEARCH, DEVELOPMENT, TEST and EVALUATION
(RDT&E) MISSION COST MODEL OUTPUT:

. Search and Rescue (SAR)

Marine Safety (MS)

Aids to Navigation (ATON)

Ice Operations (10)

Marine Environmental Protection (MEP)
Living Marine Resources (LMR)

. Drug Interdiction

Other Law Enforcement (OTH-LE)

Migrant Interdiction

Ports, Waterways & Coastal Security (PWCS)

. Defense Readiness
Total RDT&E Obligations

Includes -$417 thousand recoveries from prior year obligations.

11

(dollars in thousands)

FY 2010
Obligations % of total

3,504 14.29%
4,994 20.36%
1,099 4.48%

164 0.67%

3,760 15.33%

896 3.65%

1,737 7.08%

173 0.71%

1,065 4.34%
1,281 5.22%
5,852 23.86%

$ 24,525 100%




Enclosure  (2)

Independent Auditors’ Report
Exhibit I — Material Weaknesses in Internal Control — U.S. Coast Guard

I-A Financial Management and Reporting

Background: In fiscal year (FY) 2010, we were engaged to perform an examination of internal controls
over financial reporting. The auditors' objective in an examination of internal control isto form an opinion
on the effectiveness of internal control. When planning our examination, we gave appropriate emphasis to
testing entity-level controls, such as management’s risk assessment and monitoring processes, and other
control environment elements that exist throughout the Department. Four Department-wide control
environment conditions were identified through our examination procedures that have a pervasive influence
on the control environment and effectiveness of control activities at the United States Coast Guard (Coast
Guard). This Exhibit should be read in conjunction with the Department-wide conditions and
recommendations described in Comment 11-A, Financial Management and Reporting.

In previous years, we reported that the Coast Guard had several internal control deficienciesthat led to a
meaterial weaknessin financial reporting. In response, the Coast Guard developed its Financial Strategy for
Transformation and Audit Readiness (FSTAR), which isacomprehensive plan to identify and correct
conditions that are causing control deficiencies, and in some cases preventing the Coast Guard from
preparing auditable financial statements.

The Coast Guard made progressin FY 2010, by completing its planned corrective actions over selected
internal control deficiencies. Specifically, remediation efforts associated with accrued payroll, pension,
and medical liabilities allowed management to make assertions on the completeness and accuracy of more
than $43 billion of accrued liabilities, which represents more than 50 percent of DHS' total liabilities. The
FSTAR calls for continued remediation of control deficiencies and reconciliation of balancesin FY
2011.Consequently many of the financial reporting deficiencies we reported in the past remain uncorrected
at September 30, 2010.

Conditions:

1 InFY 2010, certain entity-level control weaknesses, that may interfere with the timely completion of
corrective actions planned for FY 2011 and beyond, continued to exist. While progress has been made,
the Coast Guard has not completed the:

e Development and implementation of effective policies, procedures, internal controls, and
information and communication processes to ensure that data supporting financial statement
assertions are complete and accurate, that transactions are accounted for consistent with generally
accepted accounting principles (GAAP), and that technical accounting issues are identified,
analyzed and resolved in atimely manner. For example, the development and implementation of
an accounting position over post-employment travel benefits, totaling less than one percent of
liabilities took several months to complete. This condition is a potentially serious impediment to
the Coast Guard’ s objective of producing an auditable balance sheet next year:

e Adoption of an on-going Coast Guard-wide risk assessment by financial, IT, and program
personnel that addresses all significant financial statement line items; and

e |Implementation of adegquate monitoring controls over headquarters, units, and areag/districts with
significant financial activity, including those controls associated with management override.

2 The Coast Guard does not have properly designed, implemented, and effective policies, procedures,
processes, and controls surrounding its financial reporting process, as necessary to:

e  Support beginning balances, year-end close-out, and the cumulative results of operations analysis
in its general ledgersindividually and/or in the aggregate;

e Ensure that transactions and accounting events at Coast Guard headquarters, units, and
areag/districts are appropriately supported and accounted for in its general ledgers;

e Ensure that accounts receivable balances exist, are complete and accurate, and properly presented
in the financial statements. For example, underlying data supporting accounts receivable balances
is not maintained, reimbursabl e related activity is not identified timely, and accounts receivable
activity is not properly recorded in the financial statements on atimely basis;
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e Ensurefinancia statement information and related disclosures submitted for incorporation in the
DHS financial statements are accurate and complete; and

e Ascertain that intragovernmental activities and balances are identified and differences, especially
with agencies outside DHS, are being resolved in atimely manner in coordination with the
Department’ s Office of Financial Management (OFM).

Cause/Effect: The Coast Guard has thorough and highly procedural processes for identifying and resolving
technical accounting issues, and/or responding to auditor inquiries. This process often resultsin
exceptionally long time periods devoted to issue resol ution, which can extend to several months or even
years, to resolve a single matter. In some cases, the issues are not material to the financial statements, but
still require long time periods to resolve. This approach interferes with the timely completion of financial
reports, and the availability of auditable accounting positions. In addition, insufficient controls over
financial reporting could create an environment where an Anti-deficiency Act violation could occur.

The Coast Guard has not developed and implemented an effective general ledger system. The Core
Accounting System (CAS), Aircraft Logistics Management Information System (ALMIS), and Naval
Engineering Supply Support System (NESSS) general ledgers do not comply with the requirements of the
Federal Financial Management I mprovement Act (FFMIA). The general ledgers do not allow for
compliance with the United States Standard General Ledger (USSGL) at the transaction level, and period-
end and opening balances are not supported by transactional detail in the three general ledgers. The
conditions described below in Comment 1-B, Information Technology Controls and Financial Systems
Functionality contribute to the financial reporting control deficiencies, and make correction more difficult.

Because of the conditions noted above, the Coast Guard was unable to provide reasonabl e assurance that
internal controls over al financial reporting processes are operating effectively, and has acknowledged that
pervasive material weaknesses continue to exist in some key financial processes. Consequently, the Coast
Guard cannot be reasonably certain that its financial statements are reliable, or assert to the completeness,
existence, accuracy, valuation, rights and obligations, or presentation of their financial datarelated to their
balances of fund balance with Treasury, accounts receivable, general property, plant, and equipment,
including heritage assets and stewardship land, environmental and other liabilities, and net position as
reported in the Department’ s balance sheets as of September 30, 2010 and 2009.

Criteria: FFMIA Section 803(a) requires that each agency shall implement and maintain financial
management systems that comply substantially with Federal financial management systems requirements,
applicable Federal accounting standards, and the United States Government Standard General Ledger at the
transaction level. FFMIA isintended to ensure that agencies use financial management systems that
provide reliable, timely, and consistent information.

The Federal Managers Financial Integrity Act of 1982 (FMFIA) requires that agencies establish internal
controls according to standards prescribed by the Comptroller General. These standards are specified in the
Government Accountability Office's (GAO) Sandards for Internal Control in the Federal Government
(Sandards). These standards define internal control as an integral component of an organization’s
management that provides reasonabl e assurance that the following objectives are being achieved:
effectiveness and efficiency of operations, reliability of financial reporting, and compliance with applicable
laws and regulations.

The GAO Sandards require that internal controls be documented in management directives, administrative
policies or operating manuals; transactions and other significant events be clearly documented; and
information be recorded and communicated timely with those who need it within a timeframe that enables
them to carry out their internal control and other responsibilities. The GAO Standards also identify the
control environment as one of the five key elements of control, which emphasizes the importance of
conscientiousness in management’ s operating philosophy and commitment to internal control. These
standards cover controls such as human capital practices, supervisory reviews, policies, procedures,
monitoring, and segregation of duties.

The Treasury Federal Intragovernmental Transactions Accounting Policies Guide, dated August 13, 2010,
states that Office of Management and Budget (OMB) Circular No. A-136, Financial Reporting
Requirements, as revised, require Federal CFO Act and non-CFO Act entities identified in the Treasury

1.2
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Financial Manual (TFM) 2010, Val. I, Part 2, Chapter 4700, Agency Reporting Requirements for the
Financial Report of the United States Government, to perform quarterly reconciliations of
intragovernmental activity/balances. TFM, Section 4706, Intragovernmental Requirements, requires
reporting agencies to reconcile and confirm intragovernmental activity and balances quarterly for specific
reciprocal groupings. TFM Bulletin 2007-03, Intragover nmental Business Rules, also provides guidance to
Federal agencies for recording and reconciling intragovernmental activities.

Recommendations: We recommend that the Coast Guard:
1. Continue the implementation of the FSTAR, as planned;

2. Develop and implement effective policies, procedures, and internal controls to ensure that technical
accounting issues are identified, analyzed, and resolved in atimely manner. The Coast Guard should
be able to discussinitial accounting positions with basic rationale and supporting facts within one
week of issue identification. Final resolution, may take longer depending on the complexity of the
issues and impact on the Department, however even difficult cases should be resolved in substantially
lesstime;

3. Improve entity-level controls by fully implementing a formal risk assessment process, evaluating and
updating processes used to communicate policies and ensure that all transactions are recorded
completely and accurately, and improve monitoring controls over financial data supporting the general
ledger and financia statements,

4. Implement accounting and financial reporting processes including an integrated general ledger system
that is FFMIA compliant; and

5. Establish new or improve existing policies, procedures, and related internal controls to ensure that:

a.  Theyear-end close-out process, reconciliations, and financial data and account analysis
procedures are supported by documentation, including evidence of effective management review
and approval, and beginning balances in the following year are determined to be reliable and
auditable;

b. All accounting transactions and balances are properly reflected in the financial statements and
consistent with GAAP;

c. Accounts receivable balances exist, are complete and accurate, and properly presented in the
financial statements;

d. Financia statement disclosures submitted for incorporation in the DHS financia statements are
accurate and complete; and

e. All intragovernmental activity and balances are accurately reflected in the financial statements,
and differences are being resolved in atimely manner in coordination with the Department’s
OFM.

I-B Information Technology Controls and Financial Systems Functionality

Background: Information Technology (IT) general and application controls are essential for achieving
effective and reliable reporting of financial and performance data. 1T general controls (ITGC) are tested
using the objectives defined by the GAO’s Federal |nformation System Controls Audit Manual (FISCAM),
in five key control areas: security management, access control, configuration management, segregation of
duties, and business continuity. Our procedures included areview of the Coast Guard' s key ITGC
environments.

We also considered the effects of financial systems functionality when testing internal controls, because
key Coast Guard financial systems are not compliant with FFMIA and are no longer supported by the
original software provider. Functionality limitations add to the challenge of addressing systemic internal
control weaknesses, and strengthening the control environment at the Coast Guard.
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In FY 2010, our IT audit work identified 28 IT findings, of which 10 were repeat findings from the prior
year and 18 were new findings. In addition, we determined that Coast Guard remediated eight I T findings
identified in previous years. Specifically, the Coast Guard took actions to improve aspects of its user
recertification process, data center physical security, and scanning for system vulnerabilities. The Coast
Guard's remediation efforts have enabled us to expand our testwork into areas that previously were not
practical to test, considering management’s acknowledgment of the existence of control deficiencies. Most
of the new findings relate to IT systems that were added to our examination scope this year.

Conditions: Our findings related to financial systems controls and functionality are as follows:
Related to I T controls:

Condition: We noted that Coast Guard' s core financial system configuration management process controls
are not operating effectively, and continue to present risksto DHS financia data confidentiality, integrity,
and availability. Financial datain the general ledger may be compromised by automated and manual
changes that are not adequately controlled. For example, the Coast Guard uses an I T scripting processto
make updates to its core general ledger software, as necessary, to process financial data. During our FY
2010 testing, we noted that some previously identified control deficiencies were remediated (particularly
with the implementation of a new script change management tool in the second half of FY 2010), while
other deficiencies continued to exist. The remaining control deficiencies vary in significance. However,
three key areas that impact the Coast Guard I T script control environment are;

e  Script testing requirements — Limited testing requirements exist to guide Coast Guard staff in the
development of test plans and guidance over the functional testing that should be performed,;

e  Script testing environment — Not all script changes were tested in the appropriate test
environments, as required; and

e Script audit logging process — The Coast Guard’ s core system databases are logging changes to
tables as well as successful and unsuccessful logins. However, no reconciliation between the
scripts run and the changes made to the database tables is being performed to monitor the script
activities and ensure that all scripts run have been approved.

In addition, we noted weaknesses in the script change management process as it relates to the Internal
Control over Financial Reporting (ICOFR) process (e.g., the financial statement impact of the changes to
FINCEN core accounting system through the script change management process). The Coast Guard has
not fully developed and implemented procedures to ensure that a script, planned to be run in production,
has been through an appropriate level of review by a group of individuals thoroughly assessing if the script
would have afinancial statement impact. Furthermore, the rationale documenting the impact of the script,
whether deemed as having financial impact or not, is not documented and retained for internal assessment
or audit purposes. Internal controls that ensure the reliability of the scripting process must be effective
throughout the year, but most importantly during the year-end close-out and financial reporting process.

All of our ITGC findings are described in detail in a separate Limited Official Use (LOU) letter provided to
the Coast Guard and DHS management.

Related to financial system functionality:

We noted that certain financial system functionality limitations are contributing to control deficiencies
reported elsewhere in Exhibit |, are inhibiting progress on corrective actions for Coast Guard, and are
preventing the Coast Guard from improving the efficiency and reliability of its financia reporting
processes. Some of the financia system limitations lead to extensive manual and redundant procedures to
process transactions, to verify the accuracy of data, and to prepare financia statements. Systemic
conditions related to financial system functionality include:

e Asnoted above, Coast Guard's core financial system configuration management process is not
operating effectively due to inadequate controls over IT scripts. The IT script process was
instituted as a solution primarily to compensate for system functionality and data quality issues;
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e Financial system audit logs are not readily generated and reviewed, as some of the financial
systems are lacking the capability to perform this task efficiently;

e Production versions of operational financial systems are outdated and do not provide the necessary
core functional capabilities (e.g., general ledger capabilities); and

e Financial systems functionality limitations are preventing the Coast Guard from establishing
automated processes and application controls that would improve accuracy, reliability, and
facilitate efficient processing of certain financial data such as:

- Ensuring proper segregation of duties and access rights such as automating the procurement
process to ensure that only individual s who have proper contract authority can approve
transactions or setting system access rights within the fixed asset subsidiary ledger;

- Maintaining sufficient data to support Fund Balance with Treasury related transactions,
including suspense activity;

- Maintaining adequate posting logic transaction codes to ensure that transactions are recorded
in accordance with GAAP; and

- Tracking detailed transactions associated with intragovernmental business and eliminate the
need for default codes such as Trading Partner Identification Number that cannot be easily
researched.

Cause/Effect: The T system development activities did not incorporate adequate security controls during
the initial implementation more than seven years ago. The current IT configurations of many Coast Guard
financial systems cannot be easily reconfigured to meet new DHS security requirements. The existence of
these IT weaknesses |eads to added dependency on the other mitigating manual controlsto be operating
effectively at al times. Because mitigating controls often require more human involvement, there is an
increased risk that human error could materially affect the financial statements. In addition, the Coast
Guard's core financial systems are not FFMIA compliant with the Federal Government’s Financial System
Integration Office (FSIO) requirements. See Comment I-A, Financial Management and Reporting, for a
discussion of the related conditions causing significant noncompliance with the requirements of FFMIA.
Configuration management weaknesses are also among the principle causes of the Coast Guard’ s inability
to support its financial statement balances for audit purposes.

Criteria: The Federal Information Security Management Act (FISMA) passed as part of the E-
Government Act of 2002, provides guidance that Federal entities maintain I'T security programsin
accordance with National Institute of Standards and Technology (NIST) guidance.

OMB Circular No. A-130, Management of Federal Information Resources, establishes policy for the
management of Federal information resources.

FFMIA isintended to ensure that agencies use financial management systems that provide reliable, timely,
and consistent information. The purpose of FFMIA isto (1) provide for consistency of accounting by an
agency from one fiscal year to the next, and uniform accounting standards throughout the Federal
Government, (2) require Federal financial management systems to support full disclosure of Federa
financial data, including the full costs of Federal programs and activities, (3) increase the accountability
and credibility of federal financial management, (4) improve performance, productivity, and efficiency of
Federal Government financial management, and (5) establish financial management systems to support
controlling the cost of Federal Government.

OMB Circular No. A-123, Management’ s Responsihility for Internal Control, states, “ Agency managers
should continuously monitor and improve the effectiveness of internal control associated with their
programs. This continuous monitoring, and other periodic evaluations, should provide the basis for the
agency head's annual assessment of and report on internal control, asrequired by FMFIA.” This Circular
indicates that “control weaknesses at a service organization could have a material impact on the controls of
the customer organization. Therefore, management of cross-servicing agencies will need to provide an
annual assurance statement to its customer agencies in advance to allow its customer agenciesto rely upon
that assurance statement. Management of cross-servicing agencies shall test the controls over the activities
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for which it performs for others on ayearly basis. These controls shall be highlighted in management’s
assurance statement that is provided to its customers. Cross-servicing and customer agencies will need to
coordinate the timing of the assurance statements.”

DHS Sensitive Systems Policy Directive, 4300A, as well as the DHS 4300A Sensitive Systems Handbook
documents policies and procedures adopted by DHS intended to improve the security and operation of all
DHSIT systemsincluding the Coast Guard IT systems.

The GAO’s FISCAM provides aframework and recommended audit procedures that are used to conduct
the IT general control test work.

Recommendations: We recommend that the DHS Office of Chief Information Officer, in coordination with
the Office of the Chief Financial Officer (OCFO), implement the recommendationsin our LOU letter
provided to the Coast Guard and DHS management. In that letter, we provide more detailed
recommendations to effectively address the deficiencies identified in the configuration management
process.

Additionally, regarding IT controls, we recommend that the Coast Guard:

1. Develop and implement policies and procedures that address open aspects of script testing, including
documentation of test documents;

2. Develop training that addresses all aspects of script testing (including documentation of test
documents) and provide training to appropriate CM staff;

3. Develop aresource plan with associated supporting business case(s) to address the database audit
logging requirements;

4. Develop procedures and perform regular account revalidation for the script management tool to ensure
privileges remain appropriate; and

5. Conduct an assessment over the ICFOR process related to identifying and eval uating scripts that have
afinancial statement impact. This assessment can be included in the configuration management
oversight process as part of USCG’s annual A-123 efforts, or performed independent of the A-123
process. We recommend that this assessment (1) be performed early in the FY 2011, intimeto
remediate deficiencies before the end of the third quarter, and (2) involve process documentation and
sufficient testing to fully assess both design and operating effectiveness of controls. The objective
being to have areliable process and internal controlsin place that allow the auditor to test, and rely on
those controls, during the fourth quarter of FY 2011.

I-C Fund Balance with Treasury

Background: Fund Balance with Treasury (FBWT) at the Coast Guard totaled approximately $6.5 hillion,
or approximately 10.7 percent of total DHS FBWT at September 30, 2010. The majority of these funds
represented appropriated amounts that were obligated, but not yet disbursed, as of September 30, 2010. In
FY 2009, we reported a material weaknessin internal control over FBWT at the Coast Guard. In FY 2010,
the Coast Guard corrected some FBWT control deficiencies; specifically issues associated with payroll
related transactions, and revised its remediation plan to include additional corrective actions that are
scheduled to occur after FY 2010. Consequently, most of the conditions stated below are repeated from our
FY 2009 report.

Conditions. The Coast Guard has not devel oped a comprehensive process, to include effective internal
controls, to ensure that all FBWT transactions are recorded in the general ledger timely, completely, and
accurately. For example, the Coast Guard:

e Did not properly design and implement FBWT monthly activity reconciliations and/or could not
provide detail transaction lists reconciled to the general ledger for amounts reported to Treasury for
al Coast Guard Agency Location Codes;
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e Has not been able to substantiate the completeness and accuracy of all inputsto the SF 224
process;

e Recorded adjustments to the general ledger FBWT accounts or activity reports submitted to
Treasury, including adjustments to agree Coast Guard balances to Treasury amounts, that were
unsupported;

e Does not have an effective process for clearing suspense account transactions related to FBWT due
to over-reliance on vendor-provided data. The Coast Guard |acks documented and effective
policies and procedures and internal controls necessary to support the completeness, existence, and
accuracy of suspense account transactions. In addition, certain issues persist with industrial service
orders (1SOs) and credit cards that preclude a complete and accurate population of suspense detail;
and

e Does not have well established procedures to perform routine analytical comparisons between
accounts, particularly budgetary accounts that should have a direct relationship with FBWT
accounts.

Cause/Effect: The Coast Guard had not designed and implemented accounting processes, including a
financial system that complies with federal financial system requirements, as defined in OMB Circular No.
A-127, Financial Management Systems, as revised, and the requirements of the Joint Financial
Management Improvement Program (JFMIP), now administered by the FSIO, to fully support the FY 2010
FBWT activity and balance as of September 30, 2010. Failure to implement timely and effective
reconciliation processes could increase the risk of undetected errors and/or violations of appropriation laws,
including instances of undiscovered Anti-deficiency Act violations or fraud, abuse, and mismanagement of
funds, which could lead to inaccurate financial reporting and affect DHS' ability to effectively monitor its
budget status.

Criteria: Statement of Federal Financial Accounting Standards (SFFAS) No. 1, Accounting for Selected
Assets and Liabilities, paragraph 39 states, “Federal entities should explain any discrepancies between fund
balance with Treasury in their general ledger accounts and the balance in the Treasury’ s accounts and
explain the causes of the discrepanciesin footnotes to financial statements. (Discrepancies due to time lag
should be reconciled and discrepancies due to error should be corrected when financial reports are
prepared). Agencies also should provide information on unused funds in expired appropriations that are
returned to Treasury at the end of afiscal year.”

Per Fund Balance with Treasury Reconciliation Procedures, a Supplement to the Treasury Financial
Manual, | TFM 2-5100, Section V, “Federal agencies must reconcile their SGL 1010 account and any
related subaccounts|...] on amonthly basis (at minimum) [...] Federal agenciesmust [ ...] resolve all
differences between the balances reported on their G/L FBWT accounts and balances reported on the
[Government-wide Accounting system (GWA)].” In addition, “An agency may not arbitrarily adjust its
FBWT account. Only after clearly establishing the causes of errors and properly documenting those errors,
should an agency adjust its FBWT account balance. If an agency must make material adjustments, the
agency must maintain supporting documentation. Thiswill allow correct interpretation of the error and its
corresponding adjustment.”

Section 803(a) of FFMIA requires that each agency shall implement and maintain financial management
systems that comply substantially with Federal financial management systems requirements, applicable
Federal accounting standards, and the United States Government Standard General Ledger at the
transaction level. FFMIA isintended to ensure that agencies use financial management systems that
provide reliable, timely, and consistent information.

The GAO Sandards hold that transactions should be properly authorized, documented, and recorded
completely and accurately.

Recommendations: We recommend that the Coast Guard continue to implement remediation efforts
associated with establishing policies, procedures, and internal controls to ensure that FBWT transactions
are recorded accurately completely, and in atimely manner, and that all supporting documentation is
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maintained for all recorded transactions. The Coast Guard remediation efforts should include procedures
to:

1. Ensure that appropriate supporting documentation is maintained and readily available to support all
aspects of appropriation activity (e.g., warrants, transfers, rescissions, etc.) and opening 2011 FBWT
balances;

2. Perform complete and timely FBWT reconciliations using the Treasury Government-wide Accounting
tools. Adequate documentation should be maintained and readily available for all data (e.g., receipts,
disbursements, journal entries, etc.) used in the reconciliation process. Documentation should be
sufficient to support items at the transactional level, and enable transactions and balances to be
reconciled to the general ledger, as appropriate;

3. Better manage its suspense accounts to include researching and clearing items carried in suspense
clearing accounts in atimely manner during the year, and maintaining proper supporting
documentation in clearing suspense activity;

4. Perform analytical procedures over budgetary and proprietary activity related to the FBWT process;
and

5. Review any IT related application (e.g., System generated reports) or general controls (e.g., change
management) associated with the FBWT process.

I-D Property, Plant, and Equipment

Background: The Coast Guard maintains approximately 51 percent of all DHS property, plant, and
equipment (PP&E), including alarge fleet of boats and vessels. Many of the Coast Guard’ s assets are
constructed over a multi-year period, have long useful lives, and undergo extensive routine servicing that
may increase their value or extend their useful lives. In FY 2010, the Coast Guard continued to execute
remediation efforts as documented in FSTAR to address the PP& E process and control deficiencies,
specifically those associated with vessels, small boats, and aircraft. However, FSTAR procedures are
scheduled to occur over a multi-year timeframe. Consequently, many of the conditions cited below have
been repeated from our FY 2009 report.

DHS Stewardship PP&E primarily consists of Coast Guard heritage assets, which are PP& E that are unique
due to historical or natural significance; cultural, educational, or artistic (e.g., aesthetic) importance; or
architectural characteristics. Coast Guard heritage assets consist of both collection type heritage assets,
such as artwork and display models, and non-collection type heritage assets, such as lighthouses, sunken
vessels, and buildings.

Conditions. The Coast Guard has not:
Regarding PP&E:

e Edtablished its opening PP& E balances necessary to prepare a balance sheet as of September 30,
2010. Inventory procedures were performed in 2010 to assist in the substantiation of existence and
completeness of PP& E balances; however, they were not performed over all asset classes (e.g., rea
property). Furthermore, in cases where original acquisition documentation has not been
maintained, the Coast Guard has not fully implemented methodol ogies and assumptions to support
thevalue of all PP&E;

e |Implemented appropriate controls and related processes to accurately, consistently, and timely
record additions to PP& E and construction in process (CIP), (including all costs necessary to place
the asset in service e.g., other direct costs), transfers from other agencies, disposalsin its fixed
asset system, and support the valuation and classification of repairable PP&E;

e Implemented accurate and complete asset identification, system mapping, and tagging processes
that include sufficient detail (e.g., serial number) to clearly differentiate and accurately track
physical assets to those recorded in the fixed asset system;
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e Developed and implemented a process to identify and evaluate all |ease agreements to ensure that
they are appropriately categorized as operating or capital, and properly reported in the financial
statements and related disclosures;

e  Properly accounted for improvements and impairments to buildings and structures, capital
leaseholds, selected useful lives for depreciation purposes, and appropriate capitalization
thresholds, consistent with GAAP; and

e |dentified and tracked all instances where accounting is not in compliance with GAAP (usually due
to immateriality), and prepare a non-GAAP analysis that supports managements accounting
policies. Thisanalysis should be maintained and available for audit.

Regarding Stewardship PP&E:

e Fully designed and implemented policies, procedures, and internal controls to support the
completeness, existence, accuracy, and presentation assertions over data utilized in developing
required financial statement disclosures and related supplementary information for Stewardship
PP&E.

Cause/Effect: The Coast Guard has had difficulty establishing its opening PP& E balances primarily
because of poorly designed policies, procedures, and processes implemented more than a decade ago,
combined with ineffective internal controls. PP& E was not properly tracked or accounted for many years
preceding the Coast Guard’ s transfer to DHS in 2003, and now the Coast Guard is faced with aformidable
challenge of performing retroactive analysisin order to properly establish the existence, completeness, and
accuracy of PP&E. Furthermore, the fixed asset module of the Coast Guard's CAS is not updated timely
for effective tracking and reporting of PP&E on an ongoing basis. Asaresult, the Coast Guard is unable to
accurately account for its PP& E, and provide necessary information to DHS OFM for consolidated
financial statement purposes.

The Coast Guard management deferred correction of the Stewardship PP& E weaknesses reported in
previous years, and acknowledged that the conditions we reported in prior years remained throughout FY
2010. The lack of comprehensive and effective policies and controls over the identification and reporting
of Stewardship PP&E could result in misstatements in the required financial statement disclosures and
related supplementary information for Stewardship PP&E.

Criteria: SFFAS No. 6, Accounting for Property, Plant, and Equipment, provides the genera requirements
for recording and depreciating property, plant, and equipment. SFFAS No. 6 was recently amended by
SFFAS No. 35, Estimating the Historical Cost of General Property, Plant, and Equipment: Amending
Satements of Federal Financial Accounting Standards 6 and 23, which clarifies that “reasonabl e estimates
of original transaction data historical cost may be used to value general PP& E... Reasonabl e estimates may
be used upon initia capitalization as entities implement general PP& E accounting for the first time, as well
as by those entities who previously implemented general PP& E accounting.” Additionaly, SFFAS No. 35
“allows the use of reasonable estimates when an entity determinesit is necessary to revalue general PP& E
assets previously reported.” The Federal Accounting Standards Advisory Board (FASAB)’ s Federal
Financial Accounting Standards Interpretation No. 7, dated March 16, 2007, defines “items held for
remanufacture” asitems “in the process of (or awaiting) inspection, disassembly, evaluation, cleaning,
rebuilding, refurbishing and/or restoration to serviceable or technologically updated/upgraded condition.
Items held for remanufacture may consist of: Direct materials, (including repairable parts or subassemblies
[...]) and Work-in-process (including labor costs) related to the process of major overhaul, where products
arerestored to ‘good-as-new’ condition and/or improved/upgraded condition. ‘Items held for
remanufacture’ share characteristics with ‘items held for repair’ and itemsin the process of production and
may be aggregated with either class. Management should use judgment to determine a reasonable,

consistent, and cost-effective manner to classify processes as ‘repair’ or ‘remanufacture’.

SFFAS No. 29, Heritage Assets and Stewardship Land, provides the requirements for the presentation and
disclosure of heritage assets. |n summary, this standard requires that heritage assets and stewardship land
information be disclosed as basic information in the notes to the financial statements, except for condition
information, which is reported as required supplementary information (RSl).
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FFMIA Section 803(a) requires that each agency shall implement and maintain financial management
systems that comply substantially with Federal financial management system requirements, applicable
Federal accounting standards, and the United States Government Standard General Ledger at the
transaction level. OMB Circular No. A-127 prescribes the standards for federal agencies' financial
management systems.

Recommendations: We recommend that the Coast Guard:
Regarding PP&E:

1. Continue to implement remediation efforts associated with establishing PP& E balances, including
designing and implementing inventory procedures over all PP& E categories and implementing
methodologies, including the use of SFFAS No. 35, to support the value of all PP&E;

2. Implement appropriate controls and related processes to accurately and timely record additions to
PP& E and CIP, transfers from other agencies, improvements, impairments, capital leases, depreciable
lives, disposalsinits fixed asset system, and valuation and classification of repairable PP& E;

3. Implement processes and controls to record any identifying numbersin the fixed asset system at the
time of asset purchase to facilitate identification and tracking; and to ensure that the status of assetsis
accurately tracked in the subsidiary ledger;

4. Develop and implement a process to identify and evaluate all |ease agreements to ensure that they are
appropriately categorized as operating or capital, and are properly reported in the financial statements
and related disclosures,

5. Ensure that appropriate supporting documentation is maintained and readily available to support PP& E
life-cycle events (e.g., improvements, in-service dates, disposals, etc.); and

6. Perform and document anon-GAAP analysis for all instances where accounting policies are not in
compliance with GAAP.

Regarding stewardship PP&E:

7. Design and implement policies, procedures, and internal controlsto support the compl eteness,
existence, accuracy, and presentation and disclosure assertions related to the data utilized in
developing disclosure and related supplementary information for Stewardship PP&E that is consistent
with GAAP.

I-E Actuarial and Other Liabilities

Background: The Coast Guard maintains medical and post-employment travel benefit programs that
require actuarial computations to record related liabilities for financial reporting purposes. The Military
Retirement System (MRS) is a defined benefit plan that covers both retirement pay and health care benefits
for al active duty and reserve military members of the Coast Guard. The medical plan covers active duty,
reservists, retirees/survivors, and their dependents that are provided care at Department of Defense (DoD)
medical facilities. The post-employment travel benefit program pays for the relocation (i.e., travel and
shipment of household goods) of uniformed service members to their home station upon separation from
the Coast Guard. Annually, participant and cost data is extracted by the Coast Guard from its records and
provided to an actuarial firm asinput for the liability calculations. The accuracy of the actuarial liability, as
reported in the financial statements, is dependent on the accuracy and completeness of the underlying
participant and cost data provided to the actuary, as well as the reasonableness of the assumptions used.

The Coast Guard estimates accounts payable by adjusting the prior year revised accounts payable accrual
estimate by the percentage change in budgetary authority for the current fiscal year. The revised prior year
estimate is the mid-point of the range in which the accrual should fall based on an analysis of actual
payments made subsequent to September 30 of the prior year. The calculation is based on the results of a
statistical sample for a portion of the subsequent disbursement population and a judgmental sample for the
other portion.

[.10



Independent Auditors’ Report
Exhibit I — Material Weaknesses in Internal Control — U.S. Coast Guard

The Coast Guard’ s environmental liabilities consist of environmental remediation, cleanup, and
decommissioning. The environmental liabilities are categorized as relating to shore facilities or vessels. Shore
facilitiesinclude any facilities or property other than ships (e.g., buildings, fuel tanks, lighthouses, small arms
firing ranges, etc.).

Conditions: We noted the following internal control weaknesses related to actuarial and other liabilities.
Regarding actuarial liabilities:

The Coast Guard had not implemented sufficient internal controls to ensure that information used by the
actuary to calculate the pension benefit liability was complete, accurate, and properly used in actuarial
valuation calculations until later in FY 2010. Inearly FY 2010, adjustments to the prior year pension
benefit liability were identified by both the actuarial service provider and the Coast Guard, which
highlighted this control weakness. During FY 2010, management implemented new internal controls that
they believe will address these deficiencies.

The Coast Guard has not:

e Developed and implemented sufficient ongoing internal controls to ensure that information used by
the actuary to calculate the actuarial medical benefit liability is complete and accurate. During FY
2010, the Coast Guard implemented various mitigating internal control and substantive procedures
to address these conditions, however did not design or implement a sufficient long-term internal
control solution; and

o Implemented effective policies, procedures, and controls to ensure the completeness and accuracy
of relocation claims provided to, and used by, the actuary for the calculation of the post-
employment travel benefit liability.

Regarding accounts payable and payroll estimates:

e Designed a methodology used to estimate accounts payable that considers and uses all applicable
current year data. Asaresult, current year data that may have a significant impact on the estimate
could be overlooked;

e Fully implemented effective controls to ensure that services have been provided to qualified Coast
Guard members prior or subsequent to the payment of medical related invoices. Asaresult,
medical related year-end accounts payable amounts and data utilized in the calculation of medical
incurred but not reported estimates may be misstated, and improper payments may be made to
service providers. During FY 2010, the Coast Guard implemented detective procedures to review
invoicespaid in FY 2010, however they did not review historical invoices (i.e., invoices paid prior
to FY 2010) used in the incurred but not reported cal culation nor implement a sufficient long-term
internal control solution to address these conditions; and

e Designed and implemented a process to properly calculate and record civilian related payroll
liabilities until fiscal year-end.

Regarding environmental liabilities:

e Fully supported the completeness, existence, and accuracy assertions of the data utilized in
developing the estimate for the FY 2010 environmental liability account balance; and

e Fully developed, documented, and implemented the policies and proceduresin developing,
preparing, and recording the environmental liability estimates related to shore facilities and
vessels.

Cause/Effect: The Coast Guard did not perform a comprehensive review over information provided by
actuarial service providers to ensure the completeness and accuracy of their calculation of pension benefit
liabilities. Additionally, ineffective policies, procedures, and controls exist to ensure the compl eteness and
accuracy of relocation claims provided to, and used by, the actuary for the calculation of post-employment
benefit liahilities.
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The Coast Guard’' s methodology used to estimate accounts payable is based on the prior year estimate,
validated via a subsequent payment analysis, and does not consider or use all applicable current year data.
Additionally, the information provided by medical service providersis not sufficient for the Coast Guard to
perform detailed reviews prior to payment, and as such, modifications may be necessary to existing service
agreements.

The Coast Guard has not fully developed, documented, and implemented policies and procedures to
develop, prepare, and record environmental liability estimates in accordance with applicable accounting
standards.

The process to record civilian related payroll accruals was not designed or operating effectively until fiscal
year-end, leading to misstatementsin quarterly financial statements.

Criteria: According to SFFAS No. 5, Accounting for Liabilities of the Federal Government, paragraph 79,
Other Retirement Benefits (ORB) include all retirement benefits other than pension plan benefits. Per
paragraph 88, the ORB liability should be reported using the aggregate entry-age normal method. The
liability isthe actuarial present value of all future benefits less the actuarial future present value of future
cost contributions that would be made for and by the employees under the plan.

According to SFFAS No. 5, paragraph 95, the employer entity should recognize an expense and aliability
for other post-employment benefits (OPEB) when a future outflow or other sacrifice of resourcesis
probable and measurable on the basis of events occurring on or before the reporting date. Further, the long-
term OPEB liahility should be measured at the present value of future payments, which requires the
employer entities to estimate the amount and timing of future payments, and to discount the future outflow
over the period for which the payments are to be made.

The GAO Standards hold that transactions should be properly authorized, documented, and recorded
completely and accurately. SFFAS No. 1, paragraph 77 states, “When an entity acceptstitle to goods,
whether the goods are delivered or in transit, the entity should recognize aliability for the unpaid amount of
the goods. If invoices for those goods are not available when financial statements are prepared, the
amounts owed should be estimated.”

FASAB Technical Release No. 2, Determining Probable and Reasonably Estimable for Environmental
Liabilitiesin the Federal Government, states that an agency is required to recognize aliability for
environmental cleanup costs as a result of past transactions or events when a future outflow or other
sacrifice of resourcesis probable and reasonably estimable. “Probable” isrelated to whether afuture
outflow will be required. “Reasonably estimable’ relates to the ability to reliably quantify in monetary
terms the outflow of resources that will be required.

Recommendations. We recommend that the Coast Guard:
Regarding actuarial liabilities:

1. Continue to assess the effectiveness of controlsimplemented during FY 2010 to ensure that
information used by the actuary to calculate the pension benefit liability is complete, accurate, and
properly used in actuarial valuation calculations;

2. Develop and implement sufficient internal controls to ensure that information used by the actuary to
calculate the actuarial medical benefit liability is complete and accurate; and

3. Implement effective policies, procedures, and controls to ensure the completeness and accuracy of
information provided to the actuary to develop the post-employment travel benefit liability.

Regarding accounts payable and payroll estimates:

4. Anayze and make appropriate improvements to the methodology used to estimate accounts payable
and support all assumptions and criteria with appropriate documentation to develop and subsequently
validate the estimate for financia reporting;

5. Implement effective internal controls to ensure that services have been provided to qualified Coast
Guard members prior or subsequent to the payment of medical invoices; and
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6. Continue to assess the effectiveness of internal controls implemented over payroll at fiscal year-end.
Regarding environmental liabilities:

7. Develop and implement policies, procedures, processes, and controls to ensure the identification and
recording of all environmental liabilities, to define the technical approach, to establish cost estimation
methodology, and to develop overall financial management oversight of its environmental remediation
projects. Consider the “Due Care” requirements defined in FASAB Technical Release No. 2. The
policies should include:

a. Proceduresto ensure the proper calculation and review of cost estimates for consistency and
accuracy in financial reporting, including the use of tested modeling techniques, use of verified
cost parameters, and assumptions;

b. Periodically validate estimates against historical costs; and
c. Ensurethat detailed cost datais maintained and reconciled to the general ledger.

I-F Budgetary Accounting

Background: Budgetary accounts are a category of general ledger accounts where transactions related to
the receipt, obligation, and disbursement of appropriations and other authorities to obligate and spend
agency resources are recorded. Each Treasury Account Fund Symbol (TAFS) with separate budgetary
accounts must be maintained in accordance with OMB and Treasury guidance. The Coast Guard has over
90 TAFS covering a broad spectrum of budget authority, including annual, multi-year, and no-year
appropriations; and several revolving, special, and trust funds.

Conditions. We noted the following internal control weaknesses related to budgetary accounting, many of
which were repeated from our FY 2009 report. The Coast Guard has not:

e Fully implemented policies, procedures, and internal controls over the Coast Guard’ s process for
validation and verification of undelivered order (UDO) balances. Recorded obligations and UDO
balances were not always complete, valid, or accurate, and proper approvals and supporting
documentation are not always maintained;

e Finalized and implemented policies and procedures to monitor unobligated commitment activity in
CAS throughout the fiscal year. Currently, the Coast Guard only performs a year-end review to
reverse commitments that are no longer valid; and

e Designed and implemented effective procedures, processes, and internal controls to verify the
completeness and accuracy of the year-end obligation “ pipeling” which are obligations executed on
or before September 30 but not recorded in the Coast Guard’s CAS, and to record all executed
obligations. These deficiencies affected the completeness, existence, and accuracy of the year-end
“pipeline” adjustment that was made to record obligations executed before year end.

Cause/Effect: Severa of the Coast Guard’ s budgetary control weaknesses can be corrected by
modifications or improvements to the financial accounting system, process improvements, and
strengthened policies and internal controls. Weak controls in budgetary accounting, and associated
contracting practices increase the risk that the Coast Guard could violate the Anti-deficiency Act and
overspend its budget authority. The financial statements are also at greater risk of misstatement. Reliable
accounting processes surrounding obligations, UDOs, and disbursements are essential for the accurate
reporting of accounts payable in the DHS consolidated financial statements. The untimely release of
commitments may prevent funds from being used for other purposes.

Criteria: According to the Office of Federal Financial Management’s Core Financial System
Requirements, dated January 2006, an agency is responsible for establishing a system for ensuring that it
does not obligate or disburse funds in excess of those appropriated or authorized, and “the Budgetary
Resource Management function must support agency policies on internal funds allocation methods and
controls.” The Federal Acquisition Regulation (FAR) Section 1.602 addresses the authorities and
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responsibilities granted to contracting officers. Treasury’s USSGL guidance at TFM S2 10-02 (dated
August 2010) specifies the accounting entries related to budgetary transactions.

FFMIA Section 803(a) requires that each agency shall implement and maintain financial management
systems that comply substantially with Federal financial management system requirements, applicable
Federal accounting standards, and the United States Government Standard General Ledger at the
transaction level. OMB Circular No. A-127, as revised, prescribes the standards for federal financial
management systems.

Recommendations. We recommend that the Coast Guard:

1. Continue to improve policies, procedures, and the design and effectiveness of controlsrelated to
processing obligation transactions, including periodic review and validation of UDOs. Emphasize to
all fund managers the need to perform effective reviews of open obligations, obtain proper approvals,
and retain supporting documentation;

2. Finalize policies and procedures to periodically review commitments, and make appropriate
adjustmentsin the financial system; and

3. Improve procedures, processes, and internal controlsto verify the completeness and accuracy of the
year-end obligation “pipeline” adjustment to record all executed obligations for financial reporting.
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Dear Secretary Napolitano:

In accordance with your delegation of responsibilities to me, | have directed an evaluation of the internal
controls at the United States Coast Guard (USCG) in effect during the fiscal year ended September 30,
2010 (FY 2010). This evaluation was conducted in accordance with OMB Circular No. A-123,
Management’s Responsibility for Internal Control, Revised December 21, 2004. Based on the resuits of
this evaluation, the USCG provides the following assurance statements.

In FY 2010, the USCG's response to the Deepwater Horizon Qil Spill incident has been historic in nature
and of national significance. The USCG has taken steps to develop and complete tests of design for
accounts receivable (AR) and accounts payable (AP) relating to the Deepwater Horizon Oil Spill incident.
Results of tests of design indicated that 39 out of 41 key controls around Deepwater Horizon AR and AP
are designed appropriately to prevent and/or detect material misstatements from occurring in the USCG
financial statements ending September 30, 2010. The USCG has implemented compensating controls
and corrective action to fix the two controls that were not designed effectively, and will test the operational
effectiveness of the internal controls in October. The USCG has billed and collected from the responsible
party for all Deepwater Horizon Oil Spill expenditures from the Oil Spill Liability Trust Fund.

Reporting Pursuant to FMFIA Section 2. 31 U.S.C.3512 (d)(2)

The United States Coast Guard provides reasonable assurance that internal controls are achieving their
intended objectives, with the exception of the following material weaknesses:

o Compliance with Laws and Regulations: The USCG has identified and reported Anti-
Deficiency Act (ADA) violations in FY 2010 that occurred during prior fiscal years. The USCG
has continued to collaborate with DHS and has adhered to DHS policy with regards to resolving
these issues. In FY 2010, the USCG developed enterprise-wide policies and procedures for
assessing risk, testing effectiveness of controls, and monitoring laws and regulations to align with
the DHS' internal control program. The USCG will continue to improve controls over manual
overrides, the tracking of funds, and budget execution. In addition, USCG will continue to
improve monitoring policies and procedures that will assist in the prevention and detection of
potential future ADA violations.

¢ Internal Controls Over Financial Reporting (ICOFR): As detailed under the DHS Financial
Accountability Act (FAA) below.

+ Financial Management Systems: As detailed under the FMFIA Section 4 below.

Reporting Pursuant to the DHS Financial Accountability Act. P.L. 108-330

As outlined in the DHS guidance, the scope of the United States Coast Guard's assessment of ICOFR
included performing tests of operational effectiveness throughout FY 2010 for areas that are ready for
audit, and focused on corrective actions for areas with material weaknesses.

Tests of Operational Effectiveness (TOEs):

e Fund Balance with Treasury (FBWT) — Military Payroll: In FY 2010, the USCG performed tests of
design (TODs) and tests of effectiveness (TOEs) over significant Military Payroll processes. While
the results of testing enabled the USCG to reduce the significance of noted deficiencies from a
Material Weakness, a number of controls continue to operate ineffectively and will require
additional remediation activity before they can be relied upon.

The United States Coast Guard is unable to provide reasonable assurance that ICOFR are operating
effectively. The following material weaknesses and significant deficiencies were found:
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Material Weaknesses:

Fund Balance with Treasury (FBWT): The USCG is unable to fully reconcile non-payroll related
FBWT accounts, produce complete and accurate populations of suspense account transactions,
and distinguish postings from clearing transactions in suspense. In FY 2010, the USCG
successfully reconciled FBWT for military payroll, clearing the prior year's material weakness
condition for three of the Coast Guard’s six agency location codes.

Property Management: The USCG is unable to assert to internal controls over the Acquisition,
Construction, and Improvement (AC&I) Construction in Progress (CIP) and Real Property
processes. In FY 2010, the USCG supported the accuracy of the Personal Property balance,
executed a second annual physical inventory, and performed physical inventory observation
procedures. The USCG capitalized $2.2 Billion in operational assets and cleared all zero balance
AC&! legacy projects. Finally, the USCG cleared the material weakness for Operating Materials
and Supplies (OM&S) by changing the accounting treatment of field-held OM&S to the purchases
method, evaluating inventory procedures and results, evaluating valuation support for OM&S, and
asserting to the completeness, existence, and valuation of the OM&S balance.

General Ledger (GL) Management Function: The three primary USCG general ledgers are not
fully compliant with the United States Standard General Ledger (USSGL) at the transaction level
and contain improper posting logic codes. Two of the three systems do not interface with the Core
Accounting System (CAS), except for Treasury Information Executive Repository (TIER) reporting
at the summary GL level. Limitations of the GL systems, timing issues, and the use of multiple GL
systems with different GL accounts, contribute to the inappropriate recording of transactions and
require the USCG to post a significant number of on-top adjustments at month's end.

Budgetary Resources Management: The primary budgetary resource management system is
not designed to manage and maintain complete budgetary accounting data and does not permit
the necessary level of funds control, creating a risk for unidentified ADA violations.

Receivables Management: The USCG does not record certain balances in the general ledger in
accordance with Generally Accepted Accounting Principles (GAAP) as promulgated by the Federal
Accounting Standards Advisory Board (FASAB). In spite of the significant systems limitations,
USCG will re-engineer several key sub-process areas related to accounts receivable and develop
compensating controls to support this balance in FY 2011.

Revenue Management: The USCG does not record certain balances in the general ledger in
accordance with GAAP as promulgated by FASAB. In spite of the significant systems limitations,
USCG will re-engineer several key sub-process areas related to revenue management and
develop compensating controls to support this balance in FY 2011.

Accounts Payable (AP): The USCG does not record certain balances in the general ledger in
accordance with GAAP as promulgated by the FASAB. In spite of the significant systems
limitations, USCG will re-engineer several key sub-process areas related to accounts payable and
develop compensating controls to support this balance in FY 2011. FY 2010 remediation activities
over the AP Trust Fund processes included: documenting process flows; documenting the design
of the control activities and operating environment; development of process 