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Imagine trying to keep a 1957 Chevy 
running in pristine condition—perhaps 
not difficult for a classic­car aficionado, 

but such a vehicle would not be practical 
for daily commuting. Gen Kevin Chilton, 
commander of US Strategic Command, 
points out that the B­61 warhead, designed 
in the 1950s but still in the US nuclear 
arsenal, contains vacuum tubes—something 
he equates to maintaining a ’57 Chevy for 
everyday use.1 

A credible deterrent requires adversaries 
to believe that (1) the instrument of deter­
rence will deliver the level of destruction 
claimed and (2) the entity wielding the in­
strument would actually employ it. The ab­
sence of either belief destroys the deter­
rent’s credibility. Over the past two 
decades, both the reliability of US nuclear 
weapons and certainty about US political 
will to employ them have declined; there­
fore, the credibility of US deterrence, ulti­
mately guaranteed by nuclear weapons, has 
also declined. Furthermore, the United 
States no longer maintains a sufficient in­
dustrial base for these devices—the nuclear 
weapons complex—to support its nuclear 
deterrence strategy. This article argues that 
America should restore the credibility of its 
nuclear deterrence by designing, testing, 
producing, and fielding a new nuclear 
weapon, which would effectively revive a 
viable nuclear weapons complex and dem­
onstrate political resolve. 

After offering a brief background on nu­
clear weapons and the weapons complex, 

this article examines the foundational na­
ture of nuclear weapons with regard to de­
terrence strategy, our neglect of the nuclear 
weapons complex, the uncertain reliability 
of the weapons stockpile, and, conse­
quently, the diminished credibility of our 
deterrence. It concludes by showing that 
designing and fielding a new weapon will 
correct these deficiencies and provide new 
military capabilities. 

Nuclear
Weapons

and
the
Complex


A basic understanding of nuclear weap­
ons—very complex mechanisms made up of 
thousands of parts—will help inform a dis­
cussion of their industrial base.2 At the 
heart of a nuclear weapon resides the nu­
clear explosive package (NEP). All current 
US weapons consist of two stages. The first 
stage, or primary, works on the same prin­
ciple as the atomic bombs employed during 
World War II. At the center of the primary 
lies a “pit,” a hollow core of fissile material 
(usually plutonium) surrounded by a chem­
ical explosive. When the explosives deto­
nate, the resulting shockwave compresses 
the pit, which becomes so dense that it cre­
ates a runaway nuclear fission reaction. Be­
fore the pending nuclear explosion destroys 
the pit, a “boost gas” (a mixture of deute­
rium and tritium) is injected into the pit to 
increase the fraction of plutonium that 
undergoes fission, yielding greater energy 
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for use in the second stage. The harnessed 
portion of the primary’s energy then ignites 
the second stage’s fusion fuel. Most of the 
energy yield from thermonuclear weapons 
comes from the secondary.3 A nuclear war­
head includes the NEP along with support­
ing components.4 

A nuclear weapon, composed of a nu­
clear warhead and a set of supporting non­
nuclear components, produces nuclear en­
ergy of a militarily significant yield.5 The 
components consist of weapon­specific 
items such as fuses, batteries, and reentry 
vehicles and bodies.6 All nine nuclear 
weapon types currently in the US stockpile 
were designed in the last century—some as 
far back as the 1950s but none more re­
cently than the 1980s.7 

Eight government­owned, contractor­
operated sites make up the nuclear weap­
ons complex: 

Los Alamos National Laboratory . . . and Law­
rence Livermore National Laboratory . . . 
which design [NEPs]; Sandia National Labora­
tories . . . which designs nonnuclear compo­
nents; Y­12 Plant . . . which produces ura­
nium components and secondaries; Kansas 
City Plant . . . which produces many of the 
nonnuclear components; Savannah River Site 
. . . which processes tritium from stockpiled 
weapons to remove decay products; Pantex 
Plant . . . which assembles and disassembles 
nuclear weapons; and the Nevada Test Site, 
which used to conduct nuclear tests but now 
conducts other weapons­related experiments 
that do not produce a nuclear yield.8 

Nuclear
Weapons
Strategy


Remains
Relevant



A credible deterrence, impossible with­
out reliable nuclear weapons, advances US 
interests in three ways: (1) underpinning 
US national security by guaranteeing the US 
military’s ability to bring overwhelming 
force to bear against an adversary, (2) help­
ing prevent the proliferation of nuclear 
weapons by removing the imperative for 
allies to develop their own nuclear weap­

ons, and (3) dissuading rivals from breaking 
treaties designed to control nuclear weap­
ons and then engaging in an arms race. Ac­
cording to the Congressional Commission 
on the Strategic Posture of the United 
States, “In a basic sense, the principal func­
tion of nuclear weapons has not changed in 
decades: deterrence. The United States has 
the weapons in order to create the condi­
tions in which they are never used.”9 

Nuclear weapons remain a critical under­
pinning of US national security and defense 
strategy, as noted Pres. Barack Obama, 
speaking in Prague in April 2009: “Make no 
mistake: As long as these [nuclear] weapons 
exist, the United States will maintain a safe, 
secure and effective arsenal to deter any 
adversary, and guarantee that defense to 
our allies.”10 The Capstone Concept for Joint 
Operations further amplifies this theme, ob­
serving that US forces once again need to 
make strategic nuclear deterrence a focus 
area and that US failure to maintain its nu­
clear capabilities could encourage potential 
adversaries.11 With regard to the role of 
fielded forces, General Chilton said that the 
nuclear mission remains US Strategic Com­
mand’s top priority, voicing his belief in the 
importance of maintaining a safe, reliable 
nuclear stockpile until nuclear weapons are 
no longer a part of the country’s arsenal.12 

In addition to the classic deterrence goal 
of preventing a massive nuclear attack 
against the United States, today’s nuclear 
arsenal “should be designed to provide ro­
bust deterrence in the most difficult of plau­
sible circumstances: during conventional 
war against a nuclear­armed adversary.”13 

Without an ability to back up threats with 
force, deterrence is not credible. Ensuring 
the availability of nuclear capabilities that 
are militarily useful for all situations does 
not make the United States more likely to 
use nuclear weapons; instead, it gives 
credibility to US deterrence.14 To remain an 
effective deterrent against lesser nuclear 
powers, especially during conventional con­
flict with a nuclear­armed enemy, the US 
nuclear arsenal should give the president 
options having the greatest probability of 
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destroying an adversary’s nuclear forces 
without causing excessive casualties—a re­
quirement that may call for new, low­yield 
weapons. Moreover, Keir Lieber and Daryl 
Press write that “any nuclear arsenal 
should also give U.S. leaders options they 
can stomach employing in these high­risk 
crises. Without credible and effective op­
tions for responding to attacks on allies or 
U.S. forces, the United States will have dif­
ficulty deterring such attacks. Unless the 
United States maintains potent counter­
force capabilities, U.S. adversaries may 
conclude—perhaps correctly—that the 
United States strategic position abroad 
rests largely on a bluff.”15 

and the will to use it in defense of our al­
lies. If our allies cannot depend on us, 
then they will be motivated to develop 
their own nuclear weapons and the means 
to deliver them. Most of them are capable 
of doing that in a few years.”18 

In addition to helping deter attacks 
against the United States and its allies and 
helping prevent nuclear proliferation, a 
credible nuclear deterrent also dissuades 
China and Russia from pursuing a nuclear 
arms race with the United States. As long as 
America can produce and field enough nu­
clear weapons to maintain strategic balance 
with Russia, that country has no incentive 
to break arms control agreements in an 

Deterrence
strategy
is
essential
not
only
for


helping
to
protect
the
United
States
from
attack



but
also
for
assuring
allies
and
partners.



Deterrence strategy is essential not only 
for helping to protect the United States from 
attack but also for assuring allies and part­
ners. This assurance, stemming from a con­
cept known as extended deterrence, elimi­
nates the need for allies and partners 
without nuclear arms to pursue weapons 
programs of their own.16 Many of those par­
ties could launch successful programs and 
begin building their own nuclear arsenals 
within a few years if the United States fails 
to meet their deterrence needs, thus trig­
gering global waves of nuclear proliferation 
contrary to US interests.17 Gen John Loh, 
formerly the Air Force’s vice chief of staff, 
clearly articulates the importance of ex­
tended deterrence: “Extended deterrence 
provides our umbrella of deterrence for 
others. . . . But that means we have to 
maintain a credible, robust nuclear force 

attempt to attain strategic supremacy. How­
ever, failure to do so could have a destabiliz­
ing effect, ignite a new nuclear arms race, 
and even tempt China to gain nuclear stra­
tegic balance with the United States.19 

Atrophy
of
the


Nuclear
Weapons
Complex



Any strategy that relies on nuclear 
weapons requires the existence of an in­
dustrial base—the nuclear weapons com­
plex—capable of meeting the strategy’s 
needs. Because the United States has un­
derfunded and neglected its complex for 
two decades, the industrial base has atro­
phied to a point that, unless we take cor­
rective action soon, we may lose the ability 
to maintain or produce nuclear weapons. If 



24
|
Air & Space Power Journal 

that happens, we could regain it only 
through great expenditure of time and 
treasure. Melanie Kirkpatrick highlights 
the severity of the problem: “Since the end 
of the Cold War, the U.S. nuclear weapons 
program has suffered from neglect. War­
heads are old. There’s been no new war­
head design since the 1980s, and the last 
time one was tested was 1992, when the 
U.S. unilaterally stopped testing.”20 

Furthermore, the United States lacks the 
industrial capacity to manufacture nuclear 
weapons at production levels. True, it 
could produce a few by using laboratory 
assets, but that is not the same as serial 
production. Finally, only a handful of engi­
neers and scientists still in the federal 
work force have designed and tested nu­
clear weapons—and all of them will retire 
in a few years.21 

At the component level, the United 
States can no longer manufacture pits (the 
Rocky Flats plant, which produced pits, 
shut down in 1989) or produce tritium in 
weapons­complex facilities. In 2002 the con­
gressionally mandated Panel to Assess the 
Reliability, Safety, and Security of the 
United States Nuclear Stockpile (the Foster 
Panel) said that the National Nuclear Secu­
rity Administration (NNSA) had only mixed 
prospects of fulfilling its intended weapons 
refurbishments, including the B­61 and 
W­76 weapons, due in part to the inability to 
produce new pits.22 Even though the NNSA 
declared in 2004 that “restoring our capa­
bility to manufacture plutonium pits is an 
essential element of America’s nuclear de­
fense policy,” it delayed a decision to build 
a new pit­manufacturing facility, leaving 
the United States without production­level 
capability.23 Critical to obtaining the de­
signed yield, tritium has a decay rate of 5.5 
percent per year, giving it the shortest shelf 
life of a nuclear weapon’s components, but 
the US nuclear weapons complex has not 
produced it since 1988, when the K reactor 
at the Savannah River Site shut down. Ten­
nessee Valley Authority reactors did resume 
production in 2005, however.24 

Finally, the country is not producing top­
level nuclear chemists to replenish the nu­
clear workforce. In the early 1960s, US uni­
versities granted up to 36 PhDs in nuclear 
chemistry each year, but that number has 
steadily declined.25 The American Physical 
Society, the world’s second­largest organiza­
tion of physicists, commented that “only a 
handful of U.S. university chemistry depart­
ments currently have professors with active 
research programs in nuclear chemistry. . . . 
Thus, advanced education in nuclear chem­
istry education is all but extinct in the 
United States.”26 

The Obama administration’s proposed 
budget for fiscal year (FY) 2011 includes 
$11.2 billion for the NNSA, a 13.4 percent 
increase from FY 2010’s appropriation.27 

Thomas D’Agostino, NNSA administrator, 
said that more than $7 billion of the re­
quested funds are for what NNSA terms 
weapons activities, which include increased 
investments to begin to recapitalize some 
physical infrastructure and build a resource 
base of human capital.28 Although such a 
step is helpful, even the increase in funding 
for facilities will not allow the United States 
to reestablish the production level for pits. 
Further, it will not address the basic issue of 
uncertainty regarding the stockpile’s reli­
ability—an issue inherent in an approach 
that excludes full­scale testing of weapons. 
As the Foster Panel reports, even though no 
one can predict exactly when it will occur, 
“at some point, the nuclear test pedigree for 
a weapon will no longer be relevant.”29 

Weapons
Reliability,
Political


Will,
and
Credible
Deterrence



The Stockpile Stewardship Program (SSP) 
and Life Extension Program (LEP) may 
prove insufficient to ensure the reliability of 
stockpiled weapons—and any doubt is too 
much. The United States conducted 1,000 
nuclear tests between 1945 and 1992.30 

Since self­imposing a moratorium on test­
ing, the country has relied on the science­
based SSP to certify the reliability of weap­
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ons. That program, which “uses data from 
past nuclear tests, small­scale laboratory 
experiments, large­scale experimental facili­
ties, examination of warheads, and the like 
to better understand nuclear weapon sci­
ence,” closely examines 11 stockpiled weap­
ons of each type per year.31 

If the SSP discovers problems with a war­
head, then the LEP attempts to fix them by 
remanufacturing needed parts. Most ex­
perts agree that this practice has been suf­
ficient to date and can probably continue 
for the short term, but they debate its vi­
ability in the long term. According to a re­
port by the Lawrence Livermore National 
Laboratory in 1987, “Exact replication, espe­
cially of older systems, is impossible. . . . 
Documentation has never been sufficiently 
exact to ensure replication. . . . The most 
important aspect of any product certifica­
tion is testing: it provides the data for valid 
certification.”32 In general, as the US nu­
clear arsenal matured through years of de­
velopment, weapons became smaller and 
lighter so smaller delivery vehicles could 
carry them; thus, a single missile could 
carry more warheads, or a booster could 
carry warheads farther. This reduction in 
size required very exotic engineering, de­
scribed by Ambassador Linton Brooks, for­
mer NNSA administrator, as “very close to 
performance cliffs.”33 Because of the need 
to make warheads as small and light as pos­
sible, yet assure that they would not acci­
dentally detonate, even in very harsh envi­
ronments, the designs included very little 
performance margin. In the absence of test­
ing, Brooks feared that as the weapons aged 
beyond the time when engineers originally 
thought the warheads would be retired, the 
cumulative effect of changes from both the 
aging of the weapons and the utilization of 
remanufactured parts would induce increas­
ing uncertainty about their reliability.34 

In the case of the B­61 warhead, the 
LEP has gone beyond just attempting to 
replace original parts with similar new 
parts. It will try to change the B­61— 
essentially the only air­delivered weapon 
in the US arsenal—from utilizing analog 

circuitry to digital circuitry.35 Under exist­
ing policies, this change—slated to take 
place by 2017—will occur without testing 
the complete nuclear weapon. Planning 
on untested weapons to deter existential 
threats to the country or expecting lead­
ers of second­tier regional powers to be­
lieve that such weapons will always work 
as designed may be wishful thinking. 

In addition to technical reliability, 
credible deterrence requires the political 
will to supply resources for nuclear weap­
ons programs and to convince potential 
enemies that we have no compunctions 
about employing nuclear weapons if we 
must. The current administration and Con­
gress are continuing the decades­long trend 
of allowing the credibility of US nuclear de­
terrence to erode. In his Prague speech, 
President Obama said, 

So today, I state clearly and with conviction 
America’s commitment to seek the peace and 
security of a world without nuclear weapons. 

. . . First, the United States will take concrete 
steps towards a world without nuclear weap­
ons. . . . We will reduce the role of nuclear 
weapons in our national security. . . . 

. . . My administration will immediately and 
aggressively pursue U.S. ratification of the 
Comprehensive Test Ban Treaty. 

And to cut off the building blocks needed for 
a bomb, the United States will seek a new 
treaty that verifiably ends the production of 
fissile materials intended for use in state nu­
clear weapons.36 

Although administrations from across the 
political spectrum have endorsed the dream 
of a world without nuclear weapons, none 
in recent history have so overtly stated 
their intention to de­emphasize the role of 
these weapons in US national security.37 

Even though President Obama pledged to 
maintain a reliable nuclear­deterrent force, 
an adversary could interpret or misinterpret 
his position in a way that would raise doubt 
about US willingness to employ nuclear 
weapons under any circumstances, thus di­
minishing the credibility of US deterrence. 
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Through the power of the budget, Con­
gress has also aided the demise of the nu­
clear weapons complex and diminished the 
credibility of the stockpile. In 2008 it cut off 
all funding for the Reliable Replacement 
Warhead (RRW) (formally terminated by the 
president in March 2009) and ensured that 
the NNSA did not proceed with its Complex 
2030 program, which would have revitalized 
the nuclear weapons complex and posi­
tioned it to manufacture a new warhead.38 

Even if Congress approves the president’s 
2011 budget request to increase NNSA fund­
ing, improve some infrastructure, and refur­
bish Trident missile warheads and B­61 
bombs, it has shown no willingness to com­
mit strongly to nuclear deterrence by man­
dating design of a new warhead, ensuring 

Libya, Syria, and Iraq had active programs, 
curtailed only after intensive military and 
political efforts. No evidence suggests that 
US restraint slowed other countries’ deter­
mination to field nuclear weapons. More­
over, as previously discussed, if US allies no 
longer believe that America’s doctrine of 
extended deterrence rests on reliable capa­
bilities, they too may pursue nuclear weap­
ons programs. The United States can best 
enhance its position on nonproliferation by 
not engaging in proliferation activities and 
holding accountable all who expand nuclear 
weapons technology. Designing and testing 
to maintain the US arsenal in no way ex­
tends nuclear weapons, but those activities 
do deter countries that might try to gain 
strategic equivalency with the United States 
or threaten the use of nuclear weapons to 

If
US
allies
no
longer
believe
that

America’s
doctrine
of
extended
deterrence

rests
on
reliable
capabilities,
they
too
may


pursue
nuclear
weapons
programs.


production­level infrastructure, or directing 
new nuclear­yield testing of weapons. 

The strongest political opposition to de­
signing a new nuclear weapon or testing 
existing weapons comes from those who 
believe that engaging in design and test ac­
tivities would increase the proliferation of 
weapons and weaken US credibility on non­
proliferation. However, this position is in­
consistent with historical events. Since the 
United States unilaterally stopped nuclear 
testing in 1992, France, China, India, Paki­
stan, and North Korea have tested nuclear 
weapons, three of those countries having 
conducted their first tests. Currently Iran is 
likely pursuing a nuclear weapons program. 

coerce it. Therefore, although well intended, 
the political opposition to maintaining 
strong, credible nuclear deterrence actually 
makes proliferation more likely. 

Recommendations

The United States should design, test, 

produce, and field a new nuclear weapon in 
order to maintain a viable nuclear weapons 
complex and ensure the credibility of the 
deterrent force. New technologies and ma­
terials allow for constructing a weapon with 
safer materials and antitampering technolo­
gies. Further, lower­yield weapons would 
add military utility and avoid unacceptable 
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levels of collateral damage. Additionally, a 
penetrating version could hold deeply bur­
ied targets at risk, obviating the need for 
high­yield weapons. 

Before termination of the RRW program, 
Congress directed the NNSA to have the 
JASON advisory group, a prestigious organi­
zation of scientists who advise the govern­
ment on defense matters, conduct an 
independent peer review of the need for 
the RRW.39 According to that group, “To en­
sure the viability of its nuclear deterrent, 
the United States must initiate and invest in 
the RRW program now—so there will be no 
disconnect between today’s credible deter­
rent and the one required for the future.”40 

The process of designing, testing, and 
producing a new weapon would revitalize 
the US industrial base for nuclear weapons, 
ensure that technical and intellectual ca­
pacity exists to validate the stockpile’s reli­
ability, and restore the credibility of US nu­
clear deterrence. Additionally, it would 
signal to friends and allies the United 
States’ resolve to uphold its commitments to 
extended deterrence, thus assuring them 
they do not need to pursue their own nu­
clear weapons programs. Finally, the pro­
cess will send a strong message to Russia 
and China that it is in their best interest to 
remain in the nuclear­weapons­control re­
gimes and that they have nothing to gain by 
trying to attain nuclear supremacy over the 

United States. No technical reasons stand in 
the way of launching this program immedi­
ately—political desire and the will to do so 
are all we need. 

Conclusion

Because of technological and fiscal reali­

ties, US deterrence depends upon nuclear 
weapons. Until we find a highly reliable 
way of defeating a nuclear attack on the 
United States and until advances in long­
range strike enable a completely successful, 
disarming counterforce attack against any 
enemy’s nuclear forces, America must rely 
on deterrence provided by robust nuclear 
capabilities. No other weapon systems offer 
the same level of assurance of US survival. 

In a misguided attempt to create a safer 
world, the United States allowed its ability 
to support its nuclear deterrent strategy to 
atrophy, diminishing confidence in the reli­
ability of the weapons stockpile and in the 
political will to use those weapons if neces­
sary. Thus, the ensuing damage to the 
credibility of US nuclear deterrence in­
creases, not decreases, the probability of 
using nuclear weapons. Designing, testing, 
and fielding a new nuclear weapon will 
both revitalize the US nuclear weapons 
complex and restore the credibility of 
America’s deterrence. 

Fort Lesley J. McNair, Washington, DC 
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make them 30, 40 years ago. We just don’t have the 
people. We don’t have the processing techniques.” 
See Senate Appropriations Subcommittee on Energy 
and Water Development, Hearing on President 
Obama’s Fiscal 2011 Budget Request. 



Fall 2010 | 29


Views & Analyses 

It’s
Time
to
Fight
Back


“Operationalizing” Network Defense 

Mr. Nicolas Adam Fraser 
Lt Col Robert J. Kaufman III, USAF, Retired 
Lt Col Mark R. Rydell, USAF, Retired* 

The Air Force’s decision to stand up 
Twenty­fourth Air Force under Air 
Force Space Command creates an op­

portunity to scrutinize existing network 
warfare constructs with the goal of ensuring 
that network warfare operations carry out 
the Air Force’s stated mission: “to fly, fight, 
and win . . . in air, space, and cyberspace.”1 

Such a sweeping review would involve a 
significant number of organizations inside 
and outside the Air Force, encompassing 
discussions of policy, funding priorities, 
personnel, and cross­service coordination, 
to name a few. This article does not attempt 
to address all of the complex issues sur­
rounding cyberspace operations; rather, it 
examines the most visible component of 
cyberspace warfare—network defense 
(NetD). 

Since 1992 the Air Force has monitored 
its networks and responded to malicious 
network events. As the service has matured 
its ability to command and control its net­
works, some operational principles have 
unintentionally blended NetD and network 
operations (NetOps). This article proposes 
new operational constructs that will force a 
healthy distinction between network war­
fare—particularly NetD—and NetOps. Cyber 
targeting, the first proposed construct, em­
phasizes the need to proactively find, fix, 
track, and target an adversary. Cyber target­

ing operations can ensure that mission­
critical systems or even network paths re­
main free of adversaries. The second 
construct, cyber engagement, is a collection 
of responses specifically designed to affect 
an identified intruder. Current NetD con­
structs and cyber targeting enable cyber en­
gagement operations. Finally, we must 
closely coordinate both targeting and en­
gagement operations with combatant com­
mands (COCOM) and other national agency 
operations. Both cyber targeting and cyber 
engagement induce a robust contrast be­
tween maintenance of the network and de­
fense of the network. Making such a dis­
tinction and employing the proposed 
constructs should result in more effective 
NetD operations. 

Setting the Stage for Change 
The Air Force has been discriminating in 

its definitions of NetOps and NetD, the for­
mer providing “effective, efficient, secure, 
and reliable information network services 
used in critical Department of Defense 
(DOD) and Air Force communications and 
information processes” and the latter 
“employ[ing] . . . network­based capabilities 
to defend friendly information resident in 
or transiting through networks against ad­
versary efforts to destroy, disrupt, corrupt, 

*All three authors work at the 688th Information Operations Wing at Lackland AFB, Texas, Mr. Fraser as chief of the Network 
Access Engineering Branch, Lieutenant Colonel Kaufman as deputy director of the 318th Information Operations Group, and Lieu­
tenant Colonel Rydell as a senior associate with Booz, Allen, and Hamilton. All served tours on the Air Force Computer Emergency 
Response Team. 
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or usurp it. NetD can be viewed as plan­
ning, directing, and executing actions to 
prevent unauthorized activity in defense of 
Air Force information systems and net­
works and for planning, directing, and ex­
ecuting responses to recover from un­
authorized activity should it occur.”2 The 
fact that the joint community does not have 
a term to describe what the Air Force calls 
NetOps means that it considers NetOps ei­
ther a subset of NetD or simply a mainte­
nance function that does not warrant dis­
cussion in a joint doctrine publication.3 Due 
to the differences in joint and Air Force doc­
trine, we suggest simplified versions of 
NetD and NetOps so that the reader can im­
mediately recognize each operation’s re­
sponsibilities and priorities: 

• network warfare operations/NetD:
operations that seek to produce de­
sired effects against an adversary tac­
tically, operationally, and strategi­
cally. These operations, which require 
planning and intelligence support, 
can be reactive or proactive. Most im­
portantly, NetD operations consider 
the discovery of an adversary not just 
a threat but an opportunity for opera­
tional engagement. 

•  NetOps: operations in which the main­
tainer primarily acts upon the network 
to provide reliable and secure network 
services. In reality an adversary who 
disrupts operations is no worse than a 
hardware failure since the goal in­
volves maintaining availability and 
performance requirements. Just as we 
can replace hardware, so can we re­
build a compromised computer. 

We contend that the Air Force does not 
actually conduct NetD operations as de­
fined above. We support this claim by ex­
amining two principles that lie at the core 
of the service’s current approach to NetD 
and that keep the Air Force reactive, thus 
weakening its ability to defend the net­
work effectively. 

Principle 1: Detecting the Adversary 
Is Paramount 

This principle, the foundation upon which 
we have built most traditional NetD, con­
sumes the bulk of the Air Force’s NetD re­
sources. The service relies on real­time 
monitoring and emphasizes hardened net­
work perimeters to detect enemy activity. 
However, its motivation for doing so is of 
great importance. The Air Force wishes to 
detect the intruder or attacker, not to take 
action against him but to find and fix a se­
curity problem. The situation is analogous 
to how a security forces member on flight­
line patrol responds to a suspicious event. 
Upon seeing an intruder enter through a 
hole in the fence, he or she shines his flash­
light on the hole and begins to fix it instead 
of following and capturing the intruder. 
Currently the Air Force makes no distinc­
tion between sophisticated and non­
sophisticated intrusions, treating all 
breaches equally and responding in a way 
that protects and reestablishes the health of 
the network. It does not focus on assuring 
that we can perform required missions and 
continue NetOps despite adversary attacks. 

Though important, detecting the adver­
sary is not the only way to protect a net­
work. Rapidly and regularly changing its 
configuration would also offer protection 
and would not require detection of the ad­
versary to produce results.4 Additionally, 
we do not advocate the end of detection 
efforts, something critical to NetD opera­
tions as we define it, but the motivation 
behind detection efforts must change. Fi­
nally, we concede that our best perimeter 
defenses and patch­management method­
ologies fail to deter or hinder sophisticated 
adversaries.5 Although these methodolo­
gies are useful, we must supplement our 
current approach with one committed to 
achieving effects against the adversary and 
assuring mission success. 
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Principle 2: NetD Operations Are Successful 
When a Compromised Computer Is No 
Longer Compromised 

This principle relegates NetD operations to 
a maintenance role within the Air Force, 
emphasizing network health at the expense 
of determining the enemy’s effect on ongo­
ing or future missions. Furthermore, we 
rarely use a compromised computer to en­
gage the adversary. In addition to finding, 
analyzing, and fixing compromised comput­
ers, NetD operators must contest the adver­
sary, even on our own networks, conceiv­
ing of and executing defensive strategies 
that affect him while assuring the integrity 
of priority war­fighting missions. 

Because of this principle, probably more 
than its companion, we should really define 
the current NetD as NetOps. When an intru­
sion occurs and we open an “incident,” 
when do we close it? Not when an opera­
tion concludes but when we consider the 
computer free of intruders and allow it to 
rejoin the network. Is that success? No. We 
should measure success by combat effec­
tiveness; consequently, we must take mea­
surements at the strategic, operational, and 
tactical levels to determine if we are attain­
ing NetD objectives such as deterring the 
adversary from establishing or employing 
offensive capabilities against US interests.6 

A New Construct 
We propose correcting these problems by 

establishing operational units (of yet unde­
termined sizes) charged with truly affecting 
adversary operations that target Air Force 
and DOD networks. True, units in Twenty­
fourth Air Force (including the 688th Infor­
mation Operations Wing and the 67th Net­
work Warfare Wing) are responsible for 
executing the Air Force’s cyber mission; 
however, no units within Twenty­fourth Air 
Force now do what we suggest below. Our 
new paradigms will require reshaping exist­
ing units and, possibly, creating new ones. 

The first proposed organization would 
have the inwardly focused mission of seek­

ing out the adversary on Air Force and DOD 
networks. The second would have the out­
wardly focused mission of engaging him on 
those networks. Although both would work 
closely together (and with the established, 
continuous network­monitoring mission), 
they would be set apart by their commit­
ment to planned missions or “sorties” 
linked to a commander’s operational needs 
and terminated upon completion of the 
mission. At strategic levels, proper policies 
need to endorse proactive NetD strategies 
such as targeting and engagement. Next, at 
the operational level, we must develop 
plans to address specific adversaries and 
prescribe approved courses of action that 
allow network defenders to realize unity of 
effort, mass, surprise, and timeliness in 
cyberspace. Finally, at the tactical level, we 
must train and certify operators on NetD 
weapons that can compromise attacks or 
thwart attempts to gain access to Air Force 
networks. These organizations and plans 
will allow the Air Force to perform NetD op­
erations that seek, engage, and act upon ad­
versaries in cyberspace. 

Cyber Targeting 

Clearly, enemies—specifically advanced, 
persistent ones—reside within the Air 
Force network. Spearfishing attacks, which 
persuade users either to open a malicious 
attachment or click on a link to a mali­
cious Web page, breach perimeter defenses 
without difficulty. The ease with which an 
adversary can gain access to DOD net­
works is outdone only by the ease with 
which he can navigate and maneuver after 
establishing “beachheads” within Air Force 
and DOD networks, both of which actions 
offer entry to high­value information or 
systems. A proactive approach, cyber tar­
geting can identify intruders on our net­
works by using state­of­the­art NetD “weap­
ons” not permanently located on the Air 
Force network, along with typical perime­
ter­security tools. We would conduct opera­
tions with a specific objective in mind, find 
the adversary, and then influence, disrupt, 
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or otherwise affect him. An operation 
would not terminate until we have identi­
fied the adversary and subsequently veri­
fied his absence, regardless of the termi­
nating factor. These operations also 
demand proper planning and execution 
because of the tremendous amount of le­
gitimate data in cyberspace, within which 
the adversary hides to do his work. 

Cyber Engagement 

Defense has always involved delaying, dis­
rupting, deterring, or denying enemy objec­
tives. However, if we assume the impossi­
bility of completely stopping the adversary, 
then we must consider ways to significantly 
hinder or exploit his efforts. (By “exploit,” 
we mean achieve second­ and third­order 
effects on his decision­making capacity.) 
Cyber engagement makes the conscious de­
cision to use DOD networks as a path to the 
adversary—a path for fulfilling defensive 
goals.7 Upon discovering a compromised 
computer or network, NetD operators no 
longer would simply rebuild the system but 
would use intelligence and perhaps other 
NetD weapons to identify the intruder. 
Next, depending on the level of attribution 
and existing operation plans (OPLAN), they 
would conduct tactical operations against 
the adversary, utilizing the compromised 
computer or network as a launching point.8 

For example, during an operation, the NetD 
operator could intentionally pass inaccurate 
information to the enemy or manipulate 
exfiltrated data, rendering it untrustworthy. 
Regardless of the technique employed, the 
operator would always try to introduce un­
reliability, make intrusions more costly, or 
influence the adversary’s actions. Conse­
quently, operators must plan and coordi­
nate these “response actions” with larger 
COCOM or national­level strategies.9 Addi­
tionally, they must deconflict these kinds of 
operations from the day­to­day monitoring 
of network sensors. 

As discussed above, cyber engagement 
covers a spectrum of operations, not simply 
network attack. Engagement assumes the 

inability of detection and protection efforts 
to defend the network properly. Instead it 
takes a different approach, one not limited 
to selection of a particular technology but 
concerned with actions necessary to meet 
defensive goals. To illustrate, during a foot­
ball game, the offensive players attempt to 
reach the end zone, but the defense tries to 
stop them. Football defenses attempt to 
keep the opposing team out of the end zone 
not only by employing defense in depth 
(fielding a strong defensive line, lineback­
ers, and safeties) but also by using different 
schemes to confuse the quarterback. For 
example, one linebacker might rush the 
quarterback while two others drop back in 
coverage—or the defensive coordinator 
might call for an all­out blitz. Regardless of 
the scheme, good coaches know they can­
not always prevent the offense from scor­
ing, but they can make its task difficult by 
confusing the opposing players, especially 
the quarterback. 

With one eye on this analogy, we would 
have to say that the DOD currently plays 
defense without ever thinking about caus­
ing confusion amongst the offense. We don’t 
have different defensive schemes, nor do 
we prepare plans for affecting the planning, 
execution, and, ultimately, the outcome of 
an encounter with the enemy. Instead our 
defense stands at the network perimeter, 
and we hope no one gets by undetected. 

Cyber targeting and cyber engagement 
represent a significant paradigm shift in 
the way we conduct NetD operations. By 
factoring in the objectives of focused 
OPLANs, we can make NetD a stronger 
form of fighting than network attack.10 In­
deed, the US Army has already noted this 
in more traditional defensive operations.11 

Furthermore, NetD can take a more active 
role in network warfare while creating a 
much­needed distinction between itself 
and NetOps. Finally, these new constructs 
support the president’s desire to go beyond 
criminal prosecution in responding appro­
priately to cyber attacks.12 
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A Simple Proposal 
Planning and preparing for large­scale 

military operations, such as the invasion of 
Iraq in 2003, require that COCOM OPLANs 
be routed through each military service’s 
lead NetD organization, thereby allowing 
network defenders to implement measures 
against enemy targeting of DOD networks 
and prevent any disruption of the OPLAN’s 
execution. Requirements provided by the 
COCOMs usually address generic threats. 
When operations commence, we usually 
take proactive steps such as blocking the ad­
dresses of hostile Internet protocols. 

In these traditional situations, we treat 
the networks as a support element. That 
is, our networks need to function without 
disruption in order for our symmetric war­
fare capabilities to operate—analogous to 
saying that the fuel trucks need to function 
so the F­16s can take off. It is difficult to 
contemplate fighting on US networks, but 
NetD operations must take advantage of 
access to enemy NetOps and respond by 
decreasing the credibility of stolen infor­
mation, increasing the cost of an attack on 
Air Force and DOD networks, or allowing 
the United States to influence the adver­
sary’s perceptions prior to and during all 
phases of conflict. 

We propose the following as a way of 
highlighting the utility of this new con­
struct, which truly thinks of NetD as a form 
of asymmetric warfare. Currently, each 
OPLAN has an appendix that addresses 
NetD requirements. However, in addition to 
providing for preventive network protec­
tion, future OPLANs should identify the 
systems critical to performing traditional 
warfare operations (e.g., logistics networks, 
command and control nodes, etc.). More­
over, we should pinpoint high­threat adver­
saries so we can begin planning and coordi­
nating cyber engagement operations, and 
we should plan and execute targeting opera­
tions on mission­critical systems identified 
by the COCOM. However, this time if we 
discover the adversary, we should com­

mence engagement operations to affect or 
influence him. 

Two important points merit emphasis. 
First, the adversary discovered during tar­
geting operations might be entirely differ­
ent from the one addressed by the 
OPLAN—a possibility that makes cyber­
space such a challenging domain to domi­
nate. Second, targeting and engagement op­
erations do not necessarily have to be 
linked to a specific COCOM OPLAN. We can 
perform proactive targeting operations as 
long as we properly delineate and synchro­
nize them with other operations. We should 
consider performing engagement opera­
tions every time we discover a network in­
trusion, whether through traditional detec­
tion techniques or targeting operations. 

Conclusion 
According to the 67th Network Warfare 

Wing, “The bottom line is that the Air 
Force must transition from a detection­
centric orientation to an active network 
kill chain approach which integrates pre­
vention, detection, response, and adver­
sary engagement.”13 This vision cannot 
come to fruition without  organizing and 
tasking NetD operational units to change 
their operational constructs from a reactive 
approach (monitor, detect, and respond) to 
one that, as recently described by Lt Gen 
William T. Lord, “seek[s] out threats and . . . 
detect[s] and defeat[s] them instanta­
neously.”14 We cannot do this in isolation. 
We need purposeful planning and coordina­
tion with intelligence and national­level 
agencies. Furthermore, the creation of US 
Cyber Command should help ensure that 
services act under the authority and direc­
tion of a COCOM. The cyber targeting and 
cyber engagement constructs truly “opera­
tionalize” NetD since they focus squarely on 
acting upon and affecting the adversary. In 
the future, we should pay comparable atten­
tion to mission assurance (i.e., continuing 
operations despite enemy attacks), an area 
that prevents the complete separation of 
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NetD and NetOps. However, we cannot ad­
equately address it without planning and 
very good intelligence. The DOD spends 
$100 million every six months to defend the 
.mil network.15 At some point, we must ask 
ourselves whether we are reaching our de­

fensive goals and deterring adversaries. To­
day, we are not, but by operationalizing 
NetD and concentrating on affecting the 
enemy, we can reverse this trend so that 
the Air Force can fight back. 

Lackland AFB, Texas 
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Satellites and Remotely Piloted 
Aircraft 
Two Remotely Operated Ships Passing in the Fight 

Col Keith W. Balts, USAF* 

Don’t fire until you see the whites of their eyes! 
—Col William Prescott 

Battle of Bunker (Breed’s) Hill, 1775 

Combat identification for unmanned aircraft systems (UAS) during time-sensitive targeting can be 
messy and may include inputs from the distributed common ground/surface system, the combined 
air and space operations center, the ground commander, and, of course, the UAS pilot. 

Advances in technology allow modern 
forces to fight battles at extreme dis­
tances, separating the shooter from 

the target. Whereas Colonel Prescott deliv­
ered his famous directive in person and on 
the battlefield, the ground commander in 
Afghanistan communicates with the re­
motely piloted aircraft (RPA) unit in Nevada 
while inputs stream in from the distributed 
common ground/surface system in Virginia 
and the combined air and space operations 
center in Qatar.1 Like RPA operations, space 
operations are distinguished by vast geo­
graphic separation between the ground and 
(space) vehicle segments. According to Gen 
Kevin Chilton, commander of US Strategic 
Command, space operations are “absolutely 
global in nature and indifferent to physical 
terrain or lines drawn on a map.”2 

Forces able to distribute their operations 
geographically can gain advantages in force 
protection, economy of force, flexibility, 
and system and personnel costs; however, 
such distribution also exposes them to 
unique vulnerabilities and challenges. With 

—Pilot of a remotely piloted aircraft 
Operation Enduring Freedom 

the advantages in mind, the military has 
already fielded many remotely operated 
systems or has them under development, 
demonstrating an evolutionary trend to­
ward more, not fewer, distributed opera­
tions. The RPA example above is a prolific 
one in the air domain; examples exist in 
other physical domains as well. General 
Chilton has punctuated the growing reli­
ance on distributed operations for the space 
and cyberspace domains, identifying them 
both as media “in which the United States 
can expect to be challenged.”3 In general, 
fourth­generation warfare theory also sup­
ports this trend by suggesting that military 
operations are more “likely to be widely dis­
persed and largely undefined.”4 

In light of this relatively new trend, 
military leaders need to consider poten­
tial second­order effects, uniquely associ­
ated with distributed capabilities, that 
may detract from the advantages that 
these capabilities bring to the fight. Com­
paring space and RPA operations illumi­
nates several of these effects. By leverag­

*The author is vice­commander of the 30th Space Wing, Vandenberg AFB, California. 
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ing the experience gained from decades of 
space operations, military leaders can 
translate applicable lessons learned from 
a relatively mature unmanned commu­
nity to a comparatively young one. Many 
of these lessons also apply to remotely 
operated capabilities in other domains. 

Why should we compare space and RPA 
operations? Of all the terrestrially based 
remotely operated systems, RPAs currently 
make up the preponderance of those sys­
tems distributed across significant dis­
tances—that is, outside the immediate area 
of responsibility. Operators of other re­
mote systems are in fairly close proximity 
to the vehicles they control, but those sys­
tems may grow more distributed over 
time; thus, their communities could also 
benefit from this discussion. Unlike the 
recent trends in air, land, and sea domains, 
historically, space operations have always 
been distributed (and remotely operated) 
due to the unique physical attributes of, 
technical challenges peculiar to, and risks 
in the space domain. As Gen C. Robert 
Kehler, commander of Air Force Space 
Command (AFSPC), remarked during a 
visit last year to Creech AFB, Nevada, 
home of Air Force RPAs, “We understand 
remote split operations in AFSPC. We have 
been operating UASs for many years. It’s 
just that those UASs fly outside the atmo­
sphere, and we fly things that are more 
than 22,000 miles away. We do that with 
remote split operations.”5 Military space 
operations do involve several manned 
weapon systems, especially ground­based 
platforms performing space­related mis­
sions. Examples include launch vehicles, 
most space situational­awareness sensors, 
and space­control systems with a direct 
physical, rather than a remote, connection 
to the weapon system; however, this article 
addresses satellites because they represent 
the preponderance of space operations and 
are, in essence, remotely operated space 
vehicles. Satellite system architectures 
closely resemble RPA architectures since 
both consist of control segments, vehicle 
segments, and the links connecting them. 

Nevertheless, the crisscrossing evolu­
tions of satellites and RPAs distinguish the 
two. On the one hand, space operations be­
gan in a distributed mode but have grown 
closer to the fight by deploying new sys­
tems and expertise into the theater of op­
erations.6 RPA operations, on the other 
hand, distribute key elements of traditional 
air operations away from the theater. De­
spite their differences in capability and op­
erating domain, space and RPA operations 
share enough characteristics to make them 
worthy of comparison as examples of dis­
tributed operations. 

Background, Analysis, and 
Embedded Recommendations 

With the space community’s more than 
five decades of experience in distributed 
operations, what lessons apply to the RPA 
community? The doctrine, organization, 
training, materiel, leadership and educa­
tion, personnel, and facilities (DOTMLPF) 
construct used by the Joint Capabilities In­
tegration and Development System, offers a 
framework for comparison and analysis.7 A 
DOTMLPF analysis of space operations re­
veals some recommendations that can help 
remotely operated communities in other 
domains better prepare for future distrib­
uted operations. 

Doctrine 

Despite the importance of doctrine to mili­
tary success, especially the effective em­
ployment of new technologies, military 
personnel have noticed a lack of an overall 
doctrine for RPAs.8 The uniqueness of 
these aircraft and other remotely operated 
systems warrants specific guidance to ad­
dress shortfalls and differences in existing 
doctrine. 

Current command and control (C2) doc­
trine posed significant challenges to space 
operations in the late 1990s and early 2000s 
as space capabilities became more inte­
grated with traditional military operations. 
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Most of these hurdles concerned com­
mand relationships, more specifically, the 
best way to present space forces and com­
mand and control them during major mili­
tary operations. 

Two nuances, unique to space operations 
at the time, forced leaders in­theater and in 
US­based space organizations to reexamine 
existing C2 doctrine for establishing com­
mand relationships. First, space units can 
create effects within the traditional area of 
operations without the need to fully deploy 
or undergo a change of operational control 
(CHOP) to theater. Second, space capabili­
ties can create effects across the entire area 
of operations—even across multiple areas of 
responsibility simultaneously or within the 
same tactical timeframe (i.e., a single execu­
tion cycle for satellite planning, similar to a 
single Global Hawk sortie). 

Traditional criteria for establishing com­
mand relationships did not address these 
nuances, so conflict ensued between sup­
ported and supporting commanders over 
how best to resolve this doctrinal gap. After 
years of experimentation, exercises, opera­
tional experience, and heated exchanges, 
the Air Force developed specific doctrinal 
criteria to help commanders establish the 
appropriate command relationships, such 
as operational control, tactical control, or a 
supporting affiliation.9 Using this doctrine 
as a baseline, the RPA community should 
establish exact criteria for defining com­
mand relationships when units do not need 
to fully deploy or when their weapon sys­
tems can create simultaneous effects across 
traditional areas of operations. 

Organization 

During the past two decades, space exper­
tise and organizations evolved within geo­
graphic commands in order to better inte­
grate space capabilities into traditional 
military operations; advise senior theater 
leadership on space capabilities; and plan, 
coordinate, and execute theater space op­
erations. The speed and effectiveness of 
this evolution depended on the location and 

organizational affiliation of the space per­
sonnel involved. 

Initially, very few space­savvy person­
nel existed outside of US Space Command 
(USSPACECOM) to assist theater com­
manders in integrating these new capabili­
ties.10 Similarly, theater expertise did not 
flow back into USSPACECOM to help ca­
reer space officers understand the environ­
ment, requirements, and culture of tradi­
tional military operations. To remedy this 
situation, in the mid­1990s USSPACECOM, 
AFSPC, and their equivalents from other 
services began deploying space support 
teams to theater organizations for plan­
ning, exercises, and real­world operations. 
The next step involved creating a perma­
nent presence in major theater headquar­
ters using liaison officers—specifically, of­
ficers working side by side with theater 
leadership but reporting to USSPACECOM 
or its subordinates. Finally, the Air Force 
assigned space experts—mostly graduates 
from the space course at the US Air Force 
Weapons School—to major theater head­
quarters, reporting directly to theater com­
manders. This evolution from deployable 
teams to liaison officers to permanent­
party experts was a key element in in­
creasing the effectiveness of space capa­
bilities as geographic theater commanders 
gained more influence over space require­
ments and integration.11 

While this evolution occurred at the ju­
nior­officer level, a similar one occurred at 
the senior level, although it lagged the ju­
nior­level process by several years. Senior 
space officers served as liaison officers, de­
ployed, and then eventually became perma­
nent members of theater headquarters as 
directors of space forces (DIRSPACEFOR), 
positions created to facilitate coordination, 
integration, and staffing activities in sup­
port of space­integration efforts for the 
combined force air component com­
mander.12 A critical milestone, establish­
ment of the DIRSPACEFOR position gave 
space operations a forum and voice in the­
ater headquarters that junior officers could 
not always provide. It also enabled senior 
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space leaders to gain direct experience in 
theater operations. 

RPA operations had their roots in theater 
operations, but the evolution of theater 
space organizations is noteworthy because 
it demonstrates a desired end state for ex­
pertise in distributed operations. If the RPA 
community succumbs to the temptation to 
distribute too much expertise away from 
the theater, it could find itself in the same 
situation as the space community in the 
early 1990s. By keeping sufficient junior­ 
and senior­level RPA experts embedded 
within theater organizations, rather than 
relying on liaisons, the RPA community will 
ensure effective integration of current and 
future capabilities. Although not examined 
here, several organizational changes also oc­
curred inside space organizations to better 
support theater activities. 

Training 

Distributed operations carry with them the 
disadvantage of simultaneous authorities 
exercised over a single unit by both the “or­
ganize, train, and equip” chain of command 
of their military service and the operational 
chain of their combatant commands. When 
units do not CHOP into or out of a theater, 
commanders experience a dilemma in 
unity of command in that they must fight a 
war while they train for it. Space operations 
mitigate this disadvantage by establishing 
recurring training requirements for line 
crews and real­world proficiency standards 
for training and evaluation personnel (as 
well as unit leadership). Having to perform 
periodic real­world operations not only 
keeps instructors and evaluators proficient, 
but also enables them to help backfill line 
crews so the crews can interrupt their 
normal schedule rotation to fulfill monthly 
training and evaluation obligations. Major 
system upgrades and procedural changes 
can also stress the steady­state manpower 
levels needed to balance training require­
ments and real­world operations. Man­
power needs must account for potential 
surge capacity for major modifications to 

the weapon system, procedures, or real­
world operations tempo. Policies and re­
quirements put in place by the space com­
munity could serve as a baseline for RPA 
units that must also train while they fight. 

Distributed operations offer a key train­
ing benefit insofar as recorded data can 
contribute to better debriefings of individ­
ual missions and help train other opera­
tors. Unfortunately, the exclusive use of 
this data can also lead operators to “drink 
their own bathwater” by learning the 
wrong lessons in the absence of external 
perspectives from supporting or supported 
forces. Collaboration tools and opportuni­
ties to visit related locations in person can 
generate these external perspectives. 
Funding for site visits, key conferences, 
and select debriefings will help distributed 
operators improve their performance; in 
turn, those operators will educate forward 
units on the capabilities and limitations of 
emerging weapon systems. In fact the first 
real benefits from the evolution of theater 
space organizations came from educating 
theater commanders on space capabilities, 
which also led to increased credibility for 
the space community. 

Materiel and Facilities 

Since satellites and RPAs differ widely due 
to the operational domains involved, mate­
riel considerations worthy of comparison 
reside mainly in facilities associated with 
the control segment and communication 
links. Despite tight cost constraints, require­
ments for control nodes should include ca­
pacity for growth in both size and coordina­
tion demands. The ability to surge 
efficiently beyond routine mission objec­
tives will enable operators to carry out in­
frequent but complex operations that neces­
sitate crew augmentation, accommodate 
outreach opportunities without interfering 
with operations (i.e., hosting tours for exter­
nal organizations), and integrate unforeseen 
future capabilities. Expanding part of the 
system without major redesign represents 
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another advantage of distributed systems 
over traditional manned systems. 

The role of simulators in distributed op­
erations also enters into a discussion of the 
materiel element. Control nodes for re­
motely operated systems depend heavily on 
computers and data manipulation, making 
their functionality easier to simulate than 
manned systems that operate in the physi­
cal environment. Simulators for distributed 
operations can be incredibly realistic, espe­
cially for weapon system displays that use 
text and graphics versus live video or audio 
feeds. Close synchronization of upgrades 
between real­world systems and simulators 
is paramount since both training and opera­
tions occur simultaneously. 

Finally, effective distributed operations 
depend upon links to the outside world. 
These links are important not only for ve­
hicle connectivity and situational aware­
ness but also for operators to feel connected 
to the mission and the people they support 
or who support them. Similarly, realistic 
visualization tools and meaningful collabo­
ration capabilities can amplify contribu­
tions made by personnel operating outside 
the traditional area of operations. Three­
dimensional common operational pictures 
and training tools, along with live video 
feeds, assist operators in comprehending 
the environment not physically present 
around them. Video teleconferencing, live 
chat, and ample travel opportunities can 
also build and maintain professional rela­
tionships for successful collaboration, allow­
ing operators to understand the nuances 
and nonverbal communication behind the 
inputs they receive. Protection of control 
nodes and links should also occupy a high 
position on commanders’ lists of priorities 
since they often represent the most vulner­
able aspects of the weapon system. 

Leadership and Education 

The crisscrossing evolutions of the space 
and RPA communities also produce useful 
comparisons for overcoming leadership and 
education challenges associated with dis­

tributed operations. Leaders of distributed 
operations face two significant obstacles— 
instilling a warrior ethos and motivating 
personnel who operate away from their 
“band of brothers” in the war zone. Some of 
this disconnectedness can even lead to post­
traumatic stress disorder among RPA crews 
involved in lethal operations.13 Even though 
space operations do not currently involve 
lethality, motivated operators with a war­
fighter mentality are still critical to mission 
success, especially personnel integrated di­
rectly with ongoing military operations. Ini­
tially, the RPA community has the benefit 
of drawing its personnel from manned sys­
tems—these individuals bring their de­
ployed experience with them. The chal­
lenge lies in sustaining that perspective in 
their new community while educating the 
next generation of operators who might 
not have the benefit of theater experience. 
Video teleconferencing, instant messaging, 
and other electronic collaboration methods 
can go only so far in creating and sustaining 
a feeling of connectedness with other per­
sonnel and weapon systems involved in the 
operation beyond the immediate control 
node. The experience is just “not as potent 
an emotion as being on the battlefield.”14 

Distributed operations may yield huge cost 
savings and reduce risk, but to periodically 
connect operators with the battlefield, com­
manders should allocate funding and man­
hours for trips to the theater and other dis­
tributed elements. Waiting three years for 
new operators to take on a liaison or em­
bedded RPA position in­theater is too late to 
benefit the mission during their first opera­
tional tour. 

Personnel 

The military space community grew out of 
an engineering culture whose early space 
operators included either officers with tech­
nical degrees or technically savvy contrac­
tors. In the 1990s, the Air Force transitioned 
to nontechnical officers and eventually to 
enlisted personnel as the mainstay of space 
operations, at the same time keeping con­

http:operations.13
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tractors involved to balance the loss of tech­
nical expertise. Although this move helped 
operationalize space capabilities and save 
money, the pendulum had swung too far, 
diluting experience at the junior and 
midcareer levels. The Air Force reacted by 
pushing for more technical, advanced de­
grees and for specialization within the ca­
reer field to counter the degradation in 
technical proficiency. Moreover, the conver­
sion to enlisted personnel cost young officers 
early opportunities to gain this expertise as 
part of their professional development. It is 
difficult to develop senior leaders in a com­
munity that offers few opportunities to ac­
quire technical experience at a junior level. 
(Approximately 75 percent of second­tour 
space officers served as missileers in their 
first assignment.)15 

In summary, the RPA community should 
not abandon its origins even though tech­
nology permits it to do so. Rapidly training 
new officer accessions or enlisted person­
nel to operate RPAs may seem attractive, 
but such policy changes should occur grad­
ually, allowing commanders to identify and 
resolve second­ and third­order effects be­
fore drastic corrections become necessary. 

Conclusion 
Distributed operations offer unique ad­

vantages in warfare, but they can also in­
clude serious side effects. By examining 
space operations and applying lessons 

learned to other distributed operations, mili­
tary leaders can minimize negative second­
order effects and thereby ensure mission 
success. 

Lessons within each DOTMLPF element 
can prevent the repetition of mistakes when 
new domains open or when remotely oper­
ated systems appear in the existing opera­
tional environment. Distributed operations 
stretch our current understanding of estab­
lished domains, thus driving the need for 
unique doctrine and organizational struc­
tures. Furthermore, personnel policies, 
leadership development, and training pro­
grams must adapt to incorporate nuances 
never before encountered in traditional 
warfare—or at least not encountered to the 
extent revealed by modern distributed op­
erations. Finally, placing more emphasis on 
the design of control nodes, perhaps at the 
expense of some vehicle prominence, will 
allow leaders to leverage the most versatile 
and flexible segment of distributed weapon 
systems. 

By taking a hard look at how space opera­
tors approached these elements, military 
leaders can improve the integration, evolu­
tion, and mission contributions of newer 
distributed systems such as RPAs. As space 
operations evolve toward and RPAs evolve 
away from their traditional operating envi­
ronments, they learn many lessons for 
sharing—like two remotely operated ships 
passing in the fight. 

Vandenberg AFB, California 
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