
 
 
 

Department of Homeland Security 
Office of Inspector General 

Management Letter for the 
 
Audit of the Transportation Security Administration's 
 

Consolidated Balance Sheet as of 
 
September 30, 2008
 


OIG-09-54 April 2009 





.. KPMG LLP 
2001 M Street, NW 
Washington. DC 20036 

March 25,2009 

Offce ofInspector General and Chief Financial Offcer, 
U.S. Department of Homeland Security 
Transportation Security Administration 
Washington, DC 

Ladies and Gentlemen: 

We have audited the balance sheet of the U.S. Department of Homeland Security, Transportation 
Security Administrtion (TSA) as of September 30, 2008. We were not engaged to audit the 
statements of net cost, changes in net position, and budgetary resources, for the year ended September 
30,2008 (referred to herein as "other fiscal year 2008 financial statements"). In our opinion, except 
for the effects of adjustments, if any, that might have been necessary had we been able to apply 
suffcient audit procedures to general propert and equipment balances, and future minimum lease 
payments, the consolidated balance sheet referred to above presents fairly, in all material respects, the 
financial position ofTSA as of September 30,2008, in conformity with U.S. generally accepted 
accounting principles. 

In connection with our fiscal year (FY) 2008 audit, we were also engaged to consider TSA's intemal 
controls over financial reporting, and TSA's compliance with certain provisions of applicable laws,
 

regulations, contracts, and grant agreements that could have a direct and material effect on the balance 
sheet. Our procedures did not include examining the effectiveness of internal control and do not 
provide assurace on internal control. We have not considered internal control since the date of our 
report. 

We noted certain matters involving internl control and other operational matters that are summarized 
in the Table of.Financial Management Comments and presented for your consideration. These 
comments and recommendations, all of which have been discussed with the appropriate members of 
management, are intended to improve internal control or result in other operating effciencies. These 
comments are in addition to the significant deficiencies presented in our Independent Auditors' 
Report, dated March 6, 2009, included in the FY 2008 TSA Annual Financial Report. A description 
of each internal control finding and its disposition as either a significant deficiency or a financial 
management comment is provided in Appendix A. The status of our prior year notice offindings and 
recommendations are provided in Appendix B. Our findings related to informtion technology 
systems security have been presented in a separate letter to the Offce of Inspector General and the 
TSA ChiefInformtion Offcer. 

As described above, TSA was unable to fully support the accuracy and completeness of certin general 
propert and equipment balances and related effects on net position, if any, prior to the completion of 
TSA's FY 2008 Annual Financial Report. We were not engaged to audit the statements of net cost,
 

changes in net position, and budgetary resources for the year ended September 30, 2008. Accordingly, 
other internal control matters and other instances of non-compliance may have been identified and 
reported had we been able to peiformall procedures necessary to express an unqualified opinion on 
the fiscal year 2008 balance sheet and had we been engaged to audit the other fiscal year 2008 
financial statements. We aim, however, to use our knowledge ofTSA's organization gained during 
our work to make comments and suggestions that we hope wil be useful to you. 



I.
 
We would be pleased to discuss these comments and recommendations with you at any time. 

This report is intended for the information and use ofTSA management, the Offce ofInspector 
General, the U.S. Offce of Management and Budget, the U.S. Congress, and the Government 
Accountability Office, and is not intended to be and should not be used by anyone other than these 
specified parties. TSA's response to the findings identified in our audit, and reported herein, is 
presented in Appendix C. We did not audit TSA's response and, accordingly, we express no 
opinion on it. 

Very trly yours,
 

KPltG- LL-P
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Transportation Security Administration
 
Financial Management Comments
 

September 30, 2008
 

TSA FMC 08-01 (NFR No. TSA 08-05) - Undelivered orders documentation 

While auditing undelivered orders we noted that: 
. TSA lacks suffcient internal controls to ensure contract management policies and procedures 

are being adhered too. Specifically, we noted the following instances where contract 
management policies and procedures failed: 

the obligation was not extended unti 
after the expiration of the original period of performance. 

o Two instances where the period of performance of 


o Three instaces of an expenditure's biling period extending beyond or outside the period 
of performance of the obligation. 

o One instance of an untimely deobligation related to a contract whose period of 
performance had expired over six months earlier. 

. Expenditures were not evaluated to determine if they related to capitalizable activity. 
Specifically, we noted two instances where assets purchased over the established 
capitalization theshold of 
 $50,000 did not appear on the Sunflower Capitalized Asset list as 
of September 30, 2008. 

. Proper adherence to the travel policy did not occw' in all instances. Specifically, we noted 36 
instances where a travel authorization was not recorded prior to travel. 

Recommendations: 
We recommend that TSA: 
1. Implement suffcient internl controls to ensure that contract management policies and 
procedures are being followed. 
2. Implement suffcient internal controls to ensure polices and procedures are followed to ensure 
that expenditures that relate to capitalizble activity are capitalized. 
3. Implement suffcient internal controls to ensure that travel policies and procedures are being 
followed. 

TSA FMC-08-02 (NFR No. TSA 08-10) - Required Supplementary Information 

We noted that during FY 2008, TSA has made efforts to enhance report outcomes and outputs as 
required by Office of 
 Management and Budget (OMB) Circular A-136, Financial Reporting 
Requirements, for Required Supplementary Stewardship Information (RSSI), specifically 
investments in human capital and research and development. We noted that although efforts have 
been made, TSA was unable to obtain all necessary support. 

Recommendation:
 
We recommend that TSA develop and implement procedures to develop and track relevant
 
outcomes and outputs and report them as part of RSSI.
 

TSA FMC-08-03 (NFR No. TSA 08-15) - Grant monitonng and compliance with OMB Circular 
No. A-133 

We noted that 
 policies and procedures exist to monitor grantees' compliance with OMB Circular 
No. A-133, Audits of 
 State, Local Governments, and Non-Profit Organizations; however, they 
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Transportation Security Administration
 
Financial Management Comments
 

September 30, 2008 

were not fully implemented durg FY 2008. KPMG noted the following in our review ofTSA's 
compliance with OMB Circular A-133: 
. TSA's trackig database used to track grants, including those subject to the audit 

requirements in A-133, is incomplete. Specifically, this database does not include all grants 
which are required to have a Single Audit performed. 

. The dates in the grants database used to track the fiscal year end for grantees were incolTect
 

or not included. 
. Evidence ofTSA's review of all of 
 the grantee's Single Audit reports listed in TSA's 

database was not noted in the database. 

Recommendations: 
We recommend that TSA continue its efforts started durng the last quarter of FY 2008 to review 
all grants, and monitor the grants on a timely basis, tracking the fiscal year end of the grantee, the 
award amount, and the status of 
 the most recent Single Audit reports. We also recommend that 
TSA put processes in place to continually monitor completeness over the listing of grants. This 
wil ensure that all ofTSA's grants are included in the grants database and are monitored for
 

compliance. 

TSA FMC-08-04 (NFR No. TSA 08-18) - Ineffectiveness of controls over the time and attendance 
process 

We noted several instances where the T &A sheets were missing the approval signature of the 
employee. Upon furher inquiry, it was noted that the employees were not available to review 
and sign their timesheet when it was required to be submitted because of shift conficts or being 

leave. Due to this, the supervsors approved the tirnesheet and the timesheet was 
entered into the webT A system without proper approval from the employee. Fuithermore, even 
after being entered into webT A, the tirnesheet was never returned to the employee for review and 
approvaL. 

on personal 


Recommendations: 
We recommend that TSA: 
1. Implernent and follow an additional policy tht requires employees to review and sign all 
timesheets. 
2. Mandate that timekeepers mark timesheets for review if 
 the employee signatue is absent and 
regularly follow up on such items until they are resolved. 

TSA FMC-08-0S (NFR No. TSA 08-20) - Incomplete listing of asset leases 

Durng our inventory observation procedures, we noted that one asset selected to verify its 
existence and inclusion in the anual property inventory was excluded from the Sunflower 
capitalized asset module. Upon inquiry with site mangement, the asset was identified as leased 
propert, and therefore properly excluded from owned asset listing. However, we also noted that 
the asset was not included on the leased asset listing. 

Recommendations:
 
We recommend that TSA develop and implement a policy to reasonably ensure that all leased
 
assets are properly tracked. The policy should include:
 
1. Guidance to help identify equipment as leased assets and to maintain a listing of the assets; 
2. A requirement to perform periodic reviews to ensure completeness, and indicate the 
disposition of the asset when the lease expires. 

5 



Transportation Security Administration
 
Financial Management Comments
 

September 30, 2008 

TSA FMC-08-06 (NFR No. TSA 08-21) - Unauthorized transfer of assets 

TSA personnel did not always adhere to TSA policy requiring authorization and documentation 
to support all security equipment transfers between locations. We noted one instance where an 
asset was not in the airport location listed in TSA's records. The asset was listed to be in 
Jacksonvile, FL (JAX), but was located at the Daytona Beach International Airport. TSA 
informed us that "no transfer documentation was available to support transfer of this asset from 
lAX to Daytona. The move was unauthorized." As such, in this instance TSA personnel did not 
adhere to the Offce of Property Management's Security Equipment Movement Procedures. 

Recommendation: 
We recommend that TSA implement monitoring controls to ensure the existing policy in place 
regarding the transfer of assets is followed. 

TSA FMC-08-07 (NFR No. TSA 08-25) - SAS 70 review 

As of September 2008, TSA had not performed a review of its service providers' internal control 
report or evaluated the implications of the service providers' controls on TSA's control 
environment for FY 2008. Additionally, the review that was performed over the service 
organizations' FY 2007 controls did not evaluate the implications of the service providers' 
controls on TSA's control environment. During October 2008, TSA perfoiined a review of its 
service providers' draft control report to determine any implications to the financial statements. 
Based on ths review, no additional steps were identified. 

Recommendatio.n:
 
We recommend that TSA continue its review of its service providers' curent year internal control
 
reports on an annual basis and review updated and finalized reports as necessary.
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Appendix A 
Transportation Security Administration 

Crosswalk of Financial Management Comments to NFRs 
September 30, 2008 
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TSA 08-01 Number not used Not applicable 

TSA 08-02 Number not lIsed Not applicable 

TSA 08-03 Number not used Not applicable 

TSA 08-04 Incorrect trading partner codes A 

TSA 08-05 Undelivered order documentation 08-01 

TSA 08-06 Number not lIsed Not applicable 

TSA 08-07 Number not lIsed Not applicable 

TSA 08-08 Number not used Not applicable 

TSA 08-09 Finacial reporting deficiencies A 

TSA 08-10 Required Supplementary Information 08-02 

TSA 08-1 I Debt Collection Improvement Act (DCIA) compliance E 

TSA 08-12 Number not used Not applicable 

TSA 08-13 Non-compliance with FFMIA A 

TSA 08-14 Non-compliance with FMFIA Reported at Consolidaied 

TSA 08-l5 Grant monitoring and compliance with OMS Circular No. A­
133 

08-03 

TSA 08-16 Non-Compliance with human resources related laws F 

TSA 08-17 Number not used Not applicable 

TSA 08-18 
Ineffectiveness of controls over the time and attendance 08-04 
process 

TSA 08-19 Policies and procedures to ensure compliance with GAAP A 

TSA 08-20 Incomplete listing of asset leases 08-05 

TSA 08-21 Unauthorized transfer of assets 08-06 

TSA 08.22 Warehouse propert impairment B 

TSA 08-23 Policies and procedures for evaluating non"GAAP policies A 

TSA 08-24 Review of journal vouchers A 

TSA 08-25 SAS 70 review 08-07 

TSA 08-26 Incorrct classification of obligations as Fed or non-Fed A 

TSA 08-27 Accounts payable A 

TSA 08-28 Reportng ofPP&E A,B 

TSA 08-29 Entity-level controls D, 

TSA 08-30 Accounting for Leases A 
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Appendix B 
Transportation Security Administration
 

Status of Prior Year NFRs
 
September 30, 2008
 

TSA 07-01 Leiters of intent accrual for June 30, 2007 X
 

TSA 07-02 Accrued leave balances X
 

TSA 07-03 PP&E depreciation X
 

TSA 07-04 Incorrect trading partner codes TSA 08-04
 

TSA 07 -05 Undelivered order balances TSA 08-05
 

TSA 07-06 Construction in Progress (CIP) X
 

TSA 07-07 Reconciliation of propert, plant, andequipment X
 

TSA 07-08 Use ofUSSGL account 1890 X
 

TSA 07-09 Financial reporting deficiencies TSA 08-09
 

TSA 07-10 Required Supplementary Stewardship Infonnation TSA 08-10
 

TSA 07-Il Debt Collection Improvement Act (DCIA) compliance TSA 08-11
 

Allowance for Doubtful Accounts and Related Accounts

TSA 07-12 X


Receivable Methodolo 

TSA 07-13 Non-compliance with FFMIA TSA 08- I3
 

TSA 07-14 Non-compliance with FMFIA TSA 08-14
 

Grant monitoring and compliance with OMB Circular No.

TSA 07-15 TSA 08-15

A-133
 

TSA 07-16 Non-Compliance with Human Resources Related Laws TSA 08-16
 

Core Accounting System (CAS) Generated Accounts
TSA 07-l7 X
Pa able 
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Appendix C 
Transportation Security Administration
 

Management Response to the Draft
 
Management Letter
 

9 



u.s. Department or Homeland Seeurlty
 

Olce of Finrncl! an Administration
 
60 I South 12,b Strt, TSA.14 
ArlIngton, VA ZO!l98-14 

MAR 1 9 2009 i~ Security
R Tr .~ 11 tt.~ Admnistration~II\ an:p0rtation


Ane L. Richars 
Assistat Inspector General for Audits
 

Deparent of Homeland Security 
Offce of Inspector Genera 
245 Muray Drive SW 
Building 41 0 

Washingtn, DC 20528 

Dear Ms. Richards:
 

Than you for the opportunity to respond to comments addressed in the Financial Management 
Comment (FMC) Letter pertining to the FY 2008 TSA Balance Sheet audit. We appreciate your 
st and KPMG's efforts in assisting TSA in improving internal control and other operating 
effciencies. 

As directed by DHS CFO, we have developed comprehensive Mission Action Plans (MAPs) in the 
areas of Finacial Reprtng, Propert Management, Infonnation Technology General Controls,
 

Budgeta Accounting, and Human CapitaL. Corrctive actions have been developed in .response to 
your recommendations and have been included in our MAPs. 

Our actions for each of 
 the recommendations are described below. 

TSA FMC 08-01 (NFR No. TSA 08-05) - Undelivered orders documentation. 
Recommendations: 
. Implement suffcient internal controls to eiur that contrct management policies and
 

procedur are being followed. 

TSA ltesoonse: Concur. The Office of Acquisition has hired a Policy Director and two federal 
employees who are actively reviewing and updating TSA's acquisition policies. The Offce of
 

Acquisition has begun offering policy workshops to educate agency staff and re-enforce the policies. 

procedurs are followed to ensu 
tht expenditues that relate to capitalizable activity are capitalize. 

. Implement sufcient internl controls to ensure policies and 


TSAResoonse: Concur. TSA, thugh the Propert Integrted Project Team, is revising the 
 policies
and prcedures for inputing capitalized asets into Sunflower to ensur costs ar entered as par of 
the asse data. This is Critical Milestone #.10.0 in our Property Management MAP. 

.. Implement suffcient internal controls to ensur that trvel policies and procedurs ar being 
followed. 

File Code: 100.0.1 www.tsa.go," 

I 
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TSAResQonse: Concur. TSA's Offce of Financial Management, Financial Policy, Travel, and 
Procedures (FPT &P) Brach is developing a report to identify travelers whose authorization wa 
approved aftr trvel began. They ar developing a process to notify the appropriate personnel of 
the occurence. The FPT &P Branch has also put in place a contract to perform trvel voucher post-
payment audits. These audits began in November 2008. An average of 670 vouchers per month 
(approximately 8000 per year) will be audited. The Internal Control Branch will also be peronning 
audits on the post-payment audit process. In addition, all TSA employees will be reminded though 
a TSA-wide broadcast message concerning compliance with the trvel policy requirements. The
 

FPT &P Brach wil also be re-enforcing the trvel policy requirements durng their perodic Policy 
Round Table and TeServ Point of Contact conference calls. A newslettr aricleconceming 

in the next Financial Management newsletter.compliance with trvel policies wil be 


TSA FMC-OB.02 (NFR No. TSA 08-10).. Required Supplementary Information. 
Recommendation: 
. We reommend that TSAdevelop and implement procedures to develop and trck relevant 

outcomes and outputs and report them as par of RSSI.
 

TSA Reap1Jse: Concur. TSA has developed MA milestones to determne the TSA inanaged 
programs that are applicable to OMB A-136. TSA also has developed milestones to develop the 
process and procedures for detennining the RSSI infomiation requirements and to ensure 
compliance. This is Critical Milestone # 7.0 in our Financial Reporting MAP. 

TSA FMC-OB-03 (NFR No. TSA OB-15) - Grant monitoring and compliance with OMB
 

Circular No. A-133.
 

Recmmendations: 
. We reommend thatTSA continue its effort staed during the last quarer ofFY 2008 to review 

the grtee,all grts, and monitor the grats on a timely bais, trkig the fiscal year end of 


the most recent Single Audit reports. We also recommend 
that TSA put processes in place to continually monitor completeness over the listing of grants. 
This wil ensur that all of TSA' s grants ar included in the grats database and ar monitored 
for compliance. 

the award amount, and the statu of 


TSA ReSDllse: Concur. TSA's Offce of Acquisition has hire an additional federal employee to 
the grants. Also, additional verification audits by the Offce 

of AcquiSition and the Internal Control Branch have been put in place to ensure compliance with 

policies and prcedurs. 

assist in the monitoring and tracking of 


TSA FMC-08-04 (NFR No. TSA 08.18) -Inefeetieness of controls over the time and 
attendance process. 
Recommendations: 

. Implement and follow an additional policy that requires entloyees to review and sign all 
timesheets 

the employee signatue is absent and 
regularly follow up on such items until they are resolved. 

. Mandate that timekeepers mark timesheets for review if 


, 
¡ 
..f 
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TSA Rean~~: Non-concur. The Office of 
 Human Capital has determined that due to operational 
and scheduling issues in some locations and due to the administrtive offce not being open durng 
some employees' work hour, that the employees' signature would not be requird. The Offce of
 

Human Capital has modified their Time and Attendance Handbook to reflect that employees do not 
have to sign the T &A sheets if unavailable to sign. The Handbook is in the final approval stges 
with distrbution and notification to timekeepers to be made by the end of March 2009. This is 
Critical Milestone # 4.0 in our Human Capital MAP. 

TS FMC-08-05 (NFR No. TSA 08-20) - Incomplete listing of asset leases. 
Recommendations: 
. We recommend that TSA develop and implement a policy to reasonably ensur that all leased 

assets are properly tracked. The policy should include: 
. Guidance to help identify equipment as leased assets and to maintain a listing of the assets;
 

. A requirement to perform periodic reviews to ensure completeness, and indicate the
 

disposition of the asset when the lease expires. 

TSA ResDonse: Concur. TSA will be reviewing and revising the policy for accounting for futue 
minimum lease commitments to ensure compliance with F ASB 13 requirements. A new Financial 
Reprtng MAP milestone wil be developed to address the recommendations. 

TSA FMC-08-06 (NFR No. TSA 08-21) - Unauthorized transfer of assets. 
Recommendation: 
. We reommend tht TSA implement monitoring contrls to ensure the existing policy in place 

regarding the trnsfer of assets is followed. 

TSA Resoonse: Concur. TSA, through the Propert Integrated Project Team, is revising the policies 
and proedures for field initiated transfers of equipment between field locations. Performance of a 

the equipment transfer process to include Sunflower update process is beinggap analysis of 


the curent process, including roles and responsibilties and Sunflowerperformed. Update of 

requir trantionS wil be rnade. All appropriate TSA persnnel wil be trained on the new
 

policies and procedurs. The development of a periodic audit made by the Internal Contrl Brach 
wil also be developed and implemented. This is Critical Milestone # 13.0 in the Propert 
Mangement MAP. 

TSA FMC-08-07 (NFR No. TSA 08-25) - SAS 70 review. 
Recommendation: 

its service providers' curent year internal. We reommend that TSA continue its review of 


contrl report on an anua basis and review updated and finalized reports as necessar.
 

TSA Response: Concur. TSA will be developing an anual SAS 70 review process and procedur. 
This procedure will include the identification of service providers which will reui SAS 70. The 
proedur also includes the review and analysis of the SAS 70 or other assurances. If any 
weaknesses are identified, the procedure wil require development of compensating controls. This is 
Critical Milestone # 4.0 in the Infonnation Technology General Controls MAP. 
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If you have any.questions concerning this response. please contact Jeffey Bobich, Director, Offce 
of Financial Management at 571-227-21 18 or ieijey.bobich(dhs.gov. 

Sincerely, 

-QjOÆl4-~~ l JJ~~II~
 ~l0 
David R. Nicholson 
Assistant Administrtor and Chief Financial Offcer 

Finance and AdministrationOffce of 
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ADDITIONAL INFORMATION AND COPIES 

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4199, 
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig. 

OIG HOTLINE 

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal 
misconduct relative to department programs or operations: 

• Call our Hotline at 1-800-323-8603; 

• Fax the complaint directly to us at (202) 254-4292; 

• Email us at DHSOIGHOTLINE@dhs.gov; or 

• Write to us at: 
DHS Office of Inspector General/MAIL STOP 2600, 
Attention: Office of Investigations - Hotline, 
245 Murray Drive, SW, Building 410, 
Washington, DC 20528. 

The OIG seeks to protect the identity of each writer and caller. 




