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The Liberty Exhibit

S

Ex’—

. On]une8 1967 theleerty,ashlpoftheNavnlSewntyerp foundnselfmﬂ:emddleofthel%7
Arab-lIsraeli Six-Day War, Cruising 25 miles off the Gaza coast, it was attnc.kedbylmeh fighters and
torpedo boats at2 o’clock 6n a clear and sunny afternoon. There was no apparent provocation, and the
reason for the attack has never begn fully resolved, although'Israel described it as @in identification estor
andsentmsumuonforthedamweandlossofhfe TheU.S. govemmentnooeptthheexphmonoﬂhe

- Israeli government concerhing the identification érror: The loss of thirty-four men was thé largest loss of

”__.hfemasmgleeventhmenunuyptologlchmay Itoccurred,:romcally duungaWarmwhlchthe
'Umted Stateswasnotapnrhclpsm.

ettt

pproved for Release by MNSA on
2-22-2012 FOIA Case # 53673
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Py as‘-necess

';;-nnguxsts and,

“LIBERTY 2t R

closest poht ‘of- approaéh (CPA).:of exuss

3
)
o

.j-;-'UAR-Israeli coastal area, {he last dniir lnq o Aerauo s to posltlons o
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i tical les from Cyprus.

. yed 6 Qsses are known Losses of classiﬂed cryptolog!c _-
my grléls and o8 pmants wnl not be known tmttl an mventory is
m;d . matiria g ainingnboardthe LIBERTY

ug rep ' wnl demonstrate on the basis of evidence ,

extsung tastruckionsx AN\ the posltlon of the USS LIBERTY was
.operationa_uy and_ technicaNy pic er from__av SI__GIN_'I‘..s_tanclpom.t‘ff.:,‘.cept -

* in the hindsight of the f4




DOCID:

{ .)

3258111 -

SIGINT POSTURE IN THE MII)DLE EAST

outhroak of hostﬂlties in the Middle East, Slgnnla

tot
tell ca (SIGINT) coverage o! the araa was belng accamp.llshed
throug use land-banad mteroopt positlms at U.84

\

Iacmnas. ‘rnese [acnn.les wem taskad - '

~with ﬂra :o! )/c.iﬁc ommers whlch had tha greatest 1ntemganco o
|

. mmnu»a-l.

N g
\\ ‘o3
. T o (b)(3- TR C 798
Bscause of their uniqua (b)}(3)-9 C 403
. — -'{b);a)- 5-36
capabillty, certals tieg MEry assigned VHI-‘/UHT‘ targots
in the general location of ti . '1 . I.lne oI sigm. limitationS.
howeaver, brecludéd o::;ctena oyt cover ge to coas:al and ot.her o

areas where military activity wes tie

nderwa . Addttiomny 3 o

‘hod been anticipatad that thase wEliities ould Le st in

the event of an outtreak eof bostilitigs orihe brge iag of diplomatlc

rélallons with cortaln Arab countries. § qusnt eyents, did, in

foct, cause thia loss to ocour.
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ﬂﬂal'nst kndw—n':and suspygiec

ERANTS) popmaSNyemE EEes o=
roOr oSS T TN o

l‘he ma)a VBP/UHP collectlon effort was assigned to elrbomecsdrw

AN
lstlng of daﬂy C—l30 ﬂlghts out of Athans. supple-
BC-lZ! colla"tion. The time oo statlon llmitaucms

qe (l.e.. 5 hours on a‘bit) wqethex wnh mc:easmq '

lnatlon that a ship platform. properly posi—

siumls on a c ﬂ‘- ous ba s. 'ro detenn&ne the most approprl.ate '

general operdting areil,

: argets. A sumnary oI tho tesults oi

"th.ls enalysts n1d & floto thsse

are contained in TA B A

The SIGINT taskm of the LIBERTY was directed at coveraga

and Naval Forc_es 4acuv1ty. The ta -‘ -nmunicauona o! these

eatities are‘ ‘mr-many found m ne 20-5% —70 100-150 and 300-400' B

'-MCS Erequency ranges. ‘rha UARAs kno a‘ﬁ‘ - Sovtet—provided =

: equlpme'xt ln these ranges and lo rrowered\LF -nmunications '

transmittets as well (‘I‘AB B) In adHutbu' to 58 ifi known

sults on a map of tho target area '

3 a siap cant conttlbsn.ton tn conecunq VH}'/ UEP .

AVe. ptopagauon a'xalysia was conducted A 2

"of co:nmunicatlo-xs rala:ad to Upit D) Ropuhlic (UAR) Mr Mmtary S
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UYLy

a8 entties ," the USS LIBERTY was tasked to search and

elop/Cofnications entitles above 30 MCS emanating from those

(b)), ‘L
(b)(3)-50 USC 4¢3
(b}(3)-P.L. 86-3 - .

w1y f
(b)(3)-50 UBC 403
(b)3)}P.L 636~ - i

Ths lloc.a;non. capd 44 targets of the collection reéourcos_
. " available af the tiine of the Lngle8Rt are Yontalned L TAB C. & .
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.> D.,PLCYM}:NT OF THE TEGHNIG:L RESEARGH 4
/o SHIP, USS LIBERTY USN-855 _

| he ¥ BERTY (GTR-) 12 2 converted Victory Shlp
as the STMMONS VICTORY. . (B D} ‘, |
. o an AG‘I’R ﬂ‘echnical Research Ship) was. o e .
: e Iron and Qte.-el Works, Portland |
I-:RTY was commlssioned on 30 December 1964
‘ - ; 'cs oi the ship are as follows- R e

455‘ - 0'
e -0

. Full Load Draft R YORr S
- (eatimated)}

e Dlsplacément 7,190 tons :

10,680 tons
H.Méxim‘un} Speed ™ l'BI'Iiinots_E"' o
o Personnel ‘

General Se:vice )

——:/\T‘—_\"\ .
TGS Js\’\'

AN :
—axd
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ection and reporting efiort'as_signe_d to the
as directed pdmarﬂy against UAR tacucal ' .
gh frequency, very high irequency and ultra

'1ges. ".'he normal personnel complement i

. .___:-,"rhe-prop'oai't ok 18 vss Lmzsmrto:he

he result oi consumet

s Mmdle East Crisls. Rece

~ 1 /‘\'—3,4‘\\1*\.7\‘75 i
R\ SN




~ comrolfrate

-iln_th‘a mta-rce:pfm- nl_c;'.-h:—u;:ue VHF cog:munlcatiom
I requirements cocld have Se.;.n_fuuy

with a seabome platiorm pcsiuﬁned off

e p-re;ialusly; waveln'pro'pagauon a-:tludies

this asaésﬁ:ﬁhb :

~ The major requireraent was for Coverag !l AR

- -

The LIBERTY vould have

: . S BNNE o Merals o

USC 788
USC 402
. 86-36
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3 collecﬂons\lccess. - I )
propagatlon analysls lndlcated that operanonal C i

: ~ ade3 wokidD for the eollecuon of the greatast number
: of l‘:‘l‘g 3 ntrated wlt.h the other speclﬁc. approved

.' opera g a : ESEN ' : '

[ o .' .v\_}a onsldered thaz the Gaza strlp area

L ; o - :_ wbuldvbe the 'f_ slgnlﬁcant mllltaty actlon becauso E

;f-' ‘ . ._'. the shlp'wag ot sehdd b errlve at thls pm'tlcvlar operatlnq

Vo

- ‘area until the momlng o 8 Jun e. and as the military actlvlty

L abbearecl" to be, movi iro I-:ast West lt was reoommended

- 0 JCS/IRC that app. val ven b authorize diverslon of the / o .
' USS LIBKRIY to opera q ared ¥ _ '.l‘hls would have allowed C

B the ship to collect tactlcal co DA

2 nghl'requency Morse cir s f '

PHANtdr circuits




DOCID: 3958111

.> ’ 1 segure Moon Relav syntem, one channal capabluty,
100 words per minute ‘ .
A\securg\High Frequency clmults plus two spares |
)2 ol‘ 3 full duplex and 3 kalf duplex} )
crYpﬂon/docryption devices. ‘_ :
: ﬁithln qn-br;v;a d
- ‘The LiB ‘ w ‘
. ) ) _summades ta other coll ‘ nd N“SA 'Ihese summades WOuld
- L - prov!de tha latast te h nformation for use > by other
i ' | ' Vt‘:ollet;trors ar_gi wou! o NS a:means of sta_yigg‘ ahreasg '.
P fp;t‘ha-x.mé:aw's SIGINE, (. I
r l - ‘.lA!l'.plalﬁfcxt 'inteﬁiaﬂ&nal s 5 \ virywas tD 59 .:l
forwamed electrically toN for -
1 Upon comp!eticm of thc de
s to provide all on board collect.l ‘
' {apes,.fqlﬂs-
; ooy
: (b)(3)-P.L. 86-36.
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- Jn”")"ﬁ r“r'——x/,h'ﬂ—:-:p ey e m,'T“'T{"
R L \.Jr i SRR R e
t ] QPERATIONAL AND TECHNICAL Rmponsmn,mw
!- Romsapd and control of a3 gedborne SXGIW collection

cised in mnitary command channels. Control

om the Jcs to the Unlﬂed or Speciﬁed

summanzed as £ouows- S

. The Introduct.lon to the Aq. S\ 's'lem'r .

. , .'mea'\s byw}-lch the Dlreckn', exd cise y ’ aglonal

- and technical control of the Nationa BIGRNT eifo in

]

| accordance with the nut"xotity and prov)eisng )Iﬁﬁnal

-Secuity Coun(:n Intelligence Dlrcctiv (NSCIV ) 6).2fQ o
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: - uwrﬁme =N

Tiplementing DOD Dlrectlves (SSI!S 2 and 5315, 4). Ihls

doume cribes operaung !nshuctions (OPINS) as "Orders 7
fand d!r asslgnlnq misslons. tasks or funcﬂons o '
: (}@.To Ao ('mag) e e

ko des the apeciﬁc Opemung :

" tnstr xc;mr companent aboard the Technical '

' Resga;c ‘ ; (AGTR‘S)* R outli.nes the

componen:. {tAB P) . : "l,“-" ‘ _
o S A ICS Memor um R 4 M2} 1966 outtined the
. o rezponslbilmas of NSA & Q mm

“to tbe specmc proceds es for

d elements wlth regard
plannlng and npprcval .

- of Tachnic:al Resaarch Ship schel

dfes. NSA empl_g_ys t_his B

- document ag the hasis Iot loys for IRS

platforms, —(TAB G) -

9%, Phovidgsfhe NSA and o

AJCS Mcssage of 6 ]'une
‘ comrnand reaponsibinties Ior the Uiam Q whi e operating in the
USCINCEDR area o esponstbmty H

On'5 November 1965, the JCS ofitned Yon gancy

planning for TRS operatlon_é. to be used in“Gen ot al planning.
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{B)(1) -

. tatem-nt of. command a.nd conuol :
{b)(3)- P L 86-36

: I) Ampllﬂcauon ot tl'us mtement

mvolvlnq tha l‘echnlc:al

mon boa:d the OXFORD 13 cxercised >

(TABS T and X )

r\'T/h\._"IF\P—\v—W
1.'\.{\._'-_&“ 3 ”:11\_{
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| ﬂ._&-_ N

measaga subsdtnted tha statemt:nt, .

: @ 1a on 7 June UCS 2085—-65 0?14047.. Iune 1965.) _ o _
X This o

suggested gul.‘da )

» cc,ntmloft :
: -f.e.xerclsad by D \-_ _

"Operauonal anﬁ technical S

\ies- on board the oxronn 1s

Dm'vsa in commentmg on' .

"these activmes Includa

o oouocuon. _ (‘I‘AB M)

On 1 Septcmber 1965. 22 hat ]’C‘.S conslder

AT

- ":lssumg general guldance s 35-55 07140 42 Iune 1965
inform the other unLﬂed cop . .qf_‘;a Rurposfe, naturq a;g;l o
—concept of’ms operauons. (- e |
E x ‘f In accordanca with the NSAr quest pf” ‘Sep-te .'er 195‘5' .t-h-e“, ' , N
| ICS fasued the guidanceon TRS. opé as:u g on ¥ vc?nberllsss o |

'Ihis message was sent to all un_iﬁed c ; nders arg the CN‘O A

The niéssaga outlined the purpose, natige god c.oncept o# 'I'RSV

T\rf/—\“‘::t/_\ . "‘[__
i \J\"’ . “&‘:’/ s.-t-:\-;
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= T [ P

‘ -.,:-_1 ‘ff-':;_- t—‘\r-d—*,:l :’“‘J'—'\nr—\r‘
b T 72 = h-n e T ,-]\ —
PR L~

Ehrough the Hive ion m,COﬁmander to a .B_PBCMC Vfleet L

P2

o :gr force mmaﬂd#-.. N
: ‘ v . ; Determinauon WV atlo
o cperstion required b} e Gompytible with the safety of -

s 1y

318 ' colldcﬂbn area asémﬂm@ts R

i

l:- commanders that th‘(?-‘. ’

- _‘ _t—hg ShlPO“
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The s!tuatton xn tha Middle Baat resulte:l 1n NSA N
adnq a SIGINT Readlness BRAVO. _ In order to . »
& nt coverage in the area, NSA requested JCS/IRC to B )

stharjze dlversxon Of the USS I.IBBZTY from Abldjan,

Xy Coast to Rota Spain, in preparatlon for deployment 7
@ : Mednermnean (‘rAB o) (DIRNSA ADP/224-57

Slrce tbe memr posscssed an excellent '--,;

| | :, USNS VALDEZ wm.ch was scl*eduled ¥ retum to New York
S C 25May o P

s>y

) (ﬂq hebreigv li_n o3 were ava o

-~ TPasking for both the ’n 5 :2,

: the period whua on-station wis deyetoped, coordinated ’

ting area.and | S

and supﬁxxed to USN- 855 (Put P (DIR\I"A mz/sss 2022012, "

. DIRNSA K12/606 0223332, KlZ/ull 223352) _
' w/\v::/\r-«—\11
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.

Jcs approved the NSA requast for divarslon of thé

ER‘I‘Y and rcquested that CINCLAN'I.‘ chanqer OPCON

tha LIBERTY from CINCLANT to CI\ICEUR upon tho

=iy axrival at Rota, Spaln, on or about 31 Mny. o

A ition ny. Ics Infarmaed’ CINCEUR to make tha nacessary

Q}

atlons Ior extanded. employment of the LIBERTY to

Htern ) edjterranean ('mn Q)ch $493 291,022). ';- o

he translt. Upon arrl'ual '-

£ PR stipdlated by ICS

: : AR and n 5 nauuc-al
YA
- A __:,mp-—ﬁ
® L B AR R
o A . - - r‘-_‘j
\ - ) . . . /_"_'—_1/’_:'__\’____——1 1—-—3—“3 "\r =

BT Ly . P

A
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" Tha LIBERTY deployed from Rota, Spain, at #212397

qugh the Straits of Gibralter following a coastal route

0\! changé'_ ‘

message to the LIBERTY (If\B‘

11 ﬂsz 492) .

18 h\xL/ \/.15_1\1

. p— - =
— NI "—'—_X'-—‘T\r \‘|ﬂ
FOPEEERIT TR

-
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N - Since the UAR target enuu=s were movlng westerly,

\ISA requested ICS for lmmediate action to change the -

ruuag araa of the LIBERTY £ro'n Area 3 to Area 2 ln order

" noYtheadd \\pags Sa1d upm un'ival inArea 3 ('rABW

. (USS LIBERT)

-ruri'e ) the NSA repesentativa -

tasklng teprasentauvea to '-; .

Q
o
[ad
=2
®
E
]
E
Z
o
N

' ',mhﬂget ships. 'rha' h
) Nt‘l)\r repreéente!lva a . RC lay dthe cbr‘cem ex‘press}ed- )
by a monber of ]x\C tha se i tjle CPA might have

" an adverse efiect on the 25’3 SIGINT m! .slon. The NSA )

tasking represantauves pop ed o t. haf the effect of any
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?m ™ r——'r\—\mcﬁ: EErmyno
—ren S8 | B | B G

o

hange In the nné of sight capabﬂity was a mm‘emam:ﬂ

...‘ putation which could be readily derived. however. they R

detl ned to mke any statement regarding a-xy specmc s

&P lﬁ:mg of the LIB‘:“.RTY slnce changes in the CPA
a onal or safety teasons wete constdered a

cmmand dec!s!on . an:l thay felt that any specmc )

¥nt on h‘ pm could be Lnterpreted as a dofenae

2 s mﬁe CPA. :

Y bualneas 7 ]une the l\SA representa- E o

) vh.lve at IRC’ . easaqe cﬂginated by ICS/}'RC ordext.xg

CCRANEINE. LT

va change _n tha L!BER 1 s CPA to 2_0 naut.lcal miles to ths -
'UAR and 5 Q’ milgs to lsrael and ix the LIBERTY'

P afga to '_aa 2,\ps aquested by DIRNSA on s )une

However. the messgge as' tra spitted by I‘\C ('l'AB X)

R Gcs 6724 072202) dia\gf Yonthn the latter change. |

'l‘he }RC mamber cogcerney sta' that hs had decided to

_doone thlng atuu It Rter turhed out that IRC was i i
overtaken by events in @. the OP srea. _~.' _3 L ‘.
" Later In tbe evonlngt o 1,6 o )

‘received a call from JRC red
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. n
., L

__ . S message changlng the’ CPA to 100 nautical miles,
o he raasons for the chanqe were expressed as being, at

8.8 tset primarny poutical in orlgln: Smce the Unned

Sinted bassadox to t.ha Unlted Nauons had stated to that

ers were no U. S. Navy shlpn wlthln 350—400 :

es o£ the UAR/Israel area ]’CS and Navy felt

*no operationg,: e.ithe.r sur‘ace of au-, were perm.ltted wlthin -

i . or Bgypt or wlthin 25 mnes of

? ‘\{ ded a stams report on Sixth

E uno at wmch time the I.IBER‘I'Y

lf ) l of CI\ICBUR. transfer

; L‘l‘ was ef ected at”

3 _Parenﬂfv; esfémm?d bv e

that theU S and

the Brmsh had pamcipat e e Israe}d air strikes N

-

agalnst the uAR. ]CS Tea g S ling A message tc;,

GINGEUR, Info LIBERTY, can ) the 20 Fautical mile
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mﬂeé.to Cyprus. (‘i‘AB Z) (]CS 73-.7 0801102). o

(b)(1) R
(b)(3)-P.L. 86-36 °
(b )(3) 60 USC 403-.

i (U’SM » oaalzz)m

j':[j T~y -r-' U . r-? - . '."'-‘:.‘.. E
Q‘\Jr TS ,L.m= 4 4 Chon \lf:

S
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Analysis of Propagation Studies Related to

UAR Communications Networks

TAB A

Due to the complexity of the intercept problem (VHF/UHF
systems and low~HF networks) it was determined that the

best overall coverage would be poésible by a ship positioned

in proximity to the general area of the target activity. This

determination was based on the computed values of VHF

path loss which serve as good indicators of what signals-

could be intercepted successfully and continuocusly., Becauie .

. lose Increases with the log of distance, more reliable

intercept would be expected close in to the emitters. The

computed values of path loss along the 13 mile track lndicate

"~ values that are completely reasonable for the NSA {ntercept

equipment and that which was installed aboard USS LIBERTY.

.The values at the 100 mile track are beyond the scope of

intercept equipment employed ior general field use. ».In

addition, the low HF frequencies employed by the military

-networks would be expecfed to be successfully intercepted

via ground wave modes only. Analysis of far field sky

wave modes for the low HF area indicate little, if any,
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probability of successful intercept at any distance, while
the close in points along the recommended track indicates
a high probability of support. This technical theory is
best illustrated on a chart of the approved operating
area which depicts the signal path and DB loss along

tracks of 12.5, 100 and 200 nautical miles from the target

- activity.

(b)(1) |
(b)(3)-50 USC 403
(b)(3)-P.L. 86-36
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. c‘ : IABB
8ince 1360, the UAR has relied primarily on Soviet military

radio equipment and cohtlnubs to negotiate for it. Most of these

equpﬁlents ara in the R~-series and are del!vei’ed with aircraft,
-7 tanks and radars; or separately as tactical equipments. The in.fantry |
' and qrtnlefy -Iuae AM and FM radios opérated on frequencies from 1
to 4, 2to 5 and 20 to 50 mc; -armoved personnel, carriers and tanks,: '
equipped witﬁ AM/PM radios, dse ﬁ‘equencles from 1 through 4 mc;
‘alrcraft gfound-toéalr service is on frequéncies from 100 through 150
mc. (For ﬁﬂitary air éommunications. it has been proposed to

gradually phase out use of the 100~ to 150~mc band and to hse the

! 225- to 3939.9-mc band.)

T ey L
(b)(3)-18 USC 798
(b)(3)-50 USC 403
(b){3)-P.L. B6-36



-18 USC' 798
-50 USC 403
-P.L. 86-36

)
)
)
)

1
3
3
3

)
)
o)

)

b
b
b
b

3958111 -
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5 g 18 Usc 798
0 USC 403

.L. 86-36

L BN




DOCID: 3958111 Yb) (1) _
' {b) (3)y-18 .USC 798
(b)) (3)-50 USC 403
_ “(b) (3)-P.L. 86-36
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DOCID: 3558111 _ S . . - (h) (3)-18 USC 798 -
_ ‘ o . oo (b} (3y-50 USC 403 -
© (b){3)-P.L. 86-36

~
1
—_—
A
\.
5
1




18 UscC 798

50 UsSC 403
P.L. 8636

(b) (1
pocIib: 3958111 ... B
(b) (3

(1)
(3)
(3]
(3)
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-18 UsSC 798
-50 UsSC 403









DOC:ID;;—;_,;_}L95811.—1 T —SEGi%E_T_ a7 BTSN
ST s e SERREEE— L e B

@m0 i DN
. B - Cae e i \\l

C. Promlgate policy and doctrine governing SIGINT operations
~within the NSE.

4. Provide i.nformation to SIGINT activities not under the con-
. trol of the Director, Nationel Security Agemncy, with a view to facilitating
. stendardization and the exchange of technical support '

-~ 'I'his m'mommon to the Manual prescribes procedures for the e
preparation, review, publication, disaemination and control of MJSS0
documents within t.he NSE.

e

l?or purposes of this document, the tollwing dei'initiom apply.

 a. COMINT - Communicetions Intelligence. “J.'eehnical ‘and intelli-'
gence information derived from foreign commmicetions by other then the
intended recipients. COMINT activities shall be construed to mean those
activities which produce COMINT by the interception and processing of"
foreign commmications pessed by radio, wire or other electromagnetic :
meens, with specific exceptions stated below, and the ‘processing -of roreisn .
encrypted commucicetions, however transmitted. - Interception comprises -
search, intercept, and direction finding. Processing camprises range A
» estimation, tranamittﬂr/operator identiﬁcation, signal analysis, ‘traffic
“anelysis, cryptenalysis, decryption, study of plain text, the msion of
these ‘processes, end the reporting of reaulta._

NOTE: COMINT and COMINT activities as defined herein shall
not include (a) any intercept end processing of unencrypted
written communicatioms, press and propaganda, or (b) censor- -.

ship. _ . l

b. ELIRT - Electronics Intelligence. 'i'echnical and intelligence
information product of ELINT activities. ELINT activities are defined as- - =
the collection (observation and recording), end the technical processing . ' ,
for subsequent intelligence purposes, of information derived from foreign,
non-communicetions, electromagnetic radiations emanatins from other than T
nuclear detonation or radicactive sources.. o . B |

: ¢. BICINT = Bignals Intelligénce. 'i'he generic tem uued to
apply to both COMINT end ELINT as those terms are defined above, includ-
ing the. speciried limitationa of those definitions. '

N _ d._ NSE - Netional SIGINT Effort. The SIGINT intercept end o ;

A\ processing activities of the U.S. Amy Security Agency, the Naval Security ) I
A Group, the U.S. Air Force Security Service, and the National Security Agency.

!
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INTRODUCTION o Lo 1 March 1966

- SEQTION TII -~ NATURE OF DOCUMENTS

. 1. MUSSO comprises certain unnumbered publicu.tiona ” and four
pumbered series. The unnumbersd series includes this INTRODUCTION, a
Letter of Promilgation, a basic Statement of General Operating Policy
(SGOP}, en Index of MUSSO Puplications {BOXSCORE), and such other docu- -
ments as may be decmed appropriate i.n the ﬁzture. 'I’he ruur numbered series
and their definitions are: Lo .

. @ "OFIOC - Operating Doctrine. Enuncia.tim of the principles
governing the asgignment of m.tsuiom and tuks and the utilization of
SIGIHT reagources. . .

B. OPINS - Operating Instructionu.. Qrders cr directivea aasign-

':Lns aissions, tasks or functions to SIGINT Organlzaticms.

" ¢, TECHDOC - Technical Doctrine. Emunciation of the principlea
governing the determination of techniques, mct.hods, and prceedurea for
ml:r:lll:mg assigned tasks. -

d. TECHINS ~ Technical Instructtonu Orders or directives

’ preaérlbing techniques, methoda or procedurea to be used 1n the rulﬁllmmt

of uaigued tasks. _
” The mumbered series are thus dirferentiated accoraing to their

' concem with operating (OP...) or technicel (TECH...) metters and further

differentiated according to whether they are instructional {....INS) or
doctrinal (....D0C). A good index of the difference between operating
doctrine or ingtructions end technical doctrine or instructions is that
the former category is.concerned with the question, "Who does what?", the
latter with the question, “How 1s it properly done'l" ’ .

- 3. Instructions {...IN3) are tantamount to orders of a detailed natuz_'e_

" which must be carried owt to the fullest possible extent to satisfy the

particular requirements on which thiey are based. Doctrine {...DC) serves
es guidance, embodying the consensus of the best Judgment’ as to the way in
which operations should be conducted. It i expected that all SIGINT o
ectivities will be governed by such doctrine and, in this respeet doc- o

. trine 1s tentamount to orders of generul acope

b. The NSA Circular is used tO promulgate philosoph.v, policy, obJec- -
tives, program and technical g'uidance, end othexr matters in the fields of

. resesrch, development, test and evaluation (FDTEE) arnd of scientiflc, |

technical, production engineering and logistice information management .
The MUSSO, therefore, will not be used for these purposes. MUSSO will be
used, however, for issuing research and dev'el'opment operationgl and tech-
nicel instyuctions to cryptologic field activities in those areas of NSA
responsibility vhich are directly rel.u.ted. to COMINT and ELINT intercept
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and proceasing activities wvhich are under the operational and technical

control of the Director, NSA.

SECTION IV - PREPARATTON, REVIFW AND PUBLICATION '

1. The preparation, review and publication of ‘ell MUSSO- documents o
shall reflect the policy and spirit of the Letter of Promilgation and the -
general principles of the Statement of General Operating Policy (SGOP). -

The following MUSSO preparation and publication responsibilities and proce- -

dures provide guidance and information for all dements of the NSE:

a. Thé unnumbered publications referred to in Section III,
paragreph 1., will be prepered and published by the Naticnal Security
Agency. These documents fexcepting the BOXSCORE) will be coordinated -
vith the Service Cryptologic Agency Hea.dquartere for eppropriete addi-
tions, corrections and/or comuents.

Operating and Technical Doctrine normally vill be prepared

and pu'blished by the Faticnal Security Agency; however, SCA Headquarters .- -

may initiste operating doctrine by forwarding drafts of proposed OPDOCs
to NSA for publication. NSA will undertake all necessery pre-publication .
coordination with the other SCAs for coments ‘and/or concurrence.

¢. Operating Instructicns and Production Plans for the Service =
Crytologic Agencies and the National Security Agency Production Organi-
gation will be prepared and issued by the National Securlity Agency with
active participetion of the organizntions eoneerned. These Operating
Instructions include:

(1) OPINS No. 1, 2 and 3. Task Chiei‘s of the Service _
Cryptologic Agencles of the Army, Navy end Air Force, with their respective
SIGINT missions. OPINS No. 1, 2 and 3 are used also to delegete opera-
tional control of specified COMINT end ELINT facilities and resources for
such periods and such tasks as are determined by ‘ohe Director, NSA,

. (2) opms No. 4. Tasks the National Security Agency Pro-
duction Organization with specific SIGINT responsibilities, analytic,
reporting and support functions, aad/or other matters as appropriate.

(3) OPINS No. 1¢, 2¢, 3¢ and 4@. Levy SIGINT collection,
processing, production and machine processing requirements upon the Army, "

B Navy end Air Force SCAs and the NSA Production Organization, respectively.

4. The Service Cryptologlc Agency Headquarters, or Iﬁtemediate :

'SCA Hesdquarters as de;;gnated by their ¢pe.rent service, will prepare and

publieh OPINS %n the 1 2¢¢d end 3¢PP series, tasking individual SCA .
units with specific SIGINT collection, processing and production functions
and whetever additional instructions as are necessary or desirable to the
successful accomplishment of assigned missions. In certain situations -
vhere Joint activities are to be conducted under provisions of OFDOC

18 or by other special arrangements, and vhere NSA resources, per se,

4 . -

nmom:ﬂron - S s¥ L Maren 1966 .

D
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are not involved, an OPINS wi.ll 'be prepared Joinf.ly by the SCAs involved = L < (b)(3)-P.L. 86-36

_and published under a double OPINS number (e.g., OPINS 1799/3799). These
documents normally will be subject to pre-publication rev:lew and. approval
- by the Nationel Secu.r:l.ty Agency. )

" @. OPINS in the 4p¢f and 5¢fF series will be prepa.red end isaued

‘by B8, as required, to task NSA Production Organization elements, RSA .~ - -

b ' I Appropriete SCA coordina- . -
: : ¥lon wII1 be accompliched whenever SCA resources or major diviaions of :
responsibility: within the NSE are involved. g

: ' f. Technical Instructions (n:cms) To 1nsure necessary uni-‘
formity within the NSE, TECHINS normally will be prepared- -and published by .
the National Security Agency with the active’ participet:lon of the SCAs. '
SCA Headquarters (and SCA Field Heedquarters or fleld inits vhen authorized
by parent SCA Hgqs) and Joint Proceasing Centers may prepare basic TECHINS
and supplements or Intra-Service variations to NSA TFI:H]I{S, according to

" the follow.lng procedures:

: (1) In normal (non-eme'gency) situations, when necessary

- instructions sre non-existent, or when previously published instructions
are inedequate, drafts of proposed TECHINS will be submitted through normal
chennels to the National Security Agency for review and, 1! eppropriate,

. ’ publication.

: . (2) In emergency situaticns, 'I‘ECH]I(S may be prepared end

i published witbout prior coordinstion with the National Security Agency. ;

4_ Such instructions will be limited to unique situations wherein eppropriate

' " imstructions from NSA and/or SCA Headquarters are lacking, and the time

. factor is such that normal pre-publication coordination would seriously _
bamper or delay fulfillment of a local operating requirement. " Implemen- = = -
tation of such inetructions will be on a provisional besis and TECHINS )
thus published will be given post-publication review by NSA, in con,junc-
tion with the SCAs ag in normal situations. - The originator will ‘be noti-
fied of the results of the review and recommended disposition (e.g., con-
version to NSA TECHINS with wider applicability; distribution eas e Service
_TECEINS subject to any necessa.ry amendmenta, releiuioxr, etc.). o

~ (3) Supplements cr Intra-Service va.rietions may be required
to amplify instructions contained in a basic TECHINS in order to meet some -
specific Service purpose, ares nead, or. local field requirements, aver -
end above what is required by the basic Tmms. . . :

) {a) ScCA Headguarters and Joint Processing Centers may
repa.re and publish supplements or Intra-Service variations to NSA TECHINS,
as required, without pre-puhlication coordinstion with the National
~ Becurity Ageney. .
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- Hesdquarters TECAINS. At a minirmm, pre-publication coordination shculd

: (v) B8CA Pield Hesdquarters or field units, ‘Vhen authordzed
by BCA Headquarters, may prepare and publish supplements to NSA end SCA

be conducted, if time permits, with the NSA Field Activity or sub-~office.

e

1 Hurch 1956 D

(Field unit pre-publication coordination with intermediete Fileld Headquarters

vill be as directed by the SCA Hesdquarters.) Supplements thus published
w:u.l be 31ven post-qulication revievs by NSA end SCA Headq;uartera. -

{¢} Supplements will not reiterate or duplicnte, alter

or change the baslc text of the puhlication they. m:lanent. .

* (a) * Supplements or varisticns are binding ca subordinate
mts of the Issuing organizetlicon but 1n no way obviate the requirementa

expressed in a higher authority supplement a.nd/or basic THJHJ]IS.

(e) When a basie TECHINS is reviaed, su:pplements to ths ,
:previous version will be reviewed by the issuing organization for con=
formity end epplicability to the ney version. Such supplements will be
up-dated and Teissued or cancelled. '

‘2. To achieve uniformity 1n the system, pre-pnblication coordination

of MUS50 documents, vhenever required or appropriate, vill be nccmplishedi . co

between and amons eleme'ntu of the NSE as follows _
a. All NSA drafted MISSO documents and, cha.nges thereto nomally '

prior to publication. Formal referral normally will be accomplished by -
providing coples (in the mumber desired) of draft MUSSO documents to' SCA

. will be referred formaelly to the Service Cryp‘tologie Agencies for co:ments-r_‘

Representatives at Fort Meade for their respective Heedquarters and/or SCA™

headquarters. Deadline dates for the receipt of cosments (normally 345
calendar days from date of receipt by the 8CA) will be established, when
lipproprinte. Non-receipt of comments by dates indicated will be construed

ations, NSA draft TECHINS may be issued dimctly o SCA field units es
interim ingtructions pending complet:l.cm of formal coordination.  Such.

-iusuance will be effected in coordinntion ‘with SCA Represen‘ca‘cives a.t

Ft. Meada.®

Aetivitieal

w111 be provided vith a co-py of the initiel draft .

of an NSA-originated MUSSO document and subsequent drafts, where appropri—
".ete, for review and comment, Deadlines for receipt of comments be -
to those’ ‘for internal NSA comments. NSA Field Activities
ts mey be forwvarded electrically, if practicable, iIn order
o rTeceived for consideration during internal NSA coordingstion, or at

.88 "no comments" and publication will normally follow. In emergency situ-

o

“(b)(3)-P.L. 86-36
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leut prior to fomal presentation of the draft MUSSO document to the SCAa.
8CA Representatives at Fort Meade may be provided copies of initial drafts

,for informl review, es eppropriate.

. Bequests for extensio-ns of deediines established by NSA for -

' receiyt of SCA Headquarters comments will be honored; where posaible; how- |

ever, requests for extensions to permit receipt of comments from subordinate '
field units will not normally be approved. CGmenta trcm such organizations

- can be coungidered ror amendmernts or changes.

a. To permit pmpt review-of ail Service-originated MUSSO docu- o

' ments, & minitmm of 3¢ copies of draft OPINS and 20 coples of dreft TECHINS
. are required by NSA for pre-publication revisw., Normal deadlines of not
.. less.thar 3P days from date of receipt by NSA may be established by the SCA

. Repreaentatives for receipt of NSA commeats. _

3. Meesage changes or other operationel or technical instructions

promulgated by electricel or mail message will be coordinated with SCA Repre- .-

sentatlves at Fort Meade and will be confirmed in hard-copy MUSSO format
vithin 3¢ days of transmittal, except wkere the changes are. periodically:
(quarterly or more often) recspitulated Changes or instructions not con- )
firmed in bard copy form, except aa ubove, \'i‘chin 9‘5 days willl be congidered:
no lonser valid. . ‘

b, Pre-publication coordinstion and post-publi"ation reviev of all '

) WBSO documents at all levels should have the foliowing obdectives.

8. To insure applicability or adaptabi_ity, ag app*opriate, to
the world-wide Natfioral SICINT Effort.

. - b. To eliminate dupli\.ution a::.d/or imonsistency with other
WSSO publications. N .

¢. To i{nsure ccmple.enens, nccuncy, velidity and appropriate-
ness of instructions. -

"5, Comments or suggestiona regarding draft MUSSO publications or
regarding suggested emendments to existing MU3SO documents will include a _

- rationale:

s. To insure that facts mlu‘“ive to the coment or suggestion

_ lre reAdily upparent.

RATIONALE: TFacts concernins a Mestioh'that‘are eagily
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understood cen be collated rapidly to other factors (sometimes unknown

: or not considered by the suggestor) which may or _may not support its ‘adop-.
-tion or partial adoption. _ _ :

.

b. To insure that the purpose or o‘odective mtended by the

ooment or suggestion is not misunderstood.

' RATTIONALE: The precise point(s) that motivated a coment
or suggeation should be made so as not to be overlooked dur:l.ng the
dec:lsion to accept or reJeot e suggestion.

é. Comnents of en editorial nature or coments vhich are oelf-
explanatory need not include a rationale.

(b)(3)-P.L. 86-36
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1. Nomally en OPDOC or TECHDOC will apply to only one subject. A .
‘separate TECHINS will be prepared for each individuel subject. Each OFDOC,
-TECHDOC, or TECHINS will heve as many sections as necessery, end each - .

- section will dbe given a brief descriptive title. A PURPOSE section should
alveys be innluded. _ ) — .

O {(b)(3)-P.L. 86-36
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’ 2, or:ms also will have as :nany aectiona &s neceasazy and appropriate

to the document except that OPINS KO, 1¢, 2¢, 3f and U will adhere to the
romnt preacribed aeparately in TECHINS NO. . )

3 An OFINS in the 1¢¢¢, 2¢98, or 3751515 series will be- ared for
. each individusl SIGINT unit having & SIGINT .unit designator (TECRINS NO.. = .
tﬁzs refers) and listed in OPINS NO. 1$/26/3f, mnd mmbered according to -
procedures cutlined in foregoing sectlons. | An OPINS in the 4fff or -
5¢¢f series may be prépared for NSA Production elements end for Joint or
- Speclel Units, respectively, as appropriate or desired. OFINS. are not.
required for sub-elements or detachments of major units providing the -
SIGINT activities of such elementy or detachments are adequately covered
by the OPINS of the parent unit.” In addition, OPINS for SIGINT units
(e.g., ERU's, STRAC Support, etc.) Aot under the operational control of
DIRNSA should be’ prepamd only at t.he discreticn of the parent SCA :

- 4, Implementation of an QPINS st action unitu (the tasked element
as stated in the OPINS) will be effective unon ‘veceipt., OPINS will be .
implemented geparately only when Lt 1s specifically stated in thc OPINS »
that mplmentation will be eﬂ’ected at a later date. -

5. Under no cicumstances will a TEcnm contain an implementation
: . statement. A TECHINS is effective upon 1saue, but implementation of .
C. TECEINS et action units is accomplished separately ‘as deemed appropriate’
by NSA at the time of igsuance in consulat:lon \rLth tha SCA Representatives
at Fort Meade. Under normal procedures. ‘

a. ASA snd FSG field unite will automticalhr implanent a ‘
TECEINS upon receipt, es applicable to thelr missicn, unless otherwise ‘
notified by higher headquarterm B‘omally, upplicnble TECHINS are reflcc- :
ted in the unit OPINB.

b. AFS3 implements 'IECHHS by mesaage %o mtemediete field
headquarters, informetion to DIRNSA. Intermedietz field headgquarters -
vill implement TECHINS by message o subordine.te ‘units and reflect such
implementatior in ita quarterly TECHIVS Wmmou RECOFD (Ulsu :
Report) or Annex A to the unit OPINS. ' . _

6. On occasion, to assure linmlts.neous implementetion of a TECHINS
at all affected stations, a specific implumenimtion date will be desired.
In such cases, sppropriate correspondeice to the SCA Heedquarters, inror-
mation to the affected stations, as appropriate, will request implemen-
tation on the desired date. This corrsspondence wlll be released prior
to distribution of the document and/or receipt of the document in the
neld to permit the normal impln.-mentation procedures above. .

.m—em&s—eﬂr
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. ’ 7. Prepsration of MUsSo documsnts will be in sccordanee ‘with Annex ..

A end, within NSA, the MUSSO Typing Instructions. A suggested Unit OPINS
format and instructions for completing it are attached as appendix to _

" Annex A. Because of fundamental differences in service orgenization struc--
“ture, service operational traditions, and general modus operendi, flexi-
- b11ity has been provided for by making many elements of the formet optional.
While its use 1s not mandatory, the :t’omat ﬂ.lustra.tes the preferred order
of sections and para.graphs. : _ . -

SECTION V"'I ~ MANUALS

1. SICINT material considered for .msnuul-t\rpe presentation must
qualify as technicel support materisl under the provision of TECHIRS

KO. TPJ1, or be selected as suita
within the National SIGINT Effort

2. Msterisl vhich is cons:ldered suita'ble for. issuance as combined -
instructions may, after appropriate coordination, be produced as & manual . -
" and promulgated by ell sgencies concerned in-the publication series used -l ¢
by each ageacy. For U. S. units; manuals so produced will be pramulgated (b)(3)-P.L. 86-36
as @ MISSO document. (e.g., the TEXTA Manual, TECHINS NO. 2f2g). Ad- w7 (b))
i : ditionally, materisi, vhich would normally be issued as combined :Lnstmc-_. T
' tions but is precluded from such treatment| . I

|- W' o
L'beproducedasamsnualforthemandpr tedasawmdoctment
(e.g., the SIGINT Publication Manual TEHINS uﬁm .

‘ 3. For convenience of reference, assoclated OP]IIS, OPDOCS; TECHINS = -
'.IECHD)CS, and technical suppor: material mey be compiled by recipients .
thereof into a single binder to form a comprehensive "Manuel" on a given

subject, Cross raferencing from one MUSSO publication to another 1n .
usociated subject areas will facilitate such compﬂation. T e

Lo - " SECTION VIIT - DISTRIBUTION .

. 1., Distribution of MUSSO documsnts, or portions thereor or changes
thareto, will be made directly to elements of the SIGINT producing com=
mmity end will be as broad as is consistent with need-to-know, security,
and usefulness of the document to the recipient. ' .

: 2. A pumber of MUSSO documents have been ‘edited or senitized to ' .
permit less restrictive handl:l.ng of t.he docment than requ:lred by the con-
tents of the ‘basic document. - :

.

8. A sanitized version pazmel_s e basic MUSSO document on the
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i same subject, normally carries the same number and publication date as the
basic document but is identified by a letter suffix in parentheses. The . -
following letter suffixes will be used to identify sanitized MUSSO documents:

(b)(1)
(b)(3)-P.L. 86-36

3. Non-SIGINT producing orgenizations will not routinely receive
MUSSO documents or portions thereof or changes thereto. To rermit distribn-
tion outside the cryptologic comunity in those circumstances where it is
necessary to provide pertinent "need-to-know" information to consumers end
certain non-cryptologic activities and organizations, the follow:tng excep-
@ tions to this Agency policy apply: = - ]

e. Technicel information may be provided to non-cry:ptologic
organizations, where a valid need-to-know is established and Jjustified, in
the form of en INFOCON (Information for Consuxers).  An INFOCOK is the ap-
proved vehicle to provide the information contained in a MUSSO 'document
required. by a consumer in order to understand the am product he meives
by virtue of the basic MUSSO docment.

(1) INFOCONs must be prepered in e manner. vhich will avoild: .
() being instructional in nature; and (v) any rererence to SIGINT techniques
or."in-house" analytic procedures.- e

(2) Numbering of INFOCONs will conform ‘ingofar as possible -
to the numbering-of the related MUSSO document (e.g., INFOCON NO. 4A@ and.
INFOCON NO. 43§l equate to TECHDOC NO. 4fff and TECHINS NO, 4361, respec- -
tively). Titles of INFOCONs may be revised where necessary to exclude -
non-essentials relating to technicel preparations and therefore may not ’
always equete to the title of the MUSSO document. )

(3) INFOCONs will be prepared in tbe_ same formet prescri‘bed
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for MUSS0 docu:nents excspt that INFOCONs will not be issued under a MUSSO . ‘>
ooversheet (see Amex a).

(h) All INFOCONs will be prepared and published at NSA for-

- release by the Director, National 8ecurity Agency, in order to maintain .

centralized: accounta‘bility.

b. A copy or neproduction of a TBGHINS, per se, may be provided E
to nom-cryptologic or non-SIGINT producing organizations where such instruce.
tions are an integral part of an Operations Order, an Operatione. Flen, or '
& SIGINT Support Plan, which is accorded ‘security protection at 1east com-
mensurate with the classification of the TECHINS.' . . :

&, A1 requests received from non-cryptolosic or non-SIGINT producing
organizations for MUSSO documeats, other than those qualifying under pro-
visions of paragraph.3.b. above, and those covered by existing INFOOONs :
appropriate to the intended purpose, must be submitted to the Director, .
Rational Security Agency, for decision on an individuel basis. 'All avail-
able information end appropriate comments attendant to such req_uests :

_lhduld be provided to DIRNSA.

5. - Standard dist*ibution of NSA originated MUSSO documents, senitized

MUSS0 documents, end INFOCONs, will be as i.ndicated in Annex B and Appendices

thersto.

6. Reproduction of NSA originated MUSSO documents by NeA field
Activities, SCA Field Headquarters or subordinate units is authorized to-

-meet local requirements, except vhere speciﬁcal.ly prohibited in the docu-

" ment. This authorizatior does not extend fo reproduction of documents
- for issue to non-cryptologic organizations except as provided in pare-

graph 3.b., sbove.

“T. Supplements, Intra-Service variations, or. original OFINS or _
TECHINS iasued by SCA Headquarters or field elements will be distributed .
in accordance with the parent SCA Headquarters directives. Distribution .
vill alweys include: cne (1) copy each for area NSA Field Activities and
sub-offices and forty-five (45) copiles for NSA. e

8. " Requests for additional or replacement coples of MISS0 documents.
or requests for changes to standard diatribution will be addressed to the”
originator of the document(s). Requests frcm SCA units will be rorwarded
through their appropriate SCA Headquarters.

9. Chang-s or amendments or rescission notices to all MUSSO docu-
ments will receive the game distribution vie the same channels as the
basic document. -
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"SECTION IX - OTHER REMARKS.

Suggestions for additions end emendments to the Manual of U.S,
SIOINT Operations will be velcome from any member of the SIGINT community. p

" Field elements of the Service .Cryptologic Agencies originating such sug-

gestiong will forward them through prescribed charinels vin SCA Headquartefs :
to the Diractor, Retional Security Agency, ATTN: POh.

. - " MABSBALL S. CARTER

Lieutenant General, U. 3. Aoy
. Director
OFFICIAL; |
. (b)(3)}-P.L86-36
swra t.ea._
2 Incls:

.1l. ANNEX A - PREPARATIONAHDMAINTENANCEOFMLBSODOCU!ENTS
2, AN'NEX B = NSA DISTRIBUTION OF MUSSO DOCUMENTS




DOCID: 3958111 o SECREF-

- L ST . A

\. .. . PREPARATTON AND MATNTENANCE OF MUSSO DCCUMENTS -

1. General Instructions

" a. MUSSO documents will be typed on letter size paper (8" 'x 10}"),
prepunched to permit insertion in standard three-ring, loose-leaf binders. . -
Typing within paragraphs will be single spaced. ‘(Draft versions should be i
double-spaced to facilitate reviews,) Both sides of the paper will be used
in head-to-head printing, unless operational reegons Juatiry single-side
printing orly. Other single-side printing exceptions will be. pointed up. .
in applicsble paragraphs to follow.” (The term "MUSSO documents" as used
berein refers to ell documents except OPINS NO.- 1¢, 24, 3¢ and u¢) P

. b. Cover Shcets. Fron't and back cover sheets on MUSSO documents
not only serve to identify the MUSSO series publications btut help to pre~ -
.serve and protect them. Numbered NSA—originated MUSSO documents will be

- 3ssued under two-color (blue and black on white) covers.” They will be used

only on a basic numbered document.. They will not be used on the’ “unhumbered
MUSSC documents, changes to documents, Memorandum to Holders, or oversize
(8" x 13") attachments, nor will they be used on INFOCONs. Changes to
basic documents, oversize attachments, and Memorandum to Holders will be
issued with a special MUSSO first page format similar 40 that used on this
INTRODUCTION. Other issuing authorities may use cover. sheets if prac-

: ticable and desired. If not used, houever, continued use of the’ special

O MUSSO first page fornat is. encournged. - B

2. Arrg_ngement. S .__"_,1»‘_-_

. 8, MUSSO documents will ‘be prepared in a standard format for the
lake of uniformity. The issuing heedguarters, effective period, the short
title (1.e., OPDOC, OPINS, TECHDOC or TECHINS as appliceble) and mnumber, -
plus the date, full title end table of contents by aection will be indi- .

~ cated on the firet page of the document. " :

(1) The classification 01’ the title, as detémined by the '

originator is entered one space after the lest word of the title in brief
form, in parentheses, as follows: (U) - Unclassified; (C) - Confidential;
C-Ccog Confidential, Handle Via Ccmint Channels Only; (S) - Secret; = -
8-CCo Secret, Handle Via Comint Channels Only; (SC) - Becret, Codeword, '
TS) - Top Becret; (TS-CCO) - Top Secret, xamne v1a Comint Chennels Only;
TSC) - 'l‘op Secret, Codeword.

) : (2) RC3 mmber, where appli\.a'ble, ia enterAd :anlosed in’
parentheses 1mmed1ate1y under the title. : . B .

ANNEX ATO
INTRODUCTION
Dtd 1 Mar 66 -
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(3) A supersession statement, it applicable, will be entered .
.imediately following the table of canteats. .

: b. Yages rollowing the title page will carry the short title -
and date as the first line of printing below the top. margin.‘. Two spaces
vill separate the various slements of each document:(i.e., between the
title and the Table of Contents, between the Table of Contents and the :
supersession statement (if eppliceble) or Section I, between each Section =~ .
title end the first paragraph of the section, and between paragraphs.) o

¢. Sections. Sections will be numbered conaecutively with o
capital ROMAN numersls throughout the publication._ Section_jtitles winl v
be in capital lettere, centered and underlined. - - Do

d. g_nmr_uplx_i_x_x_g; Parsgraphs,’ when more than one, will be
numbered consecutively within each section with Arebic numbers. Paragruphs
will be indented five spaces and nubparasraphs,vill be further _indented four
spaces. Single paragraphs will not be numbered. Paragraphs and subparas
graphs throughout all MUSSO documents and attachm.ents vill appea.r as in B
_ this Annex and Appendices. :

. . nginatio . All pages within each MUSSO document will be .
pumberéd at the bottom center of the page. in Arabic numerals, begimning .
with page two. The first page will not be numbered. Each page of an
a.ttaclment will be numberad indepenﬂenthr, elso starting with page tvo

p f. Authentication. MUSSO documents will be authenticated in
‘ccordance with the procedures of the issuing organization.

8. Inclosure Notations. The inclosure notation (ir applicable)
vill eppeer on the signature page of the besic document, tvo spaces fol- .
lowing the last line of the authentication block. . .

(1) When there is only one inclosure, type the notation as
follows: o o . : N S

"Inels ' U
ANNEX - INSTALLATION PLANS" =

(2) Hhen there 1s more than one inclosure, mmber each and
type the notation as follows: :

"3 Inelr o
1. ANNEX A.- PROCEDURES
2. ANNEX B - REPORTING
3. ANNEX C - FORMS"

ARNEX A T0
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h. Attachments. Attachments to MUSSO documents will be annexes,
lettered consecutively 1f there are more than one. A single ennex normally
will not be lettered. Each snnex will be identified as ANNEX at the top
of the first page, with a letter, 1f appropriate, and will bear a title.

It will elso be identified as an annex to the dasic document at the lower
left corner of even-numbered pages and lower right corner of. odd-numbered

_ pages except where a TOP SECRET control block is éntered. Inithe latter

case, the annex identification will be placed in the opposite corners. Ap-

' pendices will be used for attachments to Annexes, Tabs as attachments to

Appendices, Inclosures as attachments to Tebs.

(1) Format for an Attachment. - 'rhe attachment letter or
number, as appropriate, should appear at the top, center of the first’ pase
The title of the attachment, underlined, shculd be centered on the page ..
below the attachment letter or number,: yith a Table of Contents, 1f used,
centered below the title line. Instructions for: the -remainder of the =
first pege, second and succeeding pages of en attachment are the seme as
for a bhaaic MUSSO doc\nnent. .

(2) Attachment Notation., Identiry esch attachment' vith the
proper notation in the lower right cormer of cdd-numbered pages and lower
left corner of even numbered pages. __Emmples. .

ANNEXA.N ANNEX A TO . APPENDIX 3 TO TAB A TO

TECHINS 4gfl  TECHINS 1955 AMNEX ATO  _  APPENDIX 1 TO

DID 1 JAN 68  DID 1 JAN 68 ~ TECHINS ugeg ~ ANNEXBTO

, © (C1-JuN T1) DID 1 JAN 57 2¢99
s . mlsmﬂf

i. Distribution. Each MUSSO document will show a distribution

- notation. The word "DISTRIBUTION" will follow two spaces below the last

attaechment 1isted, at the left mergin, followed by a distribution list or
symbol indented two spaces. If no attachments are listed, the distribution
will follow the authentication block. ' If space is limited, the list may
be included as the next page of the document, in which case the words,

_ "List Attached," will be included in the available space., . If the docu-

ment carries a special distribution and is attached to the document, type -

- the words, "Special-Attached,” If the document carries a speclal distri- -

butlon but is not attached to the document, type only the word "Special."

-The distribution represented by symbols appearing on NSA-issued MUSSO L

documents is listed in Annex B.
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‘ g Excﬂticns. Exceptions to the foregoing procedures P spe- .
e:’.ﬁcally with respect to control and pagination of Aunexes, may be made
- vhere split routing 1s required or where the Annexes-are distributed at
veriance from the basic document. In’'such cases, atfected portions will

'bear unique control numbers and pagination.

o 3 Clagsification and Control. . S ‘|'_

in'.' MUSSO doc\ments vill be classiﬁed according to content.

(1) Por purposes of classification marking, all MUSSO docu-
.ments, except Menuals, will be comsidered unbound documents.. For TOP =
., SECRET Control. purposes & document that is bound by staples or fasteners o
.7/ 18 consldered an:unbound publication. The appropriate classification will .-
.be plainly end conspicuously marked or printed in the top and bottom - . .
" margins on all pages. Front and back cover pages, title pages (when used) -
and the first pege will bear the over-all classification of the document.. =
Other pages may be marked according to the classiﬁcation of- ‘their own -
omtent. A ecver will be marked on its outer surface.’ When both sides

of a page are used, both sides will bear the sppropriate classification.

(2) When a basic document contains no codeword material
but one or more of the annexee contain codeword, the basic will bear the
" classification of the highest classified infommation contained in the
attachments thereto. The attachments will be classified according to
.content. The basic will be marked "APFENTED Docum'r(s) comm(s)
. CODEWOHD MA!EERI!‘L," on the first page only.

' (3) A codeword is not & classiﬁcation, but signifies a
category and requires special handling. Documents that bear a codeword
are automaticelly placed in COMINT chennels. Documents contéining infor-

mation relsted to COMINT or COMDW activities, elthough not codeword infor.

mation, will be marked with the caveat "HANDLE VIA COMINT CHANNELS ONLY."

This cavest will be placed conspicuously on the cover (if used) end- at “at the

bottom of each page, normally at the left margin. Placement of this

notation on the page 1s not critical. If necessary, it maycbe .stamped or
- typed at different places at the bottom of the ‘page to allow room for no=-
C tations that teke precedence. . . _

: (b) Whben a basic document containing SECKET Codeword infor-
mation is classified TOP SECRET because it or attachments to it contain®
TOP SECRET information, it will be classified TOP SECRET CODEWORD. '

(5) Classified MUSSO documents which do not carry a code-
word, codeword warning, downgrading statement s or the HVCCO caveat, must
carry en appropriate. "Automatic Downgrading or Declassirication" statanent

ANEX ATO e
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¢ = . s preacribed in DOD Directive 52¢d l¢ This atatement need only appear on
<2 ) the cover. o

(6) Classification and categorization of MUSSO documents will
"be in accordance with appropriaste TECE[NS. .

be Fev MUSSO documents will be TOP szcm COntroued. ‘Top. Secret
documents bearing a codeword or the BEVCCO notation are exempt from TS Con-
trol. Documents that are classified TOP SECRET with no COMINT indicator.
are controlled. Wnen required, the TS Control blocks will appear at the
lower right cormer of the MUSSO Cover and each odd-numbered page (face -
pege). Each sheet of an unbound Top Secret document is controlled and

not necessarily each page. Annexes will beer the seme ‘control number A ) oo

as the basic document and be considered a part of the document: The . . "
pege numbering in the TOP SECRET control. block will be consecutive from
cover to cover, disregarding any internal pege numbering.

(1) Non-Reproduction Statement. This statement 1s required
on the cover of all TOP SECRET documents. It is not required on the
cover of documents which contain codeword material or are marked with .
the HVCCO notation or contain a downgrading or régrading notation except .
wvhere sensitivity warrants. This statament, ag’ npproprinte, is placed at
the left margin as shown below:

L "Reproduction of this document
| (’ © . - .. 1in whole or in part is pro- .
» L " hibited except with the per- .
' ’ . mission of the issuing office
_or higher authority.”

"Reproduction of paragraph(s) ___

~ of this document .1s prohibited

_ except with the permission of the = =
iasuing ofﬁce or higher au- - o
thority. .

¢. Reports Control. MUSSO documenis requiring submission of
reports will normally bvear a Reports Control Symbol (RCS). The RCS
_mmber should appear under the title of the document on the first tex-
tural page. If it is determined that a Reports Control Symbol is not
required, an exemption clause will be included stating that the report
In question 1s exempt from assigrment ‘of ‘a Reports Coctrol Symbol.

ANEX ATO
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k. - Preparation of INFOCONs. As pointed cut in Section VIII, para-

graph 3, of this INTRODUCTION, MUSSO documents will not. be released,.per .
se, to non-cryptologic organizations. The replacement .documents, comtain- =~ .
ing only that information which has been determined to be required by none

eryptologic organizations, titled "INFOCONs," are mutually exclusive of

" the MUSSO system. INFOCONs will be prepared in exactly the same- manner

as prescribed for MUSSO documents but will not be 1ssued under a MUSSO

'. . 5o Meintenance of Documents. o '. TR A

‘a. 'Ihere are two methods used to change MUS&J publicationr
(1) Perd Copy Changes. A pr:l.nted page or peges containi.ng

amendments to a basic punlication, p_u‘blished 1n the same size and rormat _'

as the publica:tim. "

C(@) Message Changes. Uaed only in extreme situations vhere .
priority reproduction and distribution of a printed change will not insure -

receipt of the information by activities conéerned in sufficient time to

~ thet the instructions will be confirmed by & hard copy change: to follow.

The hard copy change should be submitted for publication end distribution
within 30 days of the date of the message and should contain a.statement
1ist1.ng the messege change or changes it confirms or supersedes. {e.g., .
“This hard copy change confirms electrical. change 1, DTG ° " "hiE
bard copy change supersedes electrical changes 1, 2, and 3, DIG_____").

.Exoeptions ere permitted only vhen the document is under constant cha change
‘and 1s periodically revised (e.g., TECHINS 1643 - Forwarding Directive)

. with Ro. 1. Message changes mey be mmbered for eccounting end reference
purposes but will not be intermingled and numbered consecutively with hard

b. Hard copy changes will be numbered coneecutively beginning

copy changes due to their temporary nature. The .number of changes to any
one publication should be kept to a minimm. Upon revision of a MUSSO
document, change mmbers will revert to "l" . Changes to HUSSO_doments
lr.lll be of the following types, _— : '

(1) Pen-snd-Ink Changea. Used to make minor changes of Dot
more than a few words, phrases, sentences, or short paragraphs which can

. be easily inserbed by hand. ILengthy paragraph changes should teke ad-

ventage of the sciasoring techn.ique mentioned in pa.ragrapb S.c., follow-

: (2) _P_agg_h_ax_:&_. Used to replace existing peges with new _
cnes. Normally, a page change is used 1n lieu of pen-and-ink changes vhen
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use of the latter would involve extensive write-in. Pages which replace -
complete pages in a document will carry the samé date and page number as . . =
the superseded page and are further identified 'by the change notation typed
at the bottcm of each xevised page.

(3) Additional Paragraphs. Chenées ard edditions may require _.'
the insertion of new paragraphs in the text. Insertion of a new pare- '

graph(s), if not at the end of a section, can be accomplished’ in two ways. . )

In sections composed of only a few peregrephs, all paragraphs. following
the inserted new paragreph can be renumbered eccordingly. Or, in the
second method, by using the decimal eysten tn number the ingerted pare-
graph(s). (Examples: "Insert following new paragraph 2 and renumber ex-.
isting perdgrephs 2, 3, and 4, as peregrephs 3, 4, &nd 5, respective‘ly.
'Insert new paregraph 2.1, betwcen numbered pavagmphs 2 end 3."

(k) Additional Pagea. When changed material requires ad-_
daitional pagee, use the number of the original page plus alphabetical

" suffixes, such as page 2a, 2b, 2¢, etcetera. -

(5) - Removal of Parsgraphs and Egggs_. VWhen ne’ces'eary, para-’
