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1.0 INTRODUCTION 

1.1 Scope 

This report documents the test procedures followed and the results obtained during Environmental and 

Electrical Testing performed on the Democracy Suite Voting System for Dominion Voting Systems 

Corporation.  Upon receipt by Wyle Laboratories, the system was inspected and subjected to a Physical 

Configuration Audit (PCA).  The receiving inspection revealed the systems to be in good condition. All 

testing was performed at Wyle Laboratories’ Huntsville, Alabama, Test Facility. 

1.2 Objective 

The objective of this test program was to ensure that the Democracy Suite device complied with the 

applicable hardware requirements of the Election Assistance Commission (EAC) 2005 Voluntary Voting 

System Guidelines (VVSG) as described in this report. 

 

The scope and detail of the test program was tailored to the design and complexity of the hardware 

submitted for testing.  Only results for the required non-operating environmental tests and electrical tests 

are included in this report. 

 

The tests were designed to evaluate system compliance with the requirements of the VVSG.  The 

examination included hard tests verifying system performance and function under normal and abnormal 

conditions. 

1.3 References 

 Dominion Voting Systems Corporation’s Purchase Order No. DVS0965. 

 EAC 2005 Voluntary Voting System Guidelines, Volume I, Version 1.0, "Voting System 

Performance Guidelines", and Volume II, Version 1.0, "National Certification Testing Guidelines" 

 United States Election Assistance Commission, "Testing and Certification Program Manual 2006, 

Ver. 1, January 1, 2007" 

 MIL-STD-810D "Military Standard Environmental Test Methods and Engineering Guidelines" 

 ISO-9001:2008, "Quality Management Systems – Requirements," Edition 4 

 ANSI/NCSL Z540-1, "Calibration Laboratories and Measuring and Test Equipment, General 

Requirements" 

 ISO 10012-1, "Quality Assurance Requirements for Measuring Equipment" 

 Wyle Laboratories’ Quality Assurance Program Manual, Revision 4 

 ISO/IEC 17025:2005, "General Requirements for the Competence of Testing and Calibration 

Laboratories" 

 Wyle Laboratories Certification Test Plan No. T57381.01-01, Rev. B, dated October 21, 2011, 

Certification Test Plan EAC Application Number DVS1001 

 UL Standard for Safety for Information Technology Equipment, UL 60950-1, Second 

Edition dated March 27, 2007 
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1.4 Test Specimen Description 

The test specimen is a Democracy Suite 4.0 Voting System, hereinafter referred to as the DVS.  The DVS 

is a paper based optical scan voting system.  The components of the DVS that were subjected to the 

hardware tests included the following: ImageCast Evolution (ICE) precinct-level optical scanner and 

tabulator with audio voting and ballot marking capabilities, Imagecast Precinct (ICP) precinct-level 

optical scanner and tabulator with audio voting capabilities, ImageCast Central (ICC), and Ballot Boxes.  

The components will be hereinafter referred to as the ICE, ICP, and ICC.  The serial numbers tested are 

listed in Table 1-1.  Photographs of the Democracy Suite 4.0 System components taken during the PCA 

are included in Attachment B. 

Table 1-1 Democracy Suite 4.0 Test Component Identification 

EQUIPMENT DESCRIPTION UNIT/BALLOT BOX S/N 

ICE 
Precinct Count Optical Scanner PSOS 

400A 

ICE2P1005, ICE2P1006, ICE2P1007, 

ICE2P1008 

ICP 
Precinct Count Optical Scanner PSOS 

320A 

WLDAFBH0001, WLDAFBH0002, 

WLDBFH0004, WLDAFBH0005, 

WLDAFBH0018, WLDAFBH0019, 

WLDAFBH0023 

ICE Ballot Box Externally Secure Ballot Box 
BOX-57381-01, BOX-57381-02,  

BOX-57381-03, BOX-57381-04 

ICP Ballot Box Externally Secure Ballot Box 
BOX-57381-011, BOX-57831-012,  

BOX-57381-013, BOX-57381-014 

ICC High Speed Scanner, Canon DR-X10C ED300874. ED300880 

1.5 Test Program Summary 

The Democracy Suite 4.0 System components were subjected to Non-Operating and Operating 

Environmental Testing, Electrical Testing, and Product Safety Evaluation in accordance with the 

hardware requirements set forth in the EAC 2005 VVSG. When operation was required during test 

performance, the Democracy Suite 4.0 System components were configured as they would be for use in 

an election precinct. 

 

The ICP had been previously tested and that test program consisted of an earlier version of the EMS and 

the ICP.  Wyle researched this test campaign (See Attachment H) as well as a previous Wyle test program 

and performed a comparison between the ICP version tested in the provided reports and the ICP version 

submitted as part of the Democracy Suite 4.0 test campaign and concluded that some hardware tests could 

be accepted.  Any test not accepted would be included as part of the Democracy Suite 4.0 test campaign.  

Table 1.3 outlines the tests accepted from the previous test campaign (See Attachment H) or the previous 

Wyle test campaign for the ICP-A as well as those tests performed in this campaign. 

 

The ICC (ImageCast Central Count) consists of a COTS scanner that is used with a COTS workstation 

PC for ballot image and election rules processing and transfer of results to the EMS Datacenter. 

 

The test components listed in Table 1-1 were subjected to hardware tests as summarized in Table 1-2.  

Tests that were accepted for the ICP from previous campaigns are noted in Table 1-2. The previous report 

for which acceptance was made is appended in Attachment H.  

Table 1-2 Test Program Requirements 

VVSG Vol. II Section Test Description 
Applicability Results 

ICE ICP ICC ICE ICP ICC 

4.6.2 Bench Handling Test X 1 NA P P NA 

4.6.3 Vibration Test X 1 NA P P NA 
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1.5 Test Program Summary (continued) 

Table 1-2 Test Program Requirements (continued) 

VVSG Vol. II Section Test Description 
Applicable to Results 

ICE ICP ICC ICE ICP ICC 

4.6.4 Low Temperature Test X 1 NA P P NA 

4.6.5 High Temperature Test X 1 NA P P NA 

4.6.6 Humidity Test X 1 NA P P NA 

4.7.1 

4.7.1.1 

4.7.3 

Temperature/Power Variation 

Test* 

Data Accuracy* 

Reliability Test* 

X 
1 

X P P P 

4.7.2 Maintainability Test X 
1 

X P P P 

4.7.4 Availability Test X 
1 

NA P P NA 

4.8.1 Electrical Power Disturbance Test X 
2 

NA P P NA 

4.8.2 Electromagnetic Radiation Test X 
2 

NA P P NA 

4.8.3 Electrostatic Disruption Test X 
2 

NA P P NA 

4.8.4 
Electromagnetic Susceptibility 

Test 
X 

2 
NA P P NA 

4.8.5 Electrical Fast Transient Test X 
2 

NA P P NA 

4.8.6 Lightning Surge Test X 
2 

NA P P NA 

4.8.7 Conducted RF Immunity Test X 
2 

NA P P NA 

4.8.8 Magnetic Fields Immunity Test X 
2 

NA P P NA 

4.3.8 (VVSG Vol. I) Product Safety Review X X NA P P NA 

3.2.2.2 (VVSG Vol. I) Audio Testing X X NA P P NA 

4.1.2.4 (VVSG Vol. I) Electrical Supply X 
2 

X P P P 

1 Successful test results are documented in Wyle Test Report No. T57381.01-02. 

2 Successful test results are documented in EMC Integrity, Inc. Test Report No. TRA80606 Rev. A (See Attachment H). 

Legend: 

P – Pass, NA – Not Applicable 

* Performed concurrently. 

** Test results accepted from previous test programs. 

2.0 TEST PROCEDURES AND RESULTS 

2.1 Non-Operating Environmental Tests 

The ICE was subjected to various Non-Operating Environmental Tests.  Prior to and immediately 

following each test environment, the ICE was powered and subjected to operability functional checks to 

verify continued proper operation. 

 

The ICE was not powered during the performance of any of the non-operating tests. 

2.1.1 Low Temperature Test 

The ICE was subjected to a Low Temperature Test in accordance with Section 4.6.2 of Volume II of the 

VVSG.  The purpose of this test is to simulate stresses associated with the storage of voting machines and 

ballot counters.  This test is equivalent to the procedure of MIL-STD-810D, Method 502.2, Procedure I-

Storage, with a minimum temperature of -4°F. 

 

Prior to test initiation, the ICE was subjected to a baseline operability checkout to verify system readiness.  

The ICE was placed in an environmental test chamber and the chamber temperature was lowered to -4°F  
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2.1.1 Low Temperature Test (continued) 

and allowed to stabilize.  Upon temperature stabilization, the temperature was maintained for an 

additional four hours.  The temperature was then returned to standard laboratory ambient conditions at a 

rate not exceeding 10°F per minute. 

 

The ICE was removed from the chamber and inspected for any obvious signs of degradation and/or 

damage.  None were observed.  The ICE was successfully subjected to a post-test operability checkout. 

 

The ICE successfully completed the requirements of the Low Temperature Test.  A photograph of the test 

setup is presented in Attachment B.  The Low Temperature Test Chamber Circular Chart is presented in 

Attachment C.  The Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.1.2 High Temperature Test 

The ICE was subjected to a High Temperature Test in accordance with Section 4.6.5 of Volume II of the 

VVSG.  The purpose of this test is to simulate stresses associated with the storage of voting machines and 

ballot counters.  This test is equivalent to the procedure of MIL-STD-810D, Method 501.2, Procedure I-

Storage, with a maximum temperature of 140°F. 

Prior to test initiation, the ICE was subjected to a baseline operability checkout to verify system readiness.  

The ICE was then placed in an environmental test chamber where the temperature was raised to 140°F 

and allowed to stabilize.  Upon temperature stabilization, the temperature was maintained for an 

additional four hours.  The temperature was then returned to standard laboratory ambient conditions at a 

rate not exceeding 10°F per minute. 

 

The ICE was removed from the chamber and inspected for any obvious signs of degradation and/or 

damage.  None were observed.  The ICE was successfully subjected to a post-test operability checkout. 

 

The ICE successfully completed the requirements of the High Temperature Test.  A photograph of the test 

setup is presented in Attachment B.  The High Temperature Test Chamber Circular Chart is presented in 

Attachment C.  The Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.1.3 Vibration Test 

The ICE was subjected to a Vibration Test in accordance with Section 4.6.3 of Volume II of the VVSG.  

The purpose of this test is to simulate stresses faced during transport of voting machines and ballot 

counters between storage locations and polling places.  This test is equivalent to the procedure of MIL-

STD-810D, Method 514.3, Category 1- Basic Transportation, Common Carrier. 

 

Prior to test initiation, the ICE was subjected to a baseline operability checkout to verify system readiness.  

Upon completion, the ICE was secured to an electrodynamics shaker.  One control accelerometer was 

affixed to the shaker table.  The ICE was subjected to the Basic Transportation, Common Carrier profile 

as depicted in MIL-STD-810D, Method 514.3, Category I, with a frequency range from 10 Hz to 500 Hz 

and an overall rms level of 1.04, 0.74, and 0.20 G for a duration of 30 minutes in each orthogonal axis.  

Upon test completion, the ICE was inspected for any obvious signs of degradation and/or damage.  None 

were observed.  The ICE was successfully subjected to a post-test operability checkout. 

 

The ICE successfully completed the requirements of the Vibration Test.  A photograph of the test setup is 

presented in Attachment B.  The Vibration Test Data Sheets/Plots are included in Attachment C.  The 

Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.1.4 Bench Handling Test 

The ICE was subjected to a Bench Handling Test in accordance with Section 4.6.2 of Volume II of the 

VVSG.  The purpose of this test is to simulate stresses faced during maintenance and repair of voting  
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2.1.4 Bench Handling Test (continued) 

 

machines and ballot counters.  This test is equivalent to the procedure of MIL-STD-810D, Method 516.3, 

Procedure VI. 

 

Prior to performance of the test, the ICE was subjected to a baseline operability checkout.  Following the 

checkout, each edge of the base of the machine was raised to a height of four inches above the surface and 

allowed to drop freely.  This was performed six times per edge, for a total of 24 drops.  Upon test 

completion, the ICE and ICP were inspected for any obvious signs of degradation and/or damage.  None 

were observed.  The ICE was subjected to a post-test operability checkout and continued operability was 

verified. 

 

The ICE successfully completed the requirements of the Bench Handling Test.  Photographs of the test 

setup are presented in Attachment B.  The Bench Handling Test Data Sheet is included in Attachment C.  

The Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.1.5 Humidity Test 

The ICE was subjected to a Humidity Test in accordance with Section 4.6.6 of Volume II of the VVSG.  

The purpose of the test is to simulate stresses encountered during storage of voting machines and ballot 

counters.  This test is similar to the procedure of MIL-STD-810D, Method 507.2, Procedure I-Natural 

Hot-Humid. 

 

The ICE was subjected to a baseline operability checkout to verify system readiness.  Upon completion, 

the ICE was placed in an environmental test chamber and was subjected to a 10-day humidity cycle in 

accordance with the 24-hour cycle values found in MIL-STD-810D, Method 507.2, Procedure-Natural 

Hot Humid, as shown in Table 2-1.  

Table 2-1 Humidity Test Cycle Values 

Time 

Hot-Humid (Cycle 1) 

Time 

Hot-Humid (Cycle 1) 

Temperature RH Temperature RH 

ºF ºC % ºF ºC % 

0000 88 31 88 1200 104 40 62 

0100 88 31 88 1300 105 41 59 

0200 88 31 88 1400 105 41 59 

0300 88 31 88 1500 105 41 59 

0400 88 31 88 1600 105 41 59 

0500 88 31 88 1700 102 39 65 

0600 90 32 85 1800 99 37 69 

0700 93 34 80 1900 97 36 73 

0800 96 36 76 2000 94 34 76 

0900 98 37 73 2100 97 33 85 

1000 100 38 69 2200 90 32 85 

1100 102 39 65 2300 89 32 88 

 

Upon test completion, the ICE was inspected for any obvious signs of degradation and/or damage.  None 

were observed.  The ICE was successfully subjected to a post-test operability checkout. 

 

The ICE successfully completed the requirements of the Humidity Test.  A photograph of the test setup is 

presented in Attachment B.  The Chamber Circular Charts are included in Attachment C.  The 

Instrumentation Equipment Sheet for the test is contained in Attachment G. 
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2.2 Electrical Tests 

The ICE and ICP were subjected to various electrical tests to ensure continued system operation and 

reliability in the presence of abnormal electrical events.  The ICE and ICP were powered and actively 

counting ballots via an automated test script during all electrical tests, allowing for continual ballot 

processing.  Prior to and immediately following each electrical test, an operational status check was 

performed. 

2.2.1 Electrical Power Disturbance Test 

Electrical Power Disturbance testing was performed in accordance with Section 4.8 of Volume II of the 

VVSG.  This testing was performed to ensure that the ICE and ICP will be able to withstand electrical 

power line disturbances (dips/surges) without disruption of normal operation or loss of data. 

 

The ICE and ICP were configured to run in an automated ballot count test mode, where continual ballot 

processing would occur during the testing, and subjected to the voltage dips and surges over periods 

ranging from 20 ms to four hours. 

 

The ICE and ICP successfully completed the requirements of the Electrical Power Disturbance Test.  

Photographs of the test setup are presented in Attachment B.  The test data sheets are included in 

Attachment D.  The Instrumentation Equipment Sheets for the test are contained in Attachment G. 

2.2.2 Electromagnetic Radiation Test (FCC Part 15 Emissions) 

ImageCast Evolution (ICE) 

Electromagnetic Radiation emissions measurements were performed in accordance with Section 4.8 of 

Volume II of the VVSG.  This testing was performed to ensure that emissions emanating from the unit do 

not exceed the limits of 47 CFR Part 15, Subpart B, Class B Limits.  The ICE was configured to run in an 

automated ballot count test mode, where continual ballot processing would occur during the testing.  The 

ICE was subjected to the test requirements detailed in Table 2-2. 

Table 2-2 Conducted and Radiated Emissions Requirements (ICE) 

Conducted Emissions Radiated Emissions 

Frequency Range 

(MHz) 

Limits  

(dBµV) Frequency Range 

(MHz) 

3 Meter Test Limit  

(dBµV) 
Quasi-peak Average 

0.15 to 0.50 66 to 56 56 to 46 30 to 88 40.0 

0.50 to 5.0 56 46 88 to 216 43.5 

5.0 to 30.0 60 50 216 to 960 46.0 

   960 to 1000 54.0 

 

Testing was performed at the Wyle Laboratories’ Open Air Test Site 2 (OATS-2) located on the 

Intergraph Complex in Huntsville, AL.  The OATS-2 is fully described in reports provided to the Federal 

Communication Commission (FCC) (FCC Reference 98597).  The site was tested and complies with the 

requirements of ANSI C63.4-2003.   

 

To perform the Conducted Emissions portion of the test, the ICE was set up as depicted in Figure 2-1. 
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2.2.2 Electromagnetic Radiation Test (FCC Part 15 Emissions) (continued) 

 

EUT

Horizontal Reference
Ground Plane

Bonded to Horizontal
Ground Plane

Test Receiver
and Computer

80 cm

LISN

 

Figure 2-1 Conducted Emissions Test Setup 

The ICE was then subjected to the following test procedure: 

 

1. The ICE was placed on a non-metallic table 0.8 meters above the turntable and reference ground 

plane at the Open-Area Test Site. 

2. The ICE AC/DC Power Adapter was connected to the power mains through a Line Impedance 

Stabilization Network (L.I.S.N.).  Other support units were connected to the power mains through 

another L.I.S.N.  The L.I.S.Ns provided 50 ohm/50 µH of coupling impedance for the measuring 

instrument. 

3. The ICE was placed in an active state and monitored for functionality throughout testing. 

4. Both Line and Neutral of the power mains connected to the ICE was checked for maximum 

conducted interference. 

5. The frequency range from 150 kHz to 30 MHz was evaluated and recorded.  Emissions levels 

below – 20 dB were not recorded. 

 

To perform the Radiated Emissions portion of the test, the ICE was set up as depicted in Figure 2-2. 
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2.2.2 Electromagnetic Radiation Test (FCC Part 15 Emissions) (continued) 

Ground Plane

0.8 m

Test Receiver and
Support Computer

3 m

1 - 4 m
Variable

Antenna TowerEUT and 
Support 
Equipment

Turntable

 
 

Figure 2-2 Radiated Emissions Test Setup 

The ICE was then subjected to the following test procedure: 

 

1. The ICE was each placed on a non-metallic turn-table 0.8 meters above the reference ground plane 

at the Open-Area Test Site. 

2. The ICE was placed 3 meters away from the interference-receiving antenna, which was mounted 

on a variable-height antenna tower.  The interference-receiving antenna used was a broadband 

antenna. 

3. For each suspected emissions point, the ICE was arranged in a worst case configuration.  The table 

was rotated from 0 to 360 degrees and the antenna height was varied from one (1) to four (4) 

meters to identify the maximum radiation. 

4. All emissions points identified within 20 dB of the specified limit were tested individually using 

the quasi-peak method as specified and then reported in the tabular data. 

 

The ICE was found to comply with the required emissions limits.  Photographs of the test setup are 

presented in Attachment B.  The test data sheets are included in Attachment D.  The Instrumentation 

Equipment Sheet for the test is contained in Attachment G 
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2.2.2 Electromagnetic Radiation Test (FCC Part 15 Emissions) (continued) 

ImageCast Precinct (ICP) 

Electromagnetic Radiation emissions measurements were performed in accordance with Section 4.8 of 

Volume II of the VVSG.  This testing was performed to ensure that emissions emanating from the unit do 

not exceed the limits of 47 CFR Part 15, Subpart B, Class B Limits.  The ICP was configured to run in an 

automated ballot count test mode, where continual ballot processing would occur during the testing.  The 

ICP was subjected to the test requirements detailed in Table 2-2. 

Table 2-2 Conducted and Radiated Emissions Requirements (ICP) 

Conducted Emissions Radiated Emissions 

Frequency Range 

(MHz) 

Limits  

(dBµV) Frequency Range 

(MHz) 

3 Meter Test Limit 

(dBµV) 
Quasi-peak Average 

0.15 to 0.50 66 to 56 56 to 46 30 to 88 40.0 

0.50 to 5.0 56 46 88 to 216 43.5 

5.0 to 30.0 60 50 216 to 960 46.0 

   960 to 1000 54.0 

 

Testing was performed at the Wyle Laboratories’ Open Air Test Site 2 (OATS-2) located on the 

Intergraph Complex in Huntsville, AL.  The OATS-2 is fully described in reports provided to the Federal 

Communication Commission (FCC) (FCC Reference 98597).  The site was tested and complies with the 

requirements of ANSI C63.4-2003.   

 

To perform the Conducted Emissions portion of the test, the ICP was set up as depicted in Figure 2-2. 

 

EUT

Horizontal Reference
Ground Plane

Bonded to Horizontal
Ground Plane

Test Receiver
and Computer

80 cm

LISN

 

Figure 2-3 Conducted Emissions Test Setup 

The ICP was then subjected to the following test procedure: 

 

1. The ICP was placed on a non-metallic table 0.8 meters above the turntable and reference ground 

plane at the Open-Area Test Site. 

2. The ICP AC/DC Power Adapter was connected to the power mains through a Line Impedance 

Stabilization Network (L.I.S.N.).  Other support units were connected to the power mains through 

another L.I.S.N.  The L.I.S.Ns provided 50 ohm/50 µH of coupling impedance for the measuring 

instrument. 
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2.2.2 Electromagnetic Radiation Test (FCC Part 15 Emissions) (continued) 

3. The ICP was placed in an active state and monitored for functionality throughout testing. 

4. Both Line and Neutral of the power mains connected to the ICP was checked for maximum 

conducted interference. 

5. The frequency range from 150 kHz to 30 MHz was evaluated and recorded.  Emissions levels 

below – 20 dB were not recorded. 

 

To perform the Radiated Emissions portion of the test, the ICP was each set up as depicted in Figure 2-4. 

Ground Plane

0.8 m

Test Receiver and
Support Computer

3 m

1 - 4 m
Variable

Antenna TowerEUT and 
Support 
Equipment

Turntable

 
 

Figure 2-4 Radiated Emissions Test Setup 

The ICP was then subjected to the following test procedure: 

 

1. The ICP was placed on a non-metallic turn-table 0.8 meters above the reference ground plane at 

the Open-Area Test Site. 

2. The ICP was placed 3 meters away from the interference-receiving antenna, which was mounted 

on a variable-height antenna tower.  The interference-receiving antenna used was a broadband 

antenna. 

3. For each suspected emissions point, the ICP was arranged in a worst case configuration.  The table 

was rotated from 0 to 360 degrees and the antenna height was varied from one (1) to four (4) 

meters to identify the maximum radiation. 

4. All emissions points identified within 20 dB of the specified limit were tested individually using 

the quasi-peak method as specified and then reported in the tabular data. 

 

The ICP was found to comply with the required emissions limits.  Photographs of the test setup are 

presented in Attachment B.  The test data sheets are included in Attachment D.  The Instrumentation 

Equipment Sheet for the test is contained in Attachment G. 
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2.2.3 Electrostatic Disruption Test 

Electrostatic Disruption testing was performed in accordance with Section 4.8 of Volume II of the VVSG 

to ensure that should an electrostatic discharge event occur during equipment setup and/or ballot 

counting, that the ICE and ICP would continue to operate normally.  A momentary interruption is allowed 

so long as normal operation is resumed without human intervention or loss of data. 

 

The ICE was configured to run in an automated ballot count test mode, where continual ballot processing 

would occur during the testing without operator intervention.  The ICE and the EMI measuring equipment 

were then setup per the following conditions: 

 

1. Power lines and power line returns were configured as required by the system configuration. 

2. The EUT was raised approximately 10 cm from the ground using isolated stand-offs. 

3. Signal/control test cables were positioned approximately 5 cm (2 in.) above the ground. 

 

The ICE was then subjected to the electrostatic discharge transients listed in Table 2-3.  Discharges were 

performed at areas typical of those which might be touched during normal operation, including the touch 

screen, user buttons, and other likely points of contact. 

 

During the test, an anomaly was identified resulting in the ICE touchscreen becoming unresponsive.  

Dominion addressed this issue from a hardware and software prospective.  For further details, see Notice 

of Anomaly No. 5, located in Attachment A of this report.  

Table 2-3 Electrostatic Discharge Transients 

 Requirements 

Characteristic Capacitance Resistance Value 

Pulse Wave Shape (RC Network) 150 pf 330 Ω pf / Ω 

Test Levels Discharge Types 
Value 

Air Gap Direct Contact 

±15 ±8 KV 

Rise Time ≤1 nanosecond 

Pulse Decay Time ≈30 at 50% height nanosecond 

Pulse Repetition ≥1 per second 

Total Injected Pulse at each Test 

Point 

10 per polarity (±) 

Temperature ≥15 to ≤35 °C 

Relative Humidity ≥30 to ≤60 % 

 

There was no loss of normal operation or loss of data as a result of the applied discharges. 

 

The ICE successfully completed the requirements of the Electrostatic Disruption Test.  Photographs of the 

test setup are presented in Attachment B.  The test data sheet is included in Attachment D.  The 

Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.2.4 Electromagnetic Susceptibility Test 

Electromagnetic Susceptibility testing was performed in accordance with Section 4.8 of Volume II of the 

VVSG.  This testing was performed to ensure that the ICE and ICP would be able to withstand a 

moderate level of ambient electromagnetic fields without disruption of normal operation or loss of data. 

 

The ICE and ICP were configured to run in an automated ballot count test mode, where continual ballot 

processing would occur during the testing without operator intervention.  The ICE and ICP were then 
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subjected to ambient electromagnetic fields at 10 V/m over a range of 80 MHz to 1000 MHz, as shown in 

Figure 2-3.  Testing was conducted utilizing both horizontally and vertically polarized waves. 
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2.2.4 Electromagnetic Susceptibility Test (continued) 

The limits were measured with a maximum scan rate of 1% of the fundamental frequency and the dwell 

duration was three seconds. 
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Figure 2-3 Radiated Susceptibility Limit 

There was no loss of normal operation or loss of data as a result of the applied electromagnetic fields. 

 

The ICE and ICP successfully completed the requirements of the Electromagnetic Susceptibility Test.  

Photographs of the test setup are presented in Attachment B.  The test data sheet is included in 

Attachment D.  The Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.2.5 Electrical Fast Transient Test 

Electrical Fast Transient (EFT) testing was performed in accordance with Section 4.8 of Volume II of the 

VVSG to ensure that, should an electrical fast transient event occur on a power line, the ICE would 

continue to operate without disruption of normal operation or loss of data. 

 

The ICE and ICP were configured to run in an automated ballot count test mode, where continual ballot 

processing would occur during the testing without operator intervention.  The ICE and ICP were then 

subjected to electrostatic fast transients of 2 kV applied to its AC power lines.  The pulse characteristics 

are listed in Table 2-4. 
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2.2.5 Electrical Fast Transient Test (continued) 

Table 2-4 EFT Pulse Characteristics 

Pulse Description Requirements Units 

Pulse Amplitude +/-2.0 kV peak to peak 

Pulse Rise Time 5 ±30% nanoseconds 

Pulse Width 50 ±30% nanoseconds 

Pulse Repetition Rate 100 kHz 

Pulse Shape Double exponential -- 

Burst Duration 15 milliseconds 

Burst Period 300 milliseconds 

Test Duration 60 seconds 

 

There was no loss of normal operation or loss of data as a result of the applied transients. 

 

The ICE successfully completed the requirements of the Electrical Fast Transient Test.  Photographs of 

the test setup are presented in Attachment B.  The test data sheet is included in Attachment D.  The 

Instrumentation Equipment Sheets for the test are contained in Attachment G. 

2.2.6 Lightning Surge Test 

Lightning Surge testing was performed in accordance with Section 4.8 of Volume II of the VVSG to 

ensure that, should a surge event occur on a power line due to a lightning strike, the ICE will continue to 

operate without disruption of normal operation or loss of data. 

 

The ICE was configured to run in an automated ballot count test mode, where continual ballot processing 

would occur during the testing.  The ICE power input lines were then subjected to lightning surge testing 

at a level of 2 kV applied to its AC power line per the surge characteristics listed in Table 2-5. 

Table 2-5 Surge Characteristics 

Test 

I.D. 

Cable 

Type 

Number of 

Interfacing 

Cables 

Description 

Injection Signals 

Summary 

Characteristics  

Surg

e 

Line (L) to 

Neutral (N) 
1 

120 

VAC  

Power 

Lines 

Injection at Power Input 

Sinewave: 0
◦
, 90

◦
, and 270

◦
  

 

  Combination Wave Test 

Levels: ±2.0 kV   

and  

Ring Wave Test Level = 

±2.0 kV 

Line (L) to 

(G) 
1 

Neutral (N) to 

Ground (G) 
1 

Line (L) & 

Neutral (N) to 

Ground (G) 

1 

 

As the +2 kV lightning pulse was applied, the automated ballot test count mode stopped and the UPS 

switched to battery backup (reference Notice of Anomaly No. 1, presented in Attachment A, for further 

details). 

 



Page No. 15 of 20 

Wyle Report No. T57381-01 Appendix A.2 

 

 

WYLE LABORATORIES, INC. 
Huntsville Facility 

2.2.6 Lightning Surge Test (continued) 

It was determined that the UPS was defective.  The surge rating on the replacement UPS was identical to 

the original UPS.  Using the replacement UPS, the test was repeated with no further anomalies. 

 

The ICE successfully completed the requirements of the Lightning Surge Test.  A photograph of the test 

setup is presented in Attachment B.  The test data sheet is included in Attachment D.  The Instrumentation 

Equipment Sheet for the test is contained in Attachment G. 

2.2.7 Conducted RF Immunity Test 

Conducted RF Immunity testing was performed in accordance with Section 4.8 of Volume II of the 

VVSG.  This testing was performed to ensure that the ICE will be able to withstand conducted RF energy 

onto its power lines without disruption of normal operation or loss of data. 

 

The ICE was configured to run in an automated ballot count test mode, where continual ballot processing 

would occur during the testing without operator intervention.  The ICE was then subjected to conducted 

RF energy of 10 Vrms applied to their power lines over a frequency range of 150 kHz to 80 MHz. 

 

There was no loss of normal operation or loss of data as a result of the applied conducted RF energy. A 

photograph of the test setup is presented in Attachment B.  The test data sheet is included in Attachment 

D.  The Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.2.8 Magnetic Fields Immunity Test 

Magnetic Fields Immunity testing was performed in accordance with Section 4.8 of Volume II of the 

VVSG.  This testing was performed to ensure that the ICE will be able to withstand AC magnetic fields 

without disruption of normal operation of loss of data. 

 

The ICE was configured to run in an automated ballot count test mode, where continual ballot processing 

would occur during the testing.  The ICE was then subjected to AC magnetic fields of 30 A/M at a 60 Hz 

power line frequency. 

 

There was no loss of normal operation or loss of data as a result of the applied magnetic field. 

 

The ICE successfully completed the requirements of the Magnetic Fields Immunity Test.  A photograph 

of the test setup is presented in Attachment B.  The test data sheet is included in Attachment D.  The 

Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.2.9 Electrical Supply Test 

Electrical Supply Testing was performed in accordance with Section 4.1.2.4 of Volume I of the VVSG.  

This test was performed to ensure that the ICE, ICP, and ICC will continue to provide the capability for 

any voter who is voting at the time of a failure of the main power supply external to the voting system to 

complete the casting of a ballot.  Additionally, it is required that the voting system perform a successful 

shutdown of without loss or degradation of the voting and audit data, and allow voters to resume voting 

once the voting system has reverted to back-up power. 

 

To perform the test, the ICE and the ICC were configured as for normal operation.  The ICE and the ICC 

were then operated as designed for fifteen minutes prior to the removal of the AC input power.  Once AC 

power was interrupted, the ICE and ICC were continuously operated for a minimum period of two hours 

until backup power was exhausted.  Following the exhaustion of backup power the AC power was 

restored and the system was operated for an additional fifteen minutes.  For testing of the ICE a total of 

100 ballots were cast during the 2 hour period of backup power.  For testing of the ICC, it was verified 

that a successful shutdown was performed following loss of power. 
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2.2.9 Electrical Supply Test (continued) 

The ICE and ICC successfully completed the requirements of the Electrical Supply Test.  Photographs of 

the test setup are presented in Attachment B.  The test data sheets are included in Attachment D.  The 

Instrumentation Equipment Sheet for the test is contained in Attachment G. 

2.3 Operating Environmental Tests 

2.3.1 Temperature/Power Variation Test/Data Accuracy/Reliability Test 

The ICE and ICC were subjected to a Temperature and Power Variation Test in accordance with Section 

4.7.1 of Volume II of the VVSG.  Data Accuracy and Reliability Testing (per Sections 4.7.1.1 and 4.7.3, 

respectively, of Volume II of the VVSG) were performed in conjunction with the Temperature/Power 

Variation Test.  The purpose of these tests is to evaluate ICE and ICC operation under various 

environmental conditions.  The total cumulative duration of the test is at least 163 hours, with 48 hours in 

the environmental test chamber.  For the remaining hours, the equipment may be operated at room 

temperature.  This test is similar to the low temperature and high temperature tests of MIL-STD-810-D, 

Method 502.2 and Method 501.2. 

 

To perform the test, the ICE and ICC units were placed inside an environmental walk-in test chamber and 

connected to a variable voltage power source.  Two ICE units were configured to scan 100 ballots per 

hour, while one ICE unit was configured to generate audio ballots only.  Additionally, two ICC units were 

configured to scan 300 ballots per hour.  The temperature inside the chamber and the voltage supplied to 

the hardware varied from 50°F to 95°F and from 105 VAC to 129 VAC (as depicted in Figures 2-3 

through 2-6).  During test performance, the operational functions were continuously exercised by the 

scanning of ballots and the generation of ballots via audio voting. 

 

Figure 2-3 Temperature/Power Variation Profile Hours 0-12 
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2.3.1 Temperature/Power Variation Test/Data Accuracy/Reliability Test (continued) 

 

Figure 2-4 Temperature/Power Variation Profile Hours 12-24 

 

Figure 2-5 Temperature/Power Variation Profile Hours 24-36 
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2.3.1 Temperature/Power Variation Test/Data Accuracy/Reliability Test (continued) 

 

Figure 2-6 Temperature/Power Variation Profile Hours 36-48 

The ICC system passed this test during the first run; however, the ICE underwent two test runs prior to a 

successful test run on the third attempt.  Descriptions of each test run are provided in Notice of Anomaly 

No. 7, located in Attachment A of this report.  At the conclusion of each successful run, operational status 

checks were performed resulting in both the ICE and ICC successfully completing the requirements of the 

Temperature/Power Variation, Data Accuracy, and Reliability Tests.   

 

The Environmental Test Data which consists of the Chamber Thermal Circular Charts are included in 

Attachment E.  Test setup photographs are included in Attachment B.  The Instrumentation Equipment 

Sheet for the test is presented in Attachment G. 

 

2.3.2 Maintainability Test 

Maintainability Testing was performed in accordance with Section 4.7.2 of Volume II of the VVSG.  This 

test was performed to evaluate the ease with which preventive and corrective maintenance actions can be 

performed based on the design characteristics of equipment and software and the processes the vendor 

and election officials have in place for preventing failures and for reacting to failures.  It includes the 

ability of equipment and software to self-diagnose problems and make non-technical election workers 

aware of a problem and addresses all scheduled and unscheduled events which are performed to 

determine operational status and make component adjustments or repairs. 

The ICE and ICC were evaluated with the appropriate vendor documentation, and maintainability was 

determined based on the presence of specific physical attributes that aid system maintenance activities, 

and the ease with which system maintenance tasks were able to be performed. 

 

Any difficulties in performing maintenance activities as described in the system maintenance procedures 

were noted.  A listing of all impediments or difficulties encountered were compiled as findings and 

delivered to Dominion Voting Systems, Inc. for resolution.   
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2.3.3 Audio Test (Acoustic Level and Hearing Aid Compatibility) 

Audio Testing was performed to verify that the amount of noise emitted by the voting machine under 

normal operating conditions does not interfere with the duties of the election inspectors or voting public 

and that the voting system achieves at least an ANSI C63.19 category T4 rating for a wireless T-coil 

coupling for assistive hearing devices. To meet these requirements, the machine shall provide an 

adjustable volume control from 20 to 100 dB SPL in 10 dB increments with the initial volume level set 

between 40 to 50 dB, and shall reproduce frequencies over the audible speech range of 315 Hz to 10 KHz. 

To perform the test, the ICE and ICP were placed inside a semi-anechoic test chamber and configured as 

would be for normal operation.  One side of the system’s headphones was placed at the specified 

positions and orientations from the T-coil probe.  Electromagnetic Coupling and interference from the 

headphones was measured and recorded.  Sound Pressure Level (SPL) was then measured with 

microphones placed 1.2 meters above the floor and 2 meters from the voting system with the voting 

system operating.  The initial available volume and the adjustable volume level from the headphones were 

also measured. 

 

Photographs of the test setup are presented in Attachment B.  The Test data sheet is included in 

Attachment E.  The Instrumentation Equipment Sheet for the test is presented in Attachment G. 

2.3.4 Availability Test 

The availability of a voting system is defined as the probability that the equipment (and supporting 

software) needed to perform designated voting functions will respond to operational commands and 

accomplish the function. System availability is measured as the ratio of the time during which the system 

is operational (up time) to the total time period of operation (up time plus down time). Inherent 

availability (Ai) is the fraction of time a system is functional, based upon Mean Time Between Failure 

(MTBF) and Mean Time To Repair (MTTR), that is: Ai = (MTBF)/(MTBF + MTTR) 

 

The adequacy of the ICE and ICC availability was assessed during the performance of the following 

voting functions: 

a. For all paper-based systems: 

i. Recording voter selections (such as by ballot marking) 

ii. Scanning the marks on paper ballots and converting them into digital data 

b.  For all DRE systems, recording and storing voter ballot selections 

c.  For precinct count systems (paper-based and DRE), consolidation of vote selection data from multiple 

precinct based systems to generate jurisdiction-wide vote counts, including storage and reporting of 

the consolidated vote data 

d.  For central-count systems (paper-based and DRE), consolidation of vote selection data from multiple 

counting devices to generate jurisdiction-wide vote counts, including storage and reporting of the 

consolidated vote data 

 

During the ICE hardware testing, there were three anomalies encountered (reference Notices of Anomaly 

No.’s 5, 6, and 7 in Attachment A).  Neither of these anomalies constituted a non-recoverable hardware 

failure, nor resulted in a loss of voting data. 

 

The ICC system did not experience any anomalies during the test campaign. 

 

The ICP system encountered three anomalies which are referenced in Wyle Test Report No. T57381.01-

02. 
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It was determined that all  three hardware components of the Democracy Suite system achieved at least 

99 percent availability during normal operation for the applicable functions of the system during the test 

campaign. 
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2.4 Product Safety Review 

The VVSG states that all voting systems shall meet the following requirements for safety: 

 

a. All voting systems and their components shall be designed to eliminate hazards to personnel or to 

the equipment itself. 

b. Defects in design and construction that can result in personal injury or equipment damage must be 

detected and corrected before voting systems and components are placed into service. 

c. Equipment design for personnel safety shall be equal to or better than the appropriate requirements 

of the Occupational Safety and Health Act, Code of Federal Regulations, Title 29, Part 1910. 

 

To satisfy these requirements, one ICE unit and one ICP unit were subjected to a Product Safety Review 

in accordance with the applicable requirements of "UL Standard for Safety for Information Technology 

Equipment, UL 60950-1, Second Edition. 

 

Non-performance evaluation of the accompanying documentation and unit construction were also 

performed.  No anomalies were discovered during these evaluations. 

 

The ICE and ICP were found to be in compliance with the applicable requirements of the Standard for 

Safety for Information Technology Equipment UL 60950-1, 2
nd

 Edition. The Product Safety Certificates of 

Compliance are presented in Attachment F. 

3.0 TEST RESULTS AND RECOMMENDATION 

It was demonstrated that the ICE and ICP, as tested, successfully met the hardware test requirements of 

the EAC 2005 VVSG. 

 

This evaluation report/recommendation is valid only for the items listed in Section 3.0 of this report.  Any 

changes, revisions, or corrections made to the product after this evaluation shall be reevaluated, and a 

revised report/recommendation will be issued.   

 

Any anomalies encountered during qualification testing were successfully resolved prior to test 

completion.  All Notice of Anomalies generated during testing are presented in Attachment A. 

3.0 TEST RESULTS AND RECOMMENDATION (CONTINUED) 

Due to the varying requirements of individual jurisdictions, it is recommended by the VVSG that local 

jurisdictions perform pre-election logic and accuracy tests on all systems prior to their use in an election 

within their jurisdiction. 

4.0 TEST EQUIPMENT AND INSTRUMENTATION  

All instrumentation, measuring, and test equipment used in the performance of this test program shall be 

calibrated in accordance with Wyle Laboratories' Quality Assurance Program which complies with the 

requirements of ANSI/NCSL Z540-1, ISO 10012-1, and ISO/IEC 17025.  Standards used in performing 

all calibrations are traceable to the National Institute of Standards and Technology (NIST) by report 

number and date.  When no national standards exist, the standards are traceable to international standards 

or the basis for calibration is otherwise documented. 
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5.0 QUALITY ASSURANCE PROGRAM 

 

All work performed on this program was in accordance with Wyle Laboratories' Quality Assurance 

Program and Wyle Laboratories’ Quality Program Manual, which conforms to the applicable portions of 

International Standard Organization (ISO) Guide 17025. 

 

The Wyle Laboratories, Huntsville Facility, Quality Management System is registered in compliance with 

the ISO-9001 International Quality Standard.  Registration has been completed by Quality Management 

Institute (QMI), a Division of Canadian Standards Association (CSA). 

 

Wyle Laboratories is accredited (Certificate No. 845.01) by the American Association for Laboratory 

Accreditation (A2LA). 
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ATTACHMENT A 

NOTICES OF ANOMALY 
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ATTACHMENT B 

PHOTOGRAPHS 
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Photograph No. 1 

ImageCast Evolution (ICE) scanner 
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Photograph No. 2 

ImageCast Precinct (ICP) scanner 
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Photograph No. 3 

ICE Ballot Box 
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Photograph No. 4 

ICP Ballot Box 
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Photograph No. 5 

ImageCast Central (ICC) scanner 
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Photograph No. 6 

ICE Audio Test 

 

 

 

 

Photograph No. 7 

ICE Bench Handling Test 
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Photograph No. 8 

ICE High Temperature Test 

 

 

 

 

Photograph No. 9 

ICE Low Temperature Test 
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Photograph No. 10 

ICE Humidity Test 

 

 

 

 

Photograph No. 11 

ICE Temperature and Power Variation Test 
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Photograph No. 12 

ICE Vibration Test 

 

 

 

 
 

Photograph No. 13 

ICE Conducted RF Immunity Test 
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Photograph No. 14 

ICE Electrical Fast Transient Test 

 

 

 

 
 

Photograph No. 15 

ICE Electrostatic Disruption Test 
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Photograph No. 16 

ICE Lightning Surge Test 

 

 

 

 

Photograph No. 17 

ICE Electromagnetic Radiation Test (FCC Part 15 Emission) 
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Photograph No. 18 

ICE Electrical Power Disturbance Test 

 

 

 

 

Photograph No. 19 

ICE Electrical Supply Test  
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Photograph No. 20 

ICE Electromagnetic Susceptibility Test  

 

 

 

 

Photograph No. 21 

ICE Magnetic Fields Immunity Test 
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Photograph No. 22 

ICP Audio Test 

 

 
 

Photograph No. 23 

ICP Bench Handling Test 
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Photograph No. 24 

ICP High Temperature Test 

 

 

Photograph No. 25 

ICP Low Temperature Test  
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Photograph No. 26 

ICP Humidity Test 

 

 

 

 

Photograph No. 27 

ICP Temperature and Power Variation Test 
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Photograph No. 28 

ICP Vibration Test 
 

 

Photograph No. 33 

ICP Electromagnetic Radiation Test (FCC Part 15 Emission)
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Photograph No. 36 

ICP Electromagnetic Susceptibility Test 

 

 

 

 

Photograph No. 38 

ICC Temperature and Power Variation Test 
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ATTACHMENT C 

NON-OPERATING ENVIRONMENTAL TEST DATA 
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LOW TEMPERATURE TEST DATA 
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HIGH TEMPERATURE TEST DATA 



Page No. C-5 of 25 

Wyle Report No. T57381-01 Appendix A.2 

 

 

WYLE LABORATORIES, INC. 
Huntsville Facility 

 



Page No. C-6 of 25 

Wyle Report No. T57381-01 Appendix A.2 

 

 

WYLE LABORATORIES, INC. 
Huntsville Facility 

VIBRATION TEST DATA 
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BENCH HANDLING TEST DATA 
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HUMIDITY TEST DATA 
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ELECTROSTATIC DISRUPTION TEST DATA 
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ELECTROMAGNETIC SUSCEPTIBILITY TEST DATA 
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ELECTRICAL FAST TRANSIENT TEST DATA 
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CONDUCTED RF IMMUNITY TEST DATA 
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ATTACHMENT E 

OPERATING ENVIRONMENTAL TEST DATA 
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ATTACHMENT F 

PRODUCT SAFETY CERTIFICATES OF COMPLIANCE 
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INSTRUMENTATION EQUIPMENT SHEETS 
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ATTACHMENT H 

EMC INTEGRITY TEST REPORT 
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