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1.0 INTRODUCTION

The purpose of this National Certification Test Plan (Test Plan) is to document the procedures that Wyle
Laboratories, Inc., will follow to perform certification testing of the Dominion Voting Systems, Democracy
Suite 4.0 System, to the requirements set forth for voting systems in the U.S. Election Assistance
Commission (EAC) 2005 Voluntary Voting System Guidelines (EAC 2005 VVSG). Prior to submitting the
System for certification testing, Dominion Voting Systems submitted an application to the EAC for
certification of the Democracy Suite 4.0 System to the requirements of the EAC 2005 VVSG.

At test conclusion, the results of all testing performed as part of this test program will be submitted to the
EAC in the form of a final report.

1.1 References

The documents listed below were used in the development of the Test Plan and are utilized to perform
certification testing.

Election Assistance Commission 2005 Voluntary Voting System Guidelines, Volume 1, Version 1.0,
“Voting System Performance Guidelines”, and Volume IlI, Version 1.0, ‘“National Certification
Testing Guidelines”, dated December 2005

Election Assistance Commission Testing and Certification Program Manual, Version 1.0, effective
date January 1, 2007

Election Assistance Commission Voting System Test laboratory Program Manual, Version 1.0,
effective date July 2008

National Voluntary Laboratory Accreditation Program NIST Handbook 150, 2006 Edition, “NVLAP
Procedures and General Requirements (NIST Handbook 150)”, dated February 2006

National Voluntary Laboratory Accreditation Program NIST Handbook 150-22, 2008 Edition,
“Voting System Testing (NIST Handbook 150-22)”, dated May 2008

United States 107" Congress Help America Vote Act (HAVA) of 2002 (Public Law 107-252), dated
October 2002

Wyle Laboratories’ Test Guidelines Documents: EMI-001A, “Wyle Laboratories’ Test Guidelines
for Performing Electromagnetic Interference (EMI) Testing”, and EMI-002A, “Test Procedure for
Testing and Documentation of Radiated and Conducted Emissions Performed on Commercial
Products”

Wyle Laboratories’ Quality Assurance Program Manual, Revision 4

ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test Equipment, General
Requirements”

ISO 10012-1, “Quality Assurance Requirements for Measuring Equipment”
EAC Requests for Interpretation (listed on www.eac.gov)

EAC Notices of Clarification (listed on www.eac.gov)

EAC Quality Monitoring Program residing on:
http://www.eac.gov/testing_and_certification/quality_monitoring_program.aspx

A listing of the Democracy Suite 4.0 System Technical Data Package (TDP) Documents submitted for this
certification test effort is listed in Section 3.4: Deliverable Materials.
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1.0 INTRODUCTION (CONTINUED)

1.2 Terms and Abbreviations

This subsection defines all terms and abbreviations applicable to the development of this Test Plan.

Table 1-1 Terms and Abbreviations

Term Abbreviation Definition
Americans with Disabilities Act of ADA is a \_Nlde-'ranglng civil rl_ghts_ Igw _that prohibits,
1990 (Amended 2008) ADA upder' certain - circumstances, discrimination based on
disability.
EMS Audio Studio AS EMS application used to record audio files.
Audio Tactile Interface ATI B/;I':g: interface designed to not require visual reading of a
Conformité Européenne (European
; CE
Conformity)
Configuration Management CM
Commercial Off the Shelf COTS Commercial, readily available hardware or software
Direct Record Electronic DRE
Commission created per the Help America Vote Act of
United States Election Assistance 2002, assigned the rt_esponsibility for setting votlng_ system
Commission EAC standards and providing for the voluntary testing and
certification of voting systems.
EMS Election Event Designer EED EMS application used for election definition functionality.
. The Election Management System equivalent for the
Election Management System EMS Democracy Suite System.
Equipment Under Test EUT
Exhaustive verification of every system function and
Functional Configuration Audit FCA combination of functions cited in the manufacturer’s
documentation.
Federa! C_ommunlcatlons ECC
Commission
Help America Vote Act HAVA Act created by United States Congress in 2002.
Government organization created to promote U.S.
. . innovation and industrial competitiveness by advancing
_II\_Isélr?nn;IOInstltute of Standards and NIST measurement science, standards, and technology in ways
9y that enhances economic security and improves our quality
of life.
ImageCast Central ICC High-speed central ballot scan tabulator.
. Precinct-level optical scanner, ballot marker, and tabulator
ImageCast Evolution ICE with audio vating.
. Precinct-level optical scanner and tabulator with audio
ImageCast Precinct ICP voting capabilities.

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION (CONTINUED)
1.2 Terms and Abbreviations (continued)
Table 1-1 Terms and Abbreviations (continued)
Term Abbreviation Definition
Review by accredited test laboratory to compare
voting  system components submitted for
certification testing to the manufacturer’s technical
Physical Configuration Audit PCA documentgtlon, ano! gonflrmatloq the documentation
meets national certification requirements. A trusted
build of the executable system is performed to
ensure the certified release is built from tested
components.
Quality Assurance QA
EMS Results, Tally and Reporting RTR EMS appl_lcatlon used to integrate election results
and reporting.
System Under Test SUT
Wyle-developed document that specifies test items,
input  specifications,  output  specifications,
Test Case Procedure Specifications TCPS enwfonmental . needs, special . procedural
requirements, inter-case dependencies, and all
validated test cases that will be executed during the
area under test.
Manufacturer documentation related to the voting
Technical Data Package TDP system required to be submitted as a precondition of
certification testing.
Underwriters Laboratories Inc. UL
Uninterruptible Power Supply UPS
Voluntary Voting System Guidelines | EAC 2005 VVSG Publlshet_j by the EAC, the third iteration of national
level voting system standards.
Wyle Operating Procedure WoP Wyle Test Method or Test Procedure.
13 Testing Responsibilities
All core and non-core software and hardware certification testing will be conducted under the guidance of
Wyle Laboratories, Inc., by personnel verified by Wyle to be qualified to perform the testing.
1.3.1 Project Schedule

This information is contained in a Wyle-generated Microsoft Project schedule. This schedule is presented in

Appendix B “Dominion Voting Systems Project Schedule”. The dates on the schedule are not firm dates but
planned estimates presented for informational purposes.

1.3.1.1 Owner Assignments

This information is contained in a Wyle generated Microsoft Project schedule. This schedule is presented in
Appendix B “Dominion Voting Systems Project Schedule”.
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1.0

1.3
131

1.3.1.2

13.13

1314

1.3.15

14

INTRODUCTION (CONTINUED)

Testing Responsibilities (continued)

Project Schedule (continued)
Test Case Development

Wyle will utilize the “Wyle Baseline Test Cases” for the Functional Configuration Audit (FCA), Usability
and System Integration Tests. These will be augmented with specially designed test cases tailored to the
Dominion Voting Systems Democracy Suite 4.0. Wyle has designed specific election definitions for the
Operational Status Check and the Logic & Accuracy Tests. The “Baseline” functional test cases, “Baseline”
usability test cases, and the election definitions are being submitted as part of this test plan package.

Throughout the test campaign, Wyle will develop and submit to the EAC Test Case Procedure Specifications
(TCPS) for major areas of testing. The TCPS documents, the test items, input specifications, output
specifications, environmental needs, special procedural requirements, inter-case dependencies, and all
validated test cases that will be executed for a given test.

Test Procedure Development and Validation

Wyle will utilize the Wyle Operating Procedures (WoPs) during the duration of this test program. These
procedures are validated and are being submitted as part of the test plan package.

Third-Party Testing

Dominion Voting Systems also submitted five hardware test reports for the ICP unit. Wyle reviewed the
reports and performed a comparison between the ICP version tested in the provided reports and the ICP
version currently submitted for testing and concluded that a portion of the hardware testing for the ICP will
be recommended for reuse to satisfy requirements for this testing campaign. Wyle determined that the ICP
shall be subjected to the following hardware tests per the EAC 2005 VVSG: Electromagnetic Radiation,
Electromagnetic Susceptibility, and all non-operational environmental testing. A listing of reports reviewed,
and Wyle’s evaluation of these reports is contained in Section 4.4.1 of this document.

Additionally, Wyle will be utilizing 3™ party testing to perform the product safety portion of the test
campaign. Third party testing will be witnessed by Wyle personnel at MET Labs.

EAC and Manufacturer Dependencies

This information is contained in a Wyle generated Microsoft Project schedule. This schedule is presented in
Appendix B “Dominion Voting Systems Project Schedule”.

Target of Evaluation Description

The following sections address the design methodology and product description of the Democracy Suite 4.0
System, as taken from the Dominion Voting Systems technical documentation.

WYLE LABORATORIES, INC.
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1.0

141

14.1

INTRODUCTION (CONTINUED)

Target of Evaluation Description (continued)

System Overview

The Dominion Voting Systems Democracy Suite 4.0 System is a paper-based optical scan voting system.
The Democracy Suite 4.0 System consists of four major components: the Election Management System
(EMS), ImageCast Evolution (ICE) precinct scanner and ballot marking device, ICP precinct scanner with
audio ballot, and ImageCast Central (ICC) central count scanner.

Election Management System

The Dominion Voting Systems Democracy Suite 4.0 EMS consists of seven components running as either a
front-end/client application or as a back-end/server application. Below is a list and brief description of each.

Democracy Suite 4.0 EMS Election Event Designer client application - integrates election definition
functionality and represents a main pre-voting phase end-user application.

Democracy Suite 4.0 EMS Results Tally and Reporting client application - integrates election results
acquisition, validation, tabulation, reporting and publishing capabilities and represents a main post-
voting phase end-user application.

Democracy Suite 4.0 EMS Audio Studio client application - represents an end-user helper
application used to record audio files for a given election project. As such, it is utilized during the
pre-voting phase of the election cycle.

Democracy Suite 4.0 EMS Data Center Manager client application - represents a system level
configuration application used in EMS back-end data center configuration.

Democracy Suite 4.0 EMS Application Server server application - represents a server side
application responsible for executing long running processes, such as rendering ballots, generating
audio files and election files, etc.

Democracy Suite 4.0 EMS Network Attached Storage (NAS) Server server application - represents a
server side file repository for election project file based artifacts, such as ballots, audio files, reports,
log files, election files, etc.

Democracy Suite 4.0 EMS Database Server server application - represents a server side RDBMS
repository of the election project database which holds all the election project data, including pre-
voting and post-voting data.

Precinct Ballot Tabulator: ImageCast Evolution (ICE)

The ICE Ballot Counter device is a precinct-level, optical scan, ballot counter (tabulator) designed to perform
six major functions:

Ballot scanning
Tabulation

Ballot review

Second chance voting
Accessible voting

Ballot marking

WYLE LABORATORIES, INC.
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1.0

14

14.1

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)

System Overview (continued)

The Dominion Democracy Suite ImageCast Evolution system employs a precinct-level optical scan ballot
counter (tabulator) in conjunction with an external ballot box. This tabulator is designed to mark and/or scan
paper ballots, interpret voting marks, communicate these interpretations back to the voter (either visually
through the integrated LCD display or audibly via integrated headphones), and upon the voter’s acceptance,
deposit the ballots into the ballot box. The unit also features an Audio Tactile Interface (ATI) which permits
voters who cannot negotiate a paper ballot to generate a synchronously human and machine-readable ballot
from elector-input vote selections. In this sense, the ImageCast Evolution acts as a ballot marking device.

Photograph 1: ImageCast Evolution (ICE)
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1.0

14

14.1

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)
System Overview (continued)

Precinct Ballot Tabulator: ImageCast Precinct (ICP)

The ImageCast Precinct (ICP) Ballot Counter is a precinct-based optical scan ballot tabulator that is used in
conjunction with ImageCast compatible ballot storage boxes. The system is designed to scan marked paper
ballots, interpret voter marks on the paper ballot and store and tabulate each vote from each paper ballot. The
ICP contains a small touch-screen LCD to allow the poll worker to access diagnostic and configuration
settings.

In addition, enhanced accessibility voting may be accomplished via optional accessories connected to the
ImageCast unit. The ICP utilizes an ATI device to allow voters with disabilities to navigate and submit a
voted ballot. This is accomplished by presenting the ballot to the voter in an audio format. The ATI is
connected to the tabulator, and allows the voter to listen to an audio voting session consisting of contest and
candidate names. The ATI also allows a voter to adjust the volume and speed of audio playback. The cast
vote record is recorded electronically when the ATI is used to cast a ballot. There is no paper ballot or paper
record produced when the ATl is utilized for voting.

Photograph 2: ImageCast Precinct (ICP)

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. 8 of 59
Certification Test Plan T57381.01-01, Rev. D

1.0

14

14.1

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)
System Overview (continued)

Central Tabulator: ImageCast Central Count (ICC)

The Dominion Democracy Suite ICC Ballot Counter system is a high-speed, central ballot scan tabulator
based on Commercial off the Shelf (COTS) hardware, coupled with the custom-made ballot processing
application software. It is used for high speed scanning and counting of paper ballots. Central scanning
system hardware consists of a combination of two COTS devices used together to provide the required ballot
scanning processing functionality:

e Canon DR-X10C Scanner: used to provide ballot scanning and image transfers to the local
ImageCast Central Workstation.

e ImageCast Central Workstation: a COTS computer used for ballot image and election rules
processing and results transfer to the EMS Datacenter. The ImageCast Central Workstation is a
logical name for the Dominion pre-approved PC workstation hardware which executes the image
processing and election rules software application.

[757381.01
Customer ‘Dominion

System Democracy 4.0

Equipment ImageCast Central
s/n ED300874

Date 09/16/2011

Test PCA

Photograph 3: ImageCast Central Count (ICC)
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1.0

14

1.4.2

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)
Block Diagram

The entire system diagram is presented in Figure 1-1.
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Figure 1-1 System Overview Diagram

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. 10 of 59
Certification Test Plan T57381.01-01, Rev. D

1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)

1.4.3 System Limits

The EMS platform will be tested in all three deployable physical hardware configurations:

e EMS Express hardware configuration - all EMS software components are installed on a single
physical PC or laptop. This is a standalone configuration.

e EMS Standard hardware configuration - the EMS server components are installed on a single
physical server, in addition to the Universal Power Supply (UPS) and Local Area Network (LAN)
switch devices, while the EMS client components are installed on one or more physical PCs or
laptops. All system components are interconnected in a client-server local LAN environment.

e EMS Enterprise hardware configuration - represents a two-server configuration. In addition to the
UPS and LAN network switch device, the EMS client components are installed on one or more
physical PCs or laptops. All system components are interconnected in a client-server local LAN
environment.

The system limits that Dominion Voting Systems has stated to be supported by the Democracy Suite 4.0 are
compiled in the table below.

Table 1-2 Democracy Suite 4.0 System Limits for Landscape Ballot Style

Limit Value (by configuration) Limiting Component
(Maximum Number of) Express | Standard | Enterprise

22 Inch Landscape Ballot (240

Ballot Positions 292 292 292 candidates + 24 write-ins + 28
Yes/No choices)

Precincts in Election 250 1000 10000 Memory
Contests in Election 250 1000 4000 Memory
Candidates/Counters in Election 2500 10000 40000 Memory
Candidates/Counters in Precinct 240 240 240 22 Inch Landscape Ballot
Candidates/Counters in 2500 10000 10000 Memory
Tabulator
Ballot Styles in Election 750 3000 30000 Memory

22 Inch Landscape Ballot (24
Contests in a Ballot Style 38 38 38 candidacy contests + 14

propositions)

Candidates in a Contest 240 240 240 22 Inch Landscape Ballot
Ballot Styles in a Precinct 5 5 5 Memory
Number of Parties 30 30 30 Memory
Vote For in Contest 24 24 24 22 Inch Landscape Ballot
Supp_orted Languages per 5 5 5 Memory
Election
Number of Write-ins 24 24 24 22 Inch Landscape Ballot

WYLE LABORATORIES, INC.
Huntsville Facilities
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)
1.4.3 System Limits (continued)

Table 1-3 Democracy Suite EMS 4.0/ImageCast Ballot Target Limits for Landscape Ballot Style

Ballot Length Maximum Positions
(Row x Column)
11 Inch 11x9
14 inch 11x13
17 Inch 11x 17
20 Inch 11x21
22 Inch 11x24

Table 1-4 Democracy Suite 4.0 System Limits for Portrait Ballot Style

Limit Value (by configuration) Cleltmg
(Maximum Number of) - omponent
Express | Standard | Enterprise
Ballot Positions 462 462 a62 | 22Inch Portrait
Ballot
Precincts in Election 250 1000 10000 Memory
Contests in Election 250 1000 4000 Memory
Candidates/Counters in Election 2500 10000 40000 Memory
Candidates/Counters in Precinct 462 462 462 22 Inézllroq[rtralt
Candidates/Counters in Tabulator 2500 10000 10000 Memory
Ballot Styles in Election 750 3000 30000 Memory
Contests in a Ballot Style 156 156 156 22 Inézlro(irtra't
22 Inch Portrait
Candidates in a Contests 231 231 231 Ballot (Column
Span 3)
Ballot Styles in a Precinct 5 5 5 Memory
Number of Parties 30 30 30 No Limitation
Vote For in Contest 30 30 30 No Limitation
Supported Languages per Election 5 5 5 Memory
Number of Write-ins 462 462 462 22 Inch Portrait
Ballot

WYLE LABORATORIES, INC.
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1.0 INTRODUCTION (CONTINUED)
1.4 Target of Evaluation Description (continued)
1.4.3 System Limits (continued)

Table 1-5 Democracy Suite EMS 4.0/ImageCast Ballot Target Limits for Portrait Ballot Style

Ballot Length M(?_\:((mliﬂéslojrlglr?)ns
11 Inch 33 x 2
14 inch 45 x 3
17 Inch 57 x 3
20 Inch 69 x 3
22 Inch 77x 3

1.4.4 Supported Languages

The following languages have been stated by Dominion Voting Systems to be supported by the Democracy
Suite 4.0:

e Alaska Native
o Aleut

e Athabascan

e Eskimo
e Chinese
e Filipino
e French

e English
e Japanese
e Korean

e Vietnamese
e Spanish
o Native (other group specified)

o Apache, Jicarilla, Keres, Navajo, Seminole, Towa, Ute, Yuman

Dominion Voting Systems also states that any language that has an 1SO definition file can be supported by
the Democracy Suite voting System.

Note: All stated languages will be verified to be supported; however, only English and Spanish ballots will
be cast during functional testing. However Wyle will test 1 character based language (Chinese) during
System Integration Testing.

WYLE LABORATORIES, INC.
Huntsville Facilities
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1.0

14

1.4.5

1.4.6

1.4.7

2.0

INTRODUCTION (CONTINUED)
Target of Evaluation Description (continued)
Supported Functionality

The Democracy Suite 4.0 is designed to support the following voting variations:
e General Election
e Closed Primary
e Early Voting
e Partisan offices
e Non-Partisan offices
e \Write-in voting
e Primary presidential delegation nominations
e Straight Ticket voting
e Split Precincts
o Ballot Rotation
e Vote for N of M
e Audio Ballot

As stated in the Supported Functionality Description, the Democracy Suite 4.0 System does not include
functions for Cumulative Voting, Ranked Choice Voting (RCV), Open Primary, or Recall Issues; therefore,
testing will not be conducted on these functions.

VVSG

The Democracy Suite 4.0 will be tested to all applicable EAC 2005 VVSG requirements. Please refer to the
EAC online matrix tool (VRT) for further reference.

Beyond VVSG

Dominion Voting Systems submitted hardware test reports for Dust and Rain Tests on the ICP unit. This
testing was performed during State-level certification effort. This testing is out of scope for this test
campaign.

PRE-CERTIFICATION TESTING AND ISSUES

Currently, no pre-certification testing has been completed. Per EAC Notice of Clarification (NOC) 09-001,
Wyle views the Certification Test Plan as a living document. It will be updated with “As Run” testing and
resubmitted to the EAC as major areas of testing have been completed.

Wyle has performed the first pass review for all source code submitted by Dominion for the Democracy
Suite version 4.0 voting system. The issues with compliance to the EAC 2005 VVSG were reported back to
the manufacturer for resolution. Subsequent submissions will be reviewed by comparing the new submission
against the last submission to ensure all documented issues are resolved before the source code review is
completed.

WYLE LABORATORIES, INC.
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2.0

2.1

2.2

2.3

3.0

PRE-CERTIFICATION TESTING AND ISSUES (CONTINUED)

An initial Technical Data Package (TDP) review was performed on the Dominion Democracy Suite version
4.0 voting system documents submitted as their TDP to determine compliance with the EAC 2005 VVSG
and EAC requirements. Wyle found some documents were missing or included partial information, and the
existing documentation contained information which was not consistent throughout the Dominion TDP. The
results were reported to Dominion for resolution. Dominion has subsequently revised and resubmitted the
TDP. Wyle is performing a review of these documents and will submit the results to Dominion as
documented in Section 4.6 TDP Evaluation. Any incidences of non-certification issues (editing issues such
as spelling or formatting) will be noted to Dominion as informational comments for them to decide whether
to address them.

Evaluation of Prior VSTL Testing

The Dominion Voting Systems Democracy Suite 4.0 is a new voting system that has not been previously
tested as a complete system to applicable federal standards in the EAC Program. It will be fully tested and
the results will be submitted to the EAC in accordance with the requirements of the EAC Voting System
Testing and Certification Manual, Section 4 Certification Testing and Technical Review. Wyle Laboratories
performed testing to the EAC 2005 VVSG on the ICP-A configuration that consisted of an ICP unit, with
firmware version 4.5.4, and a standalone EMS configuration, version 4.5 RC9, as part of a state test effort.
Wyle will be utilizing the data obtained during that test effort to satisfy requirements for this test campaign
for the following tests: Electrical, Environmental, Usability, Security, Maintainability, Availability, Safety,
and Accuracy (performed via paper-based voting and audio voting sessions). More details of this evaluation
are provided in Section 4.4.1 of this document.

Evaluation of Prior Non-VSTL Testing

Dominion Voting Systems has submitted an ICP and ICE summative usability report per EAC Request for
Interpretation (RFI) 2007-03 “EAC Decision on Summative Usability Testing” for the Democracy Suite
Version 4.0. Summative usability testing and submission to the VSTL is required by the manufacturer as part
of the TDP. The testing focuses on the two components of the Democracy Suite that voters would use to cast
and/or print and cast ballots — the ICE and the ICP. Participants in the test assumed the role of voters who
cast ballots in person at a polling location as well as the tasks of testing the system used by the special needs
voters who required auditory, visual or physical assistance to cast their vote.

Known Field Issues

This system has never been fielded in the configuration submitted for EAC 2005 VVSG certification testing.
The ImageCast Precinct has been utilized in a small number of elections in New York State. There were no
systemic or significant issues traceable to voting system performance.

MATERIALS REQUIRED FOR TESTING

The materials required for certification testing of the Democracy Suite 4.0 voting system include software,

hardware, test materials, and deliverable materials to enable the test campaign to occur will be delivered by
Dominion Voting Systems to Wyle.

WYLE LABORATORIES, INC.
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3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software

The tables below list the software the manufacturer must submit for testing. This section lists all software
required for operation and testing of the voting system being certified. This includes software used for
testing telecommunications, security and system integration; as well as supporting software required for the
test environment including compilers, assemblers, and database managers, etc. Both COTS and non-COTS
software components are listed in this section.

Table 3-1 Democracy Suite 4.0 EMS Software Platform Component Descriptions

Software Requwed For Softvv_are Filename
Testing Version
. setup.exe:
Dem%‘:ﬁza’ iu'tﬁ;'t\i/'osn EED 4.6 EED_FED_CERT.Setup.msi
PP EED_FED_CERT.Setup_64b.msi
; setup.exe:
Dem%ﬁzgﬁi’ iu'tﬁ;’t\i"oi RTR 4.6 RTR_FED_CERT.Setup.msi
PP RTR_FED_CERT.Setup_x64.Setup.msi
; setup.exe:
D;mof{sgg’oi”gsr\'f:r"s 4.6 EMSApplicationServer FED_CERT.Setup.msi
PP EMSApplicationServer FED_CERT.Setup_x64.Setup.msi
Democracy Suite EMS File 16 Setup.exe:
System Service ' DVS.Utilities.FileSystemServiceSetup.msi
Democracy Suite EMS Audio 46 setup.exe:
Studio Client Application ' EMSAS2010_Setup.msi
Democracy Suite EMS Data 4.6 DemocracySuitetEMS_DCM.exe
Center Manager
.NET Framework 3.5 Library 4.0 dotNetFx40_ Full _x86_x64.exe
NetAdvantage for .NET 2008 | 2008 Vol.1 NetAdvantage WinForms_ 20081 CLR20_Product.exe
Vol. 1 CLR 2.0 CLR 2.0 (for details see document Components_3rdParty_1.0.xIsx)

Table 3-2 Democracy Suite 4.0 ImageCast Precinct Software Component Descriptions

Software Re_quired Softvv_are Filename
For Testing Version
Election Firmware 4.6.1-US cf2xx.sig
Firmware Updater 4.6.1-US firmUp.enc
Firmware Extractor | 4.6.1-US FirmwareExtract.enc
Kernel (uClinux) 4.6.1-US Image.bin.gz
B(‘C’:Oétlofg‘;r 20040221 colilo.bin

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. 16 of 59
Certification Test Plan T57381.01-01, Rev. D

3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-3 Democracy Suite 4.0 ImageCast Evolution Software Component Descriptions

Software Required | Software Filename
For Testing Version
VotingMachine 4.6.2 GApplication-4.6.2.vhd.7z
libAudio 0.3.7 libAudio-0.3.7.tar.bz2
MCFPGA 1.0.11 ice2_mc_pl.bit
SCFPGA 1.0.7 ice2_scb pl.bit
Logo Platform 3.0.0 logo_platform.bmp
Logo OS 3.0.0 logo _os.bmp
Atmega Intrusion 1.0.9 logger.bin
Atmega Power 1.0.10 power.bin
Blob 1.2 mpc8347dvs.dtb
Integrated Printer 4.1.6 integratedPrinter.hex,
printerFont.hex

Table 3-4 Democracy Suite 4.0 ImageCast Central
Software Component Descriptions

Software Required | Software Eilename
For Testing Version
ImageCast ke 4.0.thd ImageCast Central.exe
Application
Image-Analysis DLL 4.0.tbd ImgProc.dll

Table 3-5 Democracy Suite 4.0 EMS Software Platform Third Party Software Component
Descriptions

Software Required Software Filename
For Testing Version

NetAdvantage for
.NET Windows 2008 Vol.1 | NetAdvantage WinForms 20081 CLR2
Forms 2008 CLR 2.0 0_Product.exe
Subscription
TxText Control .NET .
Version 14 16.0 tx_1600_dotnetserver_spl.zip

Cepstral Text-to- . . .

Speech Desktop 510 Cepstral__Alllson_Wlndows_5.1.0.m3| +3

. more voices
Voices

WYLE LABORATORIES, INC.
Huntsville Facilities
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-6 Democracy Suite 4.0 EMS Client Application Software Component Descriptions

Software Required Software

For Testing Version Filename
)Iz/élztl:rosoft Windows 7 6.1 Microsoft DVD provided
Windows Server 2008 . .

R 64 6.1 Microsoft DVD provided

Microsoft SQL Server
2008 R2 x64 or
Microsoft SQL Server
2008 Express R2 x64

Microsoft .NET dotNetFx40 Full x86 x64.exe
4.0 — _ _
Framework 4.0

Microsoft Visual J#
Redistributable 2.0 x64

Adobe Acrobat Reader

10.0 Microsoft DVD provided

2.0 x64 | vjredist64.exe

9.0 AdbeRdr930 en_US.exe

9.3 or higher

Dallas 1-Wire Device . . .

Driver version 4.0.3b 40 msFaII_1_W|re_drlvers_x64_v403beta.
msi

X64

Cepstral Text-to- 510 Cepstral_Allison_windows_5.1.0.msi +

Speech Desktop Voices - 3 more voices

Java_ Runtime 6.0 jre-6ul8-windows-x64.exe

Environment 6.0

Microsoft 11S 7.5 7.5 Microsoft DVD provided

Table 3-7 Democracy Suite 4.0 EMS Software Platform Unmodified COTS Components Descriptions

Software Required For | Software .
. . Filename
Testing Version
TX Text Control Library 16.0 tx_1600_dotnetserver_spl.zip
for NET ' (for details see document Components_3rdParty 1.0.xIsx)
. OneWireAPL.NET.dII

OneWire API for .NET 4.02.0 (for details see document Components_3rdParty 1.0.xIsx)
SOX — audio converter 14.3.1 SOX.exe

application e (for details see document Components_3rdParty 1.0.xIsx)

log4net.dll, log4net.xml
Loganet 12.10 (for details see document Components_3rdParty 1.0.xlIsx)
. NLog.dll
NLog - log library 1.0.0.505 (for details see document Components_3rdParty 1.0.xIsx)

WYLE LABORATORIES, INC.
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3.0

3.1

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Software (continued)

Table 3-7 Democracy Suite 4.0 EMS Software Platform Unmodified COTS Components Descriptions

(continued)

Software Re_quwed For Softvv_are Filename
Testing Version
Cepstral_Allison_windows_5.1.0.msi + 3 more voices
Cepstral Text-to-Speech 510 (for details see document Components_3rdParty 1.0.xIsx)
iTextSharp — pdf 403 itextsharp.dll
generation library e (for details see document Components_3rdParty_1.0.xIsx)
openssl.exe, libeay32.dll, 12 openssl.exe, lebeay32.dll, ssleay32.dll
ssleay32.dll ' (for details see document Components_3rdParty 1.0.xlIsx)
SQLite 1.0.65.0 | System.Data.SQL.ite.DLL 32-bit and 64-bit
(for details see document Components_3rdParty_1.0.xIsx)
Lame 398 System.Data.SQL.ite.DLL 32-bit and 64-bit
' (for details see document Components_3rdParty_1.0.xIsx)
speexdec.exe and speexenc.exe
Speex 104 (for details see document Components_3rdParty 1.0.xlIsx)
. gsdli32.dll — both 32-bit and 64-bit
Ghostscript 8.71 (for details see document Components_3rdParty_1.0.xIsx)
PdfTolmage.dll
PdfTolmage.dll 12 (for details see document Components_3rdParty_1.0.xIsx)
Tamir.SharpSSH.dil, SharpSsh | Tamir.SharpSSH.sll, Diffie.Hellman.dIl,
DiffieHellman.dll, K I il
Org.Mentalis.Security.dll package Org.Men_ta is.Security.d
' , ' 1.1.1.13 | (for details see document Components_3rdParty 1.0.xIsx)

— Cryptography

Table 3-8 Democracy Suite 4.0 ImageCast Precinct Unmodified COTS Software Component

Descriptions

Software Required | Software .
For Testing Version Filename
PNG Reference .
Library 1.2.24 | libpng-1.2.24.tar.gz
OpenSSL 112 Openssl-fips-1.1.2.tar.gz
Zlib 1.2.3 Zlib-1.2.3.tar.gz
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-9 Democracy Suite 4.0 ImageCast Evolution Unmodified COTS Software Component
Descriptions

Software Required | Software

For Testing Version Filename
apache-logdcxx 0.10.0 apache-logdcxx-0.10.0.tar.gz
apr 1.4.4 apr-1.4.4.tar.bz2
apr-util 1.3.11 apr-util-1.3.11.tar.bz2
autoconf 2.57 autoconf-2.57.tar.bz2
bison 2.3 bison-2.3.tar.bz2
busybox 1.18.5 busybox-1.18.5.tar.bz2
ccache 2.4 ccache-2.4.tar.gz
cksum 19990607 | cksum-19990607.tar.gz
cramfs 20081121 | cramfs-20081121.tar.gz
distce 2.18.3 distcc-2.18.3.tar.bz2
dtc 1.2.0 dtc-1.2.0.tar.gz
e2fsprogs 1.41.14 e2fsprogs-1.41.14.tar.gz
expat 2.0.1 expat-2.0.1.tar.gz
flex 2.5.33 flex-2.5.33.tar.gz
fontconfig 2.8.0 fontconfig-2.8.0.tar.gz
freetype 2.4.4 freetype-2.4.4.tar.bz2
genext2fs 1.4.1 genext2fs-1.4.1.tar.gz
gen_init_cpio 2.6.25- gen init cpio-2.6.25-rc7.tar.gz

rc7
genromfs 0.5.1 genromfs-0.5.1.tar.gz
git 1.5.6.5 git-1.5.6.5.tar.gz
glibe 2.13 glibc-2.13.tar.bz2
glibc-ports 2.13 glibc-ports-2.13.tar.bz2
i2¢-tools 3.03 i2¢-tools-3.0.3.tar.bz2
jpegsrc v8c jpegsrc.v8c.tar.gz
libogg 1.2.2 libogg-1.2.2.tar.gz
libpng 1.5.4 libpng-1.5.4.tar.gz
libtool 1.5 libtool-1.5.tar.gz
libusb 1.0.8 libusb-1.0.8.tar.bz2
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-9 Democracy Suite 4.0 ImageCast Evolution Unmodified COTS Software Component
Descriptions (continued)

libusb-compat 0.1.3 libusb-compat-0.1.3.tar.bz2

linux 2.6.30.9 linux-2.6.30.9.tar.bz2

lke 1.4 lkc-1.4.tar.gz

mkspooflinks 34 mkspooflinks-3.4.tar.gz

mtd-utils 20060302 | mtd-utils-20060302.tar.bz2

mux_server mux_server.c

openssl-fips 1.2.3 openssl-fips-1.2.3.tar.gz

pkg-config 0.21 pkg-config-0.21.tar.gz

pPP 2.4.5 ppp-2.4.5.tar.gz

qt-everywhere 4.7.3 qt-everywhere-opensource-src-
4.7.3.tar.gz

skell 1.19 skell-1.19.tar.gz

soundtouch 1.5.0 soundtouch-1.5.0.tar.gz

sparse 0.4 sparse-0.4.tar.gz

speex 1.2rcl speex-1.2rcl .tar.gz

sqlite 3.7.7.1 sqlite-autoconf-3070701 .tar.gz

sysfsutils 2.1.0 sysfsutils-2.1.0.tar.gz

texinfo 4.8 texinfo-4.8.tar.bz2

tiff 3.9.5 tiff-3.9.5.tar.gz

tunctl 1.5 tunctl-1.5.tar.gz

tzcode 2011g tzcode2011g.tar.gz

tzdata 2011h tzdata2011h.tar.gz

u-boot-tools 1.1.6 u-boot-tools-1.1.6.tar.bz2

unifdef 1.0 unifdef-1.0.tar.gz

usb-modeswitch 1.1.7 usb-modeswitch-1.1.7.tar.bz2

usb-modeswitch-data | 20110227 | usb-modeswitch-data-
20110227 tar.bz2

wget 1.9.1 wget-1.9.1.tar.gz

yaffs utils 20060418 | yaffs utils-20060418.tar.gz

zlib 1.2.5 zlib-1.2.5.tar.bz2

rpm 4.0.4 rpm-4.0.4.tar.gz
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3.0

3.1 Software (continued)

Table 3-10 Democracy Suite 4.0 - ImageCast Central Build Environment Software Build Components

MATERIALS REQUIRED FOR TESTING (CONTINUED)

(Unmodified COTS)

Software Required | Software .
For Build Version Filename
Windows 7 Home OEM installed, or full CD from
Premium | Microsoft
Visual Studio 2005 Full CD from Microsoft

Table 3-11 Democracy Suite 4.0 - ImageCast Central Build Environment Setup Software Utilities

(Unmodified COTS)

Software Required | Software Filename
For Build Version

7-Zip 9.20 72920.exe

. . ActivePerl-5.12.4.1205-
Active Perl 64-bit 5.12.4.1205 MSWin32-x64-294981 msi

. . ActivePerl-5.12.4.1205-
Active Perl 32-bit 5.12.4.1205 MSWin32-x86-294981 msi
Nasm 2.09.07 nasm-2.09.07-win32.zip

Table 3-12 Democracy Suite 4.0 - ImageCast Central Software Build Library Source Code

(Unmodified COTS)

Software Required | Software Filename
For Build Version
Fips .
OpenSSL 123 openssl-fips-1.2.3.tar.gz

Table 3-13 Democracy Suite 4.0 - ImageCast Central Runtime Software Components

(Unmodified COTS)

ngg\r/v{a_gztli:\;egq IU(IZrCe:d Softvv_are Filename

application Version
Imgcomp.dil 211 apiman.zip
1 Wire driver 64-bit 4.03 install_1 wire_drivers_x64 v403.msi
1 Wire driver 32-bit 4.03 install_1 wire_drivers_x86 v403.msi
Kofax VRS 4.50 Full CD from Kofax
Canon Scanner driver 1.8 X10DRIT_V18.exe
VCredist 4/10/2006 vcredist_x86.exe
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.1 Software (continued)

Table 3-14 Democracy Suite 4.0 ImageCast Precinct Modified COTS Software Component
Descriptions

Software Required Software .
For Testing Version Filename
uClinux 20070130 uClinux-dist-20070130.tar.gz
COLILO Boot Loader 20040221 Colilo20040221 tar.gz

Table 3-15 Democracy Suite 4.0 ImageCast Evolution Modified COTS Software Component
Descriptions

Software Required Software Filename
For Testing Version

Kernel 2.6.30.9-dvs-8 ulmage

U-BOOT 1.3.4.19 u-boot.bin

Table 3-16 Democracy Suite 4.0 EMS Software Build Environment Component Descriptions

Software Required For | Software .
. . Filename
Testing Version

Microsoft Windows - .
Server 2008 R2 x64 6.1 Microsoft DVD provided
.NET Framework 4.0 dotNetFx40 Full x86 x64.exe
Microsoft Visual J# 2.0 -
Redistributable 2.0x64 | vjredist64.exe

. . . Microsoft DVD provided
Microsoft Visual Studio | 16 | (Microsoft patch KB2286556 VS10-KB2286556-x86.exe
2010 i

has to be installed)

Microsoft Visual Studio | 10.0.30319 .
2010 Service Pack 1 spy | VS2010SPldvdliso
Cruise Control 15 CruiseControl.NET-1.5.7256.1-Setup
Nant 0.90 nant-0.90-bin.zip
Csunit 2.1.1 csUnit.2.1.1.BETA.setup
7-Zip 9.20 x64 | 72920-x64.msi
NetAdvantage 2008 Vol.1 .
Infragistics CLR 2.0 NetAdvantage WinForms_20081_CLR20_Product.exe
Tx Text Control .
16.0.NET 16.0 tx_1600_dotnetserver_spl.zip
Adobe Acrobat Reader 9.3 | AdbeRdro30_en_US.exe
9.3 or higher - =
ImgBurn 2.5 or higher 25.1.0 SetupImgBurn_2.5.0.0.exe
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3.0

3.1 Software (continued)

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Table 3-17 Democracy Suite 4.0 ImageCast Precinct Election Firmware Compiler Descriptions

Software Required For Software Filename
Testing Version
. gcc3.4.0- m68Kk-uclinux-tools-c++-gcc3.4.0-
g++ (GNU C++ compiler) 20040603 | 20040603.sh

Table 3-18 Democracy Suite 4.0 ImageCast Evolution Election Firmware Compiler Descriptions

Software Re_quired For Softvv_are Filename
Testing Version
. gcc-4.5.55- | freescale-powerpc-linux-gnu-
g++ (GNU C++ compiler) | i 5 11.55 | 2010.09-55.i1686.rpm

Table 3-19 Democracy Suite 4.0 ImageCast Precinct Firmware Build Environment Component

Descriptions

Software Required
For Testing

Software Version

Filename

Ubuntu 10.04 LTS -

10.04 ubuntu-10.04.2-desktop-amd64.iso
Long-term support
Too_lchaln Installation N/A Toolchain.sh
Script
m68k uClinux tools m68k-uclinux-tools-base-gcc3.4.0-
base gcc 3.4.0-20040603 | 54040603 sh
m68k uClinux tools m68k-uclinux-tools-c++-gcc3.4.0-
CH gec 3.4.0-20040603 | 55040603,
m68k uClinux tools m68k-uclinux-tools-gdb-
gdb 20040603 20040603.sh
OpenSSL 1.1.2 Openssl-fips-1.1.2.tar.gz

Table 3-20 Democracy Suite 4.0 ImageCast Evolution Firmware Build Environment Component

Descriptions

Software Required Software Filename
For Testing Version
Ubuntu 10.04 LTS ubuntu-10.04.2-desktop-i386.iso
LTIB 10.1.1a Itib-10-1-1a-sv.tar.gz
g++ (GNU C++ gcc-4.5.55- freescale-powerpc-linux-gnu-2010.09-
compiler) eglibc-2.11.55 | 55.i686.rpm
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3.0

3.2

MATERIALS REQUIRED FOR TESTING (CONTINUED)
Equipment

This subsection categorizes the equipment the manufacturer has submitted for testing. Each test element is
included in the list of the equipment required for testing of that element, including system hardware, general
purpose data processing and communications equipment, and any required test instrumentation.

Every effort is made to verify that the COTS equipment has not been modified for use. Wyle will perform
research using the COTS equipment manufacturers’ websites based on the serial and service tag numbers for
each piece of equipment and will evaluate COTS hardware, system software and communications
components for proven performance in commercial applications other than elections. For PCs, laptops, and
servers, the service tag information is compared to the system information found on each machine. Physical
external and internal examination is also performed to the best of Wyle’s abilities when the equipment is
easily accessible without the possibility of damage. Hard drives, RAM memory, and other components are
examined to verify that the components match the information found on the COTS equipment
manufacturers’ websites.

The manufacturer provided the hardware listed in Table 3-21 for the purpose of testing three documented
system configurations: Enterprise, Standard, and Express. This hardware consists of PCs,
Application/Database Servers, encrypted Network Attached Storage (NAS) servers, and ruggedized
encrypted portable hard drives.

The system configurations consist of:

e Enterprise: (2) PCs, (1) Application Servers, (1) Database Servers, (1) encrypted NAS for
Application Server, (1) encrypted NAS for Database Server

e Standard: (1) PC, (1) Application Server/ Database Server, (1) encrypted NAS for
Application/Database Server

e Express: (1) PC and (1) Portable Hard Drive

Table 3-21 Democracy 4.0 Voting System Equipment Description

Serial

Equipment | Manufacturer | Version/Model Specifications Number

Processor: Intel Core i7-860 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3, Hard Drive
Capacity: 500 GB

PC1 Dell Precision T1500 61VNNM1

Processor: Intel Core i7-860 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3, Hard Drive
Capacity: 500 GB

PC2 Dell Precision T1500 61TPNM1

Processor: Intel Core i7-860 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3, Hard Drive
Capacity: 500 GB

PC3 Dell Precision T1500 61YMNM1

Processor: Intel Core i7-860 2.8
GHz, Memory: 4x 1GB
1333MHz DDR3, Hard Drive
Capacity: 500 GB

PC4 Dell Precision T1500 61TNNM1
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MATERIALS REQUIRED FOR TESTING (CONTINUED)

Equipment (continued)

Table 3-21 Democracy 4.0 Voting System Equipment Description (continued)

Equipment | Manufacturer | Version/Model Specifications Serial
Number
Processor: AMD Athlon 11 X2
Inspiron One | 240e 2.8 GHz, Memory: 8GB
PCS Dell 2305 Dual Channel 1333MHz DDR3, | 04C3PL
Hard Drive Capacity: 1 TB
Processor: Intel Xeon E5620 2.4
PowerEdge GHz, Memory: 8x 2GB
SERVERI Dell R610 1333MHz DDR3, Hard Drive SMINNM1
Capacity: 2x 500 GB
Processor: Intel Xeon E5620 2.4
PowerEdge GHz, Memory: 8x 2GB
SERVER? Dell R610 1333MHz DDR3, Hard Drive SM8PNML
Capacity: 2x 500 GB
Processor: Intel Xeon E5620 2.4
PowerEdge GHz, Memory: 8x 2GB
SERVERS Dell R610 1333MHz DDR3, Hard Drive SM8QNM1
Capacity: 2x 500 GB
Disk space: 2 TB (Striped +
. Mirrored), Processor: 400 MHz ROC7326210
STORAGEL Rocstor G;:{g'gnsffm“” storage 1/0, Hot bus interface: 47/SB090101
y eSATA, Drive bus interface: 54
SATAI
Disk space: 2 TB, Processor: 400
. ’ ROC7326210
Guardian 4RM | MHz storage 1/0, Hot bus
STORAGE2 Rocstor Raid System interface: eSATA, Drive bus 45/3850790101
interface: SATA Il
Disk space: 2 TB, Processor: 400
. ’ ROC7326210
Guardian 4RM | MHz storage 1/0, Hot bus
STORAGES Rocstor Raid System interface: eSATA, Drive bus 46/8860190101
interface: SATA Il
Commander
STORAGE4 Rocstor 2UE Portable | Hard Drive Capacity: 500 GB 5VJADRJP
Hard Drive
Commander
STORAGES Rocstor 2UE Portable | Hard Drive Capacity: 500 GB 5VJ48VF]
Hard Drive
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)

3.2 Equipment (continued)

In order to perform the software Witness and Trusted Builds, one Personal Computer has been provided as a
build machine. The build machine is described in the table below:

Table 3-22 Build Machine Description

Equipment Manufacturer Version/Model Serial Number N;C-DCTS{I'S
Super Micro
Build1 | PCw/dHard | FC Y Hard BM-57381-001 CcOTS
Drives fIves

To support the test program, Dominion has provided additional supporting hardware for the provided
Personal Computers. A list of these items is provided in Table 3-23.

Table 3-23 Dominion 4.0 COTS Voting System Support Equipment Description

Test Material Make Model Quantity Serial Number
COTS Central High Canon DR-X10C 2 ED300874, ED300880
Speed Scanner
iButton (SHA-1) with Maxim USB R/W: DS9490R 3 4D027C, 4C9CFb5,
USB Reader/Writer iButton: DS1963S 514DFD
iButton (SHA-1) Maxim DS1963S 2 4CE4C9, 4D064A
. . DYLM19R6-KLE-
LCD Monitor Soyo 18.5” wide LCD 1 10202
LCD Monitor Samsung 23” wide LCD 1 MY23HVMS701197B
. 07E-4EUS, 07F-071S,
LCD Monitor Dell 1909W 4 07F-06US, 07F-074S
LCD Monitor Dell N445N 3 2TWC, 2UOC, 2U6C
. USB Soundwave 7.1 Audio SW-57381-001, SW-
Audio Adapter Soundwave Adapter 2 57381-002
PCI Software Soundwave Soundwave 7.1 PCI 2 n/a
Software
USB Software Soundwave USB Soundwave 7.1 1 n/a
Software
Networking Switch |  D-Link D-Link DES-1105 5-Port 1 DRL728A001397
G1A00MOM, 10203JTl,
Mouse Dell USB wi/rollerball 4 LZA30491960,
438027372
Mouse Microsoft USB wi/rollerball 1 X800898
Keyboard Kensington uUSB 1 D0713000487
Keyboard Microsoft uUSB 1 6968200717217
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)
3.2 Equipment (continued)

Table 3-23 Dominion 4.0 COTS Voting System Support Equipment Description

Test Material Make Model Quantity Serial Number
Keyboard IBM USB 1 2162079
Compact Flash . 0171618, 0201833,
Reader SanDisk USB 3 0171631
Networking . . F36J69C004821,
Switch D-Link DGS-2208 8-Port Switch 2 F36J69C004824
Headphones Radio Shack 33-276-01 1 Headphones
eSATA PCI Card
(Installed into SIIG, Inc. eSATA Il PCle Pro Card 7 n/a
Servers and PCs)
Card Reader GGl Gear | Compact Flash Card Reader 4 CFRW-57381-001 thru 004
Sony Headphone MDR-G45LP-01 1 Sony
Cyber Acoustics Cyber
Headphone Acoustics ACM-70 2 DVS23000048

Table 3-23 Dominion 4.0 COTS Voting System Support Equipment Description

Test Material Make Model Quantity Serial Number
. Origin . AV-57381-001 thru 003, 002251,
Sip & Puff Instruments Alr Voter ! 002268, 002267

Footswitch Pair 4 Kinesis 4 FS-57381-001 thru 004
Buddy Button 5700 1 Tash 1 BB-57381-001
Series Pair
#970 Armrest Sip & . .
PUFf Attachment 6 Enabling Devices 6 AR-57381-001 thru 006
Compact Flash RiData CFC-14A 50 Wyle-assigned numbers: CF-XXX

The table below provides the serial numbers of the equipment submitted for testing:

Table 3-24 Democracy 4.0 Voting System Equipment

Equipment Description Serial Numbers
WLDAFBH0001, WLDAFBH0002,
. . WLDAFBH0004, WLDAFBHO0005,
ICP Precinct Count Optical Scanner PCOS 320A WLDAFBH0018, WLDAFBH0010.
WLDAFBH0023
. . ICE2P1005, ICE2P1006, ICE2P1007,
ICE Precinct Count Optical Scanner PCOS 400A ICE2P1008
ICP Ballot Externallv secure ballot box BOX-57381-011, BOX-57381-012, BOX-
Box y 57381-013, BOX-57381-014,
ICE Ballot Externally secure ballot box BOX-57381-01, BOX-57381-02, BOX-
Box y 57381-03, BOX-57381-04,
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3.0 MATERIALS REQUIRED FOR TESTING (CONTINUED)

3.3 Test Support Materials

This subsection enumerates any and all test materials needed to perform voter system testing. The scope of
testing determines the quantity of a specific material required.

The following test materials are required to support the Democracy Suite 4.0 certification testing:

Table 3-25 Democracy Suite 4.0 Test Support Materials

Test Material Quantity Make Model
Hasp Locks (red) 50 N/A N/A
Tamper Evident Seals 50 N/A SE-37
Disposable Gloves 3 N/A N/A
Gloves and Mouthpiece Kit 17 N/A N/A
Green and White Mouthpiece Kit 5 N/A N/A
Black and Clear Mouthpiece 1 N/A N/A
ATI Handsets 12 Dominion ATI-57381-001 thru 012
Black Ballot Privacy Sleeves 4 Dominion N/A
White Ballot Privacy Sleeves 4 Dominion N/A
Black Privacy Panels (set of 2 - N/A

. 4 Dominion

pieces)
White Privacy Panels 4 Dominion N/A
Thermal Printer Rolls 100 N/A N/A
Combination Lock 2 MASTER Lock 646T
Keyed Lock 4 MASTER Lock 121Q
Security Keys 50 Maxim N/A
Ballots 2000 Dominion N/A
Dominion Cleaning Kit 1 Dominion N/A
Permanent Markers 20 p/n SHARPIE1 BK N/A

3.4 Deliverable Materials
The materials listed below are to be delivered as part of the Democracy 4.0 System to the users:

Table 3-26 Deliverable Materials

Deliverable Material Version Description
Election Event Designer 4.6 EMS client application
Results Tally and Reporting 4.6 EMS client application
Audio Studio 4.6 EMS client application
Application Server 4.6 EMS server application
Datacenter Manager 4.6 EMS server application
. 400A .W/ Firmware Precinct ballot scanner and ADA accessible
ImageCast Evolution version 4.1.3.2 : :
voting device
loaded
. 320A V.V/ Firmware Precinct ballot scanner and ADA accessible
ImageCast Precinct version 4.5.4 . .
loaded voting device

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. 29 of 59

Certification Test Plan T57381.01-01, Rev. D

3.0

3.4

MATERIALS REQUIRED FOR TESTING (CONTINUED)

Deliverable Materials (continued)

Table 3-26 Deliverable Materials (continued)

Deliverable Material

Version

Description

ImageCast Central Count

Canon DR-X10C
w/Firmware version

Central ballot scanner

4.0.26 loaded

ImageCast Evolution Metal BOX-400A ICE Metal Ballot box

Ballot Box

ImageCast Evolution Plastic BOX-410A ICE Plastic Ballot box

Ballot Box

mageCast Precinct Metal Ballot BOX-310A ICP Metal Ballot box
mageCast Precinct Plastic Ballet BOX-330A ICP Plastic Ballot box

Dell PowerEdge Encrypted Network Attached Storage

Rocstor Encrypted NAS R610 module for server and data backup

Rocstor Portable Hard Drive

Rocstor Commander
2UE Portable Hard

Encrypted and ruggedized external hard

: drive
Drive
Maxim USB R/W: . . .
iButton with Reader/Writer DS9490R Security authentication token with

iButton: DS1963S

programmer

Gigabit Network Switch

D-Link DGS-2208 8-
Port Switch

Network switch for enterprise configuration

ICE/ICP Headphones

Cyber Acoustics

Headphones used for audio voting

Sip/Puff Device

Origin Instruments

Binary input device for disabled voters

Air Voter
ICP System Operation Procedures 1.1.0::120 TDP Document
EMS System Operation 1.2.0::282 TDP Document
Procedures
ICE System Operation 1.0.0::45 TDP Document
Procedures
ICC System Operation 1.1.0::49 TDP Document
Procedures
ICP System Maintenance Manual 1.1.0::30 TDP Document
ICE System Maintenance Manual 1.1.0::56 TDP Document
Ele_ctlon Event Designer User’s 127 TDP Document
Guide
Resujts Ta_IIy and Reporting 124 TDP Document
User’s Guide
Audio Studio User’s Guide 1.2.1 TDP Document
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4.0

TEST SPECIFICATIONS

Certification testing of the Democracy Suite 4.0 is the configuration submitted in the EAC application DVS-
1001. Wyle qualified personnel will ensure that all certification testing performed on the manufacturer’s
voting system follows Wyle’s procedures for testing and the specific test cases to ensure the requirements of
the EAC 2005 VVSG and EAC Testing and Certification Program Manual are met.

Below is a list of EAC Request for Interpretations (RFI) and Notice of Clarifications (NOC) that will be
incorporated in the test campaign:

Interpretations
2010-08 EAC Decision on Calling Sequence

2010-07 EAC Decision on Module Length

2010-06 EAC Decision on DRE Accessibility Requirements and Other Accessible Voting stations
2010-05 EAC Decision on Testing of Modifications to a Certified System
2010-04 EAC Decision on Functional Requirements with Respect to Security
2010-03 EAC Decision on Database Coding Conventions

2010-01 EAC Decision on Voltage Levels and ESD Test

2009-06 EAC Decision on Temperature and Power Variation

2009-05 EAC Decision on T-Coil Requirements

2009-04 EAC Decision on Audit Log Events

2009-03 EAC Decision on Battery Backup for Central Count Systems
2009-02 EAC Decision on Alternate Languages

2009-01 EAC Decision on VVPAT Accessibility New

2008-12 EAC Decision on Ballot Marking Device/Scope of Testing

2008-10 EAC Decision on Electrical Fast Transient

2008-09 EAC Decision on Safety Testing

2008-08 EAC Decision on Automatic Bar Code Readers

2008-07 EAC Decision on Zero Count to Start Election

2008-06 EAC Decision on Battery Backup for Central Count

2008-05 EAC Decision on Durability

2008-04 EAC Decision on Supported Languages

2008-03 EAC Decision on OS Configuration

2008-02 EAC Decision on Battery Backup for Optical Scan Voting Machines
2008-01 EAC Decision on Temperature and Power Variation

2007-06 EAC Decision on Recording and Reporting Undervotes

2007-05 EAC Decision on Testing Focus and Applicability

2007-04 EAC Decision on Presentation of Alternative Language
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4.0

4.1

TEST SPECIFICATIONS (CONTINUED)

2007-03 EAC Decision on Summative Usability Testing
2007-02 EAC Decision on Variable Names

2007-01 EAC Decision on Accessible Design

Notice of Clarifications

NOC 09-005 — Development and Submission of Test Plans for Modifications to EAC Certified Systems
NOC 09-004 — Development and Submission of Test Reports

NOC 09-003 — De Minimis Change Determination Requirement

NOC 09-002 -- Laboratory Independence Requirement

NOC 09-001 -- Requirements for Test Lab Development and Submission of Test Plans
NOC 08-003 -- EAC Conformance Testing Requirements

NOC 08-002 -- EAC Mark of Certification

NOC 08-001 -- Validity of Prior Non-core Hardware Environmental and EMC Testing

NOC 07-005 -- Voting System Test Laboratory Responsibilities in the Management and Oversight of Third
Party Testing

NOC 07-004 -- Voting System Manufacturing Facilities

NOC 07-003 -- State Testing Done in Conjunction with Federal Testing within the EAC Program
NOC 07-002 -- VSTL Work with Manufacturers Outside of Voting System Certification Engagements
NOC 07-001 -- Timely Submission of Certification Application

Requirements (Strategy of Evaluation)

To evaluate the system test requirements, each section of the EAC 2005 VVSG will be analyzed to determine
the applicable tests. The EAC 2005 VVSG Volume | Sections, along with the strategy for evaluation, are
described below:

e Section 2: Functional Requirements — The requirements in this section will be tested during the FCA
and System Integration test utilizing the “Wyle Baseline Test Cases” along with test cases specially
designed for the Dominion Democracy Suite 4.0 per sections 4.4.3 and 4.4.5. The data input during these
tests will be the predefined election definitions submitted as part of the Test Plan Package.

e Section 3: Usability and Accessibility — The requirements in this section will be tested during the
Usability Test utilizing a combination of the “Wyle Baseline Test Cases” and the “Wyle Baseline
Usability Test Cases”. The data input during this test will be the predefined election definitions
submitted as part of the Test Plan Package.

e Section 4: Hardware Requirements — The requirements in this section will be tested and/or evaluated
by trained Wyle personnel per sections 4.4.2 and the table in section 6.

e Section 5: Software Requirements — The requirements in this section will be tested during source code
review, TDP review, and FCA. A combination of review and functional testing will be performed to
ensure these requirements are met.
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4.0

4.1

411

412

TEST SPECIFICATIONS (CONTINUED)

Requirements (Strategy of Evaluation) (continued)

Section 6: Telecommunication — A test of the telecommunication technologies utilized by the
Dominion Democracy Suite 4.0 will be tested for data accuracy and correctness by analyzing the packet
level information being transmitted. Section 6.2.6 will be excluded since the Democracy Suite 4.0 does
not support the use of public networks.

Section 7: Security Requirements — The requirements in this section will be tested during source code
review, FCA, System Integration, and Security Tests. In addition to functional testing, the source code
for the Dominion Democracy Suite 4.0 will be analyzed utilizing Fortify ™ Source Code Analysis
(SCA) for security vulnerabilities in addition to the manual line by line review.

Section 8: Quality Assurance (QA) Requirements — The requirements in this section will be tested
throughout the test campaign via various methods. TDP review will be performed on the Dominion QA
documentation to determine compliance to EAC 2005 VVSG requirements and the requirements stated
in the Dominion Voting Systems QA Program document. All source code will be checked to ensure that
proper QA documentation has been completed. All equipment received for initial testing and follow up
testing will be checked against Dominion documentation to ensure their QA process is being followed.
Wyle personnel will complete the requirements of EAC 2005 VVSG Vol. 2 Section 7, Quality Assurance
Testing and Section 1.3.1.5, Focus of Vendor Documentation that requires Wyle personnel to physically
examine documents at Dominion’s location or conduct an external evaluation utilizing equipment,
documents and support information provided by Dominion during the test campaign.

Section 9: Configuration Management (CM) Requirements — The requirements in this section will be
tested throughout the test campaign. TDP review will be performed on the Dominion configuration
management documentation to determine EAC 2005 VVSG compliance and to further determine
whether Dominion is following its documented CM requirements within the TDP. During source code
review, Wyle qualified personnel will verify that Dominion Voting Systems is following EAC 2005
VVSG CM requirements as well as Dominion CM requirements. Any anomalies will be formally
reported to Dominion and the EAC.  All equipment received for testing will be checked against
Dominion documentation to ensure their CM process is being followed.

Mapping of Requirements to Equipment Type and Features

Please refer to the EAC online matrix tool (VRT) for further reference.

Rationale for ‘Not Applicable’ Requirements

The Dominion Voting Systems Democracy Suite 4.0 is a paper-based precinct counting system that supports
a closed network (does not support transmission over public networks). Therefore, all EAC 2005 VVSG
requirements, with the exceptions listed below, will be evaluated as part of this test campaign.

e Volume I Section 6.2.6 (Telecommunication Requirements)

e Volume I Section 7.5.2 — 7.5.4 (Telecommunications and Data Transmission)
e Volume I Section 7.6 (Use of Public Communication Networks)

e Volume I Section 7.7 (Wireless Communications)

e Volume I Section 7.9 (Voter Verifiable Paper Audit Trail Requirements)
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4.2

TEST SPECIFICATIONS (CONTINUED)

Requirements (Strategy of Evaluation) (continued)

Rationale for ‘Not Applicable’ Requirements (continued)

The rationale for not evaluating the Democracy Suite 4.0 to the requirements contained in the indicated
sections of the EAC 2005 VVSG is described below. Refer to the EAC online matrix tool for specific

requirements that are excluded during this test campaign.

Table 4-1 Not Applicable Requirements

EAC 2005 VVSG

. ‘ . ,
Volume 1 Section Rationale for ‘Not Applicable

These requirements are written for use of public networks. The Dominion

6.2.6,7.5.2,and 7.5.3 Democracy Suite 4.0 does not use public networks.

This section was intended for a shared operating environment on ballot recording
and vote counting equipment. The ICE and ICP use dedicated operating

754 environments and will be excluded from this requirement. The EMS and ICC
components do use a shared operating environment and will be tested to this
VVSG clause.
This section pertains to “Voting systems that transmit data over public

7.6 telecommunications...” The Dominion Democracy Suite 4.0 does not support
transmission over public networks.

7.7 No wireless technology is present in the Dominion Democracy Suite 4.0.

7.9 The Dominion Democracy Suite 4.0 is a paper based system.

Hardware Configuration and Design

The Dominion Voting Systems Democracy Suite is a paper-based optical scan voting system. The
Democracy Suite system consists of four major components: the EMS, ICE precinct scanner and ballot
marking device, ICP precinct scanner, and ICC central count scanner. The Democracy Suite is comprised of
two proprietary pieces of hardware (ICE and ICP) and one piece of COTS hardware (ICC). All EMS
functions are handled by proprietary software running on COTS PC/laptops/servers. Wyle has determined
that these COTS PC/laptops/servers are not subject to hardware testing per the EAC 2005 VVSG. The
provided PC/laptops/servers documented in Section 3 Materials Required For Testing all contained CE, UL,
and FCC labeling.

ICP — Wyle Laboratories previously performed testing to the EAC 2005 VVSG on the ICP-A configuration
that consisted of an ICP unit, with firmware version 4.5.4, and a standalone EMS configuration, version 4.5
RC9, as part of a state test effort. Wyle will be utilizing the data obtained during that test effort to satisfy
requirements for this test campaign for the following tests: Electrical, Environmental, Usability, Security,
Maintainability, Availability, Safety, and Accuracy (performed via paper-based voting and audio voting
sessions).

ICE - ICE will be set on the ballot box to simulate the actual election configuration. During operational tests
the unit will be in auto feed mode (“Shoe-Shine™) and scan test ballots for the duration of the operational test.
Each unit will be loaded with the Operational Status Check Hardware election definition configured for early
voting. This will allow all the data generated for the Pre-operational, Operational, and Post-operational test to
be further analyzed, compiled and included in the Reliability and Availability Test results.
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TEST SPECIFICATIONS (CONTINUED)
Hardware Configuration and Design (continued)

ICC - ICC consists of COTS scanner and COTS Workstation PC. The Canon DR-X10C (S/N ED300874)
scanner and the Dell Inspiron One 2305 (S/N 564C3P1) Workstation PC contain CE, UL, and FCC labeling.
Due to the fact that these components are unmodified COTS equipment, as well as central count equipment,
they will be exempt from non-operational hardware testing; however the ICC will undergo Temperature
Power testing in conjunction with the ICE. Beyond the Temperature Power test, the ICC will only be utilized
in functional and system testing for this campaign.

Software System Functions

The Dominion Democracy Suite 4.0 System software is written in the C, C++, C# (C Sharp) programming
languages. The system software is broken into three areas: EMS, Precinct tabulator software acting as
firmware, and central count application running on a COTS workstation.

The Democracy Suite EMS software consists of seven applications listed below:
e Election Event Designer
e Results Tally and Reporting
e Audio Studio
o Datacenter Manager
e Application Server
o Network Attached Storage Server
e Database Server

The Democracy Suite 4.0 contains two precinct tabulators. Both tabulators run software that is treated as
firmware. The software applications are ICP and ICE. The Democracy Suite 4.0 has an independent
workstation running proprietary software. The ICC application provides the central tabulation function for
the system.

Test Case Design

Wyle uses the V-Model Life Cycle as defined by the Institute of Electrical and Electronics Engineers (IEEE).
The IEEE definition of the V-Model Life Cycle uses two concepts “Verification” and “Validation”. Wyle’s
test approach is to use both “Verification” and “Validation” to some degree. There are four basic levels of
testing in the V-Model Life Cycle: Component, Integration, System, and Acceptance. Wyle will be
evaluating the Dominion Democracy Suite 4.0 to all four levels.

Hardware Qualitative Examination Design

ICP Testing

As stated previously, Wyle Laboratories performed testing to the EAC 2005 VVSG on the ICP-A
configuration that consisted of an ICP unit, with firmware version 4.5.4, and a standalone EMS
configuration, version 4.5 RC9, as part of a state test effort. Wyle will be utilizing the data obtained during
that test effort to satisfy requirements for this test campaign for the following tests: Electrical,
Environmental, Usability, Security, Maintainability, Availability, Safety (this testing was witnessed by Wyle
personnel at a third party laboratory), and Accuracy (performed via paper-based voting and audio voting
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TEST SPECIFICATIONS (CONTINUED)
Hardware Qualitative Examination Design (continued)

sessions). Prior to initiation of that test effort, Wyle reviewed the results of testing performed on a previous
version of the Democracy Suite tested by the New York State Board of Elections.

The version submitted to NYSBOE consisted of an earlier version of the EMS and the ICP. Wyle researched
this test campaign and performed a comparison between the ICP version tested in the provided reports and
the ICP version submitted as part of the ICP-A test campaign and concluded that some hardware tests could
be accepted and any test not accepted would be tested as part of the ICP-A test campaign.

Additionally, Wyle reviewed the results of previous testing in the form of the following test reports
submitted by Dominion:

e Sun Microsystems, Advanced Product Testing Lab Test Report Number 08-00735, “Testing Services
Report, ImageCast Precinct Ballot Counter & Ballot Marker,” dated July 16, 2008

e Criterion Technology Test Report Number 090826-1455R, “EMC Qualification Test Report,
Dominion, ImageCast Precinct Ballot Counter With Ballot Box, ICP 300B”, dated October 5, 2009

e EMC Integrity Incorporated Test Report Number ETRA80606, Rev. A, “Radiated and Conducted
Emissions, ImageCast Precinct Ballot Counter and Ballot Marker,” dated July 22, 2008

e EMC Integrity Incorporated Test Report Number TRA80606, Rev. A, “Full Compliance Immunity,
ImageCast Precinct Ballot Counter and Ballot Marker,” dated July 22, 2008

e Compliance Integrity Services Test Report Number DVS-0807-R02, “Electrical Safety Testing To
UL 60950-1: 2007, ImageCast Precinct Counter and Marker,” dated August 11, 2008

Wyle performed a hardware qualitative examination to assess if the testing documented in the Dominion-
supplied reports was performed under the guidelines of the EAC program, if the tests were performed per the
EAC 2005 VVSG, and the scope of the engineering changes implemented since test performance. The
results from this examination deemed that the majority of the previous test results required further analysis
before they can be accepted for the current test campaign based on the following:

e Previous testing was performed on the ICP with a Ballot Marking Device Attached.

e After initial testing was completed there were multiple ECO’s applied to the ICP system. Based on
the changes Wyle performed Electrostatic Disruption and Electromagnetic Radiation testing to verify
the system operated within acceptable limits and no further electrical testing would be required.

It was noted that initial testing was performed on the ICP with an attached ballot marking device. The ICP
equipment configuration submitted to Wyle for the ICP-A test campaign did not include the ballot marking
device. To verify that the Ballot Marking device did not significantly alter the unit’s electronic signature,
analysis was performed using an Electromagnetic Radiation quick scan and an Electromagnetic
Susceptibility Test. The resulting electronic signature generated during the quick scan was within acceptable
limits; therefore, prior EMI testing was accepted for the ICP-A test campaign.

The Logic and Accuracy test performed on the ICP during the ICP-A test campaign is also being utilized to
satisfy the requirements for this test effort. Since Wyle considers the ICP as a paper based scanner and a
DRE, the Accuracy test for the ICP was performed by using both paper-based and audio ballots. The
majority of the vote processing was utilizing the paper-based functionality, while audio votes were being cast
at defined intervals between ballot scans.

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. 36 of 59
Certification Test Plan T57381.01-01, Rev. D

4.0

441

TEST SPECIFICATIONS (CONTINUED)
Hardware Qualitative Examination Design (continued)

After analyzing the processes and researching past testing, Wyle believes that the architecture and integration
of the recording process of an audio ballot and the scanning of a paper ballot are similar and use many of the
same software modules. Based on this, Wyle concluded that the audio feature should not be subjected to the
full requirement of Volume I, Section 4.7.1.1; therefore during test performance, 5000 audio ballot positions
were cast to satisfy the execution of the feature. The remaining ballot positions were captured with paper-
based voting. All results were validated and verified against the election definition voting matrix for
expected results.

Based on the results of the examination, the summary of acceptable testing is provided in the table below.
The details of those tests are presented in Section 6.0.

Table 4-2 ICP Hardware Test Examination Results

-I\—/e\S/tS/EASiczt?(?r? Procedure/Description Con.?gsliggtlon Status
Logic and Ensure the unit can process 1,549,703 o
Accuracy/a.1.1 consecutive ballot positions correctly within the ICP Accept
o allowable target error rate.
- Measure of the effectiveness, efficiency, and
Usability/3.1 satisfaction achieved by a specified set of users ICP Accept
Tests the voting system to ensure accessibility
for individuals with disabilities to include, but
Accessibility/3.2 not limited to visually impaired voters by ICP Accept
providing the same access and participation
opportunity.
Tests the ability of the system to detect, prevent,
Security/7 log, and recover from a broad range of security ICP Accept
risks identified.
Tests the ease in which preventative and
T corrective maintenance actions can be
Maintainability/4.3.4 performed based on design, software, and ICP Accept
documentation.
Tests the voting system to help ensure the
probability that the equipment will be
- operational and accomplish set functions. This
Availability/4.3.5 shall be calculated using the following formula ICP Accept
at a 99% availability rate:
Ai=(MTBF)/(MTBF+MTTR)
Safety/4.3.8 UL 60950-1 product safety review ICP Accept*
Electrical Meets voltage and power requirements of EAC ICP Accept
Supply/4.1.2.4 2005 VVSG Vol. 1 Section 4.1.2.4
Electromagnetic FCC Part 15 Class B for both radiated and ICP Accept
Radiation/4.1.2.9 conducted emissions
Electromagnetic IEC 61000-4-3 electromagnetic field of 1_0V/m
Susceptibility/4.1.2.10 modulated by a 1kHZ, 80% AM modulation at ICP Accept
T 80MHz to 1000MHz frequency
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Hardware Qualitative Examination Design (continued)

Table 4-2 Hardware Test Examination Results (continued)

Test/EAC 2005 - Configuration

VVSG Section Procedure/Description Tested Status
Temperature/Power MIL-STD-810D, Method 502.2 and Method ICP Accept
Variation/4.1.2.13 501.2 163 hours at 50 degrees to 95 degrees P
High MIL-STD-810D, Method 501.2 maximum ICP Accent
Temperature/4.1.2.14 | temperature shall be 140 degrees F P
Low MIL-STD-810D minimum temperature shall be ICP Accent
Temperature/4.1.2.14 | -4 degrees F P

. MIL-STD-810D, Method 516.3 Procedure VI
Bench Handling six 4” drops on each edge totaling 24 drops ICP Accept
Vibration/4.1.2.14 MIL-_STD_—810D,_Method 5.14'3 physical shock ICP Accept
and vibration during handling and transport
Humidity Test/4.1.2.14 MIL_—S_TD—810D, Method 501.2 ten 24 hour ICP Accept
humidity cycles
Electrical Power IEC 61000-4-11 (1994-06) power surges and
Disturbance/4.1.2.5 dips ICP Accept
Electrical Fast
Transient/4.1.2.6 IEC 61000-4-4 (1995-01) ICP Accept
Lightning
Surge/d.1.2.7 IEC 61000-4-5 (1995-02) ICP Accept
Electrostatic IEC 61000-4-2 (1995-01) 15KV air discharge ICP Accent
Disruption/4.1.2.8 and 8KkV contact discharge P
Conducted RF IEC 61000-4-6 (1996-04) conducted radio
: ICP Accept

Immunity/4.1.2.11 frequency energy
Magnetic Fields IEC 61000-4-8 (1993-06) AC magnetic fields of ICP Accent
Immunity/4.1.2.12 30 A/m at 60Hz P

*Safety testing was witnessed by Wyle at a third party laboratory

ICE Testing

The Dominion Democracy Suite 4.0 ICE hardware will be tested by the Wyle Laboratories” EMI, Dynamics,
and Environmental test facilities for testing to the hardware requirements in accordance with Wyle
Laboratories A2LA certifications 845.01-.03. All EMI testing will be performed per the following Wyle
Laboratories’ Test Guidelines Documents: EMI-001A, “Wyle Laboratories’ Test Guidelines for Performing
Electromagnetic Interference (EMI) Testing”, and EMI-002A, “Test Procedure for Testing and
Documentation of Radiated and Conducted Emissions Performed on Commercial Products”. These
proprietary documents shall be submitted under separate cover for reference. All hardware testing will be
performed per the guidelines of ANSI/NCSL Z540-1, “Calibration Laboratories and Measuring and Test
Equipment, General Requirements”, and ISO 10012-1, “Quality Assurance Requirements for Measuring
Equipment” and the governing MIL-STD to which the test is required. All pre-voting and post-voting tests
will be conducted by Wyle qualified personnel at the Wyle Huntsville, AL facility.
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TEST SPECIFICATIONS (CONTINUED)
Test Case Design (continued)
Hardware Qualitative Examination Design (continued)

The following hardware tests shall be performed on the ICE per Volume | of the EAC 2005 VVSG:
e Electrical Supply (Section 4.1.2.4)
o Electrical Power Disturbance (Section 4.1.2.5)
o Electrical Fast Transient (Section 4.1.2.6)
e Lightning Surge (Section 4.1.2.7)
e Electrostatic Disruption (Section 4.1.2.8)
e Electromagnetic Emissions (Section 4.1.2.9)
e Electromagnetic Susceptibility (Section 4.1.2.10)
e Conducted RF Immunity (Section 4.1.2.11)
e Magnetic Fields Immunity (Section 4.1.2.12)
e Environmental Control — Operating Environment (Section 4.1.2.13)
e Environmental Control — Transit and Storage (Section 4.1.2.14)

o Safety (Section 4.3.8) This testing will be performed at MET Labs and witnessed by Wyle personnel

ICC Testing

ICC consists of COTS scanner and COTS Workstation PC. The Canon DR-X10C (S/N ED300874) scanner
and the Dell Inspiron One 2305 (S/N 564C3P1) Workstation PC contain CE, UL, and FCC labeling. Due to
the fact that these components are unmodified COTS equipment, as well as central count equipment, they
will be exempt from non-operational hardware testing; however the ICC will undergo Temperature Power
testing in conjunction with the ICE. Beyond the Temperature Power test, the ICC will only be utilized in
functional and system testing for this campaign.

Support Equipment

Dominion submitted COTS PCs and Laptops to be used during the test campaign that were labeled CE, UL,
and FCC compliant. The supporting documentation for this testing has not been submitted to Wyle at this
time. During this test campaign Wyle will review this documentation to ensure that it meets the
requirements of the EAC 2005 VVSG.

Mapping of Requirements to Specific Interfaces

Please refer to the EAC online matrix tool for further reference on requirements mapping.

Software Module Test Case Design and Data

Wyle implements Component Level Testing during the FCA for each component and subcomponent,

exercising the functionality of each component and subcomponent as designed and documented. Wyle will
utilize limited structural-based techniques (white-box testing) mainly in the area of Source Code Review,
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TEST SPECIFICATIONS (CONTINUED)
Test Case Design (continued)
Software Module Test Case Design and Data (continued)

Compliance Builds and Security Testing and Review. Wyle will depend heavily on specification-based
techniques (black-box testing) for the individual software components.

The most common specification-based techniques applied to the Dominion Voting Systems Democracy Suite
4.0 during the software testing portion of testing will be “equivalence partitioning” and “boundary value
testing”:

o  “Equivalence partitioning” will be used to evaluate specific software functions and data entry points
of the Democracy Suite for valid and invalid data during the FCA. For software functions and data
entry points, an entry will be made for a valid data requirement and at least one invalid data
requirement to test for normal and abnormal conditions.

o “Boundary Value Testing” will be used to evaluate specific software functions and data entry points
for minimums and maximums during the FCA. For software functions and data entry points, an entry
will be made for all minimum and all maximum documented requirements to test for normal and
abnormal conditions. This technique will be used for numeric ranges as well as non-numeric ranges.

Wyle will document an expected result for each test. The ACCEPT/REJECT criteria at the Component Level
will be based on the expected result. If the System Under Test (SUT) performs as expected the results will
be accepted. If the SUT does not perform as expected the test will be evaluated for tester error. If it is
determined there was no tester error, the test will be repeated in an attempt to reproduce the results. If the
results can be reproduced and the expected results are not met the SUT will have failed the test. If the results
cannot be reproduced the results would be determined to not be repeatable and the test would continue.
Wyle will document the error and track the error through resolution. Wyle will not move to the next level of
testing until all documented errors are resolved to try and minimize errors that might occur farther along in
the test campaign. Engineering analysis will be performed to determine what effect the resolution has on the
component. A determination will be made whether Regression Testing will be sufficient or a complete re-
test is necessary.

Software Functional Test Case Design and Data

Wyle implements Integration Level Testing primarily focusing on the interface between components and
applications. The test approach to be used for the Dominion Democracy Suite 4.0 will be a bottom-up
approach where the lower-level components will be tested first and then used to facilitate the testing of
higher-level components. The specification-based technique used by Wyle at the Integration Level is “Use
Case”. The actors that have been identified to use the Dominion Democracy Suite 4.0 are the following:

o Election Administrator — the actor with responsibility of entering the election definition with translation
and audio. This actor is also responsible for maintaining EMS users and the election database.

e \Warehouse Technician — the actor responsible for loading the election definition onto the ICE and ICP
units. This actor also runs diagnostic tests and maintains the units.

e Poll Worker- the actor at the precinct location to set up and close down the ICE and ICP on Election
Day.

e Voter — the actor who physically casts the ballot on Election Day.
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Test Case Design (continued)

Software Functional Test Case Design and Data (continued)
e ADA Voter — the actor with special heeds who has to vote unassisted on Election Day.

o Election Official — the actor who reports and audits the election results post-Election Day.

“Use Case” will be used during the FCA with a single pass through each component using only valid data.
This pass will be considered the ‘“Master Copy” of data to be passed between interfacing points of
applications during Integration level testing. If a component downstream in the test process needs data from
previous processes, the “Master Copy” of data can be used or altered to accelerate the test process. Known
tests that will utilize the “Master Copy” of data at the Integration Level are Security, Telecommunication,
and Usability. During test performance, if an error occurs between data interfaces or in the process flow, an
engineering analysis will be performed to determine if the error is data, process, or tester error. The
ACCEPT/REJECT criteria for Integration Level testing is whether the components and applications interface
using the documented process for each actor. If there is an error interfacing between components, the error
will be documented and tracked through resolution. Engineering analysis will be performed to determine
what effect the resolution has on the component. A determination will be made whether Regression Testing
will be sufficient or a complete re-test is necessary.

System-Level Test Case Design

Wyle implements System Level testing focusing on a complete system including all proprietary software,
proprietary hardware, proprietary peripherals, COTS software, COTS hardware, and COTS peripherals in a
configuration of the system’s intended use. The Dominion Democracy Suite 4.0 is intended to support both
large and small jurisdictions. Wyle’s approach for Dominion Democracy Suite 4.0 will be to execute System
Level Testing with a variety of elections that include various combinations of jurisdictions, parties, and ballot
styles. Wyle will have three different test setup configurations for the EMS components as referenced in
section 1.4.1 of this document.

Wyle will test the function of all hardware, software, and peripherals of the complete system during System
Level Testing. The ACCEPT/REJECT criteria for System Level testing is whether the system can continue
in testing. The two scenarios are: Accept or Reject. Accept is either 1) if no errors are found, or 2) if an
error is encountered but the system continues to operate and engineering analysis determines that the root
cause does not affect testing. Reject if the system is too unstable to continue or engineering analysis
determines the root cause could affect further testing.

Wyle implements Acceptance Level testing focusing on all the data collected during the entire test campaign
along with performing the “Trusted Build” for the system. All data from pre-testing, hardware testing,
software testing, functional testing, security testing, volume testing, stress testing, telecommunication testing,
usability testing, accessibility testing, and reliability testing activities will be combined to ensure all
requirements that are supported by the Dominion Democracy Suite 4.0 in the EAC 2005 VVSG have been
tested. All requirements will be checked against the test data to ensure the EAC 2005 VVSG requirements
are met. Items not supported by Dominion Democracy Suite 4.0 will be documented. Any issues
documented during testing will be resolved or annotated in the test report.

Wyle will report all issues discovered during this test campaign to the EAC. The EAC has the final
determination on whether the system meets all the requirements for an EAC certified system. The
ACCEPT/REJECT criteria for Acceptance Level testing is whether or not the data for the test campaign
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supports a recommendation for certification by the EAC. If Wyle determines there is not enough data to
ensure a requirement was met, the test plan will be altered and further testing will be done.

Security Functions

The purpose of the security testing will be to evaluate the effectiveness of the Democracy Suite in detecting,
preventing, logging, and recovering from any security risks identified by simulating attacks on the system.
To accomplish this, Wyle has developed internal operating procedures to evaluate the Dominion Democracy
Suite 4.0 to the security requirements set forth in the EAC 2005 VVSG. These procedures have been
specifically tailored to assess the Dominion Democracy Suite 4.0 to the applicable requirements. Wyle will
attempt to defeat the access controls and physical security measures documented in the Dominion technical
data package. A threat matrix will be created to determine the risks and vulnerabilities.

Wyle will utilize a combination of functional testing, source code review, and Fortify ™ SCA to evaluate the
Democracy Suite. Wyle’s strategy for evaluating the Democracy Suite will be to utilize the Express
Hardware Configuration and the Enterprise Hardware Configuration. Wyle excluded the Standard Hardware
Configuration because this configuration overlaps the other two.

The following areas are not applicable to the Democracy Suite 4.0 and are therefore not included in the scope
of the security testing:

e Use of Public Networks
e Wireless Communication

Testing will be performed by a qualified security expert. All findings will be reported to Dominion for
resolution. Dominion will review all findings and correct risks that violate the standard. All documented
risks will be reported as an addendum to the final test report.

TDP Evaluation

Wyle qualified personnel will perform a comprehensive review of the Dominion TDP to determine
compliance to the EAC 2005 VVSG requirements and Dominion-specific requirements. Wyle qualified
personnel utilize a TDP Review Matrix which lists every EAC 2005 VVSG requirement pertaining to TDP
review. Wyle qualified personnel will record the results of the review of each document to the applicable
requirements listed in the TDP Review Matrix.

During the TDP review process, each document will be reviewed for completeness, clarity, and correctness,
and continuity between the TDP documents. The review results will be formally reported to Dominion for
resolution. If a revised document is received, it will be re-reviewed as discussed in this section. The TDP
will be continued to be reviewed during the entire testing process as these documents will be utilized to set
up the systems, verify correct operational results and numerous other tests. At the end of the TDP review
process, an Anomaly Report will be issued listing the non-compliant items on a document-by-document
basis, if applicable.

A listing of all documents contained in the Dominion Democracy Suite 4.0 System TDP is provided in Table
4-2.
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TDP Evaluation (continued)

Table 4-2 Democracy Suite 4.0 TDP Documents

Requirements

Democracy Suite 4.0 TDP Documents System Version Date Dl\cl)cument
umber
Documents describing overall system performance:
System Configuration Overview All 1.2.0::197 9/6/2011 2.02
System Security Specification All 1.1.0::261 9/6/2011 2.06
Configuration Management Process All 1.2.0::135 9/6/2011 211
Quality Assurance Program All 1.2.0::68 9/6/2011 2.12
System Test and Verification All 1.1.0::88 9/6/2011 2.07
System Test and Verification Suites All 1.2.0::2 9/6/2011 2.07
Personnel Training and Deployment Al 11033 9/6/2011 210

Documents describing functionality, hardware, software

design, maintenance, and operation:

EMS Functional Description EMS 1.1.0::49 9/6/2011 2.03
ICE Functional Description ICE 1.2.0::37 9/6/2011 2.03
ICP Functional Description ICP 1.1.0::73 9/6/2011 2.03
ICC Functional Description ICC 1.1.0::27 9/6/2011 2.03
ICE Tabulator System Hardware Specification ICE 1.2.0::220 9/6/2011 2.04
ICP Tabulator System Hardware Specification ICP 1.1.0::51 9/6/2011 2.04
ICE System Hardware Characteristics ICE 1.2.0::46 9/6/2011 2.04
ICP System Hardware Characteristics ICP 1.1.0::30 9/6/2011 2.04
EMS Software and Design Specification EMS 1.0.0::163 9/6/2011 2.05
ICE Software and Design Specification ICE 1.0.0::29 9/6/2011 2.05
ICP Software and Design Specification ICP 1.1.0::77 9/6/2011 2.05
ICC Software and Design Specification ICC 1.0.0::17 9/6/2011 2.05
ICP System Operation Procedures ICP 1.1.0::120 9/6/2011 2.08
EMS System Operation Procedures EMS 1.2.0::282 9/6/2011 2.08
ICE System Operation Procedures ICE 1.0.0::45 9/6/2011 2.08
ICC System Operation Procedures ICC 1.1.0::49 9/6/2011 2.08
ICP System Maintenance Manual ICP 1.1.0::30 9/6/2011 2.09
ICE System Maintenance Manual ICE 1.1.0::56 9/6/2011 2.09
EMS System Maintenance Manual EMS 1.0.0::20 9/6/2011 2.09
Election Event Designer Users Guide EMS 1.2.7 9/6/2011 N/A
Results Tally and Reporting Users Guide EMS 124 9/6/2011 N/A
Audio Studio Users Guide EMS 1.2.1 9/6/2011 N/A
Derr]ocracy Suite EMS Software Build EMS 1311 9/6/2011 N/A
Environment Install Document

ImageCast Precinct Approved Parts List ICP V3 9/6/2011 N/A
ImageCast Precinct Configuration Files ICP 1.0.0::18 9/6/2011 N/A
ImageCast Precinct Election Definition Files ICP 251 9/6/2011 N/A
ImageCast Precinct Firmware Build and Install ICP 10.0:15 9/6/2011 N/A
Document

ImageCast Precinct Firmware Update ICP 1.0.0::6 9/6/2011 N/A
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Table 4-2 Democracy Suite 4.0 TDP Documents (continued)

Democracy Suite 4.0 TDP Documents System Version Date DI\?SLr;rE:?t
ImageCast Precinct Technical Guide ICP 115 9/6/2011 N/A
ImageCast Million Ballot Scan Test ICP 1.0.0::11 9/6/2011 N/A
Engineering Product Development Processes ICP P0.2 9/6/2011 N/A
Dominion Voting C C++ Coding Standard All 1.0.0::7 9/6/2011 N/A
Dominion Voting Usability Study ICP 1.0.0::20 9/6/2011 N/A
Dominion Voting Usability Study ICE 1.0.0::35 11/29/2011 N/A

Source Code Review

As part of the pre-testing activities, the Dominion Democracy Suite 4.0 source code will be reviewed to the
EAC 2005 VVSG coding standards and the manufacturer supplied coding standards. The review will be
conducted per the guidelines described in the following paragraphs.

As the source code is received, an SHAL hash value will be created for each source code file. The source
code team will then conducted a visual scan of every line of source code for an initial review and every line
of modified source code for a re-review. This is done to identify any violation of EAC 2005 VVSG coding
standards or manufacturer supplied coding standards. Each identified violation will be recorded by making
notes of the standards violation along with directory name, file name, and line number.

If the review was the initial review, the source code team performed a peer-review on a percentage of the
code. This was done to evaluate the correctness of the review and look for standards violations that may have
been missed or violations that were noted in error. Any standards violations that the team concluded were
recorded in error or missed were then corrected in the code review notes.

A technical summary report of all identified standards violations will be sent to Dominion for resolution.
Dominion will then correct all standards violations and re-submit the source code for re-review. This process
will be repeated as many times as necessary, until all identified standards violations are corrected. All
reports will be included in an anomaly report for source code and submitted to the EAC and included in the
final test report.

Dominion Voting Systems uses an auto-feed option designed in the system to repetitively feed ballots in and
out of the scanner. This feature is documented as “Auto-Feed” mode or “Shoe Shine” mode. As part of the
source code review this function will be inspected in detail to meet the requirements of EAC 2005 VVSG
Volume 1 Section 2.2.4 g and h. The final step will be to create a “Trusted Build” from the reviewed source
code. The “Trusted Build” will be performed by completed the following tasks in the order listed:

e Clean the build machine

o Retrieve the compliant source code

o Retrieve the installation media for OS, compilers, and build software

e Construct the build environment

o Create digital signatures of the build environment
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Source Code Review (continued)
o Load the compliant source code into the build environment
o Create a digital signature of the pre build environment
o Create a disk image of the pre-build environment
e Build executable code
o Create a digital signature of executable code
o Create a disk image of the post-build environment
o Build installation media
o Create a digital signature of the installation media
o Install executable code onto the system a validate the software/firmware

e Deliver source code with digital signature, disk image of pre-build environment with digital
signatures, disk image of post-build environment with digital signatures, executable code with
digital signatures, and installation media with signatures to EAC Approved Repository.

The “Trusted Build” for the Dominion Democracy Suite 4.0 includes source code, data, and script files, in
clear text form. The build also includes COTS software on commercially available media, COTS software
downloaded by the VSTL, COTS software verified by SHA1 from the software supplier, and picture and
sound files in binary format provided by Dominion Voting Systems. The first step of the process is to clean
the hard drives by writing data to every spot on the hard drive, so the drive is cleared of existing data. The
Microsoft Windows XP Professional operating system will then be loaded and the applications from the
VSTL reviewed source along with the VSTL verified COTS software will be built. The final step is installing
the applications on the hardware.

QA and CM System Review

The Dominion QA Plan and CM Plan state that they comply with ISO 9001 and cite internal Dominion ISO
9001 documentation for details. Both the Dominion QA Plan and CM Plan will be reviewed to determine
compliance with EAC 2005 VVSG Volume Il Section 2, and Volume | Sections 8 and 9, EAC stated
requirements, and with the requirements of the internal Dominion ISO documentation. Also, the Dominion
TDP documentation package will be reviewed to determine if the Dominion QA Plan and the CM Plan are
being followed. The results of the TDP review will be entered on a spreadsheet as previously described in
Section 4.6 TDP Evaluation of this test plan. The results of the TDP review, including the QA and CM
compliance results, will also be included in the final Test Report.

TEST DATA
Test Data Recording

All equipment utilized for test data recording shall be identified in the test data package. For hardware
environmental and operational testing, the equipment will be listed on the Instrumentation Equipment Sheet
for each test. The output test data will be recorded in an appropriate manner as to allow for data analysis.
For source code and TDP reviews, results will be compiled in output reports and submitted to Dominion
Voting Systems for resolution. Additionally, all test results, including functional test data, will be recorded
on the relevant Wyle Laboratories’ Operating Procedure and Test Cases. Results will also be recorded real-
time in engineering log books.
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Test Data Criteria

Wyle Laboratories, Inc. will evaluate all test results against the Dominion Voting Systems provided technical
documentation for the Democracy Suite 4.0 and the requirements set forth in the EAC 2005 VVSG. The
Democracy Suite 4.0 shall be evaluated for its performance against the EAC 2005 VVSG. The acceptable
range for system performance and the expected results for each test case shall be derived from the
Democracy Suite 4.0 documentation. Per the EAC 2005 VVSG, these parameters shall encompass the test
tolerances, the minimum number of combinations or alternatives of input and output conditions that can be
exercised to constitute an acceptable test of the parameters involved, and the maximum number of interrupts,
halts or other system breaks that may occur due to non-test conditions (excluding events from which
recovery occurs automatically or where a relevant status message is displayed).

Test Data Reduction

Test data shall be manually processed and recorded in the relevant Wyle Laboratories’ Operating Procedures
and Test Cases. Results will also be recorded real-time in engineering log books.

TEST PROCEDURES AND CONDITIONS

The following subsections describe test procedures and a statement of the criteria by which readiness and
successful completion shall be indicated and measured.

Facility Requirements

All testing will be conducted at the Wyle Huntsville, AL facility unless otherwise annotated. Hardware
environmental non-operating (storage) and operating testing will be conducted utilizing an adequately sized
environmental test chamber or dynamic shaker system equipped with the required data gathering support
equipment. All remaining operating hardware tests will be conducted at the appropriate test site with the
required support equipment. All instrumentation, measuring, and test equipment used in the performance of
this test program will be listed on the Instrumentation Equipment Sheet for each test and shall be calibrated
in accordance with Wyle Laboratories' Quality Assurance Program, which complies with the requirements of
ANSI/NCSL Z540-1 and ISO 10012-1. Standards used in performing all calibrations are traceable to the
National Institute of Standards and Technology (NIST) by report number and date. When no national
standards exist, the standards are traceable to international standards or the basis for calibration is otherwise
documented.

Unless otherwise specified herein, all remaining tests, including system level functional testing, shall be
performed at standard ambient conditions:

o Temperature: 25°C £ 10°C (77°F + 18°F)
e Relative Humidity: 20 to 90%
e  Atmospheric Pressure: Local Site Pressure

Unless otherwise specified herein, the following tolerances shall be used:

e Time + 5%
e Temperature + 3.6°F (2°C)
o Vibration Amplitude +10%
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Facility Requirements (continued)
e Vibration Frequency +2%

e Random Vibration Acceleration

20 to 500 Hertz +1.5dB
500 to 2000 Hertz +3.0dB
e Random Overall grms +15dB
e Acoustic Overall Sound Pressure Level +4/-2 dB

Deviations to the above tolerances may be submitted by the test responsible agency with sufficient
engineering information to substantiate the deviation request, but only when best effort technique and system
limitations indicate the need for a deviation.

Test Set-Up

All voting machine equipment (hardware and software), shall be received and documented utilizing Wyle
Receiving Ticket (WL-218, Nov’85) and proper QA procedures. When voting system hardware is received,
Wyle Shipping and Receiving personnel will notify Wyle QA personnel. With Wyle QA personnel present,
each test article will be unpacked and inspected for obvious signs of degradation and/or damage that may
have occurred during transit. Noticeable degradation and/or damage, if present, shall be recorded,
photographs shall be taken, and the Dominion Voting Systems, Inc., representative shall be notified.

Wyle QA personnel shall record the serial numbers and part numbers. Comparison shall be made between
those numbers recorded and those listed on the shipper’s manifest. Any discrepancies noted shall be brought
to the attention of the Dominion Voting Systems, Inc., representative for resolution. TDP items, including all
manuals, and all source code modules received will be inventoried and maintained by the Wyle Project
Engineer assigned to testing.

For hardware test setup, the system will be configured as would for normal field use. This includes
connecting all supporting equipment and peripherals. Wyle personnel will properly configure and initialize
the system, and verify that it is ready to be tested, by following the procedures detailed in the Democracy
Suite 4.0 technical documentation. Wyle will develop an operational status test to be performed prior to and
immediately following each hardware test. Wyle will develop the system performance levels to be measured
during operational tests.

Wyle has developed eight election definitions to be used during this test campaign.

Operational Status Check

This election definition will exercise the operational status of the Democracy Suite 4.0 System, during the
operational hardware tests, and prior to and immediately following the non-operational hardware tests.

Logic and Accuracy

This test must exercise all possible voting positions for the ballot.
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Test Set-Up (continued)

General Election: GEN-01

A basic election held in four precincts, one of which is a split precinct, containing nineteen contests compiled
into four ballot styles. Five of the contests are in all four ballot styles. The other fifteen contests are split
between at least two of the precincts with a maximum of four different contests spread across the four
precincts. This election was designed to functionally test the handling of multiple ballot styles, support for at
least two languages, support for common voting variations, and audio support for at least two languages.

The parameters of this election are listed below:

o Closed Primary: No

. Open Primary: No

o Partisan offices: Yes

o Non-Partisan offices: Yes

° Write-in voting: Yes

o Primary presidential delegation nominations: No
o Ballot Rotation: No

o Straight Party voting: Yes

o Cross-party endorsement: No

. Split Precincts: Yes

° Vote for N of M: Yes

o Recall issues, with options: No

o Cumulative voting: No

. Ranked order voting: No

. Provisional or challenged ballots: Yes
o Early Voting: No

This election was designed to functionally test the handling of multiple ballot styles, support for at least two
languages, support for common voting variations, and audio support for at least two languages. Test Pattern
8 was chosen for audio input in an alternative language because it is a basic voting pattern using an ADA
device. Test pattern 9 was chosen for audio input to demonstrate support for write-in voting using an ADA
device. Test Pattern 3 was chosen for Spanish language input because it is a basic vote pattern using
Spanish. Test Pattern 10 was chosen for Spanish language input because it exercises write-in using Spanish.

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. 48 of 59
Certification Test Plan T57381.01-01, Rev. D

6.0

6.2
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Test Set-Up (continued)

General Election: GEN-02

A Dasic election held in three precincts. This election contains fifteen contests compiled into three ballot
styles. Ten of the contests are in all three ballot styles with the other five split across the three precincts. This
election was designed to functionally test the handling of multiple ballot styles, support for ballot rotation,
support for two languages, support for complex voting variations, and audio support for multiple languages.

The parameters of this election are listed below:

o Closed Primary: No

. Open Primary: No

o Partisan offices: Yes

o Non-Partisan offices: Yes

° Write-in voting: Yes

o Primary presidential delegation nominations: No
. Ballot Rotation: Yes

o Straight Party voting: No

o Cross-party endorsement: No

. Split Precincts: No

° Vote for N of M: Yes

. Recall issues, with options: Yes

o Cumulative voting: No

. Ranked order voting: Yes

. Provisional or challenged ballots: No
. Early Voting: Yes

This election was designed to functionally test the handling of multiple ballot styles, support for ballot
rotation, support for two languages, support for complex voting variations, and audio support for multiple
languages. The election will be an early voting election with at least one machine running all precincts.
Voting options for overvoting and undervoting will be exercised. Ballots 7 and 16 were selected for Spanish
based language input. Ballots 13 and 17 were selected for casting of ballot using the ADA Audio capability.
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Test Set-Up (continued)

General Election: GEN-03

A basic election held in two precincts. This election contains eight contests compiled into two ballot styles.
Four of the contests are in both ballot styles. The other four contests are split between the two precincts. This
election was designed to functionally test the handling of multiple ballot styles, support for at least three
languages including a character-based language, support for common voting variations, and audio support for
at least three languages and an ADA binary input device.

The parameters of this election are listed below:

o Closed Primary: No

. Open Primary: No

o Partisan offices: Yes

o Non-Partisan offices: Yes

° Write-in voting: Yes

o Primary presidential delegation nominations: No
. Ballot Rotation: No

o Straight Party voting: No

o Cross-party endorsement: No

. Split Precincts: No

° Vote for N of M: Yes

. Recall issues, with options: No

o Cumulative voting: No

. Ranked order voting: No

. Provisional or challenged ballots: Yes
o Early Voting: No

This election was designed to functionally test the handling of multiple ballot styles, support for at least three
languages including a character-based language, support for common voting variations, and audio support for
at least three languages and an ADA binary input device. Test patterns 3 and 4 were chosen for input in the
Spanish language because they are a basic voting pattern with a write-in. Test patterns 5 and 6 were chosen
for audio input using the Spanish language to demonstrate support for write-in voting using an ADA device
with and alternative language. Test pattern 7 was chosen for character-based language input because it is a
basic vote pattern using Chinese. Test pattern 8 was chosen for character-based language using an ADA
device to demonstrate support for character-based ADA device support. Test pattern 9 was chosen for binary
input to show support for ADA binary input device. Test pattern 10 was chosen for binary input using ADA
audio deceive to show support for binary input and ADA support.
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Test Set-Up (continued)

Primary Election: PRIM-01

An open primary election in two precincts, containing thirty contests compiled into five ballot styles. Each
ballot style contains six contests. This election was designed to functionally test an open primary with
multiple ballot styles, support for two languages, and support for common voting variations.

The parameters of this election are listed below:

° Closed Primary: No

° Open Primary: Yes

o Partisan offices: Yes

o Non-Partisan offices: Yes

° Write-in voting: Yes

° Primary presidential delegation nominations: No
o Ballot Rotation: No

° Straight Party voting: No

. Cross-party endorsement: No

° Split Precincts: Yes

o Vote for N of M: Yes

. Recall issues, with options: No

° Cumulative voting: No

° Ranked order voting: No

° Provisional or challenged ballots: Yes
° Early Voting: No

This election designed to functionally test an open primary with multiple ballot styles, support for two
languages, and support for common voting variations. Test patterns 5 and 18 are input in an alternative
language. Test patterns 8 and 18 are input using an ADA audio device. These patterns were select to
exercise the write-in functionality in a primary election.

Primary Election: PRIM-03

A basic election held in two precincts. This election contains ten contests and is compiled into two ballot
styles. Two of the contests are in both ballot styles. The other eight contests are split between the two
parties™ ballots. This election was designed to functionally test the handling of multiple ballot styles, support
for at least three languages including an Ideographic based language, support for common voting variations,
and audio support for at least three languages and an ADA binary input device.
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Test Set-Up (continued)

The parameters of this election are listed below:

° Closed Primary: Yes

. Open Primary: No

o Partisan offices: Yes

o Non-Partisan offices: Yes

. Write-in voting: Yes

. Primary presidential delegation nominations: No
o Ballot Rotation: No

o Straight Party voting: No

. Cross-party endorsement: No

. Split Precincts: No

. Vote for N of M: Yes

. Recall issues, with options: No

o Cumulative voting: No

. Ranked order voting: No

. Provisional or challenged ballots: Yes
. Early Voting: No

This election was designed to functionally test the handling of multiple ballot styles, support for at least three
languages including an Ideographic based language, support for common voting variations, and audio
support for at least three languages and an ADA binary input device. Test patterns 3 and 4 were chosen for
input in the Spanish language because it is a basic voting pattern with a write-in. Test patterns 5 and 6 were
chosen for audio input using the Spanish language to demonstrate support for write-in voting using an ADA
device with and alternative language. Test pattern 7 was chosen for Ideographic based language input
because it is a basic vote pattern using Chinese. Test pattern 8 was chosen for character based language using
an ADA device to demonstrate support for Ideographic based ADA device support. Test pattern 9 was
chosen for binary input to show support for ADA binary input device. Test pattern 10 was chosen for binary
input using ADA audio deceive to show support for binary input and ADA support.

Test Sequence

The components of the Democracy Suite 4.0 will undergo all applicable hardware software tests as described
in the EAC 2005 VVSG. There is not a required sequence for the tests to be performed. The following
sections provide a brief description of the each test:
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Test Sequence (continued)
Hardware Test Description

Hardware tests are divided into two categories: Non-Operating and Operating. The Non-Operating tests are
intended to simulate the storage and transport of equipment between the storage facility and the polling
location. The Operating tests are intended to simulate conditions that the EUT may encounter during
operation. Prior to and immediately following Non-Operating and Operating test, the EUT will be subjected
to an operational status check.

The Non-Operating tests include the following:
Low Temperature — This requirement addresses a range of tests for voting machines and precinct counters, as

such devices are stored between elections and are transported between the storage facility and polling place,
to meet specific minimum performance standards for low temperatures.

Vibration — This requirement addresses a range of tests for voting machines and precinct counters, as such
devices are stored between elections and are transported between the storage facility and polling place, to
meet specific minimum performance standards for vibration.

High Temperature — This test addresses a range of tests for voting machines and precinct counters, as such
devices are stored between elections and are transported between the storage facility and polling place, to
meet specific minimum performance standards for high temperature.

Bench Handling — The bench handling test simulates stresses faced during maintenance and repair of voting
machines and ballot counters.

Humidity Test — This requirement addresses a range of tests for voting machines and precinct counters, as
such devices are stored between elections and are transported between the storage facility and polling place,
to meet specific minimum performance standards.

The Operating tests include the following:

Electromagnetic Radiation — This test verifies that radiated and conducted emissions from the voting system
hardware do not exceed the allowable limits of Title 47CFR, Part 15, Class B. The test for electromagnetic
radiation shall be conducted in compliance with the FCC Part 15 Class B requirements by testing per ANSI
C63.4 (Volume Il, Section 4.8.h).

Lightning Surge — This test demonstrates the voting system’s hardware to withstand power line lightning
surges during normal operation. This test is equivalent to the procedure of IEC 61000-4-5. The test for
lightning surge protection shall be conducted in compliance with the test specified in IEC 61000-4-5
(Volume 11, Section 4.8.1).

Electrical Fast Transient — This test demonstrates the voting system’s hardware to withstand electrical fast
transients during normal operation. This test is equivalent to the procedure of IEC 61000-4-4. The test for
electrical fast transient protection shall be conducted in compliance with the test specified in IEC 61000-4-4
(Volume 11, Section 4.8.e).
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Test Sequence (continued)

Hardware Test Descriptions (continued)

Electrostatic Disruption — This test demonstrates the voting system’s hardware to withstand electrostatic
discharges during normal operation. This test is equivalent to the procedure of IEC 61000-4-2. The test for

electrostatic disruption shall be conducted in compliance with the test specified in IEC 61000-4-2 (Volume
11, Section 4.8.c).

Electromagnetic Susceptibility — This test demonstrates the voting system’s hardware to withstand radiated
electromagnetic fields during normal operation. This test is equivalent to the procedure of IEC 61000-4-3.
The test for electromagnetic susceptibility shall be conducted in compliance with the test specified in IEC
61000-4-3 (Volume Il, Section 4.8.d.).

Conducted RF Immunity — This test demonstrates the voting system’s hardware ability to withstand
conducted RF energy on power and I/O lines during normal operation. This test is equivalent to the
procedure of IEC 61000-4-6. The test for conducted RF immunity shall be conducted in compliance with the
test specified in IEC 61000-4-6 (Volume Il, Section 4.8.9).

Magnetic Fields Immunity — This test demonstrates the voting system’s hardware ability to withstand
Magnetic Fields during normal operation. This test is equivalent to the procedure of IEC 61000-4-8. The test
for AC magnetic fields RF immunity shall be conducted in compliance with the test specified in IEC 61000-
4-8 (Volume II, Section 4.8.h).

Electrical Power Disturbance — This test demonstrates the voting system’s hardware to withstand power
disturbances during normal operation. This test is equivalent to the procedure of IEC 61000-4-11 (Volume I,
Section 4.1.2.5). The test for power disturbance disruption shall be conducted in compliance with the test
specified in IEC61000-4-11 (Volume |1, Section 4.8.a).

Temperature Power Variation — The Environmental Test, Operating, subjects the system hardware to varying
temperatures and voltages, demonstrating hardware/data recording accuracy reliability Mean-Time-Between-
Failure (MTBF) of 163 hours.

Maintainability — Maintainability represents the ease with which preventive and corrective maintenance
actions can be performed based on the design characteristics of equipment and software and the processes the
manufacturer and election officials have in place for preventing failures and for reacting to failures.

Electrical Supply — This requirement addresses the battery power source for providing electrical supply
during a power failure.

Safety — a safety inspection will be performed to verify that the EUT meets the following requirements for
safety:

a. All voting systems and their components shall be designed to eliminate hazards to personnel or to the
equipment itself.

b. Defects in design and construction that can result in personal injury or equipment damage must be
detected and corrected before voting systems and components are placed into service.
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Test Sequence (continued)
Hardware Test Descriptions (continued)

c. Equipment design for personnel safety shall be equal to or better than the appropriate requirements
of the Occupational Safety and Health Act, Code of Federal Regulations, Title 29, Part 1910.

Safety testing will be performed off-site at a third party laboratory with Wyle personnel witnessing.
Software Test Description

The software tests include the following:

Source Code Compliance Review — Wyle Laboratories personnel will compare the source code to the
manufacturer's software design documentation to ascertain how completely the software conforms to the

manufacturer's specifications. Source code inspection shall also assess the extent to which the code adheres
to the requirements in Section 5 of Volumes | and I1.

Compliance Build of the Democracy 4.0 System Software, Firmware, and Utilities— Before testing can begin
a compliance build of all the applications will be constructed by Wyle personnel using the build
environment, build documentation and reviewed source code. This is to insure the software being tested is
constructed from the same source code that was reviewed.

COTS Source Code Review — Unmodified, general purpose COTS non-voting software (e.g., operating
systems, programming language compilers, data base management systems, and Web browsers) is not
subject to the detailed examinations specified in this section. However, Wyle Laboratories personnel will
examine such software to confirm the specific version of software being used against the design specification
to confirm that the software has not been modified. Wyle will verify by downloading the software directly
from the manufacturer site, verifying against NRSL, or by being provided original OEM discs.

Portions of COTS software that have been modified by the manufacturer in any manner are subject to
review. Unmodified COTS software is not subject to code examination. However, source code generated by
a COTS package and embedded in software modules for compilation or interpretation will be provided in
human readable form to Wyle Laboratories. Wyle Laboratories personnel may inspect COTS source code
units to determine testing requirements or to verify the code is unmodified.

Wyle Laboratories may inspect the COTS generated software source code in preparation of test plans and to
provide some minimal scanning or sampling to check for embedded code or unauthorized changes.
Otherwise, the COTS source code is not subject to the full code review and testing. For purposes of code
analysis, the COTS units shall be treated as unexpanded macros, as per Volume Il, Section 5.2 of the EAC
2005 VVSG.

Baseline of EMS Operating and Build Machine OS — Wyle will review the submitted NIST SCAP FDCC
checklist for the EMS Operating System and Build Machine OS Dominion. The review will be performed for
completeness, clarity, and consistency.

Error Recovery Test — This will be tested to ensure that unit is capable of recovering from a non- catastrophic
failure of a device, or from any error or malfunction that is within the operator’s ability to correct and
restoration of the device gracefully from the failures. Testing will include powering units off while operating,
disconnecting various cables and components to ensure operation once restored.
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Test Sequence (continued)

Software Test Description (continued)

Security Source Code Review — The security source code review is a detailed review of the functionality of

the source code that has been submitted. Both a manual line by line review and an automated analysis of the
source code will be performed.

Trusted Build — The trusted build is a process of converting the reviewed source code into machine-readable
binary instructions for a computer. This test will follow Section 5.6 of the EAC Testing and Certification

Program manual.

Table 6-1 Democracy Suite 4.0 System Software Test Sequence

Test Description Procedure Test Level Specimen
Compliance Source . Democracy
Code Review Soumi;ﬁ]d?i;i\étw for vagggzz Component Suite 4.0 Source
(Pre-testing Activity) P Code Package
Using the build documents
Compliance Build and source code to construct WHVS07.3 Component De_mocracy
WOP 7b Suite 4.0
the EMS
Source Code COTS Sgurce code review to WHVS07.2 De_mocracy
. examine 34 party products for Component Suite 4.0 Source
Review o : WOP 5d
modification and versions Code Package
. RFI 2008-03 OS WHVS07.3 Democracy
Baseline OS Configuration WOP 25 Component Suite 4.0
Source code review for Democracy
Source Code functionality and high level | /HVYS07.2. | Component& 1 o bo s 6 Source
Functional Review - WOP5b Integration
software design Code Package
Source Code Source code review for
Security Review specific security concerns and WHVS07.2 Component & De_mocracy
. . WOP5c . Suite 4.0 Source
(manual — an automated review using Integration
. WOP 6a Code Package
automated) Fortify

System Testing

Physical Configuration Audit — The Physical Configuration Audit compares the voting system components
submitted for qualification to the manufacturer’s technical documentation, and shall include the following
activities:
e Establish a configuration baseline of software and hardware to be tested; confirm whether
manufacturer’s documentation is sufficient for the user to install, validate, operate, and maintain the
voting system

o Verify software conforms to the manufacturer’s specifications; inspect all records of manufacturer’s
release control system; if changes have been made to the baseline version, verify manufacturer’s
engineering and test data are for the software version submitted for certification

e Review drawings, specifications, technical data, and test data associated with system hardware, if
non-COTS, to establish system hardware baseline associated with software baseline
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Test Sequence (continued)

6.3.3 System Testing (continued)

o Review manufacturer’s documents of user acceptance test procedures and data against system’s
functional specifications; resolve any discrepancy or inadequacy in manufacturer’s plan or data prior
to beginning system integration functional and performance tests

e Subsequent changes to baseline software configuration made during testing, as well as system
hardware changes that may produce a change in software operation are subject to re-examination

Functional Configuration Audit — The functional configuration audit encompasses an examination of
manufacturer’s tests, and the conduct of additional tests, to verify that the system hardware and software
perform all the functions described in the manufacturer’s documentation submitted for the TDP. In addition
to functioning according to the manufacturer’s documentation tests will be conducted to insure all applicable
EAC 2005 VVSG requirements are met.

TDP Review — The technical data package must be submitted as a precondition of national certification
testing. These items are necessary to define the product and its method of operation; to provide technical and
test data supporting the manufacturer’s claims of the system’s functional capabilities and performance levels;
and to document instructions and procedures governing system operation and field maintenance. Any
information relevant to the system evaluation shall be submitted to include source code, object code, and
sample output report formats.

Security Test — The security test is designed and performed to test the capabilities of the voting system
against the requirements defined in Volume | Section 7. These procedures shall focus on the ability of the
system to detect, prevent, log, and recover from a broad range of security risks identified. This test will also
examine system capabilities and safeguards claimed by Dominion in the TDP to go beyond these risks. The
range of risks tested is determined by the design of the system and potential exposure to risk.

Telecommunication Test — The telecommunication test focuses on system hardware and software function
and performance for the transmission of data that is used to operate the system and report election results.
This test applies to the requirements for Volume I, Section 6 of the EAC 2005 VVSG.

Usability — The usability test is a measure of the effectiveness, efficiency, and satisfaction achieved by a
specified set of users with a given product in the performance of specified tasks. This test applies to the
requirements for Volume I, Section 3 of the EAC 2005 VVSG.

Volume/Stress/Reliability — Tests to investigate the system’s response to conditions that tend to overload the
system’s capacity to process, store, and report data. The test parameters will focus on the system’s
stated limits and the ballot logic for areas such as the maximum number of active voting positions,
maximum number of ballot styles, maximum candidates, maximum contests, and stated limits
within the EMS. This test will be utilized to ensure the system can achieve the manufacturer’s TDP
claims of what the system can support. Testing will be performed by exercising an election
definition and test cases developed specifically to test for volume and stress conditions of the
system being tested.
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Test Sequence (continued)

6.3.3 System Testing (continued)

Each sub-component will be subjected to the test as outlined in the EAC 2005 VVSG as follows:

e The EMS shall be subjected to overload conditions such as processing more than the expected
number of ballots/voters per precinct and processing more than expected number of precincts.

e The ICE and ICP shall be subjected to ballot processing at the high volume rates at which the
equipment can be operated to evaluate software response to hardware-generated interrupts and wait
states.

e The ICC shall be subjected to overload conditions.

Wyle will verify the audit log records for error and exception activity to verify proper documentation and
recovery action for all functional tests performed. A details listing of all audit log entries shall be provided by
Dominion. During testing, audit log entries will be compared to this list to ensure that all expected events
were recorded. To ensure the system’s ability to gracefully shutdown and recover from error conditions,
negative test cases will be performed to introduce such error conditions. The error conditions introduced will
be based on the system limits specified within the vendors TDP documentation

Logic and Accuracy — The logic and accuracy test insures that each component of the voting system (ICC,
ICE and ICP) can each process 1,549,703 consecutive ballot positions correctly within the allowable target
error rate. The Accuracy test is designed to test the ability of the system to “capture, record, store,
consolidate and report” specific selections and absences of a selection. The required accuracy is defined as
an error rate. This rate is the maximum number of errors allowed while processing a specified volume of
data. For paper-based voting systems the ballot positions on a paper ballot must be scanned to detect
selections for individual candidates and contests and the conversion of those selections detected on the paper
ballot converted into digital data.

In an effort to achieve this and to verify the proper functionality of the units under test the following methods
will be used to test each component of the voting system:

The Accuracy test requirements for the ICE will be met by the execution of two accuracy tests. Since Wyle
considers the ICE as a paper based scanner and a ballot marker, the first accuracy test for the ICE will be
performed by using both paper-based and audio ballots. The majority of the vote processing will be utilizing
the paper-based functionality, while audio votes are being cast at defined intervals between ballot scans.
After analyzing the processes and researching past testing, Wyle believes the architecture, data flow, and
integration of the recording process of an audio ballot and the scanning of a paper ballot in an ICE unit are
similar and use many of the same software modules. Based on this, Wyle has concluded that the audio
feature should not be subjected to the full requirement of Volume Il, Section 4.7.1.1; therefore during test
performance, 5000 audio ballot positions will be cast to satisfy the execution of the feature. The remaining
ballot positions will be captured with paper-based voting. All results will be validated and verified against
the election definition voting matrix for expected results. If the ICE processes the minimum number of ballot
positions without error the test shall be accepted. If the ICE should not process the minimum requirement an
evaluation will be performed to determine the root cause and the test will not be accepted.
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Test Sequence (continued)
System Testing (continued)

The second accuracy test will consist of the ICE Ballot Marking Device (BMD). Wyle will utilize a
maximum position ballot with the ICE, which will be manually voted in order to verify the components
correctly tabulate 1,549,703 ballot positions within the allowable target error rate. All results will be
validated and verified against the election definition voting matrix for expected results. If the ICE processes
the minimum number of ballot positions, during both tests, without error the test shall be accepted. If the ICE
should not process the minimum requirement an evaluation will be performed to determine the root cause
and the test will not be accepted.

ICC accuracy will be exercised by using only paper-based ballots. All results will be validated and verified
against the election definition voting matrix for expected results. If the ICC processes the minimum number
of ballot positions without error the test shall be accepted. If the ICC should not process the minimum
requirement an evaluation will be performed to determine the root cause and the test will not be accepted.

The results of previous testing on the ICP will be utilized to satisfy the accuracy test requirements for this
test campaign.

System Integration — System Level certification test address the integrated operation of both hardware and
software, along with any telecommunication capabilities. Compatibility of the voting system software
components or subsystems with one another, and with other components of the voting system environment,
shall be determined through functional tests integrating the voting system software with the remainder of the
system.

Reqression Testing

Regression Testing will be performed on all system components to verify all firmware modifications.

Table 6-2 Democracy 4.0 System Testing Sequence

Test Description Procedure Test Level Specimen El[gc;ttg)n
Technical Data Documentation review
for compliance, WHVS07.1 TDP
Package (TDP) Document
. correctness, and WOP 3 package
Review
completeness
Physical Audit hardware and WHVSO07 3 Component System
. . .| software models and & hardware
Configuration Audit . WOP 25
versions System and software
Functional testing to
. the system WHVS07.4 Component
Confli:uunrzttli?)nna,lé\u dit documentation and WOP 26 & System I?r ?21%11
g EAC 2005 VVSG WOP30a Integration
requirements
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6.0 TEST PROCEDURES AND CONDITIONS (CONTINUED)
6.3 Test Sequence (continued)
6.3.3  System Testing (continued)
Table 6-2 Democracy 4.0 System Testing Sequence (continued)
Test Description Procedure Test Level Specimen Ellg(;ttfn
Test of
telecommunication . Gen-01
Telecommunication technology of the WHVS07.6 Integration & System Volume &
WOP 31 System
system for accuracy Stress
and correctness
Testing to the system
Usability/ documentation and Wél)YDOZPA,-lea-g Integration System Gen-01
Accessibility EAC 2005 VVSG WOP 24-2 a-f Prim-01
requirements
Test to investigate the
\ Volume
Volume, Stress, & system’s response to WOP 21 Svstem Svstem and Stress
Reliability Test larger amounts of data WOP 30 y y Electi
o . ection
than it is expecting.
Assess the system to W\l;'\/\c/)iog 7
the 2005 VVSG .
Security requirements and WOP 6a Integration & System G_en-01
. WOP 6b System Prim -01
execute basic system
security tests WOP 6c
y 1ess WOP 6d
Test of accuracy to
. ~1.6 million ballot WHVS07.9
Logic and Accuracy positions per system WOP 30 System System E:; ftﬁ)n
component (ICC, ICE, WOP 21
and ICP)
Svstem Intearation Test of all system Gen-01-03
y Testg hardware, software WOP 30 System System Prim-
and peripherals. 01&03
Democracy
Creation and WHVS07.6 Svstem Suite 4.0
Trusted Build installation of the final WOP 7 Component so¥tware Source
system software WOP 7a Code
Package
7.0 TEST OPERATIONS PROCEDURES
7.1 Proprietary Data

All proprietary data that is marked will be distributed only to those persons that the manufacturer or EAC
identifies as needing the information to conduct qualification testing. The manufacturer is required to mark
all proprietary documents as such. All organizations and individuals receiving proprietary documents will
ensure those documents are not available to non-authorized persons.
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Notice of Confidentiality and
Nondisclosure

This document contains information that is protected as an unpublished work by Dominion Voting Sys-
tems (Dominion) under applicable copyright laws. The Recipient is to retain this docwment in confidence
and is not permitted to copy, reproduce, or to incorporate the contents hereof into any other media other
than as permitted in a written sgreement with Dominion. The below statutory copyright notice shall
not imply or be deemed publication of this product.

Proprietary Notice

The statements in this work, including, without limitation, directions, commentary, noies, and other ele-
ments contained herein, and their selection, expression, format, ordering and other attributes, constitute
proprietary and confidential technical information and are protected under Canadian, United States and
International copyright and other intellectual property laws. Title and all rights thereto, including, but
not limited to all copyrights, trademarks and any trade secrets belong solely to Dominion. No distribu-
tion of any contained statements by a licensee or use by a distributee, whether as a product or a service,
including without limitation, the right to copy, duplicate, reproduce, adapt, publish, quote, translate or
incorporate into other formats, media, or derivative works of any kind, is permitted.

T'his proposal is submitted in confidence snd contains some or all of the following types of information:
trade secrets, scientific information, financial information, technical information, commercial information,
and labor relations information. Disclosure of any of the information contained in any of the documents
herein would result in undue loss to Dominton Voting Systems.

Please direct inquiries to:

Manager, Administration
Dominjon Voting Systems
1201 18t* St., Suite 210
Denver, Colorado, 80202

Telephone: 1-866-654-8683
Facsimile: 1-416-762-8663
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Chapter 1

Executive Summary

The ImageCastT™ Evolution is a PCOS with an integrated touch screen interface and an internal baHot
marker for fully accessible voting.

Dominion Voting Systems (or DVS) conducts ongoing usability tests of the ImageCast™ Evolution (or
ICE). This usability testing program is aimed at mproving the usability of the ICE thronghout the
design and development process.

This purpose of this usability test report is to fulfill the requirements of the Voluntary Voting System
Guidelines 2005 {VVSG). It will be offered to regulatory agencies such as the National Institute of
Standards and Technology (NIST) and the Election Assistance Commission (BAC).

Usability tests have been conducted on ICE firmware versions 4.1.1.1 and 4.6.1.1 Testing toek place in a
simulated polling place with a registration desk, veting booths, and a free-standing voter-fed tabulator
{the ICE). This configuration was set up at the DVS office in San Leandro, CA, and at the Center for
Independent Living {CIL)} in Berkeley, CA.

Date Location ICE Firmware Version
August 18, 2011 DVS, San Leandro, CA ICE 4111
Angust 17, 2011 DVS, San Leandro, CA ICE 4.1.1.1
Angust 30, 2011 DVS, San Leandro, CA ICE 4.1.1.1
September 8§, 2011 CIL, Berkeley, CA ICE 4.1.1.1
November 4, 2011 CIL, Berkely, CA ICE 4.6.1.1

Table 1.1: Usability testing dates, locations, and ICE firmware version tested.

During the usability tests, 14 participants (mainly older voters and voters with physical Hmitations) used
the ICE to vote in a simulated election. The election consisted of one test ballot (created by DVS) with
5 contests, including:

e Federal and state contests
e Partisan and nonpartisan contests
& Single member contests

o Propositions

Voters were asked to mark the baliot in a prescribed pattern that models typical ballots from around
the country.
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Participants were given 2 voting scenarios that were designed to test the various features and user
interfaces of the ICE. Participants were to vote in at least 1 of the given scenarios.

The first scenario will be referred to as manusl voling (or MV) and requires that the participant be able
to make their selections on a paper ballot using a marking pen. The marked ballot is inserted into the
ICE for participants to review their ballot seleciions and cast their ballot using the ICE fouch screen
interface. This scenario is designed to evaluate the usability of the ICE touch screen interface and ballot
review features. This scenario includes 13 tasks that simulate typical voting procedures using the ICE.
The second scenaric will be referred to as accessible voting {or AV) and is designed to evaluate the
usability of the 1CE accessible voting interfaces, specifically the ballot marking feature. Voters use an
elecironic input device to navigaie, mark, and cast their ballot. Though 3 differen{ accessible inpui
interfaces are offered, all participants chose to use the Audio Tactile Interface (or ATT).

This scenario includes 8 to 10 tasks depending on their preferred interface (audio only, visual only, or
audio and visual).

During the usability testing, participants worked alone and were not provided assistance or help by the
test administrators, unless requested. While participants voted, test administrators noted accessible
interface(s) used, assists requested, verbal comments, and anything that may affect the data being
collected.

The usability test administrators collected and analyzed the following types of data to determine partic-
ipant effectiveness, efficiency, and satisfaction using the ICE:

» Number of ballots successfully cast.

« Number of contests voted as per instructions.

e Count of assists provided.

« Time to complete the voting session.

e Voters' confidence that they had used the system correctly.
o Voter satisfaction with the system.

Below is a high-level summary of the resulés:

Usability Test

during the usability tests.

Measure Description lts

Successful Completion The average number of vz_)ters Tvbo were able to 100%
successfully complete their voting session.

Number of ballots cast Count of the number of voters who were able fo 12 of 14

without any errors submit their ballot(s) without any errors. voters

Count of assists provided The total number of assists provided to voters 3

Average Session Time for

Manual Voting (MV)

Mean time taken per test participant {o
complete the process of hand marking,
reviewing, and casting the ballot.

2 minutes and
50 seconds

Average Session Time for

Mean time taken per test participant io
customize the ICI accessible voting interface

8 minutes and

system successfully recorded their votes.

eome el el (10 and use it to mark and cast their ballot. Eijecsunes
Mean confidence level expressed by voters that

Average Voter . MV: 4.77/5

Confidence they believed they voted correctly and the AV: 4.36/5

Voter Satisfaction Score

Mean satisfaction Jevel expressed by voters In
response to a S-question post test satisfaction
questionnaire.

MV: 91.9/100
AV: 73/100

Diate; 20411-11-29 2122
I.43.6::35
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Chapter 2

Introduction

2.1 Full Product Description

The ImageCast™ Evolution (or ICE) is a precinct-level voting system that uses scan technology to
validate and tabulate marked paper ballots. The ICE unit features an 18.5” touch screen display that
allows voters to review and cast their marked paper ballot through a customizable visual interface. In
addition, the ICE features several accessible voting interfaces that allow voters with various disabilities
to effectively mark, review and cast a paper ballot in a private and independent manner. When a voter
casts their ballot, the ICE stores a complete image of the ballot and selections, and the paper ballot is
securely deposited into a sealed ballot box located under the unit. When polls close, the ICE produces
a results report with cumulative totals of all votes cast. The ICE is evaluated as part of Dominion’s
ongoing usability testing program. So far, ICE firmware versions 4.1.1.1 and 4.6.1.1 have been evaluated.
ICE hardware remains unchanged.

ICE firmware 4.1.1.1 was the first version evaluated during usability testing. Based on voter feedback,
the following modifications were made to the ICE accessible voting interfaces for firmware version 4.6.1.1.

¢ Siatic screens displayed during the accessible voting instructions were modified to create a more
uniform and consistent appearance.

» Static audio instructions were added to notify accessible voters that their ballot was being printed.

ICE finmware version 4.6.2 is being provided to the Voting System Test Laboratory (V8TL). This is an
upgrade from version 4.6.1.1. Features added include:

® An audio interface for accessible ballot review. Previously, voters only had the option to review
their hallot throngh the ICE visnal interface.

» A detailed and informative message displayed when the ICE detects an issue with a scanned ballot.
Previous versions gave a standard “Ballot Rejected™ message without describing the issue,

The ICE is is typically used in federal, state and local elections and is set up in designated voting locations.
The usability testing attempts to simulate these environmental conditions and users’ real-world context
of use.

Dominion’s engoing usability testing program evaluates the ICE user interfaces. This includes:

o The ICE touch screen interface for visual ballot review and ballot casting.

Date: 2000 1-11-29 21370567
L0037
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¢ ICE-accessible ballot marking interfaces {both audio and visual}.

o Asgistive input devices for accessible ballot navigation and voting.

Accessible voting interfaces are the primary focus of ICE usability testing. This is an area that is
susceptible to usability issues. Dominion Voting strives to enhance the accessibility and usability of its
ICE system for voters who face barriers to equal participation.

Standard seanning and ballot review features were included in the evaluation because they are most
frequently used.

2.2 Test Objectives

The usability test objectives are:
o To assess the effectiveness of the ICE by measuring the abilities of various user groups $o successfully
complete and cast a ballot.
¢ To asscss the efficiency of the ICE by measuring the average time to complete a voiing session.

o To assess the user satisfaction of the ICE systemn by measuring average voter confidence and ease
of use,

e To assess the usability of the ICE accessible voting interfaces for different disability groups.

o To elicit user feedback on how the accessible voting interfaces can be further developed and/or
improved.

Date: 2011-11-20 21
Rev: 1000235
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Chapter 3

Method

3.1 Participants

A total of 14 voters have participated in the ICE usability testing program so far. Bach round of usability
testing targets a specific type of user group.

The first round of usability testing focused on users who were over 60 years old and had at least 10 years
of voting experience. These users were recruited through asking friends and family if they knew someone
over 64 years old in the S8an Leandro area who would be svailable to participate.

The second round of usability testing focused on people with physical lmitations. Dominion Voting
teamed up with the Center for Independent Living (CIL} in Berkeley, California to recruit participants
with mobility impairments, visual impairments, and hearing impairments.

All participants received a $10 gift card {for Starbucks™ or Peet’s™) as compensation for their time.

Participants were not Dominion Voting employees or family members of employees. All participants were
over the age of 18, eligible to vote in the U.5., and fluent in English.

Note: In the State of California, there are restrictions to the collection of data related to race or ethnicity
and disability. There appeared to be a range of ethnically diverse people in the participant sample,
representative of the larger population. Many participants volunteered information about limitations
they have that may restrict their access to voting privately and independently.

The following tables show the additional participant demographics.

Targeted User Group
Over 60 years old 6
Mobility Limitation 5
Low Vision (Legally Blind) 3
Completely Blind 1

1
1
1

Gender
Men 7
Women T
TOTAL (parvticipants) 14

Auditory Disability
Dexterity Disability
General Population (under 60)

Table 3.2: Participant Gender

Table 3.1: Participants For Each Targeted User Group.
Note that user group characteristics intersect.
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ARe Years of Voting Experience

18-24 0
25.34 2 None L
. P Less than 2 Years 1
35-44 2 -

2-5 Years 0
45-54 2

5-10 Years 2
55-64 4

10-20 Years 3
64+ 3
Unknown 1 More than 20 years 7
TOTAT (parficipants) T4 TOTAL (participants) 14

Table 8.3: Participant Age Group Table 3.4: Participant Voting Experience

Please see Apendix A for a full spreadsheet of participant demographics.

3.2 Context of Use in the Test

3.2.1 Tasks

During the usability test, participants were instructed to vote in a simulated election consisting of one
test ballot with 5 contests, including:

e Federal and State Offices
e Partisan and Nonpartisan Contests

e Propositions

The participants simulated typical voting scenarios for marking this ballot by hand, then used the ICE
to thoroughly test the ICE touch sereen interface for ballot review and ballot casting. Participants also
tested the ICE accessible ballot marking feature using the accessible interfaces that best suited their
needs. These tasks were designed to evaluate the defined objectives of this usability test.

Participants who could hand mark a ballot were asked to perform 13 tasks:

¢ Take their blank ballet to a voting booth.

o Follow the voter instructions printed on the ballet.

o Vote the ballot contests in the pattern prescribed on the instructions,
s Undervote the ballot.

s Take their ballot to the ICE.

e Follow on-sereen prompts and instructions.

¢ Review their contest selections on the ICE display screen.

e Move through the ballot review using the ICE touch screen interface.
s Use the touch sereen interface to return their ballot without casting.

» Return to the voting booth,

¢ Vote the remaining office on the ballot.

Daster 2011-11-24 21:27:557
Rev: 1.00.02:35
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e Bring their ballot to the ICE again to review their modified ballot on the ICE display sereen.

« Cast their ballot using the ICE touch screen interface.

Participants who tested the ICE accessible ballot marking feature were first given audic inséructions that
described how to use the equipment.

For the purpose of this usability testing session, the test administrator acted as a poll worker and handed
an ATI, with connected headphones, to the voter. Once the voter was comfortably seated in front of the
ICE and had the headphones on, the test administrator activated an accessible voting session using the
ICE touch screen interface, as a poll worker would normally do.

Voters are instructed to increase the volume Immediately by using the volume control button con the
ATT. Note: this is necessary because the ICE is set to the VVSG initial volume requirement of 43 - 50
dB SPL. This volume tends to be too low for many people,

Accessible voters were asked to perform the following tasks during their accessible voting session:

e Select the input interface they ave using for navigation, as instructed on the ICE display screen.
Note: All voters chose to use the ATI for their voting session. The ICE audio and visual interfaces
provide prompts to voters informing them of which buttons to press throughout the instructions
and ballot marking session.

¢ Customize the AV session by turning the display screen off or leaving it on according to their needs.

» If voters leave the display screen on, they are given the option to turn the audio track off or leave
it on.

e Press the down arrow on the ATT to continue through the instructions.

s Voters who left the display screen on were also given the option to customize their visual interface
by setting the zoom and/or contrast.

* Press the down arrow on the ATT to begin the voting session.
» Continue using the ATT to navigate through contests and names within a contest.
e Use the ATT {o mark their selections in the pattern prescribed on the instructions.
e Press the X shaped select button on the ATI to cast the ballof.
In both scenarios, participants were instructed to perform these tasks without assistance. The voling

session was considered successful if the participant was able to independently cast their ballot using the
an ICE interface.

Data was collected for these tasks, including successful completions, time to complete voting, number of
errors, and number and type of assists provided.

3.2.2 Test Location

The ICE is intended to be used at precinct level polling locations acress the U.S,, including schoels,
libraries, churches and other public facilities large enough to house multiple voting stations. ICE usability
testing has taken place at the DVS office in San Leandro, California and also in an office at the Center
for Independent Living in Berkeley, California. Usability tests are always held in wheelchair accessible
locations.

Thate: J0FL-11-20 3100057
Rev: Leh:dn
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In order to simulate the polling place environment, testing locations are set up with a registration desk,
two voting booths, and ene ICE unit that sits above a free standing ballot box. The simulated polling
place is arranged in a way that maximizes privacy and accessibility.

Please see Appendix H for a diagram of the room layout.

Standard usability testing procedures for obtaining consent forms and informing participants that their
actions will be recorded is an imperative part of the test plan. These activities took place at the
registration desk. Voters who could not complete surveys on their own received help from their personal
assistants or from the testing administrators.

3.2.3 Voting Environment

During an actual election, voters are expected to use the voting system provided at the polling location.
Voters may have experience with a wide-range of systems or may only have experience with one type of
system. During the usability test, all participants were instructed to use the ICE just as if this system
was implemented at their local polling location.

3.2.3.1 Display Devices

The ICE has an integrated 18.5 inch full color touch screen display. The touch screen interface is used
for poil worker menn navigation and voter ballot review. During an accessible voting session, the display
screen acts as a visual interface that displays instructions and a digital image of the ballot. Voters can
custormize the zoom and contrast of their ballot display, or shaply tum it off wsing an accessible input
device (such as the ATI).

All text is displayed in sans serif font at a default size of 3.00mm or higher.

8.5" x 14" paper ballots were provided for hand marking. DVS provided optional Fresnel sheet magnifiers
to assist those with perceptual digabilities, A copy of this ballot is included in Appendix D.

3.2.3.2 Audio Devices

The ATI provides iis audio signal through an industry standard connector for private listening using a
3.5mm stereo headphone jack to allow voters to use their own audio assistive devices. Voters are given
headphones with new sanitary coverings that ave disposed of after each use.

The initial {defanlt} volume for each voter is set between 40 - 50 dB SPL for each device as per VVSG
requirernents. This volume level was typically inaudible for most voters and needed to be increased.
Voters can hear all the voting instructions, navigational prompis, and all ballot content through audio
headphones.

Voters use an input device, such as the ATI, to control the audio. Voters can adjust the volume and
speed of Lie synlliesized audio track. Volers can also pause or replay iuslructions.

3.2.3.3 Input Devices

During an accessible voting session, voters do not use the ICE touch screen interface. Though the
ballot and accessible voting instructions can be shown on the ICE display screen, voters use one of three
accessible input devices to navigate their ballot and make their selections:

e The Audio Tactile Interface (ATT)
» Paddle button Interface

WYLE LABORATORIES, INC.
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» Gooseneck Sip and Puff device

The andio and visual instructions reflect the device selected.

All the participants who tested the ballot marking interface chose to use the ATL

3.2.4 Test Administrator Tools

During the usability test, various tools were used to facilitate the test sessions, including:

& Pen and paper

& Stopwatch

+ Demographic Questionnaire (See Appendix F)
¢ Informed Consent Form {See Appendix B}

e Instructions for Participants {See Appendix C)
e Post-test Questionnaire (See Appendix G)

Participants® votes were recorded by the ICE system, as it would be in a real election. Test facilitators
used a stopwatch to time voter sessions. Pen and paper was also used to record assists and verbal
comments, as well as other relevant data during the voting sessions.

3.3 Experimental Design

During the usability test, participants interacted with only one voting system, the ICE. Fach participant
voted the same demonstration ballot in at least one testing scenario.

The ICE was evaluated for effectiveness, efficiency and satisfaction. To evaluate these factors, the
usability team collected data on:

¢ Number of ballots successfully cast/completed

e Percent of tasks completed without any errors

* Count of assists provided

« Time to complete the voting session

« Voters’' confidence that they had used the system correctly

¢ Voters' satisfaction with the system

Additional information about the various measures and associated meirics can be found in Section 3.4
Usability Metrics.

Dater 2011-11-20 212
Rev: 10035
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3.3.1 Procedure

‘The usability test administrators introduced themselves to participants upon arvival. Participants were
informed that the usability of the ICE voting system was being tested. The goal was to make private
and independent voting accessible to everyone, including voters such as themselves, and that usability
feedback was much appreciated, Participants were reminded that this was a test of their abilities and
that their identities would remain confidential.

Participants were then asked to complete a demographic questionnaire (Appendix F). The ICE usability
testing program targets specific voter groups for each testing session. However, no eligible participant is
turned away.

Following the questionnaire, participants were asked to review and sign the Informed Consent Agreement
{Appendix B}, which described their rights during the study. Participants were then given the following
instructions:

We can only work with one person at a time. Today’s demo is in English only. Please follow
all ballot instructions and attempt to vote unassisted. It is important to completely fill in
the oval when marking your paper ballot. This is a test of the tabulator and not of yon or
your ability to follow instructions. You will be observed and timed. If necessary, you may
request help at any time by raising your hand or by asking for assistance.

During the usability test, test administrators chserved users’ interactions with the ICE interfaces and
timed each test session with a stop watch. Once the user finished the test, he/she was asked to complete
a Post-Test Satisfaction Questionnaire (Appendix G). At the conclusion of the test, participants were
thanked for their time and given a $10 gift card for Starbucks™ or Peets™. Participants were welcome
to stay and try out other features of the ICE when all the testing was complete.

FThree DVS staff members shared the responsibilities for administering the usability test, colliecting
the demographic survey, and logging the data. One administrator was responsible for interviewing each
participant after they completed their voting session. Every individual was thanked for their participation
and feedback.

3.3.2 Participant General Instructions

During the usability sessions, the participants were instructed that they should try to complete the tasks
without assistance. However, they could still ask for assistance if they felt it was necessary.

3.3.3 Participant Task Instructions

Participants were also provided with verbal and written instructions on how to vete in the mock election.
These voter instructions were provided to users on a piece of paper (Appendix C). Participants testing
out the accessible voting interface were also given a quick audio guide for how the 1CE ballot marking
feature works.

3.4 Usability Metrics

The nsability test collected various metrics for effectiveness, efficiency and satisfaction,

Date: 2001-11-29 21:
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3.4.1 Effectiveness

To measure the effectiveness of the ICE, the testing team measured voters’ completion rate, errers
encountered and assists provided.

3.4.1.1 Completion Rate

Measure: Ballots successfully completed and cast.

Description: Percentage of fest participants who were able fo complete the process of voling ond cast
their ballots so that their ballot choices were recorded by the system. Failure to cast a ballot might involve
problems such as a voter simply “giving up” during the voting session because of an inability {o operate
the system, or a mistaken belief that the casting has been successful,

3.4.1.2 Errors

To measure voters’ error rate, the testing team calculated the percentage of voters who were able to
accurately mark and cast their ballot as per instractions.

Measure: Ballots completed and cast without any errors.

Description: Percentage of baliots that were completed without any errors. An error might involve o
voter selecting a different candidate than instructed.

3.4.1.3 Assists

To measnre voters’ abilities to successfully use the ICE without assistance, the testing team recorded the
count and type of assistance provided.
Measure: Count of assists provided.

Description: Count of the number af times assisiance was given fe participants. Each assist was also
categorized into one of three categories:

e Teachnical assistance to help voters recover from a system error or bug.
e Instructional assistance to provide clarification on the test or task instructions.

e Task assistance to help voters a complete a task. Tasks that were completed with the assistance of
the test facilitator were recorded as a failure.
3.4.2 Efficiency
To measure the efficiency of the ICE, the tesiing team measured voters’ average time to complete the
voting session in each testing scenario.
3.4.2.1 Time on Task

To measure voters’ efficiency with the ICE, the testing team analyzed the time i took participants to
complete their testing session.

Measure: Average voting session time.

Description:  Mean time token per test participant to complete the process of aciivaling, filing out
and casting the ballot, or for ICE eccessible ballot marking, the mean time taken per lest participant o
go through the accessible voting instructions, stevi their voting session, mark their baliot, and casi their
ballot.

Date:r 200 1-11-21 21:27:057
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3.4.3 Satisfaction

To measure voters' satisfaction with the ICE™ | ¢he testing team measured voters’ confidence levels and
nsability perceptions through a post test satisfaction questionnaire.

3.4.3.1 Confidence Rating

Measure: Average voter confidence level.

Description: mean confidence level expressed by voters when asked if they fell confident using the voling
machine, Rating is calculaied using numbers assigned on the Likert Scale.

3.4.3.2 Satisfaction Rating

Measure: Average voter satisfaction.

Description: Mean salisfuction level expressed by volers in response to a 5 voler safisfaction ratings
in the posi-test satisfaction guestionnaire.

The satisfaction score was calculated based on the System Usability Scale {SUS). Voters expressed their
reactions to questions about their ICE voting experience on a Likert Scale.

The scale positions are as follows:

1 = Strongly Disagree

2 = Disagree
3 = Neutral
4 = Agree

5 = Strongly Agree

Responses to the following statements were included in the satisfaction rating.

3B (Negative): T think that I would need support to be able to use this voting machine.

3C (Positive): 1 think that most people would be able to use this voting machine without problems.
3D (Negative): I found that voting on this machine was unnecessarily difficult.

3E (Positive): I thought this voting machine was easy to use.

3F (Negative): I felt voting on this machine was very awkward.

Each item was given a score contribution that ranged from 0-4. For ‘positive’ questions, the score
contribution is the scale position minus 1. For ‘negative’ questions, the score contribution is § minus the
scale position.

Satisfaction ratings were calculated for each scenario.

The mean score contribution for each item was calculated and the sum of the score contributions was
multiplied by 5 to obtain the overall satisfaction score (a range from 0 to 100).

Dater 2011-11-29 21:2
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Chapter 4

Results

4.1 Data Analysis

Demographic and satisfaction data was captured by paper and pencil. Voters who could not inde-
pendently complete the paper questionnaires received help from their personal assistant or from a test
administrator. Votes were automatically recorded by the voting system and the paper ballot was kept as
a reference for data loggers. Time data was captured with a stopwatch and then entered into a spread-
sheet. Open-ended comments were noted by hand by the test facilitators during and after the voting
session. If assists were provided to voters by test administrators, the type of assist and details were
recoded by the test administrator. To analyze the data, each voting session was scored for completion,
ballot marking accuracy, number and type of assists required during the voting session, and time to
complete all the tasks. Each contest that was not voted as instructed was counted as an error (this can
include voting for a different candidate, skipping the contest, or over voiing the contest).

Tn addition, the test administrators analyzed voter’s satisfaction and confidence using the post-test
satisfaction questionnaire.

All data was scored manually by all the test administrators.

4.2 Presentation of Results

This section details the performance resulis for effectiveness {completion rste, errors, assists}, efficiency
{time to vote} and satisfaction (satisfaction and confidence rating}. Specifically, this section includes:

» Number of ballots successfully submitted /completed

+ Number of ballots completed without any errors

e Count of assists provided

« Time to complete the voting session for each scenario

e Voters’ confidence that they had used the system correctly

e Voters’ satisfaction with the system

Dare: H11-11.29 21:2
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4.2.1 Performance Results

100% of the ballots were cast successfully. Of the 14 participants, 12 were able to accurately select all the
candidates as instructed. No pariicipant made more than 2 {out of a possible 5) ballot marking errors
on a given ballot. A total of 3 assists were provided during the usability testing. All of the assists were
instructional.

The average manual voting session time was 170 seconds (or 2 minutes and 50 seconds) The average
aceessible voting session time was 491 seconds (or 8 minutes and 11 seconds}

More detailed results can be found in Appendix E.

4.2.2 Satisfaction Results

Following the completion of the usability tasks, participants completed & Post Test Satisfaction question-
naire. 5 questions in this questionnaite were related to ease of use of the ICE. Based on voters’ responses
to these questions, a satisfaction rating, ranging from 0-100, was calculated. The average satisfaction
rating for manual voting was 92 and the average satisfaction rating for the accessible voting interface
was T3.

In addition, voters gave the sysiem an overall confidence rating of 4.56 out of 5.

More detailed results can be found in Appendix E.
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Chapter 5
Conclusion

Dominion strives to continuously enhance the usability and accessibility of the TmageCast™ Evolution
. All the usability testing conducted so far has been fundamental in making modifications that have
improved the user interfaces. The changes between versions, as outlined in the introduction of this
usability report arc examples of improvements that have been incorperated in the ICE firmware version
being submitted to the VSTL.

5.1 Ongoing Usability Testing

As part of the ongoing ICE usability testing program, Dominion Voting Systems plans to conduet more
usability studies on its continnouslty improving ICE firmware. Future usability tests will continue to
evaluate the usability of the ICE accessible voting interfaces for:

s Volers with mobility limitations

e Voters with partial vision

¢ Voters who are completely blind

o Voters with cognitive impairments
* Voters with dexterity disabilities

« Voters who need alternative languages

In addition, usability tests will continue to evaluate the efficiency of siandard ballot review and ballot
casting using the ICE touch sereen interface. User groups from varions age groups and from the general
population will be recruited.

Lastly, Dominion Voting Systems will be working with potl workers to evaluate the usability of the ICE
administrator interfaces.

Dater 2011-11-20

Tev: L3S

Re 15

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. C-26 of 85
Certification Test Plan T57381.01-01, Rev. B

Appendices
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Appendix A

Participant Demographics

Years of 5 q Physical
Voter Sex Age Voting ATEED G AR LT Limitations
Used Before

Experience (if any)

Punch Card, Touch Screen DRE,

1 F 77 Qver 20 P - Mobility

9 M "8 Over 20 Puaf:h Card, Touch Screen DRE, Tow Vision
Optical Scan
Mechanical lever, Punch Card,

3 2 & Over 20 Touch Screen DRE, Optical Scan

4 F 43 10 - 20 Touch Screen DRE, Optical Scan Mobility

5 M 60 Over 20 Punch Card, Optical Scan

8 F 61 Over 20 Punch Card

T M 48 10- 20 Touch Screen DRE, Optical Scan

8 F 32 5-10 Optical Scan Auditory, Mobility
Punch Card, Touch Screen DRE, -

g M N/A Over 26 Optical Scan Mobility

10 M 48 10-20 Punch Card, Optical Scan Low Vision

1 M 60 Over 20 Mechanical lever, Punch Card, Low Vision
Optical Scan

12 ® 34 Noue None Completely Blind

13 F 56 Under 2 None Mobility

14 F 41 5-10 Optical Scan Auditory

Table A.1: Summary of All Participant Demographics

Rev: 100035
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Appendix B

Informed Consent Agreement

Dominion Voting Systems regularly conducts community outreach demonstrations to determine how easy
it is for voters to use its voting systems. By testing with a broad spectrum of voters, overall system
usability can be measured and voter satisfaction gauged. Your participation in this testing is appreciated!

Vou will receive written instructions on how you, as a voter will "want to vote”. In addition to col-
lecting your votes, there may be a camera focused on the system and your hands, but your face will not
be photographed. After you cast your ballot, you will be asked for your opinion about the voting system
and your voting experience. You will also be asked for demographic data to include age, gender, educa-
tion level, and other experiences related to voting. This process should take you no more than 30 minutes.

CONFIDENTIALITY: All the date collected will be anonymous. The data will be used by Do-
minion Voting Systems to evaluate the usability of the ImageCast tabulators. The data will not be
associated with any particular individual. All of the time and error data, demographic data, and voter
experience and satisfaction data will be anonymous. Al of the data will only be identified and linked
together by a number, and will not be linked back to an individual in any way.

You are free to withdraw from the study at any time during the experiment. In total, we expect to
have approximately 20 subjects complete this demonstration.

There are no risks involved in participating in this study, nor are there any immediate benefits. The long
term benefits of this study should be improved voting systems.

CONTACT INFORMATION: For questions regarding this study, please contact:

Larry Korb  (510) 373-0B18  x8408 mailto:larzy.korb@lominionveting. com
*] have read the above description of this demonstration. I have also spoken to the test facilitator who
answered any questions T had about this project. I acknowledge that I have received a personal copy of

this form. I agree to parlicipate in this demonstration and I understand thai I may withdraw at any time.”

Signature: . Date:

18
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Appendix C

Instructions for Participants
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VOTER INSTRUCTIONS

Please vote the ballot as shown:

]
5 FAMOUS NAMES coranion
Demonstration Ballot VETRe g
.@g + Follow the voter instructions
Te VOTE: Completely fill in the oval (2, next to your choice ke this printed on the balot or
Mark with a blue or black ink pen, or with a pencil. i .
displayed on the voting
machine.

FEDERAL OFFICES STATE OFFICES PROPOSITIONS

* Please try to vote the exact

3
=
B =
" =
m ™
n |
n n
] n
n ™
n u
n UNITED STATES STATE SENATOR PROPOSITION ¥ n o
: SENATOR 37th DISTRIGT e T : pattern shown in red on the
4l T nt o
m D ) Unfted States be elected | m ballot to the left:
n [EVERETT O | FLORENGE ¢57|far no more han e ™
: gm’:mw :‘;"I;Tf"'ﬁ : John Hancock
u [CHARIES O | ANDREW IS » w.C R'_edﬁeld
W | CURTIS CARNEGE = Francis Scott Key
W | OHIO PARTY OHIO PARTY ] Albert Einstein
» JORN @ FRANCBECOTT @D | “Yes” on Prop. 4
m | HANCOTK KEY ™ es” on Prop.
B | CALIFORNIA PARTY CALIFORNIA PARTY ]
§ witen © |writedn © m °* Trytovote un-assisted if you
n ] can, and cast the ballot as
: UNITED STATES NONPARTISAN : shown.
g | FEPRESENTATIVE OFFIGES m * [fyouareiostor stuck, you can
for ¥
n —___mmw: - BOARD OF = ask for assistance.
: WILSON © EDUGATION : e Remember that this is a test of
W | VIRGINIA PARTY e " the voting system, NOT of you
» [ROBERT O BODKERT. =] n the voter,
u | IAFOLLETTE WASHINGTON n
W | OHIO PARTY ALBERT n
mWE @ ENSTEIN u
m |REDFIELD THOMAS ALVA ) ™
W | CALIFORNIA PARTY EDISON | | THANKS!
n O |HELEN -
u | it KELLER =
n Wiitsdn o -
] a
™ ]
[ | |
| ] n
| |
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Appendix D

Demonstration Ballot for Voters

The following ballot was created by Dominion Voting Systems, using Democracy Suite. To include a
replica of the ballot, factoring in the size (8.5” x 14”), an image of the ballot has been split into two on
the following two pages.

Dater 2011-11-20 21:27:057
Rev: L0035
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Appendix E

Results

The following two pages shows the results from testing in tabular format. Some results headings have been
shortened. The responses 3A, 3B, 3C, 3D, 3E, and 3F refer to question 3 on the Post Test Questionnaire.

The actual questions are as follows: 3A: [ felt confident using this voting machine,

3B: T think that T would need support to be able to use this voting machine.

3C: I think that most people would be able to use this voting machine without problems.
3D: T found that voting on this machine was unnecessarily difficult.

3E: I thought this voting machine was easy to use.

35 I felt voting on this machine was very awkward.

A rating of 1 to 5 was given as it corresponds to the Likert Scale.
1 = Strongly Disagree

2 = Disagree
3 = Neutral
4 = Agree

§ = Strongly Agree

Dater 20311-11-20 21275
Rev: 1.0.0::35
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Appendix F

Demographic Questionnaire

Date: 2011-11-29 2197552
Rev: Lini:3s
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)

DOMINION

VOTING
DEMOGRAPHIC QUESTIONNAIRE

Any information you share will be kept strictly confidential and your
name will not be associated with the data we collect. Your privacy will
be protected.

Piease tell us a little about yourself:

First name {only)

Are you:

[ ] Male

[:] Female
[ Decline to state

What is your age?

Are you eligible to vote in the USA?

] ves
|:| No

|:| Don’t Know

How many years of voting experience do you have?

A

None
[ ] Less than 2 years

[ ]2-5 years

|: 5-10 years

[ ]10-20 years

[ ] More than 20 years

Date: 2011-11-29 21:27:55Z
RBov: 1000235
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Different areas in the US have used various types of voting systems over the
years. Which, if any, of the following types of machines have you used?

|:| I have never used any voting system.

|:| Mechanical lever machine — where the voter sets switches and pulls a
big lever on a mechanical voting machine.

[ ] Punch card - where the voter uses a device that punches holes in a
baliot card.

D Touch screen / DRE — an electronic voting system where the voter
touches a screen to record their vote.

[ ] Optical scan — a paper ballot system where the voter fills in a circle or
oval to indicate a vote and which is counted by a machine.

[ ] other, please describe

Have you ever worked as a poll worker?

[ ]ves
[ INo

Do you have any physical limitations?

E] Visual impairment —fow vision, partial or complete biindness, other
visual impairment?

[:| Auditory impairment — hearing loss, deafness or other hearing
impairment?

[:l Mobility impairment — any condition that limits your physical activities?
[:l Speech impairment — difficulty speaking or communicating?

[ 1cognitive impairment — problems with learning, remembering,
comprehending or other impairment?

E:] Decline {o state

Thank Youl!

i~

Dater 201 1-11-20 212755
Rev: 1.0.0:35
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Appendix G

Post-Test Satisfaction Questionnaire

Upon completing their voting session, cach participant was asked to fill out a Post-Test Satisfaction
(Questionnaire. Participants who could not complete the questionnsire independently received assistance
filling it out from their personal assistant or from the usabilily administrator.

Date; 20 1-11-20 2127557
Rev: 1.0.0:35
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DOMINION
QUESTIONNAIRE VOTING

Please complete the following questionnaire

1. To the best of my ability, | followed the instructions telling me how tg vote.

|:] Yes
[ INo

2. | am confident | was able to vote this ballot exactly as instructed.

I:] Agree

[_] pisagree
|| Don’t Know
3. Place an “X” in the choice that describes your reaction to each statement.
S?ruagly Disagree Neutral Agree Strongly
Disagree Agree
1 2 3 4 5

| felt confident using this
voting machine.

1 think that | would need
support to be able to use this
voting machine.

} think that mest peeple would
be able to use this voting
machine withaut problems.

I found that veting on this
machine was unnecessarily
difficult.

1 thought this voting machine
was 2asy to use.

| felt voting on this machine
was very awkward,

Thank You!

Figure G.1: Post Test Satisfaction Questionnaire

Diate: 2001-11-28 21275072
Rev: 104135
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Appendix H

Voting Location

Voting Booth

Vating Boath

R

Date: 20011-11-24 21:
Rev: 104035
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DOMINION
VOTING

Our custoraars come first,

Usability Study of Dominion Voting Systems ImageCast and
ImageCast with Ballot Marking Device, version 1.30/4.0

Version: 10020

i“ +i(— a k1]

TOLEARN MORE ABGUT OUR TECHNOLOGY, PEQPLE AND

VIS OOMINIONVD
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Notice of Confidentiality and
Nondisclosure

This document contains information that is protected as an unpublished work by Dominion Voting Sys-
tems (Dominion) under applicable copyright laws. The Recipient is to retain this document in confidence
and is not permitted to copy, reproduce, or to incorporate the contents hereof into any other media other
than as permitted in a written agreement with Dominion. The below statutory copyright notice shall
not imply or be deemed publication of this product.

Proprietary Notice

The statements in this work, including, without limitation, directions, commentary, notes, and cther ele-
ments contained herein, and their selection, expression, format, ordering and other attributes, constitute
proprietary and confidential technical information and are protected under Canadian, United States and
International copyright and other intetlectual property laws. Title and all rights shereto, including, but
not limited to all copyrights, trademarks and any trade secrets belong solely to Dominicn. No distribu-
tion of any contained statements by a lcensee or use by a distributee, whether as a product or a service,
including without Hmitation, the right to copy, duplicate, reproduce, adapt, publish, quote, translate or
incorporate into cther formats, media, or derivative works of any kind, is permitted.

This proposal is submitted in confidence and contains some or all of the following types of information:
trade secrets, scientific information, financial information, technical information, commercial information,
and labor relations information. Disclosure of any of the information contained in any of the documents
herein would result in undue loss to Dominion Veting Systems.

Please direct inguiries to:

Manager, Administration
Dominion Voting Systems
1201 18 St., Suite 210
Denver, Colorado, 80202

Telephone: 1-866-G54-8683
PFacsimile: 1-416-762-8663
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Chapter 1

Executive Summary

During the usability test, [XX] voters from the general population used the ImageCast in a simulated
election. The election consisted of a test ballot with [xx] contests, including:

o Federal, state and local contests

» Partisan and nonpartisan contests

e Partisan and nonpartisan contests

¢ Single member and multimember contests
e Retention races

¢ Constitutional amendments

« Referenda and ballot initistives

The test ballot developed in conjunction with the State of New York Board of Elections was used to
simulate the tasks that users will be asked to perform during an election.

This baliot includes a number of tasks that model typical ballots from around the country, including:
e Voting for names at various locations within a list of names
« Voting a partial slate in a multimember contest
¢ Skipping elements of a ballot
s Write-in votes

During the usability test, participants worked alone and were provided limited assistance or help by the
test administrators. Following the conclusion of the testing, the results were analyzed to determine par-
ticipants effectiveness, efficiency and satisfaction using the ImageCast with and without Bailot Marking
Device (BMD). During the nsability test, the testing team collected and analyzed the following types of
data:

s Number of ballots successfully submnitted
e Percent of tesks completed without error
e Time to complete the voting session

e Voters confidence that they had used the system correctly

e Lastly, vofers’ overall satisfaction with the ImageCast System
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1.1 Target Population - Context of Use

The combination TmageCast Ballot Counter and Ballot Marker Device is designed to enable people with
disabilities to effectively produce a permanent paper ballot without the use of a pen. Some examples of

electors include:

« people with some form of visual irnpairment,

people who benefit from simultancous andio and visual communications

illiterate voters

¢ voters that are unable to Irold 2 pen
« persons who are guadriplegic or paraplegic

Figure 1.1 depicts a quadriplegic voter voting on the Ballot Marker nsing a sip & puff device connected
fo the Andio Tactile Interface. The sip & puf allows the voter to navigate the candidate names and

contests without the help of a third party assistant.

Figure 1.1: A quadriplegic voter using the Ballot Marker

1.2 Full Product Description

This document addresses usability issues for a portable ballot marking system called the ImageCast
Ballot Counter and Ballot Marker Device (or BMD), When used for voting, the unit is part of & specially
designed ballot box with the following components:

o an ADA? voting terminel consisting of an Audio Tactile Interface (ATI) and display screen,

L American Disabilities Act

G 1T:H2007
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Figure 1.3: Audio Tactile Interface (ATT)

e an electronic ballot printer that prints a ballot for the ADA voter,
e 2 ballot scanning station for review and accounting of marked ballots,

& & main compartment for storing ballots that have been reviewed and accepted by the voter.

The system uses a composite ballot that has all offices and questions printed on it. The voters may mark
their ballots by using either a special marking pen te mark the box(es) corresponding to the candidate(s)
of their choice, or by using the ADA interface that prints a paper copy of their marked ballot. The
paper ballot is then inserted into the ImageCast Ballot Counter which reads the ballot, reviews ballot
selections for the voter, and deposits the ballot into an internal compartment of the ballot box. After
the close of voting, the ImageCast prints a results tape that shows the number of votes cast, but does
not show any tabulated results. The components which make up the ImageCast Ballot Counter system
are depicted in Figures 1.2 throogh 1.5.

The BMD features interfaces that allow persons with many different types of disabilities to effectively
vote independently. These features include a spoken version of the ballot, contrast and zoom controls for
the display, and both paddle bution and sip & pufl access through the ATL Regardless of the presence
or absence of the BMD, audio ballot session presentation and input go through the ATI box to the
ImageCast scanner. If the BMD is absent, the voters choices are stored electronically in the ImageCast
scanner rather than being iurned into a ballot as part of the voters audio voting session.

it -n- 8 =
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Figure 1.4: The adjustable arm-mouated LCD is shielded with a privacy cowl

Figure 1.5: Ballot Marking Table and LOD Display with adjustable axm ou Ballot Box
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1.3 Operational Environment

The eleciion environment for the Ballot Marker is a conventional polling location. In the situation where
2 BMD is used exclusively for disabled voters, the unit is placed into any available voting booth/station
and plugged into a standard AC outlet, The unit needs o be positioned such that the display can be
seen by the vofer, but at the same time cannot be viewed by other persons walking past the voting
station if used in a general polling location.

1.4 Test Objectives - the purpose of the test

The primary objective is to provide people with disabilities the opportunity to test and help improve
the usability of the device. The study is designed to collect and capiure areas for improvement and to
identily o what level the Ballot Marker Device suited the needs of each person. An important object
is also to provide feedback to the design team fo facilitate final improvements to the Ballot Marker
Davice. Changes may be performed on existing units, or may be the subject of future enhancements.
A furiher objective is Lo improve voter and poll worker education efforts. Voler interaction problems
may be addressed through improved training and documentation, allowing modifications to operator
documentation rather than to the device.

All participants in the test interacted directly with the four major components which make up the Ballot
Marker. These included the ATT, the display, the ImageCast Ballot Marker Device and the ImageCast
scanner. The collected material will also be contributed to interested parties (independent living centers}
as well as regulatory agencies (such as NIST) for consideration in future voting systems standards {such
as Election Assistance Commission next generation standards).

2011-07-20 17:52:00Z
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Chapter 2

Methods

The summative usability test described here is based on the reporis from the Usability Professional's
Association 2004 Workshop on Voting and Usability and Common Industry Format *.

2.1 Participants

The recruiting profile for usability test participants is always a critical [actor in conducting a usability
test. Participants must be selected carefully.

Younger and older voters are more likely to have usability problems, so they should comprise a large
portion of the selected participants {middle aged voters have more voting experience than younger people,
and fewer disabilities than older voters (ref Summative Us)). Prior voting experience is an importang
consideration. This includes the number of years the participant has voted, as well as the type or variety
of voting systems the participant has used. In addition, their voter type, or their social relationship to
elections, must be considered.

Please see Table 2.1 for a full list of voter types that should be considered in ensuring the full spectrum
of election experiences are covered:

Voter Type
Avid

Civie

Issue
Excluded
Apathetic

Table 2.1: Attributes of test participants

Demographic characteristics to be considered in creating the participant profile are listed in Table 2.2.
The participant profile must include a range of disabilities which can be seen in Table 2.3.

Finally, the voter experience should be noted as specified in Table 2.4.

Defining a Summative Usability Test for Voting Systoms - A report from the UPA 2004 Workshop on Voting and
{sability, September 2004, W. Quesenbery et al.

201 1-67-26
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Demographic

Age

Gender

Race/ethnicity

Access of experience with computers and technology
Socio-economic stats

Level of education

Rural/urban

Region of country

Primary language

Low literacy [/ English proficiency

Table 2.2: Voter demographics

Disability Type Number of Persons
Physical

Blind

Low Vision

Cognitive

Mental Health

Multiple

Sensory

None

Table 2.3: Focus group disability types

2.1.1 Number of Participants

Standard research guidelines suggest 50-100 participants be used per voter segment.

2.2 Context of Product Usage in the Test

2.2.1 Test Facility

Most usability tests are conducted in an artificial environment, though it may simulate aspects of the
normal context of use. A polling place is typically set up for an election in a space normally used for
other purposes, such as a school gymnasium, & firehouse, a room in a commauniby center, a church or &
civic center. The usability test should be conducted in a similar environment, following the best polling
place arrangement practices to ensure privacy and accessibility.

Creating a realistic test environment is an important consideration in designing the test.

Response Registered Voter? Frequent Voter? Familiar with Accessible Technology?

Yes (%; (%) (%)
No (%) (%) (%)
Unsure (%) (%) (%)

Table 2.4: Focus group participant experience levels

201 1-07-20 17:52:09%
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Standard usability testing procedures for obtaining consent forms and informing participants that their
actions will be recorded musit be incorporated into the test plan, but this housekeeping cen be done
outside of the mock polling place.
The physical environment should be similar for all tests. This includes general environmental factors
such as:

s Lighting

¢ Temperature

+ Noise level
As well as considerations such as:

# Genersl room layout
¢ Proximity of individual voting systems
¢ Traffic corridors around the voting systerns

» Number of people in the simulated polling place

2.3 Experimental Design

2.3.1 Procedure

Testing is performed using a range of voters with different abilities.

Time slots of up to 45-minutes are allocated for each participant to cast a ballot. This period provides
ample time to interview the participants after voting in order to receive feedback about the use of the
machine, as well as any time that was necessary to praperly cast a ballot. All cornments from participants
are gathered and at the end, a group discussion is held. During this time, the collective results of all
feedback received from the testers is shared.

The usability goals for a voting system are ones that allow voters to:

¢ Correctly use the voting system to register their intended selections with minimal errors and easily
detect and correct errors when they occur.

o Efficiently complete the voiing process in a timely manner and without unproductive, unwanied,
incomprehensible, or frustrating interactions with the system.

o Feel confident (1) in the actions they had to perform in order to vote, (2) that their votes were
correctly recorded by the system and will be correctly counted, and {3) that their privacy is assured.

2.3.2 Tasks and Activities for Test Participants

The basic task of a usability test of a voting system is to cast a vote. The test activitics are very simple
and sinrelate a typical voting process as closely as possible. In a mock polling place, each participant in
the test goes through a complete voting process, including:

¢ identifying themselves and signing the elections register

» receiving their ballot paper or any other materials required to vote

2011-07-26 17:52:007
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e receiving any instructions that are part of the normal voting process

e voting as instrueted

To ensure that the full functionality of the machine is exercised during the test and to control for the
expected results, the participants should be given specific instructions about how to vote, including the
candidates or answers to ballot questions. (This is similar to a logic and sccuracy test sample set).
However, whether the choice of how to vote is lelt to the participant or dictated to them, the selection
must be done in a format that does not directly copy the ballot layout format, for example, use a voter
information brochure or other material.

During the test, no attempt is made to interview participants to understand their cognitive or emotional
interaction with the voting system. While the voters are in the mock polling place, especially the voting
booth, they are not interviewed, given test instructions, or prompted fo talk sloud. This is especially
important with regards $o measuring efficiency, especially as the actual task of voting is relatively short.
Any observation should be done remotely (for example, through a discrete camera), rather than with
a second person in the voting booth with the participant. Any test instructions, questionmaires or
debriefing interviews take place outside of the mock polling place (much as news reporters, campaigners,
and others are kept outside of & 50 foot radius from most polls). In order for the usability test to be
repeatable, the activities and scripts must be detailed and precise. Although it might seem artificial to
read from a script, it is important that every participant receive exactly the same instructions (outside
of any differences in the details of their task assignments). This includes:

& any pre-test information or general instructions,

e the format, delivery methods and wording of task assignments,

e any instructions given for how to complete the usability test,

¢ any instructions, training, or practice on how to vote that are given to all participants,

¢ availability of sample ballots,

» any additionel instruction, {raining, or practice offered on the voting system belore the participant
begins to vse the system to vote, and

e any assistance or additional instructions available during the test, with the same answers, instruc-
tion or help given for each question that the test participants may ask.

This test uses a single voting device, but might include a range of ballots, ranging from a very simple {(few
Taces, with a single selection in each race, first-past-the-post rules) to more complex ballots (including
straight party voting, multiple selections in a race, a mix of partisan and non-partisan races, ballot issues,
and schernes such as praferential voting).

2.4 Data Collected or Measured During the Test - Usability
Metrics

There are three main categories of data collected during the test, corresponding to the three broad
usability requirements: Interfaces Used, Overall Performance and Time Studies.

2031 1-07-28 17:52:097
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LCD Magnifieation LCD Contrast Audioc ATI Sip & Puff Paddle
Frequency

Table 2.5: Frequency of use of voting interfaces. Total participants = x

2.4.1 Interfaces Used

Each participant is asked to cast one complete ballot using the Ballot Marker Device. Depending on the
type of disability or level of assistance required by each voter, a different set of interfaces are employed.
The breakdown of how each interface was employed is detailed in Table 2.5.

2.4.2 Correctness

Untike a real clection (where the vote is secret), the test is set up so that the voter can be discretely
observed, and their actions inside the voting booth recorded. This allows the test observers to collect
information about the veters actions and to compare the vote as cast to the intended vote. This ability
to observe is relevant to assessing whether voter confidence in the system is warranted.

There are several different outcomes of the voting activity for each participant.
¢ The participant voted as intended.
e A vote was cast, but there was an error of some kind:

— The participant did not vote as intended.
— The ballot was invalid in some way: unintentionally undervoted, overvoted, a spoiled write-in,
or some other voter error

e The participant did noi succeed in casting a vote. The usability test report should include an
enumeration of esch outcome, as well as the specific types of failures when a vote is cast.

2.4.3 Overall Performance

Fach participant is asked to rate the overall effectiveness of the voting machine on & Likert Scale from
0 to 16 (0 being the worst and 10 being the best). The results of this rating are collected and seen in
Table2.6:

Score
Spread te

Average

Table 2.6: Likert Scale Performance Data

2.4.4 Time Study

Actual ballots are used for the purposes of this study, and all participants may not use the same ballot
with the same candidate names and contests.

The size of the ballot may influence the ratings, so details on the ballots are collected in Table 2.7 below.

The effectiveness of the unit can be determined by several other factors, which are seen in Table 2.8
below.

2011-07-20 17:52:40197Z

1.00.0::20 Ht -u- @ =

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. C-62 of 85
Certification Test Plan T57381.01-01, Rev. B

Voting Machine Survey :
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Figure 2.1: VotingMachineSurvey

WYLE LABORATORIES, INC.
Huntsville Facilities



Page No. C-63 of 85
Certification Test Plan T57381.01-01, Rev. B

Score

Number of Contests

Number of Faces {1=single sided, 2= double sided}
Nuinber of Parties

Number of Voting Candidates

Number of Propositions

Number of Voting Opsions (total number of voting choices)

Table 2.7: Collecting the ballot parameters

Score

Time required to for instructions

Time required to for first contest

Time required to for final contest

Total time required

Number of requests for assistance
Number of times the voter requests a new ballot or requires an official restart a ballot
Number of accidental selection mistakes
Number of intentional changes

Number of write-ins (if applicable)
Number of ballot reviews

Number of balloi edits

Table 2.8: Collecting the voting parameters

The results of the time study are collected using Table 2.9 below.

Range
Min Max Average
Voting
Ballot Print/Mark
Verification
Total

Table 2.9: Time study values for varicus voting functions (measured in minutes)

2.4.5 Independent and Private Use Survey

Participants are asked whether or not they felt that their voting session was independent and private.

A copy of the survey used to gauge the performance of the Ballot Marker is provided on page 12. The
survey is generic in nature and thus infended to be all-encompassing,.
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Chapter 3

Results

Usability metrics are the key indicators of a successful voting system. The information collected in each
focus group is analyzed using a sot of measurements and data mining operatiens.

3.1 Data Analysis

Data analysis is performed by compiling a set of scores, reducing data into subcategories for comparison,
and performing statistical analysis on the scores snd data reductions.

3.1.1 Data Scoring

Data scoring is the overall observations and caleulations form the scoring set. The scoring set consists of
measurements of overall satisfaction, efficiency and ease of use factors, usability, and voter experience.

The most important metric is the overall satisfaction (high low average) as measured on the Likert Scale.
This value covers the entire voting system for all users.

Considerations for efficiency are important to voters and election providers. Time facior measurements
are:

¢ Time per selection (seconds)

e Average time spent on instructions {minutes)
There are also scores for overall usability:

s Requests for assistance (average number per session)
e Accidental selections (average number per person)
& Average time for first contest (minutes) this identifies how quickly the voter can get slarted

e Average time for last contest (rninutes) {his reveels how quickly the volers learns during the first
ballot

e Mistaken selections (average number per person) dees the voting interface have anything which may
lead to accidental selections?

2011-07-26G 17:52:002
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Finally, the voting experience scores are critical in understanding the confidence levels of voters using
the system:

¢ Percentage agreeing sysiem is private
& Percentage agreeing sysiem is correct

& Percentage agreeing system is efficient

3.1.2 Data Reduction

‘While overall scores are important, they do not provide the specific information required to improve the
voting experience. For instance, a process might be acceptable for some but not all voters. Without
breaking the data ingo small groups, this information cannot be determined.

Data is reduced and produced for:

« Satisfaction rate based on each user type (Blind, Cognitive, Low Vision, Mental Health, None,
Physical, Sensory, Multiple, Unsure)

& Satisfaction rate based on age groups (under 30, 30 to 60, above G0)

¢ Satisfaction rate based on registered voter status (yes, no, unsure)

» Satisfaction rate based on voter frequency status (Avid, Civie, Issue, Excluded, Apathetic)
« Satisfaction rate based on accessibility skills (yes, no, unsure)

e Satisfaction rate for each voting interface (Visual Screen, Zeom, Contrast, Audie, AT, Sip & Puff,
Paddle Buttons, Pen, Other)

3.1.3 Statistical Analysis

Statistical analysis will consist of comparative analysis between user groups of the metrics listed above.
Each focus group will form on set of data which will be compared within a tabular format, The resulis
are presented below,

3.2 Presentation of Results

3.2.1 Performance Results

Performance results are reported for all events. The chart is presented on the following page.

Performance results are reported for all events. The chart is presented on the following page. Initial
measurements indicate that while most users (more than 94%) consider the system private and correct,
not all users found the system efficient. This is partially a resuli of all voters types participating in the
study, including those that would normally mark a paper ballot with a pen (denoted as disability=none).

Also presented in the chert is the average time with instructions, the average number of requests for
assistance, and the average time per selection. These data can be used fo predict Election Day usage.
Of note is & measurement of the ratio of time required to complete the first contest, to the time required
to complete the final contest.
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If the voters become more comfortable with the device during the completion of the ballot, the voters
will complete the last contest faster than the first. The higher the number, the faster the voler appears
to be learning. The first measurement of the value was 1.8, meaning that voters are nearly twice as fast
at the end of the ballot as at the beginning, This indicates fast learning on the device.

3.2.2 Satisfaction Results

Satisfaction results are reperted for all events. The chart is presented on the following page.

Preliminary results indicate that user satisfaction is highest for voters who report blindness, physical, and
multiple disabilities, but lower for those with partial vision or no disability. This is to be expected, as the
interface is not designed for those who can complete a ballot using a pen and paper. For voters with low
vision, alternatives using optical magnifiers will be introduced in the next rounds of focas groups. The
other user group which could be improved is the cognitive group. Improved voter orientation instructions
were successful to better explain the process to these voters. A complete introductory script will be added
to all user manuals.

Early testing was very experimental, often asking people to try new interfaces in order to test the limits
of the device. While this provides good suggestions for future developments, it alters the accuracy
and repeatability of the data. The processes was changed for the Westchester/Newburgh study, and
encouraging people to utilize their preferred assistive device, not ones that are new to them, was a
definite factor in improving the Likert Rating.
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Figure 3.1: Table of satisfaction measurements. Figure 3.2: Table of performance measurements.
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Chapter 4

Individual Study Results

4.1 Westchester, Newburgh Focus Groups - July 7-8, 2008

4.1.1 Overview

The testing took place over a two day period. Participants cast ballots on a first come first served hasis,
which permitted ample time to interview the participants after voting. All data and comments from
participants were entered directly into a laptop computer by an observer who would not be present in
an actual election.

Usability results were analyzed to determine gaps in the system or poll worker instructions by comparing
this focus group with previous ones. No changes were made to the system, but a hetter voter orientation
session was used to introduce the election process to the voter. The seript of this orientation will be
added to the user mamual.

A new ballot was used for the study. Previous ballots began with a vote for 6 contest, and not only was
this quite confusing to voters, but alse is not a typical ballot used during any election.

4.1.2 Participants

A total of 19 individuals were involved in the focus group used to test the Dominion Voting Ballot
Marker. Details about these participanis are outlined in Tables 4.1 and 4.2.

Disability Type Number of Persons
Physical

Blind

Low Visien
Cognitive
Meutal Health
Multiple
Sensory

None

=0 DWW R G

Table 4.1: Focus group disability types - Westchester and Newburgh
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Response Registered Voter? Frequent Voter? Familiar with Accessible Technology?

Yes 15 (79%) 13 (68%) 16 (53%)
No 4 (21%) 6 (32%) 9 (47%)
Unsure 0 (0%) 0 (0%) 0 (0%)

Table 4.2: Focus group participant experience levels - Westchester and Newburgh

4.1.3 Ballot Details

The ballot was a general ballot. The ballot details are shown i Table 77.

Seore
Number of Contests 8
Number of Faces (1=single sided, 2= double sided} 2
Number of Parties 4
Number of Voting Candidates 23
Number of Propositions 1

Number of Voting Options (total number of veting choices) 25

Table 4.3: Collecting the ballot parameters - Westchester and Newburgh

4.1.4 Interfaces Used

FEach participant was asked to cast one complete ballot using the Ballot Marker. Depending on the type
of disability or level of assistance required by each voter, a dierent set of interfaces were employed to cast
each ballot. The breakdown of how each interface was employed is detailed in Table 4.4,

LCD Magnification LCD Contrast Audie ATI Sip & Puff Paddle Buttons
Frequency 7 3 17 17 2 1

Table 4.4: Frequency of use of voting interfaces - Westchester and Newburgh - Total participants = 19

4.1.5 Overall Performance

Each participant was asked to rate the overall eectiveness of the voting machine on a Likert Scale from
0 to 10 (0 being the worst and 10 being the best). The results of this rating are shown in Table 4.5.
All ratings were between 7 and 10 except for one person who was deaf. This voter’s rating was 4.
Deafness is not included as a VVSG disability type, and this voter could have voted using a pen and
paper. However, it was pointed out that deafness could be combined with another disability type and
should be considered.

4.1.6 Time Study

An actual ballot was used for the purposes of this study. All participants used the same ballot with the
same candidate names and contests. The ballot consisted of eight contests. The results of the time study
are shown in Table 4.5.

2011-07-26 17:52:007

10020 Wi oome @ =

18

WYLE LABORATORIES, INC.
Huntsville Facilities




Page No. C-70 of 85
Certification Test Plan T57381.01-01, Rev. B

Score
Spread 4 to 10
Average  8.74

Table 4.5: Likert Scale Performance Data - Westchester and Newburgh

| Range
Min Max Average
Total 6 17 9.68

Table 4.6: Time study values for various voting functions (measured in minutes)- Westchester and
Newburgh

4.1.7 Independent and Private Use

Participants were asked whether or not they felt that their voting session was independent and private. A
total of 79% of the participants believed that their voting session provided both independence and privacy
for the voter using the assisting technology. The other 4 voters replied to this question with “unsure”.
No voter responded that their voting session compromised the privacy, condentiality, or secrecy of their
selections.

Voter choices, errors, and adjusted choices are shown below in Table 4.7. The results show both higher
involvement in the ballot process and a lower rate of changes than previous focus groups, largely due to
better verbal instructions.

Adjustment Count
Number of requests for assistance 18
Number of times new ballot or official restart is requested 0
Number of accidental selection mistakes 5
Number of intentional changes 1
Number of write-ins (if applicable) 1
Number of ballot reviews 12
Number of ballot edits 6

Table 4.7: Number of voter choices and adjustments - Westchester and Newburgh

4.1.8 User Comments
General comments about using the Dominion Voting Ballot Marker Device

« No recommendations {for future changes). [The test unit] would be the right machine.

s Bducational process needs to be reiterated beforehand. Take a test run beforehand instead of just
listening to instructions. For example, give people 1-2 days belore election to test out machine and
become familiar. Simplify language instructions for audio because not everyone will understand.
Instructions should be balanced depending on demographic background and area you are coming
from (e.g.: rural versus urban).

» Voter was able to cast ballot independently.
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e Voter was given and taught the ATI before beginning his voting session. Yet, once his voting
session began he scrolled through the entire ballot without making any selections. Poll worker
decided to give him the paddie buttens instead, which he used during ballot edit mode. He found
the paddle buttons much easier to use and marked the entire ballot in ballot edit meode. His time
greatly increased when using the paddle buittons again. Although his entire voting session lasted
18 minutes, it only $ook him 6 minutes to complete the ballot when using the paddle buttons. It
only took him 30 seconds to vote in the rst contest, wheress it took him 45 seconds when using the
ATI even though he did not make any selections. 1t is also important to note that this blind voter
cannot read Braille so was solely relying on the shape of the buttons on the ATE to orient himself.

e Successiuily cast ballot.
“Things I liked”
e Very easy. Directions easy to understand.

e Ii’s better than the touch screen.

¢ I have spastic movement and sometimes I touch a candidate I do not want. I have more control
with the ATI because I have to touch it. And then the review is helpful. T always needed an aid
before. I refused to have an absentee ballot, which made them upset. There was no privacy. This
time I was able to do the whole thing myself. The audio was good and allowed you to follow along,
and told you when you made a mistake and allowed you to correct it.

¢ Poll worker instructing voter beforehand would be necessary because audio instructions alone would
be confusing.

e Cood tone, liked human voice. It was cool. Female voice better than male’s voice but I can deal
with either.

L

The verbal instructions are necessary because I have a hard time ltering things out, so the audio
and visual helps me focus. Efficient, gave you a little more time. Other voting processes don’t
allow you to change your vote, you're just done. I liked the ballot review option. The zoom option
made the font large enough to read.

Used to audio and found it easy to follow along. Voter most used to audio and would probably
still use audio even if greater magnication available,

Found it very easy and simplistic. Audio easy to follow along with.

o Very clear. Audio was easy to follow along with, Audio was good. Speed increase good because
allowed me to navigate quickly. Once you get used to everything, you want to speed it up.

s Machine is totally awesome. Audio and text good. Voice was kind of cute.
e Butiions. Audic. Best thing they could have done for the handicapped.

e Zoom aund conirast buttons made it easier to read. Machine reading to you made me more sure of
names and instructions. Instructions from poll workers at beginning made it easier as well.

e Audio. Buttons. Gives me the ability to vote independently. It’s long overdue.

¢ Being able to vote independently.

o Black background with white lettering instructions were very cool. Easy to read. Just used audio
to vote for candidates because couldn’t read the names. Liked the combination of audio and visual.
Audio conrms what voter thought they saw. Liked removing privacy screen so could get closer.
Felt claustrophobic otherwise. Now blind/low vision people can vote on their own.
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o Audio and visual complimented each other well. ATT very easy to use, very helpful.

“] want poll workers to know the following when working with someone with my disability™

» Poll workers should be educated on how to use body language. For example, a quadriplegic could
use their eves to signal answers to questions. Also, before people begin to vote, poll worker should
ask them what he/she should look for if they need help, e.g.: a certain body movement. All
eectiveness of the machine depends on poll workers - their training and willingness.

¢ Make person feel comfortable from the beginning, adjust the machine to their abilities and pref-
erences. Both the poll worker and voter should have the freedom to adjust the machine before
beginning.

¢ Assistance - explain machine at beginning of use with more information than is included on aundio
instructions.

« Ability of ease would vary depending on mental capability of vater.
¢ Just be patient. If we're asking questions it’s not because we're trying to give a hard time.

s Speak directly to the person. We deserve the same rights and respects as an able-bodied person
gets.

+ To be patient. It’s good or voters to know they should feel free to remove the privacy screen so
they don’t feel claustrophobic,

¢ Patience. Realize you're talking to a human being. Instructions explained in person made it easier
to understand so able to skip audio instructions.

Items for future enhancement

201 1-07-
1.4

e I'd like more zoom settings. Multiple zoom levels would be useful instead of just two because there
is a vast dierence between the two zoom levels.

e Allow for a larger magnication.

+ Some large words in sentences on machine. Some voters may have diculty understanding. A lower
register word might be better instead of owery language, e.g.: “choose” instead of “select.”

¢ Perhaps a close button would be better instead of having to go through each remaining contest,
ballof edit and ballot review.

¢ How it automatically goes into the contests in ballot edit mode caused concern.

e Voter wasn’t using audio, so pressed buttons during audio, causing selection to go unrecognized
and vote(s) cleared.

s DProposition button direction is confusing. It looks like you use yellow arrows to navigate “yes” and
“no”, but that causes you to skip the proposition. The “yes” and “no” should be above and below
each other.

s A common suggestion was that dierent users get dierent interactions. This will be considered for
future systems.

- Both audio and video instructions made it confusing to follow. 'Wasn’t sure what to do when
skipping an office. Confused with write-in because there were a lot of instructions at once. A
sip and pu user would need help.
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- Instructions for dierent interfaces should be broken up, it is confusing otherwise.

— A “No Audio” button so deaf people don’t have to wait for audio and can go more quickly
through the ballot. Change help butfon to red, it will be more clear that way. Perhaps
add ASL instructions at beginning on top of the English ones because some deaf people have
problems with English. (note: this is a reference to & voter who would use sign language in
addition to audio)

o There were also continued comments about the rate of button selecting - the Function of the unit
is directly related to two requirements of the federal voting standard 1) no button is to have any
repetitive eect (not common practice for electronic interfaces), and 2) audio and video must be
simultaneous (creating a lag between instantaneous visual information and slower audio communi-
cations). These two requirements lead to reduced usability which is reected in the comments below
which conict with the interpretation of regulations.

— Tedious if you don’t want to continue through ballot.

— Used to using a computer where everything is much quicker. Rating would have been a 10
if there wasn't such a lag time. Sometimes button didn’t respond when pushed. Teo much
delay between button response time. Had to increase rate because growing impatient, Once
you know the candidates you are going to vote for, it would be easy to be able to press button
x number of times and land on what you want.

— A bit slow when it moves across the ballot. Confusing when you reach the last contest and
it just sits there. I didu’t know if I did something wrong or if I was supposed $o sit there.
Better if it said “one moment please.”

- A little slow. The ballot review moved slowly. If you were more familiar with it beforehand it
may make it easier. Perhaps put machine in a community center for people to try out before
election.

— Better response time. If T knew what it was going to say I'd press the button ahead of time,
but it would wait.

— Slow response time between pressing the button and response.

~ Continuously tried to press button before audio was nished, which caused voter {o sometimes
have to wait because machine hadn’t registered her selection even though she thought it had.

The system can be adopied to eliminate the issues listed above. Continued examination of these re-
quirements will be performed in order fo determine if voters prefer the system s described /required by
stendards, or would prefer a system with betier usability.

Ttems that are operational or impossible to address due to regulations

* Voter expressed concerns about privacy regarding the physical set up of the machine on election
day.

« Once voter was able to get very close to the monitor, she was able {o see much better.

& Proper training of the poll workers required to ensure BMD set up correctly to ensure privacy is
maintained.

* May make people using it feel self-conscious. Maybe better to put it in its own room because may
bother people to have to be so visibly dierent.
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4.2 Syracuse, Watertown and Utica Focus Groups - June 23-25,
2008

4.2.1 OQverview

The testing took place over a three day period. Participants cast ballots on a rst come rst served basis
which permitted ample time to interview the participants after voting. All data and comments from
participants were entered directly into a laptop computer by an observer who would not be present in
an actual election (some voters commented that the test voting did not seem private due to this obvious
intrusion).

4.2.2 Participants

A total of 33 individuals were involved in the focus group used to test the Dominion Voting Ballot
Marker. Details about these participants are outlined in Tables 77 and 4.9.

Disability Type Number of Persons
Physical 9

Blind

Low Vision
Cognitive
Mental Health
Multiple
Sensory

None

-0\ R~ I X

Table 4.8: Focus group disability types - Syracuse, Watertown and Utica

Response Registered Voter? Frequent Voter? Familiar with Accessible Technology?

Ves 39 (97%) 38 (85%,) 20 (61%)
No 1 (3%) 3 (9%) 11 {33%)
Unsure 0 (0%) 2 (6%) 2 {6%)

Table 4.9: Focus group participant experience levels - Syracuse, Watertown and Utica

4.2.3 Ballot Details
The ballot was a general ballot and is known as the Cicero ballot because it is an actual ballot used in

2004. Unusually, it begins with a ‘vote for 6° contest which is very atypical. The ballot details are shown
in Table 4.16.

4.2.4 Interfaces Used

Each participant was asked to cast one complete ballot using the Ballot Marker. Depending on the type
of disability or level of assistance required by each voter, a dierent set of interfaces were employed to cast
each ballot. The breakdown of how each interface was employed is detailed in Table 4.11.
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Seore
Number of Contests 7
Number of Faces {1=single sided, 2= double sided) 2
Number of Parties 6
Number of Voting Candidates 49
Number of Propositions 2

Number of Voting Options (total number of voting choices) 86

Table 4.10: Collecting the ballot parameters - Syracuse, Watertown and Utica

LCD Maguification LCD Contrast Audio ATI Sip & Puff Paddle Buttons
Frequency 13 3 31 22 2 5

Table 4.11: Frequency of use of voting interfaces - Syracuse, Watertown and Utica - Total participants
=33

4.2.5 Overall Performance

Fach participant was asked to rate the overall esctiveness of the voting machine on a Likert Scale from
D to 10 (0 being the worst and 10 being the best). The resuits of this rating are shown in Table 412,

Score
Spread 1 to 10
Average  7.31

Table 4.12: Likert Scale Performance Data - Syracuse, Watertown and Utica

4.2.6 Time Study

An actual ballot was used for ihe purposes of this study. All participants used the same ballot with
the same candidate names and contests. The ballot consisted of seven contests. For one contest with
many ¢andidate pames, each voter was asked to vote for a total of six {6) candidates out of a possible
twenty-four (24). For a second contest, the voters were asked to vote for a total of two (2) out of &
possible seven (7). The results of the tirne study are shown in Table 4.19.

4.2.7 Independent and Private Use

Participants were asked whether or not they felt that their voting session was independent and private.
A total of 94% of the participants believed that their voting session provided both independence and
privacy for the voter using the assisting technology. Three participants answered that they were not
sure, QOne voter responded that the test observer compromised privacy. Another user who did not feel
the vote was private was listed as being a voter with ‘no disability’. This person also stated their overall
satisfaction was low (Likert 3) and questioned why the device was needed. This person may not have
understood the purpese of the device, legal requirements, or the purpose of the test.

Voter choices, errors, and adjusted choices are shown in Table 4.14.

NOTE: The three ballat restarts seen in Table 77 resulted from an accidental selection of Spanish as the
audio language - these counties do not support Spanish on the ballof so the volers would not have been
aware that a ballot may have more than one language.
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| Range i
Min Max Average
Voting NA NA NA

Ballot Print/Mark NA NA NA
Verification NA NA NA
Total 6 33 13.46

Table 4.13: Time study values for various voting functions {measured in minutes)- Syracuse, Watertown
and Utica

Adjustment Coung
Number of requests for assistance 38
Number of times new ballot or official restart is requested 3
Number of accidental selection mistakes 24
Number of intentional changes 2
Number of write-ins (if applicable} 6
Number of ballot reviews 15
Number of ballot edits 3

Table 4.14: Number of voter choices and adjustments - Syracuse, Watertown and Utica

4.2.8 User Comments

General comments about using the Dominion Voting Ballot Marking Device

» Able to vote.
» Somewhat confusing for user, but generally olay.
o Large print font is good, but zoom confusing {re: entire ballot).
» Lot of good attention from poll worker. Hopes county election aides will be the same.
s Other than no privacy sleeve, fairly simple to use.
o BEasier to use than Aufo Mark.
+ Better than the old-fashioned current ones, which are useless.
» Positive.
“T'hings I liked”
» Found it easier to use than other accessible machines used
« Push buttons

o Easy, audio, buttons

o Reviewing the ballot for any race you didn’t voie for allowed me to vote in the race I infentionally
left blank.

o I liked the clear voice, and how I was able to turn volume up and down and change the rate of
speech. I liked the practice in the instructions.
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¢ Fort being made to make voting process accessible.

¢ Paddle buttons

e Loved the audio, easiest to follow along with.

¢ Sip and pu easy to use even though it was my rst thne using a sip and pu.
« Ability to change font sizes.

o I really appreciate the improvements done to the machine. Audio voice is easy to understand and
friendly, especially for people with sensory issues (react to voices, etc). Screen and audio were
helpful.

e (lear speech.

¢ Privacy screen useful to read menitor because it blocks the glare of light. Magnifying text and
changing the confrast makes it easier to read text, especially when a candidate or contest is high-
lighted green. The voice combined with large print is helpful.

® Clear audio. Good instructions. Good Braille. Straighlforward. Ability to review your ballot.
Used the rate button and liked that.

» Buttons better than straw. Audio.
+ Audio was useful.

e Audio was useful to follow along with. Likes the ATI because plays a lot of video games. Liked
the screen. Very innovative, I liked it.

» Enjoyed the ballot review.
e Reviews. Privacy, giving disabled people the ability to vote alone,
« Sitting is good.
“] want poll workers to know the following when working with someone with my disability”

e Be direct, use simple langnage, repeat instructions.

» Poll workers should explain where the ballot will come out, that the ballot will have a privacy
sleeve over it, and what the voter should do when the ballot comes out because there are ne andio
instructions for these sieps.

¢ Legally blind people tend to be over 65 and experience a loss of vision due to aging. These people
are not used to using technology, and thus must use magniers,

e Just to be patient
¢ This machine will help out a lot of people with disabilities.

e Learn to work together, be patient with each other. Poll workers can ask questions of the disabled.
1t is a learning curve for everyone.

« Be patient.

e Poll workers will need to be very well trained.

e Voter used Braille on ATI to orient herself. Had fo ask poll worker how fo select candidates and
move through ballot after listening to the audio instructions.

2110726 1752007
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Tterns that have subsequently been corrected Procedural changes (instructions or addition of
peripheral devices) have been made addressing these iterns.

o Mount box somewhere for people to rest the ATIL
» Confusing at rst because didn’t realize all the candidates were part of the rat contest.

o Instructions for each device would be helpful. Instructions tell you to select oue of the paddle
buttons, but doesn’t specify if button should be red or green. For example, “red button on the
left” wonld be more helpful for people who need sensory clues.

e Magnication is not large enongh. Low vision voter can’t get close enough to the sereen to see so
instead remove privacy screen, turn and lean in as ¢lose as possible to read the monitor.

Items that are actionable

+ Volume [of human voice recording in a studio] could be more consistent

¢ Continuous training needed for voter to become accustomed with the machine. Perhaps putitina
disability center and allow voters to practice on it every day for six months so they will be familiar
with it by election day.

# Suggested voters with low vision bring their own magniers to the polling places, which she could
advertise in her newsletter. Oer training sessions for people with low vision and hearing prior to
voting day to make process easier and more familiar.

+ Privacy issues a slight concern. Voter was told how BMD would be set up in a normal polling
place, but she still expressed concerns about privacy.

Items that are future enhancements

¢ A scanning option [understood to be a continuous run mode] may be better as opposed to using
the next and previous buttons to navigate ballot, where the voter will hit a switch [i.e. conrm using
a pu | to mark selection when scanner lands on the candidate they want to vote for.

e Use an on-screen keyboard for write-in selection.
» Inecreased ballot magnication needed.

» Proposition questions not lefs on screen long enough to read when text is magnied. Doesn’t telt
you party affiliations on the audio review.

s Adjustable keyboard or controller mount, including zoom and contrast buttons. Make buttons
better so people can hit them.

¢ Sip and pu mounted on a board to placs in lap.
s Make the control box (ATI) bigger.

o Up and down arrows for volume and rate buttons on ATI1 were slightly confusing. Perhaps make
the buttons in the shape of up and down arrows.

» Touch screen would make process quicker, would avoid Hstening for prompts. ATI could become a
bit confusing for certain voters, a prompt throughout ballot wouid help, e.g.: a blue arrow beside
the contest to vote for.

» For contests where you can vote for more than one candidate, audio tells you how many you can
vote for, but doesn’t tell you how many choices there are $o choose from.
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¢ Braille for the candidate buttons is very close to the top of the triangle button, making it hard to
read.

e There should be instructions at the beginning about where the space selection comes in the alpha-
bet.

e There were also many comments about the rate of button selecting - the function of the unit is
directly relaied to two requirements of the federal voting standard 1) no button is to have any
repetitive eect {not common practice for electronic interfaces), and 2) audie and video must be
simultaneous (creating a lag between instantaneous visual information and slower audio communi-
cations). These two requirements lead to reduced usability which is reected in the comments below
which conict with the interpretation of regulations.

— Tedious write-in. I tried to speed it up but the volce rate was only aected. Perhaps use a count
for the write-in, so if the voter hits the button ve times, the count will advance ve letters.

~ Lag time between audio and response of the buttons. If voter goes too fast for write in, system
lags, which is very frustrating,

— The lag time (button response time} is very slow, screen moves around the ballot very slowly.

— A little slow, lag time in between button response.

— Lag time between buttons made it a bit frustrating, wanted to zoom through it once familiar
with the ATL

— Bluggish key pad and slow response time.

The system can be adapted fo eliminate the issues listed above. Continued ezaminadion of these re-
quirements will be performed in order to determine if volers prefer the system as described/required by
standards, or would prefer as system with better uaabilily.

Items that are operational or impossible to address due to regulations
o Size of the squares too small. Instructions are a little complicated.
& Tiny type on actual ballot.

¢ You will need someone manping the BMD to show people how to use it at rst. Voter usually
reviews ballot at library the day before election, se right now machine is not familiar to use so
voter doesn’t like it. Have BMD available in a public place like a library se people can become
familiar with veting.

e Size of font not large encugh, magnify so one candidate ts on screen at a time.

4.3 NYSILC Testing - March 2008

4.3.1 Overview

The testing took place over a two day period. Time slots of up to 45-minutes were allocated for each
participant to cast a ballot. This period permitted both ample time to interview the participants after
voting in order to receive feedback about the use of the machine in addition to any time that was
necessary to properly cast a ballot. All comments from participants were entered directly into a laptop
computer. At the end of the second day, a group discussion was held where the collective results of all
feedback received from the testers was shared with attendees.
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4.3.2 Participants

A total of eleven individuals were involved in the focus group used to test the Dominion Voting Ballot
Marker. Details about these participants are outlined in Tables 4.15 and 4.16.

Disability Type Number of Persons
Physical
Blind

Low Vision
Cognitive
Mental Health
Multiple
None

Lol R == L ]

Table 4.15: Focus group disability types - NYSILC

Response  Registered Voter? Frequent Voter? Familiar with Accessible Technology?

Ves 11 (100%) 9 (2%) 7 (64%)
No 0 (0%) 1 {9%} 2 (18%)
Unsure 0 {0%) 1 {9%) 2 (18%)

Table 4.16: Focus group participant experience levels - NYSILC

4.3.3 Interfaces Used

Each participant was asked to cast one complete ballot using the Ballot Marker. Depending on the type
of disability or level of assistance required by each voter, a dierent set of interfaces were employed to cast
each ballot., The breakdown of how each interface was employed is detailed in Table 4.22.

LCD Magnification LCD Contrast Audio ATI  Sip & Pufi Paddle Buttons
Frequency 7 3 9 ] 2 i)

Table 4.17: Frequency of use of voting interfaces - NYSILC - Total participants = 11

4.3.4 Overall Performance

Fach participant was asked to rate the overall eectiveness of the voting machine on a Likert Scale from
0 to 10 {0 being the worst and 10 being the best). The results of this rating are shown in Table 4.18.

4.3.5 Time Study

An actual ballot was used for the purposes of this study. All participants used the same ballot with
the same candidate names and contests. The ballot consisted of seven contests. For cne contest with
many candidate names, each voter was asked to vote for a total of ten (10) candidates out of a possible
twenty-four {24), For a second contest, the voters were asked to vote for & total of three (3) out of a
possible seven (7). The results of the time study are shown in Table 77.
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Score
Spread 25t08
Average 6.36

Table 4.18: Likert Scale Performance Data - NYSILC

| Range i
Min Max Average
Voting 8 25 18
Ballot Print/Mark 2 2 2
Verification 2 4 3
Total 11 33 23

Table 4.19: Time study values for various voting functions (measured in minutes)- NYSILC

4.3.6 Independent and Private Use

Participants were asked whether or not they felt that their voting session was independent and private. A
total of 73% (8 out of 11) of the participants believed that their voting session provided both independence
and privacy for the voter using the assisting technology. Two voters felt that the system required mere
privacy because of the fact that the ImageCast Ballot Tabulator could be used while a ballot was being
cast using the Ballot Marker on the other end of the unit. One participant answered that they were ‘not
sure’ because a hardware failure was experienced while their ballot wag being printed.

4.3.7 User Comments

Ttems that have subsequently been corrected

2011-07-26 FT52:007

The handheld tactile device worked well, but there were places where the prompts could be better
or places where there were no prompts at all (i.e., like for write in candidates).

Eliminate reference to ‘chevron’ which is confusing and stick with more familiar reference to ‘arrows’
(up, down, left, and right).

A write in candidate vote was registered as an undervote during the verication process. It needs
to be adjusted to record it as a vote.

Audio/headset with sip and pu device was okay but not needed. Sip and pu device was utilized
with sight of choices on monitor. While the sip and pu device worked, the tube would come out
of the testers mouth on occasion and have to be reinserted. At the start of the session, it also
increased the build up of saliva which blocked the tube.

Second sip and pu user found the tethered line with a headsei to be too intrusive and the control
of the device unstable. Tester recommends they scrap the present device and replace it with a sip
and pu device that is a stationary tube, attached to a exible and adjustable arm, so a voter can
position themselves under it and have more control.

The screen contrast, audio feedback and headset and handheld tactile device features were func-
tional. The text magnication worked, but would have been better if it was somewhat larger in size.
Also, the magnication and contrast buttons were unmarked and on the cart. They should at least
be marked in bold print for the voter on the card. Some might argue that they should be buttons
under the control of the voter on the handheld tactile device.
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o The pale color used to highlight the candidate choice being considered is not obvious enough. It
should be brighter. Note: A national expert identied during the group discussion that, to better
address color blindness concerns, the frame of the cell should be highlighted in bold black.

Hems that are actionable

¢ Audioc was rudimentary and slow.

o Left arrow should say ‘contest’ and right arrow should say ‘candidate’ using Grade 2 Braille, which
is standard for adults. Note: A national expert identied during the group discussion that Grade 1
Braille is more appropriate for all users.

o No instructions were provided in how to verify a ballot. The process would be more private if the
voter received instructions from the system. Also, due to the separation of the scanner unit from
the baillot marker device, there is a need for a curtain to increase privacy.

o For audio instructions, it should tell the voter how many candidates are in the list they are about
to select from. Difficulty skipping to the next contest from manual write-in mode.

# Instructions for the use of all interfaces need to be standardized. Right now, the vendor only
provides the user with instructions for the use of the handheld tactile device. They need to provide
instructions for how to use magnication and contrast, the andio and headset, sip and pu device,
and rocker panels.

Items that are future enhancements

o 'There are too many symbols on the machine. The symbols on the handheld tactile device need to
be more direct. What are the orange buttons at the top for? Tester was not aware of the contrast
feature. Tt needs to be identied at the beginning of the session. Perhaps it was missed due to the
lack of labeling and/or instractions.

o Audio instructions were too long and distracting. For handheld tactile device distinguish buttons
by shape AND color in a consistent manner through ous instructions.

« Would be a lot easier if the monitor had touch screen capability. Need more basic instructions for
how to use the handheld tactile device. Found the red/green two butfon panels easier io use than
the handheld tactile device. Need instructions for how to use the red/green two button panels.

Items that are operational or impossible to address

+ The donbled-sided ballot printing tray broke during use and had to be dismantled. Fortunately,
the baflot being used was only one-sided and printed for the remaining testers.

¢ 'L'he scanning device had some diculty with the rst ballot, but eventually worked successfully,

o More time could be saved during the ballot printing function if it could mark & pre-printed ballot.

+ Was able to read from screen with magnication and able to vote using audio feedback fheadset and
handheld tactile device. Could not read the actual printed ballot. Font too small.
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4.4 Oshawa Testing - June 2007

4.4.1 Overview

The testing took place over a two day period. Time slots of up to 45-minutes were allocated for each
participant to cast a ballot. This period permitted both ample time to interview the participants after
voting in order to teceive feedback about the use of the machine in addifion to any time that was
necessary to properly cast a ballot. All comments from participants were enterred directly into a laptop
computer. At the end of the second day, a group discussion was held where the collecfive results of all
feedback received from the testers was shared with attendees.

4,4.2 Participants

A total of eleven individuals were involved in the focus group. The voters used a NY style ballot, which
was not familiar to any of them. Details about these participants are outlined in Tables 4.20 and 4.21.

Disability Type Number of Persons
Physical 2

Blind

Low Vision
Cognitive
Mental Health
Multiple

None
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Table 4.20: Focus group disability types - Oshawa

Response  Registered Voter? Frequent Voter? Familiar with Accessible Technology?

Yes 0 (0%) 0 (0%) 7 (100%)
No 7 {100%) 0 (0%) 0 (0%)
Ynsure 0 (0%) 7 {100%) 0 (0%

Table 4.21: Focus group participant experience levels - Oshawa

4.4.3 Interfaces Used

Each participant was asked to cast one complete ballot using the ATT units only {there was no screen
display). The breakdown of how each interface was employed is detailed in Table 4.22.

LCD Magnification LCD Contrast Audio ATI Sip & Puff Paddle Buttons
Frequency NA NA 7 7 0 1]

Table 4.22: Frequency of use of voting interfaces - Oshawa - Total participants = 7

4.4.4 QOverall Performance

Measurements of the overall eectiveness rate of the voting machine on a Likert Scale from ¢ to 10 {0
being the worst and 1§ being the best} were not collected.
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4.4.5 Time Study

Time measurements were not collected.

4.4.6 User Comments

Ttems that have subsequently been corrected

« Introduction - After explanation of each button give the user the chance to press it.

e Introduction - Instructions should be uniform {always referring to the name as well as description
of physical characteristics of the bution in question. Example “Please, press Next button Right
pointing chevron on the right side of the AT device”.

» Introduction - The Help button color is wrong.

e Introduction - Use shape of the button in the next step descriptions instead of the currently used
names {“press Next button™ and “press previous button” - Which one is which?)

¢ Introduction - The user was not clear how to end ATI device introduction and start an election
process. [Instructions have been improved]

¢ Voting - A user perceived a sequence of the contests as “a loop” he did not know how to break. For
him, announcements like “Now you have nished making your choices, please, proceed to review”
would improve the situation considerably. [Instructions have been improved]

e Voting - The user was not clear about beginning and the end of the individual contests. [Instructions
have been improved]

¢ Voting - No explanations how to make a choice follow a candidate name in individual contests.
Just a pause. The user did not know what to do next when he wanted to accept the candidate.
[Instructions have been improved)

« Voting - Conrmation of the selection made while doing it. You have selected “Name Name.”

s Voting - Ability to change the choices per officc individually. At the moment, a user has to go
through the entire election, essentially rejecting all previcus choices.

¢ Voting - The user was not clear about the beginning and end of the voting process. [Instructions
have been improved]

¢ Review - Not clear from instructions which button to press during choices review. {Instructions
have been improved]

¢ Review - More clear instructions on how to navigate to review section after voting. [Instructions
have been improved]

» Controls use - X button was hard to press on its sides. {xed]

» Controls use - Butions were clickable only in the center. It would be easier if a user could click
anywhere on the butions. [xed]

e Controls use - ATT unit should have an option to be attached to the table or something like it.
Sliding of the unit is distracting. [xed]

e Controls use - Tt is unclear how to deseleet choices.
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e Controls use - For the better navigation locaiions of the huttons should be clearly identied with
right/lefs, top/bottom of the ATI device in all recorded instructions. Overall good. No diculties.
[Instructions have been improved]

Items that are actionable

o Introeduction - Deeper voices are better perceived by blind people.

& Introduction - Blind people need to know the location so description of positions of the ballots
scanner and ATI should be part of explanations before voting.

o Introduction - “... right chevron on the lefi..” makes the user’s hand automatically move to the
right side of ATI device.

a Controls use - Hard to read Braille for volume and help buttons

& Review -The choices review was conflusing creating an impression that another round of election is
started.

Items that are future enhancements

* Voting - Up/Down buttons appear more logical for yes/no type of choices.
o Controls use - Y/N buttons would make referendum questions easier to angwer.

+ Voting - Enumerate candidates before announcement of their names. Example “3 candidates are
competing for Senator office. 1st candidate from Republican party name name. 2nd.from..”.

o Controls use - The word “Race” in Brail should be replaced with something closer in meaning to
“Conbest”.

o Controls use - Buttons do not response distinetly enough.

* Voting - Functions of ATT device buitons should be clearly explained while a user makes his choices
as well.

» Controls use - Buttons use was acceptable but larger size of the ATT upit and the buttons on it
would be a plus. Volume control was especially difficult.

Ttems that are operational or impossible to address

» Controls use - Too many buttons (some of the functions could be combined. -/+ buttons are too
small. [The ATT has the minimum number of buttons required by VVSG]
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