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717 17th Street, Suite 310
Denver, CO 80202

March 1, 2011

Subject: GEMS ”Runtime Error” may occur during application startup

Product:
GEMS v1.21.5

NOTE: The information contained in this document is for reference only. It is recommended that each jurisdiction
consult with their state election authority in respect to applicable laws, regulations, procedures and other
guidelines, which may impact how this information is used.

Description:
When attempting to start GEMS 1.21.5, a "Runtime Error" message may appear causing

restricted access to the GEMS application (see Figure 1.)

Microsoft ¥isual C++ Runtime Library =l

@ Runtime Error!

Program: ...

This application has requested the Runtime to terminate it in an unusual way.
Flease contact the application's support keam For more information.

(Figure 1. GEMS Runtime Error Message)

This error is caused by the permissions for the folder "C:\Documents and Settings\All
Users\Application Data\Premier Election Solutions" not having inheritable rights propagated to
that directory’s sub-folders.

It is important to note that the display of the above noted error message only affects the user’s
ability to start the GEMS application and has no impact on the data stored in any GEMS
database.

Recommendations

Using the following steps, change the permissions for folder “C:\Documents and Settings\All
Users\Application Data\Premier Election Solutions" to have inheritable rights propagated to that
directory’s sub-folders (areas of interest are outlined in RED):

1. Double click on "My Computer" icon found on the Windows Desktop.
2. Select the "Tools" tab at the top of the window.

3. Select "Folder Options".

4. Select the "View" tab.
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5. Verify that the "Show hidden files and folders" radio button is selected. If it is not
selected, select it and click "OK" (see Figure 2).

20

General Wi | File Typesl Offline Filesl

- Folder views
“'ou can apply the view [such as Details or Tiles] that

you are uging for this folder to all folders.

Apply ta All Folder: Beszet All Folders

Advanced settings:

I Files and Folders
Automatically search for network folders and printers
Dizplay file size information in folder tips
Dizplay simple folder view in Explarer's Folders list
Display the contents of system folders
Dizplay the full path in the address bar
Dizplay the full path in the title bar —
[0 Do nat cache thumbnails

I Hidden files and folders
CuDeonat showbidder files and folder

I @ Show hidden files and folders I _I
Fiestare Defaults |

|»

QK | Cancel | Ll

(Figure 2. Folder Options)

6. Navigate to the following folder path "C:\Documents and Settings\All Users\Application

Data".

7. Right click on the "Premier Election Solutions" folder and select "Sharing and Security".
8. Inthe "Sharing and Security" window, select the "Security" tab (see Figure 3).

Premier Election Solutions Properties 21xl

Genarall Sharing  Secunty |Eustnmize|

[Group or user names:
€7 CREATOR DwWHER

!ﬁ Power Users [EDGE-29008Pawer Users)
€7 SYSTEM

!ﬁ Uszers [EDGE-29004 zers)

T
=%
o

Bemave |

Permissians for Administrators Allow Deny
Full Contral o =
tadify O
Read & Execute O
List Folder Cortents O
Fead O
Wwiite O -
Crmminl D, !

For zpecial permizzions or for advanced settinfis, Advanced |
click Advanced. =
oK I Cancel | Spply |

(Figure 3. Security tab)

9. Select "Advanced".

10. Select both check boxes as shown below in Figure 4.
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Advanced Security Settings for Premier Election Solutions o

Permissions | Auditing | Owner I Effective F’ermissionsl

To wiew more information about special permissions, select a permission entiy, and then click Edit

Permizzion entries:

Type | MHame | Peimizgian | |nherited From | Apply Ta |
Allaw Administrators [EDG...  Full Cantrol <not inherited: Thiz falder anly
Allaw Users [EDGE-2900%..  Special <not inherited: This falder, subfalder. ..
Allow SYSTEM Full Contral ChDocuments ... This folder, subfolder...
Allow Administrators [EDG...  Full Control CDocuments ... This folder, subfalder. .
Allow CREATOR OWMER Full Contral CADocuments .. Subfolders and files .
Allow Power Users (EDGE-...  Modify ChDocuments ... This folder, subfolder. .
Allaw Users [EDGE-2900%.. FRead&Execute  ChDocumentz ... This folder, subfolder...
Allow Uszers [EDGE-2900" ‘Wirite CADocurents This falder and subfa
Add.. Edit... Bemove

I Allovs inheritable permizsions from the parent to propagate to this object and all child objects. Include
these with entries explicitly defined here.

[¥ Feplace pemmission entries on all child objects with entries shown here that apply to child objects

Learn more about access contral.

0k I Cancel Apply
(Figure 4. Advanced Security Settings)

11. Once both check boxes are selected, click "OK".
12. Another window will appear to confirm your changes, select "Yes" as shown in Figure 5.

5

This will remove explicitly defined permissions on all child objects and enable propagation of inheritable permissions to
1 those child objects. Qnly inheritable permissions propagated From Premier Election Solutions will take effect,

Do wou wish ko continue?

(Figure 5. Confirm Changes)

13. Select "OK" on the remaining open windows and start the GEMS application.

Please contact your Dominion Customer Service Representative should you have any further
questions.
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