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The following defimtlons are written from the viewpoint of their
specialized meaning in security documents.

Access Authorization. An administrative determination that an
individual (including a consultant) who is employed by, or is an
‘applicant for employment with, the NRC, NRC contractors,
agents, and licensees of the NRC, or other person designated by
the Executive Director for Operations, is eligible for a security
clearance for access to Restricted Data, Formerly Restricted Data,
or National Security Information. -

* Accountable Communications Security (COMSEC) Material. All

COMSEC aids, equipments, and components thereof, and devices
that are identifiable by the telecommunications security (TSEC)
nomenclature system, for example, KG-36, KAG-25, or a
comparable system of another U.S. department or agency,
foreign government, or international organization. (See also
Communications Security.)

- Accreditation. The authorization and approval granted to a system or

network to process classified and/or sensitive unclassified data in
an operational environment made on the basis of a certification by
the designated security officers to the extent that design and
1mp1ementat10n of the system meet prespecified technical

. requirements for achieving adequate security.

Administrative Security. The management constraints, operational
procedures, and supplemental controls established to provide an
acceptable level of protection for senmsitive data. (See also

- Automated Data Processing (ADP) Security, Communications
* ~Security, Data Security, Physical Security, Teleprocessing Security,
and Transmission Security.)

‘»Agency Communications Security (COMSEC) Custodian. The

individual designated to coordinate all NRC COMSEC accounts
-.and to be responsible for the Central Office of Record.

1This Glossary applies to all directives pertaining to Security in Volume 12.

- Approved: November 6, 1992 1
(Revised: July 15, 1994)
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GlOSSﬂl'y “ (continued)

Application System. A collection of one or more related computer
programs designed to solve a particular problem or to perform a
distinct agency function.

Audit. To conduct the independent review and examination of system
records and activities in order to test for adequacy of system
controls, to ensure compliance with established policy and
operational procedures, and to recommend any indicated changes
in controls, policy, or procedures.

Audit Trail. A manual or automated means of tracing the processing
steps within an ADP system.

Authentication.

1. The act of identifying or verifying the eligibility of a station, an
~ originator, or an individual to access specific categories of
mformatlon

2. A measure designed to provide protection against fraudulent
transmissions by establishing the validity of a transmission, a
message, a station, or an originator.

Authorized Classifier. An individual authorized in writing by
appropriate authority to classify, declassify, or downgrade

information. This term applies to derivative classifiers and original
classifiers.

~Automated Data Processing (ADP) Access Controls. Hardware or
software features, operating procedures, management procedures,
and various combinations thereof, designed to detect and prevent
unauthorized access and to permit authorized access to an ADP

system.

Automated Data Processing (ADP) Facility. One or more rooms of a
building containing the main elements of an ADP system.

Automated Data Processing (ADP) Security. The hardware/software
functions, characteristics, and features; operational procedures,
accountability procedures, and access controls at the central
computer facility, remote computer, and terminal facilities; the
management constraints, physical structure, and devices; and
personnel and telecommunications controls needed to provide an

Approved: November 6, 1992
2 (Revised: July 15, 1994)
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Glossary (continued) o
Automated Data Processing (ADP) Secunty (continued)

acceptable level of protection to a computer systemn. (See also
Administrative Security, Communications Security, Data Security,
Physical Secunty, 'l‘éleprocessmg Secunty, and Transmission
Secunty) ,

Automated Data Processmg (ADP) System An assembly of computer
equipment, facilities, personnel, software, and procedures
configured for the purpose of classifying, sorting, calculating,
computing, summarizing,- storing, - and retrieving data and
information with a minimum of human intervention. An ADP

~ system includes general-purpose and special-purpose computers;

. commercially available components; auxiliary, accessory, or
penpheral equipment; and electncal accounting machines.

o Automated Decisionmaking System. Computer applications thatissue
checks, requisition supplies, or perform similar functions based on
programmed criteria, with little human intervention.

o Automated Informatxon System (also referred to as automated
" system). Anassemblyofprocedures, processes, methods, routines,
. or techniques (including but not limited to systems such as payroll,
personnel, and property and supply) united by some form of
regulated interaction to form an organized whole specifically

: designed to make use of ADP equipment

- Automated Security Momtormg The use of automated procedures to
 ensure that the security COntrols unplemented within an ADP
~system are not mrcumvented .

Automated System Seeunty Integnty Study An analysis, test, and
- evaluation of the security measures of an automated system,
-including  its administrative, automated, and physical security
measures, :to evaluate the ability of the measures to protect
clasmﬁed data.

- Automated System Secunty Proposal. A proposal that outlines an
N automated system and the security measures to protect classified
- and/or sensitive unclassified data processed or produced by the

- 'system. Once approved, the proposal becomes a plan.

" Approved: November 6, 1992 |
(Revised: July 15, 1994) 3
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- Automatic Answering Mode. Answering in which the called data
terminal eqmpment automatically responds to the calling signal.
The call may'be established whether or not the data terminal
-equipment is attended. =

| Backup Procedures. The provisions made for the recovery of data files
and program libraries and for restart or replacement of ADP
equipment after a system failure or the occurrence of a disaster.

BroWsiiig. Searchin g through stoi‘age_ to locate or acquire information,
“without necessarily knowing of the existence or the format of the
information being sought.

Call Back. A procedure established for positively identifying a
terminal dialing into a computer system by disconnecting the
calling terminal and reestablishing the connection by the computer
. system’s dialing the telephone number of the calling terminal.

CCI. See Controlled Cryptographic Item.

Central Office of Record (COR). The activity within a department or N
- agency charged with responsibility for maintaining records of
~ accountability of all accountable COMSEC material received by
- or generated within the department or agency.

Certification. The technical evaluation made as part of and in support

of the accreditation process that establishes the extent to which a

particular computer system or network design and implementation
meet a prespecified set of security requirements.

Classification. A term applied collectively to original classification
and derivative classnﬁcatxon

‘ Classxficatmn Authonty 'I'he authonzed classifier, the classification
guide, or the source document or documents that determine the
classification of information.

Classification Guide. A document issued by an original classification
authonty that provides derivative classification instructions.

Classxﬁed Data Restricted Data, Formerly Restricted Data, and
National Securlty Information processed or produced by a system
that requires protection against unauthorized disclosure in the
interest of national security.

Approved: November 6, 1992
(Revised: July 15, 1994)
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GlOSSﬂl'y (continued)

- Classified Information. Information (such as a document or
- correspondence) that is designated National Security Information,
 Restricted Data, or Formerly Restricted Data.

" Classified Interest. Classified information possessed by NRC, an NRC
‘contractor, or by any other facility. -

Classified Safeguards Information. Certain types of information
relating to the safeguarding of nuclear material or facilities
. . classified as National Security Information or Restricted Data in
~ accordance with the provisions of the “Classification Guide for
National Security Information Concerning Nuclear Materials and
Facilities” and to other information not specifically mentioned in
the guide but referenced in supplementary memoranda, bulletins,

- or guldes

_Collateral Intelhgenee Non-SCI (sensmve compartmented
' mformatlon) mtelhgence

| vCommlssmn The Nuclear Re gulatory Comrmssxon offive members or
a quorum thereof sitting as a body, as provided by Section 201 of
the Energy Reorgamzatlon Act of 1974, as amended.

Commumcatmns Center See Secure 'Iblecommumcatlons Facility.

' Commumcatnons Link. The phystcal means, for example, a telephone
‘line, of connecting one location to another for the purpose of
- “transmitting mformatlon

Commumcatmns Protectlon Applymg special measures, such as the

data encryption standard (DES) and call-back techniques, to

~ protect sensitive unclassified telecommunications in order to deny

unauthorized persons unclassified information of value, to prevent

- disruption, or to ensure the authenticity of such
telecommunications.. :

- Communications Security (COMSEC) The protective measures
' taken to deny unauthorized persons information derived from
telecommunications of the United States Government related to
national secunty and to ensure the authenticity of any such

- communications. Such protection results from the application of

- security measures (including cryptosecurity, transmission security,

and emissions security) to electrical systems generating, handling,

- Approved: November 6, 1992
‘(Revised: July 15, 1994) 5
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Communications Security (COMSEC) (continued)

, processing, or using National Security Information. It also includes
the application of physical security measures to communications
security information or materials. (See also Administrative
Security, ADP Security, Data Security, Physical Security,
Teleprocessing Security, and Transmission Security.)

Compartmentalization (ADP).

1. The isolation of the operating system, user programs, and data files
from one another in main storage in order to provide protection
against unauthorized or concurrent access by other users or

programs.

2. The breaking down of sensitive data into small, isolated blocks for
the purpose of reducing risk to the data.

Compromise. The disclosure of classified information or
administratively controlled information to persons not authorized
to receive such information.

Compromising Emanations (TEMPEST). Unintentional intelli gence-
bearing signals that if intercepted and analyzed disclose classified
information being transmitted, received, handled, or otherwise
processed by any information-processing system.

Computer Center. One or more computers with their peripheral and
storage units, central processing units, and communications
equipment in a single controlled area. The term “computer center”
might also be referred to as the ADP facility, the ADP installation,
the ADP center, or the ADP installation/center.

. Computer Progfam. The sequence of coded instructions that cause the

computer to solve a problem or perform an ADP operation.
COMSEC. See Communications Security.

COMSEC Account. An administrative entity, identified by an account
number, responsible for maintaining custody and control of
COMSEC material. B

COMSEC Accounting. Procedures by which control of COMSEC
material is maintained from time of origin through destruction or
final disposition.

Approved: November 6, 1992
(Revised: July 15, 1994)
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COMSEC Control Officer. The individual demgnated by the
supervisor of a secure communications facility to be in charge of
the day-to-day operations of the facnllty

COMSEC Custodian. The individual desngnated to be responsible for
"the receipt, transfer, accountability, safeguarding, and destruction
of COMSEC material issued to a COMSEC account.

COMSEC Equipment. Equipment designed to provide security to
telecommunications by convertmg information to a form
unintelligible to an unauthorized interceptor and by reconverting
such information to its original form for authorized recipients, as
well as equipment demgned specifically to aid in or as an essential
element of the conversion process. COMSEC equipment is
crypto—equxpment, crypto-ancillary equipment, cryptoproduction
equipment, and authentication equipment.

COMSEC Facility. A faclhty that contains classified COMSEC
matenal ’

| COMSEC Informatmn All mformat:on conoermng COMSECand all

COMSEC material.

COMSEC Insecunty Any occurrence that ]eopardlzes the securlty of
COMSEC material . or the secure electrical transmission of
National Security Informatlon or national security-related
information. - b

COMSEC Material. COMSEC aids, equipment, and components
‘thereof, and devices that are identifiable by the
telecommunications security (TSEC) nomenclature system or a

_ similar system of a U.S. department or agency, foreign
_ government, or international orgamzatlon

B COMSEC Measures. All cryptographlc, transmission security,
" - “emission security, and physxcal security techniques employed to

protect telecommunications.
COMSEC Survey.

1, The apphcatlon of COMSEC ana1y51s and assessment techniques

to a specific operation, function, or program.

~ Approved: November 6, 1992

(Revised: -July 15, 1994) ' 7
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COMSEC Survey (continued)

2. Examination and inspection of a physical location to determine
whether alterations and modifications are necessary to render it
acceptable for the installation and operation of COMSEC
‘equipment.

COMSEC System. The combination of all measures intended to
provide  communications security for a  specific
telecommunications system, including associated cryptographic,
transmission, emission, computer, and physical security measures,
as well as the COMSEC support system (documentation; doctrine;
keying material protection and distribution; and equipment
engineering, production, distribution, modification, . and
maintenance). '

CONFIDENTIAL. The classification leve] applied to information the
unauthorized disclosure of which could Teasonably be expected to
cause damage to the natlonal security. (The lowest level of
classification.)

Confidential Source. Any individual or organization that has provided
or that may reasonably be expected to provide information to the
United States on matters pertaining to the national security or law
enforcement with the expectation, expressed or implied, that the
information or relationship, or both, be held in confidence.

Contingency Plans. Plans for emergency response, backup operations,
and postdisaster recovery.

Controlled Area. An area over which NRC or an NRC contractor
exercises administrative and physical control by use of properly
cleared and authorized employees or guards stationed so as to
control admittance to the room, buxldmg, or structure or by use of
a lock that provides reasonable protection against surreptitious

entry.

Controlled Cryptographic Item (CCI). Any material that is
accountable in a COMSEC inventory under the control of a
COMSEC custodian.

Approved: November 6, 1992
(Revised: July 15, 1994)
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Control Zone. The space, expressed in feet of radius, that surrounds
equipment that is used to process sensitive information and that is
under sufficient physical and technical control to preclude an
unauthorized entry or compromise. Synonymous with security
perimeter.

. COR. See Central' Office of Record.

Counterintelligence. Information gathered and activities conducted to

protect against espionage, other intelligence activities, sabotage,

or assassinations for or on behalf of foreign powers, organizations,

. Or persons, or international terrorist activities, but not including

security programs for personnel, phys:cal security, documents, or
communications. '

Countermeasure. An action, procedure, modification, or physical
- device that is applied to reduce or inhibit the generation of
compromising emanations.

Crosstalk. An unwanted transfer of energy from one communications
_‘channel to another.

Cryptanalysis. The steps and operations performed in converting

- encrypted messages into plain text without initial knowledge of the
"key employed in the encryption. In COMSEC, the purpose of
cryptanalyms is to evaluate the adequacy of the security protection
that it is intended to provide, or to discover weaknesses or
vulnerabilities that could be exploxted to defeat or lessen that
.protection. . _

CRYPTO. A markmg or desxgnator identifying all COMSEC keying
material used to protect or authenticate telecommunications
carrying National  Security Informatlon and national
secunty-related mformatlon

Crypto-Equipment. Any equlpment employmg a cryptographic logic.
Cryptographxc Pertammg to or concerned with cryptography.
g “'Cryptographlc Sy;tem. See Ctyptosystem.

Approved:- November 6, 1992
(Revised: July 15, 1994) 9
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Cryptography.

1. The protection of telecommunications by rendering information
unintelligible or unrecognizable until it reaches the intended
recipient.

2. The design and use of cryptosystems.

Crypto-Information. Information that would make a significant
contribution to the cryptoanalytic solution of encrypted text of a

cryptosystem.

Crypto-Insecurity. An equipment malfunction or an operator error
that adversely affects the security of a cryptosystem.

Cryptology. The field that encompasses both cryptography and
cryptanalysis. -

Cryptomaterial. All material, including documents, devices, or
equipment, that contains crypto-information and is essential to the
encryption, decryption, or authentication of telecommunications.

Cryptosecurity. The component of communications security that
results from the provision of technically sound cryptosystems and
their proper use.

Cryptosystem. The associated items of COMSEC equipment or
material used as a unit to provide a single means of encryption and
decryption.

Cryptovariable. See Keying Material.

Custodian. Any person to whom classified information is charged by
records of the NRC or of its contractors, or in the case of
CONFIDENTIAL information ‘in the absence of records, any
person who possesses the information.

Data-Dependent Protection. Protection of data at a level
commensurate with the sensitivity level of the individual data
elements, rather than with the sensitivity of the entire file that
includes the data elements.

Data Encryption Standard (DES). An unclassified crypto-algorithm
published by the National Institute of Standards and Technologyin
FIPS PUB 46 for the protection of certain U.S. Government
information.

10

Approved: November 6, 1992
‘(Revised: ' July 15, 1994)
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Data Security. The protection of data from accidental or malicious
- modification, destruction, or disclosure. (See also ADP Security,
Communications Security, Physical Security, Teleprocessing
Security, and Transmission Security.)

Decipher. To convert encxphered text to plain text by means of a cipher
system. :

‘ 'Declassxficatidn.

1. A determination by appropriate authority that information no
longer requires classification protection; or

2. A determination by appropriate authority in accordance with
approved classification policy or guidance that a classified
document is no longer classified; or

-3. The removal of classification markmgs from a document in
- accordance with a declassxﬁcatxon notice from an appropriate
authority. :

Decrypt. To convert encrypted ‘text into its equivalent plain text by
. means of a cryptosystem. ,

.. Dedicated Mode. The operation of an ADP system such that the
. central computer facility, the connected peripheral devices, the
communications facilities, and all remote terminals are used and
controlled exclusively by specific users or groups of users for the

" processing of particular types and categories of information.

: Degauss To apply a variable alternatmg current (ac) field for the

- purpose of demagnetizing magnetic recording media, usually tapes

or disks. The process involves increasing the ac field gradually

from zero to some maximum value and decreasmg the fieldback to

zero, leaving a very low residue of magnetlc induction on the
medla

'Denvatwe Classification. A determmatlon in accordance with

‘ approved classification guides, source documents, or other

' guidance of an authorized original classifier that a document
contains classified information.

Approved: November 6, 1992
. (Revised: July 15, 1994) 11
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Derivative Classifier. An individual authorized in writing by
appropriate authority to derivatively classify National Security
Information, Restricted Data, and Formerly Restricted Data. (See
also Derivative Classification and Authorized Classifier.)

DES. See Data Encryption Standard.

Document. Any recorded information regardless of its physical form
or characteristics including, but not limited to, the following:

1

6.

All handwritten, printed, or typed matter;

2. All painted, drawn, or engraved matter;
3.
4. All photographic prints and exposed or developed film or still

All sound, magnetic, or electromechanical recordings;

or motion pictures; :

Automated data processing input, memory, program, or output
information or records such as punch cards, tapes, drums, disks,
or visual displays;

All optical or laser recordings.

Documentation. A statement of the number of pages of a document,
the series designation for the particular set of copies, and the
number of each copy within the set, or some other unique
identification technique for differentiating between each copy of a
document.

Downgrade. To assign a lower classification than that previously
assigned.

Eavesdropping. Interception of a conversation by surreptitious means
through use of electronic equipment without the consent of one or
more of the participants.

Electromagnetic Emanations. Signals transmitted as radiation
through the air and through conductors.

Eligible or Eligibility. Both initial eligibility and continued eligibility
of an individual for access authorization and/or employment
clearance, unescorted access to nuclear power facilities, access to
unclassified Safeguards Information (SGI), or access to sensitive
NRC automated information systems and data.

12

Approved: November 6, 1992
(Revised: July 15, 1994)
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Emanation. Unintended signals or noise appearing external to an
equipment.

Emission Security (EMSEC). That component of communications
security (COMSEC) that results from all measures taken to deny
" unauthorized persons information of value that might be derived
from mtercept and analysis of comprormsmg emanations from
~ crypto-equipment, information processing systems, and
telecommunications systems.

Employment Clearance. An administrative determination that an
individual (including a consultant) who is an NRC employee or an

~ applicant for NRC employment and other persons designated by
. the Executive Director for Operations of the NRC are eligible for
employment or continued employment pursuant to
Subsection 145b. of the Atomic Energy Act of 1954, as amended.

EMSEC. Emission or emanation sécurity.

Encode. To convert plain text mto unintelligible form by means of a
code system.

- Encrypt. To convert plain text into unintelligible form by means of a
cryptosystem

Faclhty An educatlonal institution, manufacturing plant laboratory,
office, building or portion thereof used by NRC or its contractors,
or others associated with the NRC program, or by any other
organization that is part of or associated with the United States
Government.

- Facility. Approval. A determination by the NRC that classified
information is approved to be used, processed, stored, reproduced,
transmitted, or otherwise handied at a specific facility.

Facility Register. An index of security facilities.

File Protection. The aggregate of all processes and procedures
established in a system and designed to inhibit unauthorized
access, contamination, or elimination of a file.

Foreign Assignee. An empioyee of a foreign regulatory agency who is
assigned to the NRC staff for a period of 6 months or more.

- Approved: November 6, 1992
(Revised: July 15, 1994) 13
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Foreign Government Information. Information provided by a foreign
government or governments, an international organization of
governments, or any element thereof, with the expectation,
expressed or implied, that the information, the source of the
information, or both, are to be held in confidence. Also,
information produced by the United States pursuant to or as a
result of a joint arrangement with a foreign government or
governments, or an international organization of governments, or
any element thereof, requiring that the information, the
arrangement, or both, are to be held in confidence.

Fareign Intelligence Information (FII). Information relating to -the
capabilities, intentions, and activities of foreign powers,
organizations, or persons, but not including counterintelligence, -
except for information on international terrorist activities. '

" Foreign National. All persons who are not citizens of, nationals of, or
immigrant aliens to the United States.

Formerly Restricted Data (FRD). Classified information that the
Atomic Energy Commission, the Energy Research and
Development Administration, or the Department of Energy
removed from the Restricted Data category after that agency and
the Department of Defense jointly determined that the
information relates primarily to the military utilization of atomic
weapons and can be adequately safeguarded as National Security
Information, subject to the restrictions on transmission to other
countries and regional defense organizations that apply to
Restricted Data.

Fortuitous Conductor. Any conductor that may provide an unintended
path for signals. Fortuitous conductors include cables, wires, pipes,
conduits, and structural metal work in the vicinity of a radiation
source.

FSTS. Federal secure telephone service.

Guard. A uniformed individual who is employed for and charged with
the protection of classified information and/or U.S. Government

property.

Approved: November 6, 1992
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- Handshaking Procedures. Adlalogue between a user and a computer,
a computer and another computer, or a program and another
program for the purpose of identifying a user and authenticating.

*. the user’s identity through a sequence of questlons and answers
based on information either previously stored in the computer or
supplied to the computer by the initiator of dialogue. Synonymous

“with password dialogue.

gy Hardware Security Measures. Equlpment features or devices used in

an ADP system to preclude deliberate or inadvertent unauthorized

., acquisition, disclosure, manipulation, or modification of data or
o mformatlon, mcludmg class:ﬁed data or information.

Hearmg Counsel. An NRC attomey asmgned by the General Counsel to

' “'prepare and administer hearings in accordance with 10 CFR Part 10,
_ 5US.C. 7532, or Due Process Prooedures (Handbook 12.3,
Exln’blt 11)..

’ Hearmg Exammer A quahfied attomey appointed by the Director,

o - Office of Administration, to conduct a hearing in accordance with

\_/ "7 10CFR Part' 10, 5US.C. 7532, or ‘Due Process Procedures
t ' (Handbook 12.3, Exhibit 11)

Identification, User. The process that enables, generally by the use of
* ' unique machine-readable names, recognition of users as identical
~ to those prewously described to an ADP system.

‘i"'z' a

: Immxgrant Alien. One who has entered the United States under an
immigrant visa for permanent residence and who may, if the
person so desires and meets statutory requirements, become a
United States cltlzen

. Infraction. An act or omission mvolvmg failure to comply w1th NRC
secunty requlrements or procedures

) Intelhgence Commumty and Agency or Agencies Within the
Intelligence Commumty Refers to the following organizations:

1. The Central Inte]hgence Agency (CIA).
2. . The National Securlty Agency. (NSA)
3. The Defense Intelligence Agency (D1A).
4

. Offices within the Department of Defense that collect
R o R A specxahzed “national forelgn intelligence  through
\__ reconnaissance programs

Approved: November 6, 1992
(Revised: : July 15, 1994) 15
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Intelligence Community and Agency’ or Agencies Within the
Intelligence Community (continued)

5. The Bureau of Intelligence and Research (INR) of the
Department of State. - - .

- 6. Theintelligence elements of the Army, the Navy, the Air Force,
and the Marine Corps, the Federal Bureau of Investigation
(FBI), the Treasury Department, and the Department of
Energy. :

7. The staff elements of the Director of Central Intelligence.

Interim Access Authorization. An authorization to permit an

‘individual access to classified information before receiving the

reports of investigation on the character, loyalty, and associations

of this individual, based upon a determination by the Commission

that this action is clearly consistent with the national interest and
will not endanger the common defense and security.

Internal Security Audit (ADP). A security audit conducted by
personnel responsible to the management of the organization
being audited.

Intrusion Detection System. A security alarm system that uses an
ultrasonic, infrared, visible light beam, a door contact, or a
vibration-sensitive or other type sensor to detect and signal the
entry of unauthorized persons into a protected area.

Inventory, COMSEC.

1. The physical verification of the presence of each item of
- accountable COMSEC material charged to a COMSEC account.

2. Alisting of each item of aocountaBle COMSEC material charged
to a COMSEC account. '

Inventory Report, COMSEC. A report submitted to the NSA Central
- Office of Record (COR) with a copy to the NRC agency COMSEC
custodian (NRC COR) attesting to the inventory of accountable
COMSEC material. - .

- Keying Material. A type of COMSEC aid that supplies either
encoding means for manual and auto-manual cryptosystems or
cryptovariables for machine cryptosystems.

- Approved: November 6, 1992
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Keyword. Synonym for password.

“© Access Authorization. An “I” access authorization is normally based
upon a National Agency Check, Inquiries and Credit (NACIC) for
Federal employees or a National Agency Check plus Credit (NACC)
for non-Federal employees conducted by the Office of Personnel
Management. This authorization permits individuals access, on a
need-to-know basis, to SECRET and CONFIDENTIAL National
Security Information or CONFIDENTIAL Restricted Data not
related to broad naval nuclear propulsion program policy or
direction (e.g., preliminary safety analysis reports, final safety
analysis reports, and amendments thereto).

Limited -Official Use (LOU). Designation applied to certain
- unclassified official information originated by the Department of
State in oral or documentary form, which is to be given limited
internal ' distribution by U.S. Govemment agencies and their
contractors.

Limited Protection. A form of short-term COMSEC protection
applled to the electromagnetic or acoustic transmission of national
’ secunty -related information.

- Local Area Network (LAN) A nonpubllc data communication system
‘within a limited geographical area, designed to allow a number of
independent devices to communicate with each other over a
common transmission system. (LANs are usually restricted to
 relatively small geographxcal areas, such as rooms, buildings, or

S clusters of buildings.) :

LOU. See Limited Official Use.
" Marking. -

1. The physical act of 1nd1cat1ng on classrﬁed documents the assigned
classification, changes in classification, downgrading and
“declassification instructions, and any limitations on their use.

2. The physical act of indicating on sensitive unclassified information
documents the assigned category, changes in the sensitive
unclassified information category, and removal from the sensitive
unclassified information category.” -

3 The physical act of indicating on unclassified documents the fact
that they contain unclassified information.

Approved: . November 6, 1992
“(Revised: July 15, 1994) 17
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Master Facility Register. A central index maintained by the Division of
Security of all security facilities of NRC, NRC contractors, and
other organizations and persons associated with the NRC
program. ‘

Monitor Sheet. A printed security form, generally placed next to a
secunty container, vault, vault-type room, or secure telephone,
that is initialed on a scheduled basis by the person(s) assigned to
monitor the security of the unit.

National Security. The national defense or foreign relations of the
United States.

National Security Council Information (NSCI). Classified
information contained in (1) any document prepared by or
intended primarily for use by the National Security Council (NSC),
its interagency groups as defined in National Secunty Decision
Directive-2 (NSDD-2), dated January 12, 1982, or its associated
committees and groups and (2) deliberations of the NSC or its
mteragency groups, as defined in NSDD-2, or 1ts associated
committees and groups.

National Security Information (NSI). Information that has been
determined pursuant to Executive Order 12356 or any predecessor
order to require protection against unauthorized disclosure and
that is so designated.

National Security-Related Information. Unclassified information
related to the national defense or foreign relations of the United
States.

Naval Nuclear Propulsion Information. In general, all information,
classified or unclassified, concemmg the de51gn, arrangement,
development, manufacture, testing, operation, administration,
training, maintenance, and repair of the propulsion plants of naval
nuclear-powered ships, including the associated nuclear support
facilities. :

Need-to-know. A determination by persons having responsibility for
classified or sensitive unclassified information that a proposed
recipient’s access to such information is necessary in the
performance of official, contractual, or licensee duties.
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NSCI. See National Security Council Information.
' .‘ NSL See National Security’lnformatibn.

- NSTISSC. National Security Telecommunications and Information
Systems Security Committee. '

Official Use Only (OUO). (Reference Sensitive Information.)

- Unclassified information in oral or documentary form originated

by or furnished to NRC, or originated by or furnished to an NRC

contractor, licensee, or applicant, that is authorized to be withheld

from public disclosure under the provisions of the Freedom of

Information Act and/or the Privacy Act and that requires special

- handling to ensure that the information receives limited internal

~ distribution only and is not publicly disclosed.

Original Classifier. An individual authorized in writing by
o . - appropriate authority to. originally classify National Security
SO S Information. (See Authorized Classifier.)

OUO. See Official Use Only.

\__/ Page Check. A check of the pages contained within an item of
- ‘accountable COMSEC or TOP SECRET materidl to ascertain
. that no pages are missing, duplicated, or defective.

. Password. A protected word or a string of characters that identifies or
authenticates a user, a specific resource, or an access type.

Physical Security, ADP.
- 1. Use of locks, guards, badges, and similar administrative measures
to control access to the computer and related equipment.

2." Measures required for the protection of the structures housing the
 computer, related equipment, and their contents from damage by
“accident, intentional actior, fire, or environmental hazards. In
regard to communications security, “physical security” is the
. component of COMSEC that results from all physical measures
_ necessary to safeguard COMSEC material and information from
o . access thereto or observation thereof by unauthorized persons.
- 2w . . (Seealso Administrative Security, ADP Security, Communications
Security, Data Security, Teleprocessing Security, and Transmission
Security.) . -

-~

SR S -~ Plain Text. Intelligible text or signals that have meaning and that can
\__/ be read or acted upon without the application of any decryption.
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Proprietary Information. (Reference Sensitive Information.) Trade
secrets; privileged or confidential research, development,
commercial, or financial information, exempt from mandatory
disclosure under 10 CFR Part 2 (Sections 2.740 and 2.790) and
under 10 CFR Part 9 (Section 9.5); and other information
submitted in confidence to the NRC by a foreign source and
determined to be unclassified by the NRC.

Protected Distribution System. See Protected Wireline System.

Protected Information. Sensitive unclassified information designated
- as Limited Official Use, Proprietary Information, Safeguards
Information, Official Use Only, and similar information with other
designations assigned by U.S. Government agencies, their
contractors, or their licensees. .

Protected Wireline System. A wireline or fiber-optics system that
includes adequate acoustical, electrical, electromagnetic, and
physical safeguards to permit its use for the transmission of
unencrypted classified information. Synonymous with protected
distribution system.

Protective Packaging. Packaging techniques for keying material that
discourage penetration, reveal that a penetration has occurred, or
inhibit viewing or copying of keying material before the time it is
exposed for use.

“Q” Access Authorization. Normally based upon a single-scope full
field background investigation (SSBI) conducted by the Federal
Bureau of Investigation, the Office of Personnel Management, or
another Government agency that conducts personnel security
investigations. This authorization permits individuals to have
access, on a need-to-know basis, to TOP SECRET, SECRET, and
CONFIDENTIAL Restricted Data, Formerly Restricted Data,
and National Security Information.

Raw Intelligence (SCI and Collateral). Intelligence information on
which there is little or no processing or evaluation to assess its
reliability, factual content, or credibility. Documents containing
raw intelligence may or may not identify intelligence sources and
methods. ‘

Recovery Procedures. The actions necessary to restore a system’s
computational capability and data files after a system failure or
penetration.
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~Red. A term applied to wirelines, components, equlpment and
systems that handle national security sxgnals, and to areas in which
natlonal secunty signals occur.

Red/Black Concept. The concept that telecommunications circuits,
components, equipment, and systems that handle classified
‘plain-language information in electrical signal form (Red) be
separated from those that handle encrypted or unclassified
information (Black). ;

Registered Initials. One of the elements in an identification technique
for restricting access to a computer database or terminal to the
individual whose initials have been recorded (registered) with the
computer software that restricts access.

Remanence. The residual magnetism that remains on magnetic
- storage media after degaussing.

Removable Mass Storage Media. Medla, mcludmg magnetic tapes and
disc packs, on which data or information can be entered, held, and
retrieved, and that are easxly and quickly removed from ADP

, equlpment

Residue. Data left in storage after processmg operations and before
degaussmg or rewriting.

Restncted Data (RD). All data concerning design, manufacture, or

' ‘utilization of atomic weapons, the production of special nuclear

material, or the use of special nuclear material in the production of

energy, but not including data declassified or removed from the

* Restricted Data category pursuant to Section 142 of the Atomic
Energy Act of 1954, as amended.

Rnsk Analysis. An analysis of systems assets and vulnerablhtxes to
establish estimated expected losses based on the occurrence of
adverse events (e.g., fire, power loss, or theft) and the probability
of the occurrence of these events

Samtmng (ADP) The degaussmg or overwntmg of sensitive
information in magnetic or other storage media. Synonymous with
scrubbing.

Scavenging. Searching through residue for the purpose of
unauthorized data acquisition.
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SCI. See Sensitive Compartmented Information.

SECRET. The classification level applied to information the
unauthorized disclosure of which could reasonably be expected to
cause serious damage to the national security. (The classification
level between CONFIDENTIAL and TOP SECRET)

Secure Operating System. An operating system that effectively
controls hardware and software functions in order to provide the
level of protection appropriate to the value of the data and
resources managed by the operating system.

Secure Telecommunications Facility. A telecommunications facility
that employs crypto-material to protect the transmission of
national security information.

Security Area. A physically defined space containing classified
information and subject to physical protection and personnel
access controls.

Security Assurance. A written certification by which a specifically
authorized official of a foreign government or an international
organization with which the United States has an international
agreement covering the exchange of classified information informs
the United States Government of the category of a security
clearance held by a foreign national, the scope of the investigation
upon which the clearance determination is based, and personal
identity data.

Security Clearance (NRC). See Access Authorization.

Security Data (ADP). A term applied to data about protective
measures intended to eliminate or reduce threats and
vulnerabilities.

Security Facility. Any facility that has been approved by the NRC or
another Government agency for using, processing, storing,
reproducing, transmitting, or otherwise handling classified
information. : -

Security Facility Approval. See Facility Approval.
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_Security Importance Rating. An alphabetical letter designating the
. relative importance to the national security of an activity that
involves classified information. These ratings are assigned to
security facilities and 'to ‘individual classified interests within
security facilities, as set forth in Management Directive 12.1.

Secuﬁty Perimeter. See Control Zone.

Security Plan. A document prepared by an NRC office, division, or
region, or by a contractor, a consultant, a licensee, or a
licensee-related organization describing the organization’s or the
individual’s procedures and measures for safeguarding classified
and/or sensitive unclassified interests and for the security
education of the employees. This term includes security plans for

- foreign assignees. . o

Security Proposal, System. A document that outlines a system, for
example, a telecommunications and/or an automated data
processing system, and the security measures to protect sensitive or
classified information processed, produced, or communicated by
the system. Once approved, the proposal becomes a plan.

Security Survey. An onsite examination by an NRC security
representative of a. security facility to assess the devices,
equipment, and procedures employed within an organization or
facility to ‘safeguard  classified and/or sensitive unclassified
information and to protect personnel and property.

Sensitive' Apbﬁcaﬁdn. An automated systems application that
requires a degree of protection because it processes sensitive data.

Sensitive Compartmented Information (SCI). All information and
materials requiring special community controls indicating
restricted handling within present and future community
intelligence collection programs and their end products. These
‘special community controls are formal systems of sources and
methods and analytical procedures of foreign intelligence

~ programs. The term does not include Restricted Data as defined in
- Section 11, Public Law 585, Atomic Energy Act of 1954, as
- amended (42 U.S.C. 2014).
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Sensitive Information. That data that requires a degree of protection

because of the risk and magnitude of loss or harm that could
result from inadvertent or deliberate disclosure, alteration, or
destruction of the data. This term includes Proprietary
Information, unclassified Safeguards Information, naval nuclear
propulsion information, and other information withheld from
public dissemination under the Freedom of Information Act, the
Privacy Act, or the Atomic Energy Act and information not
exported to foreign countries or that must not be disclosed to
foreign countries. It also includes sensitive unpublished and
otherwise unavailable fuel cycle information relating to the
technology of enrichment or reprocessing.

Sensitive data falls into the following categories. The examples
cited below are illustrative and not all-inclusive. Final
determination of the specific data that is sensitive is made by the
office director responsible for the data.

Category A ~ Personal Data: Sensitive or private data related to
personnel, medical files, and similar files whose unauthorized
disclosure would constitute an unwarranted invasion of
privacy. Data types in this category are protected from
mandatory public disclosure by 10 CFR 9.5(a)(6). Specific
examples of records in this category may include—

1. Files containing the names, personal identifiers, or other
~ identifying data on individuals who have been exposed to
radiation.

2. Files or records pertaining to individuals in which
disciplinary or administrative actions are documented.

3. Performance appraisal data or data concerning individual

qualifications for promotions.

Category B - Financial, Commercial, and Confidential Business
(Proprietary) Information: Sensitive data related to financial
information and - applications, commercial information
received in confidence, Proprietary Information, or trade
secrets. In addition, this category includes financially related
applications, such as automated and equipment inventory
systems. Data types. in this category are described in
10 CFR 9.5(a)(4). Specific examples of data in this category
may include—
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Category B - Financial, Commercial, and Confidential Business

(Proprietary) Information (continued)
1.- Payroll systems.

General accounting systems.
Automated procurement systems.
Inventory control systems.

Some contract performance information.

AN G T ol

Information furnished to the NRC pursuant to a claim that
it is propnetary (e. 8 forelgn or domestic).

7. Information of the type specified in 10 CFR 2. 790(d) (e-g.,
special nuclear material (SNM) control and accounting, the
licensee’s fundamental nuclear material control plan, and
process monitoring).

Chtégory C - Internal Data: Sensitive data related to the internal
- operations of the NRC. Included in this category are the

predecisional versions of internal personnel rules, advance
information, and procurement actions. These types of data are
further explained in 10 CFR 9.5(a)(2) and 9.5(a)(5). Specific
examples of data in this category may include —

1. Methods, findings, and recommendations concerning
internal surveys and audits before their publication or other
~ public release.

2. Calculations supporting proposed obligations for specific
-~ procurements of goods or services by contract.

Category D - . Investigatory, Intelhgence, and Security Data:

Sensitive data related to investigations for compliance

- purposes, 1ntelhgence-related information that cannot be

classified butis protected from public disclosure by statute and
system-speclﬁc security countermeasures for sensitive
activities, and unclassified Safeguards Information (SGI).

. These data types include those specified in 10 CFR 9.5(a)(3),

10 CFR 9.5 (a)(7) and Management Directive 12.6. Specific
examples of data in this category may include—
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Category D - Investigatory, Intelligence, and Security Data
(continued)

1.
2.

Office of the Inspector General (OIG) investigations.

Facility-specific data extracted from Security Survey
Reports (NRC Form 140A).

Unclassified Safeguards Information: Data and
information discussing specific protection techniques and
their expected levels of deterrence or effectiveness, usually
found in facility-specific documents (Management
Directive 12.6). '

Category E — Other Sensitive Data: Data deemed sensitive by
other Federal agencies must be protected by NRC when such
‘data are in NRC’s custody. Specific examples of data in this
category may include—

1.

Data related to the regulation and supervision of financial
institutions (5 U.S.C. 552(b)8)). This information is
protected from mandatory public disclosure by 10 CFR
9.5(a)(8).

Production data and other data that would yield unfair
competitive advantage related to oil wells, sub-surface
mining, or drilling locations provided to NRC during
consideration of nuclear facility siting (10 CFR 9.5(a)(9)).

Limited Official Use (LOU) Data. Certain unclassified
official information in oral or documentary form originated
by the Department of State that is to be given limited
internal distribution by U.S. Government agencies and
their contractors.

Naval Nuclear Propulsion Information. Certain
unclassified information concerning the design,
arrangement, development, manufacture, - testing,
operation, administration, training, maintenance, and
repair of the propulsion plants of naval nuclear power ships,
including the associated nuclear support facilities.

Sensitive Unclassified Information. See Sensitive Information.
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. Shared Logic. In word processmg, an arrangement in which two or
. more proxunate work statlons share ‘common facilities.

'Shared Logxc Word Processmg Equipment. Word processing
equipment in which the resources for a processing unit and storage
bt devu:es are shared between two or more work stations.

Shlelded Enclosure Anarea (room or contamer) specifically designed
to attenuate electromagnetlc radiation or acoustic emanations
ongmatmg either inside or outsxde the area.

L vagmficant Information of Intelhgence Value. Information useful to a
- “foreign country or to a terrorist preparing or executing an
operational plan that is contrary to the best interests of the United

States.

‘ 'Sof tware Security Measures. Computer programs androutines used in
“an ADP shared logic system to preclude deliberate or inadvertent
unauthorized acquisition, disclosure, manipulation, or
modification of data or mformatlon mc]uchng classified data or
information. :

: ,'ASOurce Document. Adocument ‘other than a classification guide, from
“which classified information is extracted and that is used as the
-~ basis for the classification of a new document.

'~ Staging. The movmg of data from an offline or low-priority device
back to an online or hlgher priority device, usually on demand of
the system or on request of the user.

Stand-alone System. A system -that requnres no other piece of
~ equipment with it to complete its own operation. It can, and usually
' does, operate independently, for example apersonal computer or

) a word processor.

‘Storage Medium. Any devwe or recordmg medxum intowhich data can
be stored and held until some later time and from which the entire
ongmal data can be obtamed

ERESTERE L A : Surreptltlous Llstemng Dev:ce Apparatus or eqmpment used to
obtain information without the knowledge of all persons involved.
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System Integrity Study. An examination and analysis of the security
measures of an ADP system to determine whether or not any
deliberate attempt by personnel or failure of system components
could adversely affect the common defense and security.

System Security Officer, ADP. An individual who is knowledgeable in
security concepts and principles, including ADP, and technical
security concepts and principles and is responsible for the security
of one or more systems or facilities. -

Technical Surveillance Countermeasures. (TSCM) Inspection.
Technical inspection of a facility or premises to determine the
actual or possible presence of wiretapping or eavesdropping
devices. Synonymous with audio countermeasures.

Technological Attack. An attack that can be perpetrated by

- circumventing or nullifying hardware and software access control

mechanisms rather than by subverting system personnel or other
users. '

Telecommunications. The transmission, communication, or
processing of information, including the preparation of such
information  therefor by electrical, electromagnetic,
electromechanical, or electro-optical means.

Telecommunications Protection. The protection resulting from all
measures designed to prevent deliberate or inadvertent
unauthorized disclosure, acquisition, manipulation, or
modification of information in a teleprocessing system. (See also
Teleprocessing Security.)

' '_I‘eiécommunications System Security Proposal. A document that

outlines a telecommunications system and the security measures to
protect sensitive or classified information communicated by the
system. Once approved, the proposal becomes a plan.

Teleprocessing. Pertaining to an information transmission system that
combines telecommunications, ADP systems, and man-machine
interface equipment for the purpose of interacting and functioning
as an integrated whole.
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Teleprocessing Security. The protection resulting from all measures
designed to prevent deliberate, inadvertent, or unauthorized
disclosure, acquisition, manipulation, or modification of
information in a teleprocessing system. (See also ADP Security,
Data Security, Communications Security, Transmission Security,
and Telecommunications Protectlon )

: TEMPEST A short name referrmg to investigations and studies of
, comprormsmg emanations. It is often used synonymously for the
term compromlsmg emanatlons,” for example, TEMPEST tests,
- TEMPEST inspections. .

. TEMPEST-Approved Equipment or Systems. Equipment or systems
that have been certified with the requirements of the effective
edition of NACSIM 5100, TEMPEST Specifications.

e TEMPEST Test. A laboratory or onsite (field) test to determine the
nature and amplitude of conducted or radiated signals containing
compromising information.

Terminal Identification. The means used to establish the unique
identification of a terminal by a system.

~ Third Agency Document. A document originated by personnel of a
Government agency or its contractors, by a foreign government, or
by an international organization, which was provided to NRC by an
‘organization other than the ongmator

Threat Monitoring. 'I'he analysxs, assessment, and review of audit trails
and other data collected for the purpose of searching out system
events that may constitute violations or may precipitate incidents
involving data pnvacy matters.

Time-Dependent Password. A password that is valid only at a certain
time of the day or during a specified interval of time.

Time-Shared System. A system in which available central computer
+ time is shared among several jobs as directed by a scheduling plan
or formula.

- TOP SECRET. The classification level applied to information the
unauthorized disclosure of which could reasonably be expected to
cause’ exceptionally grave damage to the national security. (The
highest classification level.)
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Traffic. Messages or voice communications or messages transmitted
or received via telecommunications.

Transaction, ADP. A collection or groupihg of several related actions
entered by a terminal operator that produces a predefined output.

Transmission Security (TRANSEC). The component of
communications security that results from all measures designed to
protect transmissions from interception and exploitation by means
other than cryptanalysis. (See also ADP Security, Data Security,
Communications Security, and Teleprocessing Security.)

TSCM. See Technical Surveillance Countermeasures.

TSEC. The abbreviation for telecommunications security. When
affixed to a short title, for example, KAM-211A/TSEC,
TSEC/KG-52, it indicates material is produced or authorized by
the National Security Agency. '

Unclassified Safeguards Information (SGI). (Reference Sensitive
Information.) Sensitive unclassified information that specifically
identifies the detailed security measures of a licensee or an
applicant for the physical protection of special nuclear material; or
security measures for the physical protection and location of
certain plant equipment vital to the safety of production or
utilization facilities. Protection of this information is required
pursuant to Section 147 of the Atomic Energy Act of 1954, as
amended.

Upgrade. To raise the classification level of information.

User Identity Code, ADP. A protected word or a string of characters
that identifies or authenticates a user, a specific resource, or an
access type.

Validation. The performance of tests and evaluations in order to
determine compliance with security specifications and
requirements. :

_ Vault. A windowless enclosure constructed with walls, floor, roof, and

door(s) that will delay penetration sufficient to permit the arrival of
emergency response forces capable of preventing theft, diversion,
damage, or compromise of the classified information.
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Vault-Type Room. A room that has a combination door lock and is
protected by an intrusion alarm system that alarms upon
unauthorized penetration.

Violations (of laws). Criminal violations of statutes of security interest.

Vulnerability. Characteristics of a friendly telecommunications
System or cryptosystem that are potentially exploitable by hostile
intelligence entities. :

Vulnerability Assessment. The systematic examination of
telecommunications to determine the adequacy of COMSEC
measures, to identify COMSEC deficiencies, to provide data from
which to predict the effectiveness of proposed COMSEC
measures, and to confirm the adequacy of such measures after
implementation.

Watchman. A person, unarmed and not necessarily uniformed, who
provides protection for classified information and/or U.S.
Government property.

Weapons Data. Classified information concerning the design,
manufacture, or utilization (including theory, development,
storage, characteristics, performance, and effects) of atomic
weapons or components thereof, including such information
incorporated in or relating to nuclear explosive devices.

Wide Area Network (WAN). A network that provides data
communication capabilities in geographic areas larger than those
served by local area networks (LANS).

Wiretapping. The direct or inductive coupling by surreptitious means
of an electronic device to lines transmitting communications
without the consent of any of the participants.

Wiretapping or Eavesdropping Devices. Electronic devices designed
primarily to surreptitiously intercept communications without the
consent of any of the participants.

Working Variable. A cryptovariable distributed by a key generation
facility for use on a specific interstation call.

Zeroize. To remove or .eliminate the cryptovariable from a
crypto-equipment or fill device.
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