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1. Introduction

The U.S. Nuclear Regulatory Commission (NRC) requires individuals and organizations to
have digital ID certificates in order to submit and/or view documents electronically. The
Electronic Information Exchange (EIE) system was the first NRC system requiring digital
IDs. This system supports several document submission forms used by different program
areas at the NRC. The NRC is developing more applications, which will require digital
certificates for access.

2. NRC’s Use of Digital ID Certificates

Seven different EIE programs require NRC customers to use digital ID certificates. Those
submitting documents to the NRC must determine which program will meet their needs and
contact the appropriate program’s staff to get approval to participate. The applications using
EIE digital ID certificates are:

Adjudicatory (Electronic Hearing Docket and DDMS)
Code Development System

Criminal History

Emergency Response Data System (ERDS)

Fitness for Duty (FFD)

General Form

Record Classification Action (RCA)

OOO®OO O

The Criminal History Program supports nuclear power plant requests for FBI background
investigations of their staff. Fingerprints and other personal data are transmitted via this
program. Participants in this program need to be sponsored by a nuclear power plant and
must be included on the Criminal History Program’s access list.

The Adjudicatory Proceedings Program (which involves any case being brought before the
NRC) uses digital ID certificates and various access lists to enable hearing participants to
submit and view appropriate hearing materials. Access rights to hearing materials are
controlled based upon the sensitivity of documents and other factors judged appropriate.
Documents associated with various adjudicatory hearings will have lists of people who may
have various access rights to hearing documents.

The General Form Program is less restrictive and is functionally like an electronic mailbox
for incoming documents from various individuals representing many public and corporate
entities. This form allows people to submit digitally signed documents to the NRC for a
variety of purposes.

There are three steps to get a VeriSign Digital ID from the NRC:
® Request an NRC Approval Code, (see Section 3)
@ Enroll for your Digital ID certificate on-line (see Section 4), and
® Install your Digital ID certificate (see Section 5).

3. Requesting an NRC Approval Code

To request an NRC Approval Code, you must first determine which NRC program meets
your needs. Each program area will want basic information from you including your name,
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email address, phone number, organization, role in the organization and reason for
submitting documents to the NRC.

Criminal History Program:
¢+ Call: (301)492-3531 or

¢+ Email the NRC’s Criminal History Program staff at: CrimHist.Resource@nrc.gov

Adjudicatory Proceedings Program:
¢ Call: (301)415-1677 or
¢+ Email the NRC's Office of the Secretary staff at: HearingDocket@nrc.gov

NRC General Form Program:
¢ Call (toll-free): (866) 672-7640 or

¢+ Email the NRC’s General Form Program staff at: General.FormResource@nrc.gov

Records Classification Action:
¢+ Call: (301)415-2165 or
¢  Email: RCAAdmin@nrc.gov

ERDS:
¢+  Email the NRC’s ERDS staff at: ERDS.Resource@nrc.gov

Fitness for Duty Reporting:
¢+ Call: (301)415-5949 or

¢+ Email the Fitness for Duty Reporting staff: FithessForDuty.Resource@nrc.gov

After submitting your request you will receive an email message with the NRC Approval

Code:

(&3)

o

=] * 9% )= RE: Certificate request for testing and training - Message [HTML) -

Message ADAMS Adobe POF (7]
S . = N 34 Find
1 B} 2 x 3 e Safe Lists v ¥
% e = = & = o e
Reply Reply Forwsrd = Delete Moweto Create Other || Block NatJunk || Categorize Follow Mark as
to Al Folder= Rule Actions~ || Sender - Up~ Unread || b Select~
Respond Actians Iunk E-mail ] aptians £l Find
Fram: General Form Resource Sent: Fri 3/2/2011 11:20 AM
Tai Miller, Sandra; General Form Resource

Your NRC Approval Code to enroll for a Digital ID Certificate is: X X X X XXX XX

Welcome to the NRC Electronic Infarmation Exchange Systern and its General Form Submissions Frogram. NRC's Main Web Fage for Electronic
Submittals is: http: Aeae nre govisite-help/e-submittals hirml

As a General Form user you will be clicki
electronic submittals, you must first install

n the "General Submission” link to submit documents electronically to the MRC. Before you can begin doing
th a digital ID certificate and IEM Forms Viewer software on your personal computer.

To enrall for and then install your Digital 1O C
certificates htrml

ificate follow the instructions for steps 2 and 3 at httpeAsnney.nrc. govisite-help/e-submittals/apphy-

To Ioad the IBM Latus Forms™ Viewer software§on your personal camputer follow the instructions provided at website: httpdfwne . nrc.govisite-helpie-
submittals.htrnl. On this page scroll down to the§ection labeled "Forms Yiewer" and follow the instructions provided. Note that if you receive error
messages during installation of the IBM WorkplacRForms Viewer, process since some error messages can be ignored during this install. If you already
installed this software last year on this PC then thefg is no need to install it again

The following instructional docurments should be verfhelpful to you as a new user

Quick Start Guide (Includes General Submissions Seclon) bt e nre gowv'site-helpfe- submittals/guick-start-guide-external-users. pdf

MNRC's Digital ID Certificates Guide http:/fssane.nre.govisRe-help/e-submittals/certificate/nre-digital-ids-guide pdf

Electronic Document Submission Reference Material hitp: e nrc . govrsite-helpselectronic-sub-ref-mat.htrml

If you need further assistance, you may contact the help desiat 1-866-672-7640 or send an email to DigitaIDHelp@Enre gov or GeneralForm@@n e .oy
or MSHD resource@nre.gov

Don Frye
Program Manager
Meta Systems Help Desk

Click on the http://www.nrc.gov/site-help/e-submittals.html link provided in the email.
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4. Digital ID Certificate Enroliment Steps

From the “Electronic
Submittal’s” Webpage
(http://www.nrc.gov/site-

help/e-submittals.html),

scroll down to the Digital
Certificates Section. Click

on the link:

= NRC's Digital ID Center

Select

ENROLL

New Readtors ror

Underground Reactor Pipes and Tritium

Digital Gertificates

For the Record
Users of the system must possess a digital certificate issued by the NRC. The pages linked below
describe the steps to follow to obtain a digital certificate (free of charge)

: NRC's Digital ID Center [EXT0

Forms Viewer

The General Submissions and Criminal History submission systems both require that a Lotus Forms
Viewer software application be installed on your computer. The Adjudicatory and Records Classification

Actions submission systems require the Viewer only if you choose to work off-line or to save your
submission on your local computer. The software is available at no cost.

Note: The Viewer is not required to use the Fitness for Duty submission system. Instructions on how to
install the viewer (together with a video guide) are available through the following links:

« Install the IBM Lotus Forms™ Viewer. (Not required for Fitness for Duty Submissions)
Video Instruction - 12 MB Note: If you experience problems loading this video file from inside
your browser, simply right click on the link, save the file to your computer and then open it

Submit Documents

ﬁf@i# Digital ID Center

U.S. Nuclear Regulatory Commission
ADD/OCIO Digital ID Center

o enroll for a client Digital ID

PICK UP ID

Choose this option if you enrolled for a Digital ID but did not pick it up.

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. You may also download IDs from this option

RENEW

Choose this option to renew a Digital ID which is expining or which has already expired. You
should generally start renewing your Digital ID st least one maonth before your Digital ID is
due to expire.

REVOKE

Choose this optien to revoke your Digital ID. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corruptad key pairs,
change in site ownership, or suspected fraud.

04, VeriSign, Inc All rights resenved r’ “?l'iSigﬂ

TRUST NETWORE"
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risign
(cgsﬁsl r Enrollment

Help with this Page

Complete Enrollment Form

Enter your Digital ID information

The Enrollment Form will be

H Fill in all required fields. Fields marked with an asterisk (*) are included with your Digital ID and
dISpIayed . are viewable in the certificate’s details.

First Name: ¥ (required)

Complete the form, pOpU|ating a” Nickname or middle initial allowed
required fields, annotated with a S et
Last Name: ¥ (required)

blue asterisk(*) and (required). i)
Your E-mail Address: * (required)
(example - jpdoe@verisign.com}

Title: *
(Example: Programmer)

NRC Certificate Approval Code:

(required)

Organization Name: ¥ (required)

Phone Number: ¥ [required)

First Name: ¥ (required) Include your middle initial after your first
Mickname or middle initial allowed name as in “John D”.
(Example: Jack B.)

Last Name: * (reguired)

(example -- Doe) . .
The email address you enter will be stored

Your E-mail Address: ¥  (required) on your digital ID certificate and has
(example - jbdoe@verisign.com) multiple uses including:
Title: * @ Itis used to send your certificate to you

@ It must match the email address stored
in NRC access list(s)

NRC Certificate Approval Code: ® ltis used to send your annual renew

{requirad) reminder messages

(Example: Programmer)

Organization Name: (required)

Phone Number: (required)

The challenge is simply a one word
password you can easily remember. The
challenge phrase rules are:

1 to 32 characters long

Only letters, numbers and/or spaces
Case and space sensitive (avoid
trailing blanks)

Spaces and numbers are not required
Punctuation is not allowed

Enter Challenge Phrase: (rzgquired)
Do not use any punctuation.

©O® OO
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Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthorized action on your
Digital ID. Do not share it with anyone. Do not lose it. You will need it when you want to revoke or
renew your Digital 1D.

Enter Challenge Phrase: (required)
Do not use any punctuation.

“ H . Optional: Enter Comments
The Optlonal. ” In some cases, your administrator will instruct you to enter Shared Secret information (known only
Enter Comments to you and the administrator) in this field. The administrator uses this shared secret to verify that it

can be ignored really is you submitting the application. This comment will not be included in your Digital 1D
since this is not

used by the NRC. S< )

If all the information above is correct,
Select the click Submit to continue.

button.

Copyright © 19982004, VeriSign, Inc. All rights reserved. ". "reI'ISl n
A TRUST NETWORK"

Yes

Any dialogue boxes which appear, select and/or

Message from webpage x|

Sandra.Millen@nrc, gov

\::J Confirm your e-mail address:
-

If wour e-mail address is carrect, click Ok, If nat, click CANCEL and
correct it in the enrollment Form,

I the e-mail address is not correct, wou will not be able ko use your Digital 1D,

Cancel

-
onfirmation l-‘_l

This Web site is atternpting to perform a digital certificate operation on
F ' % your behalf:

https://onsiteverisign.com,services/USMNuclearregulatoryCommission/
client/userEnrollM5.htm

You should only allow known Web sites to perform digital certificate
operations on your behalf, I
Do you want to allow this eperation?

L o

Potential Scripting Violation

This Web site is requesting a new certificate on your behalf, You should allow only trusted Web sites to request a
! certificate for you.
Do you want to request a certificate now?

Yes
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-
Creating a new RSA exchange key‘ u

An application is creating a Protected item.

Select the Set Sea'm Level...

button.

potoAP| Private Key

,
oo+ sty Leve ||| S
]

Choose a security level appropriate for this tem.

Select

.-'_\
Q)
| S

@ High ¢
Request my permission with a password when this
item iz to be used.

) Medium
Request my permission when this tem is to be used.

Then select the

cBack || Net> N[ Cancel | Next >
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Enter the password twice (as a suggestion, use the same password used for the challenge

phrase, see Page 6.)

be requested.

Note: Commit to memory this password as it will be
necessary to enter this password each time you
use the certificate. If a certificate password is
forgotten, it cannot be reset. A new certificate must

 —

Create a password to protect this item.

Create a new password for this item.

Password for: CryptoAF| Private Key

Password: |

Corfim:

<Back [| Finish || [ Cancel | Click on the

button.

Creating a new RSA exchange key

The Security level is
now set to High.

CryptoAP| Private Key

Security level set to High

Click on the

An application is creating a Protected item.

| Set Secuity Level... |

button.
oK |

Cancel H Details... ]
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You have now successfully requested your digital ID certificate. A notification will appear to
Look in Your E-mail.

VeriSigrr Digital ID Services

Your Digital Certificate request has been submitted for
approval

Once your digital certificate request has been approved, you will receive an email with
instructions for installing your digital certificate. If you do not receive it shortly,
contact your administrator.

Copyright @ 1898-2010, VeriSign, Inc. All rights reserved. vgl'lf‘)lgl 1
Trust Network

Within minutes you should receive an email acknowledging receipt of your enroliment
request.

Within several hours (Eastern Standard Time business hours) your request should be
reviewed and approved or disapproved. You should then receive a second email. The
approval email’s subject is: “Your Digital ID is ready”.

Follow the instructions in this document for installing a digital ID certificate (see Digital ID
Certificate Installation Steps).

IMPORTANT:
You must pick up your digital ID certificate from the same PC
where you enrolled. This is a security precaution imposed by
VeriSign. Therefore only enroll from a PC where you receive email
for the email address to be associated with your certificate

If you have not received an approval or rejection email within two business days, send an
email to DigitallDHelp@nrc.gov or call (866) 672-7640.
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5. Digital ID Certificate Installation Steps

You will receive a “Your Digital ID is ready” email, if your digital ID certificate request is
approved.

Open the “Your Digital ID is ready” email message.

3

9 o>e&a|w. @la@

8/21/2006 9:45 AM

u must ret il your Digital I from the PC you used to envoll for this digital ID and you must use the urique

Yo
‘your Digial ID by follwing these simple st

wing Digita ID Cent

and pick up your Digtal I

httos: fonsite. him

Copy the PIN (provided in Step
2 of the email message). An
easy copying method is to
highlight the PIN then right-
mouse click and select the
“Copy” option.

Step 2:In the form, enter your Personal dentication Number (PIN:

the page to complete the nstallation of yol§

St ifcate ASRstrator at NRC by repling to this email message.

To: <mmg@nrc.gov>
Subject: Your Digital ID is ready

Dear MALLORY M GREEN,
Your Administrator has approved your Digital ID request.

To assure that someone else cannot obtain a Digital ID that contains your personal information, you must retrieve your Digital L
Personal Identification Number (PIN)provided here. You can retrieve your Digital ID by following these simple steps:

Step 1: Visit the following Digital ID Center web page and pick up your Digital ID:

Step 2: In the form, enter your Personal Identification Number (PIN):
Your PIN is: 9227201240

Step 3: Follow the instructions on the page to complete the installation of your Digital ID.

If you have any questions or problems, please contact the VeriSign Certificate Administrator at NRC by replying t~

Next, click on the link (provided in Step 1 of the e-mail message), which takes you to NRC’s
Digital ID Center’s “PICK UP ID” web page.
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Click within the Enter the Personal Identification Number (PIN) field and paste the PIN
into the field.

3 Digital ID Pick up - Microsoft Internet Explorer provided by USNRC
Ele Edt Ven Favoites Tools Help

O O K& b=

Agdress [&] m

| B ‘@.

Veisign )

(Bt

Digital ID Services

Pick Up Digital ID

Important: To complete this step, you must use the sgihe computer you used
to submit the enrollment form.

You need the Persanal Identification Number (PIN) to complete thiffstep. You received it in an e-
mail message that was sent immediately after you submitted theffnrollment form

This was sent by the administrator to the e-mail address entereghin the enrollment form.

Copy (Ctrl + c} the PIN number from the e-mail, paste (Ctr + ffit into the box below, and click
SUBMIT.

After you submit the PIN, it will take up to three minutes

the browser until there is a response.
Enter the Personal ificati
Number (PIN):

enerate the Digital ID. Do not interrupt

Click on the

button.

9227201240

V{‘I'isign

Trust Network

Copurign! © 1398:2004, VeriSign. Inc. Al rights ressrved

[T T & [ mteme

.+ o
Did you receive a Potential Scripting Violation dialogue box?
Yes Click on the fes button, then continue with the instructions below.
No Continue with the instructions below.
IR SRR R TR ST SR S ST S S SR SR T ST SR R S T R

vé‘riﬁign'

Congratulations!

Digital ID Services

You will receive a Congratulations!
screen telling you that your digital ID
certificate have been successfully
generated and installed.

It is highly recommended to
immediately export (i.e., back-up)
your certificate!

Your Digital ID has been successfully generated and installed.
Your Digital 1D Information.

Organization = U.S. Nuclear regulatory Commission

Organizational Unit = www.verisign.com/repository/CPS Incorp. by Ref. LIAB.LTD(c)
98

Title = Analyst
Common Name = Sandra L. Miller
Email Address = sandra.miller@nrc.gov

Serial Number = 15831633dde704357alac361da44f680

Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our hrtorials and other useful information.
2. Go to the Digital ID Center to find out more about Digjtal IDs and Digital ID services.

Copyright © 19983010, VeriSign, Inc. All rights reserved %"‘I'isigll
Trust Network
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6. Digital ID Certificate Export (Backing Up)

{2 Google - Windows Internet Explorer

Backing up (exporting) is essential for maintaining a S - Trwim
copy of your certificate.

| | lete Browsing Histor:
T T

Pop-up Blocker

Web |mages Videoll N phishing Fiker iGoogle | Signin #
Manage Add-ons

The certificate can be exported from one computer and
imported onto another computer. (e

windows Messenger
Sun Java Conscle

Open your Internet Explore browser. [ Goool Seureh [t Fosing k]

Click on the menu option.
Select Inkernet Options

* L 4 * * * * * L 4 * * L 4 * * L 4 * * * * * * * * * *

Internet Options

General | Securicy Pr'acy Content Canectmns Programs | Advanced

Ho
/? To create home page tabs, typs each address on its own line.

[usecurent | [ usedefaul | [ Dseblank |

Browsing history

Click on the Canktenk tab. ) Ty ey oxii e g
__Delete... __SEmngs
Search

p Change search defaults.

Tahs

Change how webpages are displayed in Settings

tabs.

Appearance

Colors H Languages ][ Fonts ][ Accessibility ]

Internet Options

General | Security | Privacy | Content | Connections || Programs | Advanced

Content Advisor

Ratings help you control the Internet content that can be
viswed on this computer.

Certificates

Use certificates For encrypted connections and identfication.

Certificates Publishers
AutoCamplete

Certificates % AutuCgmp\EtE st;res previous t:r:nes
Click on the button. ey

Feeds provide updated content from Settings
&l

websites that can be read in Internet
Explorer and other programs,
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The Export button may not be activated. If this
occurs, you must click on the certificate that is
going to be exported (which is listed within the
Personal tab). This will activate the Export
button.

Click on the button.

From the Export Wizard dialogue box

displayed, select the button.

Intended purpose: <All= R4

Personal | Other Peopls | Intermediate Certification Authorities | Trusted Root Certificatior € *

Issued To Issued By Expiratio... | Friendly Name
Eliohn L Doe Muclear Regulatory ¢ 44102008 =Mane=
Eliohn L Doe huclear Regulatory ¢ 44102008 =Mane=
Elohn poe WeriSign Class 2 Ong... 42152008 =hane=
Ii Export... L Remove
Certificate intended pUrposes
<All=
* L 4 * * L 4 * * * * * * *

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate brust
lists and certificate revocation lists from a certificate
store ko your disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, & certificate store is the system area where
certificates are kept,

To conkinue, click Mext.

Certificate Export Wizard

¢ 6 6 6 6 6 6 o+ o o+ o+ o
Ensure ‘ () Yes, export the private key is
selected.

Export Private Key

¥ou can choose ko export the private key with the certificate,

Private keys are password protected. IF vou want to expart the private key with the
cettificate, you must bype a password on a later page.

jifathe certificate?
(%) Yes, export the private key

Select the button. ==

(_JNo, do not expart the private key

[ <Back|[ Next =

Cancel
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Select the following three items:

(@ Personal Information Exchange - PKCS £12 (.PFX)
Indude all certificates in the certification path if possible

Delete the private key if the export is successful

Export all extended properties

[ Certificate *ort Wizard -‘ ‘ ﬂ‘
Export File Frmat
Certificat®e can be exported in a variety of file formats.
. Select the formigt t to -
Note: DO NOT delete the private I S
_— DER enco¥gd binary X.509 (.CER)
key and DO NOT proceed Base-64 encided X.509 (.CER)
u ntll yOU ve rlfy the th ree CryptographicQiessage Syntax Standard - PKCS #7 Certificates (.P7E)
items only are selected to T ————
ensure the export process |S (@) Personal Information Exchange - PKCS #12 (.PFX)
Indude all certificates in the certification path if possible
successful! _ _ _
|| Delete the private key if the export is successful
Export all extended properties ||
Learn more about certificate file formats
Select LM% :

< Back

Type in an export/import password

twice (as a suggestion, use the

same password used for the Password
challenge phrase, see Page 6.) ~n

b protect the private key by using a password.

Note: This password is created during s
the export process and only used
during the import process. It
should not be confused with your
digital ID certificate password set
immediately after setting security
to “High” for your certificate.

|wuwwm

Confirm password:
|**w*ww***‘

< Barl T Mext Cancel

Select [_Mext> |
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Select the button to

navigate to the appropriate file path
location of where the certificate is
to be stored.

Certificate Export Wizard

File to Export
Specify the name of the file you want ko export

File name:

Suggestions are:

¢+ Removable media (i.e.,
memory stick)
Network Drive (i.e., H:/ drive
or above.)

¢

You may also email the certificate
to yourself as an attachment, then
save to a email folder (any
computer you are able to access
your email, you will then be able to
access your certificate.)

* * L 4 * * L 4 * * L 4 *

Type the certificate name within
the File name field.

< Back ” ek l[ Cancel

Suggested file name:
Your name, NRC, and the
expiration date of the certificate.
Example:
John Smith NRC 01NOV2012

My Documents

The certificate file’s extension is
Personal Information Exchange
(* . pfx) . by Computer

setect L_S2z_]

File name: Save

|

Save as type: Perzonal Infarmation Exchange [*.pfx) w Cancel

The File name field will populate with the file
path selection made.

Certificate Export Wizard

File to Export
Specify the name of the file you want to export

Select the button.

File name:
&:\¥erisign Certificate\Certificate 07 pfx

Hoxt = | [N concel
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Certificate Export Wizard

Completing the Certificate Export
Wizard

You have successfully completed the Certificats Export

weard, At the Completing the Cettificate

ou have speciied the Following ssttings:

Fie e ! Export Wizard dialogue box, select the

Export Keys

Include all certificates in the certification path  Ves FII'lISh
File Format Persan b
utton.

An application is requesting access to a Protected item.

Within the CryptoAPI Private Key field, enter o
the certificate password.

i

—)

] Remember password

Select the button. —

Ok Cancel ][ Details...

A dialogue box will appear with the message that the

export was successful. Select the . button.

Certificates @@

Intended purpose: | <All> v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ »

Issued To Issued By Expiratio...  Friendly Name
John L Doe Nuclear Regulatory C. 4/11/2008 <None=
. John L Doe Nuclear Regulatory C. 4/11/2008 <None=
To complete the exporting process, select Eluom pos VenSgnCiass 20n5. . 4202008 <Nones
Close

Certificate intended purposes

Close
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6.1 Mozilla Firefox Users Only

The following Certificate Back-up instructions are to aid users of Mozilla Firefox as their Web

Browser:

Open Mozilla
Firefox.

Select: Tools.

Scroll down and
select: Options.

Select the [_Advances
icon.

Select the

tab.

Select v-eanCeruﬁr.ate:'

) Google - Mozilla Firefox
Ble Edt Vew tstory Bookmarifll Toos til

Ctl4shift+3

sng Crl4shift+?
ry... Cul4shift+el

Google

Adverising Programs | Business Solutions | About Google | Privacy

ks
o Ay
B = jl ey L | &
d g B 21K
Main Tabs Content  Applications  Privacy  Security { Advanced

Google Search I'm Feeling Lucky

Change background image

|

General | Network | Update | Encryption

rProtocols
¥ Us=sSL30

W UseTLs 1.0

rCertificates

View Certificates | Revocation Lists

When a server requests my personal certificate:
" Select one automatically Ask me every time

Yalidation | Security Devices

oK I Cancel Hel
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| o=
Typically,

certificates are Your Certificates | cople I Servers I Aumoriﬁesl Oﬂ'lersl

stored in “Your You have certificates from these organizations that identify you:

Certificates”. They Certificate Name | Security Device | Serial Mu I Expires IEI
can, however’ be [= Muclear Regulatory Commission
Stored Don Frye Software Security Device 50:05:89:... 8/25/2012
inadvertently in & verisigflInc.,

one Of the Other Rghzld E. Deavers Software Security Device 26:B3:AE: . 3/5/2011
locations.

If unable to locate

your certificate,

please refer to

Section 11.1 for :

Immediate View... Eackup...J Backup All... Import... Delete... |

Assistance.

Highlight the Name (not the title above the name). Select.

* L 4 * * * * * L 4 * * * * * L 4 * * * * * * * * * *

Savein: I@'Deskh:-p H O2E

@MY Documents

i My Computer

N R C Metwork

I3 Agency Wide

| Office Automation Applications
\C0) Certificate renewal failures
IC0)Dad's Estate Docs

| )Deborah's errors

\IFFD

IC2) Josh

\)Resume Hold

Select the location
and the name for
the backup file
(see instructions

on Page 16).

File name: IDDHS cer| j Save I
Saveastype:  |PKCS12Fies 4| Cancel /|
%
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Chnns«e a Certificate Backup Password x|

The certificate backup password you set here protects the backup file that vou are about to create.
You must set this password to proceed with the backup.

Certificate backup password: I P

Certificate backup password (again I sesssssnnee

Important: If vou forget your certificate backup password, you will not be able to restore this backup
|ater, Please record it in & safe location.

Password quality meter

QK I Cancel

Enter a password twice (as a suggestion, use the same password used for the
challenge phrase, see Page 6.)

Select E

Successfully backed up your security certificate(s) and private key(s).

The backup is successful. Select the III button.

Select II at the next two dialogue boxes to exit.
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7. Digital ID Certificate Import

(= Google - Windows ' it Lxpuon e

v, gacgle comy v | ¢2 | X

A certificate may be imported (copied) to a multiple BT
number of computers. To import the certificate to a Ll P B el 1K

Web Images \j M phishing Filter iGoogle | Signin *

different computer (from where it was received), first
open Internet Explore browser.

windows Lpdate

windows Messenger
Sun Java Consale

Select the menu option.
From the drop-down list, select

oogle Search [ Im Feeling Luck

[Enabies you ko change settings.

/? To create home page tabs, type each address an its own line.
L1 -]
B e

[ Use current H Use default H Use blank. ]

Select the tab. BfUWjIHD histary

Delete temparary files, histary, cookies, saved passwords,
v ,' and web form information.

Search
p hange search defaults, Settings

Tabs

Change how webpages are displayed in

tabs,

Appearance

Colors H Languages ][ Fonts ][ Accessibility l

Internet Options

General | Security | Privacy | Content | Connections || Programs | Advanced

Cantent Advisor

@ Ratings help you control the Internet content that can be
wiewed on this computer,

Select the | Certificates | button. Biene

Use certificates Sapanamntadaannastions and identification.

Clear 551 state ‘ Certificates Publishers
AutoCamplete

AutoComplete stores previous entries Settings

on webpages and suggests matches
far wau.

Feeds provide updated content from Settings

websites that can be read in Internet
Explorer and other programs,
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Certificates

Intended purpose: <All= v

Personal | Other People | Intermediate Cartification Authoritiss | Trusted Rook Certificatior € *

Issued To Issued By Expiratio... | Friendly Hame
Eljohn L Dos Muclear Regulstory C...  4/1/2008  =Mone=
[E= R Muclear Reguistory C...  9/11/2008  =Mone=

Select the button.

Certificate interfed purposes

Close

Welcome to the Certificate Import
Wizard

A Certificate Import Wizard dialogue
This wizard helps you copy certificates, certificate krust

lists, and certificate revocation lists from your diskto a . _
certficate store. box will appear. Select the m

A certificate, which is issued by a certification autharity, is

a confirmation of your identity and contains information bUtton .
used ko protect data or to establish secure network
connections, A certificate store is the system area where
cettificates are kept,

To continue, click Mext,

Enter the directory where the certificate is stored Gerticate mport Weard

File to Import
or select the button to navigate to Py el o entte et

the file path location of the certificate.

File name:

|

N ote : If b rOWS i ng to IOCate th e Ce rtiﬁ Cate, Not:: MorT lth:n uns cer:ﬁchate canpzizt:rlezd(ir;::inji:ﬂe in the Following Formats:
—_— . . . . ersonal Information Exchange- PR,
within the Files of Type field (at the R S S S S 7 ]

bottom of the Open dialogue box), Wirosoft S Cortfcto Store (55T
using the drop-down menu, you must
select “Personal Information
Exc.h.ange .(*.pfx) in order to see the ==
certificate file you are looking for.

After the File name: field is populated, select the
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Enter the exportlimport Certificate Import Wizard
password created during the N
Certiﬁcate eXpOI’t pl"OCGSS, To maintain security, the private key was protected with a password,

Password:
|*********|

Check () the “Enable strong
private key protection” Option . Eflable strong private key protection. You will be prompted every time the

ate key is used by an application if you enable this option.

CheCk (IZ) the Mark the prlvate rk this key as exportable, This will allow you to back up or transport your
key as exportable” option. Bebalker i

Select the button. et > Cancel

Certificate Store
Certificate stores are system areas where certificates are kept.

Make sure the radio button is
selected (@) for "Place all

‘Windows can automatically select a certificate store, or you can specify a location For

Cel'tificates into the fOIIOWing (#) Place all certificates in the follawing store
Store” Wlth the certificate Certificate store:
Store: field populated with Persanal

“Personal”.

Select the button.

l mﬁm [ Cancel

Certificate Import Wizard

Completing the Certificate Import

Wizard
i . Yqu have successfully completed the Certificate Import
The Completing the Certificate et -
Import Wizard dialogue box wil e
appear. To exit, select the conent e

File Mame s\ werisign Certificate

button.

' Finish Cancel
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The Security Level must be set to High.
Select the [ Set Security Level... ] button.

Importing a new private exchange key

An application ig creating a Protected item.

Cryptad Pl Private Key

Set Securty Level ..

H Cancel ” Details... ]

Importing a new private exchange key

Select the “High” (& Hah))

radio button. This will activate
password protection for your
digital ID certificate.

Select the button

to continue.

Choose a security level appropriate for thiz item.

(=) High
Hequest my permiizzion with a pazsward when this
itern iz to be uzed.

() Medium

Request my permizsion when thiz item iz to be uged.

Cancel

Enter the new password twice.

Note: Commit to memory this
password as it will be
necessary to periodically
enter this password
every time you use it,
during the life of the
certificate. If a
certificate password is
forgotten, it cannot be
reset. A new certificate
must be requested.

Select the button.

Create a password to protect this tem

|\ Create a new password for this item.
~ Password for:
Password: sesnnenee
Confimm: sesneneee
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Importing a new private exchange key

An application iz creating a Pratected item.

The Security level reveals
it is now set to High.

CryptatsPl Private Fey

Securnty level zet to High [ Set Security Level.. l

Select .

Cancel H Detailz. .. ]

. The message will appear that the import was

/ successful. Select the . button.

Certificates

Intended purpose: <l v

Personal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior ¢ *

The newly imported

certificate will be Issued To Issued By Expiratio,..  Friendly Name

displayed within the Eyonn L Doe Nuclear Requlatory C...  4/11/2008  <None>

P | t b John L Doe Muclear Regulatory C... 41112008 =None=
ersonal tap. John Doe WVeriSign Class 2 0n3.. 412172008 <None=

To complete the importing
process, select the
Zlose

button.

Certificate intended purposes

==
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7.1 Mozilla Firefox Users Only

The following Certificate Import instructions are to aid users of Mozilla Firefox as their Web
Browser:

0 . Wet . crl+ f n I“—l""”‘ P
cul+) -

Open Mozilla
Firefox.

Ctl4shift+3

wsing Cal-shift+0
tory... Col4Shift+Del

Select: Tools.

Scroll down and GO ug[e

select: Options.

Google Search ¥'m Feeling Lucky

Advertising Programs | Business Solutions | About Google | Privacy Change background image

|

F
Ry ' LR
o= B a8
Pt Main Tabs  Content  Applications  Privacy  Security { Advanced
=
A Generall Netwurkl Update] Encryption
Select the LA9¥a%d | jcon,
rProtocols
W UsessL 30 V¥ UseTLS 1.0
Encryption
Select the tab. Cerificates

When a server requests my personal certificate:

Select the view Certificates ™ sSelect one automatically (% Ask me every time

button.

View Certificates Revocation Lists Validation Security Devices
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From “Your
Certificates” tab,
select the

Import...

Verify the File type is at the
default of PKCS12 Files.

This will ensure the correct

certificate file

Navigate to the Certificate
you want to Import.

Select the certificate file you
want to import, then select

Open

Enter the certificate
password, then select

]9

\ [=] VeriSign, Inc.

Ronald E. Deavers Software Security Device 2B:BHAE:...

%) Certificate Manager

Your Certificates | eople I Servers I Authorities I Others I

You have certificates from these organizations that identify you:

=13l x|

Certificate Name | Security Device | Serial Mu... I Expires... IEI

= Mudear Regulatory Commission
Software Sequrity Device

View... Backup... Badkup All... Import... Delete... |

. B[25/2012

3/5/2011

I File Name to Restore

Look in: I@ Desktop j (€] ?

% [~

LMy Documents
:-J My Computer
" JNRC Metwark
C5) Agency Wide
L Office Automation Applications
) Certificate renewal failures

[ )Dad's Estate Docs
[C)Deborah's errors

[ )Resume Hold
(A Broadband Encription Expa-25-12.pfx
“ABroadband Signing Exp8-25-12.pfx

F=Aew MSHD Shared Cert.pfx

File: name: I

Files of type: |PKCS12 Files

Password Entry Dialog

certificate badup.

Please enber the passaord that was used to enoypt thes

Pasgwond: J LTI T

= 1
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At the confirmation dialogue box,
' Successfully restored your security certificate(s) and private key(s).
select . —

) Certificate Manager i =10jx]

Your Cartficates | peaple | Servers | Authorites | others |

You have certificates from thess onganizations that identfy you:

Cerbficate Name | Security Device | serisl by, | Expires. | @]

=l Nudedr Regulatory Commission

Verify the newly installed certificate DonFrye Softwere Seauity Device  5D:05:89
. . = VeniSign, Inc.
IS “Sted Rgnald E. Deavers Software Security Device  26:BRAE:. 3/52011

8. Digital ID Certificate Viewing Steps

Your VeriSign digital ID certificate is installed into your browser. The following steps reflect
viewing via the Explorer browser Version 6.0. On your PC the steps may be somewhat
different depending upon your browser, browser version, browser setting, operating system
and operating system settings.

File Edit View Favorite:

Google (Gl Delete Browsing History... 1) Yy Bookmarks~ [0 bloc
@ . Pop-up Blocker »

Phishing Filter 3

Manage Add-ons »
W & [[Ccade

Windows Update

Windows Messenger
Diagnose Connection Problems...

Internet Options
—

Open Internet Explore and click on the

tab. From the drop-down menu

select Internet Options )

Web |mages !

i Google !

Advertising Prog|

Mz
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Internet Options E E

General | security | Privag) | Content | dbnnections | Programs | Advanced

Home page
ate"Nome page tabs, type each address on its own line.

p: //google.com,

[Lusecurent ] [ usedefauit ] [ use blank

Browsing history

7" Delete temporary fies, history, cookies, saved passwords,
¥)  and web form information.

Select the tab in the Internet Options

Search
window. £ cromaeartn i

Tabs

[ Change how webpages are displayed in

— tbs.

Appearance

[ colors ] [ tanguages ][ Fonts | [ Accessbiity ]

3

Internet Options E

General | Security PrwacylCU"‘P”tlmnnemons Programs | Advanced

Content Advisor

Q\ Ratings help you control the Internet content that can be
wviewed on this computer.

Certificates

Use certificates for encrypted connections and identification.

Certificates

[ Clear s state Certificates | o

Click on the button.

AutoComplete
=& AutoComplete stores previous entries
% on webpages and suggests matches

for you.

Feeds

Feeds provide updated content from
&l

websites that can be read in Internet.
Explorer and other programs.

Certificates [7]=]

Intended purpose: | <All> =l

Personal | Other Pecple | Intermediate Certification Authorities | Trusted Root Certificatior 4 | »

-lsud To | tssued By | Expratio... | Frie

. . [EMallory E Green VeriSign Class 2 OnSite Indhvicual CA 6/22/2007 <

Choose a certificate to view by Emalory Green Nudlear Regulatory Commission Intemal... 6/30/2007 <

. . . . Elmaliory Green Nuclear Regulatory Commission Intemal...  6/30/2007 <
CIICkIng on the desired certificate. [EIMALLORY GREENAMPL... VeriSign Class 3 OnSite Enterprise Admi...  7/26/2007 <t

[EIMALLORY GREEN-MPKL... VeriSign Class 3 OnSite Enterprise Admi...  6/29/2007 <My

Click on the view button to see
information about the selected
certificate.
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Certificate

Click on the ‘ﬂl taT Certificate Information

This certificate is intended for the following purpose(s):
+Protects e-mail messages
*Proves your identity to a remote computer
sEnsures software came from software publisher
+Frotects software from alteration after pubbcation
«2.15,8490.1,113733. 1.7.23.2

= Refer to the certification authority’s statement for detals,

Issued to: Mallory M Green
Issued by: VeriSign Class 2 OnSite Individual CA

valid from 6/23/2006 to &/30/2007
?9’) You have a private key that corresponds to this certificate.

Issuer Statement

Certificate

Genersl Detais | Certfication Path |

=l

|. Value
V3

. i . - 1b008289de 78 4F 400F 2e ...
Click on the field to see your - mdSRSA

data. = VeriSign Class 2 Onite Individ. .
Wednesday, June 28, 2006 8:...
Saturday, June 30, 2007 7:59...
mmgEnrc.gov, Mallory M Gree. ..

RSA (1024 Bits) =l

00 0. 0 0 0 0000000000
® |F = mmgEnrc.gov [

® |CN = Mallory M Green .

[ ] T'-.Ilfsﬁ:ﬁa?ls?......
0L = iy, verisign. oom frepasitory (CPS Incorp. by Ref, LIAB.LTD(c)99
O = ADDOCIO
0 = 1.5, Nudear Regulstory Commission

Notice that your email address is saved
after E = and your name is saved after CN
= in the certificates “Subject” field.

Click on the button.
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9. Digital ID Certificate Renewal

The NRC issues digital ID certificates from VeriSign with a one year term. A certificate
holder should receive an email message from the NRC two weeks before and then again
one week before the digital ID certificate is scheduled to expire. Effective October 9, 2009
certificate holders will need to enroll for new certificates when their current certificates
expire. Certificates issued prior to October 9, 2009 will no longer be renewable. These
email messages will instruct the certificate holder to enroll for a new certificate and will
include a link to a web address.

To enroll in a new certificate, follow the instructions provided in Digital ID Certificate
Enrollment Steps.

10. Digital ID Certificate Revocations

Note: To revoke certificates issued prior to October 9, 2009, contact the Meta-System
Help Desk (toll free) at 866-672-7640 between 8:00 am to 8:00 pm EST, Monday
through Friday (excluding Government holidays).

The certificate owner must remember and use the Challenge Phrase (the one-word
password). The steps to revoke your digital ID certificate are:

(‘flii}i's"nf Digital ID Center
[ Home J Help
Click on the “NRC’s Digital ID U.S. Nuclear Regulatory Commission
Center” link from either the ADD/OCIO Digital ID Center
“Electronic Submittals” web page @ ENROLL
(http//WWW n FCQOV/SIte-he| p/e_ Choose this option to enroll for a client Digital 1D
submittals.html) or the “Obtain a
PICK UP ID

D|g|ta| ID Cel’tlflcate" Web page @ Choose this option if you enrolled for a Digital ID but did not pick it up

(http://www.nrc.gov/site-help/e-
submittals/apply-certificates.html).

SEARCH

Choose this option to search for a Digital ID. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. You may also download IDs from this option

RENEW

Choose this option to renew a Digital ID which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital ID is
due to expire.

REVOKE REVOKE

SeIeCt the Choose this option to rvoke your Digital ID. Digital IDs should be revoked immediately for
. ise, including lost or stolen private keys, comupted key pairs
Optlon . change in site ownership, or suspected fraud

ri VeriSign

TRUST NETWORK™
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3 Digital ID Center - Microsoft Internet Explorer provided by USNRC

Fle Edit View Favorits Took Help

. Q= -0 [ & ([ D= oo @3- K D T
Enter an appropriate o

email address or name s )
to search for the i
o [ ]
certificate you want to
Revoke a Digital ID
revoke and press the To revoke your Digits 1D, you must first find it by searching on the name or &-msil

address. You cannot use wildcard characters.

Please read the Relying Party Agreement below before starting your search. When you

button . earch by E-mail Address (recommended):
Enter the E-mail Address: e —
(example- john_doe@verisign com) 9 g

Digital ID Services

Search by Name:

Enter Name:

The name must be entered exactly as it is in

the Digital ID, including punctuation.

Relying Party Agreement

Select the applicable certificate you want to revoke.

/2 Results - Microsoft Internet Explorer provided by USHRC
Fle Edit View Favorites Tools Help

Qe - ) - %] 2] kh‘/._jSEar:h /"¢ Favertes {43‘ 'v;7| e glj

Address [{€] htips: fonsite.verisign comservices LUShuclearR egulatory CommissionADDOCIOfegi-bin/Xauery. exe

(,./é gii"ilsf'") Digital ID Services

Search Results

The query returned the following matching Digital IDs. Click on a name
to view more detailed information about the ID, or perform actions
such as downloading or revoking the ID.

This icon next to a listing indicates that the Digital ID is the owner's
@preferred ID for encrypting secure e-mail messages.
p_
MALLORY M GREEN (Valid)
mmg(@nre gov
Digital ID Class 2 - OnSite Subscriber
Validity period from Jun-29-2006(GMT) to Jun-30-2007(GMT)

MALLORY E GREEN (Valid)

mmg(@nrc.gov

Digital ID Class 2 - OnSite Subscriber

Validity period from Jun-22-2006(GMT) to Jun-22-2007(GMT)

New Search

Coovright © 1925-2004, VeriSign, Inc. All rights reserved.

E
T 8emene
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3 Dt 1D nformation - Microsoft Internet Explorer provided by USHRC
Ele Edt View Favorites Joos Hep

) - Q- O - 1 (&) )] Psemtr oo @) (3 i
Review the data for the certificate you el Jge [o-

have chosen to revoke. o

ONSITE Digital ID Services

[ ome | bigita 0 conter

Digital ID Information

If this is the correct ID, you can download or revoke the Digital ID.

Name MALLORY M GREEN

E-mail mmg@nrc gov

Status Valid

Validity Jun 29,2006 - Jun 30,2007

Class Digital ID Class 2 - OnSite Subscriber

Scroll down and click on the oot saloe

Organization = U.S. Nuclear Regulatory Commission
I

Organizational Unit = ADD/OCIO
O tional Unit = www.verisign. PS Incorp. by Ref. LIAB.LTD(c)
Revoke b 1 Speciit
H H Common Name = Mallory M Green
button to invalidate your

Email Address = mmg@nre gov

Certlflcate V|a Verls |gn ) Nomber 1b008289d678414902ec 95051533324

By submitting this request, you accept the terms of our Relying Party Agreement.

Relying Party Agreement

[T T 18 [@ mtemet

—crt oo cer serz] 3 G0 |1+
o L;E) Digital ID Services
Enter the Challenge Phrase you Revoke Digital 1D

entered during enroliment for this e e e e e e e

. . s By applying for, submitting, or using a Digital ID, you are agreeing to the terms of the
digital ID certificate and then select B

Challenge Phrase:

—

Click the Submit button to Revoke
the Digital ID.

Relying Party Agreement

Vaisign
ot Nk

[ & [ emet

The steps listed in this section
made your certificate invalid, inered purpose: Al -
hOWGVGI" |t dld not remove the Personal |0ther People | Intermediate Certification Authorities || Trusted Root Certificatior $
Cert|f|0ate from your PC, therefore Issued Ta Issued By Expiratio... = Friendly Mame
ithi 1qi (=dhiohn L Doe uclesr Regulatory C... =MNone=
follow the steps within the Digital Slomion  NecwRoutoy S, a1z e
ID Cert]ﬂcate Vlernq Steps [E= WetiSign Class 2 ONS.. 4212008 <Mone=
Instructions. After locating and
selecting the certificate, to

remove it from your PC, select

Rermove

Certificate intended purposes

<all=
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11. Troubleshooting

11.1 Immediate Assistance

For immediate assistance, contact the NRC's Meta System Help Desk, which is available to
support stakeholders (including members of the public) who submit documents electronically
to the NRC and access documents through Electronic Information Exchange and the
Electronic Hearing Docket.

You can reach the Help Desk by telephone (toll free) at 1-866-672-7640. The Help Desk's
hours of operation will be 8:00 am to 8:00 pm EST, Monday through Friday (excluding
Government holidays).

11.2 Trusted Sites

Zoom (100%)
Safety

Open your Web Browser.
Select Tools.

Scroll down and select Internet Options.

Advertising Programs | Business Solutions | About Google | Privacy

r ™
Internet Optan i M

| General | Security IPrivacy I Content I Connections I Programs I Advanced|

N/
Select a zone to view or chang

)

4 @ G

- Local intrane

Select: Trusted sites

Select the Security Tab.

Trusted sites|]  Restricted
sites

Internet

Site:
0 This zone is for Internet websites, =
except those listed in trusted and
restricted zones.

Security level for this zone

Allowed levels for this zone: Medium to High
ites >
Then select: Medium-high

- Appropriate for most websites

— - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

Custom level...
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https://eieprod.nrc.gov MUST be
displayed within the Websites: field
(as it appears in the screen print to
the right.)

If it does not, then enter it into the

Add this website to the zone: field.

Select (the website

address will now be listed, as it
appears in the screen print to the
right.)

Then select: .

F B’
Trusted sites ‘ ﬁ
You can add and remove websites from this zone. All websites in
S this zone will use the zone's security settings.
(" Add this website to the zone: [
Add
\ N\ v
Websites:
https:/feieprod.nrc.gov Remove
Require server verification (https:) for all sites in this zone |I
e
— |
 —

At the Internet Options dialogue box, select: .

11.3 Enabling ActiveX Controls and Plug-ins

Note:
following actions.

You may need to contact your IT department for permission to conduct the

Open your Web Browser.
Select Tools.

Scroll down and select Internet
Options.

e@ 28 hitpifwwgoo.. P - G

x Google

N — - - )

5 [<] Suggested Sites £ Web Slice Gall

3] Web Images Videos Maps News Shopping Gmail more -

Google Search T'm Feeling Lucky

Advertising Programs | Business Solutions | About Google | Privacy

File
Zoom (100%)
Safety

View downloads
Manage add-ons
F12 developer tools

Go to pinned sites

Inte

About Internet Explorer

Change background ir _

"

—
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Select the Security Tab.

v

Select: Trusted sites ]

Then select:

Scroll down and locate:
ActiveX controls and plug-ins

Enable the following:

Allow ActiveX Filtering

Allow previously unused
ActiveX controls to run
without prompt

Allow Scriptlets

Automatic prompting for
ActiveXcontrols

: R

| Generfl | Security |Pr acy I Content I Connections | Programs I Aduanced|

Select a zone to view or change secucibesattiogs.

@ & | /|0

Internet  Localintranet | Trusted sites ) Restricted
sites

Trusted sites

This zone contains websites that you
trust not to damage your computer or
vour files,
‘You have websites in this zone.,
Security level for this zone
Allowed levels for this zone: Al

Medium

- Prompis before downloading potentially unsafe
[ content

- Unsigned ActiveX controls will not be downloaded

[T Enable Protected Mode-feau sarbmatmernet Explorer)

Custom level... Default level

Reset all zones to default level

Settings

|| ActiveX controls and plug-ins gt

@] Allow ActiveX Filtering
() Disable
Enable A

|!I. Allow previously unused ActiveX controls to run without prom
() Disable
Enable

\#| Allow Scriptiets

() Disable

Enable

) Prompt

Automatic prompting for ActiveX controls

() Disable

Enable

|!I. Binary and script behaviors
1 _Adminictratar annrovad
< 1 | b

*Takes effect after you restart Internet Explorer

Ll

Reset custom settings
Resetto: | Medium (default)
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Enable the following:

@ Display video and animation on
a webpage that does not use
external media player

® Download signed ActiveX
controls

Prompt the following:

@ Download unsigned ActiveX
controls

@ |nitialize and script ActiveX
controls not marked as safe for
scripting

Enable the following:

@ Only allow approved domains to
use ActiveX without prompt

@ Run ActiveX controls and plug-
ins

@ Script ActiveX controls marked
safe for scripting

Select:

-
Security Settings - Trusted Sites a

S

Settings

|#| Display video and animation on a webpage that does not use
() Disable
@ Enable

|| Download signed ActiveX controls
() Disable —
@ Enable L4
) Prompt

|¢| Download unsigned ActiveX controls
() Disable
©) Enable
@ Prompt

|#| Initialize and script ActiveX controls not marked as safe for s

it b Aramnd

' [ | 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  [Medium (default) v| | Reset.. |

Ok ] [ Cancel ]

S

Settings

|#| Only allow approved domains to use ActiveX without prompt =
(C) Disable
@ Enable

|#| Run ActiveX controls and plug-ins

¥ S_cri|:|t ActiveX controls marked safe for scripting™
() Disable
@ Enable
) Prompt
.9‘% Downloads
.g% File download
) Disable

(& Frzhla

i | m

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: | medium (default)
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change the settings. |@ Are you sure you want to change the settings for this zone?

Yes I [ Mo ]

At the Internet Options dialogue box, select: E

11.4 Apple Macintosh Users

Apple Macintosh computer (Mac) is not supported therefore, if you are experiencing issues,
please refer to Section 11.1 for Immediate Assistance.
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