March 31, 2003

The Honorable Tom Ridge
Secretary of Homeland Security
Washington, D.C. 20500

Dear Mr. Secretary:

In my enclosed letter of September 5, 2002, | outlined the steps the Commission had
taken to evaluate and enhance security at NRC-licensed facilities since September 11, 2001.
On behalf of the Commission, | would like to describe additional security-related actions we
have taken over the past seven months. We have continued to work aggressively to enhance
security at the Nation’s nuclear facilities and in the conduct of NRC-licensed activities and have
completed several significant activities, as described below.

The NRC continues to evaluate safety and security and will continue to issue advisories,
as we have in the past, concerning emerging threats and safeguards topics as necessary. For
example, on March 17, 2003, we issued advisories to sensitive nuclear facilities and licensees
with large radioactive sources within minutes of the announcements by the Department of
Homeland Security of the change in threat level. This was the product of weeks of advance
interagency preparation.

In September 2002, February 2003, and most recently on March 17, 2003, when the
Nation’s threat level was raised to “High/Orange,” we successfully utilized the protective
measures we developed for internal use and for the use of our licensees in connection with the
Homeland Security Advisory System. The September 5, 2002 letter contained information on
orders the NRC had issued to improve security at power reactors and other sensitive sites.
Since then, the NRC has taken additional actions. In October 2002, we issued orders to
enhance security in the transportation of spent fuel and of independent spent fuel storage
installations and Confirmatory Action Letters (CALS) to enhance security at non-power reactors
greater than or equal to 2 megawatts in power. Early in 2003, we issued CALS to enhance
security measures for non-power reactors less than 2 megawatts and ordered enhancements at
Category lll fuel cycle facilities. On January 7, 2003, we issued an order directing power
reactor licensees to enhance access controls. We are now actively developing additional
requirements and guidelines to enhance controls on security-force fatigue and on training and
qualification standards.

The Commission continues to work closely with other Federal agencies, States, and
authorized licensees to revise the design basis threats (DBTs). The NRC has conducted seven
closed meetings with stakeholders since January 2003 to discuss the adversary characteristics
that could be reflected in the new DBTs. Our objective is to ensure that any revised DBTs are
informed by the current national threat and are clearly directed at a threat against which private-
sector licensees of power reactors and Category | fuel cycle facilities are expected to defend.

We have resumed force-on-force exercises for power reactors and Category | fuel cycle
facilities using the enhanced interim threat capabilities derived from the February 25, 2002
orders. Force-on-force exercises were temporarily suspended immediately following the
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terrorist attacks of September 11 due to concerns about their impact on security at the plants in
the heightened threat environment. We are increasing the frequency of these NRC-evaluated
exercises at power reactors from once every eight to once every three years. We have
requested funds for this activity in our fiscal year 2004 budget submittal and are staffing up to
meet this challenge. An important component of these reviews includes enhanced “table-top”
exercises (facilitated discussions using credible scenarios) that now involve a wide array of
Federal, State, and local law enforcement and emergency planning officials. We believe that
resumption of force-on-force testing will further improve both licensees’ security capabilities and
NRC'’s regulatory oversight processes. In addition to the NRC-evaluated exercises, many of
our licensees conduct much more frequent force-on-force exercises as part of their guard force
training programs.

Another vital ongoing NRC activity is the enhancement of our incident response
program. The NRC continues to work with the Department of Homeland Security and other
Federal agencies on the integration of Federal Response Plans into a unified National
Response Plan. We have assisted in the development of national training standards for first
responders for chemical, biological, radiological, nuclear, and explosives events. In late
February, the NRC began sharing security incident information with registered recipients with a
“need to know” to facilitate the faster and easier exchange of such information. We have
conducted and participated in a number of high profile exercises involving Federal, State, and
local agencies to examine and enhance the coordinated response to radiological events
involving weapons of mass destruction.

We have also pursued joint work with the Department of Energy to increase the
protection of the high-risk radioactive sources which could be useful in a radiological dispersal
device (RDD). The Commission and Secretary Abraham were recently presented with the
results of a joint DOE/NRC working group set up specifically to study this issue. The working
group determined the types and quantities of isotopes that are of greatest concern from an
RDD perspective (also referred to as high-risk sources). The working group also outlined
actions to increase the regulatory oversight of these sources and prevent ready access to these
sources by terrorists. Elements of this system will include: verification of the legitimacy of the
applicants for licenses; requirements governing the security of high risk sources while in transit,
in storage, and in use; controls on access to sources to prevent diversion by an insider;
requirements for tracking and inventorying of high-risk sources to ensure that the source has
not been lost or stolen; export and import controls on high-risk sources; and more frequent
inspections to verify the adequacy of the regulatory controls, and measures to ensure safe
disposal. In short, we are striving to establish cradle-to-grave security for these high-risk
sources.

On March 17, 2003, consistent with the launch of Operation LIBERTY SHIELD and the
increase in the national threat level to “High/Orange,” NRC issued a nationwide safeguards
advisory to all NRC and Agreement State licensees authorized to possess and/or transport the
types and quantities of radioactive isotopes which are of greatest concern for potential
malevolent use in an RDD. We urged licensees to increase security for high-risk radioactive
sources immediately and to maintain a high level of alertness to security-related matters. (The
details of the safeguards advisory involve sensitive information that can not be publicly
released.) NRC also played a key role in an international conference conducted during the
week of March 10 that was sponsored by the Department of Energy and the International
Atomic Energy Agency (among others), and that was attended by over 100 nations. That
conference discussed key issues relating to the security of high-risk radioactive sources and
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the actions which must be taken world-wide to improve the protection of these sources. In
short, significant progress is being made toward putting in place complementary national and
international controls on high-risk radioactive sources.

We have continued to make progress in enhancing coordination and collaboration with
other agencies to enhance homeland security. We have established an active liaison with the
new Department of Homeland Security, as well as strengthened existing coordination with other
agencies and organizations, such as the Homeland Security Council, Federal Bureau of
Investigation, and the Central Intelligence Agency.

In addition, we have recruited aggressively to augment the staff of the Office of Nuclear
Security and Incident Response. Since April 7, 2002, when the office was created, we have
successfully hired over 60 highly qualified individuals with broad expertise in security-related
fields. These staff have expertise in counter-terrorism and intelligence analysis, nuclear
security and safeguards, information security (crypto/emission/transmission security, and
countermeasures security), and incident response. The staff have come from the U.S. Secret
Service, U.S. Marines, U.S. Army, U.S. Navy (including U.S. Navy Seal Teams), U.S. Air Force,
U.S. Coast Guard, the Defense Threat Reduction Agency, the National Security Agency, and
the Federal Aviation Administration.

In sum, the NRC has made and continues to make significant progress in support of our
Nation’s efforts to combat terrorism and enhance homeland security.

As you may be aware, | am leaving the NRC today to become President of the Carnegie
Institution of Washington. As | leave, | am pleased that during one of our Nation’s most
turbulent times, the NRC has continued to ensure that nuclear facilities and the materials we
regulate are well protected against acts of terror. Please do not hesitate to contact the
Commission for additional information if you have specific questions.

Sincerely,

IRA/

Richard A. Meserve

Enclosure: As stated



ENCLOSURE

September 5, 2002

Governor Tom Ridge

Office of Homeland Security
The White House
Washington, D.C. 20502

Dear Governor Ridge:

As the anniversary of the terrorist attacks of September 11 approaches, the Nation is
continuing its efforts to enhance security. Because of the broad public interest in commercial
nuclear facilities and activities, | am writing on behalf of the Nuclear Regulatory Commission
(NRC) to inform you of where we are and where we are headed in our efforts to enhance safety
and security. This letter highlights some of the significant accomplishments of the NRC and our
licensees and describes certain ongoing initiatives.

For over 25 years, NRC regulations have required that major NRC licensees maintain
rigorous security programs. These facilities are among the best defended and most hardened
commercial facilities in the Nation. Nonetheless, in light of the terrorist attacks the Commission
launched a comprehensive review of the security and safeguards programs of nuclear power
plants and nuclear materials facilities. Although this work is still underway, this review has
resulted in a series of Commission actions, and further actions are planned in the coming
months.

Immediately following the attacks, the NRC issued a series of safeguards and threat
advisories to the major licensed facilities placing them on the highest security level. Security
across the nuclear industry was enhanced as a result of these actions, and many of the
strengthened security measures are now requirements as a result of subsequently issued NRC
Orders. The security enhancements include measures to provide additional protection against
vehicle bombs, as well as water and land-based assaults. They include requirements for
increased security patrols, augmented security forces, additional security posts, increased
vehicle standoff distances, tightened facility access controls, and enhanced coordination with
the law enforcement and intelligence communities.

Enhancing access control may be one of the most effective means of preventing a
successful attack, because an insider could provide significant assistance to an attacking force.
Immediately following the September 11 attacks, we worked with the FBI, the Nuclear Energy
Institute, and our licensees to review access lists of employees working at nuclear power plants
to identify any individual whose name matched the FBI Watch List. We determined that there
were no positive matches. NRC, in coordination with the intelligence and law enforcement
community, has also placed special emphasis on strengthening access controls at nuclear
facilities. NRC regulations require that individuals having unescorted access to nuclear power
plants undergo a background investigation which includes credit checks, employment history,
reference examination, psychological testing, and a criminal history check conducted by the
FBI. The Orders issued to certain licensees require additional measures, including severe
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limitations on temporary unescorted access to sensitive areas of these facilities. We have
reduced the processing time for background checks to facilitate careful examination of licensee
personnel and contractors. For example, the time for processing criminal history information
has been reduced to approximately 24 hours in many cases.

The Commission has completed an initial assessment of power reactor vulnerabilities to
intentional malevolent use of commercial aircraft in suicidal attacks and has initiated a broad-
ranging research program to understand the vulnerabilities of various classes of facilities to a
wide spectrum of attacks. We are developing measures to mitigate any vulnerabilities that are
identified. In addition, the Commission has begun a series of bilateral exchanges with our allies
on nuclear security vulnerabilities and potential mitigating measures. Although our work in this
area is ongoing, the Commission has directed nuclear power plant licensees to develop specific
plans and strategies to respond to an event that could result in damage to large areas of their
plants from impacts, explosions or fire. In addition, licensees must provide assurance that their
emergency planning resources are sufficient to respond to such an event.

The Commission is working closely with other Federal agencies to revise the design
basis threat that provides the foundation for the security programs of nuclear power plant
licensees. The Commission’s Orders to these licensees in February 2002 effectively provide
enhanced security in the interim while this work in underway. Full security performance
reviews, including force-on-force exercises, will be carried out at each nuclear power plant on a
three-year cycle instead of the eight-year cycle that had been used prior to September 11,
2001. These reviews have commenced with table top exercises that for the first time involve a
wide array of Federal, State and local law enforcement and emergency planning officials.

In April, we established the Office of Nuclear Security and Incident Response (NSIR) to
improve communications and coordination both within and external to the NRC on security and
safeguards issues. NSIR is responsible for developing overall safeguards and security policies
and is the central point of contact with the Office of Homeland Security. The office also
contains our Incident Response organization, including the NRC Headquarters Operations
Center, and coordinates with Federal response and law enforcement agencies. It also directs
our counter-intelligence, information security and secure communications activities.

The establishment of NSIR has facilitated an increase in the level of interaction among
NRC, other Federal agencies, State and local governments, as well as the international
community. As a direct result of coordination efforts, the Federal Aviation Administration and
the Department of Defense have acted on specific occasions to protect the airspace above
nuclear power plants. We have also enhanced our ability to communicate critical, time-
sensitive information with licensee sites. We have placed secure telephones in all of our
resident inspectors’ offices at nuclear power plants and will soon have secure FAX capabilities
in these offices as well. We are also in the process of obtaining security clearances for a
limited number of licensee officials at each nuclear power plant.

A critical function of NSIR is to manage the NRC Incident Response Program. We
continue to maintain around-the-clock operations of the NRC Headquarters Operations Center,
which ensures that a cadre of experts are on call to respond to emergencies. The Incident
Response Program now provides improved communication capability between and among
Incident Response Centers in our regional offices, and better coordination with other Federal
agencies.
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The NRC has developed a new Threat Advisory and Protective Measures System in
response to Homeland Security Presidential Directive-3. When a new Homeland Security
Advisory System (HSAS) threat condition is declared, the NRC will promptly notify affected
licensees of the condition and refer them to the predefined protective measures that we have
developed for each threat level. The new system for NRC licensees has been formally
communicated to licensees, Governors, State Homeland Security Advisors, Federal agency
administrators and other appropriate officials. The new system replaces the NRC’s 1998 threat
advisory system and covers additional classes of licensees not included in NRC’s 1998 system.

The Commission has also specified actions for enhancing security at NRC
Headquarters and increasing the readiness of the Operations Center. Consistent with the
current Yellow (elevated) threat condition, the NRC has enhanced its Headquarters physical
security by increasing the number of armed guards, installing perimeter security barriers, and
strengthening access controls. Additionally, special mail handling equipment was installed to
complement the agency’s enhanced security posture. We also conducted a comprehensive
redesign of our web site to restrict access to sensitive but unclassified information, while still
allowing continued communication with the public on a wide variety of our non-sensitive
activities.

The Commission is also actively involved in efforts to defend against possible terrorist
use of radiological dispersal devices. Prior to September 11, 2001, the NRC had initiated two
programs aimed to reduce the risk of loss of control of radioactive materials. The NRC is
helping to fund efforts by the Conference of Radiation Control Program Directors to identify,
recover, and manage the proper disposition of unwanted discrete radioactive sources and
devices. And NRC initiated a program to increase the control of, and accountability for,
generally licensed devices through a registration program for certain devices.

Following the terrorist attacks of September 11, 2001, NRC alerted licensees, suppliers,
and shippers of the need to enhance security against the threat of theft of radioactive material.
In addition, NRC is conducting a comprehensive evaluation of controls to protect those
radioactive materials that constitute the greatest hazard to public health and safety. NRC has
established a joint working group with the Department of Energy to evaluate approaches for
“cradle-to-grave” control of radioactive sources which might be used in a radiological dispersal
devise. As part of the evaluation, the NRC is working with the Agreement States to establish a
consolidated listing of higher-risk materials licensees that may be subject to additional
requirements for enhanced security measures. The NRC is also reexamining its import and
export licensing for these isotopes and is working with the International Atomic Energy Agency
on establishing a code of conduct for licensing such materials. The NRC is also working with
the Office of Homeland Security and other agencies to ensure that the Federal Government is
prepared to respond to an event involving a radiological dispersal device.

Finally, the NRC has provided legislative proposals to Congress detailing specific
initiatives that would further enhance security of NRC-licensed activities. These proposals
address a spectrum of activities. One provision would authorize guards at NRC-regulated
facilities to use deadly force to protect property significant to the common defense and security.
This would give guards protection from State criminal prosecution for actions taken during the
performance of their official duties. Another provision would allow the Commission, in
consultation with the Attorney General, to confer upon guards at NRC-designated facilities the
authority to possess or use weapons that are comparable to those used by the Department of
Energy’s guard forces. Some State laws currently preclude private guard forces at NRC-
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regulated facilities from utilizing a wide range of weapons. Another provision would make it a
Federal crime to bring unauthorized weapons and explosives into NRC-licensed facilities. The
NRC would also make Federal prohibitions on sabotage applicable to the operation and
construction of certain nuclear facilities. The NRC is hopeful that these legislative initiatives will
be enacted.

The past year has been challenging for the NRC, our licensees, and the Nation.
However, the steps taken by the NRC and our licensees were built on a longstanding, solid
foundation of strong security and safeguards practices. We have the utmost confidence that
our Nation’s nuclear facilities remain among the most robust and well protected of any civilian
facilities in the country.

Although this letter describes many of our efforts, it is by no means comprehensive.
Please feel free to contact me for additional information or if you have specific questions.

Sincerely,

IRA/

Richard A. Meserve
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UNITED STATES SENATE

The Honorable Ted Stevens, Chairman
Committee on Appropriations

United States Senate
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The Honorable Robert C. Byrd, Ranking Minority Member
Committee on Appropriations

United States Senate

Washington, D.C. 20510

The Honorable Pete V. Domenici, Chairman
Subcommittee on Energy and Water Development
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United States Senate

Washington, D.C. 20510

The Honorable Harry Reid, Ranking Minority Member
Subcommittee on Energy and Water Development
Committee on Appropriations

United States Senate

Washington, D.C. 20510

The Honorable Thad Cochran
United States Senate
Washington, D.C. 20510

The Honorable Robert Bennett
United States Senate
Washington, D.C. 20510

The Honorable Ernest Hollings
United States Senate
Washington, D.C. 20510

The Honorable Patty Murray
United States Senate
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The Honorable Jeff Bingaman, Ranking Minority Member
Committee on Energy and Natural Resources

United States Senate

Washington, D.C. 20510
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United States Senate
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The Honorable Byron L. Dorgan
United States Senate
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The Honorable Bob Graham
United States Senate
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The Honorable Ron Wyden
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United States Senate
Washington, D.C. 20510
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United States Senate
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United States Senate
Washington, D.C. 20510
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United States Senate
Washington, D.C. 20510
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United States Senate
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United States Senate
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The Honorable Craig Thomas
United States Senate
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The Honorable Lamar Alexander
United States Senate
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United States Senate
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The Honorable Conrad Burns
United States Senate
Washington, D.C. 20510

The Honorable James Talent
United States Senate
Washington, D.C. 20510

The Honorable Gordon H. Smith
United States Senate
Washington, D.C. 20510

The Honorable Jim Bunning
United States Senate
Washington, D.C. 20510

The Honorable Jon Kyl
United States Senate
Washington, D.C. 20510
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United States Senate

Washington, D.C. 20510

The Honorable George Voinovich, Chairman

Subcommittee on Clean Air, Climate Change, and Nuclear Safety
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United States Senate

Washington, D.C. 20510

The Honorable Thomas Carper, Ranking Minority Member
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United States Senate
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United States Senate
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United States Senate
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United States Senate
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United States Senate
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United States Senate
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The Honorable Orrin Hatch, Chairman
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United States Senate

Washington, D.C. 20510
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United States Senate

Washington, D.C. 20510

The Honorable Jon Kyl, Chairman
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United States Senate

Washington, D.C. 20510

The Honorable Dianne Feinstein, Ranking Minority Member
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and Government Information
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United States Senate
Washington, D.C. 20510

The Honorable Bill Frist, Majority Leader
United States Senate
Washington, D.C. 20510

The Honorable Bill Nelson
United States Senate
Washington, D.C. 20510

The Honorable Mitch McConnell
United States Senate
Washington, D.C. 20510

The Honorable Jeff Sessions
United States Senate
Washington, D.C. 20510

The Honorable Herb Kohl
United States Senate
Washington, D.C. 20510

The Honorable Carl Levin
United States Senate
Washington, D.C. 20510

The Honorable Orrin Hatch
United States Senate
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Washington, D.C. 20515

The Honorable Ed Pastor
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Washington, D.C. 20515
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United States House of Representatives
Washington, D.C. 20515

The Honorable John D. Dingell, Ranking Minority Member
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United States House of Representatives

Washington, D.C. 20515

The Honorable Joe Barton, Chairman
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United States House of Representatives
Washington, D.C. 20515
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Chief of Homeland Security
Office of the Governor
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Pierre, SD 57501
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Director, Office of Homeland Security
215 8th Avenue North
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State Homeland Security Contacts (Contd)

Joe Martin, Secretary
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cc: Jerry Crisostomo, Special Advisor for Homeland Security
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Director, Emergency Management
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2400 Wright Street
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Executive Director

Wyoming Homeland Security Council
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Mannings Bay, Kingshill

St. Croix, Virgin Islands 00851-9769
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