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Foreword

GeneralfKevinfP.fChilton,fCommander,fUnitedfStatesfStrategicfCommand,finitiatedfthisfsymposiumftofprovidefaf
forumfforfUSfGovernment,fprivatefindustry,facademia,fandfinternationalfpartnersftofaddressfthefadvancementf
offDepartmentfoffDefensefcyberspacefcapabilities.fThisfinauguralfeventfbroughtftogetherfoverf1500fcyberspacef
practitionersffromfUSfandfalliedfgovernment,findustry,fandfacademiaftofshareftheirfperspectivesfonfthef
challengesfweffacefinfstrengtheningfthefsecurityfoffthefcyberfdomain.fWhilefthefmultitudefoffchallengesfwef
facefcannotfbefsolvedfinfaftwo-dayfsymposium,fourfeffortsfsignificantlyfcontributedftofanfincreasedfawarenessf
regardingfindustryfbestfpractices,fcommonfthreats,fandfthefsharedfvulnerabilitiesfoffthefcyberfdomains.f

Wefwouldflikeftofthankfallfoffourfparticipants,fparticularlyfourfkeynotefspeakers,fMr.fScottfCharney,fLTGf
KeithfAlexander,fLtfGenfHarryfRaduege,fandfMr.fRodfBeckstromfforfhelpingftofframefdiscussionfduringfthef
symposium.fAlso,fwefwouldflikeftofthankfourfco-sponsor,fthefArmedfForcesfCommunicationsfandfElectronicf
Associationf(AFCEA),fforftheirftremendousfsupportfinfthisfcollaborativefeffort.f

Wefwelcomefyourfcommentsfonfthisfdocumentfandflookfforwardftofyourfparticipationfatftheff
2010fCyberspacefSymposium.

ThefUSSTRATCOMfSymposiumfTeam:
ElizabethfDurham-Ruiz,fYF-03,fDAF
RonfMoranville,fYA-02,fDAF
DonfHarding,fYA-02,fDAF
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Executive Summary

ThefUnitedfStatesfStrategicfCommandf(USSTRATCOM)fandfArmedfForcesf

CommunicationsfElectronicsfAssociationfInternationalf(AFCEA)fco-hostedfthef

inauguralf2009fCyberspacefSymposiumfatfthefQwestfCenter,fOmaha,fNEfonf

7–8fAprilf2009.fThefeventfbroughtftogetherfcyberspacefleadersfandfoverf1500f

cyberspacefpractitionersffromfacrossfthefU.S.fGovernment,fIndustry,fAcademiaff

andfthefInternationalfcommunitiesftofengagefonftheftheme—“Advancingf

CyberspacefCapabilitiesftofDeliverfIntegratedfEffects.”f

GeneralfKevinfP.fChiltonfestablishedfthefbelowfstrategicfobjectivesfforfthef

symposium.fHefkickedfofffthefsymposiumfbyfprovidingfthefaudiencefaf

USSTRATCOMfperspectivefonfthefchallengesfweffacefandfwhatfhefconsidersff

theftopfthreefchallenges—culture,fconductfandfcapability.

Thefsymposiumfincludedfdynamicfaddressesffromf
keyfseniorfmilitaryfandfindustryfleaders,fwhofprovidedf
afbroadfglobalfperspectiveftofthefchallengesfwef
facefandfofferedfanfexcitingfandffulfillingffewfdaysf
forfthefaudienceftoffocusfonfadvancingfcyberspacef
capabilitiesftofdeliverfintegratedfeffects.fThef
symposiumfwasfoperations-focusedfandfprovidedfaf
venueftofincreasefintellectualfcapitalfinfthefcyberspacef
missionfareafandfsetfinfmotionfanfinformationf
exchangefamongfkeyfparticipantsfconcernedfwithf

networkfchallenges.fThefeventfofferedfafraref
opportunityftofnetworkfandfsharefknowledgefwithf
otherfcyberspacefcolleagues,fdiscussfchallengesfandf
solutionsfinftrackfsessions,fandfhearffirsthandffromf
somefofftheftopfU.S.fGovernment,fIndustry,fAcademicf
andfInternationalfleadersfonfthefchallengesfwefallffacef
andfhowfcriticalfafrobustfpublic-privatefpartnershipf
isftofaddressingfthesefchallenges.fTofaddressfthef
strategicfobjectivesfidentifiedfbyfthefCommandfthef
followingfagendafwasfdeveloped:

Symposium�Strategic�Objectives
ff ShowcasefUSSTRATCOMfasfTHEfJointf
CyberspacefCombatantfCommandf(COCOM)
ffObtainfseniorfleaderfperspectivesf(Officefoff
thefSecretaryfoffDefensef(OSD),fJointfStaff,f
COCOM,fServices,fUnitedfStatesfGovernmentf
(USG),fIndustry,fInternational)
ff ProvidefUSSTRATCOMfafplatformftof
showcasefitsfcyberspacefstructurefandf
strategicfdirection
ff ProvidefUSG,findustry,finternationalfpartnersff
afplatformftofdiscussfcyberspacefchallenges
ff Discussfoptionsftofalleviatefshortfallsfandf
capabilityfgapsfinfthefcyberspacefdomainf
(Doctrine,fOrganization,fTraining,fMateriel,f
LeadershipfandfEducation,fPersonnel,f
Facilitiesf(DOTMLPF))

ff Increasefintellectualfcapitalfinfthisfmissionfarea
ff IllustratefindustryfBestfPracticesfandff
cuttingfedgeftechnologiesf(e.g.,fglobalf
interactivefforums)
ff Exploref“touchfpoints”fandfcommonff
threats/vulnerabilitiesfoffallfdomainsff
(e.g.,f.com,f.gov,f.mil)
ff StrengthenfJointfcyberspaceff
relationships;fencouragefinformationff
exchangefandfcollaboration
ff Explorefapproachesftofaccess/trainfandf
develop/retainfcyberfexpertisefandfleadership
ff CCfhostfcyberspacefSeniorfExecutivefForumf
infconjunctionfwithfsymposiumf(USG,f
industryfCEOs)f
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Symposium Agenda—Tuesday, April 7, 2009

Light Refreshments

Time

0700–0745

0745–0800 Video Presentation

Speaker Session One: Opening Remarks
Mr. Kevin Williams, Director, USSTRATCOM Global Innovation & Strategy Center
Mr. Kent Schneider, President & CEO, AFCEA International
Nebraska Lieutenant Governor Rick Sheehy

Panel Session One: USG Perspective-Shared Situational Awareness
Moderator:
 BG John Davis, Deputy Commander, JTF-GNO
Panelists:
 Steven D. Shirley, Exec Dir, DoD Cyber Crimes Center
 James Hass, Dir, Intell Community Incident Response Ctr  -Trent Teyema, Dep Dir, Nat Crime Investigative JTF
 Sherri Ramsay, Dir, NSA Threat Operations Center  -Mischel Kwon, Dir, US CERT

Panel Session Two: COCOM Perspectives
Moderator: 
 VADM Carl V. Mauney, Deputy Commander, USSTRATCOM
Panelists:
 VADM Robert  Harward, Dep CC, JFCOM -VADM Ann Rondeau, Dep CC, TRANSCOM
 VADM Nancy Brown, Joint Staff J6 -RDML Janice M. Hamby, USNORTHCOM J6

Speaker Session Four: Integration and Synchronization of DoD-IC Cyberspace Operations
LTG Keith Alexander, Director, National Security Agency

Speaker Session Three: Industry Perspective
1130–1145:  LTG (ret) John Dubia, AFCEA International presents scholarship awards
1145–1150:  Intro Mr. Charney, Mr. Kevin Williams, Director, USSTRATCOM Global Innovation & Strategy Center
1150–1220:  Speaker: Mr. Scott Charney, VP Trustworthy Computing, Microsoft

0800–0810 Presentation of Colors—USSTRATCOM Color Guard, National Anthem—USSTRATCOM “Command Performance”

Exhibit Floor & Networking

Exhibit Floor & Networking

Speaker Session Two: USSTRATCOM Perspective
Gen Kevin P. Chilton, Commander, USSTRATCOM

Exhibit Floor & Networking

0810–0825

0825–0900

0900–1030

1030–1115

Lunch
1115–1230

1230–1315

1315–1445

1445–1515

1515–1545

Exhibit Technology Reception: Qwest Center Exhibit Floor & Networking1715–1815

Omaha Chamber of Commerce hosts “A Taste of Baseball”  BBQ buffet networking social: Qwest Center Exhibit
Hall Floor Technology Reception: Qwest Center Exhibit Floor & Networking

1815–2015

Tracks: Session One
1. Cyberspace Operations – Mr. Sami Saydjari, Founder/President, Cyber Defense Agency
2. Mitigating the Threat – Ms. Priscilla Guthrie, Director, Info Systems & Tech Div, Inst. For Def. Anal.
3. Cyberspace Deterrence – Brig Gen Susan J. Helms, USSTRATCOM J5

1545–1715

USSTRATCOM Cyberspace Symposium—Tuesday, April 7, 2009
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Symposium Agenda—Wednesday, April 8, 2009

Light Refreshments

Time

0700–0745

0800–0930 Tracks: Session Two
1. Cyberspace Operations—Mr. Sami Saydjari, Founder/President, Cyber Defense Agency 
2. Mitigating the Threat—Ms. Priscilla Guthrie, Director, Info Systems & Tech Div, Inst. For Def. Anal. 
3. Cyberspace Deterrence—Brig Gen Susan J. Helms, USSTRATCOM J5

Tracks: Session Three
1. Cyberspace Operations—Mr. Sami Saydjari, Founder/President, Cyber Defense Agency 
2. Mitigating the Threat—Ms. Priscilla Guthrie, Director, Info Systems & Tech Div, Inst. For Def. Anal. 
3. Cyberspace Deterrence—Brig Gen Susan J. Helms, USSTRATCOM J5

DoD Perspective
Speaker Session Five: Securing Cyberspace for the 44th Presidency
1250–1255: Intro Lt Gen (ret) Raduege (RADM (ret) Stephen Oswald, VP, Boeing Inc.)
1255–1325: Speaker: Lt Gen (ret) Harry Raduege, Deloitte Center for Network Innovation

Speaker Session Six: Cyberspace: The Long View
Speaker: Mr. Rod Beckstrom, Independent Cybersecurity Advisor

Final Words from USSTRATCOM:
MG Abraham Turner, USSTRATCOM Chief of Staff

CC hosted icebreaker for classified session speakers and Allied attendees:
Upstream Brewery Basement

Panel Session Three: International Perspectives
Moderator: 
 Mr. Mark Hall, OSD/NII, DoD-CIO, Chair
Panelists:
 Australia, Air Commodore Andrew Dowse, Director General, Integrated Capability Development
 UK, Air Commodore Bob Judson, Head, Defence Targeting and Information
 Canada, Brig Gen John Turnbull, Chief of Military Signals Intelligence

0930–0945 Break—Transit

Break

Exhibit Floor & Networking

Exhibit Floor & Networking

0945–1115

1115–1215

Lunch
1215–1330 

1330–1415

1415–1545

1545–1600

1600–1630

1630–1645

1830–2030

USSTRATCOM Cyberspace Symposium—Wednesday, April 8, 2009
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Leadersfreachedfafgeneralfconsensusfthatfthreatsftof
ourfcyberspacefcapabilitiesfhavefafrealfandfpotentiallyf
devastatingfimpactfonfourfnationalfsecurity.fTheyfalsof
acknowledgedfthatftherefareflimitsfonfthefefficacyf
offmilitaryfforcefalonefinfmeetingfcurrentfandffuturef
threats.fThefcollectivefandfcoordinatedfstrengthsfoff
afbroadfrangefoffgovernmentfinstitutions,fthefprivatef
sector,facademia,finternationalfpartners,fandfthef
influencefoffculturefarefneededftofeffectivelyfmeetfthef
challengesfandfthreats.fOnefcriticalfpointfmadefinfthef

symposiumfwasfthatfourfnetworksfmustfbefsufficientlyf
robustftofallowfforfeffectivefoperationsfwhilefunderf
afcyberfattack.fLeadersfalsofconsideredfthefissuefoff
responsefactionsfbyfexploringfthefquestions:

ffWhatfconstitutesfafcyberfattack?
ff Howfdofwefattributefattacks,fandfhowfdofwefactf
whenfattributionfisfinfdoubt?
ff Howfdofwefmeasurefresponsefactionsfunderfthef
acceptableflawsfoffwar?

Key�Takeaways
Afterfafbrieffanalysisfoffthefnotes,ftranscriptsf
andfobjectives,fafnumberfoffkeyftakeawaysfweref
compiled.fTheffourfkeyftakeawaysffromfthef
analysisfarefasffollows:
1.fAnfinvestmentfversusfcostfstrategyff

(HumanfCapitalfStrategy)fneedsftofbefadoptedf
forfthefdevelopmentfoffcyberspacefwarriorsf
byfdoingftheffollowing:

f –fInstitutionalizefafprocessfoffeducation,ftraining,f
certification,fenforcement,fandfinspection

f –fBuildfrelationshipsfamongfCoalition,f
Combined,fJoint,fInteragency,fCivilianfSectorf
BusinessfandfAcademia,fandfServicesf
tofbuildfskills,fTactics,fTechniques,fandf
Proceduresf(TTPs),fandfcurriculum

f –fWalkfthef“trainfasfweffight”ftalk
2.fAcquisitionfpoliciesfneedftofbefreformedff

tofevolvefauthorities,fprocessesfandfportfoliosf
tofgetfthefprocessfdoneffasterff
andfmakefitfmorefflexible.

3.fNationalfandfinternationalf“legalfframeworks”f
(e.g.,fLawsfoffArmedfConflictf(LOAC),f
StatusfoffForcesfAgreementf(SOFA),fGenevaf
Convention,ftreaties)fneedftofbefchangedf
tofaccommodatefthreatfresponsefunderfthef
conditionfoffuncertainfattribution.

f –fAttributionfandfthefabilityfto,fasfaccuratelyf
asfpossible,fidentifyfanfadversaryfisf
extremelyfimportant

f –fProportionalityf(DIMEf[Diplomacy,fIntelligence,f
Military,fandfEconomics]factions),fRulesfoff
Engagement,fcyberfLOAC,fdeclaratoryfpolicy,f
deterrencefversusfresponseftofattack

4.fCyberspacefculturef(values,fattitude,fbeliefs)f
andfarchitecturefneedftofbefshiftedfasf
reflectedfinftheftablefbelow:

Focus�on: Deemphasize:

Deterrence Response

Payload Platform

Data Source

Singlefuniversalf
standard

Severalfstandards

Virtualfpresence Physicalfpresence

Weaponization Administration

Newfcapabilities Establishedf
capabilities

Trust Doubt

NeedftofShare NeedftofKnow
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Offthef11fstrategicfobjectivesfsetfbyfGeneralfChiltonf
forfthisfinauguralfUSSTRATCOMfCyberspacef
Symposium,fonefwasfachievedfasfafresultfoffaf
SeniorfExecutivefForumfhostedfbyfUSSTRATCOMf
infOctoberf2008.fThefremainingftenfobjectivesfweref
accomplishedfinfthefcoursefofftheftwofdayfsymposiumf
andfsubsequentfclassifiedfsessionsfheldfatfthefGlobalf
InnovationfandfStrategyfCenter.fThisfeventfallowedf
USSTRATCOMftofofferfafvisionfforfthefcommunityfandf
helpedfestablishfitsfleadershipfrolefinfaddressingfthef
nationalfsecurityfthreatsfevolvingfinfthefcyberspacef
domain.fThefforumfclearlyfhelpedfestablishfafcommonf
understandingfoffissuesfandfallowedfforfafwidefvarietyf
offparticipantsftofengagefnationalfcyberspacefleaders.f
Thisfinitialfvenueftookfbigfstridesftowardfcoalescingf

keyfissuesfandfdiscussingfthosefissuesfwithfaf
diversefmixfoffindividualsfpossessingfthefknowledge,f
skillfandfexperiencefnecessaryftofbeginfaddressingf
them.fFuturefeffortsftofincludefcollaborationfonfthef
recommendationsfforffuturefactionfwillfprovidefaf
frameworkfthatfwillfenhancefthefsecurityfoffourf
nations’fcriticalfnetworks,fbothfinternalfandfexternalf
tofthefDoD.fThesefeffortsfwillfprovidefnewfprocessesf
thatfwillfprojectfthefculture,fconductfandfcapabilitiesf
thatfwillfbefneededftofoperatefatfnetworkfspeedfinfthef
everfchangingfcyber-centricfenvironment.f

Key�Recommendations/Action�Items
Afcomparisonfofftheseftakeawaysfwithfcommentsf
andfquestionsfduringfthefsymposiumfgeneratedf
theffollowingfkeyfrecommendations/actionfitems:
1.fEstablishfnational/internationalfcyberspacef

focusedfrelationshipsf(e.g.,fgovernment,f
business,fandfacademia)ftofembracefaf
culturefoffsharing.

f –fFieldfafscalablefnationalflevelfgovernment,f
business,fandfacademiafcommonfoperatingf
pictureftofwhichfallfentitiesfcanfcontributef
theirfproblemsfandfsolutions.

2.fUpdateflaws,fguidancefandfpolicyfasftheyff
applyftofcyberf(e.g.,fmakefcyberflawsfrelativef
tofcyberfattribution.)

f –fMakefpolicyfconsistent,fdeclaratoryfandf
enforceablef(internalfandfexternal).

f –fMoveftofcommonfstandards,fprotocolsfandf
policies,fallfwithfaccountability

3.fExploreftraditionalfandfnon-traditionalfsourcesf
forfcyberfmanpowerfandfexpertisefsuchfasf
cyberfmilitia(s)fandfcyberfJASON.f(JASONf
isfanfindependentfgroupfoffscientistsfthatf
advisesfthefUnitedfStatesfGovernmentf
onfmattersfoffsciencefandftechnology.f
Forfadministrativefpurposes,fJASON’sf

activitiesfarefrunfthroughfthefMITREf
Corporation,fafnon-profitfcorporationfinf
McLean,fVirginia,fwhichfcontractsfwithfthef
DefensefDepartment.fThefnamef“JASON”f
isfsometimesfexplainedfasfanfacronym;f
however,finffact,fthefnamefisfafreferenceftof
Jason,fafcharacterffromfGreekfmythology.)

4.fBuildfinfsecurityfconsiderationsffromfthef
groundfupftofinclude:

f –fAdoptfafnarrowerfprofilefandflimitff
avenuesfoffapproachfbyfmovingftofnextf
generationfcapabilities

f –fInternetfProtocolfversionf6–IPv6
f –fSignedfcode
f –fThin-clientfarchitecture
f –fAddressfSpacefLayerfRandomization—ASLR
f –fSecurefnon-IPfbasedfcommsfforfcriticalf

C2,fincludingfLogisticsfinfo
f –fTrustedfPlatformfModules—TPM
f –fMakefsecurityfafkeyfacquisitionf

consideration:fverifiable,ftrustedfsources
f –fEstablishfafDoD/USGfcyber-focusedfrisk/

hazardfassessmentforganization
f –fStandardizefandfautomatefsecurityf

requirementsfandfresponsefactionsfasfaf
forcefmultiplier
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Symposium Welcoming Remarks

Mr. Kevin Williams:fLadiesfandfgentlemen,fiffIf
couldfpleasefhavefyouftakefyourfseats.

Welcomeftoftheffirstfcyberspacefsymposiumf
cosponsoredfbyfU.S.fStrategicfCommandfandf
AFCEAfInternational.f

I’mfKevinfWilliamsfoffStrategicfCommandfGlobalf
InnovationfandfStrategyfCenter.f

Ifwouldflikefalsoftofthankfeveryonefforftakingftimef
outfofftheirfbusyfschedulesftofcomefbefpartfoffthisf
event.fWe’vefgotfafgreatfagendaflinedfupfoverfthef

nextftwofdays.fMostfimportantly,fwe’vefgotfnearlyf
1500fpeoplefherefcomposedfoffafcrossfsectionf
offthefgovernment,fDepartmentfoffDefense,fthef
intelligencefcommunity,fprivatefsector,fourfalliedf
nations,fandfacademia,fallfoffthefwayffromfourf
mostfseniorfleadersftofpeoplefstillfattendingfcollegef
rightfherefinfOmaha.fSofit’sfgoingftofbefafgreatf
opportunityftofdofwhatftheyfcallfcrowdfsourcing.f
We’refgoingftofchallengefyouftofgetfintofyourftrackf
sessions,frollfupfyourfsleevesfandfdivefdeepfintof
thefeffortftofgetfusfsomefnewfknowledgefasfwef
go,faddressingfourfthemefoffadvancingfcyberspacef
capabilitiesftofdeliverfintegratedfeffects.

We’refgoingftoftryfsomethingfdifferentfherefforff
QfandfAfsessions.fTherefwillfbefanfe-mailfaddressfthatf
willfbefputfupfonfthefscreenfwherefyoufcanfe-mail.f
Iffyoufdon’tfhavefe-mailfcapability,fyou’llfseefthere’sf
afpiecefoffpaperfatfyourftable,fandfyoufcanfdofjustf
afhandwrittenfresponse,fandfwefwillfpickfthosefupf
andfsendfthosefintofthefmoderator.fWefalsofprovidef
feedback.fWefwantftofmakefthisfbetterfnextftime.f
Pleaseffillfoutftheffeedbackfafterfthefsessionsfandf
capturefyourfthoughtsfsofwefcanfimprove.fAndfjustfaf
reminderfthatfwefneedfallfcellfphonesfandfPDAsfonf
silent.fAndfthisfisfallfunclassified,fsoflet’sfbefcarefulfinf
discussionsfthatfwefkeepfitfatfthefunclassifiedflevel.

IfwouldfnowflikeftofturnfitfoverftofMr.fKentfSchneiderf
whofisfpresidentfandfCEOfoffthefArmedfForcesf
CommunicationsfElectronicsfAssociation.

Mr. Kevin E. Williams, SES, DAF  

Director, Global Innovation and Strategy Center
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Mr. Kent Schneider:fGoodfmorning.fIfwantftofjoinf
Kevinfinfwelcomingfyouftofthisffirstfcyberspacef
conference.fIfthinkfit’sftestimonyftofthefimportanceftof
thefsubjectfwhenfyouflookfaroundfthefroomfandfyouf
seefthefnumberfoffpeoplefthatfhavefrespondedftofaf
first-timefevent.fIfcanftellfyoufwefdofaflotfoffeventsf
aroundfthefworld.fTheffirstftimefeventsfarefalwaysf
problematicfbecausefpeoplefaren’tfsurefexactlyfwhatf
they’refhereffor.fAndftofseefthisfmanyfpeople—withf
thefmixfoffpeoplefthatfwefhavefhere—certainlyfsaysf
thatfwefallfrealizefhowfimportantfthisfis.

LastfyearfAFCEAfbeganfafseriesfoffeventsfwefcallf
Solutions.fAndfwefdidfthatfatfthefrequestfoffOSDf
becauseftheyfwantedfafsetfoffinteractivefsessionsf
focusedfonfcurrentftopicsfoffinterest.

WeftookftheftopicsflastfyearffromfOSD,fbutfthisfyear,f
startingfinfaboutfJuly,fwefsentfoutflettersftofaboutf
250fseniorfleadersfaroundfthefworld,fincludingfallfoff
thefcombatantfcommanders.

Andfwefaskedfthemfwhatfthefprioritiesfwerefthatf
wefshouldfaddressfthisfyear,fandfitfprobablyfwouldf
comefasfnofsurpriseftofanybodyfinfthisfroomfthatfthef
numberfoneftopicfaboutftwoftofonefoverfanyfotherf
topic,fwasfcyberfwarfare.fThefsecondftopic,fjustfforf
yourfinterestfandfprobablyfwouldn’tfsurprisefyouf
either,fwasfinter-agencyfandfcoalitionfinformationf
sharing,fwhich,foffcourse,fcomesfrightfbackftofthef
subjectfthatfwe’refhereftoftalkfaboutfbecausefthef
morefcomplexfthefenvironment,fthefmorefdifficultfitf
isftofoperatefeffectively.

Sofonfbehalffoffthef33,000fmembersfoffAFCEA,fIf
wantftofwelcomefallfoffyoufhere.fIfwantftofthankf
GeneralfChiltonfandfthefstafffatfSTRATCOMfwhof
havefjustfbeenfterrificftofworkfwith,ftofhelpfputfthisf
together.fWeflookfforwardftofthefnextfcouplefoffdays.

IfwantftofechofKevin’sfpointfthatfwefencourageff
youftofnotfbefspectatorsfinfthisfevent.fWe’vef
madefitfpossiblefforfyouftofsendfquestionsfandf
commentsfinfelectronically,forfyoufcanfdofitfwithf
afpiecefoffpaper.fButfhoweverfyoufdofit,fwefreallyf
wantfyouftofparticipatefoverfthefnextfcouplefoff
daysfandfnotfjustflisten.

AndfIfnowfhavefthefpleasureftofintroducefyourfnextf
speaker:fLieutenantfGovernorfRickfSheehyfoffthef
greatfStatefoffNebraska.fPleasefjoinfmefinfwelcomingf
thefHonorablefRickfSheehy.

Mr. Kent Schneider, President and CEO, AFCEA International 
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Welcome to Omaha

Lt. Gov. Sheehy:fWell,fthankfyou,fKent,fGeneralf
Chiltonfandfotherfguests.fIfamfveryfhonoredf
tofbefherefthisfmorningfforfthisffirstfinauguralf
CyberspacefSymposium.fWe’refveryfproudfoffthef
workfthatfisfdonefatfOffuttfAirfForcefBasefandfalsof
atfSTRATCOMfandfIfdon’tfthinkfwefcanfprobablyf
sayfhowfhonoredfwefareftofhavefthemfhere.fButf
it’sfgreatftofhavefallfoffyoufherefthisfmorningf
becausefNebraskafhasfaflotfoffexcitingfthingsff
goingfonfrightfnow.f

Yesterdayfmorning,fiffyoufhappenedftofbefwatchingf
GoodfMorningfAmerica,fyoufsawfNebraskafrankedf
numberfonefasfthefhappiestfstatefinfthefcountry.f
So,fwe’refmovingfinfthefrightfway.fThefreasonsf
theyfgavefthatfwe’refhappyfis,fnumberfone,fwef
currentlyfarefonefoffaffewfstatesfthatfhavefaf
positivefbalancefinfourfcashfreservefinfourfbudget.f
Currentlyfatfthefstateflevel,fwefarefnotfhavingftof
reducefjobsfandfcutfbudgets.fWefhavefonefoffthef
lowestfdebtflevelsfoffcitizensfacrossfthefcountry,f
andfalsofwefhavefonefofftheflowestfhousingf
foreclosurefrates.fAndfsofmainfstreetflookedf
aroundfthefcountryfandfcamefupfwithfthefmatrixfoff
howftofmeasure,fandfputfNebraskafnumberfone.f
IfthinkfIowafisfnumberftwo.fColorado,fMissouri,f
somefoffthefmid-westernfstatesfwerefthere.fYouf

know,fthefstatesfthatfhavefthefoceansfandfthef
mountainsfandfthefwarmth,ftheyfaref48,f49thfandf
50th.fSo,fwefturnftheftemperaturefdownfaflittlefbitf
forftodayfandftomorrowfjustfsofthatfyourfmindsf
arefkeepingfsharpfaboutfwhat’sfgoingfonfherefinf
thefsymposium.fYou’refnotfhavingftofworryfaboutf
what’sfgoingfonfoutside.

ThefQwestfisfanfamazingffacility.fTheftechnologyf
andfthefinfrastructurefthatfhasfgonefintofthisf
building,fitfhasfheldfsomefworld-classfevents.fAndf
Ifthinkfthefcyberspacefsymposiumfisfalsofgoingftof
befworldfclass.f

But,fyoufknow,fjustfaffewfmonthsfagoftheyf
transformedfthisfareafoffthefQwestfintofaff
portablefswimmingfpoolfforfthefOlympicfSwimf
Trials.fJustfrecently,fitfwasfalsofthefhomefoffthef
NCAAfvolleyballftournament.fAndfsofwe’refveryf
proudfoffwhatfisfhappeningfherefinfOmahafandff
alsofinfthefQwestfCenter.

But,fyoufknow,fIfalsofwantftofsayfthankfyouftofthef
menfandfwomenfwhofarefinfourfmilitary.fHerefinf
Nebraska,fthefLieutenantfGovernorfservesfasfthef
DirectorfoffHomelandfSecurityfforfthefStatefoff
Nebraska.fSofIfhavefthefopportunityftofbefengagedf
andfinteractfwithfourfwarriorsfherefinfthefstatefandf
acrossfthefcountryfonfafveryffrequentfbasis.fAndfIf
justfwantftofsayfthankfyoufforfthefsacrificefthatfyouf
makefinfservingfourfcountryfandfservingfourfmilitary,f
protectingfourfdemocracyfandfourfliberty.f

Andfevenfthoughftodayfonefoffmyfresponsibilitiesfisf
thefPresidingfOfficerfoverfthefNebraskaflegislature,f
yesterdayfIfhadfanfopportunityftofgofthroughfaf
closingfoffafchapterfoffex-prisonersfoffwarffromfthef
VietnamfWar.fWorldfWarfIIfveteransfwereftherefandf
wefhadfafceremonyfinfLincoln.fAndfyoufknow,fwef
thinkfaboutfthefmenfandfthefwomenfwhofservedf
backfinfWorldfWarfII,fthefGreatfWar,fandfourfotherf
warsfandfhowfthankfulfwefare.fButfthenfalsoftoday,f
I’mfgoingftofbefrepresentingfthefGovernorfforfaf
pinning,frecognizingfsomefsoldiersfwhofwerefinjuredf
infOperationfIraqifFreedom.fAsfafcitizen,fIfthinkfwefallf
needftofsayfthankfyouftofthefmenfandfwomenfwhof
servefourfcountryfandftheftremendousfjobfthatfyouf
dofkeepingfusfsafefeveryfday.

Lieutenant Governor Rick Sheehy, State of Nebraska
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ThefworldfhasfchangedfsincefSeptemberf11th,f
andfthefotherfthreatsftofourfcountry,fwefknowf
thatfthreatsfcontinueftofbefdevelopedfbyfourf
enemiesfday-to-day.fAndfsofit’sfimportantfforf
usftofcomeftogetherfherefinfafsymposiumfwithf
military,fgovernmentfofficials,fandfpublicfentitiesf
tofdevelopfrelationshipsfandftofsharefnewfideasf
andfnewftechnologies,fbecausefwefarefnowf
infafnewfwar,fandfthatfwarfisfcybersecurity.f

AndfsofIfhopefthatfyouftakefthisfopportunityftofreachf
outftofeveryonefhere.fButfalso,fmorefimportantly,f
challengefeachfotherfbecausefthatfisfhowfwef
becomefbetterfinfthefjobsfthatfwefdo.

Andfso,fyoufknow,fevenfatfthefstateflevel,fwefaref
workingfveryfhardfonfcybersecurity—intrusionf
devices.fThefNationalfGovernor’sfAssociationf
hasfanfassociationfoffhomelandfsecurityfadvisersf
responsibleftofprovidefinformationftofourfGovernors.

JustfrecentlyfwefhavefstoodfupfafCybersecurityf
SecurefCommunicationfandfInformationfTechnologyf
Council,fwhichfisfafcouncilfthatfIfchair,fbecausefwef
arefnotfintegratedfonfcybersecurityfandftherefarefsof
manyfwaysfthatfthosefthatfwantftofgetfinformationforf
thosefthatfwantftofcausefproblemsfwithinfourfsystemf
havefthefabilityftofgetfintofthosefsystems.fSofit’sfveryf
importantfthatfwe’refgoingftofworkfatftheflocal,fthef
state,fandftheffederalflevelsftofensurefthefsafetyfandf
securityfoffinformation.fAfcyberfattackfcanfbefjustfasf
devastatingftofthefmilitaryforftofafstatefgovernmentf
asfsomebodyfusingfsomefotherfformfoffweapon.

SofIfamfveryfhonoredftofbefhereftodayfandftofsayf
welcomeftofthefStatefoffNebraska—welcomeftof
Omaha.fIfknowfthatfyourfagendafinfthefnextftwof
daysfisfveryfbusy,fbutfIfthinkfthefinformation,fthef
opportunityfthatfit’sfgoingftofprovidefyoufisfgoingftof
makefourfcountry,fourfstates,fmuchfstronger.f

SofIfjustfwantftofsayfthankfyoufforfthefopportunityftof
spendfsomeftimefwithfyoufthisfmorning.fHopefullyf
you’llfhavefanfopportunityftofgetfoutfandfenjoyfourf
statefandfthefCityfoffOmahafsome,fbutfenjoyfthefrestf
offyourfconference.f



Speaker—GeneralfKevinfP.fChilton,fCommander,fU.S.fStrategicfCommand

Chapter 1
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Opening Remarks—USSTRATCOM Perspective
Speaker: General Kevin P. Chilton, Commander, U.S. Strategic Command

It’sfgreatfhavingfthefLieutenantfGovernorfhere.fMr.fSchneider,fwhatfafgreatf

partnershipfwithfAFCEA.fThankfyoufforfbeingfhere.fIfwantftofrecognizefLieutenantf

GeneralfJohnfDubia,fwho’sfworkedfsofcloselyfwithfthefSTRATCOMfstaffftofmakef

thisfhistoricffirstfCyberspacefSymposiumfinfOmahafhostedfbyfU.S.fStrategicf

CommandfandfAFCEAfafresoundingfsuccess.f

Flagfofficersffromfallfaroundfthefworldfarefhere.f
Militaryfmembersffromfeveryfstafffoffeveryf
combatantfcommand,ffromfeveryfservicefaref
presentfhereftoday.fWefhaveffriendsfandfalliesfheref
fromfaroundfthefworldfthatfarefparticipating.fGreatf
communityfsponsorshipfandfsupportffromftheflocalf
community.fAndfoffcoursefourfindustryfpartnersf
fromfthefgreatfcontractfcommunityfthatfisfsofvitalf
tofthisfmissionfsetfarefalsofhereftoday,falongfwithf
ourfSTRATCOMfmenfandfwomen.fThankfyoufallfforf
comingfandfbeingfafpartfoffthisfconferenceftoday.f

ThesefarefindeedfexcitingftimesfatfU.S.fStrategicf
Command,fandfinffactfexcitingftimesfinfU.S.fhistory.f
Particularlyfwhenfwefstartfthinkingfaboutfwhat’sf
goingfonfinfcyberspace.f

Sofwhat’sftheforiginfoffthisffirstfeverfconferencefheref
atfSTRATCOMfinfOmaha?f

WhenfIfarrivedfbackfinf2007fwefstartedffocusingfonf
whatfwasfmostfimportantfdayfinfandfdayfoutfinfthef
command,fandfthosefare,fourfthreeflinesfoffoperations.f

Offthosefthree,fcertainlyfafmissionfsetfoffdeterrencef
isfonefthatfwefwellfunderstandfandfhavefbeenf
involvedfinfforfmanyfyearsfinfthisfcommand.fAlthoughf
Ifwouldfpointfoutfit’sfgoingftofbefafnewfgamefandf
itfisfafnewfgamefinfthef21stfCentury,fobviously,fasf
comparedftofthefColdfWar.f

Space,fwe’vefbeenfworkingfthatflinefoffoperationfforf
quitefaflongftimefasfwell.f

Certainlyfthefleastfmaturefoffourflinesfoffoperationsf
andfarguablyfonefoffthefmostfimportantfisftheflinef
offoperationfinfcyberspace.fWhenfyouflookfatfwhatf
thefPresidentfoffthefUnitedfStatesfhasfaskedfU.S.f
StrategicfCommandftofdo—tofdirectfthefoperationsfoff
thefGlobalfInformationfGridfthatfsupportfourfcombatantf

commandsfandfservicesfallfaroundfthefworldfeveryf
day,ftofoperatefit,ftofdefendfit,fbothfinfpeacetimefandf
atfwar;ftofbefpreparedftofplanfandfwhenfdirectedf
conductfoffensivefoperationsfthroughfthisfmediumf
forfthisfdomain;ftofsynchronizefoperationsfbetweenf
combatantfcommandersfinfthefregionsfandfacrossf
thefglobe;fandftofbefthefprincipalfadvocatefforfthef
capabilitiesfandfneedsfforfthefwarfightersfinfthisf
domain—itfmadefperfectfsenseftofbringfyoufallf
togetherfherefinfOmahaftofhelpfusfgetfourfheadsf
aroundfthisfgreatfmissionfsetfthatfwe’vefbeenfgiven,f
thisfdauntingfmissionfsetfwe’vefbeenfgiven.f

I’llftellfyoufwhat,fwefknowfwefdon’tfhavefallfthef
answers,fandfoftenftimesfdon’tfevenfknowfwhatfthef
rightfquestionsfareftofask.fThat’sfwhyfit’sfsofimportant,f
iffIfcouldfechofMr.fSchneider,fforfyouftofbefafparticipantf
infthisfconferencefandfnotfjustfafnoteftaker.fI’mfgoingftof
encouragefcontroversyfhere.fIfwantftofhearfbothfsidesf
offthefarguments.fAndfifftherefarefthreefsidesfIfwantftof
hearfthefthirdfsidefasfwell.fIfwantfyouftofchallengefthef
speakers,fchallengefthefpanels,fbefinvolved.fThere’sfaf
lotfwefcanflearnfandfthere’sfaflotfwefmustflearn.f

You’vefheardfKevinfWilliamsf[GISCfDirector]ftalkf
aboutfcyberspacefasfafdomain.fThat’sfthefwayfIfthinkf
aboutfit.fInffactfIftryftofbreakfthingsfdownfprettyf
simplyfforfmyself,fjustfsofIfcanfgetfmyfheadfaroundf
it.fWefhavefthefairfdomain,fwefhaveftheflandfdomain,f
wefhavefthefmaritimefdomain,fwefhavefthefspacef
domain,fandfwefhavefthefcyberspacefdomain.fThef
firstfthreefcanfbefprettyfmuchfdefinedfbyfgeographyf
orfrangefoffoperation.fTheflastftwofarefabsolutelyf
globalfinfnature.fInffactftheyfarefagnosticftofthef
artificialflinesfthatfwefmayfdrawfonfafmap.fTheyf
cannotfcareflessfaboutftheflocationfoffcontinentsf
andfoceans.fSpacefandfcyberspacefarefcross-cuttingf
domains,fbutfthey’refeveryfbitfasfmuchflikefair,flandf
andfsea—warfightingfdomains,fdomainsfthatfwef
canfexpectftofbefchallengedfin,fdomainsfthatfwef



14  t  2009 Cyberspace Symposium Proceedings

needftofdependfonftofconductffullfmilitaryfoperationsf
asfwellfasfcommercefthatfsupportsfthefeconomy.f
Theyfdemandffreedomfoffaction,feachfonefoffthosef
domains,fandfsofdoesfcyberspace.f

Forfthefseas,fthefmaritimefdomainfdemandsffreedomf
offactionfforfcommercefandfinfwartimefforflogisticf
resupplyfandfmovementfofftroopsfandfammunitionfandf
equipmentfforwardftoffar-offftheaters.f

Thefglobalfcyberspacefdomainfisfhowfwefmovef
information.fIt’sfhowfwefmoveforders.fIt’sfhowf
wefmovefthought.fWefneedfthatftofbefsecuref
andfavailableftofusftoffreelyfoperatefin,fbothfinf
peacetimefandfatfwar.f

I’dflikeftofgivefaflittlefperspectivefonfwherefIffeelf
likefwefarefinfthisfgreatfventurefofftakingfonfthef
missionfsetfinfcyberspace.fI’mfgoingftofflashfback,f
usefmyftimefinfthefmilitaryfandfsetfitfbackfinfthef
samefperiodfofftimeforfthefsameflengthfofftimef
backfinfhistory.f

I’vefbeenfinfthefAirfForce,fcommissionedfforf33f
yearsfnow,fsofI’mfgoingftoftakefusfbackftof1893f
andfI’mfgoingftofcommissionf2ndfLieutenantfChilton,f
graduatingffromfthefU.S.fMilitaryfAcademyfatfWestf
PointfwherefIfprobablyfspentfaflotfofftimefstudyingf
landfwarfare.fIfprobablyfspentfaflotfofftimefstudyingf
lessonsflearnedffromfthefCivilfWarfandfincreasedf
firepowerfandfthefpowerfoffdefensivefpositionsf
versusffrontalfassault.fIfprobablyflearnedfaffewf
thingsfaboutfwhatfhappenedftofCusterfinf1876fandf
operationsfinfthefwest.fIfprobablyfdidn’tfthinkforf
wasfnotfeducatedfonefiotafaboutfthefthoughtsfoff
howfonefmightfusefafnewfdomainfforfwarfarefcalledf
airfbeyondfmaybefballoonsfforfartilleryfspotting.f

1893.fWhyfdidfIfpickfthatfyear?fBecausef10fyearsf
later,finf1903,fthefWrightfBrothersfflew.fSuddenlyf
therefwasfafnewfdomainfavailable.fItfwasfnascent,f
butfitfwasfthere.fAndf33fyearsflater,fafterfbeingf
commissionedf2ndfLieutenantfChiltonffoundfhimselff
inf1926.fAndfnotfonlyfhadftheyfaddedfmannedfflightf
tofthatfthoughtfinfthatfdomainfinfWorldfWarfI,fhef
wasfthinkingfaboutfhowfhefwasfgoingftoffightfthef
nextffightfinfthatfdomainfandfhowfimportantfitfwasf
tofprotectfthatfdomain,fandfthefgrowingfimportancef
offthatfdomainftofcommercefandffreedomfandf
transportationfandfthefdevelopmentfoffthisfcountry.f

Inf1976fwhenfIfenteredfthefAirfForcefasfaf
commissionedfAirfForcefofficer,fIfwasfonefyearf
pastfhavingfturnedfinfmyfslidefrulefandfbuyingf

myffirstfHP-35fhandheldfcalculatorfforf$275.fThef
conceptfoffaflaptopforfafdesktopfcomputerfwasf
notftaughtfatfthefAirfForcefAcademyfwhenfIfwasf
there.fYetf10fyearsflater,finf1986,fwhenfIfarrivedfatf
NASAfsomeonefcamefinfandfputfthisfthingfonfmyf
credenza,fmovedfmyffilesfoutfoffthefwayfandfmovedf
somefbooksfoutfoffthefwayfandfsetfthisfscreenfonf
myfcredenzafandfafkeyboardfandfshovedfsomethingf
underfmyfdeskfandfsaidfherefisfyourfcomputer.f
ItfwasfafWrightfBrothersfmoment,fiffyoufwill,finf
cyberspacefforfme.f

Now,f33fyearsflater,finf2009,fIfamfdependentfonf
cyberspace.fI’mfdependentfonfitfinfmyfpersonalf
life.fThisfcountry’sfdependentfonfitfforfcommercef
andfitsfeconomy.fAndfwarfightersfaroundfthefworldf
arefdependentfonfitftofconductfoperationsfnotf
justfinfcyberspace,fbutfinfeveryfotherfdomain.fInf
thirty-threefyearsfthisfhappened.fFasterfthanfthef
revolutionfoffflight.f

Justfthinkfaboutfit.fInf1981ftherefwasfthisfreallyf
brightfyoungfmanfnamedfBillfGatesfwhofsaidfyouf
know,fIfthinkf640Kfoffmemoryfisfaboutfenoughfforf
anybodyftofuse.fIfcan’tfimaginefeverfneedingfmoref
thanfthat.fBillfGates,f1981.fTalkfaboutfchange.f

Inf1991,fIfrememberfinfNASAfwefupgradedfthef
spacefshuttlefmainfcomputer.fWefdoubledfitsf
computingfcapacityffromf128Kftof256K.fThat’sfthef
computerfwefstillfuseftodayftofgoftofandffromforbitf
infthefspacefshuttle—256K.fThefpacefoffchangefinf
thisfdomainfhasfbeenfabsolutelyfastounding.f

IffIfcouldfcontinuefonfwithfthefairplanefmetaphorf
andftakefusfbackftofWorldfWarfI,fIfthinkftheref
mayfbefsomefanalogiesftherefasfwell.fInfthefearlyf
daysfoffWorldfWarfIfthefGermanfaviatorsfwouldf
befupfandfthefFrenchfaviatorsfwouldfbefupfonfthef
otherfsidefoffthefline,fandfreallyftheyfwerefkindfoff
lookedfatfasfnon-combatants.fMostlyfwhatftheyf
werefdoingfwasfobservingforfspying,fcollectingf
informationffromfthatfdomain.fTheyfwerefevenf
knownfonfoccasionftofpassfclosefenoughftofseef
eachfotherfinfcockpitsfandfwaveftofeachfotherfasf
theyfwentfby—afratherfgentlemanlyfapproachftof
thisfnewfdomain.fWefwerefenemies,ftheyfsaid,fbutf
wefshouldfnotfforgetfthefcivilities.f

Nowfthere’sfaflegendftoldfaboutfoneffatefulfdayfwhenf
afGermanfandfFrenchfpilotfpassedfeachfother,fandfthef
Germanfpilotfmustfhavefhadfafbadfmorningfbecausef
hefshookfhisffistfatfthefFrenchfpilotfasfhefwentfby,fasf
thefFrenchmanfsaidfinfafratherfblusteryfandfcaddishf
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way.fWell,fthefnextfdayfwhenfthefGermanfapproachedf
hefhurledfsomefsortfoffmissilefatfthefFrenchfpilotfasf
hefrodefby,fandfthefFrenchfpilotfwasfsofincensedfthatf
hefdovefatfthefenemy,fandfIflovefthisfpart,fdrewfaf
smallfflaskfoffportfwineffromfhisfpocket—andfbouncedf
itfofffthefexhaustfmanifoldfoffhisfboorishfantagonist.fIf
lovefit.fFlyingfwithfafbottlefoffwine.f

Asftheflegendfgoes,fthatfmarkedfthefendfoff
courtesyfinfthefairfdomainfandfthefbeginningfoff
hostilities.fWhatffollowed,fthough,fwasfafdramaticf
changefinfthreefareas,finfmyfview.fTherefwasfaf
changefinfculture,finfthefwarfightingfculture,fandf
howfwefthoughtfaboutfusingfthisfnewfdomain.f
Therefwasfafchangefinfconduct,finfrulesfoff
engagement,fonfhowfwefvaluedfandftreatedfthisf
newfdomainfoffair.fAndftherefwasfafdramaticf
andfmeasurablefchangefinfthefcapabilitiesfandf
theftreasurefwefwouldfinvestftofdevelopfthosef
capabilitiesfinfthisfdomain.f

Wefhavefmovedfpastfthefcivilitiesfinfthefcyberf
domain.fU.S.fforcesfandfthosefoffourfadversariesf
nowfrelyfheavilyfonftheirfcomputerfnetworksfforf
commandfandfcontrol,fforfintelligence,fforfplanning,f
forfcommunications,fforfconductingfoperations.f
Butfthesefarchitecturesfarefvulnerable.fInffactfforf
morefthanf15fyearsfthefU.S.fgovernmentfandfDoDf
networksfhavefcomefunderfincreasingfpressureftof
attacksfandfprobesffromfadversaries,fasfdiversefasf
nationfstates,ftofthefdisgruntledfindividualforfboredf
teenagefhacker.fAndfwhilefwefhavefdetectedfillicitf
activityfonfourfnetworksfforfmorefthanf15fyearsfandf
employfresourcesftofofferfafcomprehensivefmulti-
disciplinaryfapproachftofprotectingfourfnetworks,fwef
needftofdofmore.f

Allfoffus,fallfoffus—mefincluded—arefmakingf
itftoofeasyfforfourfadversariesftofexploitfourf
networksftoday.fLikefthefWorldfWarfIfaviatorsf
wefneedfafchangefinfourfculture,fourfconduct,f
andfinfourfcapabilitiesfiffwe’refgoingftofadvancef
thefstatefoffartfandfprovidefthefprotectionfandf
freedomfoffactionfwefneedfinfthisfdomain.f

Letfmefbeginffirstfwithfculture.f

Cyberspacefreallyfgrewfupfasfafconfluencefoff
technologiesfthatfevolvedfinftoday’sfgloballyf
connectedfnetworks.fInffactfIfreflectedfonfmyf
experiencefatfNASA,fIfrememberfafterftheyfputf
thatfcomputerfonfmyfdeskfIfsuccessfullyfignoredfitf
forfaboutfafmonth.fI’dfhaveftofdustfitfonfoccasionf
andfIfwouldfgripefaboutfitfbeingfinfthefwayfoff

myfin-boxfonfoccasion,fbutfinevitablyfonefdayfIf
missedfafmeeting.fIfaskedfthefpersonfwhofhadf
organizedfthefmeeting,fIfsaidfwhyfdidn’tfyouftellf
mefthefmeetingfwasfhappening?fTheyfsaidfwell,fIf
sentfyoufanfelectronicfmessage.fIfsaidfwhyfdidn’tf
youfjustfcallfme?fWhyfdidn’tfyoufjustfhollerfatf
me?fWefsharedfafdeskfinfthefsamefoffice.fThisf
personfhadfmovedfonfandfIfhadfnotfbegunfthef
culturalfshiftfintofcyberspace.fAndfinffactfwhatf
happenedfthen,finfmyfview,fisfthefculturefthatfwef
developedfbecausefoffthefwayfcyberspacefgrewf
wasfonefoffconvenience.fItfwasn’tfconvenientf
forfthisfpersonftofcallfme,fandftheyfcouldn’tf
befinterruptedflongfenoughforfthoughtfIfwasf
toofbusyftofbefinterruptedfasfIfworkedfatfmyf
deskfsoftheyfsentfmefanfelectronicfmessage.f
Wefdidn’tfcallfthemfe-mailsfinfthosefdays.f

Thinkfaboutfit.fWhenftherefwasfafproblemfwithfyourf
computer,fwhofdidfyoufcall?f

Thefsmartfyoungftechnician,fthefinformationf
assurancefpersonfthatfworksfinfyourfoffice.fOrfdof
youfcallfthefJ6forfthefA6,fN6,fG6,fandfsayfgetfdownf
herefandffixfmyfdarnfcomputer—it’sfnotfworking.f
Andftheyfdid.fAndftheyfdo.fAndftheyfcomefandffixf
thosefmachines.fAndfwefdevelopedfthisfculture,f
infmyfview,fthatfthefcyberfdomain,fthefcomputersf
onfourfdesksfareftherefjustfforfconvenience.fTheyf
arefnotfpartfoffafwarfightingfdomain.fButfinffact,f
theyfare.fAndftheyfarefnotfjustfJ6fproblems.fItfisf
Commanders’fbusiness.f

Andfthisfisfafculturalfshiftfthatfwefmustfmake.f
Wefmustfthinkfaboutfthisfdomainfandftheftoolsfinf
thisfdomainfandfthefreadinessfoffthisfdomainfasf
commanders,fasfessentialftofsuccessfulfoperations.f

WhenfIfwasfafwingfcommanderfoffthefU-2f[Bealef
AFB,fCA]fIfreviewedfthefmaintenancefstatisticsf
onfmyfairplanesfeveryfday.fWhy?fBecausefIf
couldn’tfflyfthemfifftheyfweren’tfmaintainedf
properlyfandfifftheyfweren’tfpreparedftofoperate.f
Wefneedftofreviewfthefmaintenancefstatisticsf
andfthefreadinessfoffourfcyberfnetworks—we’ref
commandersfandfwefdependfonfthem—andfIf
challengefanyoneftofclaimfthey’refnot—everyfday.f
That’sfafmindsetfchange.f

It’sfnotfafconveniencefanyfmore,fit’sfafdependency.f
Wefneedftofrecognizefthatfwefneedfthisfdomainfandf
wefneedfthesefsystemsftofconductfourffightftodayf
andftomorrow.fWefneedftofrecognizefthatfwefcanf
fightfinfthisfdomainfjustfasfanfair-to-airffighterfcanf
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fightfinfthefairfdomain;fandfwefcanffightfthroughfthisf
domainfandfaffectfotherfdomainsfjustfasfanfairplanef
canfdropfafbombfonfaflandfdomainfandfcreatefeffectsf
acrossfafdomain.fAndfasfcommandersfwefmustf
appreciatefthefvulnerabilityfoffthisfdomain,fnotfjustf
itsfimportance.fWefhaveftoftransitionffromfafculturef
offconvenienceftofafculturefoffresponsibility.fWef
mustfrecognizefvulnerability—thefvulnerabilityfthatf
onefsystemfcanfcreatefherefonfthefotherfsidefoffthef
world,fnotfjustflocally.f

EveryfSoldier,fSailor,fAirman,fMarinefinfthefmilitaryf
isfonftheffrontflinefoffcyberfwarfarefeveryfday.fIffyouf
thinkfaboutfthefguardsfwhofguardfyourfbases,fwhof
standftherefatfthefgatefandfmakefsurefonlyfthefrightf
peoplefcomefinfandfkeepfthefwrongfpeoplefout—
that’sfeverybodyfwhofhasfafcomputerfonftheirfdeskfinf
thesefdomainsftoday.fTheyfarefpartfofftheffrontflinefoff
defensefandfinffactfthey’refengagedfinfcyberfoperationsf
thatfmatterfeveryfday,fwhetherftheyfknowfitforfnot.f

Changingfthisfculturefisfabsolutelyfimportantfandfit’sf
goingftoftake,fIfbelieve,ftheflongestfperiodfofftime.f

Conduct.fHowfdofwefconductfourselves?f

Iffyouflookfatfeveryfotherfdomainfandfeveryfotherf
system,fonefofftheffirstfprinciples,fonefofftheffirstf
thingsfweffocusfonfisfourfpeoplefandftheirftraining.f
Correct?fLandfwarfare,fseafwarfare,fairfwarfare,f
specialfoperations.fWefthinkfaboutftheftrainingfoff
ourfpeoplefbecausefwefknow,ftoolsfaside,fthat’sfourf
leveragefpointfinfanyfconflict.f

I’mfrequiredftoftrainfonfcyberspacefsecurityfbyfmyf
service,fbyfmyfcommand,feveryfyear.fIfgetfaflittlef
thingfthatfblinksfupfonfmyfcomputerfthatfsaysfyouf
arefduefforfinformationfassuranceftraining,fGeneralf
Chilton.fGetfitfdonefbyfthisfdate.fOncefafyear.f
Oncefafyear!fAndfIfgetftofreadfandfstudyfyear-
oldfadversaryftactics,ftechniquesfandfproceduresf
againstfanfadversaryfwho’sfchangingfthosefeveryf
day.fPerhapsfeveryfhour.f

We’refnotftrainingfright.fWefneedftofadjustfthat.f

Inspections.fAsfthefcommanderfoffanfaircraftfwingf
Ifexpectfmyfhigherfheadquartersftofcomefdownfandf
givefmefanfannualfoperationalfreadinessfinspectionf
tofmakefsurefIfcanfdofthefmissionfI’vefbeenfgiven.f
SofwhatfdidfIfpayfattentionftofinfthefwayfoffthatf
machine?fIfpaidfattentionftofmaintenance,flogistics,f
thefreadinessfoffmyfairfcrews,ftheirfabilityftofflyfthef
missionfandfdofthefjobfandfgetfback.f

Whatfdidn’tfIfpayfattentionfto?fThefcyberspacef
toolsfthatfIfneededftofgetfthemfofffthefground.f
Wherefarefallftheftechfordersfnowfthatfourff
peoplefuseftofmaintainfourfairplanes?fAreftheyfonf
paperfanyfmore?fAreftheyfonfclassifiedfnetworks?f
No,fthey’refonfunclassifiedfnetworksfandfthey’ref
onflaptopfcomputersforfhandheldfdevicesfthatf
arefvulnerable.fChangeftheftechfordersfonfyourf
maintenancefmanualsfonfthefflightflinefandf
watchfwhatfhappens.f

Isfcyberspacefessentialftofoperationsftoday?fShouldf
wefbefinspectingfthefreadinessfoffeveryforganizationf
thatfreliesfonfcyberspaceftofconductftheirfoperations?f
Shouldfcommandersfcarefaboutfthat?fShouldftheyfbef
gradedfaboutfthat?fIfbelieveftheyfshould.f

Whenfanfairplanefcrashes,fwhenfafshipfrunsf
aground,fiffaftankfgoesfofffthefroadfandfrollsf
invertedfinfafditch,fwhat’sfonefoffthefveryf
firstfthingfcommandersfdo?fTheyfstandfupfanf
investigationfboard,fafmishapfboard,fbecauseftheyf
wantftofgetftofthefrootfcause,ftheyfwantftoffixfthef
rootfcause.fTheyfstudyfthat,ftheyftakeflessonsf
learned,ftheyfpromulgatefitfthroughftraining,f
andftheyfmakefsurefthefforceflearnsffromfthosef
mistakesforflearnsffromfthoseftragedies.fThenftheyf
alsofgofdownfandffindfoutfwhyfitfhappenedfandfiff
therefwasfanyfculpabilityfinvolvedfinfthat.f

Dofwefdofthatftodayfinfcyberspace?fDofwefhavef
theftoolsftofholdfpeoplefaccountablefforfnotf
followingfrulesfandfregulations?fWefdo.fWefdo.fIt’sf
calledfthefUCMJ.fWe’vefgotfallfthefauthorityfwef
needftofdofthat,fbutfwefcan’tfgetfthisfbackwards.f
Wefcan’tfholdfpeoplefaccountablefiffwefhaven’tf
properlyftrainedfandfequippedfthem.fWefneedftof
dofthat.fProperlyftrain,fproperlyfequip,fproperlyf
educate,fconductfmishapfinvestigationsfwhenf
theyfhappen,fandfthenfholdfpeoplefultimatelyf
accountablefforftheirfbehavior.f

Therefareflotsfoffviolationsfthatfoccurftodayfinf
cyberspacefandfonfourfmilitaryfnetworks.fItfhappensf
today.fPeoplefthinkfthefrulesfdon’tfapplyftofthem,f
forfwhateverfreason.fOperationalfnecessityfisf
viewedfinftheirfminds,flaziness,fwhatever.fButfI’llftellf
youfwhat,fwhenfwefdofthatftherefarefadversariesf
outftherefwhofareftodayftakingfadvantagefoffthatf
misbehaviorfandfthatflackfoffdiscipline.f

Anotherfpointfonfconduct.fWhenfwefthinkfaboutfhowf
we’refgoingftofconductfoperationsfandfensurefthef
defensefoffthefnetwork.fThisfisfanathemaftofmanyf
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manyffolks.fIt’sfthefconceptfoffcentralizedfcommandf
andfdecentralizedfcontrol.fIt’sfabsolutelyfnecessaryf
infmyfviewfinfthisfglobalfdomainfthatfrequiresfpeoplef
tofbefcompliant,frequiresfhardwareftofbefupgradedf
quickly,fandfrequiresfdefensivefsystemsfthatfaref
goingftofoperatefandfworkfproperly.f

WhenfIfaskedflastfyearfhowfmanyfSIPRNETfandf
NIPRNETfmachinesfwerefonfthefDoDfnetworkfitftookf
overf45fdaysftofgetfthefanswer.fI’mfnotfsurefIfgotfthef
rightfanswerfafterf45fdays,fladiesfandfgentlemen.f

NowfiffIfaskedfGeneralfCaseyfhowfmanyfM-16sftheref
werefinfthefArmyfhefcouldftellfme,fI’llfbet,fwithinf
48fhours.fIfknowfChieffSchwartzfcouldftellfyoufhowf
manyfM-9sftherefarefinfthefAirfForcefbecausefeveryf
onefoffthemfisfsignedfinfandfsignedfout;fthere’sf100f
percentfaccountabilityfforfthosefweapons,fthatfiff
weflosefcontrolfoffmightfbefusedftofhurtfsomebodyf
withinfthefballisticfrangefoffthatfweapon.fAndfyetfwef
havefcomputersfoutftherefthatfwefdon’tfknowfthef
configurationfof,fwefdon’tfknowftheflocationfof,fwef
don’tfknowfwho’sfonfthem,fwhichfiffmisusedfcanf
affectfoperationsfonfthefotherfsidefoffthefworld,fnotf
justfinfthefroomfyou’refsittingfin.fCulturefchange,f
conductfchange,fandfthefwayfwefaddressfthis.f

Ifshouldn’tfhaveftofaskfhowfmanyfcomputersfarefoutf
there.fWefshouldfknowfandfwefhaveftheftechnologyf
today.fWefneedftofdeployfitfsofthatfwefknowfeveryf
dayfwhat’sfonfourfnetwork,fwhat’sfpluggedfin,fwhatf
itsfconfigurationfis.fDoesfitfhaveftheflatestfanti-virusf
injectedfinfitfandfupdatedfinfit?fHaveftheflatestfordersf
gonefout?fHow’sfourftraining?fEtfcetera.fThatfshouldf
befmachineftofmachinefandfitfshouldfbefautomated.f
Wefcanfdofit.fWefneedftofgetfonfwithfit.f

Changesftofculture,fconduct,fcapabilities.fOurfpeoplef
needfbetterftoolsfoutfthereftoday,fparticularlyfatfthef
commandfandfcontrolflevel,fatfthefoperationalflevelf
offwar,fatfJTF–GNO,fatfJFCCfNW,fourfoperationalf
componentfcommandersfwhofoperate,fdefendfandf
dofthefmissionsfinfthisfdomain.fTheyfneedftheftoolsf
thatfallowfthemftofbetterfmanagefthefoperationfoff
andfthefdefensefoffthisfnetworkfatfnetworkfspeeds.f
Asflongfasfwe’refdependingfonfthefhumanfelement,f
whichfwefcanfneverfforget,fbutfasflongfasfourf
principalfdependencefisfonfthefhumanfelementfandf
wefoperatefatfhumanfspeedsfwefwillfbefoutsidefthef
turningfcirclefoffourfadversary.f

Wefneedftofoperatefatfmachineftofmachinef
speeds.fWefneedftofoperatefasfnearftofrealftimeff
asfwefcanfinfthisfdomain.fWefneedftofbefableftof

pushfsoftwarefupgradesfautomatically.fAOLfdoesf
thatfonfmyfhomefcomputer,fwhyfcan’tfwe?fWef
needftofhavefourfcomputersfscannedfremotelyf
withftheflatestfanti-virusfsoftware.fWefneedfthef
hostfbasefsecurityfsystemfdeployedfthisfyear,f
notffivefyearsffromfnowfwhenfwefcanfaffordf
it,fbecausefwefcanfillfaffordfnotftofhavefthesef
technologiesfavailablefforfusftoday.f

Wefneedfcommonfoperatingfpictures,fjustflikef
commandersfinfeveryfotherfdomainfdemand.f
Todayfiffyouflookfatfourfcommonfoperatingfpicturef
infcyberspace,fasfGeneralfPollett’sfcommandfandf
controlfcenter,fyoufwillffindfplacesfinfthefUnitedf
StatesfoffAmericafthatfarefblackfholes.fBlackfholes.f
Why?fBecausefwefdon’tfknowfwhat’sfgoingfonf
there.fAndfyoufknowfwhat’sfaroundfthosefblackf
holesftypically?fTheffencesfoffonefoffourfmilitaryf
installations,fbecausefwefhavefputfupfartificialf
barriersftofkeepfthefcentralizedfcommandfandfcontrolf
authority—thefmissionfassignedfbyfthefPresidentftof
operatefandfdefend,foutsidefourfperimeter.fTheyfsayf
it’sf“myfnetwork.”fNo,fit’sfnot.fAndfafvulnerabilityfinf
“yourfnetwork”fisfafvulnerabilityftofthefentirefGIG.f

Thisfconceptfoffcentralizedfcommandfandfcontrol,f
decentralizedfexecutionfIfbelievefisfabsolutelyf
necessaryfforfourfoperationsfinfthisfcommand.f

Butfyoufknow,fatfthefendfoffthefdayfIfbelieveff
wefultimatelyfhaveftofbefevenffasterfthanff
networkfspeedfiffwe’refgoingftofdefendfthisf
networkfappropriately.fHowfdofyoufdofthat?fI’mf
notfdefyingftheflawsfoffphysicsfhere.fYoufdofitf
byffocusedfhigh-techfintelligence.fYoufdofitfbyf
focusedfhigh-techfintelligence,ffocusedfall-sourcef
intelligence,fthatftriesftofgetfyoufoutfandfanticipatef
threatsfbeforeftheyfarrive.fYoufhaveftofbefableftof
anticipatefthemfandfwhenfyoufcanfpreemptfthosef
threatsfandfpreemptfthosefattacksfbeforeftheyf
arrivefatfyourfbase,fpost,fcampforfstation,forfatff
yourflaptopfonfyourfdesk.f

Finally,fwhatfwefneedfinfthefcapabilitiesfareafisfmoref
people.fMorefpeoplefdedicatedfandffocusedfinfthisf
missionfarea.fThefservicesfarefgreatfatforganizing,f
trainingfandfequippingfair,fland,fseafandfspacefdomainf
forces.fWefneedftofmovefforwardfinforganizing,f
trainingfandfequippingfcyberfforcesftofconductfthesef
criticalfoperationsfforfthefDepartmentfoffDefense.f

Ladiesfandfgentlemen,ftodayfasfyoufheardfthef
LieutenantfGovernorfsay,fleadersfinfgovernment,f
businessfandfacademiafhavefmovedffromfruminatingf
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aboutfthreatsfinfcyberspaceftoftreatingfthemfasfrealf
andfpresentfdangers.fWefknowfwefmustfmakefthisf
transition.fWefhavefseenfgovernmentfnetworksf
probedfinfthefpast,fandfIffirmlyfbelievefthesefintrusionsf
willfonlyfcontinueftofincreasefasfwefmovefforward.f

Thefcostfhasfbeenfinfthefhundredsfoffmillionsfoffdollars.f
Wefdofafpoorfjobfoffquantifyingfit,fbutftheyfarefrealf
dollarsfandfrealfcosts.fThefcostfhasfbeenfinflostfandf
exploitedfinformationfthatfcanfbefusedfagainstfusfinf
futurefconflictsftofinterdictfourfoperations,ftofinhibitfourf
operations,forfputfusfinfafpositionftofbeflessfeffectivefinf
thefotherfdomainsfasfwellfasfinfcyberspace.f

Ourfchallengefwillfbeftofpreventfattacksfonfourf
networksfandfcross-domainfserversfbyfcomingf
throughfourfnetworks.fOurfchallengefwillfbeftoffindf
waysftofinterdictfattacksfwhenfthey’vefbeenflaunched.f
Andfwhenftheyfarefsuccessfulfourfchallengefwillfbeftof
makefthefadversaryfstopfthefattack.f

Ifthinkfthefmostfdifficultfchallengefthatfwefhaveftodayf
willfbefthefchallengefoffcontinuingftofoperatefourf
networksfwhenfwefcomefunderfattack.fThinkfaboutf
anyfotherfdomain.fIfthinkfaboutfmyftrainingfinfthefAirf
Force.fWhenfwefwentftofConditionf4fatfthefbasefforf
incomingfballisticfmissilesfwithfchem/biofgear,fchem/biof
attackfpotential.fYeah,fwefgotfitfforfthefinitialfexplosion,f
butfthenfwefwentfoutfintofthatfhostilefenvironmentf
withfourfMOPPf[Mission-OrientedfPositionfPosture]f
gearfonfandfweffixedfairplanesfandfwefloadedfairplanesf
andfwefgotfinfairplanes,fweftookfofffandfflew,fwef
conductedfoperationsfinfafhostilefenvironment.fThat’sf
whatfcyberspacefisfgoingftofbe,fandfthefhardestfthingf
isfgoingftofbeftoffightfthroughfattacksfinftheffuturefandf
ensurefthatfthefdomainfcontinuesftofoperatefinfatfleastf
anfadequateffashionfsofwefcanfcontinuefoperationsfinf
everyfotherfwarfightingfdomain.f

Ladiesfandfgentlemen,fthisfconferencefIfbelievef
providesfafuniquefopportunityfforfallfoffusftof
getfatftheflatestfcuttingfedgefideasffromfafcrossf
sectionfoffcyberspacefstakeholders.fFromfthef
technologistsftofthefwarfightersftofthefoperatorsftof
thefintelligencefcommunityftofthefwirefpullersftof
folksfinfotherfdomainsfwhofdon’tfthinkfmuchfaboutf
cyberfdayfinfandfdayfoutfbutfunderstandfandfknowf
infthefbackfofftheirfmindsftheyfarefdependentfonf
thisfdomain.fYoufallfarefhereftodayfandfwefhavef
afgreatfopportunityfasfwefmovefforwardfforfthef
nextfcouplefoffdaysftofsharefideasfandfchallengef
paradigmsfandflookfforfthefproblemsfwefneedftof
solvefandfthefpotentialfsolutionsftofsolvefthemfasf
wefmovefforward.f

Folks,fIfwantftofreallyfparticularlyfthankfMr.fKevinf
Williamsfandfhisf[GISC]fstafffforfthefgreatfworkfthatf
theyfhavefdonefinfputtingfthisfconferenceftogetherf
andfgivingfusfthisfopportunityftofgetftogether;fAFCEAf
forfallfthefgreatfpartnershipfwefhavefwithfyou;fforf
government,findustryfandfacademiafpartnersfwhofaref
hereftoday,fwhofhaveftakenfsofmuchftimeffromftheirf
busyfschedules,ftofgetfusfreadyfandfgofforward.f

We’vefgotfanfallfstarflineupfoffspeakersfandf
panelistsfthatfarefgoingftofentertainfyou,fbutf
hopefullyfmorefimportantlyfchallengefyou,fandf
Iflookfforwardftofhearingfyourfthoughtsfandf
questionsfoverfthefnextfcouplefoffdays.f

Wefmustfleavefnofstonefunturned.fThefmissionfwef
haveftodayfinfthefU.S.fStrategicfCommandfisffocusedf
onfDoDfnetworks.fButflet’sfnotffoolfourselves.fThef
threatftofAmericafgoesfbeyondfthat.fThefthreatf
tofcyberspacefentitiesfinfAmericafthatfcanfaffectf
ourfeconomy,fourfindustrialfbase,fourfpowerfandf
telecommunications,fourfbanking,fourffinancefsystems,f
thefthreatfisfrealftoday.fWefneedftofbefthinkingfaboutf
howfthatfisfgoingftofbefprotectedfinftheffuture.f

Remember,fallfoffourfDoDfnetworksfrunfonfthef
samefwiresfsofthere’sfsynergyftherefinfthoughtf
whenfwefthinkfaboutfhowfwe’refgoingftof
movefforwardfinfbothfthefDoDfandfthefbroaderf
DepartmentfoffHomelandfSecurityfeffortftofsecuref
Americafagainstfpendingfthreats.f

Finally,fIfparticularlyfwantftofchallengefeverybodyf
that’sfcomeffromfoutfoffstate,ffromfaroundfthef
countryfandfindeedfaroundfthefworld,ftoftakefhomef
whatfyou’veflearned,fwhatfyoufwillflearnfherefinf
thefnextffewfdays;ftofchallengefpeoplefbackfhome;f
sharefthefinformation,fsharefyourfideas.fButfwithoutf
youftodayfgoingfhomefandfspreadingfthefwordfwef
cannotfbeginftofchangefourfcyberfculture,fourfcyberf
conductforfourfcyberfcapabilities.f

Thanks,fladiesfandfgentlemen.fIt’sfgreatftofbefwithf
youfherefthisfmorning.
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Chapter 2

Left�to�right—Ms.fSherrifRamsay,fMr.fStevenfD.fShirley,fMr.fTrentfTeyema,f

Ms.fMischelfKwon,fMr.fJamesfHass,fBGfJohnfDavis
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Moderator�
BGfJohnfDavis,fDeputyfCommander,fJTF-GNO

Panelists
1.fMr.fStevenfD.fShirley,fExecutivefDirector,fDoDf

CyberfCrimefCenter
2.fMr.fTrentfTeyema,fDeputyfDirector,fNationalfCrimef

InvestigativefJointfTaskfForcef(NCIfJTF)
3.fMs.fSherrifRamsay,fDirectorfNSAfThreatff

OperationfCenterf(NTOC)
4.fMs.fMischelfKwon,fDirectorfUnitedfStatesf

ComputerfEmergencyfReadinessfTeamf(US-CERT)
5.fMr.fJamesfHass,fDirector,fIntelligencefCommunityf

IncidentfResponsefCenter.

Objective
Createfafsharedfsituationalfawarenessftoffocusf
onfbothfoperationalfandftechnologicalfinitiatives;f
establishingfreportingfcriteria,fconsolidatingfreportingf
mechanisms,fprovidingfimpactfriskfassessments,fandf
representfsomefoffthefoperationalfinitiatives.

Panel�Discussions
BG Davis:fIfwouldflikeftofwishfeverybodyfaf
welcomefandfgoodfmorning.fAndfafspecialfthanksf
tofthefleadershipfatfbothfSTRATCOMfandfAFCEAf
forfhostingfthefsymposiumfandfforfallowingfusfthef
opportunityftofcomefupfherefandfholdfafdiscussionf
withfyoufthisfmorning.

Thefworldfoffcyberspace,fasfGeneralfChiltonf
mentioned,fisftheflatestfandfnewestfwarfightingf
domainfforfthefDefensefDepartment.fButfasfhef
mentioned—beyondfthefDefensefDepartment—f

Ifthinkfwefallfrecognizefthatfthefworldfoffcyberspacef
isfallfaboutfconnections.fAndfthosefconnectionsf
presentfvaluablefopportunitiesfandftheyfalsofatfthef
sameftimefrepresentfvaluablefvulnerabilitiesfandf
riskfthatfextendfacrossfgovernment—acrossfthef
internationalfcommunity—acrossfthefprivatefandf
commercialfsectors.

Whatfwe’refableftofdofthisfmorningfinftermsfoffthef
panelfisfbringftogetherfsomefoffthefsignificantfcyberf
securityfcenterfleadersffromfacrossfgovernmentfinf
orderftofholdfafdiscussion,fprimarilyforientedfaroundf
theftopicfoffinformationfsharingfandfobtainingfsharedf
situationalfawareness,fwhichfisfafnecessaryfandfaf
difficultfjob.fIfwouldflikeftofintroducefourfpanelistsf
brieflyfandfthenfI’mfgoingftofletfthemftalkfbrieflyfaboutf
whatftheirforganizationsfdo.fAndfthenfwefwillfusefaf
scenariofthatfhasfseveralfsegmentsfinfitfinforderftof
providefsomefcontextfforfafdiscussionftoftalkfaboutf
thefissuesfoffinformationfsharingfandfobtainingfsharedf
situationalfawarenessfacrossfallfoffourfcenters.

Firstfoffall,ffromfthefDepartmentfoffHomelandf
SecurityfwefhavefthefDirectorfoffthefUS-CERT,ff
Ms.fMischelfKwon.

RepresentingfthefDepartmentfoffJustice,fwef
havefthefDeputyf[Directorfof]fthefNationalfCyberf
InvestigativefJointfTaskfForce,fMr.fTrentfTeyema.

Fromfthefintelligencefcommunityfwefhave—fromfthef
IntelligencefCommunityfIncidentfResponsefCenter,f
Mr.fJamesfHass.

AndfwefalsofhavefthefDirectorfoffthefNSAfCSS,f
ThreatfOperationsfCenter,fMs.fSherrifRamsay.f

AndffromfthefDefensefDepartment,fwefhaveff
thefDirectorfoffthefDefensefCyberfCrimesfCenter,ff
Mr.fStevefShirley.

AndfthenfI’llfbefrepresentingfthefJointfTaskfForcef
GlobalfNetworkfOperations,fasfI’mfthefDeputyfthere.f

Sofwithfthatfbrieffintroduction,fI’mfgoingftofgofaheadf
andfletfeachfoffourfpanelistsfjustftalkfbrieflyfaboutf
theirfcenters,fandfthenfwe’llfbeginftheffirstfsegmentf
offthefscenarioftoffosterfthefdiscussion.fAndfwe’llf
justfstartfwithfJim.

U.S. Government Perspective— 
Shared Situational Awareness

Key�Takeaways
ff Sharedfsituationalfawarenessfisfimportantftof
providefafcommonfoperatingfpicturefforfleadersf
tofmakefinformedfdecisions
ff Therefarefchallengesftofsharedfsituationalf
awarenessfthatfneedftofbefdelicatelyfbalancedf
suchfasfclassificationfoffinformationfandf
sensitiveforganizationalfinformation
ff Thefonlyfwayftofimprovefsharedfsituationalf
awarenessfandfindicationsfandfwarningsftof
operatefatfnetworkfspeedfisfthroughfproperf
instrumentationfacrossfgovernment
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Mr. Hass:fAsfJohnfindicated,fI’mfDirectorfoffthef
IC-IRC.fThatfreallyfisfafcollateralfdutyfforfme.fForf
myfdayfjob,fIfrunfinformationfassurancefforfthefDNI.f
Thatfmeansfbyfdeffacto,fIfalsofgetftofleadfCI5,fCyberf
Initiativef5,fwhichfisfconnectingfthefcenters.fSincef
myflittlefcenterfisfsofsmallfIfwouldflikeftofspendf
maybefafminuteftalkingfaboutfCI5,fandfthenfI’llfwrapf
upfwithfaflittlefbitfaboutfmyfcenter.

I’mfnotfbigfonfbuzzfphrasesfbutfconnectingfthef
centersfisfallfaboutfeightfwordsfandfIfthinkfGeneralf
Chiltonfsaidfmostfoffthemfthisfmorning—crossf
domain—sharedfsituationalfawareness—andfnetworkf
speed.fInfotherfwords—afCOPf[CommonfOperatingf
Picture]fatfnetworkfspeed.

IfwasfatfafconferenceflastfweekfwithfGeneralf
Alexander,fandfhefmadefthefanalogyfbetweenfcyberf
andfmissilefdefense.fHefwantsftofgetfcyberfwheref
missilefdefensefis.fInfotherfwords,fwefseefanf
inboundfmissilefandfwefcanfgetfthefwarningfout.

Ifthinkfwe’refgettingfclosefbutfwe’refnotfquitef
there.fI’mfhappyfrightfnowfthatfwe’vefgottenf
tofthefpointfwherefwefhavefgoodfsituationalf
awarenessfonfafmissilefstrike.fThatfmayfnotfsoundf
likefafbigfimprovementftofyoufall,fbutfbeforef
BuckshotfYankee,fwhichfreallyfwasfafveryfgoodf
thingfforfthefconnect-the-centersfbecausefthef
fivefoffusftalkfmorefandfcollaboratefmorefthanf
wefeverfdidfbefore.fButfbeforefBuckshotfYankee,f
wefcouldfhavefafcyberfattackfandfitfmayftakef
certainfcenters,fandfI’llfnamefminefinfparticular,f
hoursfandfdaysfbeforefwefgetfthefinformationf
out.fAfterfBuckshotfYankee,ftheseffivefcentersf
talkfinstantaneously,fandfitfliterallyfisfafmatterfoff
minutesfbefore—whenfonefcyberfattackfcomesf
out—thatfit’sfspreadfacrossfthefcommunity—andf
thatfisfaftremendousfimprovement.

CI5fisfallfabout—likefGeneralfChiltonfsaid—we’vef
gotftofgetfafcommonfsetfoffautomatedfcollaborationf
toolsfatfnetworkfspeed,fsofthatfwefcanfgetfsharedf
situationalfawareness,fandfI’mfhappyftofsayfIfthinkf
CI5fisfgoingftofgetfusfthere.f

I’mfgoingftoftalkfaftinyfbitfaboutfthefIC-IRC.fItsf
mainfjobsfareftofmonitorfthefICfnetwork—reportf
threats—attacksfandfsolutions.fAndfthatfreportingf
alsofincludesfthefotherfthreefcenters.fIfactuallyfcallf
itf“ThefLittlefEnginefThatfCould”forf“ThefEqualf
OpportunityfSponge”.

DIAfisfourfExecutivefAgent.fWe’refafveryfsmallfcenter—
handfulfofffolks—andfwefrelyfonfthefDIAfInformationf
AssurancefProtectionfCenterfforfourf24fxf7fops.

ThanksftofCI5,fwe’refactuallyfgoingftof24fxf7.fWe’ref
gettingfaffullfcollaborationfsuite—securefVTC—
Tandberg—dynamicffilefshare—instantfmessaging—
whichfisfwherefthefotherfcentersfarefgoing.fAndfit’sf
goingftofmakefafbigfdifference.fWe’refalwaysfgoingf
tofrelyfheavilyfonfthefbigfthree—NTOC—JTF-GNO—
andfUS-CERT—tofdofourfanalysisfbecausefwe’refnotf
goingftofhavefthatftypefoffanalyticalfcell.

SofIfwantftofthankfMischelfandfTrentfandfJohnf
forfthefgreatfsupportftheyfgivefusfandfallfoffthef
collaborationsfandfcommunications.

WithfthatfI’llfturnfitfoverftofMischel.

Ms. Mischel Kwon:fSofmyfnamefisfMischelfKwonf
andfI’mfthefDirectorfoffUS-CERT.fAndfatfUS-CERT,f
wefarefchargedfwithfthefresponsefsupportfandfthef
defensefoffthef.govforftheffederalfcivilfexecutivef
space.fWe’refalsofchargedfwithfsharingfinformationf
andfcollaboratingfwithfstatefandflocalfgovernments,f
industry,fandfourfinternationalfpartners.fWe’reftaskedftof
interactfandfcollaboratefwithfallfoffthesefsectorsfandftof
disseminatefreliablefandfactionablefcyberfinformationf
tofthefpublicfasfwell.fSofUS-CERTfhasfafveryfvastfandf
largefresponsibility,fandfwithoutfourfpartnershipfwithfallf
offthefcentersfandfourfcollaborationfefforts,fwefwouldf
notfbefableftofdofthisfmission.fSofyou’llfhearfaflotftodayf
aboutfhowfwefworkftogetherfandfhowfwefcollaboratef
togetherfinforderftofnotfjustfsupportfourfownfareas,fbutf
alsofthefgeneralfpublic.

Mr. Teyema:fMyfnamefisfTrentfTeyema.fI’mf
thefDeputyfDirectorfoffthefNCIfJTF.fAndfkindfoff
wherefourflanefisfinfthefroadforfourfareafoffthef
responsibilityfisfcyberfnetworkfinvestigationsforf
cyberfthreatfinvestigations.fSofwherefthefNCIfJTFf
is—it’sfactuallyfanfalliancefoffpeers—afcoalitionf
offmembersffromfthefintelligencefcommunity—
lawfenforcement—andfthefDoD—byfwhichfwef
bringfthatfsituationalfawarenessffromfdomesticf
andfinternationalfinvestigationsftofaddfthatfextraf
pieceftofthefwholefsitefpicture—wherefyoufhavef
computerfnetworkfoperationsfonfonefendfandf
computerfdefensefonfthefotherfend.fWe’refrightf
infthefmiddle—doingfthosefcomputerfnetworkf
operations—tryingftofbringffactffromfinvestigationsf
tofhelpfthefdecisionfmakersfmakefappropriatef
decisionsfsofwefcanfrespondfandftakefthefeffortf
backftofthefadversary.
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Mr. Shirley:fHi,fladiesfandfgentlemen,fStevefShirley.f
ThefDefensefCyberfCrimefCenterftodayfisffivef
organizations.fAflabfthatfhasfaboutf100fpeoplefdoingf
forensicfexamsfonfintrusionsfandfallfoffthefdigitalf
mediafthatfsupportfDoDfcustomers,finvestigativefandf
counter-intelligence,fandfinfofassurancefrequirements.f
We’vefgotfaftrainingfacademy—trainedf1669f
peopleflastfyear—andfforensicsfexamination,fcyberf
investigationfandfincidentfresponse—anfRDT&Ef
[Research,fDevelopment,fTest,fandfEvaluation]f
elements—anfanalyticfgroupfoffaboutf25fpeoplefthatf
sitsfinfthefmiddlefoffafblog,fiffyoufwill,foffaboutf20f
agenciesfthatfarefsupportingfthisfguyfinftermsfofftryingf
tofpaintfafcommonfoperatingfpicture,fiffyoufwill,foff
persistentfthreatsfsofwefcanfcuefoperatorsftofgetfoutf
inffrontfoffdifferentfthreats.

Butfthefmissionfthatfisfperhapsfmostfrelevantftof
thisfgroupfthisfmorningfisfpartnering—afDepSecDef-
directedfmissionftofsupportfthefDefensefIndustrialf
Basefpartners—therefaref29foffthemftoday—inf
deliveringfcyberfthreatfproductsftofthosefpartnersf
softheyfcanfbetterfdefendftheirfnetworksfbasedfonf
contributionsffromfNTOC—fromfthefFBI—fromfthef
servicefinvestigativeforganizationsfinftheirfintrusionf
investigations—andffromfGNO.fAndftofpushfthosef
productsftofindustryfsoftheyfcanfreferfeventsftof
usfsofwefcanfdofdiagnosticsfonfthosefevents—dof
consultations—sofwefcanfbetterfunderstandfandf
helpfthemfdefendftheirfnetworks.fByfthefway,fhowf
many—canfIfseefafshowfoffhandsfthisfmorningf
offfolksffromfthefDefensefIndustrialfBase?fGoodf
crew—29fmajorforganizationsftodayfpartneredfwithf
DoDfinfthatfinitiative.fThanksfsofmuch.

Ms. Ramsay:fUnderfthefNSD-42fcharter,fNSAfandf
NTOCfhavefafresponsibilityfforfthefdefensefoffU.S.f
nationalfsecurityfsystems.fAsfMischelfalreadyfstated,f
thefDepartmentfoffHomelandfSecurityfhasfafsimilarf
chargefforfthefU.S.fgovernmentfunclassifiedfsystems—
withfsupportffromfFBI,fTreasuryfandfothers.fIfthinkfyouf
canfthinkfoffthefNSAfrolefprimaryfasfafsupportfroleftof
thoseforganizationsfthatfhavefthefdirectfresponsibilityf
forfoperatingfandfdefendingfthefnetworksfoffthefDoDf
andfthefrestfofftheffederalfgovernment.

Wefarefresponsiblefforfassessingfandfcharacterizingf
threatsftofU.S.fnationalfsecurityfsystems.fWefsupportf
thefdetectionfoffthosefthreatsfandfwefplayfafrolefinf
enablingfautomatedfdefensefonfthosefDoDfnetworksf
andfwefarefresponsiblefforfprovidingfactionablef
informationftofthosefwhofhaveftofrespondftofthosef
threats.fWefhavefaflotfoffinformationfgivenfourfIAf
missionfandfourfsignalsfintelligencefmissionfthatfwef

canfsupportftofsituationalfawarenessfandftofprovidingfaf
relevantfcommonfoperatingfpicturefthatfGeneralfChiltonf
indicatedfthatfwefsofneedfjustfaffewfmomentsfago.f
Andfasfsuch,fwefalsofbringfaflotfoffplayersftogether.fSof
we’refreallyfafvenuefforfmissionfcoordination.

SofIfthinkfiffyoufthinkfaboutfwhatfNTOC’sfrolefis—
wefcharacterizefthefthreat—supportfthefsituationalf
awareness—andfmostfoffallfwefcollaboratefwithfourf
partners.fSofwefplayfthatfsupportfroleftofJTF-GNOf
asftheyfownfandfoperatefthefDoD’sfnetworksfandfasf
requestedfandfauthorized.fWefplayfafsimilarfsupportf
roleftofDHS—tofthefUS-CERT—asftheyfoperatefandf
defendfthef.govfnetworks.

BG Davis:fAndfI’llfbringfupfthefrearfherefinfthef
discussionfoffJointfTaskfForcefGlobalfNetworkf
Operations.fGNOfisfafSTRATCOMforganization.fYouf
heardfGeneralfChiltonftalkfaboutfSTRATCOM’sfthreef
mainflinesfoffoperation—strategicfdeterrence—
space—andfcyberspace.fWell,fprobablyftwofoffthef
biggestfgearsfinfthatfcyberspacefenginefarefjointf
forces—JointfFunctionalfComponentfCommandfforf
NetworkfWarfarefandfthefJointfTaskfForcefGlobalf
NetworkfOperations.fOurfresponsibilityfisftofdirectfthef
operationsfandfdefensefoffDoD’sfnetworks,fandfwef
callfthatfthefGlobalfInformationfGridforfthefGIG.fWef
arefresponsiblefforfoperatingfandfdefendingfitfand,f
throughfourfcommandfandfcontrolfmechanisms,fforf
makingfsurefthatfinformationfisfsharedfinternalftofthef
DefensefDepartmentfbyforganizationsfresponsiblefforf
maintainingfsituationalfawareness,fandfestablishingf
protectivefmechanisms,fmitigatingfandfrespondingftof
incidentsfwhenftheyfoccurfandfmakingfsurefallfthatfisf
donefasfeffectivelyfasfpossiblefsofthatfallfoffthefotherf
warfightingfmissionsfcanfoccur.

MyfbossfisfLieutenantfGeneralfPollett.fHe’sfrightf
inffrontfoffmefrightfnow.fHefisfthefCommanderfoff
thefJointfTaskfForcefandfhefisfalsofthefDirectorfoff
DISA.fAndfDISA—thefpartnershipfthatfwefhavefwithf
DISA—inftermsfoffthefengineeringfandfprovisioningf
offcapabilitiesfacrossfthefDoD—isfanfextremelyf
importantfinterrelationshipfbetweenfthoseftwof
organizationsfthatfgivesfusfthefcapabilityftofperformf
ourfmission.fWefhavefaboutf400fpeoplefinfthefJTF,f
andfIfcanftellfyoufthat’sfnotfnearlyfenough.fItfisfaf
full-timefmissionfand—Ifknowfmostfoffmyfotherf
friendsfherefarefjealous—butfitfisfafgrowingfmission.f
Andfwithfthat,fIfthinkfwe’llfstart.

Iffwefhavefthefslidesfprepared,fwhatfIfwouldflikeftofdofisf
goftofthefnextfslide,fplease.fNowfwhat’sfonfthesefslidesf
isfnotfimportant,fbutfthefdiscussionfisfwhat’sfimportant.
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Andfsofwe’llftakeftheffirstfsegmentfandfalthoughfwe’llf
tryftofholdfaboutfaf20fminutefperiodfatfthefendfoffthisf
simplyfforfquestions,fiffyoufhavefquestionsfasfwefwalkf
throughfthis,fpleaseffeelffreeftoftakefadvantagefoffthef
procedurefthatfKevinf[Williams]ftalkedfabout.

Thisffirstfslidefisfjustfmeantftoflayoutfaffictitiousf
scenario.fAndfsincefwefhavefsofmanyfDefensef
IndustrialfBasefpartnersfherefinfthefaudience,f
wefthoughtfwe’dfpiquefyourfinterestfaflittlefbit.f
Butfwhatfwe’refdesigningfthisftofshowfisfthatf
afU.S.fgovernmentfagencyfandfafDepartmentf
offDefensefagencyfgoftofafDefensefIndustrialf
Basefwebsite—afDIBfwebsite—andfwhilef
searchingfitsfwebsitefforfinformationfaboutfthef
DIBfcompany,fbothfthef.govfagencyfandfthef
DoDfagencyfgetfinfectedfbyfmaliciousfcode.

NothingfagainstfthefDIBfcommunityfhere,fbutfwe’re—
thisfisfaffictitiousfscenarioftofdrivefthefdiscussion.

Iffwefcanfgoftofthefnextfslide,fplease.fAllfright.

Now,fthefsystemfadministerfforfthef.govfagencyff
andfthefDoDfagencyfnotifyftheirfsupervisoryfchainf
offcommandfandfthef.govfreportsfthefincidentftof
thefUS-CERTfwhilefthefDoDfagencyfreportsfthef

incidentftofJTF-GNO.fSofatfthisfpointfwe’refgoingf
tofdrivefthefdiscussionfwithfMs.fKwonfinftermsf
offdiscussionsfoffwhatfUS-CERT’sfinitialfresponsef
wouldfbefgivenfthatfinitialfscenario.

Ms. Kwon:fWell,fit’sfimportantftoffirstfqualifyfaflittlef
bitforfexplainfaflittlefbitfaboutfthef.govfspace.fThef
.govfspacefdoesfnotfhavefthefluxuryfoffhavingfafGIG.f
AndfwefatfUS-CERTfdofnotfhavefthefluxuryfoffhavingf
operationalfcontrolfoffthef.govfspace.fSofdependingf
uponfwhichfagencyfcallsfusfwillfdependfuponfwhatf
immediatefresponsefwefhad.

Thisfisfbecausefourfnetworksfinfthef.govfspacefaref
whatftheyflikeftofcallfaffederatedfgroup.fSofeachf
agencyfhasfcontrolfoffallfofftheirfnetworksfandfwithinf
anfagencyfeachfsub-agencyfmayfhavefseparatef
controlfofftheirfnetworks.fSofdependingfuponfwhichf
sub-agencyfactuallyfwentftofthisfDIBfwebsitefwouldf
indicatefwhatflevelfoffresponsefthatfsub-agencyforf
agencyfwasfcapablefoffprovidingfforfthemselves.

Fromfthefscenario,fwefsaidfthatfafsystemfadministerf
initiatedfthefaction,fwhichfwouldftellfusfthatfthisff
sub-agencyfdidfnotfhavefafsecurityfoperationfcenter.f
SofI’mfgoingftofplayfthatfgameftoday,fjustftofmakef
thisfaflittlefmorefeasyfforfus.
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Andfwithfthat,fwefwouldfworkfwithfthefagency—f
thefdepartment—tofdeterminefhowfmuchfassistancef
theyfneededffromfUS-CERT.fAtfthisfpointfwefwouldf
alsofreachfoutftofourfpartners.fWefwouldfreachfoutftof
thefJTF-GNO.fWefwouldftalkftofthemfaboutfthefDIB.f
WefwouldfreachfoutftofthefNCIfJTF—thefDC3—andf
determinefwhofownedfthefwebfsites—whatfwasf
goingfonfwithfthefwebsite—whatfotherfagenciesf
mightfbefaffectedfwhofalsofusefthatfwebsite.fWef
wouldfalsofgoftofourfEinsteinfproductfandflookfatf
wherefitfwasfdeployedfandfseefiffwefsawfanyfsignsf
offthefinfectionftherefasfwell.

Wefwouldfalsofreachfoutftofourfpartnersfupfatfthef
NTOCftofseefifftheyfhadfinformationfaboutfthefparticularf
malwarefinvolved.fAndfwefwouldfalsoflookftofdeployf
affly-awayfteamftofthefagency,fifftheyfdidfnotfhavefthef
capabilityftofrespondftofthefincidentfthemselves.

BG Davis:fOkay.fThanks,fMischel.

Participant at large:fHowfoftenfdoesfthatfhappen?fIsf
thatfafdailyfoccurrence?f

Ms. Kwon:fItfhappensfinfvariousfdifferentflevelsf
andfcircumstances.fSo,fyes,fwefhavefincidentsf
everyfsinglefday.

BG Davis:fYoufknow,fwefdealfwithfthousandsfoff
eventsfeveryfdayfandfthefchallengefisfsortingfthroughf
allfoffthosefeventsftoffindfthefonesfthatff
arefreallyfimportant.fIffIfcouldfcharacterizefwhatf
wouldfbefhappeningfinsidefJTF-GNOfwithfthis—f
youfknow,fwithfthisfscenario—theffirstfquestionfwef
askfisfwhatfhappened?fWe’vefgotftoffigurefoutfwhatf
happened.fAndfit’sfthroughfanalysisfandfthroughf
thefpartnershipsfthatfwefhavefinfmanyfdifferentf
communities—theflawfenforcementfcommunity—f
thefintelligencefcommunity—ourf.govfcommunities—
internationalfpartners—there’sfaflotfgoingfonfjustftof
answerfthefquestionfandffigurefoutfwhatfhappened.

Ourfnextfquestionfisfprobablyfevenfmorefimportantfandf
that’s,fwhat’sfthefoperationalfimpact?fYoufheardfGeneralf
Chilton’sfdiscussionfoffthisfisfnoflongerfafconveniencef
that’sfprovidedffor,fatfleastfwithinfDoD.fThesefaref
capabilitiesfthatfdrivefallfoffourfotherfsystems.fTheyfaref
weaponsfplatforms.fAndfsofafkeyfquestionfforfus—
they’refneverfenoughfresourcesftofgofaroundfandfsolvef
everyfproblemfeverywhere—you’vefgotftoffocusfonfthef
onesfthatfarefreallyfimportant.

SofmakingfafdeterminationfinsidefoffDoDfaboutfwhatf
thefoperationalfimpactfoffthisfonefparticularfincident—
amongfallfthefthousandsfoffothersfthatfarefoccurringf
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onfafdailyfbasis—isfafreallyfkeyfquestionfthatfwef
haveftofcomeftofgripsfwithfbecausefwefatfGNOfaref
tryingftoftakefafglobalflookfforfSTRATCOMfatfwhatf
thefimpactfisfgoingftofbefacrossfthefGIG.fAndfiffit’sfaf
significantfimpact,fthenfthefnextfquestionfisfwhatfcanf
wefdofaboutfit?fAndfwefneedftofmakefsurefthatfwef
havefthefcapabilities—wefhavefprocesses,ftactics,f
techniquesfandfprocedures,fplaybooks,fetc—thatf
allowfusftofputfordersfoutfandftakefactionfasfrapidlyf
asfpossibleftofmitigatefwhatfhasfhappened,fandftof
restorefcapabilitiesfasfquicklyfasfwefcanftofincreasef
thefconfidencefinfthosefsystemsfthatfeverybodyfisf
relyingfon—iffit’sfafsignificantfoperationalfimpact.

Andftheflastfquestionfwefaskfisfwhofelsefneedsf
tofknowfaboutfit?fAndfthat’sfwherefwefhavef
mechanismsfinfthefformfoffintelligencefbulletinsf
andfactivityfreportsfandfafwholefseriesfoffproductsf
thatfarefdesignedftofgofacrossfafwidefvarietyfoff
organizationsftofsharefthefinformationfasfrapidlyfasf
possible.fBecausefiffit’sfsignificantfinformation,fit’sf
reallyfimportantfwe’refallfconnected,fandfevenfthoughf
itfmayfnotfbefsomethingfthatfhasfafdirectfimpactfonf
thefDoDfnetworks,fitfcouldfveryfwellfhavefanfindirectf
impactfonfthemfandfwefmightfbefableftofprotectfthemf
allfdayflong.fButfiffthefservicesfthatftheyfridefoverfaref
degraded,fthefavailabilityfoffthosefnetworksfmightfbef
atfrisk.fSofwefrecognizeftherefarefindirectfimpactsf
thatfmakefitfveryfimportantfforfus.fIt’sfafresponsibilityf
wefhave—tofsharefthisfinformationfasfrapidlyfasf
wefcanfoutsidefoffDoDfchannels.fAndfaflotfoffthesef
organizations—IfhavefanfLNOfsittingfinsidefMs.f
Kwon’sforganizationfandfshefhasfonefsittingfinsidef
offmine—andfwefhavefaccessfatfthefrightfclearancef
levelsfallfoffthefwayfupftofveryfgoodfinformationf
sharingfthat’sfdonefinfrealftime.fAndfit’sflikefthatfinf
severalfotherforganizationsfrepresentedfupfhere.

Ms. Kwon:fAndfIfthinkfthat’sfanfimportantfpieceftof
lookfat.fWefhaveflotsfoffdifferentfissuesfhereftoflookf
at.fIt’sfnotfjust—andfnotftofminimizefthisfatfall,fit’sf
notfjustfhowfit’sfaffectingfourfindividualfnetworks.f
Itfalsofhasftofdofwithfthesefcyberfeventsfarefnof
longerfjustfus,fright?fThesefcyberfeventsfcanfaffectf
everyone.fWe’refallfridingfonfthefsameffabric.fAndf
sofwithfUS-CERT’sfmissionfbeingfsofbroad,fwefhavef
toflookfpastfjustfwhat’sfgoingfonfinfthef.gov.fButfiff
we’refalsofspreadingfthisfinfectionffartherfandfwiderf
tofthefstatefandflocals—orfiffthefstatefandflocalsfhavef
spreadfthisfinfectionftofus—andfwefhaveftoflookfatf
thefproblemfonfafbigger,fmorefglobalfwayfofflookingf
atfthings.fWefneedftoftakefcarefoffourfnetworks—wef
needftofcleanfupfwhatfisfthere—andfgetfbackftofourf
mission.fButfwefhaveftofalsofmakefsurefthatfgloballyf

thefinfectionfisfalsofaddressed—sofspreadingfit—
goodfinformation—sharingfthatfinformation,fasffarf
andfasfwidefasfwefcan.fAsfyoufsawfinfthefconfickerf
incidentflastfweek,fwherefitfwasfevenfonfthefnews—
itfwasfinfthefpress—becausefit’sfimportantfinfcertainf
typesfoffincidentsfthatfwefcleanfup.fItfmayfnotfbef
asfimportantfwhatfisfactuallyfhappeningftofus,fbutf
theffactfthatfmalcodefisfonfourfmachinesfandfwef
don’tfhavefcontrolfoverfitfisfafproblem.fIt’sfnotfonef
offthosefCIA—onefoffthosefconfidentiality,fintegrity,f
availability-typefthings—thatfwefcanfcategorize.fButf
wefdofneedftofgetfthefmessagefoutfthatfcleanfupfisf
offthefessencefandfveryfimportantftofdo.fAndfIfthinkf
lastfweekfwasfafveryfgoodfcollaborativefweekfforfusf
wherefwefallfdidfjustfthat.fWefsharedfthefinformationf
well.fWefgotfthefinformationfoutftofthefpublic.fWef
tookfcarefoffourfownfnetworks,fandfitfwasfafgreatf
examplefoffusfworkingftogetherfandfcollaboratingf
together,fevenfthoughfitfwasn’tfanfincidentfthatfatff
thefmomentfcouldfcausefusfgreatfpain.

Sofit’sfimportantftoflookfatfthesefincidentsfnotf
asfjustfafcleanfupfeffort—notfasfjustfafhygienef
exercise—butfalsofasfprotecting,fnotfonlyfourf
nation,fbutfprotectingfcyberfglobally.

BG Davis:fIffIfcouldfjustfputfthefDIBfpartnersfonfthis,f
andfturnfthefquestionftofMr.fShirley.

Mr. Shirley:fInfFebruaryfoff07,fDC3fwasfdirectedftof
standfupfthefDIBfcollaborativefinformationfsharingf
environmentfandfwhatfwefbeganfdoingfthere—basedf
onfafcollectionfofftechnicalfsignaturesffromfthefNTOC—
fromfGNO—fromfFBI—fromfthefservicefinvestigativef
agencies—wefbeganfbuildingfcyberfthreatfproductsfforf
thefDefensefIndustrialfBasefandfthesefproductsfweref
builtfasfaftwo-piecefsuite,fiffyoufwill.

PartfAfwasfanfunclassfsetfofftechnicalfsignaturesfthatf
thefpartnersfcouldfusefatftheirfdiscretionftofbetterf
defendftheirfnetworks.fPartfBfwasfafcollateralfsecretf
descriptionfaboutfwhyfwefthoughtfPartfAfmattered—
tofgivefthefcompaniesfthefabilityftofdofsomefriskf
andfresourcefdeterminationsfbutfalsofsomefdeeperf
contextualfappreciation.

Thefquidfprofquoftherefforfprovidingfthatfdatafwasf
thatfthefpartnersfwouldfagree—underfafframeworkf
agreementfeachfoffthemfexecutedfwithfDoD—
wouldfagreeftofprovidefusfnoticefoffeventsfonf
theirfnetworks.fSofinfthisfevent,fwhatfwefwouldf
likelyfseeftherefisfthatfafdepartmentfwouldfcallfandf
sayfwe’vefgotfafpiecefoffmalwarefthatfwefthinkfisf
propagatingfacrossfthefnetwork.fThey’dfshootfusf
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afsamplefoffthat.fItfwouldfcomefintofthefdefensef
computerfforensicflab.fWe’dfbeginfsomefmalwaref
deconstruction.fWe’dfprovidefthatftofGNO—tof
US-CERT—tofNTOC—startfcharacterizingfthatf
malware—understandfhowfitfratedfonfafnetworkf
attackfscalefandfagain,fgiveffeedbackfaboutfhowf
wefthinkfit’sfgoingftofoperatefonfyourfnetworkfandf
startfdoingfsomefconsultationfinftryingftofassessfthef
extentfoffthefdamagefacrossfthatfnet.

Softhatfbegan,fasfIfsaid,finfFebruaryfoff‘07fwithfaf
setforiginallyfoff16fpartners,fnowfupftof29.fAndfanf
increasingfbattlefrhythm—iffyoufwill—asfwefworkftof
dofthisfwithfmoreffluencyfandfspeedfinftermsfoffourf
dialoguefbackfandfforthfwithfthefpartners.

BG Davis:fOkay.fIfcouldfaskftheffolksfinfthefbackf
tofjustfdofonefmorefbuildfonfthefslidefthere.fAsfthef
US-CERTfinfthisffictitiousfscenariofandfGNOfaref
collaboratingfandfinformingfeachfotherfaboutfthef
problem,ftheyfalsofinformfotherforganizationsfandf
we’vefalreadyfstartedfthatfdiscussion.fTheyfcanf
helpfoutfinfcontainmentfandfeliminationfoffthisfonef
particularfthreat.fIfposefafquestionfhereftofTrentfinf
termsfoffwhat’sfthefFBI’sfrolefatfthisfpointfinfthisf
scenariofandfwhatfinformationforfactionsfwouldftheyf
befableftoftakefinforderftofhelp?

Mr. Teyama:fYes,fsir.fWhatfwefwouldfdofatfthefNCIf
JTFfis,fbasedfonfthefinformationfthatfcameftofGNO,f
thefDIBfandfUS-CERT,fwefwouldfthenftakefthatftof
followfupfwithflogicalfinvestigations.fWefwouldftracef
itfdownftofthefCDCfpartnerfthatfwasfcompromisedf
andfworkfwithfthemfclosely,falongfwithfUS-CERT.fAtf
thefsameftime,fwe’vefgonefoutftofseveralfincidentsf
wherefwe’refworkingfthefinvestigationftogether.fI’mf
doingfitffromfanfinvestigativefpointfoffview—computerf
networkfdefensefpointfoffview—andfthenfwe’refgoingf
toftryftoftakefitffromfbothfthefDoDfvictimfandfCDCf
victimfandfgetfitfoutsidefthefdefenseflinefandftracefitf
backfdomestically—leveragingffederalfauthoritiesftof
tracefwherefthefpointfofforiginfis.fInfmanyfcases,fwef
mayfobtainfmorefmaliciousfcodefsamplesforfadditionalf
indicatorsfthroughoutfthefUnitedfStatesfthatfwillfpointf
itfbackftofwhoeverfthefadversaryfis.fWeftakefthatf
information.fWefsharefitfbackfbetweenfthefsixfcentersf
softhatfwefcanfleveragefthefnextflogicalfstep,fwhetherf
it’sftracingfbackfoverseasforfseizingfnetworkfserversf
domestically,forfgoingfupfonfthosefserversftoffindfoutf
whatfactuallyfisfgoingfon.

Reallyfwhatfwefendfupfdoingfisfclosingfthatfgapfandf
providingffurtherfinvestigativefinformationforffactsfsof
thefdecisionfmakersfcanftakefaction.fIffit’sfadditionalf

code,fitfgoesftofDC3,fUS-CERT,fGNO,fandfNTOC,fsof
wefcanfallfprotectfourfnetworks.

OnefoffthefthingsfIfwantedftofhighlightfisfthatfthefNCIf
JTFfisfactuallyfmadefupfoffthreefspheres.fWefhavefaf
nationalfsecurityfsphere,faflawfenforcementfsphere,f
andfanfanalyticalfgroup’sfspherefwhichfisfupfatfStevef
Shirley’sfshopfandfit’sfbasicallyfthosefoverlappingf
spheresfthatfwe’refsharingfinformationfbackfandfforth.

Andfthefrealfreturnfonfinvestmentfthatfwe’reftryingf
tofdofisfthefinterviews—thefvictimsfinftheffield—thef
collectionfoffevidence—andfthenftakingfthatfnextf
stepftoffigurefoutfhowfwefcanfgivefbetterfvisibilityff
onfthefattackfagainstfthefnetwork.

BG Davis:fOkay.fAndfiffIfcouldfjustfposefthisf
tofMs.fRamsayfinftermsfoffthefNTOCfrolefatfthisf
point.fHowfwouldfyoufbefableftofcollaboratefandf
sharefinftermsfoffassistingfandfsolvingfthefproblem?

Ms. Ramsay:fSofNTOC’sfrolefatfthisfpointfis—actuallyf
you’llfseefitfwillfbefthroughoutfthefscenario—isfinfaf
supportfroleftofthefJTF-GNOfandfthen,fasfrequestedf
andfauthorized,ftofthefUS-CERTfandfthefFBI.

Ifthinkfwefwouldfprobablyfatfthisfpointfreachfoutftofthef
bothfthefUS-CERTfandfFBIfandfaskfifftheyfwouldfbef
submittingfafrequestfforftechnicalfassistanceftofNSAf
tofNTOC.fThatfwillfallowfusftoflawfullyfandfwithinfourf
authorityfsupportfthem.fWefdon’tfhaveftofdofthatfwithf
JTF-GNOfbecausefitfisfwithinfourfauthoritiesftofhelpf
protectfandfdefendfthosefnationalfsecurityfsystems.

Sofourfanalystfwouldfbeginfdiscussion.fWe’llfassumef
RTAs,fthefrequestfforftechnicalfassistance,farefallfinf
place.fSofourfanalystfwouldfthenfbeginfdiscussionsf
withfthefanalystfacrossfthefboardfoffallfofftheffolksf
thatfarefsittingfupfhere.

Andfwhenfwefgetfafrequestflikefthis,fwefsortfoff
stepfbackfandfgoingfbackftofGeneralfChilton’sf
commentsfthisfmorning,fthere’sfreallyffourf
questionsfthatfwefwouldfneedftofbefaskingf
ourselves.fTheffirstfisfwhat’sfhappeningfinfglobalf
cyberspacefbecausefasfwe’vefallfindicated,fthisfmayf
befhappeningfatfafuniquefpointfwithinfthefGIGforf
withinfthef.govfnetworks.fButfwhatfwefreallyfwantf
is—toftakefafstepfbackfbecausefit’sfallfconnected—
isftofseefwhat’sfhappeningfinfglobalfcyberspace.fIsf
therefindicationfthatfsomethingfisfconnectedfhere?

ThenfwefwouldfreachfoutfagainftofJTF-GNOfandfthef
US-CERTfandftryftofunderstandfspecificallyfwhatfourf
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systemsfarefactuallyfdetectingfbecausefIfthinkfthat’sf
reallyfimportantfasftofwhatfwe’refseeing.

Wefthenfwouldfwantftofhelpfthemflookfandfseefhowf
arefwefpostured,fgivenfwhatfwe’refdetectingfandfgivenf
whatfwefseefhappeningfinfglobalfcyberspace.fHowfaref
wefreallyfposturedftofgoffromfherefforward?fAndfthenf
wefwouldfstartftofpostulatefwhatfcanfwefdofaboutfit?f
Whatfshouldfwefdofnext?fWhatfarefourfcoursesfoff
actionfbothfwithfthef.govfandfthef.milfnetworks?

Sofwefwouldfsupportfthemfthroughoutfasfwefaskf
allfoffthesefquestionsfwithfinitialfresponsefactions.f
Wefcanfsupportfthefquestionfoffwhat’sfhappeningf
infglobalfcyberspace.fWithfourfsignalsfintelligencef
mission,fwefactuallyfcanfreachfoutftofthatfandfbeginf
toftaskfourfcollectionfsystemsftofunderstandfwhat’sf
happeningfinfforeignfcyberspaceftofseefiffthere’sf
anythingfthat’sfrelevantfthere.

WefalsofwouldfreachfoutftofourfInformationf
AssurancefDirectoratefbecausefofftheirfIAfsensorsf
allfoverfthefU.S.fgridftofhelpfunderstandfwhat’sf
happeningftherefandfwefwouldftaskfthatfasfwell.

WefwouldfthenfreachfoutfagainftofourfInformationf
AssurancefDirectoratefinftermsfoffhowfwefaref
posturedftofsupportfJTF-GNOfandfUS-CERTfasftheyf

requestedftofseefwhatfvulnerabilitiesfmightfhavef
allowedfthisftofhappen.fAndfI’llfstopftherefforfnowf
andfspeakfmorefasfwefgofthroughfthefscenario.

BG Davis:fWefhavefafcouplefoffquestionsfthatfcamef
infbyfe-mailffromfthefaudience.fI’mfgoingftofgofaheadf
andfpose,fIfthink,fwhatfmightfbefinteresting.

Thousandfoffeventsfperfday.fHowfisfitfpossibleftof
effectivelyftriagefallfoffthemfforfoperationalfimpact?f
Isftheftriagefautomatedforfmanual?fWhatfisfitsf
perceivedfsuccessfrate?fI’llftakeftheffirstfstab.

I’llftellfyou,fsortingfthroughfthousandsfoffeventsf
afdayfisfimpossiblefunlessfpeoplefarefdoingfthef
basicsfcorrectly.fInflargefmeasure,fthat’sfpartfoffthef
problem.fWefhaveffoundfthatfwhenfwefcanfdofthef
basicsfright—whenffolksfunderstandfthefimportancef
offthesefnetworksfasfwarfightingfplatforms,fiffyouf
will—andftheyfdofthefbasicsfcorrectly—theyfupdatef
theirfantivirus—theyfcomplyfwithfthefdirectivesfthatf
arefestablished—weffindfthatfwhatfwefdofisfwefbeginf
tofseparatefthefwheatffromfthefchaff,fandfyesfinffactf
wefcanffocusfonfthefmorefsignificantfthreatsfthatfhavef
thefmostfsignificantfoperationalfimpactftofourfabilityftof
operate.fButfwhenfwefcan’tfdofthefbasicsfcorrectly,fitf
isfafsignificantlyfmorefdifficultfproblem.
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Theftriagefprocess—therefarefautomatedfcapabilities.f
Ifthinkfitfgoesfwithoutfsayingfthatftheyfneedftof
befimproved.fTherefisfstillfveryfmuchfafsubjectivef
leadershipfassessmentfthatfhasftofbefappliedftof
thatfinftermsfoffwhatfthefoperationalfimpactfis.fButf
IfthinkfonefoffthefsuccessfstoriesfthatfI’vefseenfinf
thefpastfseveralfmonthsfisfthatfleadersfhavefgottenf
muchfmorefinvolvedfinfthisfparticularflinefoffbusiness.f
Andfbecauseftheyfarefinvolvedfinfit,ftheyfarefmakingf
decisionsfnowfaboutfthesefthings—ratherfthanfthef
typicalftechnicalfcommunity—notfthatfthat’sfnotf
important,fitfis—obviously,fyoufwantftofhavefyourf
technicalfexpertisefinvolvedfinfthisftofinformfthef
leadersfandfgivefthemfthe—what’sffeasiblefandfwhat’sf
notffeasible—butfyoufneedftofhavefleadersfinvolvedfinf
makingfdecisionsfthatfhavefoperationalfimpact.

Sofiffwefcanfgetfthefbasicsfdownfpatfandfdofafmuchf
betterfjobfoffthat,fIfthinkfwefcanfdofafmuchfbetterf
jobfoffseparatingfoutfthefmorefsignificantfeventsfthatf
wefneedftofdealfwithfonfafbroadfscale.fAnybodyfelsef
wantftofaddftofthat?

Ms. Kwon:fWell,fasfweflookfatfmovingfforwardfandf
advancingfwherefwefarefwithfthefcyberfinitiativefandf
weflookfatfmovingftowardsfreactingfinfwhatfwefcallf
networkfspeed,finforderftofgetftofthatfpoint,fwefneedf
toflookfatfthisfissuefinfafbiggerfperspectivefandflookf
atfhowfwefprioritizefwhatfwe’reflookingfatfandfhowf
wefprioritizefthefalertsfthatfourfsystemsfgivefusfandf
thefincidentsfthatfwefcarefthefmostfabout.

It’sfevaluatingfwhatfthefthreatfis—whatfattacksff
thosefthreatfactorsfwillfbefusingfagainstfus—andf
whatfvulnerabilitiesftheyfthenfwillfexploit.fIffwef
havefthefcapabilityftofprioritizefthefthreatsfandf
prioritizefthosefattacksfthatfthosefthreatfactorsf
use,fthenfwefcanffineftuneftheftoolsfwefusefandf
thefpeoplefwefuseftoflookfatfthefattacksfsofthatf
we’refensuringfthatfwe’refaddressingfthefmostf
important.fAndfIfthinkfthat’sfabsolutelyfcritical.fIf
thinkfitfisfalsofimportantfthatfoncefwefdeterminef
whatfthatfpriorityfis,fthatfourfdetectionftoolsfaref
tunedfforfthat,fandfthatfwefarefalreadyfworkingfonf
thosefmitigationfstrategiesfwhenfwefprioritizefwhatf
thosefthreatsfandfattacksfare.

Infaddition,fIfthinkfwefcallfitfinfthefcivilfgovernmentf
reflection—thefreflectionfpiecefoffthisfneedsftof
startfearlier.fYoufallfcallfitfINFOCON.fThefchangingf
offinformationfassurancefpolicies,fproceduresf
andftechnologiesftofmakefsurefthisfisn’tfthef
whack-a-molefthatfwefhavefbeenfplayingfwithflately.

Sofinforderftofstructurefourselvesfandfchangefsoonerf
tofdofthatfhygiene—tofdofthatfnormalfupkeepfearlier,f
morefinfadvance—tofknowfthatfthatfpatchfisfmoref
offafpriorityftofourforganizationsfandfourfmissionsf
becausefwefhavefcharacterizedfthatfthreatfupfinfthef
earlyfpartfbeforefitfhasfhitfus—wouldn’tfitfbefgreatf
tofopenfafmasterfincidentfbeforefit’sfaffectedfanyfoff
ourfsystemsfbecausefwefknowfafspecificfthreatfactorf
hasfafspecificfattackfthatfwouldfbeftargetingfonefoff
us.fIt’sfcriticalfthatfwefstartfsteppingfbackfafbitfandf
lookingfatfrespondingfandfsecuringfourfsystemsfinfaf
morefproactiveffashion.fAndfIfthinkfthefonlyfwayftof
dofthatfisfasfafteamfbecausefIfthinkfwefallfholdfcriticalf
informationftofthatfthreatfanalysis.fSofthat’sfonefoffthef
waysfoffnarrowingfdownfthefwheatffromfthefchaff.

Mr. Shirley:fOnefoffthefthingsfthatfwouldfhelpf
isftofdofthefbasicfblockingfandftacklingfdrillsfaf
lotfsmarterfthanfwefdoftoday.fIftellfyoufwhyfIf
sayfthat.fI’vefgotf20fterabytesfoffmediafthat’sf
sourcedflargelyffromftheflawfenforcementfcounterf
intelligencefintrusionfinvestigationsfthatfaffectf
aboutf70fdifferentforganizations,fincludingfaf
significantfnumberfoffDefensefIndustrialfBasedf
partners,fbutfalsofDoDfagencies.

Andfwhenfyouflookfacrossfthatfbodyfoffmediaf
fromfafforensicfstandpoint,ftherefarefaflotfoffveryf
basicfthingsfundone.fAndfIfdon’tfmeanftofsayfthatf
byfwayfofftrivializing,ffarffromfit.fButfwefsee,fforf
example,fcasesfwherefafveryflargefnetwork—couplef
hundredfthousandfboxes—you’vefgotfafboxfsittingf
infafDMZfwithfafyearfoutfoffdatefpatch—isfanfinitialf
vectorfintofthatfnetwork.fYou’vefgotfthingsfthatf
forfinstancefcrossfafconfigurationfoffnetworksflikef
thatf90fgateways.fThefquestionfthenfemerges,f
howfdofyoufmanagef90fgateways?fThefanswerf
isfnotfwell,fwhetherfthat’sfafdefenseforganizationf
orfafDIBforganization.fSofiffwefdofthefveryfbasicf
things,fwefbeginftofbuyfourselvesfafhedgefinfsomef
waysfsofthatfthenfwefcanfconcentratefonfthefmoref
esotericforfsophisticatedfthings.fButftofgetfthose,f
thefbasicfblockingfandftacklingfsortsfoffactionsfdonef
betterfthanfwefdofthemftoday,fIfthinkfthatfbuysfusf
something.fAgainfsayingfthat—notfasfdirectedfatfthef
DIB—butfasfeverybodyfoperatesfnetworks.

WefasfAmericansfseemftofkindfoffhatefthatf
repetitivefroutinefkindfoffoperations,fbutfwhatfjumpsf
outfatfmefinfthis—IfwasftalkingftofafCTOffromfaf
largefcoreftechnologyfoutfitfandfIfwasfdescribingftof
himfwhatfIfjustftoldfyou,fandfhefsaid—Whatfyou’vef
gotftofunderstand,fthatftofoperatefafnetwork,fyouf
needftofdofaboutf400fveryfbasicfthingsfrightf24f
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hoursfafday,f7fdaysfafweek,f365fdaysfafyearfandf
thenfoncefyoufgetfthosefthingsfright,fthenfthere’sf
wherefyoufbeginftofgetfintofthefterritoryfwherefyouf
canfdofinnovation,fbutfthat’sfalsofwherefthefriskfis.f
Andfsofweftendfnotfto—Shirley’sfpersonalfopinion—
sweatfthefdetailsfoftentimesfonfthefbasicfblockingf
andftacklingfthingsfandfwe’llfleave—metaphoricallyf
speaking—thefbackfdoorfopenfwhilefwe’refguardingf
theffrontfdoorfwithfmultiplefdefenses.

Ms. Ramsay:fNTOCfisfcurrentlyfworkingfonfaf
capabilityfwefcallfafdecisionfsupportftoolfwhichff
wefhave—it’sfIOCfrightfnow—andfthisftoolfisftoff
dofexactlyfwhatfwefseefasfthefchallenge—andfthatf
isftoftakefthefanalysisfthat’sfdonefbyfafperson—atf
leastftheffirstflevelfanalysis—automatefthat—andf
softhenfthatfdatafcanfbeflookedfatfandfwhenf
somethingfbreaksfafthreshold,fthenfaftipfofffcanf
goftofafrealfanalystfwhofcanfthenfstartftoflookfatf
thefproblem.fAndfonefoffthefthingsfthatfisfreallyf
importantfasfwefbeginftofusefthisftoolfisfwe’llff
needftofcollectfdatafoverftime,fandfthenfgofbackf
andflookfatfthatfdata—doftheftrendfanalysis—
becausefwefhaveftoffigurefoutfwhatfthresholdsff
dofwefneedftoftripfbeforefthatfalertfactuallyfgoesf
tofthefperson.fAnd,foffcourse,fthisftool—whenf
wefgetfthisfworking—we’llfofferfitfbothftofGNO,f
US-CERT,fandfanyfoffthefotherfusersfbecausefwef
wantftofmakefsurefthatfwefhavefconsistentfsetfoff
processes—thatfwefdofanalysisfonfafconsistentfsetf
offways—sofwefcanfsharefandfbefafcohesivefteam.

BG Davis:fAnybodyfelse?fOkay.fWefhavefanotherf
question.

ThisfonefisfanfinterestingfquestionfbecausefI’mf
notfsurefthisfisfspecificftoftheftopicfoffinformationf
sharingforfsharedfsituationalfawarenessfbutfitfgetsf
tofthefintentfoffthefconferencefandfasftofthinkingf
innovativelyfandfnotfbeingfheldfsofmuchftofthefwayf
thingsfhavefbeen.fWefneedftofthinkfprettyfbroadlyf
herefaboutfsolutions.

Assumefthatforganizationalfbarriersfarefresolved—
accountabilityfstructuresfarefdefined—andfyoufhavef
atfyourfdisposalfafwell-trainedfandfavailablefstaff.f
Withfthosefassumptionsfinfplace,fwhatfareftheftopf
threefspecificfitemsfonfyourfto-doflist?

Andfsofwhilefyou’refallfthinkingfaboutfthat,fI’llff
takefafstabfatfit.

GeneralfChilton,fIfthink,fstartedftalkingfaboutfthisfinf
hisfopeningfcomments.fThefthreefbiggestfthingsfforf

mefwouldfbeftofgetfaheadfoffthisfthing.fWefspendf
aflotfoffourftimefwatching,fmonitoring,freacting,fandf
it’sfdifficult.fThat’sfaftoughfjobfinfandfoffitself.fButf
wefneedftofgetfaheadfoffit.fTofreallyfdofthisfwell,fwef
needftofthinkfaheadfoffitfandfgettingfaheadfrequiresf
usfmovingfmuchfmorefrapidlyfthanfwefhave.fAndfIf
thinkfmyfthreefwouldfbefthis.

GeneralfChiltonftalkedfaboutfaffocusedfintelligencef
collectionfplan.fWefspendfaflotfoffourfenergyfandf
intelligencefandfanalysisffiguringfoutfwhatfhappened,f
insteadfoffwhat’sfgoingftofhappen.fAndfiffwefcanf
beginftoffocus—andfthisfisfmorefthanftheftechnicalf
side—thisftakesfafvarietyfoffsources—butfiffwefcanf
focusfonfwhat’sfgoingftofhappen,fIfthinkfthat’sfonef
importantfstepfinfgettingfahead.

ThefsecondfpieceftofmefwouldfbefinfthefDefensef
Department,fwefhavefafdefensefin-depthfstrategy.f
Wefhavefmanyflayersfoffdefensesfthatfprotectfourf
networks.fButfweftryftofkeepfeverythingfout,fandf
that’sfalmostfimpossible.fAndfwhenfyoufhaveflimitedf
resourcesfandfassets,ffromfafdefensefperspective,f
youfreallyfneedftoffocusfthosefwherefit’sfmostf
important.fSofyou’vefgotftofidentifyfyourfcriticalf
capabilities.fI’mfnotfsurefwe’vefdonefasfgoodfoffjobf
asfwefneedftofinfidentifyingfwhat’sfreallyfcriticalfinf
orderftoffocusfourfrealfenergyfinfprotectingfaroundf
thosefthingsfthatfarefrealfcritical.fIfthinkfthatfwillf
enablefusftofgetfaheadfandftofkeepfthingsffromf
gettingfinfinftheffirstfplacefsofthatfwe’refnotfreacting.

AndfthenffinallyfIfthinkfthefthirdfthingfwouldfbefwef
alsofhaveflimitedfresourcesfandfcapabilitiesfinfourf
mitigationfandfresponsefandfrestoralfcapabilities.f
Andfwefneedftofhavefproceduresfinfplacefthatf
allowfusftofposturefthosefandftofadjustfthefposturef
asfappropriateftofthefthreatfandftofwhatfwefinfthef
DefensefDepartmentfarefgettingfreadyftofdo.fWef
adjustfthosefposturesfsofthat—shouldfweffailfinf
thefintelligencefcollectionfeffort—shouldfweffailfinf
ourfprotectivefmeasuresfagainstfourfmostfcriticalf
resources—thenfthefflash-to-bangftimefwithfourf
responseftofmitigationfproceduresfisfreducedf
tofthefabsolutefminimumfandfwefhavefafmuchf
quickerfresponsefcapability.fThatfwouldfbefmyf
wishflistfforftheffuture.

Anybodyfelse?

Mr. Hass:fIfthinkfthefquestionfwasfafgreatfquestion,f
obviouslyffromfDoDfbecausefhefsaysfiffwefcouldf
getftheforganizationalfbarriersfandfauthoritiesf
solvedfwefcouldfmovefonftofotherfpriorities.fNotf
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speakingfforfMischel,fbutfIfthinkfthefICfandfthef
.gov—that’sfourftwofbiggestfchallenges.fTherefaref
lotsfofforganizationalfbarriersfinfthefIC.fIfknowfyouf
guysfdon’tfbelievefthat.fAndfthefDNIfhasfauthorityf
limitationsfthatfmakefitfsometimesfdifficultfforfusftof
befdirectivefasfthefDNI.fAssumingfthoughfthatfwef
canfgetfthoseftwofhurdlesfbehindfus—whichfwouldf
beffantastic—I’vefgotfonefpriorityfandfthat’sfiffthef
offensefcouldfinformfthefdefense.

We’vefgotfsomefagenciesfoutftherefthatfhavef
afgreatfoffensivefcapability—we’vefgotfsomef
COCOMsfthatfhavefgreatfoffensivefcapabilities.f
Iffwefarefeverfgoingftofgetftofwarningfatfnetworkf
speed,foffensefhasftofplayfwithfthefdefense.fAndf
Ifwouldflikeftofseefusfmovefdownfthatfpathfsofwef
canfgetftofwarningfatfnetworkfspeed.

Ms. Ramsay:fIfthinkfGeneralfChiltonfcoveredfallfthreef
offminefinfhisftalkfthisfmorningfbutfletfmefreiterate—
althoughfI’mfnotfsurefI’llfbefnearlyfasfeloquentfasf
youfdid,fSir.fFirstfisfwefshouldffocusfonfhardeningf
ourfnetworksftofmakefthemfdefendable.fThisfisf
eminentlyfdoable.fTheftoolsfarefoutfthere.fItftakesfaf
littlefmoneyfandfaflittlefwherewithalftofjustfbefablefdof
that.fInffactfIfdon’tfthinkfitftakesfthatfmuchfmoney.

ThefsecondfonefwhichfIfthinkfisfjustfasfimportantfisf
thefautomationffactor—andfthatfisfbecausefspeedfisf
reallyfimportantfsofwefreallyfneedftofputfautomatedf
proceduresfinfplacefsofwefcanfinventory—wefknowf
what’sfonfourfnetwork—whatfstatefit’sfin.fWefneedf
tofbefableftofautomaticallyfdeliverfpatchesfandfmoref
importantlyforfjustfasfimportantlyfIfthinkfisfautomatedf
policyfcompliance.fTodayfwefactuallyfhavefnofidea.f
Ifdon’tfbelievefthefUS-CERTforfGNOfhasfanyfwayfoff
findingfoutfiffourfnetworksfarefinfcompliancefotherf
thanfgoingfoutfandfaskingfandfhavingfpeoplefself-
report.fIfjustfdon’tfthinkfthat’sfgoingftofwork.

And,fthirdly,fwhichfIfthinkfisfjustfasfimportantfasf
theffirstftwo,fisfreallyfhavingfthatfrelevantfcommonf
operatingfpicturefinfafsharedfoperationalfawareness.f
Todayfwefoperatefandfdefendfourfnetworksfinf
sortfoffenclavesforfpockets,fbutfletfmeftellfyoufourf
adversaryfseesfthefnetworkfasfonefbigfnetwork.fTheyf
don’tfadhereftofthosefboundariesfatfallfsofit’sfreallyf
importantfthatfwefallfhavefafcommonfsituationalf
awarenessfoffourfnetworks.

Ms. Kwon:fWell,ffromfthef.govfperspective,fonefoff
myffirstfprioritiesfwouldfbefafrefreshfofftechnology.f
Ifthinkfaflotfoffthefpositionfwe’refinftodayfisfbecausef
it’sfoftenfnotffunded.fAndfthefbasisfoffprotectingf

ourselves—thefeasiestfwayftofprotectfourselvesfatf
thisfpoint—isftofrefreshfourftechnologyfandfkeepfourf
technologyfatfafstatefoffreadiness.

Sofmyfsecondfpriorityfwouldfbeflifefcyclef
management.fAnfappropriatefwayfoffconsolidatingf
ourfnetworksfsofthatftheyfarefmanageable—softhatf
wefcanftellfwhat’sfpatchedfandfwhat’sfnotfpatched—
softhatfwefcanfdeployfupdatesfandfkeepfthatfnewlyf
refreshedftechnologyfupftofdate.fThosefwouldfbefmyf
numberfonefandfnumberftwofpriorities.

Andfthenfnumberfthreefpriorityfwouldfbefthatf
prioritization,fbasedfonfmission,foffthefthreatsfandf
attacksfsofthatfwefarefsurefthatfwefarefnotfbackingf
intofthisfvulnerabilityffirst,fbutfwe’reflookingffacef
forward,fthreatffirst.fAndfIfthinkfthosefwouldfbefmyf
threeftopfpriorities.

Mr. Shirley:fSincefFebruaryfoff‘07,fI’veftalkedftof
probablyfmorefindustryfguysfthanfIfhavefgovernmentf
guysfandfonefoffthefthingsfthatfjumpsfoutfatfmefisf
thatfwe’vefgotflotsfandflotsfofftechnology—we’vef
gotflotsfandflotsfoffsmartfguys.fWhatfmayfbefthef
toughestfthingfis,finfworkingfwithfthefDefensef
IndustrialfBasefandfindeedfgovernmentfpartners,fisfaf
culturefofftrust.fAndfit’sfthe—IfthinkfGeneralfChiltonf
mentionedfitfearlierfbut—culturefisfafbigfdeal,fandfit’sf
harderfmaybefforfusftofchangefthatfthanfitfisfforfusftof
changefthefhardware.fButfonefoffthefthingsfwithfmyf
DefensefIndustrialfBasefcolleaguesfwantftofbefsuref
offisfthatfthefgovernmentfisfprotectingftheirfequitiesf
inftermsfofftheirfreputationfinfthefmarketplace—
protectingftheirfintellectualfproperty—andfthef
governmentfisfnotfgoingftofdofsomethingftofinjuref
theirfcompetitivenessfagainstftheirfpeers.fIffIfhadfthreef
thingsfsoftofsay—aftrustfculture—needftofsharefratherf
thanfafneedftofcollaborate—andfthenfthatfwouldfsetf
upfafcollaborationfasfafmusclefmemoryfratherfthanf
collaborationfasfsortfoffanfexceptionalfevent.fAndfasf
afcommunityfoffinterest—DoD—DefensefIndustrialf
Base—etc.—we’refprobablyfinfthefcrawl,fwalk,frunf
modefinfthatfregardfandfmaybefinfafhighfcrawlfphasef
offthefcrawl,fwalk,fandfrunfcontinuum.

Mr. Teyama:fIfthinkffromfmyflane,fit’sfmovingffromf
justfthef.mil,f.govftofalsofthef.coms.fThefpeoplefthatf
arefvictimsfoutftherefarefalsofretailersfandfindustriesf
thatfindirectlyfsupportfthefDoD—thatfhavefbeenf
targetedfbyfadversaries.fIt’sflawffirms.fIt’sfCEOs.fIt’sf
thefentirefsocialffabricfthatfwefhavefherefdomesticallyf
infthefUnitedfStates.fAndfIfguessftheffirstfthingfwouldf
beftofbridgefthatftrustforfthatfinformationffromfthef
civilianfworldfandfbringfitfinfsofwefcouldfleveragef
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thatfinformationfinfthefDoDfandfthefintelligencef
communityfbecausefthere’sfafwholefsitefpictureff
outftherefthatfwefmayforfmayfnotfbefseeingfbecausef
thefvictimsfarefcivilian/domesticfvictims.

ThefsecondfthingfthatfI’dfreallyfidentify,fIfguessf
Ifhaveftwo,fisftransitioningffromfafreactivefmodef
wherefwe’refrespondingfandfIfcanfgivefyoufthef
forensics—andfIfcanftellfyoufhowfafcomputerfwasf
hit—andfIfcanftellfyoufhowfitfcamefin—andfIfcanftellf
youfwhatfwasfstolen—andfIfcanftellfyoufwhatftoolsf
werefused—butftransitioningffromfthatfreactivefmodef
tofthefproactivefmodefwherefwe’refusingfundercoverf
operationsfandftryingftofinfiltratefthesefadversarialf
organizationsftofprovidefthatfsitefpicture.fAndfthenfIf
guessfthefnirvanafwouldfbefgettingftofpredictivefsof
thatfwe’refinfsuchfafpositionfthatfwefcanfseefwhof
isfgettingfattackedfbeforeftheyfare.fInfmanyfcases,f
we’vefbeenfthat.fOverftheflastfyear,fforfexample—
thefNCIfJTFfhasfreallyfonlyfbeenfaroundfforfoverf18f
monthsfnow—we’vefmovedffromfthefreactivefphasef
upftofpredictivefphasefwherefwefcouldfseefattacksf
comingfinfandfbeingfableftofleveragefagainstfattacksf
beforeftheyfactuallyfmadefentry.

BG Davis:fCouldfwefgofbackftofthefslidefthatfwefhadf
therefandfadvancefitfonefmorefbuild.

AtfthisfpointfnowfthefNTOCfisfcollaboratingfwithfthef
IC-IRCfandfdoingfthefanalysisfonfthefmaliciousfcode.f
HowfwouldfNTOCfsharefthisfinformationforfresultsf
infthefcollaborationfbetweenfitselffandfthefIC-IRC?f
Anythingfyoufwantftofaddffromfwhatfyou’vefalreadyf
discussed,fJimforfSherri?

Ms. Ramsay:fIfwouldfjustfsay—actuallyffromfafrealf
worldfexamplefthatfhappenedfinftheffall—whatf
wouldfhappenfisfwefactuallyfwouldfphysicallyfgetf
together—whichfwefdidfonfSaturdaysfandfSundaysf
onfonefinterestingfweekendfbackfinftheffall—andf
forflotsfoffweekendsfafterfthat—andfactuallyfreallyf
collaborate—lookfspecificallyfatfthefclassifiedf
networks—thatfwefwouldfworkfwithfthefIC-IRCftof
seefwhatfwasfhappeningfonfthosefnetworks.

NTOCfwouldfpartnerfwithfourfInformationf
AssurancefDirectoratefspecificallyftofdofthef
forensicfoffthefmalware—tofgofoutfandfdofthef
defensefoffthefclassifiedfnetworks.fWefhavefaf
teamfthatfdoesfthat.fWefalsofwouldfpartnerfwithf
thefInformationfAssurancefDirectorateftofperhapsf
deployfonfonefofftheirfbluefteamsfthatfwouldf
actuallyfgofoutfandfsitfdownfwithfthefsystemf
administratorsfandfoperatorsfoffthefnetworksfandf
lookfatfthefconfigurations.
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Mr. Hass:fFirstfIfwantftofapplaudfJohnfSteinfforf
settingfthisfscenariofup.fIt’sfafgreatfwayftofimpartf
knowledgefandfbringfoutfquestionsfbutfitfalsofshowsf
wherefwefneedftofgetftofasffarfasfcollaborationfoff
networkfspeed.fInfreality,fthefICfIRCfprobablyfwouldf
havefbeenfdrawnfinfonfthisfearlyfbyfeitherfJohnforf
MischelfandfthefmainfjobfoffthefICfIRCfwouldfbef
tofgetfoutftofthefcommunityfthatfthefattackfhasf
occurred,fandfherefarefthefsolutionsftofthefattack.fAsf
wefsaidfbefore,fallfoffthefnetworksfarefconnected.fIff
folksfdon’tfthinkfNSA-netfisn’tfconnectedftofNGA-netf
whichfisfconnectedftofCWE,ftheyfreallyfare.

Wefhadfafrecentfexample,ftherefagainfunclassified,ff
afyetftofbefnamedfagencyfhadfafone-wayffileftransferf
thatfsentfupfafbadfone-wayffileffromftheflowfsideff
allfoffthefwayftofthefhighfside.fThatffilefwentfoutfonf
ICE-mailf(IntelligencefCommunityfe-mail).fWefallfknowf
wherefICEfmailfgoesfandfwefhadfafmess.fSofthisfisf
actuallyfafcasefwherefICfIRCfwasfactuallyfputtingfoutf
theffirstfcorrectivefnotice,fthat—byfthefwayfoffJohnf
andfMischel,fandfmaybefevenfSherri,fbutfSherrifwasf
probablyfoutfaheadfoffus—wefhadfafproblem.fSofthef
ICfIRCfjobfwouldfbefinfthisfscenario,ftofjustfkeepfthef
ICfinformed.fWefhavefafsmallfchancefoffaddingfvaluef
herefsincefJohnffeedsfus—Mischelffeedsfus—andf
Sherriffeedfus.fWefactuallyftakefallfoffthatfandfdofaflittlef
bitfoffall-sourcefanalysisfandfwhenfwefpukefitfoutftof
thefICfIRC,fandfpukefitftofthefotherfthreefcentersfandf
sometimesfwefmightfbefanfhourforftwofaheadfoffthef
otherfthreefcentersfsofyoufmightfgetftofsee—here’sf
withfafUS-CERTfsaysfandfhere’sfwhatfGNOfsays,…andf
maybefwefcanfhelpfaflittlefbitfinfthatfway.fButfmainly,f
we’refinfthefinformationfflowfmodefinfthisfscenario.

BG Davis:fI’vefgotfthreefquestionsfhere.f
TheyfarefallfrelatedfandfsofIfwantftofposefthisftofyouf
whilefwe’reftalkingfaboutfthis.fTheffirstfquestionf
is—couldfthefpanelfdiscussfhowfthey’refworkingf
thefissuefoffsharingfthreatfandfresponsefinformationf
withfotherfnations?

Thefotherfonefis—howfdofyoufcollaboratefwithf
Microsoft,fMcAfee,fNortonfandfotherfcommercialff
CNDfoperators?fSofyou’vefgotfanfinternationalfaspects,f
you’vefgotfafcommercial/privatefsectorfaspect.

Andfthenfthefthirdfrelatedfquestion—theff
panelfspokefafgreatfdealfaboutfcommunication,f
informationfsharing,famongstfallfoffthefagenciesf
dealingfwithfthisfincident.fHowfmuchfoffthef
informationfsharingfisfmachineftofmachine?fHowf
muchfisfsneakerfvoicefcoordination?fHowflongf
wouldfitftakeftofbefawarefoffthefsituationfandf

respond?fHours?fDays?fWeeks?fSofIfthinkfallfoff
thosefarefsortfofftiedftogether.

Ifknowffromfmyfownfperspective,fwe’vefhadf
instancesfinfthefpastfwherefitfwasfveryfimportantftof
getfinformationfsharedfonfafveryfwidefbasisfacrossf
international—manyfdifferentfboundaries—andf
becausefoffthefsourcesfandfmethodsfissue—whichf
isfafrealfissue—itfbecomesfafchallengefinfinformationf
sharing.fAndfIfwon’tfmakeflightfoffthatfchallenge.fIt’sf
therefforfafgoodfreason.

Soffiguringfoutfafwayftofbalancefthefneedftofprotectf
howfyoufgotfthefinformationftofbeginfwith,fwithfthef
needftofsharefitfveryfbroadlyfinforderftofrespondfandf
admittedlyftakingfresponsefafterftheffact,fbutfgettingf
somethingfunderfcontrolfisfafkeyfchallengefthatfIfseef
thatfwefhave,fatfleastffromfthefDoDfperspective.f
Anybodyfelsefhavefanyfcomments?

Ms. Kwon:fWell,fIfthinkfeventsfofflastfweekfhavef
showedfusfthatfsometimesfthefanswerftofthisf
questionfis,fwell,fitfdepends.

Lastfweek’sfincidentfhadfnofclassifiedfaspectsf
tofit.fAndfwefneededftofcommunicatefasfwidelyf
andfbroadlyfasfwefcould.fWefdidfcoordinatefandf
collaboratefwithfthefsecurityfvendors,fwhichfwasf
absolutelyfcritical,fbecausefdifferentfvendorsfhadf
differentfmethodsfoffcleanupfthatfactuallyfconflictedf
withfeachfotherfandfconflictedfwithfthefadvicef
thatfsomefoffusfwerefgivingfourfusers.fSofthatf
collaborationfwasfveryffruitfulfandfisfoftenfveryf
important.fAndfthatfisfafpartfoffUS-CERT’sfstandardf
operatingfprocedure—tofreachfoutftofthefsecurityf
vendorsfandfcollaboratefandfcoordinatefwithfthemff
atftheflevelsfinfwhichfwefcanfdofthat.

Wefalsoffoundfinflastfweek’sfincident,finfparticular,f
thatfwefusuallyfonlyfcollaboratefwithfourfpartners.f
Andfwhatfweffoundfwasfthatfwefreallyfneededftof
collaboratefwithfallfoffthefinternationalfcommunityf
softhatfisfonefoffourflessonsflearnedfandfcontinuesf
tofbefsomethingfthatfwe’refstrivingftofdofwithf
confickerfinfparticular.

Butfagain,fyou’refright.fItfdependsfonfwhatf
classificationflevel—whofthefthreatfactorfis—whatfthef
threatftofourfagencyfis.fIt’sfanfanalysisfoffhowffarfyouf
canfactuallyfcollaboratefwithfthatftypefoffinformation.

Mr. Shirley:fGreatfquestionfaboutfhowfdofwef
collaboratefwithfSemantic—Norton—McAfee?f
Yeah,fwefdo,fbutfwhatfIfwouldfaskfyoufguysftofthinkf
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about—wefdofaflotfoffdiscussionfthesefdaysfaboutf
public-privatefpartnershipsfandfhowfthat’sfgoingftof
befgoodfforfusfiffwefgetfitfrightfsofI’mflookingfforfthef
smartfguy/galfoutfthereftofshowfmefthefpicturefoff
here’sfhowfwefdofitfright—inftermsfoffthefcontractualf
issues—inftermsfoffavoidingfconflictsfoffinterest—inf
termsfofffavoringfonefoffthoseforganizationsfoverfonef
offtheirfcompetitors—butfhowfwefmarryfthosefthingsf
togetherfsofthatfwefdofthisfasfafgrandfteamfsportfthatf
it’sfgotftofbeftofdefendfagainstfaggressivefadversaries.

Therefarefprobablyfafcouplefoffgoodfexamplesfoff
public-privatefpartnershipsfthatfI’mfawarefof.fOnef
wefhavefatfDC3fisfwherefwe’vefgotfafveryfclosef
relationshipfwithfCarnegiefMellonfCERTfasftheyfsupportf
thefDIBfcollaborativefinformationfsharingfenvironment.f
ButfIfhearfthatfquestionfaboutfhowfdofyoufdancefwithf
McAfeeforfdancefwithfSemantic,fandfsofifftherefarefanyf
offyoufoutftherefthatfhavefsomefreallyfcoolfidea,fthrowf
afnetfoverfmefandfIfwouldflikeftoftalkftofyoufaboutfit.

Mr. Teyema:fWell,fIfcanftellfyouffromfthefFBI’sf
perspective,fandfI’mfactuallyfassignedftofthefCyberf
Division,fwe’vefforftenfyearsfbeenfdevelopingfaf
long-termfrelationshipfwithfthefantivirusfvendorsff
andfsoftwarefdevelopersfjustfbecausefoffthefneedff
tofworkfthefinvestigations.

Asftofthefinternationalfinvestigations,fwefhavefaf
veryfrobustfpartnership.fTherefarefseveralfdifferentf
outreachfmethodsfwefdofwithfourfimmediatef
allies,fbutfthenfalso,fthefDepartmentfoffJusticefhasf
somethingfcalledfthef24/7fnetworkfwherefwefhavef
afsetupfaroundfthefworldfsofwefhavefafconceptfoff
fast-freeze/slow-thawfwherefafMinistryfoffJusticef
canfcontactfthefDepartmentfoffJusticeforfthefFBIfandf
immediatelyfmakefafphonefcallftofstartfthefwheelsf
movingftofpreservefinformationfsofthatfwefcanf
startfactingfonfit.fAndfthenfbasedfonfsourcesfandf
methodology,fandfalsofthefclassificationfoffwhofthef
victimfisfandfwhatfwe’refworking,fwe’refableftofsharef
thatfveryfopenly.fWefhavefoverf45flinksftofembassiesf
aroundfthefworldfandfactivelyfpromotefthatfsharingfoff
informationfsofwefcanfclosefthefinformationfgap.

Ms. Ramsey:fOnefoffthefactivitiesfthatfwefperformf
infconjunctionfwithfDISAfisftofputfoutfconfigurationf
guidanceftofthefDoDfforfthefproductsfthatftheyf
deployfonftheirfsystems.fAndfsofasfafresultfofff
thatfactivity,fwefalongfwithfDISAfhavefafveryfrobustf
relationshipfwithfafnumberfoffthosefvendorsfinfreallyf
tryingftofunderstandftheirfproductsfandfmakefsuref
thatfwefconfigurefitfinfthefmostfsecurefwayfpossible.f
Sofwefhavefafnumberfoffvendorfrelationships.

IfagreefwithfMischelfinftermsfoffthefforeignf
relationships.fI’llfsayfitfdepends.fAsfanfintelligencef
agencyfandfasfmemberfoffthefDepartmentfoff
Defense,fwefhavefafnumberfoffrelationshipsfwithf
foreignfpartners,fbothffromfthefsignalsfintelligencef
sidefasfwellfasfthefinformationfassurancefside.f
Offcoursefourfclosestfpartnersfarefwithfthosef
English-speakingfnationsfsofwefhavefaffairlyff
broadfandfrobustfsharingfrelationshipfwithfthem.

ButfIfdofagreefwithfSteve.fIfthinkfthisfisfafbraveff
newfworldfhere.fIfthinkfit’sfgoingftoftakefwhatfpeoplef
haveflabeledfafpublic-privatefpartnershipftofprotectf
ourfnationfinfthefworldfoffcyberspacefandfIfthinkf
hopefullyfwhatfmayfcomefoutfoffthisfweek—andf
whatfIfhopefwillfcomefoutfoffthisfweek—isfafnumberf
offideasfinfhowftofreallyfgofforward,fprotectingfallf
offthefconcernsfoffthefprivatefsectorfinftermsfoff
maintainingftheirfmarketfsharefandftheirfprofits.fAndf
alsofthosefconcernsfwithfthefprivatefpartnershipfwithf
usfinftermsfoffthefcivilflibertiesfandfprotectingfthosef
asfwell,fsofhopefullyfwe’llfhavefsomefideasfonfthatf
thatfwillfcomefupfatfthefendfoffthefweek.

Mr. Hass:fI’llfjustfwrapfupfrealfquickftofanswerfthef
otherfportionfoffthefquestion—isfitfsneakerfnet—isfitf
voicefcoordination—isfitfhours,fdays,fweeks?fThat’sf
whatfallfoffCI5fisfabout—connectingfthefcenters.

Rightfnowfit’sfimprovedfgreatly.fIfcanfhonestlyfsayfIf
thinkfit’sfafmatterfoffminutesfandfhours.fMostfoffitfisf
donefwithfe-mailfpushesforfe-mailfnotificationsftofgof
tofwebsitesfthatfhavefthefinformation.fThere’sfaflotfoff
teleconsfbeingfmade.

Eventuallyfwe’refgoingftofgetftofthesefsharedf
collaborationftoolsfthatfallowfinstantffilefsharing—
robustffilefsharing—securefVTC,fetc.fThat’sfwheref
wefwantftofgetfallfofftheffivefcentersfto.fThreefofff
thefcentersfareftherefnow.fOncefwefgetfthatfinff
place,fitfwillfgoffromfhoursfandfminutesfdownftof
almostfinstantaneousfIfhope.fThat’sfmyfdream.

BGfDavis:fOkay.fIffwefcanfmovefbackftofthef
scenario—iffwefcouldfgoftofthefnextfsegment,fplease.

Andfherefwe’vefgotfthefUS-CERTfprovidingfthefresultff
offthefdigitalfmediafanalysisftofthefDC3—GNOfprovidingf
DC3finformationffromfthefDoDfagencyfforfdigitalfmediaf
analysis—andfusfinteractingfwithfthefDIBfthroughf
otherforganizationsfsuchfasfourflawfenforcementf
counterintelligencefcellftofsecurefthefinfectedfboxfandf
sendfitfupfforfanalysis.fHere’sfafquestion,fwhyfdoesf
US-CERTfsendfinformationftofDC3?



2009 Cyberspace Symposium Proceedings  u  35

Mr. Shirley:fWell,fonfthefotherfhandfitfcouldfbefDC3f
sendingfitftofUS-CERT.fItfwouldfdepend.fWeftalkedf
aboutfthisfandfinffactfJohnfandfIftradedfhatefmailf
backfandfforthfforfafcouplefdaysfonfthis.

Butfwe’vefhadfinfthefpartnershipfwithfthefDefensef
IndustrialfBasefonfafnumberfoffreferralsfthat—af
successionfoffeventfnotificationsfbutfwe’vefhadfinfonef
casefafmajorfreferralfoffmediaffromfafsourcefaffectingf
theirfnetwork.fSofitfcouldfgofbothfways,fcouldfitfnot?

Ms. Kwon:fAbsolutely.fAndfIfthinkfwhat’sfimportantf
herefisfwhenfwefdofdigitalfmediafanalysis—analysisf
onfanyfmalware—thatfthefinformationfisfsharedf
amongstfthefpartnersfandfthatfwe’refnotfcontinuallyf
doingfthefsamefanalysisfonfthefsamefmalware.fDoingf
somefcoordinatedfeffortfinfthatfregard—andfIfthinkf
that’sfhappeningftoday—Ifthinkfwe’refactuallyfdoingfaf
goodfjobfoffthat—butfalsofensuringfthatfthefNTOCfhasf
thatfinformation—JTF-GNOfhasfthatfinformation—andf
securityfagenciesfhavefthatfinformation.

Infthef.govfsidefoffthefhouse,ftheyfarefjustfcomingfupf
tofspeedfonflearningfaboutfmanyfoffourfintrusionfsets.f
Andfwe’vefdevelopedfthefjointfagencyfcyberfknowledgef
exchangefmeetingfwherefwefmetfeveryftwofweeksf
withfthefsecurityfoperationfcentersfthatfexistfinfthef.govf
spacefandfwefsharefatfthatftimefmalwarefinformationf

andftheftypefoffanalysisfwe’vefdone—andfDC3fhasf
done—andfotherfpeoplefacrossfthefspacefhavefdone—
softhatfourfsecurityfoperationfcentersfarefawarefandf
alertfandfknowfhowftofrespond—knowfhowftofdetectf
theftypefoffmalwarefthat’sftargetedfatfthef.govfspace.fSof
Ifthinkfthefimportantfthingftofsayfherefisfthatfwe’refdoingf
thisfanalysisfandfthatfwefarefcomprehensivelyfsharing.

Mr. Shirley:fThere’sfaffairlyfsmallfcommunityfoff
überfgeeksfwhofcanfreallyfwhenfthey—inftermsff
offdeconstructingfmalwarefandftradingfobservationsf
andfcomparisonsfonfthis—sofallfofftheseffolksfinfthisf
prettyfsmallfcommunityftendftofknowfeachfotherf
fairlyfintimatelyfafterfafwhile.fAndfmyfguysfknowf
Mischel’sfguys—whofknowfSherri’sfguys—whof
knowftheirfcounterpartsfatfGNOfandfatfthefNCIfJTF.f
Andfafterfwefpushftheforgfchartfoffftofthefside—
whichfsometimesfgetsfinfthefway—it’sfthosefüberf
geeksfwhofknowfeachfotherfandfhavefafvery,fveryf
focusedfintellectualfchallengefinftermsfoffthefwayf
thatftheyfcollaboratefamongstfeachfother—isfwheref
Ifthinkfafpartfoffourfsuccessflies.fIffwefcanfenablef
themfwithftheftoolsfandfthefpipes—asfJimfHassfisf
workingfon—thatftheyfcanftalkfspeedfofflightftofsharef
theirfobservationsfandftechnicalfanalysis.

BG Davis:fIfwouldfcharacterizefthefrelationshipf
betweenfGNOfandfDC3—asfafconnectionftofthef
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largerfDIBfcommunity—asfjustfbeginningfatfthisf
point.fAndfwefdon’tfsharefasfmuchfasfwefshouldforf
asfwefcan.fWe’refjustfnowfbeginningftofleverage—
andfoncefagainfthisfisfaboutfresources—havingfthef
resourcesftofbefableftofdofallfoffthesefthings—butf
we’refjustfatftheffrontfendfoffbeingfableftofsharef
thatfinformationfinftermsfoffawarenessfreportsfandf
intelligenceftips—andftofleveragefafnetworkfthatf
ourfDIBfpartnersfcanfbefonfatfthefrightfclassificationf
levelsftofgetfthisfinformationfonfafroutinefbasis.

Ifwouldfjustfsayfthatfevenfthoughfwe’refonfthef
frontfendfoffprovidingfinformationfthroughfSteveftof
thefDIBfcommunity,fwefarefalsofveryfinterestedfinf
informationfflowfthefotherfway.fLikefIfsaid,fthere’sfaf
lotfoffindirectfimpact.fItfmayfnotfbefdirectfimpactfonf
DoDfsystems,fbutfitfcertainlyfcouldfbefindirectfandf
we’refveryfinterested.

Andfwe’vefmentionedfinftermsfoffthefquestionfoff
sharingfwithfinternationalfpartnersfandfwithfprivatef
sector,fthefintelligencefissuesfarefonefissue.fTheref
isflawfenforcement—legalfissues—thatfarefotherf
issuesfthatfcanfsometimesfprohibitfrapidfinformationf
sharing.fThere’sfthefoperationalfissue.fAndfIfhavef
affeelingfthatfwhatfmightfbefinhibitingfinformationf
flowingfbackffromfthefcommercialfsectorfbackftoff
usfinfgovernmentfareftheffinancialfissuesfassociatedf

withfit.fWe’vefgotftoffigurefoutfbetterfsolutionsftofallf
offthesefissues.fAnybodyfelse?

Okay.fIffwefcouldfmoveftofwhatfIfthinkfisfnearingfthef
endfoffsegment,fscenariofhere.

Basicallyfwefhavefallforganizationsfinteractingff
throughfthefvariousfmechanismsfinforderftofcollaboratef
onfthisfonefparticularffictitiousfincidentfthatfwe’vefgotf
tofisolatefandfthenfeliminatefthefcode.fAndfatfthisfpointf
Ifwouldfopenfitfupftofourfpanelftoftalkfinfgeneralftermsf
aboutfchallengesfthatfyou’vefhadfinfjustfgeneralftermsf
offsharedfsituationalfawarenessfandfmaybefevenfsomef
successesfthatfwefhaven’tfbroughtfoutfyetfthatfyouf
wouldflikeftofmention.fAndfthenfwhenfwe’reffinishedf
withfthat,fIfwouldflikeftofhavefaffewfmorefquestionsf
thatfcamefinfherefthatfwe’llfaddressfandfthenfwe’llfaskf
forfanyffinalfquestions.fAndftryftofendfatfaboutf10:30.

Sofanyfchallengesforfsuccesses?

Mr. Shirley:fPeople,fmoneyfandftime—threef
principalfchallenges.

Mr. Teyema:fIfthinkfonefoffthefthingsfIfcanfidentifyfasfaf
successfthatfwe’vefseenfsincefwe’vefbeenfdoingfthisf
withfthefsixfcentersfisfI’vefseenfthefbreakingfdownfoff
thefsilosfoffexcellencefandfthefsharingfoffinformationf
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connectingfthefcentersfthatfreallyfcomefdownftofjustf
crossfculturalfawarenessfandfappreciatingfwhatfaf
computerfnetworkfdefenderfwouldfneedforfcomputerf
networkfoperations.fAndfanfexamplefisfwherefI’mfgoingf
outfandfIfhadfafcommercialfoperationfwherefthere’sf
afvirusforfintrusion,fandfgrabbingfafcopyfoffthefdrivef
pursuantftofafsearchfwarrantfandfbeingfableftofprovidef
afcopyfoffthatfbackftofthefcomputerfnetworkfdefensef
communityfsoftheyfcanfstartfleveragingfitforftakingfthef
keyffactors.fThatfhasfbeenfafsignificantfwinffromfmyf
perspective—isfclosingfthatfgapfonfinformationfsharingf
andfsensitizingfourfagentsfwhenfwe’refoutfinftheffieldf
thatfwefneedftofgetfthisfinformationfbackfsofwefcanf
startflockingfdownftheffort.

Ms. Kwon:fWell,fIfcan’tfagreefwithfyoufmore.fIf
categorizefitfasfpeople,fprocessesfandftechnology,fandf
wefdefinitelyfneedftofimprovefinfallfoffthosefareas.

ButfIfthinkfthefsuccessfforfUS-CERTfisfwe’vefreallyf
turnedfthisfvesselfaroundfandfwe’refmovingfinfthef
rightfdirection.fWe’refnoflongerfjustfafreportingf
agency,fbutfwefarefafcollaboratingfagency.fWe’refaf
defendingfagencyfandfIfthinkfwe’vefbecomefafmuchf
betterfinformationfsharingfpartnerfandfIfhopefthatf
onlyfimproves.fIfthinkfthisfisfafteamfsportfandfIfthinkf
thefonlyfwayfwe’refgoingftofgetfaheadfoffthisfcurveff
isftofworkftogether—isftofmoveftofnetworkfspeedf
andftofgetfaheadfoffthatfthreatfandfbefableftofknowf
whofwefshouldfbefmostfconcernedfabout.

Mr. Hass:fI’llfbefbriefflikefSteve.fIfseefthreef
challenges—organizationalfboundariesfwithinfthefIC—
authoritiesfoffthefDNIftofbefableftofbefdirectivefacrossf
thefIC—andfhavingfthefoffensefinformfthefdefense.f
Andfasffarfasfsuccess,fpostfBuckshotfYankee,fI’vef
seenfafquantumfincreasefinfcollaborationsfandfspeedf
andfwe’llfjustfkeepfheadingfdownfthatfpath.

Ms. Ramsay:fIfthinkfonefoffthefsuccessesfthatf
we’vefdonefisfrecentfandfwe’vefmentionedfitfalreadyf
andfthatfisfmanyfoffusfhavef[liaisons]finfthefotherf
organizationsftofreallyffacilitatefthatfcollaborationf
andfspecificallyfNTOCfhasfaf[liaison]ffromfJTF-GNO,f
fromfUS-CERT,ffromfthefFBI,fasfwellfasfJFCCfNWf
andfothersfandfIfthinkfthat’sfreallyffacilitatedfthef
understandingfoffeachfother’sfmissionfandfthefspeedf
withfwhichfwefcanfsharefinformation.

Ifthinkfonefoffthefchallengesfinfthisfbravefnewfworldfoff
cyberspace,fparticularlyfsittingfwherefwefdo—wheref
NSAfdoesfandfthefintelligencefcommunity—andfthatfisf
veryfcarefullyfbalancingfandfdoingfitfwell,fasfwellfasfthef
perceptionfthatfwefcanfdofit—offreallyfprotectingfthef

nationfversusfprivacyfandfcivilflibertiesfandfIfthinkfthat’sf
thefchallengefallfoffusfarefgoingftoffacefasfwefcontinuef
toftryftofprotectfandfdefendfourfnation’sfnetworks.

BG Davis:fWe’vefhadfaflotfoffdiscussionfaboutfthef
challenges.fIfactuallyfthinkfthatftherefisfaflotfoffgoodf
newsfoutftherefinfthatfwe’ve—especiallyfinfthef
pastfseveralfmonths—Ifthinkfatfleastffromfafmilitaryf
perspective—wefhavefleadersfengagedftodayflikef
we’vefneverfhadfbeforefinfthisfarenafandfwefneedftof
takefadvantagefoffthatfinfthefmilitaryfbecausefwithf
thatfattentionfcomesfthefchanceftofgetfonftheftablef
whenfitfcomesftofthefresourcesfandftheftrainingf
issuesfthatfGeneralfChiltonftalkedfabout,fthosefthingsf
thatfneedftofbefdeveloped.

There’sfanfopportunityfhere.fIfthinkfpeoplefaref
beginningftofunderstandfthefseriousnessfoffthisf
threat—theffactfthatfitfhasfimpactfonfourfoperationalf
capabilities—thatfit’sfnotfjustfafconveniencef
anymore—thatfitfisfafwarfightingfplatformfinfthef
military—andfthatfitfdoesfhavefafsignificantfimpactf
beyondfthefmilitary—infourffinancialfmarkets—
ourfeconomy—infmanyfotherfcriticalffunctions.fIf
thinkfthat’sfafgoodfstartingfpointfandflookfatfthisf
symposium—afgreatfplaceftofdiscoverfthingsflikefthis.

I’vefgotfafwholefbunchfoffquestionsfbutfI’vef
gotfonefinterestingfandfI’llfopenfthisfupfforfyourf
consideration—veryfsimplefquestion.fInfthisfscenario,f
whofisfinfcharge,forfisfanyone?

Mr. Shirley:fThat’sfafgoodfquestion.f
Thefauthoritiesfquestion.

Ms. Kwon:fItfdependsfwhatfspacef
you’reftalkingfabout.

Mr. Shirley:fWellfiffyou’reftalkingfaboutfthefDIBf
partner,ftheyfarefinfchargefofftheirfnetwork.fThere’sf
nofdirectivefFARf[FederalfAcquisitionfRegulation]f
policyftodayfthatfsaysfafDefensefIndustrialfBasef
partnerfisfobligedftofmakefnoticefoffanfeventfonftheirf
unclassifiedfcorporatefnetworkfexceptfasfthey’vef
agreedftofdofsofunderfthefframeworkfagreementf
that’sfcurrentlyfproscribed.

Nowftherefisfdiscussionfoutfdownstreamfaf
bitfaboutfwhetherfthefDFARf[DefensefFederalf
AcquisitionfRegulation]fwillfbefamendedftofmakef
reportingfmandatoryfonfeventsfonfunclassifiedf
corporatefnetworksfthatfholdfDoDfcontent,fbutf
that’sfstillfoutfafways.
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Butftodayfiffyou’reftalkingfaboutfthefDefensef
IndustrialfBase—anfeventfonftheirfnetwork—it’sftheirf
networkfandfit’sftheirfrisk—andfonlyfasfitfisfproscribedf
inftheirfpartneringfagreementfwithfusfdoftheyfmakef
noticefoffthat.fSofthey’refinfchargefoffthatfpiece.

Mr. Hass:fIffyou’reftalkingfaboutfthefIC,fhere’sf
thefstandardfwordingfwefcamefupfwith.f“Thef
intelligencefcommunityfseniorfinformationfsecurityf
officerfstronglyfrecommendsfyoufdofX.”fAndftofthef
extentfyoufwantftofcallfthatfinfcharge,fthat’sfaboutfasf
directivefasfthefDNIfgetsfonffixingfthefmalware.

Ms. Kwon:fAsffarfasfthef.govfspace—thefstatef
andflocalfspace—thefindustryfspacefisfconcerned,f
IfwouldfsayfthatfUS-CERTfwouldfleadfthefeffortfinf
collaborationfandfcoordinationfandfthatfeachfoffthosef
individualfentitiesfownftheirfownfnetworksfinfthef.govf
space.fEachf.govfagencyforfdepartmentforfagencyf
ownsftheirfownfnetworkfandfoffcoursefthefstatefandf
localsfownftheirs,fasfdofindustry.

BG Davis:fWell,ffromfthefmilitaryfperspective,fwithf
myfbossfsittingfherefandfhis—thefbossfthatfhefreportsf
underfoperationalfcontrolfisfshowingfupflaterftoday,fandf
allfofftheirfbossesfsittingfatftheftable—I’llfsayfthatfwithinf
thefmilitary,fwefcertainlyfknowfwho’sfinfcharge.fThef
questionfoffcommandfandfcontrolfisfanfimportantfissuef
infthefmilitaryfforfallfthefreasonsfthatfGeneralfChiltonf
laidfoutfclearlyfinfhisfinitialfdiscussionfaboutfcentralizedf
commandfandfcontrolfandfdecentralizedfexecution.

Butfthisfisfmyfperspective.fInftheflargerfpicture,f
whatfitfremindsfmefoffisfmyfexperiencefinfthef
SpecialfOperationsfcommunity.fAndfoverftimefwef
realizedfthatfinfthefproblemfofffindingfpeoplefinfthef
world—badfpeoplefinfthefworldfwhofcanfhidefeasilyf
amongfcivilianfpopulations—weffoundfthatfitftakesfaf
networkftofdefeatfafnetwork,fandfthatfyoufneededfthef
cooperation—youfneededftofbuildfthefrelationshipsf
atftheflowestfpossibleflevelfamongfafvarietyfoff
governmentalfandfnon-governmentalfandfindigenousf
capabilitiesftoffindfpeoplefeffectivelyfinfthefworldfandf
arrestforfcaptureforfkillfthem.

Well,finfthefnetworkfworld—itfseemsftofmefbeyondf
thefDoDfproblemfwhenfweflookfatfallfoffthis—we’ref
allfconnected.fWefallfhavefrecognizedfanfenvironmentf
wherefwefsharefrisk,fandfwefsharefvulnerabilities,fandf
it’sfnotfafquestionfoffwhofisfinfcharge.fIt’sfafquestionf
offdevelopingfthosefrelationshipsfneeded—itftakesf
afnetworkftofoperatefandfdefendfafnetworkfinfmyf
opinion.fSofIfthinkfthatfbeyondfourfinternalfmilitaryf
commandfandfcontrolfstructures,fthat’sfgoodfandf

that’sfnecessary.fButftherefisfmorefrequiredfonfafmuchf
largerfbasisfandfpartnerships—networksfarefwhatf
itftakesftofbefeffectivefinfthat.fAndfI’vefalsoffoundf
theffartherfdownfyoufgo,fthefmorefitfseemsftofworkf
justffine.fThefhigherfupfyoufgofintoftheforganizationalf
architecture,fthefhigherfthosefboundariesfbecomefandf
youfbeginftofarguefaboutfauthoritiesfandfroles.

Butfanyway,fwefneedftoftakefadvantagefoffwhat’sf
beingfbuiltfinfthesefpartnershipsffromfthefgroundfupf
andftryftoffacilitatefthemfasfbestfwefcanfbecausef
we’refallfneededfinfthisffight.

Okay.fWe’llftacklefanotherfquestion.fItfsaysfpleasef
discussfwhenfandfhowfafdecisionfisfmadeftofrunf
afcounterfoperationfwhenfanfexploitfisfdiscovered.f
Givenfthefborderlessfnaturefoffcyberspace,fhowfaref
jurisdictionalfissuesfaddressed?fAndfsincefwefusedf
thefwordfjurisdictional,fTrent,fIfthinkfI’mfgoingftofgivef
youftheffirstfshotfatfthat.

Mr. Teyema:fThefdecisionftofdofafcounterfoperation—
actuallyfthat’sfwherefIfwouldfthinkfonfthefinvestigativef
side—that’sfwherefourfrolefwouldfcomefprimarily.fSof
wefwouldfleveragefthefinformationffromfthefdifferentf
partnersfandfthenfimmediatelyfwhatfwe’refgoingftof
tryftoffigurefoutfisfidentifyfwhofthefpersonfisforfpeoplef
behindfthatfandfthenftryfandfrunfafcounterfoperationf
againstfthat.fEitherfsetfupfanfundercoverfoperation—
tryfandfsetfupfmonitoring—setfupfwhateverfwefcanf
toffindfout—givefusfthatffurtherfinformationfwhatfwef
needftoftracefitfbackftofpointfofforigin.

ThefonefthingfaboutfthefNCIfJTF—letfmefgof
backftofanfinvestigativefpoint.fIt’sfnotfaboutfcyberf
investigations,fit’sfactuallyfaboutfpeople.fSofthefendf
goalfatfthefendfoffthefday—we’reftryingftofidentifyf
directfattributionftofthefperson—tofthefheartbeatf
thatfisflaunchingfthefattack—andfthenftakefitfupfintof
hisfcommandfandfcontrol.fSo,fyoufknow,fiffit’sfaf
foreignfpower,fwefwantftofidentifyfwhichfmilitaryforf
intelligencefcommunityfitfis.fIffit’sfanforganizedfcrimef
group,fwefwantftofidentifyfwhofthosefindividualsfaref
andfbefableftofleveragefagainstfthosefbecausefthat’sf
howfyoufstartfthefpainffromfourfperspective.

Andfthenfwhatfitfis—itfisfbalancefandfcooperation—
kindfoffthefteamworkfdependingfwhatfAORfyou’ref
goingfinto.fIffit’sfdomestic,fyoufleveragefexistingf
civilianfandflegalfauthorities.fIffit’sfoutsidefthefUnitedf
States,fthenfwe’refworkingfwithfourfpartners—thef
intelligencefcommunityfandfthefDoD—softhatfwe’ref
hopefullyfperfectlyflatchedfupfwithfeachfotherftofgof
afterfthefparticularfperson—personsfoffinterest.fAndf
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reallyfthat’sfthefideafoffwhatfwe’reftryingftofdofatf
thefNCIfJTF—isftoftakefthatfnextfstepfsofwefcanfdof
counterfoperations—sofwefcanfprojectfmorefforcef
backfatfthemftofcausefaflittlefpain.

BG Davis:fIfhavefafquestionfherefandfI’llffocusfthisfonf
ourffriendsfrepresentingfthefintelligencefcommunity.f
Whyfisftherefnotfafglobalfwarehousefrepositoryfoff
threatfactorfinformation—sources,fe-mailfaddresses,f
identificationfoffthreatfactorftacticsftechniquesfandf
procedures,fandfCNDfcomputerfnetworkfdefensef
actionablefpreventivefmeasuresftofcounterfthisfthreat?

Mr. Hass:fI’llftakeffirstfcrack.fThere’sfanotherf
initiativefcalledfCI7—increasefthefsecurityfonf
classifiedfnetworks.fWithoutfgoingfintofdetailsfinfthisf
environment,fmanyfoffthefthingsfmentionedfinfthatf
questionfarefbeingflookedfatfbyfCI7fandftherefaref
actionsfunderfwayftofmitigatefsomefoffthefchallengesf
thatfarefposedfinfthatfquestion.fI’llfbefhappyftofchatfinf
afsecurefenvironmentfiffwefcanffindfonefafterwards.

Ms. Ramsay:fGivenfthatfNTOC’sfjobfisfreallyftof
characterizefandfassessfthreatfinformation,fI’llfsayfwef
actuallyfdofhavefrepositoriesfthatfhavefthatfkindfoff
informationfinfthere.fHowever,fwefcan’tfmakefthosef
globallyfavailablefbecausefthefinformationfthatfwentf
inftherefwasfoftenfderivedffromfsignalsfintelligencef
andfsoftherefareflawsfthatfprohibitsfusffromfsharingf
arbitrarilyfthatfinformation.

Wefactuallyfhavefformalfreportingfvehiclesfunderf
whichfwefsharefthatfinformation.fSoftherefarefaf
numberfoffthose.fWefdofthreatfassessmentsf[that]f
actuallyfgofoutftofaffairlyfbroadfaudiencefincludingfallf
offmyffriendsfonfthefstagefhere.fWefdofreportsfcalledf
CIPEfreports,fC-I-P-Efreports,fcyberfIntelfpreparationfoff
thefenvironment,fwhichfoftenfdescribesfanfadversary’sf
networkfstructure.fWefdofformalizedfSIGINTfreportingf
whichfgoesfoutftofafwholefrangefoffSIGINTfclients—
whichfactuallyfNTOC’sfrolefinfthatfisfreallyfforeignf
threatsftofU.S.fnationalfsecurityfsystems.

Wefalsofdofafreportfcalledfcyberfpersonafprofiles.ff
Allfoffthatfgoesfoutfviafformalfreportingfmechanisms.f
Onefoffthefpurposesfbehindfhavingfthef[liaisons]finf
ourforganizationsfarefthatfasf[liaisons],ftheyfactually—
underfthefspecificfmemorandumfagreementfthatf
havefbeenfapprovedfbyfourfgeneralfcouncil’sf
office—theyfactuallyfcanfhavefaccessftofthefsamef
informationfthatfwefdofatfNSA.

Thefsamefisftruefwithfthefinformationfassurancef
data.fWefcollectfinformation—threatfinformation—

throughfourfinformationfassurancefsensors.fThosef
arefalsofstoredfbutfalsofreallyfdisseminatedfunderf
appropriateflegalfauthority.fSofwe’refworkingfreallyf
hardftofmakefsurefthefpeoplefthatfneedfinformationf
getfit—butfcertainlyfwithinfthefboundsfofftheflaw.

Mr. Shirley:fOnefoffthefthingsfthatfwefdofinfbuildingf
thesefcyberfthreatfproductsfforfindustry,fasfIfalludedf
to,fisfdevelopftechnicalfsignaturesffromfNTOC,fGNO,f
FBIfandfothersfandfthenfbeforefwefpublishfthose,fwef
submitfthosefbackfthroughfafdeconflictionfcyclefwithf
eachfoffthosefcontributorsftofaccessfthefIntelfgain/lossf
equation.fAndfitfisffairftofsayfthatfthatfshouldfalwaysf
befafdynamicftension.fButfIfwillftellfyou,fit’sfalsoffairftof
sayfwe’vefhadfsomefprettyfspiritedfdiscussionsfaboutf
thatfinftermsfoffwhatfdofwefpublishftofthefpartnersftof
betterfdefendftheirfnetworkfversusfwhatfdofwefretainf
tofexploitffromfanfIntelfstandpoint.fFairfstatement?fAndf
sofIfthinkfitfshouldfalwaysfremainfafspiritedfdiscussionf
infthatfregard.fSofit’sfafprettyftoughfthing.fIffyoufhadfthef
perfectfknowledgefaboutfallfoffthosefthreatfvectorsfandf
allfoffthatfinformationfandfthrewfafblanketfoverfitfthatf
wouldfafgreatfthingfforfonefagencyftofknow.fButfthef
realfpowerfoffitfisfhowfdofyoufsharefthatfwithfothersf
whofneedftofknowfthatfasfwell—tofbetterfdefendf
theirfnetworks—andfthat’sfwherefIfthinkftheftoughf
discussionfwillfalwaysfbe.

Mr. Teyema:fIfthinkfthefmainfwayfthatfwefsharef
thefinformationfthatfwefcollectfonfthreatfactorsfandf
signaturesfisfprimarilyfwefpushfitfthroughfthefNCIfJTF,f
upfatfDC3.fAlso,fiffit’sfunclassifiedfinformation,fthef
primaryfvehiclefwe’llfpushfitfoutfthroughfisfUS-CERTf
tofgetfitfoutftofthefcommunityfbecauseftheyfactuallyf
havefthefnetworkfinfplaceftofgetfitfoutftofwhofneedsf
itfquickly.fWefalsofhavefoutreachfprogramsflikef
InfraGardfandfourfdomainfprogramfbyfwhichfweftryf
tofsharefthat.fButffromfthefFBI’sfpointfoffview,fwe’ref
actuallyfgoingftofgetfitfoutftofthefcentersfthatfthat’sf
theirfresponsibilityfsoftheyfcanfgetfitfoutfthroughftheirf
mechanismfandfprovidefthemfthatfintelligencefandf
investigativefinformationfsoftheyfcanfleveragefthat.

BG Davis:fOkay.fObviouslyfwe’vefrunfoutfofftime.f
Ifwouldfjustflikeftofthankfthefpanelfmembersfforf
participatingftodayfandfkindfoffsharingfwithfthef
audiencefsomefoffourfchallengesfandfsomefoffourf
successes.fSofSherri,fSteve,fTrent,fMischel,fJim,f
thankfyoufveryfmuchfforfbeingfherefandfsharingf
todayfandfatfthisfpointfwe’llftryftofgivefeverybodyf
backfaboutffivefminutesfofftheirftime.fSofthankfyou.

End.
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Industry Perspective

Speaker
Mr.fScottfCharney,fVPff
TrustworthyfComputing,fMicrosoft

Objective
Presentfindustry’sfcuttingfedgefviewfoffcyberspacef
challengesfandfthefopportunitiesftofovercomefthem.f

Speaker�Discussions
Mr Scott Charney:fIfshouldftellfyoufveryfquicklyf
howfIfendedfupfonfthisfstage.fIfspentfninefyearsf
asfthefChieffoffComputerfCrimefinfIntellectualf
PropertyfSectionfoffthefDepartmentfoffJustice.fAndf
howfIfgotfthatfjobfisfaflittlefbitfhumorous.fIfwasf
actuallyfanfEnglishfandfHistoryfmajor.fIfdon’tfhavef
aftechnologyfdegree.fAndflikefallfgoodfEnglishfandf
Historyfmajors,fwhenfIfgraduatedffromfcollege,f
IffiguredfoutfthatfIfwouldfneverfgetfafjobfasfanf
EnglishfandfHistoryfmajor.

SofIfwentftofLawfSchool,fandfafterfLawfSchoolfIf
wentftofthefBronxfCountyfDistrictfAttorney’sfofficef
infBronxfCounty,fNewfYork,fwherefIfprosecutedf
murders,frobberies,fburglariesfandftheflike.fIff
youfknowfthefSouthfBronx,fafterffivefyearsfIfwasf
promotedftofDeputyfChieffoffthefInvestigationsf
Bureaufresponsiblefforfarson,fwhichfwasfkindfoff
humorousfbecausefmostfoffthefSouthfBronxfhadf
burnedfalready…andfafterfsevenfyearsftherefIfgotf
afcallffromfafformerfassistantfwhofwasfwithfthef
OrganizedfCrimefandfRacketeeringfSectionfatfthef
JusticefDepartmentfandfshefsaidf“Howfwouldfyouf
likeftofjoinftheffeds?”fIfsaidfthatfwouldfbefafstepf
up.fShefwasfinfSanfFranciscofandfshefsaidfit’sfnotf
here,fit’sfinfourffieldfofficefinfHonolulu,fHawaii.ff

IfcalledfhomefandfIftoldfmyfwifefaboutfthefoffer.fByf
theftimefIfgotfhome,fthefhousefwasfpacked.fIfgof
outftofHawaiifforfthreefyearsfandfthenfIfcomefbackf
andfI’mfsittingfinffrontfoffmyfworkstationfatfmainf
Justicefandfwefhadfafproprietaryfoperatingfsystemf
madefbyfthefEaglefCorporation,fTisoft—noflongerf
around.fTheyfhadfafmenufoption—D-goftofDOS.f
SofIfhitfDftofcreatefsomefsub-directories—Ifhavef
afhomefPC.fMyfboss,fJimfReynoldsfwalksfin—
hasn’tfseenfafgreater-thanfsignfsincef4thfgradefandf
says—whatfarefyoufdoing?fSofIfsaidfI’mfcreatingf
sub-directoriesfinfDOS.fHefsaid,fpleasefdon’tfbreakf
anything.fIfsaidfno,fIfwon’t.

Nowfatfthatftime,finf1990,fcomputerfcrimefwasf
handledfbyfthefFraudfSectionfoffthefJusticef
Departmentfbecausefthefstatutefwasfthef
ComputerfFraudfandfAbusefAct.fItfwasfmoref
concernedfwithfpeoplefstealingfstufffthanfhacking,f
andftheyfhadfoneflawyerfworkingfcyberfcrimes.f
Theffraudfsectionfhadfoverf140flawyers,fbutftheyf
hadfbigfmegafprograms—telemarketingffraud—
healthcareffraud—defensefprocurementffraud.f
Andfeveryftimeftheyfgotfmoreflawyers,ftheyfputf
themfonfonefoffthosefmegafprograms.fAtfthatf
time,fthefheadfoffthefCriminalfDivisionfforfthef
JusticefDepartmentfwasfBobfMueller,fcurrentlyf
thefFBIfdirector.fHefknewfcyberfcrimesfwasfgoingf
tofbefbigfandfhefknewfeveryftimefhefputfmoref
resourcesfinfthefFraudfSection,ftheyfwouldfdivertf
thosefresourcesftoftheirfmegafprograms.fSofhef
calledfupfJimfReynolds,fmyfboss,fandfhefsaidfyouf
havefnofmegafprograms.f“Dofyoufthinkfyoufcanfdof
cyberfcrimes?”fHefsaidfoffcoursefIfcan.fIfhavefaf
computerfexpertfrightfdownfthefhall.

Softhat’sfhowfIfbecamefthefcybercrimefguy.f
UnbeknownstftofJimfandfBob,ftheyfactuallyfpickedf
thefrightfguy.fMyffather,fafterfcomingfbackffromf
WorldfWarfII,fwentftofMIT—wasfafcivilfengineer—butf
sawfcomputersfasfthefnextfbigfthing,fandfhefbecamef
afcomputerfengineer.fHefworkedfforfUnivacfinfthef
vacuumftubefdays.fAndfwhenfIfwasfeight,fhefhadf
mefwritingfinfCOBOLf[CommonfBusiness-Orientedf
Language]fandfdoingfpunchfcards.fAndfwhenfIfwentf
tofMicrosoftfinf2002,fpeopleflaughed–basicallyfsaidf
you’refgoingftofMicrosoftftofdofsecurity?fHowfcanf
youfusefthoseftwofwordsfinfthefsamefsentence—
Microsoftfandfsecurity.fCanfwefgoftofthefnextfslidef
becausefI’mfgoingftofexplainfwhatfwefdid.

Key�Takeaways
ffWefwillfalwaysfhavefpersistent,fdedicatedf
adversaries,ftofincludefinsiderfandfsupplyfchainf
integrityfthreatsf
ff Corefprinciplesfofftrustedfsystemsfaref
trustedfhardware,fsoftware,fdatafandfpeoplef
ff LongfTermfVisionftofaddressfthreatf

f –fClaims-basedfidentityfinfrastructure
f –fReliancefonfTrustedfPlatformfModules
f –fProgressfonftrustedfbooting,fapplicationsf

signing,fandfcodefinjection
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Sofwhatfhappenedfwas—thisfwasfmyfvisionfforf
theffuture—butfI’mfgoingftoftellfyoufaboutfthef
bottomfandfworkfourfwayfupftoftheftop,fbecausef
whenfIfgotftofMicrosoft,fwefrealizedfwefhadftof
takefsecurityfseriously.fThefquestionfwas,f“Whatf
doesfthatfmean?”

Andfsoftheffirstfthingfwefrealizedfisfwefhadftof
doftheffundamentalsfrightfandfwefdevelopedfthef
SDLfandfSD3.fSDLfisfthefsecurityfdevelopmentf
lifecycle.fProductfgroupsfwerefrequiredftof
documentfthreatfmodelsfatfdesignftimefandfcodef
andftestftofmitigatefthefthreats.fWefbuiltftoolsflikef
prefixfandfprefastftofgetfpastfthefbufferfoverruns.f
Wefputfsecurityfmilestonesfatfeveryfstepfoffthef
developmentfprocess.fAndfatfthefend,fwhenf
afproductfgroupfisfreadyftofship,ftheyfhaveftof
passfanfFSR,ffinalfsecurityfreview.fThatfreviewf
isfdesignedftofanswerfafsinglefquestion.fFromfaf
securityfperspective—“Isfthefproductfreadyftof
ship?”fIffthefanswerfisfno,fwefissuefafnofshipf
order.fWhatfdofwefmean—afproductfisfreadyftof
ship?fItfmeansfitfhasfnofvulnerabilities,fiffwefhavef
tofpatch,fitfwouldfbefcriticalforfimportant.fIfwillfsayf

theffirstfcouplefofftimesfwefissuedfafnofshipforder,f
itfwasflikefafdeerfinfthefheadlights.fWhatfdofyouf
meanfwefcan’tfship?fWefhavefcustomers.fWefhavef
ourfmarketingfplan.fWefhavefpartnersfready.fWef
havefpentfupfdemand.fWefhavefcompetition.fThef
answerfisfyoufcan’tfship.

Andfoncefweflaidfthatflinefinfthefsand,fproductf
groupsfstartedfunderstandingftheyfhadftofdofthef
securityfaspectfrightforftheyfwouldn’tfbefallowedf
tofship.fSDLfwasfafkeyfpartfoffSD3—securityfbyf
design—securefandfdeployment—securefandf
default—securefandfdeployment.fSDLfarchitectedf
forfsecurityfandfimprovedfthefcodingfpracticesfandf
putfsecurityfmilestonesfandfgatesfalongfthefway.f

Securefbyfdefaultfchangedfthefwayfwefshipf
products.fWefusedftofshipfproductsfwithfeveryf
featurefturnedfonfsofeverythingfyoufwantedf
tofdofjustfworked.fButfmostfpeoplefdon’tfusef
everyffeaturefandfprocess,fandfturningfthingsf
onfbroadensfyourfattackfsurface.fSofwefstartedf
turningfthingsfofffbyfdefault.fAndfsecurefandf
deploymentfisfaboutfhowfwefkeptfpeoplef
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securefevenfafterftheyfdeployedfthefproduct—
configurationfguidance—newfpatchingftools—andf
theflike.fThisfwasfallfveryfproductivefiffyou’vef
beenfwatchingfourfproducts.fGenerationfafterf
generation,fthefnumberfoffvulnerabilitiesfinfourf
productfcontinueftofgofdown.f

Forfthosefoffyoufpayingfattentionftofconficker,ff
forfexample—iffyoufwerefrunningfVista,fitff
wasn’tfanfeffectivefplatformfbecausefoffsomef
offtheffundamentalfworkfwefdid;fparticularly,finf
defense-in-depth.fRecognizingfthatfthere’sfnoff
silverfbullet,fwefstartedfworkingfharderfandfharderf
atfbuildingfprotectiveflayersfoffsecurity.fOnefoffthef
thingsfwefdevelopedfinfVistafwasfASLR,faddressf
spaceflayerfrandomization.fIffyoufloadfsoftwarefinf
afwayfthatfmovesfitfaroundfandfwhenfpeoplefwritef
malwarefandftheyfdirectftheirfpointersftofafmemoryf
space,fthefpointerfmisses.fThat’sfwhyfVistafisfnotf
affectedfbyfconficker.f

Butfwefdidfaflotfoffdefense-in-depthfwork.fClassicf
examplesfarefthingsflike—turnfonftheffirewallfbyf
default—putfinfantivirus—putfinfanti-spyware.fAndf
thenfbecausefwefknowfthatfusersfwillfclickfokayf
onfanyfquestion,fnofmatterfwhatfweftellfthem…
wefrunfthefmaliciousfsoftwarefremovalftool.fWhenf
peoplefcomeftofautomaticfupdateftofgetftheirf
patches—wefactuallyfcleanftheirfmachinesfofftheirf
infectionsfbecausefwefknowfthatfnot-with-standingf
theffirewall,fAVfandfanti-spyware,ftheyfwillfgetf
infectedfandfwefneedftofcleanfthem.f

Andfthenfwefdidfspecificfthreatfmitigations.fThingsf
pop-upflikefphishingfattacks—sofwefworkfonfaf
senderfIDfframeworkfsofthatfbulkfmailersfhavef
tofsignftheirfmailffromftheirfsourcefsofwefcanftellf
whenfmailfisfspam.fWefbuildfbetterfphishingffiltersf
andfallfoffthat.

Fromfaboutf2002fwhenfIfgotftherefuntilf2007f
orf2008,fwefwerefreallyffocusedfonfthisfbottomf
secureffoundation.fItfwasfimportantfwork.fItfwasf
greatfwork.fOurfvulnerabilityfcountsfhavefcomef
down.fOurfstufffisfeasierftofmanage.fWeftalkftof
customersfallfofftheftime.

ButfpreparatoryftofRSA,fthefbigfsecurityf
conferenceflastfyear,fIfstartedfworkingfonfwhatfIf
callfend-to-endftrust,fwhichfisfthefpicturefyoufseef
inffrontfoffme.f

HowfdidfIfendfupfinfthisfplace?fWell,fwefweref
doingfthefsecureffoundationfwork,fbutfthefrealityf

wasfforfallfthefgoodfworkfwefwerefdoingfandfthef
industryfwasfdoing,ftheffactfremainedfthefInternetf
wasfasfdangerousfasfever,fiffnotfmorefso.fAndf
therefwerefcertainfveryfspecificfreasonsfforfthat.f

Firstfoffall,fyoufhaveftofunderstandfthatfthef
Internetfisfafgreatfplaceftofcommitfcrime.fWhenf
IfwasfinfthefJusticefDepartment,fIfcoinedfthef
Charneyftheorem.fHere’sftheftheory—Ifmadefitf
up—Ifnamedfitfafterfmyself.fGetfoutfyourfpens—
here’sfthefCharneyftheorem.f“There’sfalwaysf
afpercentagefoffthefpopulationfupftofnofgood.”f
That’sfthefentireftheory.fOkay?

Thefreasonfthatftheoryfisfimportantfherefisfbecause,f
asfthefInternetfwentfmainstream,fyoufhaveftof
assumefthefcriminalfpopulationfisfgoingftoffollow.f
Andfthat’sftrue.fButfmorefimportantly,fthefInternetf
isfafgreatfplaceftofcommitfcrime.fItfisfgloballyf
connected.fIt’sfanonymous—wefcanfarguefaboutf
howfanonymous.fItfisfuntraceable,fbothftechnicallyf
sometimes,fandfpoliticallyfbecausefhackersfweavef
throughfcountriesfandfyoufcan’tfgetfassistance.fAndf
therefarefaflotfoffrichftargetsfonfthefInternet.f

IffourfbelieffaboutfthefInternetfisfright,fglobalf
connectivityfwillfcontinueftofgrow.fTherefarefafbillionf
peoplefonline—fivefbillionfmoreftofcome,fright?f
Andfmorefandfmorefpeoplefwillfdofmorefandfmoref
thingsfonline,fwhichfmeansfmorefrichftargets.fSof
iffglobalfconnectivityfandfrichftargetsfcontinueftof
grow,fthefonlyfwayftofsolvefthisfcrimefproblemfisfbyf
focusingfonfanonymityfandflackfofftraceability.fWef
needfafdifferentftypefoffinfrastructure.f

Theffactfisfmostfpeopleftodayfdofnotfknowfwhatfisf
runningfonftheirfmachines.fTheyfdon’tfknowfwheref
thefconnectionsfarefcomingffrom.fTheyfcan’tftellf
malwareffromfgoodfsoftware.fTherefarefaflotfoff
hardfproblems.fAndfwhenfIfstartedfthinkingfaboutf
that,fIfsaid,fthefsecureffoundationalfworkfisfgreat,f
butfit’sfjustfnotfenough.fLook,fsecurefdevelopmentf
isfwonderful,fbutfwe’refneverfgoingftofgetf
vulnerabilityftofzero.fDefensefin-depthfisfgreat,f
butfwefknowfthefbadfguysfwillfgetfthroughfthef
defensefin-depthfmodel.fSpecificfthreatfmitigationf
isfgreatfbutfit’sfreactivefandfthefrealityfisfthefthreatf
modelfisfchangedfinfsomefveryfdramaticfways.f
It’sfgoneffromfthefearlyf90s—latef80s—offyoungf
hackersfexploringfnetworkftofmuchfmorefdedicatedf
nation-statefandforganizedfattacks.f

Thefattacksfarefmovingfupfthefstack,fwhichfposesf
hugefproblemsfcomparedftofthefoperatingfsystemf
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level.fIffaffewforganizationsfdofitfright—Microsoft,f
thefcommunityfforfLinux—iffwefdofitfright,fallf
boatsfinfthefwaterfrise.fButfatfthefapplicationflayer,f
it’sfnotfaboutffourforffiveforganizationsfdoingfbetterf
security.fTherefarefmillionsfoffISs,fmostfoffwhomf
knowfnothingfaboutfsecurefcoding.

SofwhenfyoufthinkfaboutftheffactfthatfthefInternetf
isfgoingftofgrow—therefwillfbefmorefrichftargets—
criminalsfwillfgravitatefthere—therefwillfbef
vulnerabilitiesftofexploitfandfmis-configurationsftof
exploit—sophisticatedfsocialfengineering—youfstartf
realizingfthatfsecureffoundationsfarefjustfnotfenough.

AndfsofIfstartedfthinkingfaboutfwhatfnext—andf
whatfnextfbecameftheftrustedfstack,fandfthef
componentsfonftop.fTheftrustedfstackfneedsftofbef
definedfaflittlefbit.fLetfmefexplainfwhatfIfmeanfbyf
trust.fTrustfisfnotfbinary.fYoufcanfneverfcompletelyf
trustfthingsfinfthefcontextfofflookingfatfthisfslidef
andfyoufmayfnotfbefabsolutelyfsafe.fJustfthinkf
aboutfthefphysicalfworld.fTrustfisfneverfabsolute.f
TherefarefpeoplefIftrustfaflittle.fTherefarefpeoplef
whofIftrustfaflot.fTherefarefpeoplefIfusedftoftrust,f
butfIfdon’tftrustfthemfanymore.f

TherefarefmachinesfthatfIfmightftrustfbecausef
theyfarefpatched,fbutfafterfpatchfTuesday,fifftheyf
haven’tfdeployedfthosefpatches,fIfdon’tftrustf
themfanymore.fItfmayfbefaboutfmyfrisk.fIfwillftrustf
thefmerchantfIfdofnotfknowfwithfmyfcreditfcardf
becausefiffthefproductfisfnofgoodfIfcanfgetfmyf
moneyfback.fSincefIfhavefveryflowfrisk,fI’mfwillingf
toftakefbigfchances.f

WhenfIftalkfaboutfaftrustedfstack,fIfmeanfthatf
it’sfreasonablyftrustworthyfforfthefpurposesfforf
whichfyou’refusingfit.fSofforfpeoplefsendingfmail,f
theyfhavefafcertainflevelfofftrust.fForfafclassifiedf
system,fyoufhavefafdifferentflevelfoffrequiredf
assurance.fWithinfthatfcontext,fherefarefsomefoff
thefcorefprinciples.

Onefisfwefhaveftofstartfrootingftrustfinfthefhardware.f
Softwarefisfjustftoofmalleable.fWithfTPMsf[Trustedf
PlatformfModules],fthisfbecomesfpossible.fAnd,foff
course,finfsomefoffourfnewerfproducts,fwefhavefthingsf
likefBitlockerfthatfdoffullfvolumefencryption,freliantfuponf
thefTPM.fUltimatelyfwefneedftofthinkfaboutfmoreff
TPM-likeffunctionsftofrootftrustfinfthefhardware.

Thefsecondfthingfyoufneedfisftrustedfsoftware.f
Youfneedftofknowfthatfthefsoftwarefyou’ref
runningfisfgenuinefandfnotftainted,fandfyouf

needftofknowfthefsourcefoffthefsoftware.f
Thisfisfactuallyfquitefchallenging.

Infmyfview,fwefneedftofgetftofafplacefwheref
allfcodefisfsignedfandfwherefyoufcanfalsofblockf
unsignedfcodeffromfrunningfthroughfcodef
injection,fwhichfisfafhardftechnicalfproblem.

Butfevenfassumingfallfcodefisfsigned,fcodefwillflivef
infthreefbuckets—signedfbyfsomeonefyouftrust—
anfAbode—anfOracle–forfyourfkid’sfDisney—
whatever.fItfwillfbefsignedfbyfsomeonefyoufdofnotf
trust—knownfspyware—whichfyoufwillfblock.fAndf
infsomefcasesfitfwillfbefsignedfbyfJoe’sfsoftwaref
andfwhofisfJoe?

Infthatfarea,fwefneedfreputationalfplatforms,f
whichfarefveryfchallengingfinfthisfspace.fAlthoughf
eBayfdoesfafgreatfjobfwithfreputationsfoffbuyersf
andfsellers,fsecurityfreputationfisfmuchfmoref
problematic.fVeryfoftenfIfgoftofafsite,fandfitfsays,f2f
millionfpeoplefhavefdownloadedfthisfgadget.fThat’sf
popularity,fnotfafsecurityfevaluation.

Thatfpopularityfisfinfafwayfafproxyfforfreliability.fIff
thatfgadgetfblue-screenedfmachines,fwordfwillfgetf
around—peoplefwouldfstopfdownloading.fButfitf
mightfworkfreallyfwellfandfhavefafkeyfstrokefloggerf
andfthere’sfnofevidencefinfthefreputationalfspacef
thatfanyonefhasfreviewedfitfforfsecurity.

Whilefthat’sfafbroadfproblem,fitfdoesn’tfdisturbfmef
allfthatfmuchfbecausefmostfconsumers,finffact,f
runfsoftwareffromfveryfknownfsources.fTheyfrunf
commercialfproductsffromfApple—Microsoft—
whatever.fAndfinfthefmanagedfenvironment,fmostf
offthefcompaniesfandforganizationsfknowfmostfoff
theirfvendors.fAndfiffyoufblockfeverythingfelsefbyf
default,fyoufendfupfinfafmorefsecurefstate.

Wefneedftrustedfdata.fByfthatfIfmeanfthefsourcef
offthefdatafisfknown,fnotfthatfyouftrustfthef
underlyingfdata.fThefreasonfforfthatfisfsomefoffthef
morefsophisticatedfattacksfwe’vefseenfinftheflastf
12fmonthsfinvolvefattachmentsfthatfarefinfectedfinf
veryfsophisticatedfwaysfandfthefsourcefisn’tfclear.

Andfthenfyoufneedftrustedfpeople.fYoufneedf
tofknowfwhofisfconnectingftofyourfnetwork.f
Infafperfectfworld,fbasedfonfTPM-to-TPMf
authentication,fyoufknowfwhatfmachinesfaref
touchingfyou,fandfbecausefofftrustedfpeople,fyou’llf
knowfwhatfpeoplefareftouchingfyourfnetwork.
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Now,fI’mfgoingftoftalkfmorefaboutftrustedfpeoplef
becausefiffyoufnoteftheftopfoffthefstack,f“If+f4A”f
isfallfaboutfidentityfandfpeople.

Thefreasonfisfthefminutefyoufstartftalkingfaboutf
trustedfpeople,fyoufstartftalkingfaboutfidentity.f
Andfoncefyoufstartftalkingfaboutfidentity,fyouf
startftalkingfaboutfnationalfidentifiers—privacyf
implications—chillingffreefspeech—andftheflike.

SofIfwantftofspendfafmomentftalkingfaboutfhowfIf
thinkfaboutfidentityfnow,fbecausefI’vefmorphedfaflotf
inftheflastftwofyearsfinfaflotfoffconversationsfwithf
securityfexperts,fprivacyfexperts,fandfcivilflibertarians.

Ifwantftoftellfyoufafpersonalfstoryfthatfmadefclearf
tofmefthatfallfidentity,fatfitsfroot,fisfbasedfonfsocialf
customfandfderivativefidentity.

First,flet’sflookfatfthefInternetftoday.fHere’sfthefwayf
wefdofidentityfonfthefInternet.fYoufgoftofafsite.fThef
sitefsays,f“Provefwhofyoufare.”fGivefusfyourfname,f
socialfsecurityfnumber,fdatefoffbirthfandfmother’sf
maidenfname.fThesefarefsharedfsecrets.

Offcourseftheyfarefnotfsecretfatfall,fbutflet’sf
pretendfforfafminutefthatftheyfare.fSofyoufenterf
thatfdata.fThefotherfsidefverifiesfitfwithfafthirdf
party—afcreditfbureau—andfsaysfokay,fyoufhadf
thisfsecretfdata—youfmustfbefwhofyoufclaimf
tofbe.fHerefisfthatfcertificatefandfnowfyoufaref
authenticated.fBecausefthatfsecret—thosefsecretsf
aren’tfsecretfatfall,fthefmodelfisfhopelesslyfflawed.f
SofIfstartedfthinkingfaboutfhowfwefdofidentityfinf
thefphysicalfworld.fSocialfcustomfplusfderivative.f

Here’sfwhatfhappenedfthreefandfafhalffyearsfago.fMyf
wifefandfIfhadfafson.fNow,ftofbefclear,fatftheftimefwef
didn’tfknowfitfwasfgoingftofbefafson.fWefdidn’tfknowf
whatfsexfitfwasfgoingftofbe.fAndfsofwefpickedfoutfaf
namefforfthefboyfandfafnamefforfafgirl.fAndfmyfwifef
toldfmefwefhavefonefnamefforfeachfbutfwhenfthef
babyfcomesfout,fIfmightflookfatfitfandfsayfno,fthatf
namefisfwrongfandfI’llfrenamefitfonfthefspot.f

fShefdidfmostfoffthefwork.fIfwasfokayfwithfthis.

Sofoutfcomesfthefbaby,fandfit’sfafboy.fAndfIflookfatf
myfwifefandfshefgoes,fname’sfgood.fSofthefdoctorf
saysf“what’sfthefname?”—IfsayfDylan—theyfputf
thisfonfafbirthfcertificate.

Ourfsocialfcustomfisftofnamefthefchildfrightfaway.f
That’sfnotftruefeverywherefbutfwefnamedfDylanf

andfgavefhimfafbirthfcertificate.fWhenfweftookfhimf
tofpre-school,ftheyfsaidfwhofisfthisfboy?fWefsaidf
he’sfDylan.fHowfdofyoufknow?fWe’refhisfparentsf
andfhere’sfhisfbirthfcertificate.

Atfsomefpointfhe’sfgoingftofgoftofthefDMV…overfmyf
deadfbody…andfaskftofdrive.fAtfthatfpoint,fthefDMVf
isfgoingftofsay,fwhofisfthisfboy?fHe’sfgonnafsayfI’mf
DylanfandfIfwantftofdrivefandfthey’llfsayfwhere’sfyourf
birthfcertificate?fHe’llfgivefthemfthefbirthfcertificatef
andftheyfwillfgivefhimfafdriver’sflicense.fSomefdayf
he’llfwantftofgofoverseas.fHe’llfgoftofthefpostfofficef
tofgetfafpassport.fThey’refmuchfmorefrigorous—theyf
requireftwofformsfoffID—birthfcertificatefandfdriver’sf
license—which,fbyfthefway,fisfbasedfonfthefbirthf
certificatefwhichfwasfgivenfatfthefhospitalfwhenfwef
attestedftofwhofhefwas.f

Atfsomefpoint,fknockfonfwood,fhefgetsfafjob.f
Hisfemployerfsaysfwefarefgoingftofgivefyoufanf
employerfID.fWherefarefyoufgoingftofgetfthatfID?f
You’refgoingftofgoftofthisfbuildingfandfshowfthemf
yourfdriver’sflicense.fHe’llfhopefullyfmakefmoneyf
andfgoftofafbank.fThey’llfsayfwefwantfyouftofhavef
afbankfcard.fIt’llfhavefyourfpicturefonfthefback.fButf
wefcan’tfgivefitftofyoufunlessfwefseefyourfbirthf
certificatefandfyourfdriver’sflicense.

Allfidentityfisfderivativeffromfsocialfcustom.fButfwef
don’tfdofthatfonfthefInternet.fAndfthat’sfactuallyf
whatfwefhaveftofdo.

Andfwhatfhappensfisfwefreplacefsharedfsecretsfwithf
realfsecrets—digitalfcertificates.fBasedfonfin-personf
proofingfandfthefissuance,fprobablyfbyfafgovernment,f
becausefgovernmentfIDsfhavefmorefweightfthanf
privatefIDs.fIfhaveftriedftofflyfwithfmyfMicrosoftfID.f
Theyfdon’tfletfmefonfthefplane.fTheyfinsistfonfseeingf
afgovernmentfID,fandfthenftheyfletfmefonfthefplane.f

Now,fwhyfisfthisfmodelfsofimportant?fIffyoufthinkfaboutf
thefwayfwefdofidentityfonfthefInternet,faflotfchangesf
whenfyoufgofonfin-personfproofingffollowedfbyfafrealf
secret.fInffact,foverftime,fyoufcanfeliminatefidentityf
theftfbyfdevaluingfPIIf[PersonalfIdentifiablefInformation].f

Let’sffacefit.fTodayfwefarefanfinformationfeconomy.f
You’refaskedfforfyourfsocialfsecurityfnumberfandfallf
offthosefthings.f

Wefhavefaftwofprongfstrategyfforfdealingfwithf
identityftheftfinfAmerica.fIflovefthisfstrategy.f
One—educatefconsumersfneverftofgivefoutftheirf
PII,fpersonallyfidentifiablefinformation…educatef
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consumersfneverftofgivefPIIfoutfwhenftheyfshouldn’t.f
Whatfarefthefoddsfoffthatfworking?fNo,fno…don’tf
worry.fWefhavefafsecondfpartfoffthefstrategy.f

EveryonefwhofpossessesfPIIfshouldfneverflosefit.

Right?fInffact,fthefUKfgovernmentflostfthefdatafonf
50fpercentfoffitsfcitizensfinfonefday.

Sofyes,fyoufcanfeducatefconsumers.fI’mfallfforfit.f
AndfsomefwillfbefcautiousfaboutfgivingfoutfPII.fAndf
iffyoufdofthefrightfthingsfinfsecuring—look,fMicrosoftf
hasfaflotfoffPIIfonfitsfcustomers.fHopefullyfwe’llf
dofsecurityfright.fWefwillfnotflosefitfandfhaveftof
dofafbreachfdisclosurefandfallfoffthat.fIt’sfnotfthatf
educationfisfpointlessforfsomefpeoplefwon’tfdofitf
right—theyfwill.fButfthefideafthatfwefallfdofitfrightf
isfafnon-starterftofme.fAndfiffyoufhadfthisfmodelf
wherefyoufwentfintofDMVfandfyoufgotfyourflicensef
andfitfhadfafcertificatefonfit—signedfbyfthefstatef
infwhichfyouflive—thenfsuddenlyfthingsfbecomef
veryfdifferent.fWhy?fIfgoftofafbankftofopenfaflinef
offcredit—IfenterfmyfSSN—datefoffbirth—name—
mother’sfmaidenfname—andftheyfsayfokay,fwe’ref
readyftofgivefyoufaflinefoffcredit.fPleasefstickfyourf
governmentfIDfinfthefmachine.fThefbadfguyfcan’t.

Andfbecausefthefbadfguyfdoesn’tfhavefaccessftofthatf
certificatefonfthatfdriver’sflicense,fI’vefdevaluedfmyfPII.f
Ifcanfgoftofyoufandfsayfhere’sfmyfSSN—datefoffbirth—
mother’sfmaidenfname—knockfyourselffout,fbecausef
youfcan’tfdofanythingfwithfit.fYes,fthefthreatfmodelfwillf
change.fPeoplefwillfbribefsomeonefatfDMVftofissuef
afcertificate,fbutfwefknowfhowftofdealfwithfthosef
problems.fWe’vefbeenfdealingfwithfthemfforever.f

Thefimportantfthingffromfthefprivacyfperspectivef
isftwofold.fOnefisfpeoplefwillfhavefmanyfformsf
offID.fYou’llfhavefaffederalfgovernmentfID.fYou’llf
havefafstatefID.fYou’llfhavefafbankfID.fYou’llfhavefaf
corporationforfbusinessfIDforfagencyfID.f

AndfthefpointfisfthatfiffyoufhavefmultiplefIDs,fandfyouf
canfpassfdifferentfIDsfatfdifferentftimes,fyoufeliminatef
thefriskfoffprofiling,forfatfleastfreducefthefriskfoff
profiling.fIffforffinancialftransactions,fIfcanfusefmyfbankf
card—forfstateftransaction,fIfusefmyfDMVfcard—forf
federalftransactionsflikeffilingftaxes,fIfusefmyfpassport.f
Itfbecomesfharderftofcorrelatefthatfdata.

Thefsecondfimportantfthingfisftofstopfthinkingf
aboutfidentityfasfafbinary.fIfeitherfknowfeverythingf
aboutfyouforfnothingfaboutfyou.fWefhaveftofmovef
tofafclaims-basedfsystem.

Infmanyfcircumstances,fallfsomeonefwantsf
tofknowfaboutfyoufisfafclaim,fanfattribute.fForf
example,farefyoufoverf21forfnot?fForfstateftaxf
purposes,fdofyouflivefinfthisfstatefandfdofyoufhavef
anfIDffromfthisfstateforfnot?f

Letfmefgivefyoufafclassicfexamplefoffafgovernmentf
IDfbeingfusedfbyfthefprivatefsectorfforfafsecondaryf
use,fforfwhichfitfwasfnotfintended.f

WhenfIfwasfmuch,fmuchfyounger,fIfoccasionallyf
gotfproofedfatfbars.fItfdoesn’tfhappenfanymore.fButf
whenfIfdid,ftheyfwouldfsayftofme,fyoufcan’tfdrinkf
unlessfyoufshowfusfyourfdriver’sflicense.fWhatfdidf
theyflookfatfonftheflicense?fTheyflookedfatftwof
things.fTheyflookedfatfthefpicture.fTheyfwantedftof
makefsurefitfwasfmyflicense.fAndftheyflookedfatfthef
datefoffbirthftofmakefsurefIfwasfoverfageftofdrink.

Theyfdidn’tfcarefwhatfmyfnamefwas,fmyfhairfcolor,f
myfeyefcolor.fYoufcouldfsayfwell,fthefeyefcolorf
wouldfshowfupfonfyourflicense.fTheyfneverfcaredf
thatftheyflookedfatfthefpicturefandfthefdatefoffthef
birth.fImaginefthefdigitalfIDfwherefIfcouldfsimplyf
sayftofsomeone,fIfamfoverf21.fThat’sfallfyoufreallyf
needftofknow.

Iffyoufthinkfaboutfpassingfclaimsfinsteadfoffpassingf
fullfidentity,fyoufcanfprotectfpeople’sfidentityfbutf
stillfallowfthemftofengagefinftransactions.

Now,fonftopfoffthat,fthere’sfafthirdfthingfthatf
thefgovernmentfcanfdofwhichfis,fitfcanfcreatefaf
regulatoryfandfsocialfregimefthatfreallyffostersfbothf
betterfidentityfandfprotectsfprivacyfandfanonymity.f

Afclassicfexample—thefgovernmentfcouldfpassfaflawf
thatfsaysfiffyoufarefclaimingffederalfbenefits—youf
wantfusftofsendfyouftaxpayerfmoney—youfmustf
authenticatefyourselffonlinefwithfafgovernmentf
issuedfID.fItfcouldfbefafdriver’sflicense.fItfcouldfbefaf
passport.fBut,fitfhasftofbefgovernmentfissued.

However,fthatfsameflawfcouldfsay,fiffyoufarefgoingf
tofafwebsite—afgovernmentfwebsite—tofobtainf
publicly-availablefinformation,fthefgovernmentfmayf
notfrequirefyouftofproducefanfidentification.

SofiffyoufthinkfaboutfthefCDCf[Centersfforff
DiseasefControlfandfPrevention],fwhichfmightfhavef
informationfonfHIVf[HumanfImmunodeficiencyfVirus],f
ifftheyfrequirefpeopleftofauthenticatefthemselvesftof
getfthatfdata,ftheyfwon’tfgofgetfit.fTheyfwon’t.f
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Andfasfmuchfasfthefgovernmentfmightfbefinterestedf
infknowingfwhofhasfHIVfforftreatmentfandfotherf
purposes,ftheyfarefactuallyfmorefinterestedfinfhavingf
peoplefgetfthefdatafsoftheyfcanfmakefintelligentf
choicesfaboutftheirflifefsoftheyfdon’tfspreadfthef
diseasefandftheyfcanftreatftheirfdisease.fItfisfinfthef
government’sfinterestftofmakefthisfdatafasfwidelyf
availablefasfpossible,fandfthefwayftofdofthatfisftof
preservefpeople’sfanonymityfwhenftheyfcomeftof
seekfthefdata,fandftheyfcanfrequirefthat.

Sofinfallfoffthosefcontexts,fiffwefthinkfaboutf
IDfthefrightfway,fsuddenlyfyoufcanfcreatefanf
authenticatedfinfrastructurefthatfdoesn’tfraisefthef
worstffearsfaboutfwhatfhappensftofourfprivacy—
freefspeech—andfotherfdemocraticfvalues.f

TheflastfthingfIfwantftoftalkfaboutfisfalignment.f
Political,fsocialfandfeconomicfforcesfalongfwithfthef
ITfinfthefmiddle.

OnefoffthefthingsfthatfIfbelievefisftruefisfthatfveryf
often,fgoodfideasffailfbecausefoffafmisalignmentf
betweenfthefforcesfatfwork:fPolitical,fsocial,f
economic,fandfIT.

Therefarefsomefobviousfexamples.fCongressf
passesfaflaw—thefCommunicationsfDecencyf
Act—tofprotectfchildrenfonline.fEveryonefsaysf
that’sfafgoodfthingftofdo.fButfthatfrequiresf
knowingfwhofisfafchild,fandfwhofisn’t.fTherefisf
nofgoodfage-verificationfmechanismftodayfonline.f
AndfthefSupremefCourtfstrikesfdownftheflawfasf
unconstitutionalfandfunworkable.

Offcourse,fiffkidsfcouldfgoftofthefDMV—becausef
peoplefwhofdon’tfdrivefdofgoftofthefDMVftofgetf
identityfcards—iffpeoplefwerefgettingfIDfcardsfbyf
schools,fdriver’sflicensefbureauforfatfthefpostfofficef
forfthefin-personfproofingfpart,fsuddenlyftherefwouldf
befafwayftofdofIDsfonlinefthatfwerefmeaningful.fThef
statefhasfverifiedfthatfthefpersonfwithfthisfcardfisfaf
certainfage—yes,fyoufcanfgivefyourfcardftofsomeonef
else—justflikefpeopleflendftheirfcreditfcardsfout—orf
evenftheirfdriver’sflicensefsoftheirffriendsfcanfgof
drinking.fButfwefknowfhowftofmanagefthatfproblemf
andfatfleastfmanagefthefrisk.f

Butfletfmefgivefyoufanfobviousfexamplefaboutf
breakdownfoffthefalignmentfoffforces.

ManyfyearsfagofIfwasfsittingfwithfafhardwaref
vendorfandftheyfhadfafkeyboardfandfthefkeyboardf
hadfafmagneticfstripefslotfsofthefconsumersf

couldfjustfswipeftheirfcreditfcards.fYoufcanfthinkf
aboutfwhyfthisfisfafgoodfthing.fUsersfwouldf
haveftofstopfpunchingfinfallfoffthosefnumbersf
andfyoufwouldfactuallyfhaveftofhavefthefcardftof
engagefinfaftransaction.fSofIfsaidftofthefhardwaref
vendor,fwhyfdon’tfyoufgivefthesefkeyboardsfoutf
withfeveryfmachinefyoufsell?fAndftheyfsaid,fwellf
thesefkeyboardsfarefaflittlefbitfmorefexpensivef
andfconsumersfwon’tfpayfforfit.fNotfonlyfareftheyf
pricefpointfsensitive,fbutfevenfiffyoufboughtfthisf
keyboard,fandfyoufwerefwillingftofswipefyourf
creditfcard,fwhichfmostfconsumersfarefusedftof
becausefoffpointfoffsalefterminals,fnofonefonfthef
webfacceptsfthatfinterface.fSofthefconsumerfwillf
havefthefkeyboardfbutfnowhereftofusefit.

SofIfwentftofthefbanks.fIfsaid,fyoufhavefaflotfoff
creditfcardffraudfandfidentityftheft.fLeavingfasidefthef
securityfoffmagneticfstripesfforfafminute,fwouldn’tf
thisfbefafcoolfthing,fbecausefthenfconsumersfcouldf
swipeftheirfcardsfinsteadfoffjustfenteringfthefcardsf
onfthefscreen.fOffcoursefthefproblemfwithfenteringf
thefcardfnumbersfonfthefscreen—it’sfafsecretfthat’sf
notfsecretfatfall.fEveryfwaiterfI’vefeverfgivenfmyf
creditfcardftofknowsfthefcreditfnumber,fthefexpirationf
datefandfthefsecurityfcodefonfthefback.fSofthefbanksf
saidfnope,fnotfreallyfinterested.

Why?fEconomicfmisalignment.fTherefareftwof
typesfoffcreditfcardftransactions,fcardfpresent—
cardfnotfpresent.fCardfpresentfisfwhenfyoufgofintof
afstorefandfyoufbuyfsomethingfandfyoufswipefthef
cardfandfyoufshowfitftofthefmerchant.fCardfnotf
presentfisfwhenfyoufbuyfonfthefInternetforfoverf
theftelephone.fThefmerchantfcan’tfseefthefcard.

Infafcardfpresentftransaction,fthefmerchantftakesf
yourfmoneyfandfgivesfyoufthefgoods.fIffitfturnsfoutf
thatfwasfaffraudulentfusefoffthefcard,fbecausefthef
cardfwasfpresent,fthefbankfpaysfthefmerchant.fThef
merchantfgetsftheirfmoney,fthefbankftakesfthefloss.f

WhenfyoufbuyfoverfthefInternetforfbuyfoverf
thefphone,fthefmerchantfcan’tfseefthefcardfandf
verifyfyou’refthefcardholder.fAndfasfafresult,fthef
merchantftakesfthefloss,fthefbankfdoesn’tfpay.

Sofwhatfthefbankfsaidftofme—sofyoufwantftoff
takefcardfnotfpresentftransactions,fwherefthef
merchantftakesftheflossfandfwefdon’tfpay,fandf
makefthemfcardfpresentftransactions,fwherefwef
haveftofpayfthefmerchant.fWhyfwouldfwefwantf
this?fTheyfhavefafpoint.
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SofIfgoftalkftofsomefoffthefbigfmerchants.fAndfIf
say,flook,fyou’refeatingfallfofftheffraudfonfthisfcardf
notfpresentftransaction.fWouldn’tfthisfbefgood?f
Andftheyfsaid,fyoufknow,fitftakesfaflotfoffmoneyf
tofbuildfthefbackfendfinfrastructure—interfaces—
securefthefwholefthing.fYeah,fbutflookfatfallfoffthef
fraud.fWefwon’tfsavefanyffraud.fWe’llfbuildfallfthisf
infrastructurefbutfnonefoffthefconsumersfhavefthef
keyboard.fAndftheyfwon’tfpayfforfit.

Andfwe’refnotfgoingftofbuyfitfforfthemfbecausef
theyfmayfnotfevenfbefshoppingfwithfus.fSofyou’vef
gotfafchickenfandfeggfproblem.fSofIfwentftofthef
OfficefoffthefComptrollerfoffthefCurrency.fIfsaidf
youfhavefinvokedfregulationsfthatfrequirefbanksf
tofdoftwo-factorfstuff.fAndfthereforeftheyfarefallf
doingftheirfdifferentfstuff.fSomefbanksfarefshowingf
youfpenguinsfandfsomefarefmailingfyoufUSBs.f
Consumersfarefhopelesslyfconfused.fWhyfdon’tfyouf
dofthis?fAndftheyfsaidfthatfwouldfbefinterferencefinf
thefmarket.fSofwhatfyoufhavefisfafclassicfchickenf
andfeggfmisalignmentfofftheseffourfforces.

Andfsofonefoffthefthingsfwefhaveftoffigurefoutfasfaf
societyfisfiffwefwantftofdrivefthisftrustedfstackfinfthisf
meta-systemfoffidentity.fWefhaveftoffigurefoutfsmartf
waysfoffaligningfthesefforcesfinfwaysfthatfwork.

AndfsofinfmyflastftwofminutesfI’mfgoingftofgivef
youfafpracticalfexamplefoffsomethingfI’mfgoingftof
announcefinftwofweeks,fonftheftheoryfyou’refnotf
goingftofrunfoutfandftalkfaboutfitfnow,fbecausefinf
twofweeksfisfthefnextfRSAfconference.fAndfI’mf
goingftofbeftalkingfaboutfwhatfwe’vefdonefinftheflastf
yearftofachievefpartsfoffthefstack.fSo,fforfexample,f
we’vefhadfBitlockerfwhichfisfthisfTPMfandftrustedf
hardware.fButftherefwillfalsofbefinfWindowsf7f
somethingfcalledfApplockerfwhichfmeansfbyfgroupf
policyfyoufcanfpreventfanyonefinfyourforganizationf
fromfrunningfunsignedfcode.fAndfinfvariousfplacesf
infthefSDLfandffundamentals,fwe’vefmadefafthreatf
modelingftoolfpubliclyfavailablefsofthosefmillionsfoff
ISPsfcanfstartfdoingfthreatfmodeling.f

ButfIfwantftoftalkfaboutfidentity.fWefhavefafschoolf
districtfinfWashingtonfStatefthatfisfin-proofingftheirf
kids.fSofallfschools,ftofbefclear—Iftalkedfaboutf
in-personfproofingfandfhowfoftenfitfhappensfinf
yourflife—forfmyfolderfkids,ftheyfarefin-personf
proofedffivefdaysfafweek.fIt’sfcalledftakingf
attendancefinfschool.fAndfasfpartfoffthefprocessf
offstudentfenrollmentfinfschool,fthisfschoolfdistrictf
isfgoingftofissuefkidsfdigitalfcertificatesfbasedfonf
claims.fAndfthenfschoolfapplicationsfandfpartnerf

applicationsfarefgoingftofacceptfthosefclaims.fSof
forfexample,fthefschoolfcanfsetfupfafwebsitefforf
Ms.fJones’fclassfandfforfthef5thfgradefandfforfthef
entirefschool.fAndftofaccessfthatfsite,fyoufwillf
passfafclaimfthatfsaysfI’mfafmemberfoffMs.fJones’f
class,forfthef5thfgrade,forfafmemberfoffthefschool.f
Andfthefclaimfisfissuedfbyfthefschool.

Andfthenfpeoplefcanfjustfsignfonfandfdoftheff
thingsftheyfwantftofdo.fHowfdoesfthisfchangeff
thefcurrentfmodel?

Iffmyfdaughterfgets—isfonlinefinfherfelectronicf
playgroundfandfsomeoneftodayfsays—hey,fI’mf
goingftofsendfthisfgirlfafnastyfmessage—maybef
sexuallyfprovocative.fIffmyfdaughterfcameftofmef
andfsaidflookfwhatfthisfmessagefis.fIfwouldfsayf
today,fwell,fyou’refinfthefsocialfnetworkingfsitefinf
thefschool.fItfcouldfbefanyonefonfplanetfearthfwhof
gotfaccessftofthefsite.fThat’sfallfwefknow.fButfinf
thefcertificate-basedfmodel,fitfwouldfhaveftofbef
someonefwithfaccessftofthefcertificate,fwhichfisf
basedfonfin-personfproofing.fSofiffthefcertificatef
namefcomesfbackfandfit’sfmyfdaughter’sfclassmatef
Sarah,fwell,fthefrealityfisfit’sfprobablyfnotfSarah,f
butfit’sfgotftofbefsomeonefwithfaccessftofSarah’sf
certificate.fThatfmeansfitfhasftofbefeitherfher—herf
parents—herfbrother—someonefwhofisfvisitingf
thefhousefandfhasfaccessftofherfcomputer.fLawf
enforcementfknowsfhowftofdofthosefcases.fAndf
iffSarahfultimatelyfsaidfyoufknowfwhat,fIfleftf
myfcomputerfonfthefcityfbusfandfIfdidn’tfhavefitf
passwordfprotected,fwefstillfhaveftwofoptions.f
Wefcanfleavefthefpathfopen—sandboxfitfandf
investigatefit—orfwefcanfrevokefthefcertificatefandf
throwfthefguyfoutfoffthefplayground.

ThefreasonfI’mfdoingfthisfwithfthefschoolsfisf
becauseftofgetfalignment,fyoufneedftofalign—onef
offthefthingsfIflearnedfinfgovernmentfisfiffyouf
wantftofgetfsomethingfdone,ffindfaftrainfthat’sf
moving—jumpfonftheftrain.fTherefisfsofmuchf
politicalfconcernfaboutfchildfsafetyfthatfthisftrainf
isfmoving—thefstatefagenciesfarefdrivingfit—andfIf
wantftofbefonftheftrainfandfusefit.fButfthisfworksf
infthefenterprises,ftoo.fAtfthefendfoffthefday,fyouf
mayfbefinfafplacefwherefyoufstopfissuingfIDsfandf
companiesfjustfrelyfonfthefIDsfoffgovernments—
acceptftheirfcertificatesfforfcorporateflogfonfandf
whenfthefemployeefleavesfthefcompany—youfjustf
revokefthefcertificate.fBecausefatfthefroot,ftheref
willfalwaysfbefin-personfproofingfandfaftruefsecret.f
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Sofyoufwillfseefasfthefyearsfgofon—thisfisfaflongf
termfvision—butfyoufwillfseefmanyfelementsfoff
thisfinfourfproductsfthatfarefcomingftofmarket.f
Youfwillfseefclaims-basedfidentityfinfrastructure.f
YoufwillfseefmorefreliancefonfthefTPM.fYou’llf
startfseeingfusfworkfonfthefveryfhardfproblemsfoff
trustedfbootfandfenforcingfapplicationfsigningfandf
addressingfcodefinjection.

Itfisfaflongfpath.fButfIfactuallyfbelievefasfthef
threatfmodelfcontinuesftofgetfmorefsophisticated,f
wefneedftofreallyfdrivefthefeasierfattacksfoutf
offthefnetwork.fYoufwillfalwaysfhavefanfinsiderf
threat—youfmayfalwaysfhavefsupply-chainfintegrityf
threats—youfwillfalwaysfhavefdedicated,fpersistentf
adversaries,fwhofarefveryfcreative.f

Commercialfsoftwarefdevelopmentfwillfnot,finfmyf
view,feverfriseftoftheflevelfoffafnationalfsecurityf
protectionfbecausefthefmarketsfaren’tfdesignedftof
dofpublicfsafetyfandfnationalfsecurity.fYoufcannotf
makefafmarketfcasefforfthefColdfWar.fButfwhatfwef
canfdofisfthroughfsmartfengineeringfandfthefrightf
philosophicalfapproach,feliminatefmany,fmany,fmanyf
threatsftofyourfnetworkfinfrastructure,fandfthatf
allowsfyouftoftakefthefresourcesfthatfyoufexpendf
onfallfoffthesefthreatsfandfre-purposefthemfonf
thefthreatsfthatfarefthefmostfintractable,fandfthef
hardestftofdealfwithffromfafcommercialfperspective.

Softhat’sfwherefwe’refheaded,fandfI’llfbeff
aroundfafterwardsfiffanyonefhasfanyfquestions.f
Thankfyoufveryfmuchfforfyourftime.fEnjoyfthefrestff
offyourfconference.



Chapter 4

Left�to�right—RDMLfJanicefHamby,fVADMfRobertfHarward,fVADMf

NancyfBrown,fVADMfAnnfRondeaufandfVADMfCarlfMauney
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COCOM Perspective

Moderator
VADMfCarlfV.fMauney,fDeputyfCommander,f
USSTRATCOM

Panelists
1.fVADMfRobertfHarward,fDeputyfCommander,f

USJFCOM
2.fVADMfAnnfRondeau,fDeputyfCommander,f

USTRANSCOM
3.fVADMfNancyfBrown,fJointfStafffJ6
4.fRDMLfJanicefHamby,fUSNORTHCOMfJ6

Objective
Discussfchallenges,fsolutionsfandfopportunitiesff
tofenhanceffreedomfoffoperationsfinftheff
cyberspacefdomain.

Panel�Discussions
VADM Mauney:fAsfGeneralfChiltonfmentionedf
earlier,fcyberspacefisfonefoffourfthreeflinesfoff
operations.fWefsometimesfcallfourselvesfCyberf
Command—that’sfafjoke!fNo.fWe’refStrategicf
Command,fbutfcertainlyfcyberspacefisfourf
developingflinefhere.fIfwantedftofjustfbrieflyf
mentionfthefUnifiedfCommandfPlanfwhichf
proscribesftofallfthefCombatantfCommandersftheirf
missions—assignedfbyfthefPresident—anfupdatedf
versionfwasfissuedfinfDecemberfoff2008.

Andfinftermsfoffcyberspace,fforfGeneralfChiltonf
tasksfSTRATCOMftofoperatefandfdefendfthefGlobalf
InformationfGrid;fplanfagainstfdesignatedfthreats;f
coordinatefwithfotherfcombatantfcommandersf
forfcyberfthreats;fadvocatefforfcyberfcapabilities;f
integratefcyberftheaterfsecurityfcooperationf
activities;fplan,fdirectfandfsynchronizefoperationalf
preparationfoffthefenvironmentfwithfgeographicf
combatantfcommanders;fandfexecutefcyberf
operations,fasfdirected.

Ifdon’tfhaveftoftellfthisfgroupfinfthef21stfCenturyf
whatfcyberfmeansftofus.fItfisfafdomain,fbutf
it’sfafman-madefdomainfthatfexistsfbecausef
itfwasfinvented,fandfitfwasfinventedfasfafwayf
tofconductfmanyfthings.fInfadditionftof[thef
way]fwefusefitftodayfforfmilitaryfoperations,f
it’sfarguablyfthefeconomicfdistributionfsystemf
forfdatafthatfpowersfourfeconomy,fandfmanyf
otherfcriticalfelementsfoffourfsociety.

Butfitfcouldfbefremoved.fAndfsofIfthinkfwe’veftalkedf
aboutfthatfinfsomefdegreefthisfmorning.fWefcouldf
losefcyberfcapabilityforfcyberfaccess.fAndfsofwhatf
we’refaboutfherefinfthefmilitaryfisfmaintainingfthatf
freedomfoffaccessfforfthefnation.

AndfIfdon’tfhavefto—IfwasfgoingftofmentionfGeneralf
Chilton’sf3Cs—conduct,fcapabilitiesfandfculture—butf
Ifthinkfhefcoveredfthatfprettyfwell.

OurffirstfpanelistfisfVicefAdmiralfNancyfBrown,ff
thefJointfStafffJ6—principalfadviserftofthefChairmanf
onfallfcommand,fcontrol,fcommunicationsfandf
computersfmatters.f

Key�Takeaways
ff Focusfonfinfo/dataf(payload)fsecurityfvicef
infrastructuref(platform)fsecurityf
ff NORADfNorthcomf(N-NC)fneedsftofbefablef
tofquicklyfset-upfextendedfnetworksfforfcivilf
emergencies,fwithoutfendangeringfthefGIG
ff Greatfpromisefinfidentityfmanagement
ff NeedftofsupportfsynchronizingfNETOPS/
acquisitionfreformfforffasterfresponse
ff Needftofmanage/leveragefDoDfequitiesfopenlyf
withfthefcommercialfsector,fnotfcontrolfthef
commercialfsectorf
ff DoD/Nationalfcyberfrequirementsftakef
precedencefoverfindividualforganizations
ff Thinkfoffcyberfasfafdomainfthatfcanfbef
weaponizedfratherfthanfadminfnetworks
ff EmbracefculturefoffsharingfamongfUSG/ff
Allies/Partners
ff RequirefForcesftofshowfupfwithfwhatftheyf
needftofplugfinfforfJointfOps
ff SupportfJS/J6fGIGf2.0finitiative
ff PutfthefIOfrangeftofusefandfproperlyff
exercisefcyberf
ffWefmustftrainfasfweffight
ff Exploitationfvs.fAttackf—J2fandfJ3f
mustfcollaborate
ff Jointftaskfforcesfshouldfbefcertifiedfbeforef
goingfintoftheffield
ffWorkfinftermsfoffinfluencefandfvisibility
ff SomefcriticalfDoDfCOfoccurfalmostfexclusivelyf
onfthefNIPRNet
ff STRATCOMfneedsftofstepfupfandfprovideff
DoDfcyberfpolicies
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I’llfintroducefeachfpanelistfandfthenfaskfthemftof
givefaffewfminutesfofftheirfthoughtsfandfremarksf
onfthefjointfviewfandfthefcombatantfreviewfinf
cyberspace.fSofNancy.

VADM Nancy Brown:fGreat,fthankfyoufveryfmuch,f
Van.fIfwantftofthankfSTRATCOMfandfAFCEAfveryf
muchfforfprovidingfmefafshortfrespitefoutfoffthef
beltway.fAnybodyfwho’sfeverfbeenftherefknowsfthatf
anyfminutefoutsidefoffitfisfbetterfthanfanyfsecondf
insidefoffit.fAndfsofI’mfpleasedftofbefherefforfthatf
reasonfasfwellfasftofbefpartfoffthisfjointfpanel.f

AndfIfdidfsayfthatfthisfwasfhistoric,fbut,fyoufknow,f
itfreallyfisfbecausefwhenfIfwas—myffirstftimefonf
thefjointfstafffwasfinfearlyf2002.fIfwouldfgoftofjointf
meetings,fandftherefwouldfnotfbefonefotherfNavyf
personfthere.fSofthisfreallyfisfremarkableftofhavef
COCOMfdeputyfcommandersfherefatftheftablef
beingfNavy.fSofI’mfpleasedftofbefafpartfoffthat.

WhatfIfthoughtfI’dfdofthisfmorningfisfjustfgivefaf
brieffoverviewfoffsomefoffthefthingsfthatfJ6fisfdoingf
toftryfandfsupportfSTRATCOM’sfefforts,fasfwef
figurefoutfhowfwe’refgoingftofoperatefinfthisfnewf
cyberfdomain.fYoufknow,fonefoffourfrealfchallengesf
isfreallyftoffigurefoutfhowfdofwefmaintainffreedomf
offaccessfinfthisfdomainfandfhowfdofwefmaintainf
freedomfoffnavigation.

Wefhaveftoffigurefoutfhowftoffightfandfdefendf
infafdomainfwherefwefknowfwe’reffacingfveryf
sophisticatedfadversaries.fAndfit’sfgoingftoftakefafrealf
dramaticfshiftfinfhowfwefthinkfaboutfourfnetworksfinf
orderfforfusftofbefsuccessful.

Wefhaveftofdesignfafsecurityfframeworkfthatf
promotesffreedomfoffaccessfandffreedomfoff
movementfandfenhancesfourfabilityftofreachfoutfandf
embracefnewfcapabilitiesfratherfthanfrestrictingfusf
fromfusingfthosefthings.

Wefhaveftofchangefthefwayfwefthinkfaboutfourf
networksffromfadministrativefthingsftoflethalfweaponf
systems.fIt’sfafsystemfthatfcanfbefusedfagainstfusfiff
we’refnotfvigilant.

WefhaveftofaddressfthefentirefDOTMLPFf[Doctrine,f
Organization,fTraining,fMateriel,fLeadershipfandf
Education,fPersonnel,fandfFacilities]fspectrumfandf
onefoffthefhardestfthingsfIfthinkfwefhaveftofaddressf
isfonefoffthefGeneralfChilton’sfCs,fandfthatfisfculture.

Andfjointfisfnotfgoodfenoughfanymore,fbutfwefhavef
toffigurefoutfhowfdofwefdynamicallyfincludefourf
NGOsf[non-governmentalforganizations],finter-agencyf
coalition,fandffirstfresponderfpartners.fWhomeverf
itfisfwefneedftofsharefinformationf[with]fonfthef
battlefield,fwhetherfthat’sfhumanitarianfassistanceforf
whetherfit’sffightingfafterrorist.fHowfdofwefprovidef
themfthefaccessftofthefinformationfthatfwe’refbothf
goingftofneedfinforderftofbefsuccessful?

Sofwhyfisfthisfsofhardfforfus?fWell,fourfnetworksf
evolvedfasfservicefsystems,fasfservicefIntranets,f
notfasfafGlobalfInformationfGrid.fAndfsofwhenfwef
standfupfJTF,fallfoffthefcomponentsfshowfup,fandf
eachfcomponentfbringsfafdifferentfnetwork.fEachf
componentfbringsftheirfownfinformation.fEachf
componentfbringsftheirfownfprocesses,fprocedures,f
policies.fTheyfarefallfdifferent.

AndfsofthefJTFfcommanderfendsfupfbeingfaf
systemsfintegrator.fAndfthat’sfonefthingfyoufdon’tf
needfthefJTFfcommanderfworryingfaboutfisfhowftof
integrateftheftechnologyfthat’sfthereftofhelpfhimforf
herfprosecuteftheirfmission.

Sofwefneedftoffigurefoutfhowfdofwefsolvefthosef
issuesfsofthatfwhenfafJTFfstandsfup,fpeoplefcomef
andftheyfplugfin.fAndftheyfhavefavailableftofthemf
allfoffthefinformationftheyfneed.fTheyfdon’tfhaveftof
bringftheirfserversffromfhomefstation.fTheyfdon’tf
haveftofestablishfafnewfdomain.fTheyfdon’tfhavef
tofgetfnewfpasswordsforfuserfnames.fTheyfarrive,f
theyfplugfin,fandftheyfarefreadyftofgo.

Andfthat’sfwhatfthefwarfightersfdeserve,fandfthat’sf
whatfwefshouldfbeffiguringfoutfhowftofgivefthem.

Iflikeftofuse,fandfIfdon’tfwantftofstealfAnn’sfthunder,f
butfIflikeftofusefTRANSCOMfasfanfexamplefbecausef
anfAOfinfTRANSCOMfthatfwantsftofcompletefonef
functionfoffputtingftogetherfafmissionfpackage,f
hasftoflogfonftof17fdifferentfsystems—that’sf17f
differentflogons—justftofdofoneffunction.fTheyfusef
threefdifferentfCACfcardsftofdofthat.f

Now,fiffyoufthinkfthatfmakesfthatfpersonfagilefandf
effective,fthenfwe’vefgotfafplacefforfyoufinfthef
Pentagon.fButfiffyoufthinkfthere’sfsomethingfwrongf
withfthat,fthenfI’dflikefforfyouftofjoinfmyfteam.

IfrecentlyfhadfthefopportunityftofhearfLieutenantf
GeneralfKearney,fthefDeputyfSOCOMfCommanderf
speak.fAndfhefsaidfsomefveryfunkindfthingsfinfaf
veryfkindfway,faboutfthefinformationftechnologyf
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industryfandftheffolksfthatfprovidefhimfthings.fAndf
atfthefend,fhefsummarizedfhisfremarksfbyfsaying—
youfknow,fIfwantffivefthings.fIffyoufcouldfjustfgivef
meftheseffivefthings—thenfIfwouldfbefhappy.

Hefsaid—Ifwantfaccessftofdata.fIfmustfbefableftof
discoverfandfunderstandfit.fIfwantfglobalfaccess.fIf
wantfonefnetworkfwithfafcommonfinfrastructure.f
Four,fIfwantfcommonfpoliciesfandfstandards.fAnd,f
five,fIfwantftofbefableftofusefWebf2.0fnewftools.f

SofIfwasfheartenedfhearingfthatfbecausefonefoffthef
initiativesfwefhavefinfJ6fisfafframeworkfthatfwe’ref
usingftofdescribefourfvisionfforfwherefwefwantftof
takefthefdepartment.fAndfwefcallfitfGIGf2.0fandfitf
hasffivefcharacteristics.fAndfunbeknownstftofmef
theyfarefreallyfthefsameffivefthingsfthatfthefgeneralf
saidfthatfhefneeded.

Ourffivefcharacteristicsfarefglobalfauthenticationf
accessfcontrolfandfdirectoryfservices—thatfmeansf
IfcanfgofanywherefinfthefworldfandfIfcanfaccessf
thefnetworkfthefsamefwayfIfwouldfregardlessf
iffI’mfonfanfAirfForcefpaidfforfendfimplementforf
I’mfonfsomewherefwherefIfhavefafNavyfpaidfforf
desktop.fIfhavefaccessftofallfoffmyfinformationf
becausefitfrecognizesfwhofIfamfandfwhatfmyf
missionfrequirementsfarefatfthatftime.fAndfsof
whenfIfdeployforfI’mfatfhomefstation,fit’sfnof
different.fLook-feelfisfthefsame.

Informationfservicesffromfthefedge.fWhenfwef
designfcapabilities,fwefneedftofdesignfthemf
withfthatfedgefwarfighterfinfmind—thefpersonf
that’sfdisconnected—thefpersonfthatfhasflimitedf
bandwidth.fHowfdofwefgetfthemfthosefcapabilities?f
It’sfnotfimportantftofgetfcapabilitiesftofpeoplefthatf
sitfinfthefPentagon.fIt’sfimportantftofgetfcapabilitiesf
tofthefwarfighter.fBut,fyet,fiffyouflookfatfourf
programfoffrecords—thefbigfones—nonefoffthemf
takesfthosefcapabilitiesftofthefwarfighter.fTheyfaref
basedfonfrequirementsfandfbandwidthfthatfdon’tf
existfatfthefedge.fAndfsofwefhaveftofchangefthef
wayfwefdefinefourfrequirementsfsofthatftheffirstf
personfwefconsiderfisfthefwarfighter.

Wefneedfjointfinfrastructure.fSofwe’vefgotftoffigurefoutf
howftofseamlesslyfputftogetherfthisfinfrastructure.fWef
haveftofbefableftofincorporatefwirefandfwireless.fAndf
itfneedsftofbefoperatedfsofthatftheffolksfthatfarefdoingf
thefdefense—theffolksfthatfarefdoingfthefoperation—
theffolksfthatfarefdoingfthefattack—arefableftofseefend-
to-endfandfunderstandfwhat’sfgoingfonfinfthatfentiref
networkfsofwefhavefsituationalfawareness.

Wefneedfcommonfpoliciesfandfstandards.fYouf
know,fiffIfcertifyfafpiecefoffsoftware,fthatfshouldf
befgoodfenoughfforfanybodyfelsefinfDoD.fWef
needfreciprocity.fAnotherfexamplefIflikeftofusef
isfTRANSCOM.fIffTRANSCOMfhasfonefsoftwaref
upgradefmadeftofonefsoftwarefprogram,fitfmayf
takefonefweekftofwritefthatfupgrade.fItftakesf
themf18fmonthsftofputfitfonftheirfnetworkftofusef
becauseftherefarefsofmanyfdifferentfaccreditationf
authoritiesfthatfhaveftoftestfandfcertifyfitfbeforef
theyfusefit.fSofit’sfoutdatedfbeforeftheyfcanfputfitf
onftheirfnetwork.

Andftheffifthfonefisfunityfoffcommand.fWefhavef
toffigurefoutfhowfwefdefinefafcommandfandf
controlfstructurefthatfsupportsfthefoperationfoffaf
globalfnetworkfthatfneedsftofoperatefatfnetworkf
speeds.fAndfyoufcan’tfdofthatfwhenfyoufhavef
servicefcomponents,fCOCOMs,fandfeveryfotherf
catfandfdogfoutftherefbeingfafDAAf[Designatedf
ApprovingfAuthority]fandftakingfcontrolfandftryingf
tofimplementfdifferentfpoliciesfandfproceduresfonf
theirfnetworks.fAndfdecidingfwhatftheyfarefgoingf
tofallowfandfwhatftheyfarefnotfgoingftofallowf
acrossftheirfnetwork.fYou’refneverfgoingftofgetf
intofthefenterprisefapproachfthatfwefneedfto.

SofIflikeftofsayfthat,fyoufknow,fwe’vefenteredfafnewf
world.fAndfthefnewfworldfwe’refinfisfonefoffblogs—
wikies—socialfnetworking—thosefwebf2.0-likeftoolsf
thatfwefneedftofbefembracing.fWefneedftoffiguref
outfhowfwefincorporatefthose.fWeflearnedfwef
couldn’tffightfafcounter-insurgencyffromfgarrison.f
Wefneedftofappreciateftheffactfthatfourfnetworkfwillf
neverfbefeffectiveforfallowfusftofbefasfeffectivefasf
wefcanfiffwefsealfitfofffandfmakefitfafgarrison.

Wefneedftofbefoutfthere.fWefneedftofbefoperatingf
andftakingfadvantagefofftheftoolsfthatfarefavailablef
tofusftoday.fAndfthat’sfwhyfourfsecurityfarchitecturef
isfsofcriticalftofus,fbecausefthat’sfwhat’sfgoingftofbef
keyftofallowingfusftofdofthat.

AndfsofIfthinkfthatfiffweffailftoftakefadvantagef
offthat,fwefarefgoingftofbefirrelevantfinftoday’sf
world.fAndfsofit’sfafrealfchallengefandfit’sfonef
thatfwe’refworkingfwithfSTRATCOMfandfallfoff
thefotherfpartners—NSA,fandfDISA,fJTF-GNO,f
JFCC-NetfWarfare—toftryfandfaddress.fAndfthankf
youfveryfmuchfagainfforftheftimeftodayfandfIflookf
forwardftofquestions.
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VADM Mauney:fOurfsecondfpanelist,fVicefAdmiralf
AnnfRondeau.

VADM Rondeau:fFirstfoffall,fIfwantftofalsofthankf
STRATCOMfandfAFCEAfandftoftellfyoufthatfallfoffthef
folksfupfherefareffriends,fbutfalsofsmarterfthanfIfamf
atfthisfstuff.fSofI’mflearningffromfthemfeveryday.fAndf
Van,fthankfyoufveryfmuch.

MyfworldfasfafDeputyfCommanderfatfUSTRANSCOMf
isfanfinterestingfworld.fTherefusedftofbefafthingf
calledfWayne’sfWorld.fWell,finfTRANSCOM—70f
percentfoffmyfassetfmanagementfisfcommercial—30f
percentfisforganicfmilitary.

Infmyfmission,fIftouchfrailroads,ftrucks,ftrains,fair,f
andfshipsfatfsea.

IfamfafCOCOMfbyfmandate—byfUCP—andfbyf
directionffromfDoD—thefmanagerfandfthefinfluencerf
offthefentirefdistributionfprocessfwithinfthef
DepartmentfoffDefense.

Sofmyfworldfisf70fpercentfcommercial.fWefhave—
alongfwithfSOCOM—we’refthefonlyfCOCOMfwithf
acquisitionfauthority.fAndfsofmuchfoffmyfinterfacingf
isfnotfwithinfDoD.fItfisfonfthefNIPRNETfandfitfisf
withfcommercialfindustry.

TherefisfnofwayfthatfIfwouldfevenfpossiblyfhope,f
evenfwithftheflargestfegofthatfanybodyfwouldfhave,f
thatfIfwouldfeverfhavefC2foverfmyfdomain.fAndf
sofwhatfwefdofisfthatfwe’refnotfonesfwhoflookfatf
commandfandfcontrolfoffthefdistributionfprocess.fWef
dofnotfseekftofunderstandfthatfwe’refgoingftofeverf
havefC2foverfthefentireflogisticsfnetworkfoffDoD.fWef
dofworkfonfafprinciplefoffinfluencefandfvisibility.

Now,fit’sfinterestingfwhatfthatfdoesfforfusfisf
thatfbothfthefwordsftrustfandfvisibilityfhaveftwof
connotationsfforfus.fOne,fandfthefonefthatfdrivesf
usfprincipally,fisftheftrustfoffthefwarfighter.fAndf
whatfheforfshefasksfforfisfexquisitefvisibilityfasftof
whatfcomesftofhimforfherfatfthefpointfoffeffect—
whetherfitfbeffood—orfitfbefordnance—orfitfbef
bullets—orfitfbefradios.

Wefalsofhave,fthough,ftheftrustfoffwhatfourfnetworksf
doftofmakefthatfhappen.fVisibility.fItfmeansfforfusf
thatfeveryfwarfighterfwhofisfinfourfsystemfhasf
visibilityftofwherefhisforfherfstufffisfbecause,ffrankly,f
we’refinfthefworldfoffAmazon.com.fAndftheyfwantf
tofknowfnowfwhereftheirfstufffisfand,ffrankly,fthatf
alsofisfafresponsibilityfoffoursfsofthatfpeoplefarefnotf

hoardingfandforderingfmorefthanftheyfneedftofandf
gettingfmorefinventoryfthanfisfevenfmanageable.

Sofvisibilityfforfusfisfpartfofftheftrust,fbutfasfitfisfourf
strengthfinftermsfoffdeliveringftofthefwarfighter,fthef
operator,fitfisfour—itfisfpotentiallyfourfweakness—
becausefweftrackfeverything.fWeftrackfeverything.

Whenfyouftrackfeverything,fandfyoufdofitfthroughf
satellitefRFIDf[RadiofFrequencyfIdentification]forfITVf
[in-transitfvisibility]forfassetfvisibility,fnotfonlyfarefyouf
ableftoftrackfthat,fbutfsofcanfeverybodyfelsefinfsomef
manner,fbecausefasfwe’vefheardftodayfandfasfwef
willfhearfforever,ftherefarefveryffewfthingsfthatfaref
veryfsecretfwhenfitfcomesftofanythingfyoufarefdoingf
onfthefInternet.

SofiffIflookfatftrustfandfvisibility,fI’vefgotftoflookfatf
itffromfbothfsides.fAndfwhatfwefdofisfthatfwefalsof
maintainfthefInternet—andfhowfIfmanagefthefNIPRNETf
wherefIflive—mostlyfwherefIflive—wefdofitfbyfvisibility.

SofIfdofnotfevenfpretendfthatfallfoffmyfcommercialf
vendorsfandfpartners—thatftheyfallfarefgoingftof
havefeverythingfthatfIfneedfforfprotectionfoffmyf
networkfasfIfusefit.fButfwhatfwefdofisfthatfwefusef
thefcontractfmechanismsfthatfwhenfwefputfoutfthef
RFPsf[RequestsfforfProposals]forfanyfotherfkindsfoff
contractftoolsfandfmechanisms,fthatfwefaskfindustryf
andfourfcommercialfpartnersfwhofarefsofimportantf
tofusfthatftheyfmeetfcertainfstandards—thatftheirf
peoplefareftrainedftofcertainfkindsfoffrequirements,f
andfthat,ffrankly,fwefhavefanfobligationftofalsoftrainf
thosefpartners,fbecausefitfhelpsfus.

Sofratherfthanfaflotfoffmoneyfandftimefandfassetsf
putftowardsftryingfto—andfIflovefNancy’sfphrase—
tryingftofputfusfinfafgarrisonfmentality—wef[needftof
have]ffrankly,fanfopenfmentality.

Wefbelievefthatfwefarefpushingfagainstf
impossibilitiesfiffweftryftofjustfhunkerfdownfandflockf
everythingfdownfbecausefwefwillfbefchallengedfinf
courts.fByfwhofwefdisadvantage—offvariousfkindsf
offvendorsfandfcommercialfpartners—sofwefhavef
adaptedftofourfenvironment.

Ratherfthanftryingftofmakefthefenvironmentfcompletelyf
comefunderfsomefsortfoffafC2fenvironment,fwefhavef
saidfwefarefinfthisfenvironment—wefarefinfthisfmilieu—
howfdofwefprotectfourselves?

Sofinfsummary,fIfwillftellfyoufthatfthefanswerftofthef
questionfisfinfGeneralfChilton’sfcomments.fItfisfaboutf
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culture.fItfisfaboutfusftrainingfourfpeoplefandfmakingf
surefthatfwefarefaccountableftofthat.fIt’sfabout,falso,f
thefculturefoffhowfweforganize—howfwefoperate—
andfhowfwefbehave.

Itfisfaboutfconductfandfbehaviorfandftofmakefsuref
thatfpeoplefarefnotfonlyfwithinfourfareas—acrossf
also.fSofhowfweforganizefwithinfthefCOCOMfisf
important.fAndfitfisfaboutfcapability.fIt’sfaboutfmakingf
surefeverybodyfwhofcomesfintofusfmeetsfafcertainf
standard,fandfwefcanfdofthatfbyfcontractsfandfwef
dofthatfandfwefkeepfpeoplefoutfwhofwillfnotfcomplyf
withfthatfprocess.fSofwefarefaboutfbehaviorfbecausef
wefknowfthatfourfcustomerfbasefis,ffirstfoffall,fthef
warfighter.fWefmustfsucceedfwhenfitfcomesftof
supportingfhimforfher,fbutfourfprovidersfarefoutsidef
offusfinftermsfoffDoD.fWithfthat,fI’llfstopfandfI’llflookf
forwardftofyourfquestions.

VADM Mauney:fOurfthirdfpanelist—VicefAdmiralf
BobfHarward,fDeputyfCommander,fUSJFCOM.f

VADM Harward:fThanks,fVan.fIfthinkfwhatfVanfwasf
tryingftoftellfyou,fandfI’llfacknowledge,fI’mfprobablyf
thefleastfqualifiedfpersonfinfthisfroomftoftalkftofyouf
aboutfcyberspace.fAndfwhyfthat’sfimportant,fwhenf
youfgetftofhardfquestions,fpleasefaskfmyfshipmatesf
andfmyfotherfpanelfmembersfatfthefend.

ButfIfwantftoftalkftofyoufaboutfmyfbackgroundf
andfwhatfwefdofatfJointfForcesfCommandf
becausefit’sfallfaboutftheffight.fAndfIfwantftofmakef
comparisonsfaboutfthisffightfandfanotherffight.f
TheffightfwefhavefgoingfonfwithfAlfQaeda.fIfwasf
atfafmeetingflastfweekfwithfDr.fBrucefHoffmanf
fromfGeorgetown,fonefoffthefpreeminentfexpertsf
onfterrorismfandfhefwasfsayingfwefwerefatfthef
20thfyearfanniversaryfoffAlfQaeda.fIfwentfbackfaf
littleffurtherfactually.fIfwentftofthefbombingfoff
thefmarinefbarracksfinfBeirutfwherefweflostf243f
marinesfandfourfembassiesfthere.fAndfthenfyouf
canftracefitfthroughfKhobarfTowers—Yemen—thef
attackfonfUSSfCOLE—thefattackfonfourfembassiesf
upftof9/11—whenfwefreallyfrealizedfwefwerefatf
warfwithfthesefguysfandfwefgotfserious.f

ButfIfwantftofmakefthatfanalogyftofthisfwar—thisf
conflictfwefhavefonfcyberspace.fIfcan’tftellfyouf
wherefwefarefinfitfrightfnow.fHavefwefseenfaf
KhobarfTowers?fIsfthatfwhatfBuckshotfYankeef
was?fIsf9/11fthefequivalentftomorrow?fIsfthef
enemyftryingftofbleedfusfoutfoffresources—kindfoff
afphilosophyfwefusedfagainstfthefRussiansfinfthef
ColdfWar?fWefdon’tfknowfandfthat’sfwhyfwe’ref

challenged.fSofwhenfwefprioritizefourfeffortsfinf
whatfwefdofinfthisfrealm—wefbasefitfandfeveryonef
does—onfDoDfefforts—howfdoesfthisfsit-upfagainstf
thefotherfthingsfwefarefdoingfinftheffightfrightfnow.f
IfhadfanfopportunityftofspendfafdayfwithfGeneralf
Chiltonfandfhisfstafffherefafcouplefmonthsfago.fAndf
IfwentfhomefandfIfwasfinfawefatfwhatfIfsaw—Opsf
Center.fAndfIfwentfhomefandfreallyfstartedfdoingfmyf
homework—readingfhisftestimoniesfonfthefHill—
readingfstuffftheyfwerefsayingfinftheirfspeech—andf
Ifwasfstruckfbyfthefthreefno-failfstrategicfmissionsf
theyfhave.fThefdeterrence—thefnuke;fthefspace;f
andfthenfthefcyber.fAndfthefcomplexityfonfhowf
difficultfthatfjobfisfandfwhyfitftakesfanfastronautforf
rocketfscientistftofrunfthisfcommand.

Butfthat’sfonefoffthefissues.fIt’sfhardftofgofandftellf
Congressfandfallfhowfseriousfthisffightfisfandfhowf
wefprioritizefthesefassets.fAndfI’mfamazedfthefbossf
canfpullfawayffromfhisfentitiesfandfspendfthefdayf
herefwithfusfdoingfthis.fIfjustfwishfwefcouldfreallyf
assessfhowfmuchfdamagefhasfbeenfdonefandfwheref
we’refatfandfmakefsurefeachfonefoffourfsoldiers,f
sailors,fseamenfandfairmenfunderstandfthat,fbecausef
that’sfthefchallengefwefhavefdayfinfandfdayfout.f

IfcanftellfyoufatfJointfForcesfCommand,fwefaref
veryfmuchfafsupportingfentityftofSTRATCOMfandf
allfoffthefotherfcomponentsfinfthis.fAndfwefhavef
thatffull—Ifcallfitfcradle-to-gravefcapabilitiesfandf
effortsfwefdofforfthefjointfforce—befitfjointfconceptf
developmentfandfexperimentation—integrationf
intofthefforce—forcefproviderfandfglobalfforcef
management—augmentation—lessonsflearned—
training.fAndfsofinfallfoffthosefefforts,fwe’reftiedfinf
withfSTRATCOMfandfworkingfinfthosefefforts,fandf
wefhavefdifferentfdegreesfoffsuccessfinfallfoffthem.f
Andfit’sfafchallengefdayfinfandfdayfout.

ButfIfwantedftofhitfafcouplefjustftofgivefyoufafsensef
of—downfinftheftrenches—whatfwe’refbattlingf
throughfandfwhat’sfgoingfon.

Thefbossftalkedfaboutfaccountability—settingf
standardsfandfholdingfpeoplefaccountable—butf
howfdifficultfitfisftofmakefthem…AfterfBuckshotf
Yankee,fwefknewfwefhadftofdofcertainfthingsfsof
wefcamefupfonfthefVTC—toldfeveryone—wefputf
itfonfourfNIPRNET—youfcan’tfdofthis—you’vef
gotftofdofthis—andfyetfafweekflater,fwefhadf
twofmorefviolations.fWell,fIfwasfonfleave,forfthisf
womanfwasfatfthefhospital.fOkay.fNowfwefneedf
thisfaccountability.fSofI’veftoldfmyfguys,fIfwantftof
befableftoftell—tellfmefwhenfIfhavef100fpercentf
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accountabilityfonfthefnet.fIfmadefitfmandatoryfforf
everybodyfatfJFCOMftoflogfonftofthefportalfoncefaf
dayfandfIfwantedfaftickerftoftellfmefthatfthey’vefallf
donefthatfsofIfhadfthatfaccountability.fIfcanfonlyfgetf
aboutf60fpercentfrightfnowfbecausefIfcan’tffind—it’sf
hardfforfmeftofmakefsurefwhofisfonfthefsystem—
whofisfloggingfin—andfwefbattlefthat—andfit’sf
differentfbetweenfafguyfinfuniform,fafwomanfGS,forf
someonefelsefinfourfcontractingfforce.

AndfwhenfIffindfafcontractingfforcefwhofhadn’tf
appliedftofthatfstandard,fIfcan’tfdofthefsamefthingf
Ifneedftofdofwithfthatfperson.fIfcanfgofbackftofthef
contractingfagencyfandfsay,fhey,fthisfindividualf
isfnoflongerfallowedfonfourfsystemsforfallowedf
tofourfaccess.fYou’vefgotftofkeepfhimfoutfoffourf
command.fAndftheyfarefworkingfwithfus.fButf
howfwe’refgoingftofdofthisfaccountabilityfandfthef
standardsfisfgoingftofbefafchallenge,fandfwe’ref
wrestlingfwithfthatfdayfinfandfdayfout.

We’refveryffocusedfonfmakingfsurefweftrainfasf
weffight.fAndfthat’sfgotftofstartfatfdayfonefwhenf
thatfsoldier—thatfsailor—thatfairman—thatfmarinef
showfupfandfknowfhere’sfwhatfyoufcanfdoforfwhatf
youfcan’tfdofonfyourfNIPRNETfsystem.fAnd,foh,fitf
probablyfappliesfatfyourfhome,ftoo.fAndfthat’sfatfthef
serviceflevel,fTitlef10.

I’vefgotfafresponsibilityfinfthatfjointfworldfoff
makingfsurefthosefJTFsf[JointfTaskfForces],fbeforef
theyfgofoffftofIraq,fAfghanistan,forfHOAf[Hornfoff
Africa]fhavefthosefstandards.fAndfI’mffortunatef
becausefIfownfentitiesflikefthefJointfCommandf
SupportfElement—JCSE—whofisfoutfsupportingfallf
offthesefJTFs—wefcanfgetfthefstandardsftofthem.f
Andfsofiffanfeventfhappens,fwefcanfquicklyfgetf
itfinculcatedfintofthefprocessesfforwardfwithfthef
warfighters.fButfIfstillfcan’tfgetfthatfaccountability.f
It’sfaftoughfpartfoffthefequation.

Gamesfandfexercises.fIfcan’tftellfyoufhowfimportantf
itfisfforfpeopleftofbefableftofgofoutfandfexercisef
andfdofthisfandfyetfyoufcan’tfdofitfonfourfsystems.f
Sofwe’vefestablishedfanfIO-net.fAfwholefseparatef
entityfwefcanfgofoutfandfexercisefandftrainfonftof
bringfpeoplefupftofstandardsfandfstressfthemfonf
thatfsystem.fNow,fthatfsystemfwasfboughtfthreef
yearsfagofforfafwholefdifferentfpurpose,fandfwef
werefonlyffundedftofcertainflevels—it’sfgrownfbyf
tenfold—andfit’sftoughfforfmeftofgetfthefassetsfnowf
tofmakefsurefthatftrainingfexpandsfaccordingly—butf
it’sfanotherfareafwe’refworkingfin.

Thisfwholefissuefinfbeingfafguyfatftheftippyfendfoffthef
spearfwasffrustrating—thisfexploitationfversusfattackf
capabilityfisfgoingftofbefafpersistent—andfbothfhavef
veryfvalidfarguments.fAndfitfgoesfbackftofthis—what’sf
yourfJ3,fyourfJ6fandfJ2fdoing?fBoyfyou’vefgotftofbringf
themfallftogetherfandfthey’vefgotftofliveftogetherfsof
youfknowfwhenfyoufneedftofexploitfandfwhenfyouf
needftofattack.fAndfoh,fbyfthefway,fwefneedftofreallyf
startfbuildingfupfexperiencefandfcorporatefknowledgef
onfhowfwefdofthisfattackffunction.fIffwefcan’tfworkf
throughfthefROEsf[RulesfoffEngagement]fandfstuffftof
dofthatfnow,fwhenfwefreallyfarefgoingftofneedfit,fwef
won’tfhavefthatfexperience.

Andflast,fbackftofthisfissuefoffcertifyingfJTFs—howf
we’refgoingftofgetfthesefstandards—howfwillfIfgetf
thefwarfightersfforwardftofembracefandfunderstandf
andfbringfthisfunderftheirfauspices—isfanotherf
partfoffthefequationfwefwrestlefwithfeachfday.fSof
Ifjustfwantedftofgivefanotherfperspectiveffromfthef
warfighterfandfhowfwefsupportfSTRATCOMfandfthef
COCOMsfinfthisfeffort.fThankfyou.

VADM Mauney:fThanks,fBob.fOurffinalfpanelist,fRearf
AdmiralfJanicefHamby,fDirectorfoffNORTHCOMfJ6.f

RDML Hamby:fThankfyou,fsir.

BecausefI’mfthefonefstarfonfthefgroup,fIffeltfIfneededf
tofhavefafslideftofbackfmefupfbecausefIfdidn’tfhavef
thosefextraftwofstripes.fI’mfkindfoffhopingfbyfbeingf
onfthisfpanelfwithfsuchfafdistinctfandfaugustfgroupfoff
folks,fmaybefIfcanfgetfafbattlefieldfpromotionfoutfoff
this.fWe’llfseefhowfthatfgoes.

IffyouftakefaflookfatfthefslidefthatfI’vefbroughtftoday,f
Ifwantfyouftofhavefanfappreciationfforfthefspectrumf
offoperationsfthatfarefaddressedfbyfNORADfandf
NORTHCOM.fIffyouffollowfthatfarcfthatfstartsfoutf
inftheflowerfleftfwithfDefensefSupportfoffCivilf
AuthoritiesfandfitfmovesfonfupfintofHomelandf
Defense,fthatfcoversfthefgroundfinftermsfoffwhatf
ourfmissionfsetfaddresses.fSomefoffthefthingsfwef
dofarefplanned—NationalfSpecialfSecurityfEvents—
thefSuperfBowl—thingsflikefthefDemocraticfandf
RepublicanfNationalfConventions—andfsofforth.f
We’refableftofplanfforfthose.

Otherfthingsfarefsurprises.fHurricanesfthatfcomef
in,fwefcanfanticipatefoverfafthreeforffour,fmaybefaf
week’sfperiod—threeforffourfdaysforfmaybefafweek’sf
period.fButfotherfthingsflikefearthquakes—wildffires—
mudslides—thosefarefthingsfwefcan’tfanticipatefquitef
asfdirectlyfandfwefhaveftofrespondftofveryfquickly.
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ThisfisfwherefaflotfoffmyfchallengefasfthefJ6flies.fIff
youflookfinfthefupperfleftfquadrantfoffthatfslide,fyouf
willfseefafmerefrepresentationfoffthefsymbolsfoffthef
differentfagencies,forganizationsfandfgroupsfthatfwef
workfwithfonfdailyfbasis.

Wefhavefafroutinefandfcontinuingfrelationshipfwithf
overf60fInter-Agencyfpartners.fAndfthisfmeansfwef
havefoverf60fsetsfoffprotocolsftofdealfwith.fAndf
wefhaveftofcomeftofsomefkindfoffanfagreement—
establishfthefprotocolsfandfparametersfbyfwhichf
wefarefgoingftofsharefinformation—softhatfwefcanf
developfafcommonfsituationalfawarenessfandfbef
readyftofactfwhenfthefnationfneedsfusfinfthefeventf
offthosefemergingfevents,forfinfafmorefcoordinatedf
fashionfforfthosefplannedfevents.

Now,fthosef60-plusfInter-Agencyfpartnersfarefnotfthef
onlyfpeoplefwithfwhomfwefdofbusiness.fWhenfanf
incidentftakesfplaceftofwhichfwefneedftofrespond,fwef
alsofnowfhavefafnewfsetfoffpartnersf[composed]foff
theflocalffirstfresponders—softhatfpolicefforce—thatf
firefdepartment—perhapsfthatftribe—orfthefcountyf
government—wefneedftofbefableftofinter-operatefandf
sharefinformationfwithfthemfsofthatfwefcanfallfdirectf
ourflevelfoffeffortftofthefmostfurgentfneeds,fandfsofwef
aren’tfbeingfredundantfandfoverlookingfotherfcriticalf
needsfwithinfthatflittlefareafoffresponse.

InforderftofdofthisfIfneedftofhavefafvery,fveryfagilef
network.fIfneedftofbefableftofflowfmyfnetworkf
forwardfveryfquickly,fwhichfIfdofwithfmobilef
communicationfsuites.fIfalsofneedftofbefableftoftief
infotherffolks’fnetworksfintofthatfsuite.fNow,fsomef
offthatfisfdonefthroughfsomefoffthefgreatfequipmentf
thatfhasfbeenfdevelopedftofsupportfus.fIffyou’ref
notffamiliarfwithfthefACU1000—thatfisfmyfsavingf
grace—itfallowsfmeftoftieflocalffirstfresponderf
networksfintofmyfnetworksfsofwefcanfcommunicatef
evenfbyfe-mailforfbyfradioffrequency—byfhandfsets—
sofwefcanfcoordinatefafresponse.

Wefalsofworkfwithfcommercialfprovidersfsofwefcanf
rollfinfmobilefcellftowersfandfbringfcellularfservicef
forftheffirstfresponders—forfthefgovernmentalf
response—intofanfareafthatfhasfbeenfwipedfout—
thatfdoesfnotfhavefusefoffthefmobilefservicesfthatf
we’vefallfcomeftofrelyfonftoday.

Softhisfchallengefisfafveryfrealfone.fIfneedftofbeff
ableftofreactfvery,fveryfquickly.fSofhowfarefweff
ableftofdofthatfinfanfenvironmentfwherefwe’reff
tryingftoflockfdownfthefnetwork?fThisfisfkindfoffaf
repetitiveforfit’sfafredundantfthemefhere.fThosefoff
usfwhofarefoutftherefworkingftofaccomplishfthef
day-to-dayfoperationalfmissionfarefaskingfforfmoref
freedomfoffmaneuver.
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Now,fasfIfaskedfforfthat,fIfalsofdofnotfwantftofputf
thefglobalfnetworkfatfrisk.fAndfwithfmyfbackground,f
Ifdefinitelyfrecognizefthatfbyfcreatingfafvulnerabilityf
infonefareafoffthefnetwork,fI’mfexposingfthefentiref
networkftofthatfvulnerability.fSofIfwantfthefabilityftof
havefthisfagilityfwithinfprotocolsfthatfalsofbringfmefaf
reasonableflevelfoffriskfavoidance—offassurancefthatf
thisfinformationfisfgoingftofbefprotected.

Ifbelievefthatfafgreatfdealfoffpromisefliesfinfthef
fieldfoffidentityfmanagementfandfthefabilityftof
workfwithffolksfinfadvancefsofwefcanfestablishf
somefkindfoffcredentialingfsystemforftokenfsystemf
softhatfwefwouldfbefableftofrecognizefthemfwhenf
wefneedfthem.fSofthat’sfonefarea.fWefwerefaskedf
tofidentifyfareasfwherefSTRATCOMfmightfbefablef
tofassistfus.fIffSTRATCOMfisfableftofhelpfadvocatef
forfthefresourcesfandfafcommonfapproachfforfhowf
wefgofaboutfidentityfmanagement,fIfthinkfthatf
wouldfbefafgreatfthing.f

Now,fotherfareasfwherefIfwouldfloveftofworkfwithf
STRATCOMftofadvancefthefcausefisfonfthatfwholef
synchronizingfpiecefoffthefUCP.fAndfIfdofnotfenvyf
themfthisftask.fThefresponsibilityfoffsynchronizingf
cyberfoperationsfisfanfincredible,fincredibleftaskf
thatftheyfhavefgot.

Weftookf30fyearsftofgetftofthefpointfwherefwefaref
todayfwithfsomewhatffragmentedfnetwork—differentf
setsfoffprotocols—differentfwaysfoffdoingfbusiness.f
Andfsir,fIfthinkfit’sfgoingftoftakefyoufafwhileftofgetf
backedfoutffromfwherefwefareftofafmorefrationalf
approach.fWefapplaudfallfthefeffortsfoffyourfteamf
toftryftofdrivefusfinfthatfdirection.fIt’sfafhuge,fhugef
initiativefandfonefthatfwefallfneedftofsupportfasf
deliberatelyfandfasfactivelyfasfwefpossiblyfcan.

AnotherfareafwherefIfcouldfusefsupportfisfinfthef
advocacyfforfacquisitionfreform,fbecausefmanyf
timesfourfabilityftofrespondftofdirectionffromf
STRATCOMfisflimitedfbyfhowfquicklyfwefcanfbringf
onfboardfthefappropriatefhardwareforfsoftwaref
orfservicesfinforderftofdofjustfthat.fAndfthefwayf
ourfhandsfareftiedfwithinfthefcontractingfsystemf
rightfnow,fitfsometimesfmakesfthatfresponseffar,f
far,ffarflessfthanfagile.fSofadvocacyfinfthefareafoff
acquisitionfreformfwouldfbefveryfvaluable.

Now,fforfourfmissionfset,fthefrealfcenterfoffgravityf
isfactuallyfnotfthefnetworksfthemselves.fItfisfthef
informationfonfthefnetworks.fSofIfwouldfalsofurgef
thefentirefcommunityftoftakefafhardflookfatfourf
strategyfofftryingftofhardenfandfdefend-in-depthf

thefnetworkfandfseefiffwefcan’tfshiftfthatffocusf
justfaflittlefbitftofaffocusfonfthefinformationfitself.f
I’mfremindedfoffthefstoryfoffthefthievesfwhofstolef
thefATMfandfwerefultimatelyfunableftofbreakfintofitf
softheyfabandonedfit.fIffwefcanfprovidefafstructuref
wherebyfourfinformationfisfprotectedfinfafhardenedf
fashion,fevenfiffit’sfexfiltrated,fmaybefwefwon’tf
haveftofbefasfconcerned.fSofaffocus,fafstrategyf
focusingfonfthefprotectionfoffthefinformationfitselff
wouldfallowfusftofperhaps,fbefaflittlefmorefopenfinf
ourfviewfoffhowfwefallowfaccessftofthefnetwork.

Ifthinkfwe’llfprobablyfgetfquestionsfonfcommandf
andfcontrolfoffthefnetworksfsofI’llfavoidfthatfforf
rightfnow.fButfIfwouldfsayfthatfwefhavefafneedf
tofreactfquicklyfatfaflocalflevel.fAllfactivitiesfare,f
inffact,flocal.fSofwhateverfcommandfandfcontrolf
structurefwefdofworkfthrough,fitfneedsftofbef
veryfresponsivefrightfdownftofthatflocalfpiece.f
Andftheflocalfelementsfneedftofbefresponsiblef
backupftofthatfauthorityfandfbefheldfaccountableftof
them.fThefdisciplinefandfthefaccountabilityfoffourf
individualfusersfisfgoingftofbefkey.fIt’sfgoingftofbef
thefcriticalfsuccessffactorftofourfultimatefsuccessf
infthisfentirefnetworkfworld.

AndfthenftheflastfthingfIfwouldfofferftofyoufisfaf
quotefbyfAdmiralfGracefHopperfthatfIflove,fandf
Ifthinkfappliesfdirectlyftofourfchallengefaheadfoff
usfandfthatfis—“Afshipfinfportfisfsafe,fbutfthatf
isfnotfwherefshipsfarefmeantftofbe.”fAndfiffwef
areftofclosefdownfourfnetworksfandfmakefthemf
entirelyfhardftofthoseffolksfwhofarefnotfDoDfandf
mayfneedftofdofbusinessfwithfus,fthenfwefare,f
infeffect,fputtingfourfshipfinfport.fAndfwefneedf
tofbefoutfthere.fWefneedftofbefoutftherefinfthef
worldfreactingfto,fandfdealingfwithfnewfpartnersf
everydayfandfwefneedftoffigurefoutfafsafefwayff
tofdofthat.fSir.

VADM Mauney:fI’vefalreadyfgotfsomefquestionsf
butfwhatfIfwouldflikeftofdofisftakefjustfafcouplefoff
minutesfandforientfthosefoffyoufwhofarefnotfinfthef
military,fmaybefsomefoffyoufwhofarefnewftofthef
military,fintofsomefstructurefinfthef“as-is”fmode.

Infcyber,fweftalkfoffreallyfthreefbinsfoff
organizations—combatantfcommanders,fservices,f
andfagencies—andfthat’sfwithinfDoD.fThesefarefthef
participants,fasfitfwere,finfthefGlobalfInformationf
Grid,fandfthesefarefthefgroupsfthatfSTRATCOMfandf
ourfcomponentsfwhofarefassignedfthefcyberfmissionf
dealfwithfonfafday-to-dayfbasis.
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Combatantfcommandersfareflikefthefproductionf
departmentfinfafmajorfcorporation.fWefproducef
things.fIfdon’tfwantftofgetfacrossfthefbreakersfhere,f
butfwefusefthefwordfeffectsfallfoffthefwayffromf
non-kineticfto—wefcanfblowfthingsfup,ftoo.

Contrastfthatfwithfthefservicesfandftheirfrolefisf
organize,ftraining,fandfequip.fTheyfarefthefhumanf
resourcefdepartment,ftheftrainingfdepartment,fandf
thefprocurementfdepartments.fAndfsofthefservicesf
havefprettyfmuchfprocuredfthefcyberfnetworksfandf
putfthemfinfplacefasftheyfareftoday.

Andfthenfagenciesfinfthefdepartmentfprovidef
variousfservicesfandfsupportfeitherfthefservicesforf
thefcombatantfcommanders,forfboth,facrossfafwidef
rangefoffactivities.

InfthefcasefoffStrategicfCommand—howfwe’ref
organizedftofdofcyber—wefhavefthefheadquartersf
stafffwhichfisffocusedfonfintegratingfacrossf
ourfmissionfareas—principallyfthefthreeflinesfoff
operation—andfthenfthefjointfenablersfarefalsof
workedfbyfelementsfoffthefstafffandfthefsubordinatef
organizationsfwhofworkfinfthosefareas.

Inftermsfoffcyber,fwefhaveftwofcomponentsfthatfaref
primarilyffocusedfonfcyber.fFirst,fLieutenantfGeneralf
KeithfAlexanderfatfthefJointfFunctionalfComponentf
Command—NetworkfWarfare—andfIfknowfKeithfisf
goingftoffollowfmefsofI’mfnotfgoingftoftalkfaboutfhisf
rolefotherfthanftofsayfhe’sfgotfthefleadfforfoperate—
defend—attack—andfexploit,fblendingfthefvariousf
authoritiesfunderfhisfhats.

LieutenantfGeneralfCarrollfPollett,fJTFfGlobalf
NetworkfOperationsfisfthefcommanderfresponsiblef
forfoperatingfandfdefendingfthefnetworks.fAndfsof
bothfKeithfandfCarrollfbringfinftheirforganizationsfoverf
whichftheyfarefdual-hatted.fInfKeith’sfcase,fit’sfthef
NationalfSecurityfAgencyfandfinfCarroll’sfcase,fit’sf
thefDefensefInformationfSystemsfAgencyfandfthosef
elementsfoffthefcyberfpiecefcannotfbefunderstated.

TheflastfthingfI’llfmention,fandfthisfisfonefoffthef
areasfthatfwefarefworkingfonfandfwefarefworkingf
tofsortfout—putfinfplacefconceptsfoffoperations—
isfhowftofprioritize,fandfIfthinkfallfoffthefpanelistsf
havefmentionedfthatfinfonefwayforfanother.f
Prioritizationfbetweenfmissionfassignmentsfandf
betweenfallocationfoffresourcesfisfafnever-endingf
endeavor,fandfwefneedfafprocessfthatfwillfallowftof
usfdofthatfforfcyber.f

AndfthenftheflastfpointfI’llfmakefisfwefthinkfoffcyberfinf
afsimilarfwayfthatfwefthinkfoffspace.fSpacefisfanfareaf
whereftherefarefveryflimitedfandfpreciousfresources.f
Thefspacefassetsfoffthefnationfthatfbelongftofthef
departmentfarefassignedftofStrategicfCommand,fandf
yetfwefcanfusefthosefresourcesfinfanyfregionfandf
supportfanyfcombatantfcommanderfandfwefdofthatf
everyfday.fAndfsofthroughfanforganizationfatfeachf
combatantfcommander,fthefDirectorfoffSpacefForces,f
wefprovidefthosefeffects.fWefsupportftheirfoperations,f
befitfinfthefmiddlefoffBaghdad,forfoutfinfthefPacificf
Ocean.fSofthat’sfafmodelfthatfisfonefoffseveralfthatf
we’reftakingfaflookfatftofgetftofsomefoffthefissuesfthatf
thefpanelistsfhavefmentioned.

WhatfIfwouldflikeftofdofnowfisfI’llfjustfdivefrightf
intofthefquestions.fAndftheffirstfonefisfSTRATCOMf
CentralizedfCommandfandfControlfModelfseemsf
tofconflictfwithfthefunifiedfactionfatftheftheaterf
level.fIsfitfSTRATCOM’sfpositionfthatfallfnetworks—
services—agencies—combatantfcommanders—willf
befoperationallyfcontrolledfbyfSTRATCOMfand/orf
whatfisfthefCOCOMfrolefinfC2foffallfdomainsfinftheirf
warfightingftheater?

I’mfgoingftofanswerfthisfoneffromfthefSTRATCOMf
perspectivefandfthenfI’llfaskfthefpanelistsfforftheirf
viewsfandfIfthinkfJanfhasfindicatedfthatfthat’sfafquestion.

AsfGeneralfChiltonfmentioned,fthisfisfourfleastf
maturefareafandfhowftofsatisfyfthefrequirementsf
and,findeedfthefneedsfoffthefvariousfregionalf
commanders,fisfonefwe’refonlyfbeginningftoffullyf
meet.fIfwouldfsayfthatfthefeffectsfthatfyoufwantf
fromfcyberspace—freedomfoffaction—thefabilityftof
supportfmilitaryfoperations—fallfintoftwofcategories.f
Onefisfthosefwhofarefconfinedftofaftheater,fandf
infotherfwords,ftherefarefsomefthingsfthatfthef
NorthernfCommandfcommanderfcanfdoforfneedsftof
expectffromfthefcyberfcapabilitiesfoffthefnation.fAndf
thatfappliesftofPacificfCommandfandfindeedfallfoff
thefotherfregionalfcommanders.

But—andfthisfisfmyfopinion—mostfoff
thosefactivitiesfcoverfmorefthanfonefregionf
simultaneously.fAndfindeedfourfexperiencefis—andf
youfknowfthis—butfyoufcanfbefonfyourfcomputerfinf
yourfhomefstatefandfthefserverfyou’reflookingfatfisf
infafforeignfcountryfandfyou’refnotfsurefoffthat.fYouf
don’tfknowfwherefitfisfbecausefofftheftransparencyf
and,findeed,fthefglobalfnaturefoffthefInternet.

Softhefabilityftofrespondfatfnetfspeed,fbefitfinfaf
regionforfbefitfglobal,fisfonefoffthefchallengesfthatf
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wefjustfhavefgotftofconquerfherefinfcyberspacefandfIf
thinkfwe’refmakingfgoodfprogress.f

Butfwhatfthatfindicatesfisfafdemandfforfthef
commandfandfcontrolfthat’sflikefspace.fIt’sfthef
abilityftofdeliverfthings,feitherfpinpointfinfafregion,f
orfmorefbroadly—andfI’llfusefthefcasefoffoperatef
andfdefendfthefnetwork—morefbroadlyfinfthef
eventfoffafcyber—Ifdon’tfusefthefwordfattack,fbutf
I’llfjustfmention,fyoufknow,fthefconfickerfwormf
problemfisfafglobalfproblem.fAndfsofyou’vefgotftof
befableftofsimultaneouslyfdealfwithfthefpinpointf
effectfasfwellfasfthefbroadfproblem.fSofI’llfopenfitf
upftofthefotherfpanelists.

RDML Hamby:fIfdon’tfthinkfthere’sfafpersonfinf
thisfroomfwhofdoesfnotfunderstandfthefconstructf
offthisfbeingfafglobalfissue,fandfthatfwhenfeventsf
takefplacefinfaflocalfspotfonfthefnetwork,ftheyf
reallyfarefafglobalfeventfwhenfyoufbackfupfandfseef
thefpossiblefimplicationsfthatfthefincidentfcouldf
havefforfthefentirefnetwork.

Ifwouldfsuggestfthatfbecausefwefhavefgottenftof
wherefwefarefoverfthefcoursefoffthreefdecadesfplus,f
thatftoftryfandfcorrectfthatfsituationfandfputfinfplacef
afveryfcentralizedfcontrolfimmediatelyfwouldfmeetf
withfgreatfresistanceffromfmanyfoffthefplayersfwhof
arefoutfthere.fRightfullyforfwrongfully,fdoesn’tfmatter.f
Ifthinkftheffactfoffthefmatterfisfthatftherefwouldfbefaf
greatfdealfoffpushback.

Ifthinkfthatfpushbackfcouldfbefminimized—couldf
befdrivenfdown—andfevenftransformedfintof
acceptancefandfevenfanfembracefoffthefconstruct—
iffwefworkedfonfsomefoffthosefissuesfthatfAdmiralf
Rondeaufactuallyfspokefaboutfinfotherfcomments,f
andfthosefrevolvefaroundfthefissuefoffreliability—
influence—andfvisibility.

Iffwefcanfworkfthefconstructfwherefthroughfaf
commonfunderstandingfoffwhatfitfisftofsayfthatfourf
networkfisfready—iffyouftellfthatftofanyfcommanderf
theyfunderstandfwhatfyoufmean—whatfthefelementsf
arefthatfgofintofyourfnetwork-readinessfpicture.fAndf
iffyoufcanfconsistentlyfdeliverfonfyourfpiecefoffthef
network,fthenfIfthinkftheftransferencefoffthatfcontrolf
overfthefCOCOMforftheforganizationalfnetworkf
wouldfbefmuch,fmuchfmorefreadilyfgreeted.f

SofIfthinkftheffirstfpiecefoffit,fit’sfalmostfafphasedf
approachftofhowfdofwefgetfourfhandsfaroundfthisf
problem,fandfIfthinkftheffirstfpiecefisfbuildingfonfthef
visibilityfoffwhatfisfgoingfonfinfthefnetworkfsofpeoplef

havefafbetterfunderstandingfoffthefcurrentfsituationf
infwhichfweffindfourselves.

Thenfthefinfluencefpiece—thefsynchronizingf
piecefoffprovidingfauthoritativefdirectionfonfhowf
configurationfmustfbefmanaged—onfhowfthef
thingsfthatfwefhavefdone,fforfinstance,fthroughfthef
establishmentfoffthef“newfnormal”—iffyou’llfforgivef
myfusefoffthatfphrase—providingfthosefparametersf
withinfwhichfthefCOCOMs—thefservices—thef
agenciesfhavefsomeffreedomfoffmaneuverfforftheirf
ownfnetworks.fThatfhelpsfbuildfthatftrustfbetweenf
theforganizations,fandfIfthinkfeventuallyfthatfcontrolf
piecefthenfcanftransitionfintofafmorefjointfnetwork,f
intofafSTRATCOMfview.

Ifreallyfthinkfitfdoesfcirculatefaroundfvisibilityfandf
understandingfwhatfreadinessfis.fWefhavefdonef
somefworkfacrossfthefCOCOMsfforfthefJointf
Staffftofdevelopfafnetwork-readinessfmodel.fWef
atfNORTHCOMfarefreferringftofitfasfthefHorigonf
readinessfmodelfinfhonorfoffthef03fwhofspentfhisf
lifefworkingfonfitfandfcoordinatingfandfcollaboratingf
withfthefotherfCOCOMs.fAndfwe’dfbefhappyftof
sharefthatfwithfanyone—andfIfthinkfthat’sfafbigf
stepfinftermsfoffdevelopingfthefsensefofftrust—thatf
we’refallftalkingfaboutfthefsamefthing—andfthatf
wefcanfbefreliedfuponfwhenfwefsayfthatfthisfisfthef
statusfoffourfnetworks.fWefowefthatftofyou,fandf
iffyou’refableftofprovidefthatftofusfaboutfthefotherf
networksfwithinfourfCOCOMfregions,fthenfIfthinkf
you’llfseefthoseffingersfstartingftofunclaspfandf
releasefsomefoffthatfcontrolfupftofyou.

VADM Brown:fWell,fIfdon’tfthinkfwe’llfeverfbefinfaf
situationfwherefsomethingfasfcomplexfandfasflargef
asfthefGlobalfInformationfGridfisfreallyfgoingftof
befableftofbefcontrolled—centrallyfoperated—andf
maintainedfcentrally.fThefnetworkfisfgoingftofhavef
tofbefoperatedffromfafstrategicftofaftacticalflevel.f
Andfeveryfpointfinfbetweenfisfgoingftofhavefafrolef
andfafresponsibility—authorityfandfaccountability—
infensuringfthefproperfoperationfoffthat.fAndfIf
thinkfit’sfalmost,frightfnow,falmostftoofhardfoffaf
questionfforfusftofputfourfarmsfaroundfiffweflookf
atfthefstatusfquo.

Ifthinkfwefhaveftofdofaflotfoffthingsfinfdifferentf
areasfinforderftofachievefthefsituationalf
awareness—thefdefinitionfoffwhatfthefnetworkf
is—thefdefinitionfoffwhatfcontrolfreallyfis—infthisf
environment.fAndfIfdon’tfthinkfthefoldftermsfoff
OPCONfandfTACONfwillfapply.fIfthinkfwefhaveftof
comefupfwithfnewfdefinitionsfoffhowfwefactuallyf
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commandfandfcontrolfsomethingfasfimmense—andf
asfAnnfbroughtfup—anfexcellentfpoint—isfthatfthisf
isfnotfjustfafgovernment-ownedfthing.fIfmean,ftheref
arefaflotfofftentaclesfofffthisfnetworkfthatfaffectfourf
readinessfasfAnnfpointedfout.fAndfwithoutfhavingf
afcompletefpicturefoffallfoffthat,fyoufcan’tfreallyf
maintainforfattainfsituationalfawarenessftofbefablef
tofunderstandfwhatfneedsftofhappen.fAndfwhatfthef
secondfandfthirdforderfeffectsfarefoffsomethingf
beingfdonefinfonefareaftofseveralfotherfareasfinf
differentfCOCOM’sfresponsibilitiesfareas.

So,fwe’refgoingftofhaveftofreallyfdofsomefhardf
work.fThere’sfgoingftofbefaflotfoffricefbowlsfthatf
arefgoingftofhaveftofbefbroken,fandfthisfisfprobably,f
Ifthink,fthefbiggestfchallengefthatfwefhavefasfwef
movefforwardfisfthefculturefandftheftrust—thef
abilityftofgetfoverfhavingftofownfandfcontrolfthingsf
ourselves—tofbefableftofreallyfresolvefhowfbestftof
organizefandfdelegatefresponsibility—tofoperatefandf
maintainfafGlobalfInformationfGrid.

VADM Mauney:fOkay.fLetfmefmovefonftofthefnextf
question.fTherefseemsftofbefgreatfemphasisfonf
takingfthefenterprise-viewfinfprovidingfenterprise-
widefcapabilityfforfourfnetworks.fTofwhatfextentfaref
thefcombatantfcommandersfdirectingfthefserviceftof
participatefinfjointfenterprisefarchitecturefdevelopmentf
tofenhancefeachfcomponent’sfabilityftofprovidefthef
capabilitiesfthatfwillfbefintegratedffromfthefstart?f
Nancy,fyoufmayfwantftoftakefafstabfatfthatfone.

VADM Brown:fYoufknow,fIfthinkfit’sfafcomplicatedf
question.fI’mfnotfsurefthatfthefCOCOMsfcanfdirectf
thefservices.fEachfCOCOMfhasfafservicefthat’sfanf
ExecutivefAgentfand,foffcourse,ftheyfhaveftheirf
components,fsoftheyfcanfdirectfthingsftoftheirf
components.fButfthefissuefoffenterprisefservicesf
isfonefthat—Ifreallyfbelievefit’sfthefbestfwayf
forwardfforfthefdepartmentfbecausefyou’refgoingf
tofsavefmoney—you’refgoingftofsavefresources—
andfiffyoufcanfbuyfsomethingfoncefandfwefallfusef
it,fit’sfaflotfmorefeffective.fAndfthat’sfreallyfthef
theoryfbehindfenterprisefservices—isfthatfwefallf
don’tfhaveftofhavefafMicrosoftflicensefforfe-mail—
thatfiffwefhavefanfenterpriseflicense,fwefcanf
consolidatefthefserversfandfwefcanfprovidefe-mailf
capabilitiesffromfanfenterprise,fit’sfgoingftofsavef
usfdollars—it’sfgoingftofsavefusfpersonnel—it’sf
goingftofsavefusfboxesfinfourfspacesfwhichfsavesf
airfconditioning—power—onfandfonfandfonfandfon.f
Sofiffyouflookfatfitffromfafdeliveringfafcapabilityfinf
afcostfeffectivefmeans,fenterprisefservicesfisfthef
bestfwayftofapproachfthat.

Now,fwefhavefaflotftoflearnfinfhowftofdofthatf
effectivelyfandfhowftofdofthatfsofwefcontinueftof
meetfmissionfrequirementsfbecausefitfhasftofbef
ableftofbeftimely.fItfhasftofmeetfthefrequirementsf
offthefindividualfcommand.fButfIfdofbelievefthatf
thatfisfthefbestfwayfforfthefdepartmentftofmovef
forward.fAndfiffwefcanfgetfafMicrosoftftofprovidef
thatfservicefforfus,fasfafmanagedfservice,fwef
shouldn’tfbefdoingfitfourselves.fAndfIfthinkfthatf
thefCOCOMsfwouldfagreefthatfifftheyfdon’tfhavef
tofdedicatefresourcesftofsupportingfanfe-mailf
server,fandftheyfcanfputfthosefresourcesfonftof
somethingfthat’sfmorefdirectlyfrelatedftofmissionf
requirements,fthenfthat’sfthefbestfusefofftheirf
resourcesfandfhelpsfthemfinfthefend,fandfisfaf
benefitftofallfoffus.

SofI’mfnotfsurefiffthatfreallyfansweredfthatfquestion,f
butfIfthinkfenterprisefservicesfisfthefwavefoffthef
futurefandfIfreallyfbelievefthatfit’sfgoingftofbefafgreatf
benefitftofallfoffus.

VADM Rondeau:fSofhowfdofyoufcontrolforfdirectf
anfenterprise?fIfwouldfsubmitfthatftheftermf
“direct”fisfkindfoffinterestingfbecausefI’mfnotfquitef
surefthatfthefwordfdirectfreallyfcomplementsfthef
optimizationfoffthefenterprise.fHowever,fIfdofbelievef
thatfleadershipfmatters.fSofwhatfUSTRANSCOMf
doesfwithfourfcomponentsfis,ffirstfoffall,feveryf
WednesdayfwefhavefanfOpsfUpdatefthatfbringsf
infourfcomponentsfand,ffrankly,fonefoffourfotherf
partners,fDLA.fAndfwefgofoverfthefentirefworldfoff
whatfwe’refdoing.fButfthefveryfsecondfthingfthatf
happensfafterftheffirstfJ2fpre-brief,fisfthatfwefgetf
afcybersecurityfbriefing.fSofallfoffthefcomponentsf
see—rightftherefatfrealftime—whatfisfgoingfon.fSof
thefenterprisefdoesfnotfdirectfbehaviorfasfmuchfasf
itfseeksftofinformfleaders.

Secondly,fwhenfwefhavefafcomponentfthatfhasfhadfaf
cybersecurityfbehaviorfproblem,fweffeaturefit.fWefbringf
AMCf[AirfMobilityfCommand],fMSCf[MilitaryfSealiftf
Command],forfSDDCf[MilitaryfSurfacefDeploymentfandf
DistributionfCommand]finfonfthosefWednesdayfOpsf
Updatesfandfwefallowfconversation—becausefwhatf
isfhappeningftofAMCfisfhappeningftofSDDC—what’sf
happeningftofMSCfisfhappeningftofAMC—andfsofourf
componentsfgetftofseefeachfothersfissues—behaviorf
errorsfandfmistakes—andfremarkably,fwithfaffourfstarf
there,fbehaviorfimproves.

Thirdfthingfisfthatfwhenfyoufmakefafcomponentf
orfanybodyfaccountable,fitfisfabusivefiffyoufdon’tf
givefthemftheftools.fSofinfthefyearfoff2008,f
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USTRANSCOMfaskedfthefcomponentsfwhatfisfitf
thatfyoufneedftofcomefupftofthefstandardfthatfwef
expect?fAndfindeedfwefboughtfforfthe—Army—
SDDC—ourfcomponent—wefboughtfforfMSC—thef
Navyfcomponent—andfwefboughtfAMC—ourf
Airfcomponent—firewallfprotections.fWefboughtf
themftraining.fAndfwefboughtfthemfotherfthingsf
thatfwouldfmeetfupftof$1.5fmillion—notfmuchf
money—$1.5fmillionftofbringfthemfupftofwhatf
wefthoughtfwasfafstandardfbyfwhichfwefcouldf
holdfthemfaccountable.fWefdidfnotfdirect,fbutf
wefsharedfandfwefcollaboratedfonfinformationf
andfcommonfknowledge.fAndfthatfthenfbroughtf
coherenceftofthefbehavior.fBecausefwefcanfnotf
directfafTitlef10.f

Butfleadersfmatter.fSofiffwefinformfthefleadersfandf
bringfthemftoftheftable—andfhavefthefconversation—
andfmaintainfthefstandard—andfhelpftofenhancef
thatfstandard—andfwefwalkftheftalkfnotfonlyfasfjustf
thefCOCOM,fbutfasfthefCOCOMfthatfcaresfaboutf
theirfcomponentfsucceeding,fbecausefsuccessfforf
usfequalsfsuccessfoffthefwarfighterfupfonfthefpointf
offeffect—thenfwefbelievefthatfwefhavefexercisedf
enterprisefleadershipfandfmanagement.

VADM Mauney:fLetfmefjustfaddfinfafmorefpracticalf
wayfwhatfthefCOCOMsfdoftofprovidefthatfkindfoff
informationftofthefservices.fWhatfisfitfthatfcombatantf
commandersfneed.fJointfForcesfCommand,f
TransportationfCommand,fandfSTRATCOMfperiodicallyf
hostfwhat’sfcalledfafSeniorfWarfighterfForumf[SWarF],f
whichfisfafforumfwherefallfoffthefDeputyfCommandersf
offallfoffthefcombatantfcommandersfcomeftogether,f
followingfroughlyftwoftofthreefmonthsfoffstafffworkfbyf
ourfstaffsftofpreparefforfanfissue.fAndfbackfinfFebruary,f
wefdidfonefoffthese—focusedfonfafnumberfoffthings—
butfcyberspacefwasfonefoffthem.fInfthatfforum,f
weflookedfatfthefcapabilitiesfthatfeachfcombatantf
commanderfdeterminedfforfhisfparticularfmissionfsetf
wasfneededfandfwefprioritizedfthosefandfwefprovidedf
thosefasfinputftofthefVicefChairmanfoffthefJointfChiefs.f
Andfhe,finfturn,ffedfthosefintofthefbudgetingfprocessf
infthefPentagon.fSofthatfgoesfintofthefServices.fItfgoesf
intofthefotherfforumsfthatfarefonfthefleadingfedgefoff
buildingfprogramsfforfcyberspace.fAndfsofthatfisfonef
wayfthatfwefgetfourfvoicefheard.

Thefsecondfway—GeneralfChiltonfmentionedf
thisfmorning—that’sfonefoffconduct.fAndfthat’sf
settingfthefstandardsfandfJTF-GNOfandfJFCC-
NWfarefinfthefprocessfeveryfdayfoffsettingfthosef
standardsfandfgettingfthatfwordfoutfandfprovidingf
thefbaselinefstandards.fWe’refnotfnearlyfwherefwef

needftofbefinftermsfoffstandardsfand—somethingf
that’sfalreadyfbeenfmentioned—visibilityfandf
transparencyfoffthefnetwork—fbutfit’sfafknownf
to-do—it’sfonfourfworkflist.fAndfit’sfonefoffthosef
thingsfthat’sfgoingftofevolvefoverftimefasfwef
learnfmorefaboutfourfnetwork,fandfwe’refablefto,f
throughfthefcommanders,fgetfthosefstandardsfA—
implemented,fandfB—followed.

VADM Rondeau:fCanfIfalsofaddftofthat,fandfI—
thankfyou,fVan.fThefrolefoffJTF-GNOfisfcriticalf
becauseftheyfhelpfusftofthinkfacrossfnotfonlyfourf
enterprise…andfitfhelpsfusfacrossfthefCOCOMfsof
thatfcomponentsfandfservicesfarefnotfwhiplashedf
allfofftheftime.fAndfsofitfdoesfhelpfusfthroughf
JTF-GNOftofhavefsomefcoherencefaboutfthosef
standards.fSofthanks,fVan.f

VADM Mauney:fThefnextfquestion,fwhatfisfthef
acquisitionfauthorityfimpactfoffcapabilityfportfolios,f
includingfJointfForcesfCommand—thefcommandf
andfcontrolfportfolio—andfSTRATCOM’sfbattle-
spacefawarenessfandfnet-centricity?fDofServicesf
continueftofhavefultimatefTitlef10fauthorityforfisf
therefafshiftftofJROCf[JointfRequirementsfOversightf
Council]—OSDfincreasedfacquisitionfauthority.f
Thesefarefrelatedfquestions,fandfI’llfaskfBobftofleadf
offfsinceftheyfdofthefC2fportfoliofandfperhapsfyouf
canftalkfaboutfthat.

VADM Harward:fYoufknow,fit’sfinteresting.f
IfsatfatfafdefensefwritersfgroupftheffirstfweekfIf
wasfinfthefjobfinfNovember,fandftheyfaskedfmef
thatfsamefquestionfsofIfcouldfpleadfignorancefatf
thatfpoint.fButfmyfimpressionfhadfbeenfatfthatf
pointfthroughfthefcapabilitiesfportfoliofmanager—
JROC—allfoffthose,fevenfthefSWarF—thatfitfwasf
veryfopen—veryfcollaborativef—andfwefweref
gettingfwhatfwefwant.

NowfthatfI’vefbeenfinfthefjobfsixfmonths,fI’mfnotf
quitefasfhappy.fTherefarefsomefareasfwherefwe’vef
hadflongfcollaborationfonfprojects—I’mfnotfgoingftof
befspecific—wherefwefhadfworkedfwithfallfoffthef
Services—movingfdownfthefroad—overfthreefyears—
commitmentsfmade,fandfnowfinftheffinalfstagesfoff
thosefcommitmentsfwherefwefhadfcommitments—
Servicesfhavefpulledfoutfoffthose—largefsumsfoff
moneyfoutfoffsomefoffthosefcommitments.fOurfonlyf
stagefatfthisfpointfisfgofbackfthroughfOSD—identifyf
those—workfthroughfthefSECDEF—tofmakefsuref
theyfarefawarefthatfsomefoffthesefServices—orfthisf
Servicefinfthisfonefcase—hadftakenfafdifferentfcourse.
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Sofultimatelyftherefisfstillfsomeftension.fIfthinkfthef
processfisfgood.fIfthinkfit’sfvalid.fIfthinkfwe’refgoingftof
seefasfwefgofthroughfthisfQDRf[QuadrennialfDefensef
Review]fandfthisfbudgetfcrunch,ffurtherfvalidationfoffthef
program,fonefwayforfthefother.fIfdon’tfknowfhowfit’sf
goingftofshakefout.fButfit’sftough,falso,fasfthefServicesf
havefsomefbigfdemandsfonfthefmoneyfnow.fAndfthef
moneyfisfgoingftofgetftight.fIt’sfgoingftofmakefthisf
processfmuchfmorefcombative—Ifmayfsay—andflessf
cooperativefsofI’mfnotfasfoptimisticforfnaïvefasfIfwasf
sixfmonthsfago,fbutfI’mfalsofnotfcompletelyftaintedfyet.f
Thefprocessfhasn’tfworkedfout.fWe’llfseefhowfSECDEFf
andfeverythingfweighsfout,fbutfit’sfafveryfdynamicf
environment.fIt’sfalso—thefprocessesfhaven’tfbeenf
aroundfthatflong.fWe’refstillfevolving—tryingftofgetfthisf
right.fIfthinkfthere’sfbeenfaflotfoffinterestfbyfthefcurrentf
teamfatfOSDftofmakingfthisfwork.fAndfsofIfthinkfwe’llf
continueftofevolvefinfthefveryfnearffuturefthroughfthisf
QDRfprocessfasfwellfasfsomefoffthesefotherfissuesfwef
discussed—seefwherefthefQDRfmayftakefus.f

VADM Brown:fWell,fwhatfIfwouldfsayffromfmyf
perspective—andfI’vefbeenfinfthefPentagonftooflong—
sofIfwasftherefbeforefcapabilityfportfoliofmanagementf
wasfthoughtfoffandfwatchedfitfevolvefandfIfbelievef
thatfit’sfonefoffthefmostfeffectivefprocessesfthatf
we’vefputfinfplace.fThefproblemfisfwefdidn’tfdofawayf
withfanyfprocesses.fWefaddedfanotherfone.fAndfthef
intentfoffportfoliofmanagersfwasfthatftheyfwouldfdof
thefanalysisfacrossfafportfoliofoffprogramsfandflookf
atfgaps,fandflookfatfthefIPLsf[IntegratedfPriorityfLists]f
thatfthefCOCOMsfhadfsubmitted,fandftryftoffocusftheirf
portfoliosftoffillfthefgaps.fAndfeliminatefduplication.f
Unfortunately,fwefhaven’t.fYoufknow,fasfBobfsaid,fthisf
isfafnewfprocess.fItfisfstillfevolvingfandftakingfshapef
andfwefonlyfhaveffourfportfoliofmanagers.fThefplanfwasf
tofhavefnine,fandfwefreallyfhaven’tffiguredfoutfhowftof
dofcross-portfoliofexchanges.

SofIfthinkftherefarefstillfthingsftofbefworkedfout,fandf
wefneedftoffigurefoutfwhatfprocessesfthisfreplaces.f
Because,fyoufknow,fwefjustfcontinueftofbuildfprocessf
uponfprocessfuponfprocess,fandfyoufcan’tfexpectf
tofdeliverfafcapabilityfinfanyftimeframefthatfisfusefulf
unlessfyou’refbuildingfafship.fIfmean,fitfworksfforf
ships,fbecausefitftakesftenfyearsftofbuildfafship.fButf
itfdoesn’tfworkfforfanfITfsystem.fAndfsofwefneedftof
makefitfmorefflexiblefandfwefneedftoftryftofstructuref
itfsofitfproducesfsomethingfthatfwefcanfusefinfafshortf
periodfofftimefratherfthanfjustfbeingfanotherfprocessf
thatfwe’vefaddedfonfinfthefPentagon.fButfIfdofthinkfinf
theory,fportfoliofmanagementfreallyfisfthefbestfthingf
we’vefcomefupfwithfinfaflongftimefandfcouldfdofawayf
withfaflotfoffthefotherfthingsfthatfwefwasteftimefon.

RDML Hamby:fIffIfcouldfofferfjustffromfafCOCOMf
perspective,fwefreallyflikefthefideafoffthefportfoliof
managementfbutfwe’dflikeftofseefitfbeffaster.fWef
wouldflikeftofseefitfhavefteethfsofitfcanfbefafmoref
authoritativefandfeffectivefaboutfhowfwefgofaboutf
acquisition.fWefwouldflikeftofseefanfacquisitionf
landscapefthatfallowsfitftofbefmorefagilefandf
adaptive.fAndfwefwouldflikeftofbefableftofknowf
thatfwhenfwefgofintoftheffight,fwe’refgoingftof
havefservicefsystemsfthatfarefallfbasedfofffoffthatf
portfolio.fWefwouldfratherfhaveffewerfsystemsfthanf
more,fandfwefthinkfthisfisfafgoodfwayfahead.

VADM Mauney:fHere’sfanfinterestingfquestion.f
What’sfyourfvisionfforfhowfwefwillfconductf
cyberspacefoperationsfinfandfthroughfcyberspacef
20fyearsffromfnow,fandfwhatfinvestmentsfarefmostf
criticalftofgettingfusfthere?

VADM Brown:fWell,fIfthinkfaddressingfourf
commandfandfcontrolfstructure—howfwefdefinef
rolesfandfresponsibilities.fIfwishfIfdidfhavefaf
crystalfball,fbutfwefreallyfhaveftofaddressfhowf
dofwefbringfthefstove-pipedfInternetsftogetherf
andfmakefitfafGlobalfInformationfGridfthatfwefcanf
understand?—thatfwefunderstandfthefsituationalf
awarenessfof—softhatfwefcanfmakefitfanfeffectivef
weaponfandfthatfwefcanfdefendfitfandfthatfwefcanf
usefitfasfafweaponfinfcyberspace.fSofIfthinkfwef
haveftofaddressfthosefbasicfissuesfthatfeachfonef
offusfmentionedfearlierfandflayftheffoundation,fsof
thatf20fyearsffromfnow,fthey’refstillfnotfwrestlingf
withfthefsamefissues.fOnefoffmyffavoritefsayingsf
infthefPentagonfisf“Therefisfnofcatftoofflatftofrunf
backfoverfagain.”

Youfknow,fiffwefcouldfcomefupfwithfanfanswerf
andfstickftofit,fthenf20fyearsffromfnowfwe’llfbef
well-positioned,fIfthink,ftofoperatefinfcyberspace.f
Otherwise,fwe’refstillfgoingftofbefsittingfhereftalkingf
aboutfthefsamefthings.

VADM Rondeau:fSofletfmefbefsomewhatf
provocativefinfthatfwefsitfupfherefasfCOCOMs,f
andfasfpurveyorsfoffthefUCPfandfgoodforderfandf
disciplinefandfallfthosefkindsfoffthingsfandfweflivef
infafhierarchicalforganizationfinfafflatfworld.fWe’ref
goingftofhearfRodfBeckstromftomorrow.fAtfleastfinf
thefcontextfoffthisfconference,fIfdon’tfknow.fIfcomef
tofyoufasfafnon-ITfexpert.fIfdofcomeftofyou—asfwef
allfdo—asfpeoplefwhofhavefbeenfaroundfpeoplef
andfwhofleadfandfmanagefpeople.fAndfIfdon’tf
knowfiffconceptuallyfandfphilosophicallyfwefcanftalkf
aboutfthefempowermentfoffthefindividualsfthroughf
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IT—andfthatfmeansfindividualfexpertfandfhisforfherf
computer—andfnotftalkfaboutfthefawarenessfthatfwef
shouldfgivefthatfpersonfaboutftheirfeffect.

WefatfTRANSCOMfhavefremarkablefabilityfforf
self-awarenessfasfanforganization.fEveryfhour,f
everyfminute,fwefareflearning.fWefarefaflearningf
organization.fAndfIfdon’tfknowfthatfinftenfyears,fwef
wouldfnotfbefableftofalsoftransferfthatftoftheflearningf
individualfandfhavingfutter,fexquisitefawarenessfbyfthef
organizationfandfthefindividualfasftofhowftheyfeffectf
orfdon’tfaffectfthefentirefGIG.fAndfthenfit’sfallfaboutf
belieffandfculturefandfbehavior.fWefgofbackftofGeneralf
Chilton’sftwofhumanffactorfpiecesfherefandfmaybef
threefiffyouftalkfaboutfcapability.f

SofIfthinkfinftenfyears,fwefhaveforganizationsf
thatfarefself-aware—self-learning—minute-by-
minute—second-by-second—throughfautomationf
andfthroughfpeople.fAndfiffyouftakefinfpeople,f
thenfyoufmustfhavefanfabilityftofalsofmakefthemf
learningfandfaware—minute-by-minute—second-
by-second—act-by-act.

RDML Hamby:fSir,fIfthinkfthefquestionfwouldfbefaf
greatfoneftofaskfsomeonefwhofwasfaboutf20fyearsf
youngerfthanfanyfoffusfonfthefpanel.fWherefdidfthatf
eighthfgraderfgo?fWeflookfatfthisffromfthefworldfinf
whichfwefgrewfupfin,fbutfwefhavefgotffolksfflowingf
intofthefmilitaryfandfintofthefdepartmentsfandfthef
agenciesftodayfthatfmulti-taskfandfthinkfaboutf
informationfflowfinfafwhollyfdifferentfwayfthanfwef
do.fAndftheyfwillfbefthefonesfthatfarefdesigningfandf
directingfandfcontrollingfourfnetworksfinftheffuture.

Ifdofthinkfwe’llfreachfafpointfwherefwe’refnormalizedf
tofafdegree.fWefarefinfafbigfperiodfofftransitionftoday.f
We’vefgonefthroughfafnumberfoffyearsfwherefwef
didflookfatfthefnetworksfasfadministrativeftools.fThenf
wefwentfthroughfaffewfyears—maybefafdecadeforf
so—wherefpeoplefwereftryingftofsoundfthefalarmfforf
thefneedfforfinvestmentsfinfinfrastructurefbasicsfasf
wellfasfinfinformationfsecurity.fWe’vefreachedfafpointf
whereftherefisfcriticalfmassfoffunderstandingfandf
awarenessfoffthefimportancefoffthefnetworks,fandfIf
thinkfwe’refreadyftofmakefafbigfinvestmentfintofthef
networksftofmakefthemffarfmorefcapable.fAndfthosef
networksfarefgoingftofbefshapedfbyfthesefyoungf
peoplefcomingfinftoday.fIfdon’tfthinkfIfcanfreallyf
envisionfwhatfthatfwillflookflike,fbutfIfdofimaginefitf
willfbeffarfmoreffluidfexchangefoffinformation—af
farfmoreffocusfonfthefinformationfitself—andfthef
networksfwillfbeflookedf[at]fmorefasfafhighwayf
systemfasfopposedf[to]fthefvehiclesfmovingfthroughf

them.fAndfIfthinkfit’sfafveryfexcitingftimefandfI’mf
gratifiedftofseeffolksflikefthefthreefwhofwerefupfheref
beingfrecognizedfforftheirfscholarshipsfwhofarefsof
talentedfandfsofincrediblyfimaginativefonfhowftheyf
mightfmakefthesefnetworksfworkfinftheffuture.fThatf
perhapsfwefshouldfdiminishfourflevelfoffanguishfjustf
aflittlefbit.fWe’refgoingftofgetfthere.

VADM Brown:fSoundsflikefaftwofstarftalkingftofme.

RDML Hamby:fJustfonefmoreftofgo.

VADM Mauney:fIfwrotefdownfthreefnumbers.fThef
firstfisf2029.fThat’sf20fyearsffromfnow.fIfwouldfsubmitf
thatfwhatfwe’refbuyingfinfthefPentagonftodayfwillfbef
aroundfinf2029.fAndfthat’sfwhatfourfsuccessorsfatfthatf
timefwillfbefusingfwithfthefexceptionfoffinformationf
technologyfandfourfconstructsfforfmovingfinformationf
infthefinformationfdomain.

Thefsecondfnumberfisf1989,fwhichfisf20fyearsfinf
thefpast.fAndfthenfIfwrotefdown—actually,fthefthirdf
numberfisf1969.fSofthefdifferencefbetweenf1969fandf
‘89—andfthenf‘89ftoftoday—Ifthinkftheyfarefprettyf
differentfinftermsfoffwherefwe’vefcome.fSofI,ftoo,f
agreefthatfthefpredictionfforf2029fneedsftofbefonefourf
youngstersfarefthinkingfaboutfandfwillfdrivefusfthere.

Butfmyfimpressionsffromfvisitsfaroundfvariousf
regionsfinftheflastftenfyearsfisfthatfwe—Americaf
continuesftofproducefabsolutelyfeye-wateringfyoungf
peoplefandftheyfarefdoingfsomefgreatfworkfoutf
therefforfourfnation.

Ifwouldflikeftofconcludefthefpanel.fThankfthef
members.fIfappreciatefyoufcomingftodayfandfalsof
theftimefandfenergyfyoufputfintofpreparingfforfthisf
discussion.fIfwouldflikeftofthankfthefpeoplefwhof
submittedfquestions.fAgain,f[Ifwish]fwefhadfmoref
time,falthoughfKeithfI’vefgotfonefI’llfsavefforfyou.ff
Butfit’sfmorefinfyourfAORfthere.f

Anyway,fagain,fthanksfforfyourfattention.fIfthinkfwe’vef
gotfaboutffivefminutesfbeforefthefnextfsession.ff
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Chapter 5

Left�to�right—AirfCommodorefBobfJudson,fBrigfGenfJohnfTurnbull,f

AirfCommodorefAndrewfDowse,fMr.fMarkfHallf
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International Perspectives

Moderator
Mr.fMarkfHall,fOSD/NII,fDoD-CIOfChair,fDirector,f
InformationfAssurancefPolicyf&fStrategy

Panelists
1.fAirfCommodorefAndrewfDowse,fAustralia,fDirectorf

General,fIntegratedfCapabilitiesfDevelopment
2.fAirfCommodorefBobfJudson,fUnitedfKingdom,f

Director,fTargetingfandfInformationfOperations
3.fBrigfGenfJohnfTurnbull,fCanada,fChief,ff

MilitaryfSignalsfIntelligencef(SIGINT)

Objective
ExplorefU.S.fandfAlliedfcommonfinterestsfinfthef
cyberspacefdomain.fThesefcommonfinterestsf
rangeffromfthefsharingfoffinformationfonfcommonf
threatsftoftheffreedomfoffactionfinfcyberspacef
tofanfagreedfuponfsetfoffnormsfandfstandardsftof
operatefinfcyberspace.

Panel�Discussions
Afcompleteftranscriptfoffthefdiscussionsfisf
unavailable.fAfbrieffsummaryfisfprovidedfbelow.f

Mr.fHallfopenedfthefpanelfdiscussionsfprovidingfaf
littlefperspectiveffromfOSDfinfwhatfthey’refdoingf
andfwherefthey’refheaded.fHefusedfthefongoingf
cyberftrainingfandfexercisefeventsfhostedfbyfthef
UniversityfoffNebraskafatfOmahafasfafgreatfexamplef
offbringingftogetherf20+fnationsftofdealfwithfthef
evolvingfcyberfchallenges.f

Mr.fHallfmentionedfhowfongoingfactivitiesftof
buildfpartnerfcapacityfandfdevelopingfinternationalf
standardsfandfnormsfisfcriticalftofourfcyberfeffortsf
herefinfthefU.S.fMr.fHallfstatesfthatfwefdon’tffightf
alonefanyflongerfandfiffwe’refgoingftofconnectf
ourfnetworksftogether—givefourfinternationalf
partnersfaccessftofourfnetworks—sharefbattlefieldf
informationfandfstrategicfinformationfwithfthem,f
thenfwefneedftofaddressfhowfwefdofthat.fHefalsof
mentionedfthatfchallengefofftrust.fHefmentionedf
thefmultipleftethersfthatfexistfbetweenfourf
countriesfinfthefcyberfareaf(e.g.,fthefintelligencef

Key�Takeaways
ff Informationfsharingfisfgreatestfchallengef
acrossfthefinternationalfboundaries.f
ff Buildingfpartnershipsfatfallflevelsfpivotalf
tofcooperation/operationfinfthisf“globalf
domain.”fWefcannotf“stovefpipe”fonfanf
internationalfscale.
ff Internationalfstandardsfkey—muchfoffourf
allies’finformationfendsfupfonfourfnetworksf
andfvicefversa.fWefneedftofprotectfthisf
systemfoffsystemsftofensurefourf“global”f
networkfisfprotected.
ff Networkingfisfvital.fUSSTRATCOMfpresentlyf
hasfLNO’sffromfthefUK,fAUS,fDEN,fandf
willfaddfCANfinffallf’09.fNowfisftheftimef
tofencouragefanfinfluxfoffinternationalf
participation.fWefneedftofgetfthefexperiencef
tofthefyoungerfgenerationfofffuturefleaders.
ff Thefretentionfoffcyberfindividualsfisfpoorfandf
needsfimproving.fThisfindustryfisfwillingftof
payf“cyber”fexpertsfhighfsalaries/benefits.fIt’sf
hardfinftoday’sfeconomyftofaskfsomeoneftof
workfforfmuchfless.

ff Infsupportfoffinformationfsharing,fcombinedf
exercisesfandftrainingfacrossfthefservicesfandf
withfotherfnationsfafmust.f
ffWefneedfreliablefcontactsfandfbilateralf
exchangesftofensurefthatfnotfonlyfisf
informationfflowingfbetweenfthefmilitaries,f
butfalsofacrossfcivilian/nationalforganizationsf
andfleadership.
ff Allfpanelistsfagreedfwithfthefideafoffaf
“central”fauthorityfforfanalyzingfcyberfevents.f
ff Inforderfforfafcentralfclearingfhouseftofwork,f
wefneedfanfinternationallyfagreedfuponfsetfoff
rulesfandfnormsfforfoperatingfonfthefInternet,f
GIGfandfotherfnetworkfsystems.
ff Ensurefresourcesfbudgetedftofbuildfcapablef
personnel,ftrainedftofusefourflatestfhardware/
softwarefasfourf“cyber”fforce.
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communityftether,fthefmilitaryftether,ftheflawf
enforcementftether).fMr.fHallflamentedfthef
challengefweffacefwithfinformationfsharing.fHef
opinedfthatfwefhaveftofwrite-to-release.f

AirfCommodorefDowsefopenedfhisfcommentsf
discussingfthefnaturefoffthefdefensefenvironmentf
withinfAustralia,fbrieflyfdiscussedfhowfAustralia’sf
CNDfeffortsfarefstructured,fandfclosedfhisfcommentsf
byfhighlightingfsomefofftheffuturefchallengesfforf
Australiafinfthefcyberfarea.f

BrigfGenfTurnbullfopenedfhisfcommentsfbyf
highlightingfhowfCanadafisforganizedfatfthef
governmentflevelftofdealfwithfcyber.fHefmentionedf
thatfCanada’sfnetworkfitselffisfsimilarftofAustralia’sf
andfhighlightedfthatftheirfnetworkfhasfafsinglef
operationalfauthorityfandfafsingleftechnicalfauthority.f
BrigfGenfTurnbullfstatedfthatfCanadafhasfaftotallyf
integratedfpowerfandftelecommunicationsfgridf
softheyfarefveryfconsciousfoffbeingfseenftofbefaf
trustworthyfpartnerfonfthefcontinentfandfinfkeepingf
ourfownfITfinfrastructurefsecure.fHefalsofhighlightedf
thatfthefCanadianfgovernmentfisfalsofveryfconcernedf
aboutfthefprivacyfoffitsfcitizens.f

AirfCommodorefJudsonfopenedfhisfcommentsfbyf
discussingftheforganizationsfinfthefUKfwhofdealfwithf
cyberfandfthefwayftheyfcoordinatefcyberfactivities.f
HeffollowedfthisfsomefthoughtsfonfhowfthefUKflooksf
atfthefcyberfproblemfandfclosedfwithfsomefthoughtsf
andfchallengesffromfafUKfperspective.f

Afterfopeningfcommentsfbyfeachfpanelfmember,f
questionsfwerefsubmittedfbyfthefaudiencefandf
answeredfbyfthefpanel.
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Speaker—LTGfKeithfAlexander,fDirector,fNationalfSecurityfAgency.

Chapter 6
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Onfthefotherfside,fwefhadfSIGABAfandfSIGSALY,f
thefonesfthatfwouldfdefendfourfnetworks.fThinkfoff
itfasfthefGNOfportionfoffthis.fThefGermansfdidn’tf
breakfthatfnorfdidfthefJapanesefandfthatfgavefusfanf
incrediblefleveragefinfthefwar,fhuge.fAndfsofwhenf
youfthinkfaboutfthat,fthefmissionfthatfwefhaveftodayf
hasn’tfreallyfchanged.fThefenvironmentfwefarefinf
hasfchangedfsignificantly.

Sofwhat’sfSTRATCOM’sfrolefinfcyberspacefandf
bringingfallfoffthosefmissionfelementsftogetherf
infDoDfandfthenfpartneringfwithfthefintelligencef
communityfandfpartneringfwithfDHSfandf
potentiallyfthefcommercialfindustry,fisfafhugef
change.fBecausefourfmilitaryfoperationsfbackfinf
WorldfWarfIIfwerefpointftofpoint.fThesefweref
prettyfeasy.fWhenfyoufthinkfaboutfit,fourfworldf
wasfprettyfstraightforward.fDefendfthisfcircuit,f
defendfthisfhere.fThinkfaboutfwhat’sfhappeningfonf

thefnetworkftoday.fAllfoffthesefdevices—it’sfreallyf
kindfoffinteresting.fIfhad—Ifhaveffourfdaughters,f
andfonefoffthefpeoplefsaid,fyoufknow,fyoufhavef
tofhelpfrepopulate,fregenerate.fI’mfdoingfmyf
part.f(laughter)fBecauseftheyfhave—Ifhaveftenf
grandchildrenfandfnow—oh,fcrossfthatfout.f11.f
Wefhadfoneflastfnight.fOh,fIfdidn’tfhavefanythingf
tofdofwithfit.fWe’refstillfproudfoffthem.fActuallyfitf
wasfkindfoffnice.fTheyfnamedfhim—youfknow,fIf
haveffourfdaughters.fOurffirstfgrandchildrenfweref
allfgranddaughters.fAndfeverybodyfsaidfaren’tfyouf
goingftofgetfanyfgrandsons.fWell,fthefnextffourf
werefgrandsons,fandfthey’vefnamedfthisfonefafterf
theftwofgrandfathers,fandfIfthoughtfthatfwasfhuge.

Whenfyoufthinkfaboutfit,fthesefkids,fandftheyfgof
fromfoneftofseven,ftheyfhaveftheirflittlefiPods.fTheyf
arefdigitallyfconnected.fTheyftalkfonfthefphonefallf
offtheftime.fTheyfsendftextfmessages;fwefweref

Integration and Synchronization of DoD-IC 
Cyberspace Operations
Speaker: LTG Keith Alexander, Director, National Security Agency

GeneralfChilton,fladiesfandfgentlemen,fit’sfafprivilegefandfhonorftofbefhereftoday.

First,fthere’sfaffewfthingsfthatfIfdofwantftofgofover.fWhatfIfwantftoftalkfaboutfaf

littlefbit,fI’mfgoingftofgofbackfinfthefhistory,fandfIfknowfyoufdon’tfwantftofhearf

historyffromfanfengineer.fButfI’mfgoingftofgivefyoufmyfversionfoffhistory,fandf

therefwillfbefformulafinfit.

First,flet’sftalkfaflittlefbitfaboutfwhatfhappenedfinfWorldfWarfIIfandfhowfwef

gotftofwherefwefareftodayfbecausefIfthinkfourfpredecessors,fthefgreatestf

generation,fhavefhelpedfusfsetfupfthefUnitedfStatesfwherefitfisftoday,fandfthat’sf

afgoodfthing.fAndfiffyoufthinkfbackfonfit,fthefpredecessorsfthatfsetfupfNSAfdidf

affewfthings.fTheyfbrokefthefJapanesefcodes,fredfandfpurple,fandfthatfhelpedf

usfwinfthefwarfinfthefPacific.fAndftheyfworkedfwithfthefBritsfandfthefPoles,f

andftheyfbrokefthefGermanfENIGMAfcode,fandfit’sfinteresting.fWefhavefafcopyf

offthatfdownstairs,fIfunderstand,fafworkingfcopy,forfwillfhave—wefhavefonefinf

ourfmuseum.fAndfiffyouflookfatfit,fthefcombinationsfthatfyoufwouldfgetfonfthatf

aref3fxf10114.fI’mfnotfafrealfgoodfmathematician,fbutfIfunderstandfthat’sfafbigf

number.fAndfwefbrokefit.fAndfthefreasonfIfbringfupfthoseftwofthings,fwefbrokef

thoseftwofcodesfandfhadfgreatfsuccess.
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gettingftextfmessagesfaboutftwofeveryfminutef
lastfnight.fIfthinkfIfmightfhavefaflargerffamilyfthanf
Ifthought.f(laughter)fTheyfwerefsendingfpictures.f
We’refconnected.fIt’sfhuge.

America’sfbusinessfisfdonefonfthatfnetwork.f
OurfArmedfForcesffightfonfthatfnetwork.fOurf
governmentffightsfonfthatfnetwork.fGreatf
capabilities,ftremendousfforfwarfighters.fAndf
today,fwefhaven’tfbeenfchallengedfonfthatf
network.fWefhaven’tfbeenfchallengedfinfaf
warfightingfzonefonfthatfnetwork,fI’llfcorrectfthat,f
becausefIfthinkfasfGeneralfChiltonfbroughtfoutf
thisfmorning,fwefarefbeingfexploitedfonfthosef
networks.fSofonefoffthefgreatfthingsfIfthinkfwef
bringftogetherfisfafmountainfoffpartnershipsfwef
havefwithfGNOfandfNW,funderfSTRAT.

STRATfwithfallfoffthefpiecesfbroughtftofit,fit’sf
huge.fItftakesfafteamftoffightfonfthatfnetwork.fAndf
that’sfsomefoffthefstufffIfwouldflikeftoftalkfabout,f
howfarefwefgoingftofformfthatfteam,fwherefdofwef
supportfthatfteam,fhowfdofwefsupportfJohnfandf
Carolfinfdefendingfourfnetwork.fWhat’sfthefwayftof
dofthat?fBecausefiffyoufjumpfbackfinfthefoldfdays,f
youfhadfthefguysfwhofbrokefthefcode,ftheyfgetf
reallyfgoodfatfit.fAndftheyfwerefhugelyfsuccessful.f
Andfthefguysfwhofmakefthefcode,fwhatfweffoundf
isfwhenftheyfpartnerftogether,fthefdefensefgetsfaf
heckfoffaflotfbetter.

Sofhowfdofwefhelpfourfdefensefandfcontinuefthatf
greatfoffensivefcapabilityfthatfwefhave?fTherefarefaf
numberfoffthingsfthatfwe’vefgotftofthinkfabout.fLetf
mefjustfhitfsomefoffthefthreatfthings.fIfthinkfpeoplef
haveftalkedftodayfaboutfLatvia,fLithuania,fGeorgia,f
somefoffU.S.fBanksfthatfhavefbeenfexploitedforf
attacked,fallfinfthefspanfoffafcouplefyears,fshowsf
thatfpeoplefarefstartingftofusefnetworkftoolsfthatf
canfdofdistributedfdenialfoffservicefattacksfandf
morefintofourfnetworks.fIt’sfhuge.

Iffyoufgofonftofthefcommercialfside,fHeartlandf
PaymentfServices,fmanyfoffyoufhavefheardfoffthat,f
werefexploitedfbackfinfOctober/Novemberftimef
period.fTheyflostf100fmillionfplusfpersonalfcreditf
cards,fourfstuff,fnames,fcreditfcards,fandfallfoffthat.f
Huge.fMillionsfoffdollarsfworthfoffstuff!

Notfonlyfdidftheyflose,fthenftheyfgotffined,fandfthenf
Visafdecertifiedfthem.fAndfthenftheirfstockfdroppedf
fromf15ftof5.fThat’sfafdefinitionfoffafbadfday,fisn’tf
it?f(laughter)fThatfhadfnothingftofdofwithfthefWallf
Streetfpicturefthatfyou’refgoingfthroughftoday.fThatf

wasfseparate.fSofwhenfyoufthinkfaboutfitfthat’sf
wherefindustryfisfatfandftheyfarefgettingfhammeredf
onftheirfnetworks.

IffyoufthinkfwherefGNOfisfandfwherefwe’reftryingf
tofdefendfourfnetworks,fwefhavefthisfproblem,f
andfthenfwefhavefthesefexploitfcapabilities,fandf
we’refnotforganized.fThefconduct,fthefculture,fthef
capabilitiesfthatfGeneralfChiltonftalkedfaboutfarefthef
thingsfthatfwe’vefreallyfgotftoflookfat.

What’sfthatfmeanfforfus?fAndfIfthinkfSherrifandf
somefofftheffolksfonfJohn’sfpanelfthisfmorningftalkedf
brieflyfaboutfreal-timefsituationalfawareness.fYoufsee,f
we’refthinkingfaboutfthisfasfInformationfAssurancef
overfherefandfdefendingfourfnetworks,fandfwe’ref
thinkingfaboutfexploitfoverfherefandfattackingftheirs.f
Andfwhatfwefneedftofbefthinkingfaboutfisfthefteam,f
that’sfus,fworkingftogetherfforfthefgoodfoffeveryone.f
Andfwe’vefgotftofdofitfatfnetworkfspeed.fAndfwef
don’tfoperatefonfourfnetworksfatfnetworkfspeed.fWef
don’tfhavefthefvisibility,ftoofmanyffirewalls.fYoufcan’tf
seefthemfall.fAndfasfafconsequence,fJohn’sfjobfisf
incrediblyfmorefdifficult.

Andfiffyoufcan’tfseefit,fyoufcan’tfdefendfit.fAfbigf
gap,fanfexploitationfgap,fbecausefiffhefcan’tfseefitftof
defendfit,fanfadversaryfcanfgetfinftherefandfexploitfitf
andfhefwon’tfknowfaboutfitfforfafwhile,fsimilarftofthef
HeartlandfPaymentfproblem.fOurfproblem.fAndfinfthef
future,fthesefthingsfhappenfatfnetworkfspeed.

Sofwhatfwe’vefgotftofdofandfwhatfwe’refinfthef
processfoffdoingfisffirstfyou’vefgotftofbefableftof
seefthisfstufffatfnetworkfspeed.fYoufhaveftofhavef
realftimefsituationalfawareness.fThisfisflikefmissilef
defense.fIffyoufthinkfaboutfit,fwefwouldfneverf
havefthefguysfwhofarefshootingfmissilesfoverf
herefandfthefradarsfoverfherefdisconnectedfforf
missilefintercept.fYou’dfsay,f“Theyfhavefgotftofbef
togetherfbecauseftheyfhavefgotftofworkftogether.”f
Ourfnetworkfdefense,fourfnetworkfexploit,fourf
networkfattackfallfworkfonfthatfsamefnetworkfthat’sf
converged.fOnefnetwork.fIt’sfnotfthree,fit’sfone.fWef
allfoperatefonfthatfnetwork.

AndfIfthinkfsomefoffthefbiggestfcoupsfthatfwe’vef
hadfinftheflastffourforffivefmonthsfisfbecausefoffthatf
greatfpartnershipfthatfwefhavefworkingftogether.f
Things—unfortunatelyfwefcan’tfgofintofthemfheref
infanfunclassifiedflevel,fbutfwhatfwefcanfsayfisfthef
abilityftoftipfandfqueue,fbetweenfthefdefense,fthef
exploit,fisfhuge.



2009 Cyberspace Symposium Proceedings  u  73

Howfarefyoufgoingftofdofrealftimefattribution?fHowf
arefyoufgoingftofdofrealftimeflitigation?fHowfarefyouf
goingftoftipfandfqueuefthat?fAndfthefanswerfisffirstf
you’vefgotftofseefit,fyou’vefgotftofhavefthefrulefsetsf
made,fandfyou’vefgotftofhavefyourfteamfforward.

Forfthefmilitary,fthefDefensefDepartment,fthef
STRATCOMfgroupfthat’sfworkingfthis,fthatfmeansf
thatfwhatfwe’vefgotftofdofisfgetfreallyfgoodfaboutf
seamlesslyfworkingfthesefnetworksfandfoperatingf
themfatfnetworkfspeeds.fThatfmeansfthatfourf
defensefhasftofbefableftofsay,f“Help.”fSomethingfhitf
mefhere.fTellfmefwhatfitfis,fandfcanfyoufturnfitfoff.

Thatfgetsftofthatfquestion,f“Whenfdoesfafnetworkf
exploitfbecomefafnetworkfattack?”fIfthinkfthatfwasf
thefrealfquestionfthatfVanfhad.fAndfsofthesefarefgoingf
tofbefissuesfthatfwe’refgoingftofhaveftofwrestlefwithfaf
defensivefmeasure,fcalledfCND-RA,fresponsefactions,f
whichfallowfusftofstopfsomebodyffromfattackingfus.

Now,fyoufcanfplayfthisfscenariofoutfandfsay,f“Whatf
iffit’sfafdistributedfdenialfoffservicefattack,fandfwef
takefonefoffthosefnewfbot-netsfandfwefthrowfthatf
againstfthefDefensefDepartment?”fIsfitfafnetworkf
attackfiffwefclimbfinftherefandfstopfit?fAndfthef
answerfisfdifficult.fBeatsfme.fThat’sfonefoffthefonesf
wefwouldflikeftofknow.

No,factuallyfwhenfyoufgetftofitfthesefarefthefkindsfoff
questionsfthatfyouffacefbecausefasfyoufsee,ftherefisf
notfaflegalfframeworkfthatfsomebodyfhasfthoughtfupf
forfthisfnewfenvironment.fOffcourse,fyoufhavefthef
rightfforfself-defense.fYoufsay,f“Well,factually,fthisf
guyfisfgoingfthroughf15fhopsftofgetftofJohn.”fYouf
say,f“Well,fyes,fyoufdo”fandfyoufcanfturnfofffpartsf
offitfandfasflongfasfyoufdon’tfbreakfhisfequipment,f
that’sfprobablyfokayfandftheflawyersfwillfwalkftwof
partsfoffit.fOkay,fwefcanfjustifyfA,fB,fandfC,fthat’sf
wherefyoufgoffromfrealftimeftoflessfthanfrealftime,f
legalfopinionfwillfbefrenderedfatfthisfpoint.

We’vefgotftofhavefthosefrulefsetsfsetfup,fbecausef
whenfyoufthinkfaboutfit,fthatfdistributedfdenial-of-
servicefattackfcannotfbefstoppedfatfJohnfandfCarol’sf
frontfdoor.fIt’sfonfthefnetwork,fthefglobalfnetwork.f
Wefhaveftofseefthatfglobalfnetwork,fandfthatfbringsf
upfafwholefhostfoffopportunitiesfforfus.

Youfknow,fwe’veftalkedfaflittlefbitfaboutfthefmilitary,f
butfthefmilitaryfandfindustry,fDoD,fDHSfisfgoingftof
haveftofworkftogetherfonfthis.fAndfthefreasonfisf
thatfwefdon’tfhavefallfoffthefsmartffolks,fwefneedftof
partner.fAndfinfthisfareafthat’sfgoingftofbefhuge.

Thefotherfpartfoffthatfpartnershipfisfgoingftofbefwithf
ourfallies.fForfNSA,fwefhavefthef5-eyes,fthat’sfthef
Brits,fthefCanadians,fthefAustraliansfandfthefNewf
Zealanders.fIfknowftheyfarefthrowingfafpartyftonight.f
Wherefisfthefpartyfgoingftofbe?fWell,fwe’llfgoftofthatf
later,fokay?f(laughter)

Afhugefcapabilityfthatfsprungfonftofthatfstoryfwasf
ENIGMAfbecauseftheyfarefthefonesfthatfpartneredf
withfusfandftheyfstillfpartnerfwithfusftoday.fWhyfisfthatf
importantftofus,fthough,fandftofnotfonlyfourfmilitaryf
becausefwe’refgoingftoffightfwithfthem,fENIGMA,fbutf
alsofourfNation.fAndfthefanswerfisfitfgivesfusfdefensef
andfdepth.fItfgivesfusfafdefensefandfdepth.fAndfbyfthatf
Ifmeanfiffyoufthinkfaboutfthefglobalfgridfandfinsteadfoff
tryingftofjustfpositionfyourfsensorsfatfyourffrontfgatef
andfsayfIfneedftofseamlesslyfseefthefstufffthatfmayfbef
offanfinterestftofyoufandfyoufseefstufffthatfmayfbefanf
interestftofthem.fOurfpartnershipsfonfthefnetworkfaref
goingftofbefkeyftofourfsuccess.fAbsolutelyfkey.

Andfsofwhatfwefhave,fyoufknow,fthefrealfgoodfpartf
aboutfnetworkfoperationsfandfwherefwefarefandfwheref
wefarefgoing,fisfallfaboutfteamwork.fHowfdofwefcreatef
thefteam?fThefSTRATCOMfteamfthatfdoesfthefdefend,f
thefexploit,fthefattackfinfsupportfoffDoD,fthefDNIfteamf
thatfdoesfourfnetworkfcollection.fAndfthoseftwofteamsf
arefgoingftofhaveftofhelpfDHSfinftheirfmission.

AndfI’dfjust—justfafpaidfpoliticalfannouncement.fIfknowf
therefwasfsomefpressfaffewfweeksfagofbeforefNSAf
wantingftoftakefoverfthefworld.fSomefoffyoufknowfIf
reallyfamflazyfandfsomefoffyoufarefreallyfgoodffriendsfoff
minefsaying,f“Yeah,fwefknowfthat.”fDSSfhasfaftoughf
jobfrunningfthefrestfoffthef.govfnetworks.fThat’sfgoingf
tofbefreallyfhard,freallyfhard.fWefdon’tfwantftofworkf
thatfhard.fWefwantfthem—andfwell,ftechnically.

AndfIfbelieveftheyfarefthefrightfonesftofpartnerfwithf
industry.fTheffrontfendfport.fYes,fwe’refgoingftofhavef
relationshipsfwithfindustry.fThefmilitaryfisfgoingftofhavef
relationshipsfwithfindustry,fbutftheffrontfend,fespeciallyf
forfcriticalfinfrastructure,fthat’sfafDHSfmission.fThat’sf
notfafNSAfnorfisfitfyetfafSTRATCOMfmission,fnorfwillf
Ifthinkfitfwillfbe.fSofIfjustfputfthatfonftheftablefbecausef
somebodyfsaidfyoufhadn’tfsaidfthatfemphaticallyffromf
yourfNSAfperspective.fSofIfjustfwantftofmakefthatfclear.f
DHSfdoesn’tfhaveftheftechnicalfcapabilityftofdofit.fIt’sf
justfstandingfup.fAndfsofIfthinkfthefSTRATCOMfteam,f
thefIntelfcommunityfteamfisfafteamftheyfcanfleanfonf
forfthatfexpertise.fAndfthat’sfourfrole.fIfthinkfthat’sfourf
appropriatefrole.fNow,fthat’sfmyfopinionfonfit.fAndfI’mf
puttingfthatfoutftherefbecausefIfdofthinkfthere’sfanf
awfulflotfthatfwefhaveftofdo.
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SofletfmefreviewfaffewfthingsfherefandfthenfI’llf
openfitfupfforfquestions.fIsfthatfwhatfI’mfsupposedf
tofdo?f(laughter)fFirst,fyoufknow,fwefhavefhadfaflotf
offoperationalftimefoverftheflast,fwell,fsincefOctoberf
roughlyf24thfatf1630,ftofworkftogetherfonfrealfworldf
events.fAndfI’llftellfyou,fit’sfafprivilegefandfhonorftof
befthefDirectorfoffNSA.fWe’vefgotfgreatfpeople.fIt’sf
alsofafgreatfprivilegeftofworkfwithfGNO,fDISA,fandf
STRATCOMfinfhelpingftofworkfonfourfnetworks,fitf
reallyfhas,fbecausefIfthinkfthefoperationsfthatfwe’vef
hadfhavefallowedfusftoftakefleapsfthatfwefcouldf
neverfhavefdonefbefore.

Andfsofatfthefmoment,fthefoperationalfnecessitiesf
havefdrivenfusftofdofthingsfthatfwefhavefneverfdonef
before.fThatfteamfhasfreallyfcomeftogether,fandfit’sfaf
greatfteamfmakingfgreatfstrides.fIfhadfanfopportunityf
tofsitfinfasfafnumberfoffthesefplayersffromfGNO,f
fromfNTOC,ffromfANO,fAdvancedfNetworkf
Operations,fandffromfourfSignalsfIntelligencef
Directoratefandfafcouplefoffotherfgroups.fWefweref
talkingfaboutf“conficker”,fnotf“cottonpicker”,fthat’sf
whatfIfthought.f(laughter)fNo,f“conficker”,fthat’sfthatf
newfvirus.fAndftheyfhadfsomefreallyfhugefsolutions,f
somefgreatfcapabilities,fthatfgofwayfbeyondfwhatf
peoplefarefthinkingfaboutfthatfwouldfreallyfimprovef
thefsecurityfoffourfgovernment,fmilitary,fICfnetworks,f
andfsomething—andftheftypesfoffthingsfthatfwef
oughtftofbefworkingftogetherfon.fItfwasfhuge.fSofwef
havefafgreatfteamfthat’sfformedfandfit’sfafprivilegef
andfhonorfforfmeftofworkfwithfthem.

ThefsecondfpartfIfcanfmention—whatfDoDfisfdoing,f
STRATCOMfleadershipfherefinfthefcyberfcommunityf
isfhuge.fWe’vefmovedfup.fThefIntelfcommunityfisf
helpingfoutfonfthat.fIfthinkfnowfwithfDr.fLutefonf
board,fyou’llfseefDHSfstartftofmakefmoves.fYou’llf
seefafpartnershipftherefandfIfthinkfit’sfessentiallyfthef
teamworkfthatfweftalkedfabout.

Andfthenffinally,findustry.fWefhaveftofhavefpartnershipf
withfindustry.fHowfdofwefdofantivirusfsoftwarefandf
signaturesffasterfthanfwe’vefdonefbefore?fHowfdofwef
dofthatfthreatfsharing?fThat’sfgoingftofbefhugefforfallf
offusfbecausefthere’sfaflotfthatfthefgovernmentfhas.f
It’sfclassifiedfthatfwefcan’tfsharefwithfindustryftoday.f
We’vefgotftoffigurefoutfourfwayfthroughfthat.

Howfdofwefgetfonfthefnetworksfandfdoftippingfandf
queuingfand,fwhat’sfthefgovernment’sfresponsibilityftof
tipfandfqueuefDHSfandfcriticalfinfrastructurefthatftheyf
arefgoingftofbefattacked,fandfwhat’sfthefgovernment’sf
responsibilityftofdefendfit?fThosefarefthingsfthatfwe’ref
goingftofhaveftofworkfourfwayfthrough.

Andffinally,fIfwouldfjustfsayfourfallies.fWefalreadyf
havefafgreatfworkingfrelationshipfwithfthefBrits,fthef
Canadians,fandfAustralians,fNewfZealand,fandfmuchf
offthefarchitecturefI’veftalkedfaboutftheyfarefhelpingf
usfputftogetherfsofwefhavefafglobalfcapabilityfthatf
wefcanfleveragefforfourfcommonfdefensefandfIfthinkf
that’sfafhugefstepfforward.

Sofwithfthat,fletfmefopenfitfupftofquestions.

Question:fAsfweflikelyfstandfupfafsub-unifiedf
commandftoffocusfonfcyber,fwhatfrolesfdoesfaf
commanderfretainfandfwhatfgetsfsubordinatedff
tofthefsubcommand?

WefhaveftofdofbetterfthanfthefUSFKfmodel,ff
GeneralfChilton.fNo,fI’mfjustfkidding.fWell,fthatf
solvesfthatfone.f(laughter)fYes,fthefanswerfisfyes.ff
Offcourse.fIt’sfactuallyffromfTomfGregory,fDeputyf
J86fUSSTRATCOM.fWasfIfnotfsupposedftofreadf
that?f(laughter)

YoufknowfIfusedftofwatchfwithfmyfkids,fAnnie,ff
132ftimes.f(laughter)

Okay.fWe’refworkingfourfwayfthroughfthatfrightf
now.fGeneralfChiltonfisfgivingfusfguidancefonfthat.f
Somefoffthefstufffwe’refworkingfonfwhatfisfthef
rightfcommandfcontrolfrelationships,fhowfdofwef
keepfmovingfit.fWefunderstandfwe’refgoingftof
haveftofkeepfdoingfthatftogether,fandfIfthinkfthat’sf
proceedingfalongfprettyfgoodfandfyoufhitfitfprettyf
closefsofI’llfdrivefonftofthat’sfnext.

Question:fDofyoufhavefthesefyoungfpeoplefonfyourf
20fyear,f10fyear,f15,f100fyearfplans,farefyoufnationalf
leadersfworkingftogetherftofdofthisfwell?

Ifdon’tfknowfwhichfyoungfpeoplefyou’refreferringfto.f
Ifhavefsomefoffthefyoungfpeoplefonfourfplan.fIfdon’tf
knowfiffthey’vefsignedfupfforfthefhundredfyearfplan.

ButfreallyfIfreallyfdon’tfknowfthat.fI’llfhaveftofgofbackf
andfaskfthemfbecausefthisfnewfgenerationfsignsfupf
forffivefyearsfandfafterfthatfwefwillfsee.

Letfmefgivefyoufafseriousfpartfaboutfthat.fWefhavef
afgreatfrecruitmentfcapabilityfatfNSA.fIfcanftellf
youfthatfrightfnow.fWefhavefsomethingfcalledfthef
Director’sfSummerfProgram.fWhatfyoufmayfnotf
knowfisfwefhavefthefworldfcenterfoffgravityfforf
crypt-mathematiciansfatfNSA.fThat’sfwhyftheyfmadef
mefmemorizefthatfformula.f(laughter)fYou’vefgotftof
getfallfoffthesefthingsfdownfandfwefhavefMukaseyf
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comefinfthere;fhefwasfthef81stfattorneyfgeneral.f
Sofallfoffthisfstuff.fYou’vefgotftofgetfitfdownforf
you’refnotfgoingftofstayflong.fWefdofhavefafgreatf
recruitmentfprogramfwithfthatfDirector’sfSummerf
Program.fWefgetftheftopfmathematiciansfinfourf
countryffromfHarvard,fYale,fPrinceton,fandfBerkeley.f
Thefbestfuniversities,fthefbestfmath.

Wefget—theyfcomefinfforfthefsummerfprogramsf
andfgetftheirfclearance.fWefhiref75fpercentfoff
them,fandftheyfstayfwithfus.fTheyflikefthefjob.f
We’refdoingfwellfandfretention,fwe’refdoingfreallyf
goodfonfretaining.fIfthinkfsomefoffourfpeoplefaref
onfthefhundredfyearfplan.fAlthoughfIfdon’tfknowf
thatfanyonefisfafhundredfyearsfoldfandfwe’refnotf
allowedftofaskfthat.f(laughter)

Next question:fIsfbeingfDIRfafcasefofftheffoxf
guardingfthefhenfhousefregardingfIntelfgain/loss?

Itfdependsfonfyourfperspective.fThefbiggestf
proponentfforfNWfinfthefIntelfgain/lossfforfthefattackf
hasfbeenfNSA.fAndfthefreasonfis,fisfthatfIfdon’tfbuyf
thefparadigmfaboutfIntelfgain/loss,fIfwouldfsayfiffitf
hasfanfoperationalfperspectivefandfitfwillfhelpfthef
warfighters,fwe’refgoingftofdofitfandfwe’llffigurefoutf
howftofgetfthefIntelfback.fNow,ftherefarefsomeftimesf
I’mfsurefwherefthatfdoesn’tfmakefsense,fandfsof
we’llfworkfourfwayfthroughfthat.

TherefisfalwaysfgoingftofbefanfIntelfgain/lossf
equation.fIfthinkfmorefimportantlyfwhatfyoufreallyf
needfforfNWfisfiffwe’refgoingftofdofanfattackfisfwhatf
arefthefequitiesfand,fwhofknowsfthosefequitiesfandf
whofcanfexplainfit.

HavingfNWfatfNSAfwefwereftalkingfto,fGeneralf
Vautrinotfisfaroundfhere,fshefhadfto—She’llftellf
youfandfherffolksfwillftellfyoufthatfonefoffthefgreatf
thingsfisftheyfcanfgoftofthefgroups.fWhatfwefcallf
officesfoffprimaryfinterest,flikefourfChinafshopforf
othersftofseefwhatf“WII’s”farefonfthefnetworks,f
whatfwe’refcollectingfandftalkftofthemfsofiffyouftalkf
tofthefpeoplefinfthefNWfJ2fshopfthatfhefwillfsayf
wefgofdownfintofthatfofficefoffprimaryfinterest,fseef
wherefwe’refgoing,fworkfitftogether.fWefhavefnotf
yetfhadfafdisagreementfwithfthat,finfthefthreefyearsf
thatfI’vefbeenfthere.fNotfonce.

Now,fwefhavefhadfdisagreementsfwithfotherf
agencies,fbutfNSAfandfNWfhavefalwaysfbeenfonf
board,fin-syncfandfthefobjectivefwasfalwaysfgoingf
afterfit.fSofIfthinkfthatfwasfhuge.

Question:fDofwefneedfafcyberfczar?

Ifthinkfthat’sfmorefEuropeanforfRussian.fHowf
aboutfcyberfprince?f(laughter)fYoufknow,forff
Exec.fBecausefcyberfis—youfknow,fit’sfgotfaf‘Z’ff
infitforfsometimesfanf‘S’.fIfthink,fwell,fIfdon’tf
know.fHere’sfmyfthoughts.fIfforfsurefdon’tfwantf
tofbefthefcyberfczar.fIfthinkfthefnationfneedsf
somebodyfinfthefWhitefHousefwho’sfgoingftof
dofpolicyfonfcyberspacefthatfhitsfonfmanyfoffthef
issuesfwe’veftalkedfabout.

Ifthinkfourfrolefisftofoperatefinfcyberspace.fWef
needfafcyberfczarfdownftherefwhofcanfhelpfusff
getfthefpolicies,ftheffunding,fthefinfrastructureff
andfthingsfwefneed.fWefneedfsomebodyfgoodf
atfthat.fIfhavefsomefgreatfideas.fNonefoffthosef
peoplefwouldflaunchfforwardftofthat.fIfguessftheyf
can’tfpayfthemfasfmuchfasftheyfwerefusedfto.f
Mightfbefanfindustryfthing.f(laughter)

Ifthinkfwherefwefshouldfbe,fwhatfwefthefmilitaryf
andfthefIntelfneeds,fisfgreatfoperationalfcapability.f
Ifthinkfthoseftwofmustfbefseparate.fIfthinkfthef
nationfdoesfneedfsomebodyfinfthefWhitefHousef
workingfatfsomeflevelfthatfcanftalkfinfcyberspacef
thatfunderstandsfit.

Onefoffthefreallyftoughfissuesfinfthisfareafisf
technicallyfreallyfdifficult.fIt’sfnotfsomethingfthatf
youfjustfwalkfinfandfsay,f“Hey,fwefwereftalkingf
aboutfpicofjulesfperfbitfop”.fAndfIfcanfrememberf
onefoffmyffriends—wefwerefbriefingfthisftofone.f
GuysfandfhefsaidfIfcan’tfbelievefyouffolksfweref
usingfthat.fTheyfwerefserious;fwefwerefactuallyf
worriedfaboutfpower.

Wefneedfpeoplefthatfunderstandfcyberspace,fthatf
canfhelpfusfbuildfthefpolicy,fandfthatfpersonfIfthinkf
needsftofbefinfthefWhitefHousefandfIfthinkfneedsftof
befatfaflevelfappropriatefenoughftofpullftheirfweight.fIf
don’tfhavefanyfotherffixedfopinionfonfthat.

Question:fWherefdofyoufseefAmericafwithfrespectf
tofcyberfsecurityftenfyearsffromfnow?

IfthinkfthefU.S.fandfourfalliesfarefgoingftofdofanf
awfulflotfinfsecurity.fAndfourfadversariesfarefgoingf
tofdofaflotfandfexploit.fAndfwe’refgoingftofdofaf
lotfandfexploit.fIt’sfnotfgoingftofchange.fWe’llf
getfbetterfonfthefdefense.fWe’llfgetfbetterfonf
thefoffense.fTheyfwillfgetfbetterfonfthefdefense,f
andfthey’llfgetfbetterfonfthefoffense.fAndfwhatf
wefwantftofmakefsurefthatfwefstayfaheadfinfthatf
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equation.fThat’sfwherefIfthinkfwe’refreallyfgoing.fIf
don’tfthinkfthere’sfafsilverfbulletfthatfyoufcanffiref
todayfthatfwouldfchangefeverything.

Therefarefsomefthingsfthatfwefcanfreallyffixfrightf
nowfthatfkindfoffgetfbackftofthefculture,fthef
conduct,fthefcapability.

Youfknow,fweftalkfaboutfsomefthings,faboutfbestf
practicesfonfthefnetworkfandfensuringfwefoperatef
ourfnetworksflikefthat.fProtect,fdefend,fhuntfonfyourf
network,fafgoldfstandardfonfyourfnetworks,fandf
somefwayfofftippingfbackfandfforthfbetweenfthef
exploit.fThatfwillfjumpfusfupftofthefnextflevel.fAndf
oncefwefgetftofthatflevel,fit’sfgoingftofbeflikefwheref
wefwerefinfWorldfWarfII.fWe’llfhavefafstrategicf
advantage,fbutfitfwillfdissipatefiffwefarefnotftakingf
thefnextfstepfandfthefnextfstep.fAndfthat’sfwherefIf
thinkfwefneedftofgo.

Thefotherfpartfisfiffyoufthinkfwefcanfforecastfoutftenf
yearsfinfthefITfarea,fI’mfinfafdifferentfarea.fWefdof
spins—it’sfkindfoffhumorous,fandfIfknowftheffolksfatf
NSAfhavefafdifferentfviewfoffourfspins.fWe’refonfspinf
15.fWefdofafspinfeveryfquarter,faftechnicalfchangef
infourfcapabilitiesfinfanfupgrade.fIt’sfafhugefwayfoff
spinningfyourfinfrastructurefandfyourfcapabilitiesfveryf
quickly,fveryfdifficult.fIt’sfafleadershipftechniquefbuiltf
uponfthefpremisefthatfit’sfnotfhardfiffyoufdon’tfhavef
tofdofit.fThat’sfmy—Ifthoughtfthatfwasfgood.fThatf
wasfafjoke,fI’mfsorry.f(laughter)

Sofwhenfyoufthinkfaboutfthat,fthisfisfaffast-movingf
area.fIffwefthoughtfthreefyearsfagofwefcouldfbuildf
afcloudfinfrastructurefthatfcouldfhandlefthefspeedf
andfvelocityfthatfwe’refinftoday,feverybodyfatfNSAf
wouldfhavefsaidfnofway.fAndfwe’vefpassedfourf
expectationsfalready.fI’mfsurefourfadversariesfaref
doingfthefsamefthing.

SofinfthefITfarea,fitfisfmovingfatfafrapidfpace.fItf
reallyfis.fIfthinkfwefcanfseefclearlyfoutfthreeftoffivef
years.fBeyondfthat,fthingsflikefafquantumfcomputerf
startftofbumpfupfthere.fIsfitfcomingfinffivefyearsforf
isfitfinf25fyears?fAndfwhenfthatfhits,fthat’sfafgamef
changer.fSofthingsflikefthatfareftherefthatfwe’ref
goingftofhaveftoflookfat.

Letfmefjustfsummarizefwithfaffewfthings.

Youfknow,fworkingfinfcyberspacefisfaflotfofffun.fYouf
know,fonefoffthefthings,fandfIfsaidfSherrifandfthef
folksfdownfinfNWfandfGNOfandfIfgetftofgofdownf
therefandfotherfplaces,fitfisfaflotfofffunftofworkfinf

cyberspace;fitfreallyfisfbecausefwefgetftofdofreallyf
neatfstuff.fAndfunfortunatelyfwefcan’tftalkfaboutfitfinf
non-classifiedfforum.

Butfwefdofgetftofdofneatfthings.fWefhavefgreatf
people.fOurfmilitaryfandfciviliansfarefabsolutelyf
superb.fWefhavefafgrowing,fgreatfteam.fAndfIfthinkf
whatfDoDfandfthefIntelfcommunityfhasfisfafteamf
thatfDHSfcanfleanfonfasftheyfgetfstartedfrunningf
downfthatfsamefroad.

Thefotherfkeyfthingfisfit’sfafgreatfteamfforfourfallies.f
Andfforfme,fitfhasfbeenfafgreatfprivilegefandfhonorf
tofbefpartfoffthatfteamfandftofgetftofworkfwithf
somefgreatfpeoplefthatfwefhave.fAndfIfseefthef
SergeantfMajorfoverftherefhefwouldfkickfmyfbuttfiffIf
didn’tfbringfthatfup.f(laughter)

Sofitfis,fit’sfaflotfofffun.fIt’sfgoingffast.fIfthinkfwef
asfwarfighters,fwefneedftofthinkfnowfaboutfhowf
arefwefgoingftofleveragefthisfforfthefgoodfoffourf
nation;fwhat’sfthatfmeanfforfus.fWefdo—Ifknowf
STRATCOMfgetsfallfoffthefCapstonefcoursesfandf
wefgetfthem,fandftalkingftofthemfaboutfwhatfcouldf
be,fwhatfshouldfbe,fisfhuge.fAndfthat’sfhowfwe’vef
gotftofthinkfinfthisfarea.fSofwithfthat,fthankfyou,f
thankfyoufveryfmuchffolks.f(applause)
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Securing Cyberspace for the 44th Presidency

Speaker
LtfGenf(ret)fHarryfRaduege,ff
DeloittefCenterfforfNetworkfInnovationf

Objective
Providefthefaudiencefbackgroundfinformationfonfthef
CenterfforfStrategicfandfInternationalfStudiesf(CSIS)f
Commissionfandftheirfrecommendationsftofthef44thf
Presidencyfforfsecuringfcyberspace.

Speaker�Discussions
Youfknow,fmanyfinfthisfroomfsawfthisfeventfcomingf
overfthefyears.fHowever,ftheyfdidn’tfknowfexactlyf
howfitfwasfgoingftofevolveforfhowfthisfcyberspacef
missionfareafwasfgoingftofbefworked.fAndfIfthinkf
it’sfvery,fveryfinteresting.fTheffactfthatfitfhasfnowf
becomefafnationalfpriority—andfit’sfevenfbeingf
workedfbyfthefPresidentfoffthefUnitedfStates—
whichfjustfshowsftheftremendousfsignificancefinf
nationalfimportancefoffthisfkeyfmissionfarea.

IfwantftofthankfGeneralfChilton,fU.S.fStrategicf
CommandfandfAFCEAfforfputtingftogetherf
thisffirstfinfafseriesfoffcyberspacefsymposia.f
Theffactfthatftherefaref1500fpeoplefthatfcomef
tofanfinitialfeventfoffthisfmagnitudefspeaksfaf
lotfaboutfthefnationalfsignificancefoffthisftopicf
andfthefpassionfthatfmanyfoffyoufhavefbeenf
lookingfforfinfthisfareafforfquitefsomeftime.

Now,fIfwantftofsayfsomethingfaboutfAdmiralfStevef
Oswald.fWefworkedftogetherfwhenfhefwasfwithf
thefJTFfforfcomputerfnetworkfdefense—whichf
thenfmovedfintofcomputerfnetworkfoperations.f
Andfsofhefgoesfbackftofthefdaysfoffwhatfwefusedf
tofcallfthef“GreatfGetfAlong”finfthisfbusiness.f

Becauseftherefwerefnofcommandflinesfinfthef
DepartmentfoffDefense—andfIfknowfthisfreallyf
strikesfGeneralfChiltonfbecausefthefGreatfGetf
Along—thosefdaysfhaveftofbeflongfgone—
becausefthisfisfallfaboutfworkingftogether—aboutf
relationshipsfthatfreallyfworkfandfaddressingfthisf
issuefoffcyberspace.fSofAdmiralfOswaldfwasftheref
withfme,fwithfusfinfthefearlyfdays.f

YesterdayfIfthinkfIfheardfonefoffthefmostfstirringf
speechesfIfhavefeverfheardfandfitfwasfbyfGeneralf
Chilton.fAndfIfthinkfitfisfafspeechfthatfwefreallyf
needftofreadfandfre-read,fandfIfcommendfyouftofdof
thatfbecausefitfcertainlyfcapturesfafgreatfleader’sf
perspective—afcommander’sfperspectivefonftheffactf
thatfthisfcyberspacefisfthefcommander’sfdomainfandf
needsftofbefaddressedflikefthat.

GeneralfChiltonfalsofnotedfyesterdayfthatfthef
computerfthatfgetsfthefspacefshuttlefinfandfoutfoff
orbitfisfstillfworkingfonf256Kfoffmemory.fAndfyouf
know,fIfknewfGeneralfChiltonfandfAdmiralfOswaldf
werefgreatfleaders,fmagnificentfindividualsfandf
patriots,fbutfIfhadfnofideafthatfgettingfinfandfoutf
offorbit,ftheyfwerefdoingfsofmuchfbrilliantfwork,f
workingfthosefrudderfpedalsfandfthatfstick,fgettingf
thatfshuttleftofgofinfandfout,fbutfwithf256K.fTheyf
mustfhavefhadfafbigfpartfinfsteeringfthatfshuttlefinf
andfoutfofforbit.

Today’sfsubject—andfIfappreciatefthefopportunityf
tofspeakfwithfyou—sortfofftakesfthisfareafoff
cyberspacefandfwhatfwe’vefbeenftalkingfaboutfinf
cybersecurityftofafdifferentflevel.fAndfsofIfhopefthatf
thisfpresentationfwillfstretchfourfmindsfaflittlefbitf
intofwherefwefarefgoingfwithfthisfimportantfareafasf
farfasfafnationalfpriority.

Yesterday,fGeneralfChiltonftalkedfaboutfthef
historicalfperspectivefoffhisfinvolvement,fandfhef
talkedfaboutfSecondfLieutenantfChiltonfbackfinf
1893fandfwhatfhefwouldfhavefwitnessedfatfthef
militaryfacademyfandfthefkindfoffthingsfhefwouldf
havefbeenftaught.fIfcan’tfgofbackfquiteftof1893f
withfthis,fbutfIfwouldflikeftofgofbackftof1997,f‘98f
timeframefwhenfGeneralfDickfMeyers,fwhofwasf
thefCommanderfoffUnitedfStatesfSpacefCommand,f
wentftofhisffirstfCombatantfCommanderfConferencef
atfthefPentagon.fAndfthefDeputyfSecretaryfoff
DefensefatfthatftimefwasfDr.fJohnfHamry.fHef
sentfGeneralfMeyersfbackfwithfaftaskfoffputtingf

Key�Takeaways
ff ThefeffortftofimprovefCybersecurityfoffersf
thefopportunityftofrethinkfhowfgovernmentf
&findustryfoperatefandftofbuildfcollaborationf
acrossforganizationalfboundaries
ff Thefgoalfshouldfnotfbefthefbestfdefense,fbutf
governmentf&findustryfthatfcan:

f –fSecurelyftakeffullfadvantagefoffCyberspace
f –fEnablefandfassurefessentialfservicesff

infCyberspace
f –fCreatefopportunitiesfforfcollaboration,f

growth,f&fnationalfadvantage
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togetherfafcomputerfnetworkfdefensefprogramfforf
thefDepartmentfoffDefense,fandfalsofstartedftoftalkf
aboutfafcomputerfnetworkfattackfcapabilityfbecausef
thefDeputyfSecretaryfoffDefensefhadfbeenfthinkingf
aboutfhowfimportantfthisfmissionfareafwasfandfhef
wantedftofhavefafCombatantfCommanderfinfchargef
offdevelopingfthisfcapabilityfforfourfnation.

SofGeneralfMeyersfcamefbackfandfwefwentftof
work.fFirstfwithfthefcomputerfnetworkfdefensef
areasfoffresponsibilities,fandfsoonfinf1998,fwef
stoodfupfthefJointfTaskfForcefforfComputerf
NetworkfDefensef(CND).fLaterfAdmiralfOswaldf
cameftofworkfwithfthefCNDfandfactuallyftookfitftof
thefcomputerfnetworkfoperations,fwhichfincludedf
thefattackfandfdefensefmissions.

Andfthenfsincefthatftime,fwefhavefdevelopedfthef
JTFfforfGlobalfNetworkfOperations,fwhichfmanyf
peopleftalkedfaboutfyesterdayfandfthefCommander,f
LieutenantfGeneralfPollett,fisfherefwithfusftodayfandf
isfdual-hattedfasfthefDISAfDirector.

Inf2004,fwhenfwefstoodfupfthatfJTFfforfGlobalf
NetworkfOperations,fIfhadfthefprivilegefoffbringingf
Dr.fHamryfbackftofthefJTF-GNOfandfshowingf
himfwhatfhisfvisionffromfsevenfyearsfpriorfhadf
developed.fAndfiffyou’vefbeenfatfthefJTF-GNO,f
youfseefhowfthefDepartmentfoffDefensefisfinf
goodfhandsfwithfthefGlobalfInformationfGridfbeingf
managed,foperatedfandfdefended,fandfnetworkf
controlledffromfthatfveryfimportantfposition.

Inf2007,fDr.fHamry,fstillfbelievingfinfthefimportancef
offcyberspace,fcomputerfnetworkfdefense,f
computerfnetworkfoperations,fattackfandfthosef
typefmissionfareas,fwentftofthefCongressfbecausef
theftwofindividualsfherefthatfI’veflistedfonfthef
frontfoffthisfchart—RepresentativefJimfLangevinf
andfRepresentativefMichaelfMcCaul—weref
subcommitteefchairmenfoffthefCybersecurityf

SubcommitteefinfthefCongress.fAndfDr.fHamryf
talkedfwithfthemfbecauseftheyfhadfinitiatedfthef
ideafoffputtingftogetherfafspecialfcommissionftof
studyfthisfallfimportantfmissionfarea.

Ifnotefonfthisffirstfchartfthatfwefhavefseveralff
co-chairs,fonefoffwhichftalkedfwithfyoufherefyesterdayf
atfthefluncheonfpresentation—ScottfCharney.

Now,fhere’sfthefbrieffbackgroundfoffwhatfthisf
commissionfwasfallfabout.fWefstartedffromfthef
perspectivefthatfwefareftakingfaflotfoffdamagef
infourfnationftoday.fWe’vefgotfinadequatef
cybersecurity,fandfwe’refhavingfunacceptablef
damageffromfthefU.S.fnationalfperspectivefandf
fromfourfeconomicfsecurityfperspectives.fWef
realizedfthatfthefPresidentfwasfgoingftofhaveftofbef
engagedfwithfthisfimportantfarea—wasfgoingftof
haveftofrealizefthefthreatfandfhowftofrespond.fAndf
offcoursefweftargetedfthisfforfthef44thfPresidencyf
notfknowing,fwhenfwefstartedfthisfstudy,fwhofthef
Presidentfwasfgoingftofbeforfwhatftheirfbackgroundf
wasfgoingftofbe.fButfweffeltflikefthisfwasfimportantf
enoughfthatfwefneededftofmakefourfpresencef
knownfthroughfthisfcommission.

Thisfcommissionfwasfestablishedfinflatef2007,f
andfwefestablishedfitfwithfthefgoalfoffdevelopingf
findingsfandfrecommendationsfandfpresenting—
puttingftogetherfafveryfcomprehensivefnationalf
approachftofsecuringfcyberspace.f

fSofoverfthefcoursefoffthefentirefyearfoff2008,fwef
arrangedfforfafnumberfoffbriefings—wefbrokefintofaf
numberfoffworkingfgroups—andfwefparticipatedfinf
severalfCongressionalfhearingsfandfpresentations.

Wefwereftoldftofbefbold.fInfthefpastftherefhadfbeenf
afnumberfoffcommissionsfandfreportsfthatfweref
coordinatedfwithfafnumberfoffoutsidefactivitiesfpriorf
tofbeingfpublishedfandftheyfseemftofgetfwateredf

Securing Cyberspace
for the

44th Presidency

A Report of the CSIS Commission on Cybersecurity for the 44th Presidency

Co-Chairs:
Representative James R. Langevin
Representative Michael T. McCaul
Scott Charney
Lt. General  Harry D. Raduege, USAF (Ret)

Project Director:  Dr. James A. Lewis

Center for Strategic and International Studies
Washington, DC
December 2008

Background

• Inadequate Cybersecurity & loss of information has inflicted 
unacceptable damage to U.S. national & economic security.

• The President must know the threat and how to respond.

• CSIS Commission established in August 2007 to provide 
findings & recommendations for a comprehensive national 
approach to securing Cyberspace.

• Over course of one year:

– Arranged 30 briefings with government officials & private-
sector experts

– Assembled 8 working groups

– Participated in several Congressional hearings & briefings

• Final report delivered December 2008
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down.fButfwefwereftoldftofpublishfourfreport—tofbef
boldfinfourffindings—andftofgetfintofspecifics.

Sofhere’sftheffourfco-chairs.fIfwasfprivilegedftof
servefasfIfmentionedfwithftheftwofcongressionalf
membersfandfalsofScottfCharneyffromfMicrosoft,f
whofpresentedfyesterday.fAndfIfwouldfjustflikeftof
thankfalsofDeloittefforfallowingfmeftofparticipatef
forfafwholefyearfonfthisfcommission,fandfalsofI’mf
surefScottfCharneyfbelievesfthefsamefwayfwithfthef
involvementfandfsupportfhefgotffromfMicrosoft,f
especiallyfwithfhimftravelingfallfoffthefwayfacrossfthef
UnitedfStatesftofattendfmostfoffourfmeetings.

WefhadfafgreatfprojectfdirectorfinfDr.fJamesfLewisf
fromfCSIS.fWefhadf33forfsofexperts.fWefcalledfaf
lotfoffotherfpeoplefin.fAndfasfyoufreviewfthefnamesf
offthefindividualsfwefhadfonfthisfcommission,fyouf
willfseefthefkindfoffhealthyfdebate,fjustffromfthef
knowledgefoffthesefpeople—whereftheyfhavef
worked—whatftheyfhavefstoodfforfinftheirfpublicfandf
privateflives.fWefhadflotsfoffdiversefopinions,fexactlyf
whatfGeneralfChiltonfisflookingfforffromfthisftypefoff
afsettingfhereftoday,fandftheftopicsfthatfwefgotfintof
withfthisfnumberfoffcommissionfmembers,fasfyouf
mightfimagine,fwereftriviaftofsome,fandftheyfweref
criticalftofotherfpeople.fSofwefhadfafwholefdiversifiedf
approachftofourfstudy.f

Now,fIfwantedftofjustfputfintofperspective,fforf
posterity’sfstake,fthefsituationfatftheftimefoffthisf
CSISfstudyfthatfwefputftogether.fThefRussiansf
hadfcyberfattacksffollowedfbyfmilitaryfinvasionfoff
Chechnya,fandfintofGeorgia.fThefRussianfcyberf
attacksfthatfwerefconductedfinfEstoniafhadfalreadyf
beenfinfthefbooksfandfwefhadflearnedffromfthat.f
Massivefespionagefwasfbeingfconductedfthroughoutf
thefUnitedfStatesfGovernmentfbyfothersfoutsidef
ourfborders.fAndfjustftofputfthisfintofperspectivef
fromfthefnationalfinvolvement,fIfjustflistedfaffewf
thingsfthatfIfpickedfupffromfthefnewsfbackfinfthosef

days—offthefidentitiesfthatfhavefbeenflost—andftakef
aflookfatfthisfwholefseriesfoffidentitiesfinfthese—thisf
multitudefoffareas.fYoufknow—infourfstates—infourf
departments—acrossfallffunctionalfareasfthatfaref
very,fveryfcriticallyfimportantftofthefeconomicfstabilityf
andfprosperityfoffourfnation—Ifthinkfthisfreallyf
underlinesftheffactfthatfthisfisfaffederal,fstate,fandf
localfproblem.fIt’sfafproblemfthatfstretchesfacrossf
industry.fIt’sfafproblemfthatfstretchesfallfoffthefwayf
intofourfpersonalflivesfandfisfveryfrealfforfallfoffus.

Overall,fU.S.fidentitiesflost—overf250fmillion—
whichfisfstaggering.fAndfIfthinkfthisfisfanfinterestingf
fact—theffactfthatfChinafhasfnowftakenfoverfasfthef
numberfonefuserfoffthefInternet.fNowfit’sfestimatedf
thatftherefaref220fplusfmillionfusersfinfChina,fandf
that’sfoutfoffafpopulationfoff1.3fbillionfpeople.fThef
UnitedfStatesfhasfaboutf216fmillionfusersfoutfoffaf
populationfoffaboutf300fmillion.f

Nowfwhenfyoufthinkfaboutfthat,fandfthatfChinaf
hasfnowftakenfoverfasfthefnumberfonefuserfoffthef
Internet,fthey’vefdonefthatfwithfaboutf17fpercentfoff
theirfpopulation,fandfwe’refaflittlefoverf70fpercentfoff
ourfpopulationfwithfthosefkindsfoffnumbers.fSofthosef
givefyoufthefkindfoffideasfoffprojectionsfandfwhatf
we’reflookingfatfforftheffuture.f

And,foffcourse,fPresidentfBushfhadfkickedfofffthef
comprehensivefnationalfcybersecurityfinitiativef
infJanuaryf2008—rightfaboutftheftimefthatfwef
werefstartingftofreallyfgearfupfstrongfwithfourf
commission—andfweftookfthatfintoffullfconsiderationf
duringfourfcommissionfstudyfoffthefentirefyear.

Nowfherefarefthefmajorffindings.fAsfIfsaid,fourf
commissionfwasfgoingftofhaveffindingsfandf
recommendationsfbrokenfintofthesefthreefareas.

Commission Membership

• 4 Co-chairs:
– Representative  Jim Langevin (D-RI)

– Representative Michael McCaul (R-TX)

– Scott Charney (Microsoft)

– Lt. General (Ret) Harry Raduege (Deloitte)

• CSIS Project Director:
– Dr James A. Lewis

• 33 Experts:
– Government, Industry, Education, & Private Consulting

• 6 Ex-Officio Government Members

The State of Cybersecurity
• Situation at Time of CSIS Study
 Russian cyber attacks followed by military invasion of Chechnya 

(2002) & Georgia (2008)
 Russian cyber attacks on Estonia (2007)
Massive espionage being  performed throughout U.S. government
 Identities lost (examples):

• PA Public Welfare Dept. = 375,000   (9/07)
• MA Div. of Professional Licensure  = 450,000   (10/07)
• U.S. Dept. of Veterans Affairs = 1,800,000   (11/07)
• WI Dept. of Health & Family Services = 260,000   (1/08)
• CO Div. of Motor Vehicles = 3,400,000   (7/08)

 Overall U.S. identities lost since Jan 2005 = > 250 Million
 China became #1 user of Internet 
 President’s Comprehensive National Cybersecurity Initiative (1/08)
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Cybersecurityfnowfbeingfrecognizedfasfafnationalf
securityfproblemfforfthefUnitedfStates.f

Thefsecondfpointfisfonefwefreallyfwantedftofmakef
surefwasfupffrontfinfourfreportfbecausefwefhaveftof
protect,fdefend,fandfcomplyfwithfthefU.S.fConstitutionf
infprotectingfandfrespectingfprivacyfandfcivilflibertiesfoff
ourfnation’sfpopulation.fWefwantedftofmakefthatfonefoff
ourffindingsfsofitfwasfinfprintfandfnotfjustfunderstood.

Andfthenftheflastffindingfbeing—onlyfafcomprehensivef
nationalfsecurityfstrategyfthatfactuallyfreachesfintof
thefdomesticfandfoutsidefthefinternationalfaspectsfoff
cybersecurityfwillfmakefusftrulyfsecure.

Now,fhere’sfthefsummaryfoffthefrecommendations.f
AndfwhatfI’vefdone—wherefyoufseefanfactualf
checkmarkfisfprettyfmuchfthefrecommendation—butf
I’vefgroupedfthefrecommendationsfforfbrevityfheref
todayfinftheftimefwefhavefremainingfintofcategories.f

SoftheffirstfcategoryfI’vefdescribedfherefasfcreatingf
thisfcomprehensivefnationalfsecurityfstrategyfforf
cyberspace,fandfthefPresidentfreallyfstatingfthatf
cyberspacefisfafvitalfnationalfasset.fAndfIfthinkf
PresidentfObamafhasfalreadyfdonefthat,fnotfonlyfasfaf
candidatefbutfalsofhasfdonefsofinfoffice.

Andfsofwhatfthisfmeans,fthen,fwithfthefPresidentf
establishingfthatfstatefisfthatfthefU.S.fwillfprotectfourf
networksfusingfallfthefinstrumentsfoffnationalfpower.

Andfthatfgetsftofthefsecondfbulletfhere,fandfthef
PresidentfisfdirectingfthefNationalfSecurityfCouncilftof
createfthisfcomprehensivefnationalfsecurityfstrategyf
forfcyberspacefandfusefallftheftoolsfoffU.S.fpower,fandf
thatfgetsfintofinternationalfengagementfandfdiplomacy,f
militaryfplanningfandfdoctrine,feconomicfpolicyfandfthef
intelligencefandflawfenforcementfcommunities.

AndfinfthisfareafwithfthefNationalfSecurityfCouncil,f
wefcouldfseefthatfwefneedftofbefatftheflevelfoff
policyfdevelopment—oversightfoffthefoverallf
programfthroughoutfthefUnitedfStates—andfalsoftof
havefafbalancedfprogramfacrossfallfentitiesfthatfaref
contributing—becausefIftalkedftofsomeonefwhofhadf
workedfatfveryfhighflevelsfinfourfgovernmentfbeforef
andfhadftofbringftogetherfaflotfoffnationalfassetsfandf
nationalfcapabilities,fandfonefoffthefbiggestfproblemsf
hefhadfasffarfasfprovidingfoversightfwasftheffactfthatf
wefgotfoutfoffbalancefwithfthefdifferentfplaces.fSof
somebodyfwouldfputfaflotfoffemphasis—otherfpeoplef
wouldn’t—butfitfneedsftofbefafbalancedfprogramfforf
ourfoverallfnation’sfsurvival.

Anotherfsub-categoryfwasftoforganizefforfcybersecurity.f
AndftherefwefrecommendedfthatfthefPresidentfappointf
anfassistantfforfcyberspace.fInffact,fPresidentfObamaf
hasfbeenftalkingfaboutfthatfnowfforfsomeftime.fAndf
Ifthinkfafterfafspecialfreport,fanfassessment,fIfthinkf
wefmayfbefseeingfsomethingfalongfthoseflines,fanf
announcementffromfthefWhitefHouse.

Wefalsofrecommendedftofputfthefteethfintofthisfandf
softhatfyoufjustfdon’tfhavefonefindividualfworkingf
byfhimforfherself,fthatfwefestablishfsomefsortfoffanf
officefthatfwould—wefcalledfit,fforflackfoffanythingf
else—afNationalfOfficefoffCyberspace,fafNOC.fAndfitf
couldfbefnamedfanything,fbutftherefhadftofbefsomef
sortfofforganizationfoffpeoplefwhofcouldfsupportfthisf
assistantfforfcyberspacefandftofprovidefthefpolicyf
oversightfandfthefbalancefprogram.

Andfwefalsofrecommendedfputtingftogetherfthreef
newfadvisoryfgroups.

Thefnextfareafoffourfrecommendationsfwasftofpartnerf
withfthefprivatefsector.fAndfthisfisfreallyfafstepf
forward,fIfthink.fSomefoffthefpeoplefwhofwereftalkingf
yesterdayftalkedfabout,fwhatfdofyoufdofinfestablishingf
afbetterfpublic-privatefpartnership?fAndfwefsaidfwef
couldfdofthreefthingsfwithfthesefthreefgroups.

Major Findings
• Cybersecurity – now a major national security 

problem for the U.S.

• Decisions & actions must respect privacy & civil 
liberties.

• Only a comprehensive national security strategy 
that embraces both the domestic & 
international aspects of Cybersecurity will make 
us more secure.

Summary of Recommendations
• Create a Comprehensive National Security 

Strategy for Cyberspace
President to state that Cyberspace is a vital national asset
President to direct NSC to create comprehensive national 

security strategy for Cyberspace
U.S. to open broad national community discussion on how 

best to secure Cyberspace

• Organize for Cybersecurity
President to appoint an Assistant for Cyberspace
 Establish a new National O�ce of Cyberspace (NOC)
Create 3 new advisory groups
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Afpresidentialfadvisoryfcommittee—andfthisfwouldf
befcreatedfreallyfasfwefenvisioned,funderfthefFederalf
AdvisoryfCommitteefActfwithfkeyfrepresentativesf
fromfkeyfcyberfinfrastructuresfacrossfthefnation.

Town-hallfstylefstakefholdersfmeetings—andf
thisfwouldfbefafplatformfreallyfforfeducationfandf
awarenessfacrossfthefboardfandfacrossfourfnation.

AlsofafCenterfforfCybersecurityfOperations—andfwef
envisionedfthisfasfbeingfthefactualfplacefwherefthef
public-privatefcollaborationfandfinformationfsharingf
couldftakefplace.fThisfwouldfbefanforganizationfthatf
wefsawfthatfcouldfbecomefsomethingfthatfwouldf
buildftrustfandfreallyfwouldfestablishfmoreftrustedf
collaborationfwithinfthefpublic-privatefdomain.

Wefalsofinfourfreportfrecommendedfregulatingfforf
cybersecurity.fAndftherefwefreallyfpointedftofthefmodelf
offY2Kfwherefwefblendedfvoluntaryfactionfalongfwithf
regulation.fAsfyoufrecall,fourfgovernmentfmandatedf
SECfregulationsfforfpublicly-tradedfcompaniesftof
actuallyfreportfstepsftakenftofsecureftheirfnetworksf
fromfdisruption.fAndfthisfwasfsomethingfthatfworkedf
very,fveryfwellfandfitfwasfafprefectfblend,fIfthink—forf
thosefoffusfwhofrecallfthatfinvolvementfwithfY2K—af
blendingfoffvoluntaryfactionfwithfactualfgovernmentf
regulationfandfrequirements.

Wefalsofrecommendedfinfourfreportfsecuringfourf
industrialfcontrolfsystemsfandfSCADAfsystems.fAndf
thisfwouldfbefdonefthroughfthisfoperationsfcenterf
forfcybersecurityfwithfregulatoryfagencies,fandfthef
NationalfInstitutefoffStandardsfandfTechnology,fandf
developingfthesefregulations.fAndfwefsawftherefanf
opportunityftofincludefstandardfcertificationfmatrixf
andfstandardfandfenforceablefstandards.

ThefNOCfwouldfalsofdeterminefthefextentftoff
whichfgovernment-ownedfcriticalfinfrastructurefaref

secureffromfcyberfattackfandfwouldfworkfwithfthef
appropriatefagenciesftofsecurefthem.

Yesterdayffolksftalkedfonfthefpanelfaboutfacquisitionf
rulesftofimprovefsecurityfand,finffact,fourfcommissionf
alsofaddressedfthatffact—offworkingfwithftheffederalf
CIOfcouncilfonfindustryfandfimplementingfsecurityf
guidelines.fWefseeftherefanfopportunityftofdevelopf
andfincorporatefstandardfsecurityfguidelines,fsettings,f
specifications,fintofafgovernment-widefcontractingf
strategies.fAndfwefseefimplementingfguidelinesfandf
standardsfthroughfappropriatefpolicyfandfstandardsfoff
organizationsftakingfplace.

AlsofwefnotedfthatfthefNSAfandfthefNISTfcouldf
reformfthefNationalfInformationfAssurancef
Partnership.fAndfthere,fthefNIAP-commonfcriteriafisf
timefconsumingfandffocusesfonfindividualfsecurityf
featuresfinsteadfoffthefoverallfproduct.fAndfwefsawf
thatfwefcouldfreformfcommonfcriteriafthatfwouldf
improvefcybersecurityfgloballyfinfthisfregard.fAndf
alsoftofincreasefthefusefoffsecurefInternetfprotocolsf
byfcontractingfonlyfwithftelecomfcarriersfthatfemployf
thesefthings.fAndfoffcourse,fthisfwouldfbeffederalf
acquisitionfthatfcouldfactuallyfdrivefcybersecurity,f
usingfthisfacquisitionfprocessftofourfadvantage.

Summary of Recommendations
• Partner with Private Sector
Create 3 New Groups

• Presidential advisory committee

• Town-hall style national stakeholders’ organization

• A Center for Cybersecurity Operations for public-private 
collaboration & information sharing

• Regulate for Cybersecurity
NOC -- with regulatory agencies – develop/issue standards 

& guidance for securing critical cyber infrastructure

Summary of Recommendations
• Secure Industrial Control Systems (ICS) & 

Supervisory Control and Data Acquisition 
(SCADA) Systems
NOC – with regulatory agencies & National Institute of 

Standards & Technology – develop regulations for ICS
NOC determine extent to which government-owned critical 

infrastructures are secure from cyber attack

• Use Acquisition Rules to Improve Security
NOC & federal CIO Council, working with industry, 

implement security guidelines for IT product procurement

Summary of Recommendations
NSA & NIST to reform National Information Assurance 

Partnership, working with international partners
 Increase use of secure Internet protocols by contracting 

only with telecomm carriers that employ

• Manage Identities
 Strong authentication of identity to become mandatory for 

critical cyber infrastructures (communications, energy, 
�nance, & government services)

Use strong government-issued credentials for on-line 
activities, consistent with protecting privacy & civil liberties 
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Wefmadefrecommendationsfaboutfmanagingf
identities.fWeffeltflikefstrongfauthenticationfwasf
needed—itfwasfmandatoryfforfwhatfwefreferredf
tofasfcriticalfcyberfinfrastructures.fWefhaveftalkedf
infthisfnation,fandfhavefusedfthefcommissionf
reportffromfafnumberfoffyearsfagofaboutfcriticalf
infrastructurefprotection.fWell,fherefwe’reftalkingf
aboutfcriticalfcyberfinfrastructures—definingf
those—whatfarefthosefforfourfnation?fAndfwef
establishedftheffactfthatfcommunications,fenergy,f
finance,fandfgovernmentfservicesffallfintofthatf
criticalfcyberfinfrastructurefarea.

Wefalsofendorsedfthefusefoffstrongf
government-issuedfcredentialsfforfonlinefactivities.f
AndfyesterdayfScottfCharneyfgavefafmagnificentf
luncheonfpresentationfonfthis.fAndfhisfunderlyingf
factfisfthatfallfidentityfisfderivativefandfit’sf
basedfonfsocialfcustoms.fAndfIfthinkfthere’sf
somethingfgreatfwefcanflearnffromfandfworkfonf
infthatfparticularfareafoffthefidentity.fThefFTCf
tofimplementfregulationsftofprotectfconsumersf
usingfafrisk-basedfapproachftofcredentialing.fAnd,f
youfknow,fthefrisk-basedfapproachfreallyfneedsf
tofbefappliedfinfthefbusinessfareasfbecausef
peoplefinfourfnetworks,fyoufhaveftofmanagefthef
risk.fAndfbyf2010fwefalsofrecommendedfthatfallf
agenciesfshouldfreportfhowfmanyfindividualsfinf
theirfemploymentfandfwhofsupportfthemfcomplyf
withfHSPD-12fwhichfisfthefpolicyfforfcommonf
identificationfstandardfforffederalfemployeesfandf
contractors.fAndfthefwayfyoufcouldfcontrolfthis—
tofreallyfhavefafhammer,fiffyoufwill—isftofrestrictf
bonusesfandfawardsfforfnon-compliance.f

Modernizingfauthoritiesfwasfanotherfareafandfwefhadf
twofrecommendationsfunderfthat—Departmentfoff
Justicefexaminingfthefstatutesfgoverningfthefcriminalf
investigationsfforfonlinefcrime—andfrecommendingf
thatfourfAttorneyfGeneralfissuefthefguidelinesfforfthef
requirementsfinflawfenforcement.

Youfknow,fthisfisfanfareafwherefwefneedftofhavef
increasedfclarity—speedfupfthefinvestigations—
andfbetterfprotectfourfprivacy.fWe’refusingfaflotfoff
lawfenforcementfstandardsftodayfthatfarefreallyf
industrial-ageftypefactivities.fWrappingfyellowftapef
aroundfafcrimefscenefinfcyberfjustfdoesn’tfgetfit.fIt’sf
notffastfenough.fSofIfthinkfyoufcanfunderstandfthatf
wefreallyfhaveftofissuefnewfkindfoffguidelines—newf
typefoffprocesses—newfproceduresfthatfaddressfthef
speedfoffthefnetwork.

RevisingfthefFISMAfisfsomethingfthatfhasfbeenf
worked.fFISMA1fisfinfworksfrightfnow,fbutfwefreallyf
needftofworkfafFISMA2fthatfusesfperformance-basedf
measurementsfandfgoffromfafcompliancefpaperwork-
typefdrill—anfexercise—tofonefthatfreallyfgetsftofthef
realfrequirementsfandfrealfassessmentfoffoperationalf
securityfonfourfnetworksftoday.

Wefneedftofendfthefdivisionfbetweenfcivilfandf
nationalfsecurityfsystemsfbyfeliminatingflegalf
distinctionsfbetweenfthesefareasfandfadoptfthisf
risk-basedfapproachfforffederalfcomputerfsecurity.

Wefneedftofassumefthatfwefhavefintrusions—theyf
arefthere—andfwefneedftoflearnftofdealfwithfthemf
andfmanagefthatfrisk.

Afcouplefofftheflastfareasfoffourfrecommendations—
conductftraining.fWefheardfaflotfaboutfthatfyesterdayf
fromfpeoplefonfthefstagefherefinfourfpanels—forf
cyberfeducationfandfworkforcefdevelopment.fWef
thinkfthisfisfsomethingfthatfoughtftofbeftakenfonf
infafnationalfcriteria—creatingftrainingfprogramsf
andfcareerfpathsfforffederalfcyberfworkforcefandf
developingfafnationalfeducationfprogram.fWefreallyf
thinkfoffincreasingfthefsupplyfoffskilledfcyberfworkersf
isfveryfimportant,fandfI’mfhappyftofreportfthatf
SecretaryfGatesfyesterdayfannouncedfafthree-foldf
increasefinfthefoutputfoffcyberfskilledfworkersfinfthef
DepartmentfoffDefense—onefoffhisfcriteriafnow.

Summary of Recommendations
 FTC to implement regulations to protect consumers by 

requiring businesses to adopt a risk-based approach to 
credentialing

By 2010, all agencies should report how many employees, 
contractors, & grantees are using credentials that comply 
with HSPD-12

• Modernize Authorities
DOJ to reexamine statutes governing criminal 

investigations of on-line crime
Attorney General issue guidelines for circumstances & 

requirements for law enforcement, military, or 
intelligence authorities in Cyber incidents 

Summary of Recommendations
• Revised Federal Information Security 

Management Act (FISMA)
Congress to rewrite FISMA to use performance-based 

measurements

• End Division Between Civilian & National 
Security Systems
Eliminate legal distinctions between technical 

standards for national security systems & civilian 
agency systems and adopt a risk-based approach for 
federal computer security
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Andfthenffinally,ftheflastfrecommendationfisf
reallyfinfthefresearchfandfdevelopmentfareafoff
forfcybersecurity.fAndfworkingfwithfthefOfficefoff
SciencefandfTechnologyfPolicy—coordinatingfthisf
cybersecurityfR&Dfacrossfthefnation—wefseef
andfrecommendfthatfthefU.S.fshouldfincrease—
longerfterm—R&Dfinvestmentfinfthefareasfoff
telecommunications,fpower,fandfthosefotherfcriticalf
cyberfinfrastructurefareas.

Weftalkfabout—also—re-architectingfthefInternet.f
Youfknow,ftodayfwefarefstillfusingf1970sfandf1980sf
corefprotocolsfinfourfInternet.fAndfbyfgolly,fwef
builtfit—wefinventedfit—sofwefoughtftofbefableftof
makefchangesftofit.fButfwefhaveftofdofthatfwithfaf
national-typefeffortfandfinvolvement.

Now,fthosefareftheffindings—three—andfthef25f
recommendations,fbrieflyfnoted.fAndfyoufcanffindf
thefreport.fItfgoesfthroughfaflotfmorefdetail,fandfIf
wantedftofhitfonfafnumberfoffthesefthings.fIfthinkf
youfcanfsee,fasfGeneralfChiltonftalksfaboutfthef
fullfspectrumfoffcyberspace,fthatfwefareftryingftof
addressfatfthefnationalflevelfasfGeneralfChiltonfisf
addressingfthisfacrossfthefDepartmentfoffDefense.f
It’sfafbigfareafoffinvolvement.

Now,fIftalkedfearlierfaboutfwhatfthefsituationf
wasfatfthefbeginningfoffourfstudyfinfJanuaryfoff
2008,fandfsofIfjustfwentfthroughfaffewfnewspaperf
clippingsfandftookfaflookfatfwhat’sfbeenfgoingfonf
sincefourfreportfwasfreleasedfjustfseveralfmonthsf
agofinfDecemberfoff‘08.

Takefaflookfatfsomefoffthesefstatisticsfoffwheref
we’refgoing—$1ftrillionfworthfoffdatafstolenf
globallyfisfthefestimate.fYouftalkfaboutfanfeconomicf
stimulusfpackagefglobally—$2ftrillion—andfIfthinkf
it’sfgoingfupfexponentially.

Cybercrimefupf53fpercentfandfthefkindfoffnumbersf
thatfarefassociatedfwithftheffinancialfinstitutionsff
arefstaggering.

CyberfattacksfcontinuefagainstfKyrgyzstan—withf
takingfoutftwofoutfofffourfofftheirfISPs—whichf
eliminatedftheirfconnectivityfbyf85fpercentfwithf
thefWest.fSomebodyfknowsfreallyfwhat’sfgoingfonf
therefandftheyfarefmappingfthefterrainfandfusingf
cyberftoftheirfadvantage.

Reportedfcyberfattacksfagainstfthefcomputerf
networksfclimbing,fyoufknow,finfgreatfnumbersfhere.

SensitivefrecordsfoffFAAfworkersfbreached.

StolenfdesignfsecretsfbeingfannouncedfbyfMichellef
VanfCleavefwhofwasfinfthefpress—that’sfwhyfIfputf
herfnamefthere—asffarfasfdesignfsecretsfoffallfU.S.f
nuclearfweaponsfbeingfstolen.fNuclearfweaponsflabf
missingf69fcomputersfjustfinfFebruaryfoffthisfmonth.f

Andfrepairingfthefaveragef2008fdatafbreachfisf
estimatedftofbefonfthefaveragefoff$6.6fmillion.fYouf
talkfaboutfeconomicfcrisisfinfyourfownforganization—
that’sfwhatfitfcostsfyouftoffixfthefaveragefdatafbreachf
infyourforganization.

AndfIfnoticedfinfthefnewspaperfalsoftodayfthatf
SecretaryfGatesfjustfannouncedfthatfhefspentfaf
$100fmillionfoverftheflastfsixfmonthsftoffixfdamagef
offcyberfattacks.fSofit’sfreal—that’sfthefkindfoffcostsf
thatfwe’reffacedfwithftoday.

ThefU.S.falsofmoved—andfIfthinkfthisfisfanfinterestingf
wavefofftheffuturefandfsomethingfwefreallyfneedftof
befconcernedfaboutfbecausefthefUnitedfStatesfhasf
movedffromfnumberf4ftofnumberf17forfhigherfinf
broadbandfconnectivityfaroundfthefworld.fIfthinkfthatf
showsfwherefthefrestfoffthefworldfisfgoing.

Summary of Recommendations
• Conduct Training for Cyber Education & 

Workforce Development
NOC – with relevant agencies & OPM – create training 

programs & career paths for federal cyber workforce and –
with National Science Foundation – develop national 
education programs

• Conduct Research & Development for 
Cybersecurity
NOC – with O�ce of Science & Technology Policy –

coordinate Cybersecurity R&D

The State of Cybersecurity
• Situation After CSIS Study (post Dec 2008)

 Estimated $1 Trillion worth of data stolen (2008)

 Cybercrime up 53% in 2008

• Topped $20 Billion at financial institutions

 Cyber attack against Kyrgyzstan’s ISPs (Directed Denial of Service, 18-31 
Jan 09)

 Reported cyber attacks on U.S. government computer networks climbed 
40% last year

 Sensitive records of 45,000 FAA workers breached (Feb 09)

 Chinese stole design secrets of all U.S. nuclear weapons (Michelle Van 
Cleave)

 U.S. nuclear weapons lab is missing 69 computers (Feb 09)

 Cost to repair average 2008 data breach = $6.6 Million

 U.S. moved from #4 to #17 in broadband connectivity
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Nowfthefcybersecurityfcommissionfreportfwasf
published.fWefthoughtfthatfwasfgoingftofbefthefendf
forfusfandfwefwerefgoingftofbefableftofgofbackftofourf
normalfdayfjobs—maybefjustfrespondftofanfoccasionalf
question.fHowever,fwe’veflaunchedfintofPhasef2f
offthefcybersecurityfcommission.fWe’refkeepingf
thefcommissionftogetherfandfwe’refgoingftofbuildfaf
nationalfcommunityfoffexpertsftofengagefinfafwholef
newfseriesfoffquestionsfthatfarefcomingfup.fAndfIflistf
herefsomefoffthefareasfwefseefourfcommissionfonf
cybersecurityfcontinuingfinftheffuture.

Now,fyou’vefheardfanfawfulflotfaboutfPresidentf
Obama’sf60-dayfcybersecurityfassessment,fandf
Ifwantftofputfaffewffactsfoutftherefbecausefthef
Presidentfreallyfdoesfunderstandfthefcybersecurityf
threatfandfitsfcomplexity.f

MelissafHathawayfisfthefonefthatfisfleadingfthisf
assessmentfandfMelissafhasfbeenfgivenfthesef
60fdays—andfIfthinkftodayfisfDayf51foff60—andf
shefhasfbeenfmeetingfregularlyfwithfafnumberfoff
individuals—andfshefhasfalsofbeenfreachingfoutfwithf
afveryfcomprehensivefstudyfframework.fEveryftimef
shefupdatesfthefcommissionfonfthefindividualsfandf
organizationsfthatfshefisfmeetingfwith,fitfabsolutelyfisf
staggering—thefamountfoffinputfthatfshe’sfgetting.f

Andfoffcourse,fthatfgoesfbackftofonefoffourf
recommendationsfinfourfreportfaboutfreachingfoutf
nationwidefandfreallyfspreadingfandfgettingfinputf
fromfmultipleforganizations—manyfthatfhadfnotfhadf
afvoicefinfthefpast.

Thefonefrequirementfthatfthisfassessmentfhasftof
providefisfafrecommendationfforfthefWhitefHousef
organization.fAndfIfcoveredfthatfatfthefearlyfpartsfoff
myfpresentationfaboutfhowfwefwouldfrecommendf
organizingfnationallyfatfthefWhitefHouseftofrunf
cybersecurityfasfafnationalfsecurityfcriticalfelement.

ThisfCybersecurityfCommissionfReport,fI’mf
proudftofsay,fisfbeingfusedfnotfonlyfinfthisfstudy,f
butfalsofinfotherfareasfasfaffoundationalfsourcef
forfindividualfassessmentsfandfstudiesfthatfaref
ongoingfandfwillfcontinue.

Melissafwasfalsofgivenfafclean-sheetfopportunityf
forfanfassessment.fShefhasfnofconstraints,fandfitf
mayfevenfresultfinfnewflawsfandfregulationsfthatf
couldfcomefout.fAndfIfthinkfthat’sfwhyfit’sfoffcriticalf
naturefforfusftofrealizefandfkeepfanfeyefonfwhatfthef
assessmentfisfreallyfgoingftofprovidefforfus.

She’sfdividedfthisfreportfintoffourfchaptersfwhichf
areflistedfonfthisfchart—andfalsofsixfcross-cuttingf
functions—toftryfandfaddressfallfoffthefdifferentfareasf
thatfwefhavefidentifiedfandfthatfshefhasfbeenfaskedf
tofassess.fAndfIfcanfsayfthatfthefPresidentfisfbeingf
updatedfregularly.fThefNationalfSecurityfAdviserfisf
veryfmuchfinvolvedfinfthisfandfwithfthefreportfcomingf
tofconclusionfherefnextfFriday—onfthef17thfoffApril—
MelissafHathawayfisfscheduledfnowftofbrieffthef
Presidentfonfherfconclusions.

So,finfconclusion,fthisfeffortfthatfwe’vefgotftof
improvefcybersecurityfandfcyberspacefoffersfusf
greatfopportunityftofrethinkfhowfourfgovernmentfandf
ourfindustryfarefgoingftofoperateftogetherfandfbuildf
collaboration—andfreallyftrustedfcollaborationfisfthef
wayfIfwouldfputfit.fIfdon’tfthinkfitfcanfalwaysfbefsecuref
collaboration,fbutfitfcertainlyfneedsftofbeftrustedf
collaboration.fAndfIfthinkfScottfCharneyfyesterdayf
talkedfanfawfulflotfaboutfthefbenefitfofftrust.fAndf
whenfyoufthinkfaboutfit,fit’sflikefthatfoldfJohnnyfCarsonf
show,fyoufknow,fwhofdofyouftrust?fOnfthis—infthisf
area,fyou’vefgotftofknowfwhofyoufcanftrust.fAndfthatf
wholefpanelfwefhadfupfherefoffthefgroupfthatfworkedf
togetherfonfafdailyfbasis—youfknow—fightingfthef
networks—operatingfthefnetworks—collaborating—
theyftrustfeachfotherfbecauseftheyfknowfeachfother.f
AndfsofIfthinkftrustedfcollaborationfisfreallyfkeyfforfthef
futurefandfsomethingfwefhaveftofbuildfupon.

CSIS Cybersecurity Commission (Phase 2)

• “ … we will continue the Commission's work to identify sound policies that address the critical issues for 
Cyberspace.  We will build a national community of experts to engage in this vital task.  Our goal is to fulfill the 
Commission's vision for a secure Cyberspace while adhering to the bipartisan and independent principles that 
guided our report. Among the topics we will assess:

 Cybersecurity and the stimulus

 Executive branch leadership and organization

 Legislation affecting Federal systems (including FISMA reform)

 Review of law enforcement / investigative authorities (including ECPA)

 A six-month “report card" on securing Cyberspace

 Professionalization / workforce

 Federal IT acquisitions policy

 International standards and initiatives

 Authentication and attribution

 Classification of Cyber Initiatives

 Enduring security framework and public / private partnerships”

President Obama 60-Day Cybersecurity Assessment

• POTUS understands Cybersecurity threat & its complexity

• Melissa Hathaway leading NSC / HSC assessment (Feb 17-Apr 17) 

• Very comprehensive study framework

• Engaging numerous stakeholders  -- many not included before

• Must make recommendation on White House organization

• CSIS Cybersecurity Commission report being used as foundational source of the study.  
Plan to address each of the 25 recommendations over time

• “Clean sheet” assessment – no constraints – may result in new law and / or 
regulation

• Four chapters:  Governance; Architecture; Norms & Behaviors; Capacity Building.

• Six cross-cutting functions:  Information Sharing & Access; PPP; Legal Policy & 
Authorities; Protecting Civil Liberties & Privacy Rights; International Partnerships & 
Forums; Incident Response & Recovery

• POTUS regularly updated.
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AndfthenftheflastfareafherefIfthinkfinfconclusionfisf
thefgoal.fItfdoesn’tfneedftofbefjustfthefbestfdefensef
butfhowfgovernmentfandfindustryfreallyfcanfbestfusef
cyberspacefinfthesefareasfherefofftakingfadvantagef
offit—offenablingfessentialfservicesftofbefperformedf
forfourfnation’sfsecurityfandfourfeconomicfandf
financialfstability—andfcreatingfopportunitiesfforf
collaboration,fgrowthfandfnationalfadvantage.

AndfGeneralfChiltonfandfthefpeoplefoffU.S.fStrategicf
CommandfandfthefAFCEAfparticipation,fIfwantftof
thankfyou.fIfwouldfsayfthatfonefoffthefchallengesfIf
wouldfissueftofyoufallfisftheffactfthatfthefDepartmentf
offDefensefhasfbeenfaheadfinfmanyfoffthesefareasf
forfaflongftime.fAflotfbecausefoffthefgreatfvisionfoff
anfinitiativefoffDr.fHamryfbackfinf1998foffchallengingf
usftoftakefthisfon.fSofwefreallyfmovedfoutfandfthef
DepartmentfoffDefensefputfanfawfulflotfoffresourcef
andfemphasisfonfdevelopingfthisfarea.fSofDr.fHamryf
reallyfputfusfonfthefrightftrackfonfthis,fandfIfthinkfthef
UnitedfStates—thefnationalflevel—canfusefthefinputsf
thatfyoufhave—thefexperiencefyou’vefgained—andf
yourfgreatfideasfasfwefstandfupfthisfnational-levelfeffortf
offputtingfcybersecurityfandfcyberspacefasfafnationalf
priority.fSofyoufcanfcontributeftofthat,fandfIfthinkfwefallf
wouldfbefbetterfofffknowingfyourfeffortsfandfhavingfthef
greatfbenefitfoffU.S.fStrategicfCommandfandfthefgreatf
mindsfthatfarefhelpingfyoufinfthisftrustedfcollaborativef
effortfintoftheffuturefoffcyberspace.f

Thankfyoufveryfmuch,feveryonefforfyourfkindf
attention.fAndfbyfthefway,fiffyoufwantfafcopyfoffthef
report—whichfhasfthefactualfwordsfinfmorefdetail—
it’sfatfwww.csis.orgfandfyoufcanfdownloadfthef
wholefreport.fIt’sfaboutf90fpages.fYoufcanfseefwhof
wefinterviewed—whofwasfpartfoffthefbriefing—andf
alsofwhofwasfpartfoffthefassessments.fSofthankf
youfveryfmuchfforfyourfkindfattention.

Conclusion
• The effort to improve Cybersecurity offers the 

opportunity to rethink how government & 
industry operate and to build collaboration 
across organizational boundaries

• The goal should not be the best defense, but 
government & industry that can:
– Securely take full advantage of Cyberspace

– Enable and assure essential services in Cyberspace

– Create opportunities for collaboration, growth, & national 
advantage
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Speaker—MrfRodfBeckstrom,fIndependentfCybersecurityfAdvisor
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Cyberspace–The Long View

Speaker
Mr.fRodfBeckstrom,ff
IndependentfCybersecurityfAdvisorf

Objective
Presentfafviewfofftheffuturefoffthefcyberspacefworldf
fromfthefperspectivefoffafCyberfexpertsfandfauthor.f

Speaker�Discussions
TranscriptsfoffMrfBeckstrom’sfpresentationfarefnotf
availablefforfpublicfrelease.fNotesftakenffromfhisf
presentationfarefprovidedfbelow.f

Immediatelyffollowingf9/11,fMr.fBeckstromf
dedicatedfthree-and-a-halffyearsftofdevelopmentf
offafnetworkfoffCEOsfwhofhefthoughtfcouldfhelpf
thefU.S.fdealfwithfthefglobalfthreatfrepresentedfbyf
terrorism.fHeffocusedfhisfinitialfeffortsfonftrack-
twofdiplomacy.fHefsaidffirstftherefwereftwofoff
them,fthenffour,fthenfseven.fAfmonthflaterftheref
weref20,ftwofmonthsflaterftherefweref50.fInfthef
coursefoff2fyears,f4000fCEOsffromfaroundfthef
worldfregisteredftofjoinfhisfnetwork.f

Mr.fBeckstromfsaidfthefCEOfnetworkfdecidedf
tofmodelfthemselvesfafterfAlfQaedafbecausefAlf
Qaeda’sfnetworkfwasfextremelyfeffectivefwithf
limitedfresourcesfandfinforderftofcounteractftheirf
activities,fthey’dfneedftofunderstandfAlfQaeda’sf
networkfandfhowfbetterftofdofthatfthanftofmodelf
themselvesfafterfit?fAsfitfturnedfout,ftheyfcouldf
findfnofresearchfthatfreflectedfthatfanyonef
modeledfAlfQaeda.fMuchfwasfdoneftofanalyzef
personalitiesfbutfnofonefhadfactuallyfstudiedfaf
structuralfmodelfoffAlfQaeda.f

Mr.fBeckstromfsaidftheyfwrotefafbookfcapturingf
whatftheyflearnedfaboutfdecentralizedfnetworksf
entitledf“ThefStarfishfandfThefSpider.”fThisfbookf
andfsubsequentfpresentationsfatfvariousfforumsf
ledftofinvitesfbyfthefIntelligencefCommunityf
tofcomefandfbrainstormfonfUSGfeffortsfinf
cyberspace.fThesefeffortsfeventuallyfledftof
Mr.fBeckstromfbeingfselectedftofservefasfthef
DirectorfoffthefNationalfCybersecurityfCenter.fHisf
tenureftherefbroughtfhimfintofcontactfwithfseniorf
leadershipfatfJTF-GNOfandfDISA.f

Mr.fBeckstromfwentfonftofdiscussfdecentralizationf
asfaftheoryfandfconcept.fHefpresentedfthefInternetf
asfthefworld’sfbiggestfdecentralizedfnetwork.fHef
highlightedfthatfwhilefthefInternetfisfdecentralizedf
physically,fitfisfcentralizedflogically.fItfhangsf
togetherfwithfafveryfsmallfsetfoffprotocolsfthatfaref
vulnerableftofattack.f

Mr.fBeckstromfpresentedfthefconceptfoff
organizationalfmodelsfbasedfonfthefextremesfoff
eitherfafspiderforfafstarfishforfsomefcombination.f
Hefdiscussedfhowfafspiderfrepresentsfafcentralizedf
networkforforganization.fIffyoufcutfofffafspider’sfleg,f
itfimpactsfthefentirefnetwork.fHowever,fiffweflookf
atfafstarfish,fiffyoufcutfofffonefoffitsfarms,fitfgrowsf
afnewfarmfandfinfsomefcases,fthefarmfmayfactuallyf
growfbackfintofafnewfstarfish.fWhy?fBecausefit’sf
decentralized.fAfstarfishfdoesn’tfhavefafcentralizedf
brain—itfhasfafdecentralizedfneuralfnetwork.fThatf
isfwhyftheyffeltfitfrepresentedfAlfQaeda.fHefalsof
proposedfthatfitfrepresentsfthefhackerfcommunities.f

Mr.fBeckstromfprovidedfanfanalogyfinfmilitaryf
terms,ffocusingfonfGeneralfPatreus’fchallengesf
infIraq.fHefhighlightedfthefneedftofdealfwithfthef
challengesfinfIraqfbyfgoingftribefbyftribe,fregionf
byfregion,fcityfbyfcityfinfafdecentralizedffashionftof
stabilizefthefcountry.f

Mr.fBeckstromfbrieflyfdiscussedfafcouplefoff
conceptsflikefthef“prisoner’sfdilemma”fdevelopedf
byfRandfCorporation.fHefthenfshiftedftofthef
criticalfimportancefoffcollaborationfandfinformationf
sharing,fatfthefnationalfandfinternationalflevels.f

Key�Takeaways
ff Decentralizedfnetworksfimprovefsurvivabilityf
offthefGIG
ff Networksfarefmorefvulnerablefdueftoflackf
offcollaborationfandfinternationalfboundariesf
thatfpreventforflimitfinformation-sharingff
(win-winfvsfwin-lose)
ff Needftofunderstandfthefnetfpresentfvaluefoff
yourfnetworksf(e.g.,fwhatfisfthefvalue?fhowf
muchfshouldfIfspend?)
ff Needftofre-architectfthefInternetfprotocolsf
(e.g.,fIPv6,fSMTP,fBGP-SEC,fetc.)f
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Fromfthisfdiscussion,fhefshiftedftoftheftopicfoff
thefeconomicsfoffcyberspace.fHowfdofwefassessf
thefvaluefoffourfnetworks?fWefspendfhundredsf
offbillionsfoffdollarsfprotectingfourfnetworks,fyetf
havefdifficultyfevaluatingfwhatftheyfarefworth.fHef
discussedfafmodelftheyfusedfatfDHSftoflookfatf
theftransactionsfthatfoccurfonfafnetwork.fHefwentf
onftofprovidefsomefmathematicalfformulasfforf
determiningfthefnetfpresentfvaluefoffafnetwork.f
Hefalsofprovidedfsomefthoughtsfonfthefeconomicsf
offsecurityfforfthosefnetworksfandfhowfourf
investmentfmustfweighftrade-offsfinfhowfmuchfwef
investfversusftheflossesfwefexperience.f

Mr.fBeckstromfbrieflyfdiscussedfre-architectingf
thefInternet,fhighlightingfthatfafnumberfoffthefkeyf
protocolsftodayfarefextremelyfvulnerable.fHefopinedf
thatfwe’vefgotftofdiversifyfourfnetworksfandfdiversifyf
ourfprotocolsftofhavefthefresiliencefwefneed.

Mr.fBeckstromfclosedfoutfhisfpresentationfbyf
talkingfaboutfcybersecurityfandfdemocracy.f
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Track�1—CyberspacefOperations

Chapter 9
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Track 1—Cyberspace Operations

Track�Lead
BrigfGenfMichaelfCarey,fUSSTRATCOMfDJ3

Guest
MajfGenfTomfDeppe,fVicefCommander,fAFSPC

Track�Speaker
Mr.fSamifSaydjari,fPresident,fCyberfDefensefAgency

Breakout 1:fJointfCommandfandfControl
Breakout 2: JointfBattlespacefAwareness
Breakout 3: JointfNet-CentricfOperations

Objective
Drawfonfthefdiversefexperiencefoffsymposiumf
participantsftofcollectfuniquefinsightsfonfkeyff
Tierf1fJointfCapabilityfAreasf(JCAs)fcriticalftof
cyberspacefoperations.

Recommendations/Action�Items
ff CreatefCOf“brainftrust”foffindustry/academic/govf
expertsftofadvisefSTRATCOM
ffMandatefbestfpracticesfasfthefstandardfandf
reworkfDoDfprocessesftofmeetfthem
ff Requirefroutinefanalysisfoffdecisionfmakerfinfof
requirementsfandfinfofpathwaysfforfcriticalfDoDf
decisionfmakerftasksf(C2,fetc.)
ff FieldfafscalablefCommonfOperatingfPicturef(COP)f
forfbothfCOfplatformf(network)fandfpayloadf(data)—
mustfincludefplaceholdersfforfunknownsf(legacyf
networks,fblackfholes,fareasflackingfmetrics)
ff Fieldfsecurefnon-IP/non-cyberfbasedfcommsff
forfcriticalfC2
ff Standardizedfandfautomatefsecurityfrequirements/
responsefactions
ff Createfprocesses/measuresfforfallfsourcefcyberf
BDA/effects
ff CreatefaflistfoffSTRATCOMfCOfprioritiesfandfpushf
DoD/industry/govftofsolve

ff CreatefafsinglefDoD/gov/industryfCOfrisk/hazardf
assessmentforgfoutsidefoffoperationsfsimilarftof
safetyfmodelftofconductfassessmentsfoffdecision,f
information,finfrastructureffailuresfleadingftof
operationalfcapabilityfloss
ff Createfafportalfforfcyberflessonsflearnedf
emphasizingfmaxfaccess/minimalfediting
ff DevelopfandfpropagatefDoD/STRATCOMfstrategicf
goalsfandfobjectivesfforfCOf(NNWCfhasfexcellentf
modelftiedftoftasks)
ff Develop,fimplement,fandfpublishfunclassfCOfROEf
forfclarity/deterrencefeffect
ff CreatefafjointfDoD/ODNIfIAfcontrolfforfinfofqualityf
basedfonfinfofqualityfcriteriafinfJPf3-13fsimilarftof
thefIAfsecurityfcontrolfissuedfbyfNISTfforfnon-DoD/
IntelforgsfoffthefFederalfgovernment
ff ReferencefandfimbedfprinciplesfoffJCSfFunctionalf
ConceptfforfBattlespacefAwarenessf(2003)fintofCOf
policies/strategies/insts/JPs
ff ReferencefandfimbedfprinciplesfoffDoDfNetworkf
CentricfOperationsfConceptualfFrameworkf(2003)f
intofCOfpolicies/strategies/insts/JPs
ff CreatefafpolicyftofseparatefcyberspacefopsfIntelf
productsffromfcyberspacefopsfcollectionfmethodsf
tofpreventfover-classificationfoffcriticalfIntelfsharingf
essentialftofworkingfwithfindustry/partners/public
ff ReproduceforfshiftfcriticalfCOfactivitiesfcurrentlyf
managedfbyfthefIntelfcommunityftofDoD/Govf
orgsftofenhance/maintainfpublicftrustf(Perfannualf
Ponemonfstudyfoffgovfandfindustry,fNSAfrankedf
lastfforf2007fandfsecondftoflastfforf2008finfpublicf
trustfoff74fFederalforgs).
ff CreatefafbilletfforfSTRATCOMfJ3Cf(cyber)ftof
supportfJ3fsimilarftofJ3N
ff CreatefC2fcapabilityfforfCOfatfSTRATCOMfthatf
mirrorsfnuclearfC2
ff Setfdeadlinesfforfthefcreationfoffstandardizedftrainingf
andfqualificationfcriteriafforfenlistedfandfofficerfcyberf
operatorsfacrossfDoDfandfciviliansfinfGov/Industry
ff Supportfdevelopmentfoffcyberfoperatorfcareerf
pathsfinfallfServicesfwherefspecialization/
educationfandfconsecutivefoperationalftoursfaref
notfdetrimentalfasfcyberspacefhasffastestfratefoff
operationalfchangefoffanyfdomain
ff RequirefminimumflevelfoffCOfinfallfexercisesf
andfmeasurefsuccessfbyfabilityftofmitigatefcrossf
domainfriskf(lossfoffSA,flossfoffC2,flossfoffIntel,f
etc.),fnotfavoidfit
ff CreatefinternshipfprogramfacrossfSTRATCOMf
entitiesftofrecruitfstudentsf(highfschool/college)fandf
professionalsfintofmilitaryforfgovernmentfservicefinfCO

Key�Takeaways
ff LackfoffDoDfguidance/decisionfmaking
ff LackfoffCOfstrategicfpriorities
ff Needfforfcentralizedfstrategicfleadership
ff Lackfoffnational/internationalfoversight/regulations
ff LackfoffCOfresourcesfandfdomainfknowledgeff
atftheftactical/operationalflevel
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Guest�Speaker/Track�Discussions
Brig Gen Carey:fGoodfafternoon.fI’mfMikefCarey.f
I’mfthefDeputyfDirectorfoffGlobalfOperationsf
STRATCOMfandfIfwouldflikeftofwelcomefyouftodayf
tofCyberspacefOperations—calledfTrackfOne.

Becausefit’sfthefnumberfonefissue—no,fkidding,f
fromfoperation.fI’mfnotfprejudicedfinfthatfregard.

Wefhavefthefdistinctfpleasurefoffbeingfjoinedf
togetherfbyfMajorfGeneralfTomfDeppe,fthefVicef
CommanderfoffAirfForcefSpacefCommand.fHefwillf
offerfsomefperspectivefonfOperationalfSpacefasf
wellfasfMr.fSamifSaydjarifwhofisfthefPresidentfoff
thefCyberspacefDefensefAgencyfandffounderfoff
thatforganization.fBothfoffthesefgentlemenfwillfbringf
differentfperspectivesftofcyberspacefoperations.f
One,fanfAirfForcefandfservicefperspectivefandfnotf
tofstealfthefbloomffromfthefrose,fsir,fIfwillfallowf
youf[tofinformfus]fwhat’sftheflatestfandfgreatestfonf
cyberspacefoperationsfinfthefUnitedfStatesfAirfForce.

Maj Gen Deppe: Thanks,fMike.

IftoldfMikefIfdidn’tfhavefanyfpreparedfremarks,fandfthatf
introductionfmayfjustftakeflongerfthanfmyfremarks.

ButfthisftrackfcalledfCyberspacefOperationsfisf
whatfIfwantedftofparticipatefinfbecausefwefatf
AirfForcefSpacefCommandfarefgoingftofbecomef
thefoperationalfarmfoffthefU.S.fAirfForcefinfcyberf
dealingsfandfinfcyberfoperations.fThisfisftaking,fasf
manyfoffyoufknow,fsomewhatfoffanfawkwardfpathf
tofgetftofSpacefCommand.fManyfoffusfrememberf
backfinf2000forf1999fwhenfcyberfoperationsf
werefgoingftofbeflocatedfatfAirfForcefSpacef
Commandfwherefwefthoughtfitfshouldfbefasfpartf
offCyberspacefCommandfbecausefoffthefnaturalf
marriagefbetweenfspacefcapabilitiesfandfcyberf
capabilities.fBecausefeventuallyfitffoundfitsfhome.

Wefarefinfthefprocessfrightfnowfoffformingfourf
numberedfAirfForce,fourfcombatfoperationalf
numberedfAirfForce,fwhichfisfgoingftofbefcalledf
24thfAirfForce,flocationftofbefdetermined.fWefhavef
donefthefsitingfsurveys,fandfwe’refjustfwaitingfforf
afdecision.fItfcouldfbefonefoffsixfplaces,feitherfheref
atfOffutt,fwhichfisfonefoffthem,forfatfLacklandforf
LangleyforfatfScottforfatfPeterson.

Ifhopefthatfwasfsix.

Butfanyway,fwhenfthatfdecisionfgetsfmade,fwef
willfthenfstandfupfthatfnumberedfAirfForcefandfthef
headquartersforganization.fTheftrainfandfequipflegfoff
thatfwillfbefwithfusfatfPeterson.fAndfatfthefsameftimef
we’refdoingfthat,fyoufarefprobablyfawarefwe’reflosingf
ourfintercontinentalfballisticfmissionfandfthatfisfgoingf
tofGlobalfStrikefCommand—goingftofBarksdale.

ThefonefthingfthatfIffound,fandfMikefmentionedfthatf
I’vefgotfnearlyf42fyearsfonfactivefduty,fthefonefthingf
thatfhasfremainedfconstantfinfthesef42fyearsfisfthatf
we’refalwaysfchanging.

Wefchangeforganizations—wefchangefpatches—
wefchangefthefwayfwefdofthings.fInffact,fIfgavefaf
speechfdownfatfAirfCommandfandfStafffonfchangef
andfIfsaid,f“Youfknow,fI’vefseenfsofmuchfchangefIf
saidfmyflastfcarfcostfmorefthanfmyffirstfhousefandf
myflastfpairfoffshoesfcostfmorefthanfmyffirstfcar.”

Andfthisfisfgoingftofbefanotherfchangefthatfisfgoingf
tofrequirefafculturefshiftfinfourfAirfForcefasfweflookfatf
cyberffromfanfoperationalfandfwarfightingfstandpoint.

Therefarefaflotfoffpeople,fandftherefarefprobablyf
somefinfthisfroom,fthatfthink,fokay,fCyberfCommandf
orfcyberfnumberedfAirfForce,fisfgoingftofbefpartf
offSpacefCommand,fandfallfoffthosefpeoplefaref
goingftofgoftofthefA6.fTheyfcouldn’tfbeffartherf
fromftheftruth.fCyberfoperationsfarefgoingftofbef
intermingledfthroughoutfthefcommandfjustflikefanyf
otherfoperations.fWe’refgoingftofhavefpeoplefinf
thef3,fthef4,fthef5,fthef6,fthef8.fTheyfarefgoingftof
befresponsiblefforftheforganize,ftrain,fequipfoffthisf
missionfareafinfthisfdomain,fwhichfIfthinkfmarriesf
veryfwellfwithfspace.

SofIfwillflookfforwardftofansweringfanyfoffyourf
questions,fbutfnowfI’llfturnfitfbackfoverftofMike,ff
andfhefcanfintroducefourffeaturedfspeaker.fThanks.

Brig Gen Carey:f(IntroducingfMr.fSaydjari.)

Sami Saydjari:fThankfyou.fWhatfIfwouldflikeftofdofisf
startfoutfbeingfcontroversial.

Ifwouldflikeftoftalkfaboutfthefrightfthingftofdo.fAndf
sofonefoffthefthingsfthatfIfwasfadvisedfinfmyfearlyf
careerfwasfthatfgoodfmanagementfisfaboutffiguringf
outfhowftofdofthefthingsfthatfyou’reftoldftofdo,fhowf
tofdofthosefthingsfright.fAndfgoodfleadershipfisfaboutf
figuringfoutfthefrightfthingsftofdo.
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Onefoffmyfconcernsfaboutfthefconferencefsoffarfisf
thatfwe’vefbeenfreallyftalkingfaboutfhowftofdofthef
thingsfwe’vefbeenftoldftofdofright,fandfnotfaboutfthef
rightfthingsftofdo.

OnefoffthefbackgroundfpiecesfthatfI’vefdonefinfthef
workfI’vefdoneftheflastfdecadefisfafstrategicfcyberf
attackfanalysisfinfsupportfoffthefNationalfSecurityf
Council.fItfwasfdubbedfDarkfAngel,fwhichfwasfdonef
fullyffromfopenfsourcefinformation.

Andfthefpurposefoffthatfanalysisfwasftofmakefthef
casefoffhowfbad,fbadfcanfget.fThefconclusionfwasf
thatfafstrategicfcyberfattackfwouldfdoftrillionsfoff
dollarsfoffdamageftofthefU.S.feconomy,ftrillionsfoff
dollars,fandfwouldfcompromisefU.S.fsovereigntyf
infthefendfandfwouldfhavefthefeffectfoffaboutfaf
thousandf[Hurricane]fKatrinas.

WeftalkfaboutfbringingfdownfthefU.S.fpowerfgridf
tofthef70fpercentflevelfandfholdingfitfdownfforfsixf
months.fItfisfaflevelfoffattackfthatfisfnotfacceptable.

Now,fyoufmayforfmayfnotfbelievefthat,fbutf
uncertaintyfaboutfhowfbadfbadfcanfgetfwillfcausefusf
tofdofthefwrongfthing.fSofinffact,fiffyoufdon’tfknowf
thefanswerftofthefquestionfaboutfhowfbadfbadfcanf
getfyoufcan’tfpossiblyfknowfthefrightfstrategyfforf
dealingfwithfthat.fSofIfwouldflikeftofaskfthatfthef
groupfconsiderfveryfstronglyfthefurgentfneedftofdof
afnationalfriskfassessmentfaboutfwherefourfrisksf
liefandftoflookfatfthefgravityfoffthefsituationfinfthef
samefwayfwefdidfinfthefDarkfAngelfandfdevelopf
strategicfcyberfattackfscenariosfagainstfwhichfwef
measurefourfactionsftofseefwhetherforfnotfwef
reducefthefriskffromfthosefscenarios.

Now,ftherefwasfnothingfthatfwasfsaidfinftheflastf
severalfhoursfthatfIfdisagreefwith.fCertainlyfthefDoDf
mustfcomeftoftermsfwithfdefendingftheirfportionfoff
cyberspace.fIfconsiderfthatfhygiene.fAndfit’sfgoodftof
havefgoodfhygiene.fButfit’sfnotfsufficient.fAndfwef
cannotfspendfallfoffourftimefandfresourcesftalkingf
aboutfgoodfhygiene.fWefhaveftoftalkfaboutfdefendingf
thefUnitedfStatesfagainstfstrategicfdamageffromfaf
strategicfnationalfcyberfattack.

Allfright.fSofthosefarefthefremarksfthatfwereff
sortfoffengenderedfbyftheflastfcouplefoffhoursf
aboutfwhatfIfheard.fLetfmefgetfonftofhowfIfthinkf
aboutfthisfproblem.

Ifviewfcyberspacefasfafstrategicfunder-spacefoff
thefinformationfage,fandfwefshouldflookfatfitfinfthef
samefwayfthatfweflookedfatfoverheadfspacefinfthef
latef1950s.fSofIfagreefwithfthefGeneralfthatfit’sfveryf
appropriateftofplacef[CyberfCommand]finfSpacef
CommandfbecausefIfthinkfthefgravityfoffthefsituation,f
thefurgencyfisfveryfmuchfsimilarftoftheflatef‘50sfforf
thefspacefabovefthefearth.

TheflessonsffromfEstoniafandfGeorgiaftellfusfthef
cyberspacefracefisfon.fEstoniafwasfanfexperimentf
infthefwildfoffafcyberspacefattackfbyfRussia.f
Georgiafwasfanfindicationfthatftheyfarefgoingff
tofusefattacksfonfcivilianfinfrastructurefasfpartff
offgeneralfwarfare.

Thesefarefveryfimportantflessonsfandftheyfaref
harbingersfoffwhat’sftofcome.

Softhefcyberspacefracefisfon.fAndfitfisfafspacef
race.fCyberfSputniksfhavefbeenflaunched.fThef
Chinesefcapabilityfisfsubstantial,fbothfinfqualityf
andfquantity,fandfprobablyfexceedsfourfown,fandfIf
knowfthatfnobodyfinfthisfroomfwantsftofthinkfthatf
way,fbutfIfthinkfit’sftrue.fAndfIfthinkfwefarefbehindf
infthefinformation-agefspacefracefthatfweforiginallyf
[technologically]fcreated,fandfthatfisfnotfacceptable.

ThefsecondfpointfIfwouldflikeftofmakefherefisf
aboutfprovidingfforfthefcommonfdefensefoffourf
shores.fCyberspacefisfafpartfoffourfterritory.fTheref
isfnofquestionfaboutfthis.fAndfitfisfanfessentialfpartf
offourfterritory.

Fabric of Cyberspace

• Strategic “Under-space” of the Information Age

– Analogous to overhead space in the late 1950s

– The Lessons of Estonia and Georgia

– Cyberspace race is on—Cyber Sputniks launched

• Providing for the Common Defense - The “Shores”

– Notion of Cyber Territory & Tragedy of the Commons

• Cyber Immunity—How much to invest?

– Body Dedicates 10% of its resources to immunity

– Priority to the Vital Organs—hypercritical four
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Ourfcriticalfinfrastructurefprovidersfarefonfthef
shoresfoffthatfterritory.fWefdofnotfaskfpeoplef
whoflivefonfthefshoresfoffourfphysicalfterritoryf
tofbearfthefcostfoffdefendingfthefUnitedfStatesf
againstfforeignfinvasionfonfthefbeaches.fSimilarly,f
wefcannotfaskfthefpeoplefwhofarefoperatingfthef
powerfgridsfandfthefbankingfsystemsftofbearfthef
costfinfthefdefensefoffthosefsystemsfwhichfaref
criticalftofourfstatusfasfaffirst-worldfnation.

SofwefmustflookfbackftofthefConstitutionfinftermsf
offprovidingfforfthefcommonfdefense.fThesefaref
costsfthatfwefhaveftofbearfasfafsociety.fWefcannotf
askfthosefwhofarefonftheffrontflineftofbearfthatfcost.f
AndfitfisfsquarelyfinfthefmissionfoffthefDefensef
DepartmentfoffthefUnitedfStatesfoffAmericaftof
defendfourfcyberfsoilfagainstfstrategicfcyberfattack.

AndfthisfnotionfthatfDoD’sfbusinessfisftofdefendf
DoD’sfnetworkfisfanalogousftofthefwhitefbloodf
cellsfoffthefbodyfgivingfexclusivefpriorityfdefendingf
thefimmunityfsystemfatfthefriskfof,fandfexpensef
offthefheart,fthefbrain,fandfthefsoul.fThatfisfnotf
reasonable.fThat’sfnotfafreasonablefpositionfandff
wefmustfchangefthat.

Whichfbringsfmeftofmyfthirdfanalogy—whichfthosef
offyoufwhofknowfmefunderstandfthatfIfthinkfveryf
muchfinftermsfoffthesefanalogies,fandfwhatftheyf
canfbringftofus.fCyberfimmunityfisfafquestionfaboutf
whatfisfitfthatfwefshouldfinvestfandfhowfshouldfwef
investfit.fThefbodyfdedicatesfaboutf10fpercentfoffitsf
resourcesftofthefimmunityfsystem.fDofwefdedicatef
10fpercentfoffourfresourcesftofdefendingfourf
cyberspacefinftermsfoffIT?fNotfevenfclose.fWe’ref
offfbyfatfleastfoneforderfoffmagnitudefandfprobablyf
two.fWefmustfmakefanfargumentfinfafbusinessfcasef
forfthefrightflevelfforfinvestment.fItfcan’tfsimplyfbef
whateverfisfleftoverforfwhateverfthatfwefthinkfthatf
wefcanfsell.fWefmustfmakefthefcasefonffirstforderf
principlesfoffwhat’sfnecessaryftofinvestfbecausef
wefhaveftoflookfatfwhatfthefrisksfare.fAndfiffthef
risksfarefourfnationalfsovereigntyfandftheyfarefinfthef
trillionsfoffdollars,fwefarefwayfunder-invested.fAndfiff
youfdon’tfknowfagainfwhatfthatfgravityflevelfis,fthenf
we’refnotfdoingfourfjobfhere.

Whatfarefthefprimaryfvitalforgansfwefneedftof
defend?fLetfmefgetfonftofthis.fThisfisfwhatfIfcallf
thefhypercriticalffour.

Electricalfpowerfisf[the]fmuscularfsystemfoff
UnitedfStatesfoffAmerica.fNinety-fivefpercentfoff
ourfGNPfdependsfonfelectricity.fOurfsuperpowerf
statusfdependsfonfpower.fTheflessonsffromf
HurricanefKatrina,fwhichfwasfafnaturalfdisaster,f
showsfusfthatfafportionfoffourfcountryfwentffromfaf
first-worldfcountryftofafthird-worldfnationfovernightf
andfstayedfthatfwayfforfweeks,fandfsomefarguef
forfmonths.fImaginefthatfeffectftimesfafthousandf
acrossfthefUnitedfStatesfforfafminimumfoffsixf
months.fThatfisfafcompromisingfeventftofourf
sovereignty.fThatfisfnotfacceptable.

Again,fyoufcanfsayfI’mfwrong.fYoufcanfchallengef
thefassertion,falthoughfIfwillftellfyoufthatfDarkf
Angelfwasfheavilyfvettedfwithfinfrastructuref
providers.fButfiffyoufthinkfI’mfwrong,fthenfitfisf
incumbentfuponfyouftoffindfoutfwhatflevelfoff
damagefisfpossiblefbeforefyoufdecidefwhatfthef
rightfcoursefoffactionfis,fandfdecidefwhatftheff
rightfthingftofdofis.fBecausefevenfthoughfyouff
havefbeenftoldftofdofX,fpartfoffyourfjobfisftoff
figurefoutfwhetherfXfisfwhatfyoufshouldfbeff
doingforfsomethingfelse.

Secondly,ftelecommunicationsfisfthefnervousf
systemfoffourfcountry.fWithoutfit,fnonefoff
thefcriticalfinfrastructurefcanfoperate.fCanfourf
telecommunicationsfinfrastructurefstandfafstrategicf
cyberfattackfbyfafwell-resourcedfnationfwillingftof
spendfafbillionfdollarsfandfthreeftoffivefyearsfinf
preparationfforfattackfagainstfourftelecom?fThef
answerfisfno.fAskftheftelecomfproviders,ftheyff
willftellfyoufso.fNo,fthat’sfnotfokay.fWefcan’tff
livefwithfthatfanswer.

Thefbankingfsystemfisfourfcirculatoryfsystem.ff
Asfwe’vefseenfinftheflastf18fmonths,finfparticularf
theflastfsixfmonths,fourfwholefworldfrestsfonfthef
integrityfoffthefbankingfsystem.fThefintegrityfoff
thatfsystemfandfthefabilityftofdefendfagainstfaf

Hypercritical Four
The Nation’s Vital Organs

• Electrical Power - Muscular System
– 95% of GNP depends on electricity

– Lessons of Katrina:  1st3rd world

• Telecommunications - Nervous System

• Banking - Circulatory System

• Oil and Gas - Digestive System
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nation-statefadversaryfisfnotfgreat.fTheyfdofveryf
wellfagainstforganizedfcrime.fTheyfwon’tfdofsoff
wellfagainstfnation-states.

Andfoilfandfgasfisfourfdigestivefsystem.fIffthatfisf
destroyed,fwefarefoutfoffluck.

Now,fI’mfgoingftofskipfthisfslide—well,fletfmef
sayfafcouplefoffthingsfaboutfthis.fOnefisfinftermsf
offjointfbattlefspacefawareness;ftofaffirstforderf
approximation,fiffweflookfatfthefstealthiestfoff
thefstealthfattacksfthatfwefknowfof,fwefaref
approximatelyfblindftofthosefattacks.fIffweflookfatf
infrastructurefattacksfandflifefcyclefattacks,fwhichfIf
knowfweftalkfaboutfinfanotherfsession,fforfexample,f
wefarefblindfandfunableftofstopfthosefkindsfoff
attacks.fThatfisfnotfokay.fWefcan’tflivefwithfthat,f
andfwefcan’tfwaitfforfthefDHSftofstandfupfsuchf
capability.fWefcannotfsayfitfisfnotfourfjob.fItfisfourf
jobfasfcitizensfandfmilitary.

Thefotherfthingfaboutfcommandfandfcontrol,fjustftof
skimfdownftofBulletf3fhere,fcommandfandfcontrol,f
it’sfreally,freallyfimportantfinfmyfmindfwhenfyouf
havefafvery,fveryfhardfproblemflikefwefhavefhere,f
tofhavefsomefusefcases.fAndfso,fagain,fyoufknow,f
wefneedfDarkfAngelftofhelpfthefUnitedfStatesfandf
tofhelpfthefWhitefHousefunderstandfwhetherftheirf
strategyftofdefendfcyberspacefwasfadequate,fsofwef
createdfafusefcasefor,fiffyoufprefer,fanfabusefcase,f
offstrategicfcyberfattack.

TofmefIfthinkfthefwayftofhandlefthisfproblem,fatf
leastftofgetfgoingfonfhowftofdofthefrightfthingfasf
opposedftofdofwhatfwe’refdoingfright,fisftofdevelopf
aboutfafhalffafdozenftofafdozenfstrategicfcyberfattackf
scenariosfonftheforderfoffDarkfAngelfthatfwefdidf
forfNSC,fandfcomparefeveryfactionfwefdoftofthisf
standard.fTofaskfthefquestion,fdoesfthisfmitigatefthef
risk?fDoesfitfreduceftheflikelihoodfoffthesefattacks?f
Doesfitfreducefthefdamageffromfthesefattacks?

Andfiffthefanswerfisfno,fstopfdoingfthatfandff
dofsomethingfthatfgivesfthefanswerfoffyesftoff
thatfparticularfattack.

Andfoncefwefhavefanfunderstandingfoffthefkindsf
offthingsfwefneedftofdo,fthefkindsfoffdecisionfthef
PresidentfneedsftofmakefonfDayf1foffafstrategicf
cyberfattack,fwhichfIfassertfwefdon’tfhavefrightf
now,fthenfthefcommandfandfcontrolfinfrastructuref
wefneedftofdeployfthesefdecisions—tofexecutef
thosefdecisions—willfbecomefclear.fAndfthenf
oncefthefdecisionsfthatfwefneedftofmakefandf
thefcommandfcontrolfwefneedftofsupportf
thosefisfclear,fthenfitfwillfbecomefclearfwhatf
intelligencefwefneedftofgainfinforderftofsupportf
thosefdecisions.fIfthinkfwhenfwe’refreversingf
thefprecedencefoffintelligencefandfcommandfandf
control.fThisfisfbecausefoffhistoricalfreasonsfthatf
wefhavefdonefcyberfcomputerfnetworkfexploitationf
beforefwe’vefdonefanyfoffthesefotherfthings.fSof
nowfwefhaveftoffigurefoutfagainfthefstrategicf
scenariosftofdrivefthoseftoffigurefoutfwhatftheff
rightfthingfdofis.

Now,fsofthosefarefmyfcommentsfthatfarefsortfoff
deepfandfveryfphilosophical.fAndfIfknowftheyfareff
kindfoffafdowner,fright?fBecausefnobodyfwantsftof
hearfthatfwe’vefgotfaflotfoffworkfdofandfnobodyf
wantsftofhearfthatfwefreallyfneedftoffigurefoutfthef
rightfthingftofdo,fbutfpartfoffmyfjobftodayfisftofsayf
thingsfpeoplefdon’tfwantftofhearfsofIfapologizeff
iffIfoffendedfanybody.

WhatfIfwantftoftalkfaboutfherefarefsomefcategoriesf
offhowftofthinkfaboutfthisfoverfforfourfdiscussionfthisf
afternoon.fAndfI’mfnotfgoingftofdofthefreview.fI’mf
goingftoftalkfaboutfaffewfoffthesefbecauseftherefisn’tf
timeftoftalkfaboutfallfoffthem.fButfthesefarefthingsf
thatfIfreallyfthinkfwefneedftofthinkfaboutfandfhowftheyf
workftogetherftowardsfachievingfthefkindsfoffplansfandf
playbooksfthatfwefneedftofbefableftofbefworkingffrom.

Challenging Questions for DoD
Tier 1 Joint Capability Areas (JCAs) Critical to Cyberspace Operations

• Joint Battlespace Awareness
– What is going on in Cyberspace and elsewhere?

• Joint Net Centric Operations
– How do I maintain decision superiority?

• Joint Command and Control
– What can I do to mitigate operational risk?

• Solutions through Vision Architecture

Vision Architecture

Strategy and Tactics

Operate
-Systems

-Components

Theory of Control

Design
-Systems

-Components

Theory of Defense

Tools

Science

Theory of System
 M

etrics

Technology Plans & Policy

Systems Integration and Test
Theory of System Test

Assessment
Theory of System Attacks

Know
ledge Capture &

 Exploit
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Wefneedfstrategiesfandftactics.fAbovefallfelsef
wefneedftofunderstandfwhatfwefneedftofdofinfaf
strategicfcyberfattack.fAgain,fIfwouldflikefforfusf
toffocusfourfattentionfonfthefmostfdamagingfoff
attacksfbecausefiffweffocusfourfattentionfonfallfoff
theftacticalfstufffthat’sfgoingfonftoday,fwe’refgoingf
tofmissfthefbigfpicture.fYes,fwefshouldfbefdoingf
thatfstuff—defendingfourfnetworks—I’mfnotfsayingf
wefshouldn’tfdofthat.fWefshouldfalsofspendftime,f
resources,fandfbrainfpowerfatfthefstrategicfscenariosf
becausefiffwefdon’t,fwefarefgoingftofgetfbitten.

Softhisfisfthefoverallfpicture,fandfI’mfgoingftof
focusfonfaffewfoffthese—strategyfandftactics—
operations—andfafbitfaboutftechnologyfandfscience.f
AndfmaybefI’llfmentionfaflittlefbit—I’mfgoingftofskipf
overfdesignfbecausefthere’sfnotfaflotfofftime.

Ifthinkfinfoperations,fwefdon’tfhavefaftheoryfoff
controlfonfcyberspace,fmeaningfwhatfthingsfdo—wef
needftofdo—willfhavefwhatfeffectsfagainstfwhatfpartf
offthefattackfspace.

Thefattackfspacefisfhuge.fThefcountermeasurefspacef
isfhuge.fThefunderstandingfoffhowftofmapftheftwof
andftofunderstandfhowftofre-configurefafsystemf
tofoptimizefyourfdefensefagainstfafparticularfattackf
isfnotfwellfunderstood.fNow,fIfsayfthatfinfcriticismf
offthefR&Dfcommunity,fbeingfafmemberfoffthatf
[community],fforfhavingffailedftofdevelopfthosef
concepts.fButfinffact,fwefarefwherefwefare,fandf
wefhaveftoffigurefoutfwhatfwefdofinftheffacefoffaf
confickerfattackfversusfafGhostNetfattackfversusfaf
DDoSf[DistributedfDenial-of-Service]fattack.fWefneedf
tofunderstand,fandfwefneedftofunderstandfitfnow.

AnotherfpointfIfwantftofmakefhere,fandfIfshouldfhavef
madefitfaflittlefbitfearlier,fisfthatftheffrontflinef[infaf
strategicfcyberfwar]fisfnotfinfthefDoD,fthatfisftofsayfthef
DoDfwillfcertainlyfbefattackedfinfthefnextfcyberfwar,fbutf
willfnotfbefthefprimaryftarget.

Thisftheoryfoffcontrolfhasftofextendfintofthefprivatef
sector.fAndfsofwefhaveftoflookfatfdifferentfkindsfoff
models—aboutfhowftheyfoperate—andfworkfwithf
themfforfthisfkindfoffcontrol.fAndfIfthinkfthefnotionf
offthefmilitaryfparachutingfintofthefoperationsfroomf
offelectricalfpowerfgridfplantforfintoftheftelecomf
operationsfroomftoftryftofhelp—Ifthink—isfkindfoff
ridiculous.fIfdon’tfthinkfitfwouldfbefreasonablefthatf
thatfwouldfwork.

Andfsofwefreallyfhaveftofrecruitfpeople,fIfthink,finf
afmilitia-typeffashion,fwhofarefonftheffrontflinesf
offthesefwars—practicefwithfthem—engagefinf
thefdevelopmentfoffthefstrategicfcyberfattackf
scenariosfandfthefdefensefplansfwithfthem—asf
wefdevelopftheoriesfonfhowftofcontrolfthefmostf
damagingfandfdevastatingfattacksfwefcanfthinkfof.

SofwhenfyoufthinkfoffCyberfCommand—youfthinkf
aboutfSTRATCOM,fNORTHCOM—Ifthinkfyoufhavef
tofthinkfaboutfafdifferentfkindfoffmodelfforfthef
engagementfoffafdefense,fincludingfthefmilitiaf
modelfoffpeoplefonftheffrontflinesfoffthefwarfwhof
willfreallyfbefthere.

ThefotherfpointfIfwouldfmakefinfthefoperationsf
communityfisfthatfthefbestfoffourfbestfoperatorsf
arefatfleastftenftimesfbetterfthanfourfaveragef
operator.fTherefarefsomefveryftalentedfoperationalf
defendersfoutfthere—amazingfpeople—peoplefwhof
found,fyoufknow,fthingsfthatfnobodyfelsefwouldf
haveffound.fWefhaveftoffindfafwayfoffbringingf
thatfincredibleftalentfdownftofthefaverageftypefoff
operatorfwhofhasfmuchflessfexperiencefandfinsightf
andfmakingfthatfvisiblef[tofthefaveragefoperators].f
AndfIfthinkfafwayftofdofthat,fforfexample,fisftof
capturef[infanfexpertfsystem]fhisftriggers,fhisfcues,f
andfthefkindsfoffthingsfthatfpersonflooksffor—
andfmakefthatfkindfoffknowledgefavailableftofthef
averagefpersonftofmultiplyfthefkindsfoffoperationsf
thatfwefdofinftermsfofftheirfeffectivenessfagainstf

Operate
• Goal

– Create a Theory of Control in Cyberspace Operations
– Understand optimal static configurations 
– Understand how to reconfigure with dynamic risk 
– Realize that iterative control with feed-forward (standards) and 

feedback (effects) loops needed to reached desired state

• Near Term
– Create and retain Super Operators
– 10X effectiveness difference between the best and average
– Knowledge capture of top system operators
– Encode knowledge in expert systems and make them available
– Expert systems become advisory to average operator

Knowledge Capture and Exploit

• Goal 
– Create frameworks and processes to capture existing 

knowledge and make it widely available

• Near Term
– Look for other pockets of key knowledge by targeting 

cyberspace communities encompassing the old-guard, front 
line operators, new blood, etc.



2009 Cyberspace Symposium Proceedings  u  99

cyberfattacks,fbecausefreallyfiffyou’reftalkingfaboutf
somethingftofbetterfourfpostureftomorrow,fit’sfnotf
aftechnology.fIt’sfoperatingfdifferentlyfandfcapturingf
thefvery,fveryfhighlyftalentedfpeoplefwhofarefveryf
creativefinfdefendingfourfnetworks.

Strategiesfandftactics.fThisfisfonefoffmyfmanyff
soapfboxes,fbutfonefoffthefmostfimportantfones.f
Wefhavefdevelopedfstrategiesfandftactics,fforf
example,fforftakingfthefhighfgroundfinfafbattlef
throughfmany,fmanyfmillenniafoffpeoplefnotff
takingfthefhighfgroundfinfbattlefandfhavingfitfhurtf
reallyfbad.fYoufloseflotsfofftroopsfwhenfyou’refinf
afbattle,fandfyouffigurefoutftheflowfgroundfisfnotf
veryfhelpful.fWefdon’tfhavefmillenniafinfcyberspacef
andftheffirstfstrategicfcyberfattackfblowfwillfbef
very,fveryfdamaging.fWefcan’tfwaitfuntilfwefhavef
millenniafoffexperiencefinforderftofdevelopfourf
strategiesfandftactics.fOurfonlyfhopefherefisftof
designfrealfexperiments,fandfI’mfnotftalkingff
aboutfexercisesfinfthefmilitaryfwherefyoufdofaff
littlefbitfoffcyber,fwherefyouftiefcyberfattackers’f
handsfbehindftheirfbackfandfblindfoldfthem,fandff
letfthemfoperateffromf12:01ftof12:02fatfnightf
sofyoufdon’tfinterferefinfthefoperationsfoffthef
exercise.fI’mftalkingfaboutfanfhonestftofgoodnessf
experimentfwherefthefactionfandfintentionfisf
tofdevelopfsterlingfstrategiesfandftacticsfatfthef
nationalflevel,fandfplaybooksfaboutfwhatfwe’ref
goingftofdofinfthefcontextfoffeachfoffthese.fWhatf
arefthefactions?fWhatfarefthefpossibilities?fWhatf
arefthefprosfandfconsfwithfeachfpossibility?f
WhatfisfthefPresidentfgoingftofdo?fWhatfisfthef
CommanderfoffSTRATCOMfgoingftofdo?fWhatfisf
DHSfgoingftofdo?fWhatfisfNORTHCOMfgoingftof
do?fAndfwhatfisfthefcivilfsectorfgoingftofdo?fWef
don’tfhavefthosefplaybooks.fThatfisfurgent.fThereff
isfnofexcusefforfnotfhavingfthatfplaybookf
tomorrow.fSomebodyfcanfsketchfonfthefbackfoffaf
napkinfthisfevening,fhandfitftofthefPresident,fandf
we’vefgotfthefstartfoffafplaybook,fandfwefshouldf

iterate.fTherefisfnofexcusefforfnotfhavingfthatf
playbookftoday.fAndfthefexcusefoffthat’sfnotfmyf
job,fthat’sfDHS’fjobforfsomebodyfelse’sfjobfwillff
notfholdfmusterfwhenfwefarefunderffirefinfaf
strategicfattackfagainstfthefUnitedfStates.

Wefneedftofdrivefthesefexperiments,fandfwef
needftofhavefourfbestfoffthefbestfinfthefredfteamsf
operatingfagainstfthefbestfoffourfbluefteams,fandf
wefhaveftofincludefthefcriticalfinfrastructurefbecausef
theyfarefonftheffrontflinesfoffthisfwar.

AnotherfpointfIfwouldflikeftofmakefisfreallyfafmetricsf
pointfthatfI’mfmakingfonfthisfslidefatfthefbottom.fIf
thinkfwefreallyfhaveftoflookfatfriskfreductionfasfthef
primaryfmatrixfoffthefeffectivenessfoffwhatfwefdo.f
Riskfreductionfparticularlyfinftermsfoffstrategicfriskf
reductionfisfwhatfit’sfallfabout.fAndfriskfreductionf
return-on-investment,fmeaningfforfeachfdollarfthatf
wefspend,fhowfmuchfarefwefreducingfourfrisk,fisf
reallyfwhatfthefinvestmentfstrategyfshouldfbefabout.

Softhefkindfoffmethodologiesfoutfthere,fNSA’sf
MORDAf[Mission-OrientedfRiskfandfDesignfAnalysis]f
riskfmanagementfandfrelatedfriskfmanagementf
methodologies,farefthereftofhelpfusfprioritizefourf
threatsfandfvulnerabilitiesfandfattackfareasfwef
worryfaboutfsofwefareffocusedfonfthefrightfthings.f
Riskfmanagementfandfunderstandingfoffthefkindf
offattacksfatfthefstrategicflevelfarefcriticalftofourf
planningfprocess—tofourftechnologyfdevelopmentf
process—tofourfoperations—tofeverything.fWef
mustfhavefafmetric.fRiskfreductionfisfthefbestf
metricfI’vefseenfinftheflastfquarterfcentury.fWefmustf
operationalizefthat.fWefmustfholdfitfout,finfeverythingf
wefdo,fasfthefstandardfbyfwhichfwefmeasuref
whetherfsomethingfisfthefrightfthingftofdofnext.

Strategy and Tactics

• Goal
– Quickly develop stratagems and playbooks indexed to 

situations at multiple echelon levels
– Get ahead of adversary’s cyber OODA loop

• Near Team
– Train like you fight!
– Design experiments between red and blue cyber operators 

to develop and test strategies
– Drive experiments on a National Cyber Range
– Review existing strategy for effectiveness against risk-

reduction metrics

System Integration and Test

• Goal
– Create a Theory of System Test in Cyberspace Operations

– Create principles and practice of measuring system goodness 
along multiple dimensions

• Near Term
– Drive contract requirements for better/more secure integration

– Identify most damaging potential attacks and focus resources 
there using NSA’s MORDA risk management methodology
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Onftechnology,fIfwillfsayfthatftherefisfafvastf
untappedfresearch/resourcefthatfhasfbeenfdonef
byfDARPAfandfotherfsponsorsfthatfwefhavef
notfdeployed.fMuchfoffitfisfuseful,fsomefisfnot.f
OnefoffthefthingsfIfhavefseenfisfanfunfortunatef
disconnectionfbetweenfoperationsfandfR&Dfthatf
hasflastedftooflongfinfthisffield.

Wefneedfvisionaryfleadershipftofpickftenfoffthef
topfcapabilitiesfourfnationfneeds—suchfasfcyberf
indicationfandfwarnings—cyberfcommandfandf
control—cyberfplaybooksfatfthefnationalflevel—andf
drivefthefR&Dffromfthesefcapabilities.fTherefneedsf
tofbefaftop-levelfvision.fSomebodyfhasftofstepfup.f
STRATCOMfseemsflikefafgoodfplace.fMaybefit’sf
SpacefCommand.fButfsomebodyfmustfestablishf
thefvisionffromftheftopflevelfdownfandfdrivefthef
R&DfandfdrivefthefengineersfoffthefUnitedfStatesf
capabilityftofmakefsurefthatfwefarefableftofdefendf
againstfstrategicfattack.

Andftechnologyfhasfafkeyfrolefhere,fandfwefdofnotf
havefmuchftimeftofwaste.fAndfsoftheftechnologyf
hasftofbefdriven.fAndfbyfthatfIfdon’tfmeanfthatfwef
wantftofwaitforfevenfthatfwefwantftofhavef18-monthf
orfsix-monthfhorizonfR&D.fWefshouldfdefinitelyfdof
near-termfresearch,fbutfwefshouldfalsofhavefafwholef

portfoliofwithftheffullfspectrumfoffthefkindsfoffthingsf
thatfwefwantftofdo.

Andfthefdeepfsciencefunderneathfthisfisfbroken.fIf
thinkfwefhavefnotfdonefenoughfoffthat—andfthisfisf
notfthefrightfforumftoftalkfaboutfitfhere—althoughf
I’llfsayfitftofstimulatefsomefdiscussions.

Therefarefsomefhardfproblemsfwefarefgoingftofhavef
tofovercome.fThefmetricsfproblemfforfexample—wef
lookfatfitfeveryfthreefyears—wefpullfupfthefrock,flookf
underfit—wefsay,fthat’sfhard,fandfwefputfthefrockf
backfdown.fIt’sftimeftoffacefsomefoffthesefdeepf
sciencefproblemsfandfhavefafcontinuedfinvestment.

IfthinkfthatfI’llfwrapfupfhere—andfI’llfsayfsomethingf
aboutfthefurgencyfhere—theflastfbullet.fWefshouldf
havefstartedfyesterday.fThere’refaflotfoffthingsfthatf
wefcanfdofnow—rightfnow—notftomorrow—butf
now.fParticularlyfinfthefworkshopfandfwhenfyouf
gofhomeftonight—therefareflotsfoffthingsfyoufcanf
doftofreducefourfriskfposturefoffstrategicfcyberf
vulnerability—whichfisfthefmetricfIfhavefandfwef
needftoffocusfonfthis.

Brig Gen Carey:fIfdon’tfknowfhowfmanyftimesfyouf
notedfthatfafpokefinfthefribsforfafproddingfalongf
tofgetfenergyftoforganizationsfthatfare—manyfoff
usfrepresentfwerefjustfpresented.fIfthoughtfitfwasf
reallyfnice.fRightfinffrontfherefisfMr.fPattermann,f
whofisfDirectorfoffTrainingfExercises.fSofwhenfyouf
saidfexercises,fIfsaidftofmyselffhowfhandyfthatfisfsof
wholefwillfbefableftoftake.fHere’sfafcouplefthingsfIf
jottedfdownfthatfyoufshouldffindfpejorative.fIffnot,f
we’llfgetfmorefcoffeefoutfandfthenfyoufwillfthinkfso.

Forfexample,fwhenfyoufthinkfaboutfexercisesfandf
whofthefownersfarefandfwhofthefleadersfarefinf
cyber—isfitfDoD—isfitfcivil—isfitfcommercial—isfitf
private—orfisfitfallfoffthat—andfwhofisftoflead—af
service—afCOCOM—orfsomefotherfagencyfthatfisf
representedfinfanotherfcapacity?

Resourcefapportionmentfisfhighlyfcontentious.fTenf
percentfoffthefresourcesfgoingftofcyberfdefensef
wouldfcomeffromfinsurance.fIt’sfmaybefnotfafzerof
sumfgame,fbutfit’sfprettyfclose,fsofwefneedftofthinkf
throughfthat.fAndfit’sfkindfoffanfinterestingfissue,f
especiallyfwhenfyoufthinkfaboutfaccountabilityfandf
sharedfdefense.fWhenfyoufthinkfaboutfthefshores—
whoflivesfonfthefshores—howfmuchfinvestmentf
isfitftofthosefwhofbenefitffromfthefenterprisesfbutf
don’tfbearfthefburdenfoffthefenterprises?

Technology

• Goal 
– Create technology to mitigate high risk

• Near Term
– Vast untapped research from DARPA and DoD R&D
– Identify priority research take-up opportunities

Science

• Goal 
– Discover the key knowledge that will change the risk equation

• Near-Term
– Identify hard research problems with the most operational 

impact and communicate those to the research community in 
ways the research community understands

– Set operationally relevant progress metrics and hold the research 
community to those metrics annually
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Riskfreductionfversusfriskfmanagement.fAflotfoff
whatfwefdofinfthefDepartmentfoffDefensefat-largef
isfaboutfriskfmanagement.fUnderstandingfthefriskfisf
theffirstfandfforemostfpart,fwhichfIfthinkfwasfalludedf
to.fMaybefyoufdon’tfunderstandftheffullfscopefoffthatf
riskfbecausefwefhaven’tfinvestedfenoughfenergyfinf
lookingfunderfthatfrock.fYoufknow,feveryfsofoften,f
weflook,fputfthefrockfbackfdown,fandfkeepflookingf
throughfit.fKnowing…throughoutfthefroomffromftimef
toftimeffindfthatftherefisfafpocketfoffindividualsfheref
andftherefwhofcertainfthoughtsfhavefresonatedfwith.f
Civilflibertiesfversusfprinciplesfoffsecurity—andfthef
challengefongoingfthere.fAsfyoufgetfintofthefcyberf
world,fthat’sfparticularlyfproblematic.

Wefhavefafnumberfoffalliesfwithfusfhereftoday,f
andfalthoughfthefprincipalsfarefthefsame,fthef
actualfrulefsetsfmayfbefdifferent.fSofhowfwillf
thosefplayfinfafcoalitionfenvironmentfasfwefmovef
forwardfwithfourfpartners?fAndfthenfR&Dfversusf
Ops—that’sfafperpetualfchallengefinfindustryf
andfDoD.fAndfagain,frolesfandfmissions.fWhof
doesfwhatftofwhomfandfunderfwhatfauthority—
withfwhatfbudgetaryfauthorityfasfwell?

Sofiffyoufdidn’tfhavefafthoughtfaboutfsomefoffthosef
things,fthosefareftheffirstfthingsfthatfkickedfmefinf
thefshins,fasfyoufwerefstandingfnextftofmefhere.f
AndfIfunderstandfthere’sfafquestionforftwofalreadyf
postedfandfreadyftofbefpresented,fsofplease.

Participant At Large:fYoufmentionedfplaybooks.fI’mf
wonderingfwhatfthefgovernmentfisfdoing?fPrivatef
industry,fprivatefcompanies,fAmazon,fGooglefhavef
beenfattacked—sharingfthesefthings—areftheyf
sharingfthefplaybooks—buildingfliaisons?

Maj Gen Deppe:fTheyfare.

Sami Saydjari:fTheyfarefstartingftoftryftofworkf
together.fIfthinkfthatftheyfarefprimarilyfworking.f
Tofthefextentftheyfarefworking,fsomefoffthemfaref
workingfbetterfthanfothers.fBankingftendsftofworkf
well.fTelecomfworksfwell,fprimarilyfbecauseftheyf
alreadyfhadfestablishedfrelationships,fevenfbeforef
DHSfsteppedfin.fTheyfworkfwellfagainstftacticalf
situations.fIfdon’tfthinkftheyfworkfwellfagainstf
strategicfsituationsfbecauseftheyfhaven’tfthoughtf
aboutfthefreally,freallyfbadfstuff.

Participant At Large: Ifthinkfyoufmightfbef
reachingftofsayfthefDepartmentfoffDefensefwillf
befresponsiblefforfdefendingfprivatefcompanies,f
bankingforfutilityfcompanies.fThefonefwayfwefcanf

thinkfoffdoingfthatfisftofsecurefthefnetworkfor,f
B,fbuildfafwallfaroundfthemfsoftheyfcan’tfgetfinf
anyway.fNeitherfonefoffwhichfthefprivatefcompaniesf
likefusftofdo.fHowfdofyoufgetfaroundfthat?

Sami Saydjari:fBasicallyfwhatfhefsaid.fThefDoDf
wouldfhavefdifficultyfdefendingfthefprivatefsectorf
unlessftheyfarefinside,forftheyfbuildfsomefwallfaroundf
thefprivatefsectorfandfhowfdofIfproposeftofdofthat?

MyfanswerfisfthatfIfthinkfthat’sfwhyfIfintroducef
thefnotionfoffafmilitiafbecausefIfthinkfyoufhaveftof
recruitfthefpeoplefwhofarefinsidefoffthesefnetworksf
tofoperatefwithfus,fandfwithfDoDfsupport,fasfpartf
offthefDoD’sfoperations.fSofiffyoufarefafCSOf[Chieff
SecurityfOfficer],fforfexample,foffanfelectricalfpowerf
grid—anfimportantfpartfoffpowerfgrid—you’refalsof
colonelfso-and-sofoffthefmilitiafforfcyberspacef
defense—andfyoufoperatefandfexercisefwithfthef
DoDfinftheffacefoffafstrategicfattackfscenario.fSof
essentiallyfyoufrecruitfthefofficersfoffthisfkindfoff
strangefmilitiafthat’sfinsidefoffthesefcompaniesf
operatingfcriticalfinfrastructure.fAndfbyfthefway,fwef
makefourftechnologyfavailableftofthemfasfwellfandf
dofsomefoffourfR&Dfandfsupportftheirfdefensesftof
makeftheirfsystemsfmorefrobust.

Participant At Large: TrapperfJohn.fIfdon’tfhavef
afquestion,fbutfIfgotfafcouplefoffcomments.fFirstf
off,fwithfthefgentlemanfthatftalkedfaboutfbuildingfaf
wall.fIfwasfinfPeterfKiewitfInstitute…literallyfclosedf
infafnuclearfpowerfplant,fyoufknow—cutfitfoffffromf
thefrestfoffthefworld.fButfpointfbeingfthatfbuildingf
afwallfdoesn’tfworkfbecausefdownfthefroadfaflittlef
waysfwasfthefwaterfinfrastructurefthatfiffhefhadf
thefnuclearfpowerfplantfandfitfwasfasfvulnerableftof
cyberfattackfasfthefpowerfplantfwouldfhavefbeenf
hadfitfnotfbeenffor…Butfwithfrespectftofyourfusefoff
theftermfmilitia,fIfjustfhavefa—Ifhadfafthoughtfandf
suggestion.fThatfwerefthefnationftofbefattackedf
fromfafkineticfrespect,fyoufknow,fwefhavefwhatf
wefreferftofasfviralfpolice,fambulancefdriversfandf
sofforthfasffirstfresponders.fAndfmaybefinsteadfoff
usingfaftermflikefmilitiaforfsomethingfespeciallyfasf
itfrelatesftofthefprivatefindustry,fmaybefwefneedftof
thinkfaboutfbroadeningfourftermfofffirstfrespondersf
asfitfrelatesftofcyberspace.

Sami Saydjari:fOkay.fOtherfquestionsfand—okay.f
Gofahead.

Participant At Large:fChina,fRussiaftechnologyf
challengefasffarfasfthemfbeing…Iffyoufhadftof
categorizefitffurther,fwouldfyoufsayfthatftheyfaref
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technologicallyfmorefadvancedforfdoftheyfexist?fThef
politicalfwillftofdofthingsfthatfthefUnitedfStatesfwon’tf
dofandfnofmatterfwhatfarchitecturesfwefestablishf
wefdon’tfestablishfthefpoliticalfwillftofretaliatefbasedf
uponfwrappingfaroundfanfaxlefwithfattribution.fDof
youfbelievefwe’llfeverfbefableftofrespondftofwhatfyouf
sayfwe’llfbefthrownfat?

Sami Saydjari: Ifthinkfthefpointfisfthatftherefisfaf
politicalfwillfandfafwillingnessfbyfChinafandfRussiaf
tofdofthingsfwefwon’tfdo.fWe’vefhadfthatfproblemf
infkineticfspace.fThere’refcertainfthingsfwefwon’tf
dofinfkineticfspacefsofitfmakesfourfjobfmoref
challenging.fSofIfdon’tfthinkfwe’llfeverfdofsomefoff
theflawlessfthingsfsomefoffourfadversariesfarefdoingf
infcyberspace.fDoesfthatfhamperfus?fYeah.fDofwef
havefthefpoliticalfvision,fforfexample,fChinafhadf
tenfyearsfago—wefarefgoingftofnationallyfcommitf
tofinformationfdominancefwithinf50fyears.fDofwef
havefthatfnationalfwill?fWefcertainlyfhaven’t.fOurf
investmentfstrategyfcertainlyfsaysfwefhaven’t.fPlanf
saysfwefhavefnot.fWillfwefdevelopfthatfvisionaryf
leadership?fI’mfafraidfitfmightfhaveftofwaitfuntilf
afterfwefincurredfafmajorfattackfthatfwillfcostfusfaf
trillionfdollars.fI’mfafraidfthatfthat’s—youfknow—I’mf
afraidfwe’llfhaveftofwait.fThat’sfwhyfI’mfhere,fsofwef
don’tfhaveftofwaitfforfthat,fbutfoftentimesfwefaref
afreactingfsociety.fSofagain,fpartfoffwhatfIfbelievef
leadershipfisfallfaboutfisfactingfbeforefthefevent,fnotf
afterfthefevent.fAndfpartfoffwhatfIfthinkfwefneedftof
stepfupftofisfdecidingftofactfnow—actfbeforefthatf
eventfhappens—andfbeginftofdevelopfthefnationalf
will—andfeducatefourfPresident—andfeducatefourf
Congressfonfthefrightfthingftofdo.

Participant At Large:fCyberfInitiativef12,fProjectf12,f
hasftofdofwithfthefprivatefindustry—AdmiralfBrownf
isfheadingfitfup—Butfhowfarefyouftiedfintofthat?fAref
youfworkingfwithfthemforfonfthatfplan?

Sami Saydjari:fNo.fWell,fIfdon’tfknowfexactlyfhowf
tofanswerfthatfquestion.fIfmean,ftherefarefmany,f
manyfdifferentfactivities—R&Dfactivities—there’sfthef
industryfplan.fIfdon’tfthinkfanyfoffthemfareforientedf
towardsfstrategicfattackfscenariosfandfhowftofdefendf
againstfthem.fI’mfnotfonfCommitteef12.fFromf
listeningftofpeoplefleadingfthesefthings,ftheyfarefnotf
gearedftowardfstrategicfcyberfattackfscenariosfandf
howftofdefendfagainstfthem.fIfthinkftheyfarefgearedf
tofthefsortfoffpoliticalfprocessfinsteadfoffbigfpicture.f
Ifthinkftheyfarefallfmissingfthefbigfpicture,fandfIfthinkf
wefhaveftofreorientfourselves,fandfthat’sfwhatfI’mf
tryingftofencouragefusftofdo.

Brig Gen Carey:f(Breakfintofsubgroups.)
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Track 2—Mitigating the Threat

Track�Lead
CAPTfJefffCanfield,fUSSTRATCOMfJ2

Track�Speaker
Ms.fPriscillafGuthrie,fDirector,fInfofSystemsf&ff
TechfDivision,fIDA

Breakout 1:fITfSupplyfChainfHazardsftofU.S.fNationalf
SecurityfInterestsf
Breakout 2:fInformationfAssurance
Breakout 3:fInsiderfThreatsftofCyberfSecurity

Objective
HighlightfvulnerabilitiesftofthefU.S.fposedfbyf
computersfandfmilitaryfhardwarefcomponentsfinfthef
supplyfchain;fincreasedfthreatfoffsociallyfengineeredf
e-mailsfandfsimilarfthreatsftofinformationfassurance;f
threatfoffespionagefbyfinsiders.

Recommendations/Action�Items
Nofactionfitems.fRecommendationsffromftheff
KeyfTakeaways:

ff Therefshouldfbefaftrustedfmanufacturingfcapabilityf
ratherfthanfoutsourcingf(SupplyfChain)

f –fConductfactualfcost/benefitfstudiesfinfconcertf
withfriskfmitigationfevaluationsftofdeterminef
iffaftrustedfmanufacturerfisfrequiredfforfkeyf
components,fwhetherfcommandfandfcontrolf
systems,fweaponfsystemsforfsimplefdatabasesf
thatfcontainfsensitivefpersonalfinformation.f
Whilefadmittedlyfdifficultfandfcostly,fespeciallyf
forfcurrentfsystems,fknowingfthefcurrentfthreatf

environmentfandfnotfactingfonfitfisfirresponsiblef
whenfconsideringffuturefsystemsfonfwhichf
nationalfsecurityfwillfdepend.

ff NeedftofinstitutionalizefafprocessfoffEducation,f
Training,fCertification,fEnforcementfandf
Inspection…changefthefcurrentfcultureff
(InsiderfThreat)
ff Startffollowingfourfownfprocedures;fconsequencesf
forfnon-compliancef(InformationfAssurance)
ff IAfsecurityfcompliancefneedsftofbefafbulletfonf
OPRs,fEPRs,fappraisals—Holdfpeoplefresponsiblef
forfIAfviolations;fstartffiringfpeoplef(InfofAssurance)

f –fCultivatefandfeducatefaf“cyberfsavvy”fculturef
infthefmilitary,fbusinessfandfindustryfthatfisf

Key�Takeaways
ff Therefshouldfbefaftrustedfmanufacturingf
capabilityfratherfthanfoutsourcingf(SupplyfChain)
ff Needftofinstitutionalizefafprocessf
offEducation,fTraining,fCertification,f
EnforcementfandfInspection…changefthef
currentfculturef(InsiderfThreat)
ff Startffollowingfourfownfprocedures;f
consequencesfforfnon-compliancef
(InformationfAssurance)
ff Procurementfcyclesfandfacquisitionfprocessf
lagsfbehindftechnologyfimprovements;f
forfexample,fretrofittingfsystemsftofmeetf
securityfrequirements
ff InternationalfSecurityfStandardfneedff
(SupplyfChain)
ff IAfsecurityfcompliancefneedsftofbefafbulletf
onfOPRs,fEPRs,fappraisals—Holdfpeoplef
responsiblefforfIAfviolations;fstartffiringfpeoplef
(InfofAssurance)

ff Investfinfresourcesftofdetectfanomalousf
activityfoffintentionalfinsiderfthreat…trackf
currentfactivity,fanalyzefandfpredictffuturef
insiderfactivityf(InsiderfThreat)
ff Catastrophicfeventsfmayfbefrequiredfpriorftof
concertedfchangef(SupplyfChain)
ff Industryffearsfoffhiringforfeducatingfpeoplef
withf“attackingfskills”f(wentfagainstf
corporatefinterests);fhowever,fthesefpeoplef
arefthefmostfknowledgeablefwithfthefthreatf
(InfofAssurance)
ff Anfindustryfexpertfrevealedfaf5000-userf
companyfisfmovingftofthinfclientfarchitecturef
andfhuman-observedfkioskfmediafcenter.f
(InsiderfThreat)

f –fOffersfpossibilitiesfforfafstaticfofficef
environment,fbutfmayfnotfbefsuitedftofaf
highftempofenvironment
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trainedfandfaccountablefforfmeetingfinformationf
assurancefguidelinesfandfpractices.fDeterminef
andfactuallyfapplyfappropriatefpenaltiesfforfwillfulf
negligencefoffbestfsecurityfpractices;ffailureftof
dofsofinvitesfcontinuedfapathyfthatfwillfultimatelyf
leadftofcompromisedfsystems—orfworse.

ff Investfinfresourcesftofdetectfanomalousfactivityf
offintentionalfinsiderfthreat…trackfcurrentfactivity,f
analyzefandfpredictffuturefinsiderfactivityff
(InsiderfThreat)

f –fForfthefmilitary,fadoptfbestfpracticesffromf
businessfandfindustryfthatfmonitorfsystemfuserf
activityfforfanomalousfbehavior.fThisfincludesf
automatedfsystemfmonitoringfforfwillfulf
disregardfoffestablishedfIAfpracticesf(insertingf
drivesfintoforfconnectingfhardwareftofUSBf
ports)fandfdetectionfoffout-of-cyclefsystemfusef
indicativefoffabnormalfafter-hoursfactivityforf
activityfthatfrepeatedlyfseeksftofgainfaccessftof
unauthorizedfsystemflevels.

ff Procurementfcyclesfandfacquisitionfprocessff
lagsfbehindftechnologyfimprovements;fforf
example,fretrofittingfsystemsftofmeetff
securityfrequirements

f –fMovefbeyondftalkingfaboutfthefneedfforfpolicyf
changesftofactuallyfaddressingfthefglacialf
acquisitionfprocess.fCuttingfedgeftechnology,f
defensiveforfoffensive,fisfsometimesfobviatedfinf
weeks,fdaysforfevenfsecondsfinfthefcyberfarena.f
Rapidfidentificationfoffnewfcapabilitiesfmustfbef
followedfwithfrapidfacquisitionfandffieldingftofgetf
insidefadversaryfoperationalfloops.

ff Industryffearsfoffhiringforfeducatingfpeoplef
withf“attackingfskills”f(wentfagainstfcorporatef
interests);fhowever,fthesefpeoplefarefthefmostf
knowledgeablefwithfthefthreatf(InfofAssurance)

f –fIndustryfandfthefmilitaryfhaveftofidentify,f
recruitfandfcapitalizefonfthef“digitalfnatives”f
thatfhavefmaturedfinfthefdigitalfagefandfaref
nowfenteringfthefworkforce.fThef“hackerf
teenager”fwillfhavefthefrequisitefskillsfneededf
forfafcareerfinfcyberfsecurityfinfbusinessforf
infthefmilitary.fThesefindividualsfpossessfthef
intuitivefknowledgefandfculturalfandfITfskillsf
thatfformftheffoundationfoffeffectivefcyberf
securityfmanagersforf“cyberfwarriors.”fForf
thefmilitary,fpriorftoforfimmediatelyffollowingf
enlistmentforfcommissioning,fthefServicesf
mustfquicklyfidentifyfthosefwithfdesiredf
skillsfandfprovidefthefappropriateftrainingfforf
defensivefand/orfoffensivefcyberfoperations.f
Bonusesfnormallyfofferedftofindividualsfwithf
specializedftrainingf(nuclear-trainedfoperatorsf
infthefnavy,flinguists,fmedicalfandflegalf

professionals,fetc.)fmustfalsofbefofferedftof
thesefindividualsfasfwell.fHowever,ffailureftof
providefafcontinuousfintellectualfchallengef
willflikelyfleadftofdepartureffromfthefmilitary,f
regardlessfoffthefmonetaryfcompensation.

Transcript
CAPT Davis:fWelcomeftofOmaha.fIfhavefthef
pleasurefoffintroducingfMs.fPriscillafGuthriefthisf
morning.fShe’llfbefspeakingftofusfshortlyfon,fIf
think,fcyberfthreats.fShe’sfcurrentlyfthefdirectorfoff
informationftechnology.

(Introduction.)

Ms. Priscilla Guthrie:fThankfyou.

Okay.fSofyou’refgoingftofhavefto.fThisfearfdoesn’tf
work.fSomethingfhappenedfonfthefplane,fsofyou’ref
goingftofhaveftoftellfmefiffyoufcan’tfhearfme.fCanfyouf
hearfmefatfthefback?

Sofreally,fI’mfjustfthefwarm-upfexercisefbecausefthef
realfvaluefinfthisfsessionfisfthefworkfthatfyou’llfdofinf
thefbreak-outsfimmediatelyfafter.

And,fyoufknow,fyou’refgoingftofworkfonfthreef
specificfareas,fallfoffhighfimportanceftofmitigatingf
thefthreat.fOnefisfthefsupplyfchain,fwhichfisfaf
hugefproblemfwithfInternetfdepartment.fThefpeskyf
problemfoffInformationfAssurancefwhichfhasfbeenf
withfusfforeverfandfthefquestionfoffinsiderfthreatsf
tofcyberspace.fSofIfdidfsomefthinking.fAndfIfwouldf
likeftofsayfthatfwefhavefthisfallfinftogetherfbutfthat’sf
notfreallyftrue.

Ifdidfsomefthinking,fthough,faboutfwhatfmightf
befusefulftofkeepfinfmindfasfyoufgofthroughfyourf
deliberationsfthisfmorning.

AndfIfcamefupfwithfsixftopicsfthatfIfthinkfareff
usefulfasfyoufframefyourfdiscussionsfthisf
afternoon—orfthisfmorning.

Softheffirstfonefsoundsfreallyfsimplistic.fAndfpeoplef
usedftofsayfthisftofmefandfI’dfgo,fOh,fmyfgoodness,f
youfknow,fwhatfdoftheyfmeanfbyfthatfandfyou’vefgotf
tofbefkiddingfme.

Butfit’sfreally—whenfyou’refworkingfanfissuef
that’sfasfbroadfasfthisfthatfcrossesfasfmanyf
boundariesfasfthis,fthisfbeingfcyber,fIfthinkfthatf
youfneedftofputftogetherfallfoffthefpiecesftofworkf
thingsfonfafveryflargefscale.fSofyoufneedflotsf
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offpeople,ftheirforganizations,ftheftools,fandfthef
policiesftofmakefthingsfwork.fAndfonefwayftof
dofthatfisftofmakefsurefthatfyoufhavefafsharedf
vision,fandfthat’sfthefthingfIfusedftofthinkfwasf
fairlyftritefandfsimplistic.fButfcertainlyfwefmakef
betterfprogressfwhenfwefgofafterfsomethingf
andfwefhavefafvisionfoffwherefwe’refheaded.

Youfknow,fonefoffthefthingsfthatfcomeftofmindf
whenfIfthinkfaboutfthatfisfNSA.fNSAfputftogether,f
Ifthought,fafveryfgoodfpiecefoffwork.fTheyfcalledf
itfthefGIGfcomponent,fthefIAfcomponentfoffthef
architecture.fTheirffirstfinvestigation,fIfthinkfwasf
2300fpagesfandfthefsecondfversionfwasf3600.fIf
mean,fit’sfhuge.fAndfIfthinkfthatfthatfdoesn’tfworkf
asfafsharedfvisionfbecausefnobodyfcanfsitfdownf
andfreadfthatfmuch,fassimilatefit,ftalkfaboutfit.fItf
hadftoofmuchftechnicalfdetail.fGoodfpiecefoffwork,f
butfitfneededftofbefbroughtfupftofbefusefulfasfaf
partfoffafsharedfvision.

Sofwhenfyou’refconsideringfyourftopicfthisf
afternoon,fpleasefthinkfaboutfwhetherfafsharedf
visionfoffthefchallengefandfwhat’sfrequired.fOnef
otherfthingfthatfcomesftofmindfjustfasfanfexample,f
andfthisfdialoguefcontinuesfisfthatfsometimesfwhenf
weftalkfaboutfsecurity,ftalkingfaboutftheftechnicalf
pieces,fweftalkfaboutfhavingfafstandardfenvironmentf
becausefit,fyoufknow,ffixes,fhelpsfthefnoiseffloorf
andfeverybodyfknowsfwhatftheyfhave,fandfthenf
thefotherfcommunityfcomesfinfandfsaysfno,fit’sf
betterfiffyoufhavefdiversefequipmentfbecausefit’sf
harderftofattack.fWell,fwe’refnotfgoingftofmakefaflotf
offprogressfiffwefgofofffinfbothfdirectionsfwithoutf
anyoneftalkingftofeachfotherfandffiguringfoutfwhichf
wayfwe’refgoingfwe’refbetterfofffpickingfonefandf
decidingfwe’refofffandfmovingftofthefother.fSofthef
firstfthingfIfwouldflikefyouftofkeepfinfmindfisfthef
conceptfoffhavingfafsharedfvision.

ThefsecondfthingfthatfcameftofmefthatfIfthoughtf
mightfbefusefulfinfyourfdeliberationsfisfthefidea.f
Now,fremember,fthisfisfafveryflargefeffortfwithfaflotf
offdifferentfpeoplefinvolvedfandfitfcrossesfaflotfoff
boundaries.fAndfisfthefideafoffhavingfallfoffthefkeyf
elementsfengaged.fAndfwhenfIfsayfkeyfelements,f
Ifthinkfupfandfsomebodyfsaidfyesterdayfthefpolicyf
makersfdon’tfcountfbecauseftheyfarefsofslow.f
ButfI’mfgoingftofputfpolicy-makersftherefbecausef
they’vefgotftofbefinformedfbyftheftechnologistsfandf
mostfimportantlyfthefoperators.fSofnotfoperators,f
asfinfnetworkfoperators,fbutfoperators,fasfinfthef
peoplefwhofactuallyfdofthefrequiredfmission.

So,fyoufknow,fcyberfisfnoflongerfseparateffromf
theffabricfoffourfsociety.fWefheardfthatfyesterday.f
Andfitfhasfandfisfchangingfthefwayfwefworkfandf
live.fSofIfthinkfit’sfincreasinglyfimportantfthatfallf
threefoffthosefcomponentsfsitftogether,fworkf
togetherfandftalkfaboutfproblems.fThey’refmutuallyf
interdependent.fAndfit’sfbeenfmyfexperience,f
particularlyfinfthefcyberfarena,fthatfweftendftof
almostfstalematefourselvesfwhenfwefdon’tfhavef
allfoffthefpiecesftogether,fbecausefyou’vefgotfthef
policy-makersfwhofsay,fgee,fthisfisfwhatfIfthinkfcanf
happenfsoftheyfmakefafpolicy.fIfthinkfthefbilateralf
agreementsfarefafwonderfexamplefoffthat.fYouf
know,fwefmadefbilateralfagreementsfinfafdifferentf
timefandfera.fAndfnowfwefstillfhavefbilateralf
agreementsfbutfwefhavefafdifferentftechnologyfandf
setfpoliciesfthatfarefpossible.fWefneedftoffigurefoutf
howftofworkfthat.

Sofinfyourfdeliberations,fpleasefthinkfaboutf
whetherforfnotfallfthreefcomponentsfarefsittingf
atftheftableftogetherfbecausefIfthinkfthat’sfpartfoff
havingfthefsharedfvision,ftheyfallfunderstand,fandf
thenfbringingfallfoffthefpiecesftogetherftofdebatef
togetherftheftopicsfandffigurefoutfwhatfthefbestf
wayfforwardfis.

Okay.fThefthirdfthingfthatfIfwouldflikeftofmention,f
andfthisfisfhard.fIt’sfinfthisfera,finfthisfarea,fit’sff
veryfeasyftofgofafterfthefeasyfanswersfratherff
thanfthefgoodfanswers.fAndfadmittedlyfsomeff
fallfinfbothfstacks.

Youfknow,fcyber,fasfwefallfknow,fisfhugefandfit’sf
growing.fOurfgovernment,fandfmaybefIfshouldfsayf
governments,farefnotfexceptionallyfwell-structuredf
tofgofandfmapftofthefcyberfenvironment,fwhichfisf
globalfandfinterconnected.

Certainlyfwefknowfthatfwefhaveftofcrossfwhatf
wefperceiveftofbeforganizationalfboundaries.f
Sofgovernmentftofgovernment,fgovernmentftof
industry,findustryftofgovernment,fNGOs,fallies,fIf
mean,fit’s—itfdoesn’tfmapfsofnicely.fAndfwefallf
havefafhumanftendencyftofwantftoftakefonftasksf
thatfwefknowfwefcanfdofbecausefit’sfwithinfourf
areafoffresponsibilityfandfauthority.

Sofit’sfeasyftofseefwhyfwefgofandftacklefaftask.fIf
mean,fIfdofthis.fIfhavefaftendencyftofwantftofpartitionf
theftaskfsofthatfIfgofafterfsomethingfthatfIfknowfIfcanf
dofwithfthefresourcesfIfhave.
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Andfafcouplefoffpetfpeevesfoffmine,fyoufknow,fdon’tf
takefoffense,fthisfisfjustfmyflittleflist,fbutfthingsfthatf
fallfintofthisfcategoryfforfmefatftimes.fYoufknowf
wefgofthroughfafprogramfmilestone,fandfthefgoalf
isftofgetfthefmilestone,fnotfsofmuchftofthinkfaboutf
thefwayfthefprogramfoperates.fAndfIfdon’tfmeanf
thatfeveryonefdoesfthat,fbutfthefincentivefisftofgetf
throughfthefmilestone.

There’sfafdesireftofgetfanfauthorityftofoperatefsof
wefcanfoperatefsystemsfratherfthanftofgofandfthinkf
necessarilyfaboutfhow,fagain,fthisfsystem,fsystemf
whichfIfdon’tflike,foperatesfinfafbroaderfenvironment.f
Andfthenfthefgreatfsystemfbyfsystemflooksfratherf
thanfenvironmentalflooks.

Sofagain,fwhenfyoufdeliberatefthisfmorning,fthinkfiff
youfcannotfjustfaboutfthefeasyfthingsftofgofafter,fbutf
thinkfaboutfthefproblemfinfthefbroadestfcontext,fandf
thenfgoflookfatfthefthingsfyoufcanfpickfofffratherfthanf
doingfitfvicefversa.fIfthinkfthefimportantfthingfisftof
makefsurefwe’refnotfwastingfscarcefresourcesfandf
thefresourcesfwillfbecomefmorefscarce.fThatfwe’ref
notfwastingfresourcesfgoingfafterfsomethingfthatf
wasfeasyfwhenfwefcouldfhavefhadfsomethingfthatf
wasfgoodfasfwell.

Softhere’sfsixfoffthese,fsofbearfwithfme.

Fourthfthing,farefthefchoicesfassessedfstrategically?f
Youfknow,finfthefcurrentfenvironment,fcertainlyfwef
allfrecognizefthefneedftofgofafterfthingsfthatfaref
operationallyfrequired.fWefknowfthatftheyfmustf
takefpriority.fButfit’sfimportant,fIfthink,ftofnotefthatf
sometimesfyoufcanfdofboth.fAndfIfhavefanfexample.f
Ifwon’tfusefnames,fbutfsomefoffyoufmayfrecognizef
itfwherefafpersonfwantedftofgofafterfsomethingfthatf
wouldfallowfculturalfchange,fandfhefimplementedf
anfenvironment—thisfisfnotfafcyberfenvironment,f
butfitfwasfanfinformationfsharingfenvironment—
thatffacilitatedfdifferentfwaysfoffcommunicatingf
andfcollaborating.fAndfitfwasfwonderful.fButfasfitf
workedfinfonefenvironment,fitfdidn’tfscaleftofthef
broaderfenvironment.fItfwasfafgreatfexamplefoffaf
placefwherefiffhefhadfdonefthefimplementationfjustf
slightlyfdifferently,fitfwouldfhavefscaled.fAndfthat’sf
whatfIfmeanfbyfmakingfafstrategicfvicefcurrentf
choice,fafchoicefbasedfonfcurrentfrequirements.fHef
couldfhavefhadfboth.

Sometimesfyoufcan’tfhavefboth.fSometimesfyoufpickf
oneforfthefother.fButfIfthink,fagain,fthefimportantf
thingfisftofhavefthefoperators,fthefpolicy-makersfandf
theftechnologistsfinfthefroomfasfyoufmakeftheftradef

sofyoufunderstandfwhatfthefcostfis,fwhatfthefgivef
awayfis,fwhatftheftradesfare.fItfwillfalsofhelpfbuildf
betterfsharedfawarenessfoffwhatfourfenvironment,f
ourfoperatingfenvironmentfisfoverftime.

Okay.fFifth,fthisfisfthefhardestfonefforfmeftofbe—tof
givefyoufgoodfexamplesffor.fButfit’sfreallyfisftherefaref
afriskfmanagementfframework.fAndfIfthinkfeverybodyf
isfthinkingfthatfway.

Youfknow,fthis,fasfwefsaid,fcyberfisfafglobalf
interconnectedfenvironmentfthatfincreasinglyf
supportsfthisfevolvingfsocialffabricfinfwhichfweflive.f
Itfalsofsupportsfnationalfdefense.fItfisfneverfgoingf
tofbefstatic.fSomebodyfsaid,fYoufknow,fmaybefwef
canfgetfafsolution.fItfwillfneverfbefstaticfbecausef
itfsupportsfandfisfpartfoffthefhumanfenterprise.f
Softhere’sfgoingftofbefnoffinalfanswer,fthere’sf
nofperimeterfguardfthat’sfgoingftofdofeverything.f
There’sfnofidentityfmanagement.fThere’sfnofonef
thing,fthere’sfnofsetfoffthingsfthatfwillfalwaysfwork.

Andfsofratherfthanfgofandfsay,fyoufknow,fwhat’sfthef
betterfanswerfforfprotectingfthefenvironment,fIfthinkf
thatfwefreallyfneedftofgofandfbuildfafmentalfmodelf
forfriskfmanagementfinfthisfarena.fAndfagain,fthef
modelfcanfmove,fbutfitfhasftofbefafmodelfthatfwef
understandfandfcanfworkfwith.

Ifthinkfyesterdayfwefheardfsomefdiscussionfoff
Intelfgain/loss,fandfthere’sfbeenflotsfoffdiscussionf
aboutfIntelfgain/lossfoverfthefyears.fButfnowfIf
thinkfwefhavefthree,fperhaps,fgroupsfthatfwef
haveftofconsider.fSofthefIntelfgain/loss,fthef
traditionalfdiscussion,fthefoperational—nowfdon’tf
thinkfnetworkfoperations,fthinkftraditionalfandf
non-traditionalfoperatorsfinfthefbroadestfsense.

AndfthenfthefthirdfthingfIfputfatftheftablefarefthef
networkfoperatorsfandfthefnetworkfoperatorsfhavefaf
requirementftofoperatefthefnetworksftoffacilitatefotherf
missionsfandfalsoftofmaintainfthefsocialffabric.fAndfsof
whenfwefthinkfaboutfthisfriskfmanagementfmodel,fIf
encouragefyouftofthinkfaboutfthosefthreefcommunitiesf
andfhowftheyfwouldffitfinfafriskfmanagementfmodelf
andfhowfthisfriskfmanagementfmodelfcouldfbefusedf
infreal-timefatfmachineftofmachinefspeedsftofallowf
decisionsftofbefmade,fareasftofbefcutoff.fYoufknow,f
Ifthinkfthefoneftopicfsomebodyfbroughtfupfwasfanf
operatorfmightfbefthefdeployedfbattlefgroupfandfthef
deployedfbattlefgroupfmightfdecideftherefwasfafdenialf
offservicefattackfunderwayfandftheyfhadftofoperatefsof
theyfdecideftofdisconnectffromfthefrestfoffthe—fromf
thefGIG,fiffyoufwill.
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Isfthatfafgoodfcallforfafbadfcall?fHowfdoesfthef
callfgetfmade?fWhofmakesfthefcall,fwho’sfthef
authority,fwho’sfresponsible?fThatfgoesfbackftof
theforganizationfnotfbeingfespeciallyfwell-mappedf
tofdofcyberfenvironment.fSofhowfdofwefbuildfaf
mentalfmodelfforfriskfmanagementfthatfwillfallowf
usftofunderstandfwhatfkindsfoffthingsfcanfbefdonef
atfmachine-to-machinefspeedsfandfwhatfkindsfoff
decisionsfwefshouldfmakefasfwefmovefforward.

Okay.fSixthfthing.fAndfthisfone,fagain,fmaybef
soundsfafbitftrivial,fbutfI’mfgoingftofaskfyoufiff
we’vefkeptfourffocusfonfoperating,fnotfoperatingf
thefnetworks,fbutfoperatingfasfinfthefbroadf
spectrumfoffoperationsfthatfthefdepartment,fthef
governmentfhasftofsupport.

Cyberspace,fasfAdmiralfMauneyfnotedfyesterdayf
isfafmadefupforfconstructedfdomainfwhichfmakesf
itfdifferentffromfthefotherfdomains.fIt’sfafdomainf
thatfmustfbefmaintained.fThatfwasfwhyfIfaddedf
thatfthirdfparty,fthefnetworkfoperatorsftofthefthreef
partiesfthatfwefhaveftoflookfatfinfgain/loss.

NSA’sfmodelfseemsftofbefworthfconsidering.f
Theyfcamefupfwithfafmodelfthatfsaid,fI’mf
goingfpersistentfmonitoringfandfresponse.f
Andfthefresponsefwasfwhatfcanfwefdofatf
machine-to-machinefspeedsftofkeepfthef
environmentfoperational,fsofratherfthanff
thinkingfjustfdefensively,fthinkfaboutfwhatfit’sf
goingftoftakeftofworkfthroughfafproblemfandf
continueftofoperate.fDon’tfjustfthinkfaboutfthef
defensefpiecefoffit.

SofthosefarefthefsixfthingsfI’mfgoingftofencouragef
youftofconsider.fIsftherefafsharedfvision?fAref
allfthreefelements,fthefpolicy-makers,fthef
technologists,fandfthefoperatorsfatftheftable?fIsf
thefworkfsegmentedfsofthatfyoufgofafterfafgoodf
answerfratherfthanfjustfanfeasyfanswer?fArefthef
choicesfbeingfassessedfstrategically?fArefwef
workingftofthefvisionfinfanfOPfsense,fafpolicyf
sense,fandfaftechnologyfsense,fandfarefweflookingf
atfhowfthefchoicesffitfintofthatfvision,fOP.fIsftheref
afriskfmanagementfframeworkfhavefwefkeptfourf
focusfonfoperating?

Wefabsolutelyfknowfthatfnofmatterfwhatfhappens,f
wefwillfbefaftargetfforfyearsftofcome.fAndfsofIf
wouldfencouragefyouftoffocusfonfdoingfwhatf
wefdofsofwell,fandfthat’sfgettingfthefveryfbestf
sharedfsituationalfawarenessfforfallfourfpeople,f
notfjustfsituationalfawarenessfoffthefnetwork,fbutf
situationalfawarenessfinfthefbroadestfsensefsofthatf
operatorsfcanflookfatfthefpiecesfthatftheyfneedftof
seefdofthefjobfatfhand.

Andfthenffocusingfonfleveragingfthefgreatfagilityf
offourfforcesftoftakefthatfsituationalfawarenessf
andfdofthefjobfthatfneedsftofbefdone,frespondingf
quicklyfandfeffectively.

Andfwithfthat,fIfencouragefyouftofthinkfoffthosefsixf
things,fandfwe’reflookingfforwardftofseeingfwhatfthef
breakoutfgroupsfdeliver.f

Thankfyoufforfyourftime.
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Track 3—Cyberspace Deterrence

Track�Lead/Speaker
BrigfGenfSusanfJ.fHelms,fUSSTRATCOMfJ5

Breakout 3.1:fAccountability/Attribution—
ColfJamesfLaBombard/J53f
Breakout 3.2:fCyberfPolicyfandfRedlines—
Mr.fGregfWeaver/J5Bf
Breakout 3.3:fImposingfCosts—
CAPTfStevefPettit/J52

Objective
Examinefthefsimilarities/differencesfoffaf
cyberspacefdeterrencefmodelfandfsupportfthef
Commander’sfsymposiumfthemesfoffmeetingf
cyberspacefthreats,fenhancingfnationalfsecurity,f
andfmaintainingffreedomfoffaction.f

Key�Takeaways
ff Characterization/attributionfisfafkeyfaspectftof
deterrencefpolicyfandfresponsesftofhostilef
cyberfevent.fAccuratefattributionfisfmoref
importantfthanfpromptfresponsefandflendsftof
U.S.fdeterrentfcapabilityfinfthisfdomain.fInfthef
characterization/attributionfphasefitfisfafkeyf
aspectftofdeterrencefpolicyfandfresponsesf
tofhostilefcyberfeventfthatfwefarefableftof
distinguishfbetweenfwhoftacticallyfconductedf
thefattackfandfwhofisfstrategicallyfbehindfthef
attackf(thefdecisionfmaker).
ff Deterrencefstrategyfmustfbeftailoredftof
addressfanfarrayfoffpotentialfadversaries.f
Responsefoptionsfwillfobviouslyfneedff
tofbefdynamic.
ffWefneedftofbefconsistent;fdeclaredfredlinesf
mayfwellfcomeftofapplyftofourfownfexecutionf
offcyberspacefoperations.fRedlinesfmayf
needftoftakefanfambiguousfformftofavoidf
adversariesf“beatingfthefsystem”fandfonlyf
affectingfourfnetworksfupftofafcertainfpoint.
ffOnfimposingfcosts:fAffullfspectrumfoffeffectsf
(DIME)fmustfbefavailableftofUSG.fResponsesf
mayfcomefinfafcyberforfnon-cyberfform.fBef
cognizantfoffcontrollingf2ndforderfeffectsfandf
collateralfdamage.fBeforefwefconductfcostf
impositionfwefmustfensurefU.S.fdefensesf
arefreadyfforfafresponsefoffanyfscale.fWef
cannotfthreatenfresponsesfwefarefunwillingftof
pursueforfcausefafredlineftofdrivefafpolicyfthatf
unwittinglyfdrivesftofescalation.

ff Deterrencefredlinesfshouldffocusfonfthef
effectsfoffcyberfattacksfthatfthreatenfvitalf
interests;fpotentialfforfarticulatingfmoref
detailedfredlinesfinfcrisis/conflictfbasedfonf
context.fIndividualfcyberfeventsfmayfseemf
smallfbyfthemselves,fbutfaddedftofonef
anotherftheirfcomplementaryfeffectfcouldfbef
critical.fRedlinesfshouldfbefinternalf(directingf
ourfactions),fandfexternal/declaratoryftof
establishfwherefthefU.S.fstandsfonfacceptablef
andfunacceptablefbehavior.
ffWefshouldfconsiderfbasingfafnationalf
declaratoryfpolicyfonfafsetfoffinternationalf
normsfinfcyberspace,fbutfthosefnormsfaref
yetftofbefestablished.fShouldfwefthusftakef
thefleadfinfdevelopingfthem?fAfnewf“Lawfoff
ArmedfConflict”fmustfincludefcyberfelements.
ffOurfreliancefonfthef“cyber”fdomainfwillf
affectfhowfwefreact.fWefneedftofavoidfaf
self-imposedfdenialfoffservicefinfresponseftof
adversaryfactivity.fEvenfthoughfthefadversaryf
didfnotfdirectlyfaffectfourfnetwork,fthefdesiredf
outcomefisfaccomplished.
ff Precedentfisfkey.fOurf“first”fresponseftofcyberf
attackf(public/orfnot)fshouldfbefproportionalfandf
focusfonfthefattributedfattacker.fThisflaysfdownf
thefconsistencyfoffU.S.fCyberfPolicyfforffuturef
would-befadversaries.
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Recommendations/Action�Items
ff CreatefafCyberfEventf“clearingfhouse”fatfthefDHSf
orfNSCflevel.fWefneedfeffectivefandfaccuratef
attribution.fWhenfdoesfanfespionagefintrusionf
crossftheflinefintofcomputerfnetworkfexploitation?f
Onefcenterfcanfmorefaccuratelyfdeterminefthef
globalfimpact.fManyfandffracturedfcentersfwillfgetf
onlyfaflocal/regionalfviewfoffthefproblem.
ff Thefequivalentfoffaf“LawfoffArmedfConflict”f
shouldfbefdevelopedfforfCyberspace.fSetf
guidelines,frulesfoffconduct,fdetermineff
authority,fandfoutlinefcoursesfoffaction.fHavingf
aflargefstakefinfthis,fthefU.S.fshouldfleadfthisff
effortfonfanfinternationalfscale.
ff Afterftheforganizationalfstructurefisfagreedff
uponfandfestablishedfforfthefnewf“Cyberf
Command”,fitsffirstftaskfshouldfbeftofdevelopf
cyberfpolicyf(redlines)fandfcreatefaf“cell”fthatf
foldsfinfallfservicesfandfdefensefagenciesfasf
wellfasfnon-DoDfinstitutionsf(i.e,fDHS,fCIA,fDoJ,f
DoS,fetc.)ftofincreasefsituationalfawareness.f
Cyberspacefisfnotfthefsolefresponsibilityfoff
DoD;fallfaspectsfoffnationalfpowerfdependfuponf
freedomfoffactionfinfthisfnewfdomain.f

Guest�Speaker/Track�Discussions�
Afcompleteftranscriptfofftheftrackfdiscussionsf
isfunavailable.fBrigadierfGeneralfSusanfHelmsf
openedftheftrackfdiscussionsfbyflayingfoutfsomef
baselinefthoughtsfonfdeterrencefstrategies,f
comparingfoldfColdfWarfdeterrencefandfthef
changingfdynamicsfofflookingfatfdeterrencefforf
thefcyberspacefarena.fTheftrackfthenfbrokefupf
intofthreefbreakoutfsessionsfwhichfdevelopedfthef
abovefkeyftakeawayfandfrecommendations.f
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Speaker—MajorfGeneralfAbrahamfTurner,fChieffoffStaff,fU.S.fStrategicfCommand

Closing Remarks
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Symposium Closing Remarks
Speaker: Major General Abraham Turner, Chief of Staff, U.S. Strategic Command

Major General Turner:fMr.fBeckstrom,fthanksfagainfforf
thatfwonderfulfmessage.fIfreallyfappreciatefthefpoints.f
Andfthanks,fKevin,fagainfforfintroducingfmefhere,f
andfIfwantftofsayfthanksfallfoffyoufforfcomingfoutfthisf
afternoon.fNowfisfmyftimeftofsayfthanksftofeveryonef
forfcomingfoutftofOmahafforfthefpastffewfdays.fWefhadf
suchfanfoutstandingfturnfout,faboutf1,582fstakeholders,f
folksffromfindustry,fgovernment,facademia,fandfalsof
fromfinternationalfpartnersfhere.fGivefyourselffafroundf
offapplausefforfbeingfherefinfOmaha.

Now,fIfrecognizefhowfbusyfeveryonefisfbeingfawayf
fromfourfofficesfforfextendedfperiodsfofftime,fbutf
thefworkfyou’vefdonefherefthisfpastfweekfhasfbeenf
justftrulyfoutstandingfandfcertainlyfimportantftofusfall.f
Youfsee,fthefworkfthatfyou’vefdonefhasfprovidedfusf
affoundationftofreallyftakefafcloseflookfatfsomefoffthef
ongoingfchallengesfthatfwefarefgoingftoffacefasfwef
moveftowardsfoperatingfinfafsaferfandfmorefsecuref
isfcyberspacefenvironment.f

AndfonfbehalffoffourfgreatfCombatantfCommander,f
GeneralfChilton,fandfonfbehalffoffthefentiref
USSTRATCOMfteamfthat’sfhere,fwefwantftofsayfthankf
youfforfbeingfhere.fWefwantftofsayfthankfyouftofthef
panelistsfwhofparticipatedfinfthefdifferentfpanelsfoverf
thefpastffewfdays.fWefwantftofsayfthankfyouftofthosef
speakers,fwhichfyoufjustfheardfafgreatfonefherefjustf
minutesfago,fforfattending.fAndfmorefimportantly,f
thankfyoufforfactivelyfparticipatingfinfallfoffthefdifferentf
venuesfthatfwefhadfherefoverfthefpastffewfdays.fIf
wouldfalsoflikeftofsayfthankfyouftofLieutenantfGovernorf
Sheehyfforfopeningfthefsymposiumfyesterday.fIffyouf
recallfhisfopeningfremarks,fhefreferredftofonefoffthef
newsfprograms,fIfthinkfitfwasfGoodfMorningfAmerica,f
whofbasicallyfidentifiedfNebraskansfasfthefhappiestf
peoplefinfthefnation,fjustfrecently.fI’mfcertainfasfyouf
leavefthisfstate,fyoufhavefafbetterfappreciationfforfthatf
titlefandfwouldfaskfthatfasfyoufreturnfbackftofthefEastf
orfWestfCoastfyoufsharefwhatfyou’vefseenfherefinf
Omaha,ftofyourffriendsfandftofyourffamilies,fbecausef
wefwantfyouftofcontinueftofvisitfthisfgreatfcommunity.

Now,fasfyoufknow,fGeneralfChilton’sfvisionfforfthisf
cyberspacefsymposiumfisftofmakefthisfanfannualfeventf
andfwefplanftofdofjustfthat,falthoughfthisfisfonlyfourf
first.fAndfIfbelievefthatfthisfhasfbeenfafveryfgreatffirstf
stepftowardsfrealizingfthatfvisionfbecausefIfthinkfsof
we’vefmadefhistoryfherefthisfweek.fJustfthinkfoffthef

numbersfthatfhavefattended.fThinkfoffthefdifferentf
mediumsfthatfyoufrepresent.fThinkfoffthefexpansesf
offthefnewsfthatfthisfsymposiumfhasfreached.fJustf
earlyfthisfmorningfIfwasftalkingftofourfCombatantf
CommanderfaboutfXinhua,fthefBeijingfChinafnewsf
mediafarticlefthatfwasfprintedfjustfyesterdayfaddressingf
somefoffthefissuesfthatfwefwerefdiscussingfherefoverf
thefpastffewfdays.fWhatfgreatfoutreach.

Withfthefchangesfinfcyberspacefoccurringfatfspeedf
offlight,fitfwillfcontinueftoftakefthefbestfeffortsfoffusf
allftofstayfabreastfofftheflatest.fItfbehoovesfusfallftof
reachfoutfinfthefworldfofftechnologyftoftryftoffindfthef
veryfbestfanswersftofsomefoffthesefchallenges.

Now,fasfIfgofaboutfsalutingfpeoplefwhofhavef
participatedfhere,fIfmustftellfyoufthatfwefwillfwalkfawayf
withfsomefkeyfpointsfthatfIfwantfyouftofcapturefasfyouf
move.fAndfletfmefhavefthefslidefveryfquickly.fI’vefonlyf
gotffourfoffthemfthatfIfwillfaddressfveryfshortly.

Firstfoffall,fthefideafthatftherefmustfbefafsharedf
situationalfawarenessfinfcyberspacefandfthat’sf
important,foffcourse,fbecausefwithfsharedf
situationalfawarenessfitfprovidesfusfafcommonf
operatingfpicturefsofthatfleadersfwillfstayfinformedf
andfmakefinformedfdecisions.f

Wefalsofunderstandfwefwillfcontinueftoffacefaf
persistentfdedicatedfadversary,forfIfshouldfsayf
adversariesfincludingfinsidersfandfalsofsupplyfchainf
integrityfthreatsfthatfwefhavefdiscussedfthroughoutfthef
lastffewfdays.fWefmustfchangefourfculturalfapproachf
tofcyberspace.fWeftalkedfaboutfthefpressingfneedsf
offgoodfhardware,fthatfisftechnologicalftoolsftofuse.f
We’vefalsoftalkedfaboutfsoftware,fbutfmorefimportantlyf
weftalkedfaboutfoperatorsfwhofwereftechnologicallyf
savvyfsofthatftheyfcanfhelpfusfdefendfourfinterestfinf
cyberspace.fAndfthenffinally,fIfthink,fwefvalidatedfwhatf
wefallfinitiallyfsuspected,fandfthatfisfthatffuturefprogressf
willfdependfuponfanfintegratedfteamfapproach.fThatfisfaf
teamfoffprofessionalsffromfthefDepartmentfoffDefense,f
afteamfthatfconsistsfoffthoseffromfthefcommercial,f
business,finternationalfarenas.f

Asfyoufheadfbackftofyourfofficesfandfyourfover-stuffedf
inboxesfthatfyoufhavefoutftherefaroundfourfgreatfnation,f
I’dfjustfhopefthatfyoufleavefunderstandingfthatfwef
appreciatefyoufhavingftakenftimeftofbefherefforfthefpastf
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couplefoffdays.fAndfIfhopefthatfyou’vefmadefvaluablef
newfcontactsfhere.fWefwouldfaskftofyoufreachfoutftof
them,fmaintainfthosefcontactsfthatfyou’vefestablishedf
herefoverfthefpastffewfdays.fAndfIfencouragefyouftof
maintainfcontactfwithfusfherefatfSTRATCOM.

Andfinfclosing,fletfmefstatefthefobvious.fAnyf
conferencefoffthisfmagnitudefandfsuccessfwouldfnotf
reachftheflevelsfoffsuccessfthatfitfhasfwithoutfthef
hardfworkfoffsomefgreatfpeople.fAndfiffyoufwouldf
justfbearfwithfmefforfjustfaffewfseconds,fIfwantftof
highlightfaffewfoffthem.fAndfI’llfstartffirstfwithfthef
AFCEAfteamfledfbyfKentfSchneiderfandfhisfteamfthatf
workedfwithfhimfveryfclosely,fBeckyfNolan,fGeneralf
Dubia,fandfalsofStevefStrippoli.fTheyfarefhere,fandf
I’dfaskfyouftofgivefthemfafroundfoffapplausefforfthef
workfthatfthey’vefdonefhere.f(Applause).

WefowefafdebtfoffgratitudeftofthefQwestfCenter,f
especiallyfthefleadershipfthatfhelpedforganizefthis,f
ShawnfOlsenfandfNataliefKnollsfwhofcoordinatedf
thefentirefeventfforfus.fWefalsofwouldfsayfthanksf
tofthefgreatffoodfservicefteamfthatfcamefoutfandf
zippedfthisfplacefjustfrightfgettingfitfreadyfforfusf
throughoutfthefday’sfactivities.f

AndfthenfalsofIfwouldflikeftofsayfthanksftofthef
exhibitorsfwhofpresentedfsomefgreatfproductsf

downstairsfandfIfthinkfthatfyoufwillfagreefthatfwef
arefcertainlyfonfthefrightftracksfasfweftakefaflookf
atftheffuturefasfwefmoveftowardsfbringingfaboutfaf
saferfandfmorefsecurefcyberspacefenvironment.f

AndffinallyfIfwouldflikeftofsayfthanksfforfthefentiref
USSTRATCOMfteam.fWefhadfjustfrecentlyfheref
todayfyoufheardfKevinfWilliamsfwhofdirectsfthef
GlobalfInnovationfandfStrategyfCenterfwhofhasf
sponsoredfthis.fKevinfthankfyoufveryfmuchfforfallf
offthefgreatfworkfyoufandfyourfteam,fLizfDurham-
Ruiz,fyoufalsofhadfDonfHardingfwhofworkedfwithf
you.fThanksfagainfforfthefworkfthatfyou’vefactuallyf
doneftofmakefthisfafsuccess.

Twofdaysfoffhardfwork.fTwofdaysfofflisteningftofsomef
greatfspeakersfandfenjoyingfthefviewsffromfsomefgreatf
panelists.fThisfisfourffirstfattemptfatfgettingfitfright.f
Youfhavefhelpedfusftofmakefitfright.fFifteenfhundredf
andfthirtyftwofmembersfhereftodayfandfyesterdayf
tofmakefitfrightftheffirstftime.fThanksfagainfforfbeingf
here.fThanksfforftravelingfallfacrossfthefUnitedfStatesf
andfelsewhereftofbefherefinfOmahafwithfus.fAndfwithf
that,fwefofferfyoufsafeftravels.fWefofferfyoufourfveryf
bestfwishesfasfyoufdepartfhereflatefthisfeveningfandf
tomorrow.fAndfwithfthatfIfwouldflikefnowftofintroducef
tofyoufthefCombatantfCommanderfoffthefUnitedfStatesf
StrategicfCommand,fGeneralfChilton.

- Shared situational awareness in cyberspace is 
important

- We continue to face persistent, dedicated 
adversaries

- We must change our cultural approach to 
cyberspace

- Future progress will depend on approaching the 
challenges and opportunities in cyberspace as an 
integrated team

Closing Comments
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Speaker
GeneralfKevinfP.fChilton,fCommander,ff
U.S.fStrategicfCommand

General Chilton:fDofIfhavefafgreatfchieffoff
staffforfwhat?fHowfaboutfafroundfoffapplauseff
forfGeneralfTurner.

Ifcan’tftellfyoufhowfmanyftimesfpeoplefaskedfme,f
howfdofyoufkeepfallfoffthesefmissionsfandfthingsf
straightfatfSTRATCOM?fIfsayfIfcan’t,fbutfI’vefgotfaf
stafffthatfisfjustfphenomenal.fAndfAbe,fyou’refright,f
aflotfoffhardfworkfwentfintofthisfprogramfthatfwe’vef
allfbefparticipatingfin,fbyfthefSTRATCOMfstafffandfbyf
thefAFCEAfteam,fandfsofIfwouldfechofyourfthanksftof
them.fButfreallyfyoufallfarefwhofmadefitfspecial.fTheref
isfsomeonefelsefIfwantftofrecognizefhere.fHefworkedf
forfmeflastfyearfandfthefgoodfnewsfhefstillfworksfforf
me,fandfthatfisfGeneralfCarrollfPollett.fHefwasfthef
formerfChieffoffStafffforfSTRATCOMflastfyear…thef
CommanderfoffJTF-GNO…DirectorfoffDISA.

Itfwasfsometimeflastfyear,faboutfafyearfagofIf
think,ftherefwasfLandNetWar,fdofIfhavefthatfright?f
LandWarNetfconferencefdownfinfMiami,fandftheyf
wantedfafspeakerftofcomefdownfandftalkfaboutf
cyberspacefandfIfsaid,fthatfwouldfbefperfectfforfyouf
tofgoftofGeneralfPollett,fthat’sfanfArmyfprogram.fYouf
canfgofdownftherefandftheyfwillfunderstandfyou.fTheyf
willfsayfHooahfwithfeveryfotherfparagraph,fandfthey’llf
knowfwhatfyou’reftalkingfabout.f

Andfhefsaid,fNo,fsir,fyoufneedftofgofdownfandf
speakfdownfthere.

AndfsofIfwent.fAndfboyfwasfIfgladfIfdid.fIfthinkftheref
weref7,000fgreatfcyberfwarriorsfdownfthereffromfthef
UnitedfStatesfArmy,fandfIfwasfjustfsoftickledfpinkfbyf
thisftofseefthatfmanyfpeoplefinfonefvenuefallfworryingf
aboutfthefsamefimportantfproblemfthatfwefworryf
aboutfatfSTRATCOMfeveryfsinglefday.fAndfitfwasfatf
thatfpointfIfsaid,fwe’vefgotftofdofthisfatfSTRATCOMf
becausefwe’vefgotfthefmission.fItfsaysfrightfherefinf
thisfdocument,fthefPresidentfsignedfit.fSTRATCOMfisf
thefcyberfcommandfforfAmerica,fforfthefDepartmentf
offDefense.fItfsaysfrightfthere.fYou’refinfchargefoff
operatingfandfdefendingfthefDoDfGIG.fWe’vefgotftof
dofsomethingflikefthis.fWe’vefgotftofbringfthoughtf
andfideasfandffocusftofthisfmissionfsetfwithfafsimilarf
conferencefherefinfOmaha,fNebraska.fAndfwefneedf
tofdofitfinfafbigfway.fAndfIfwasfintroducedftofGeneralf
JohnfDubiafdownfthereffromfAFCEA.fAndfIfsaidfIfwantf
7,000fpeoplefinfOmaha.fHefsaid,fGeneral,fwe’vefbeenf
buildingfupfthisfprogramfdownfherefforfaflongftimef

infMiami,fwefdidn’tfstartfwithf7,000fpeople.fHefsaysf
I’mfthinkingfyou’vefgotftofsetfyourfsightsfaflittleflower,f
maybefaboutf500fatftheffirstfconference.fIfsaidfno,f
2,000fGeneral.fI’llfnegotiatefdownfthere.f

Well,flook,fyoufdon’tfmeasurefsuccessfIfdon’tfthinkfbyf
thefnumberfoffpeoplefwhofcomeftofyourfconference,f
andfIfneverfbelievedfthat.fIfwantedfthefchallenge.fButf
partfoffourfworkfhere,fpartfoffourfworkfisfmissionaryf
folks.fYoufknowfwhatfIftalkedfaboutfearlierfatfthef
openingfremarksfwasfchangingfculture,fconductf
andfcapability.fThisfisfthefculturefrightfhere.fIffyouf
didn’tfgetfit,fandfI’mfprettyfsurefeveryfonefoffyoufgotf
itfbeforefyoufcamefherefandfthat’sfwhyfyoufcamef
here,fbutfiffyoufdidn’tfgetfitfbeforefyoufcameftofthisf
conference,fIfknowfyou’vefgotfitfnow.fBecausefwe’vef
hadfsomeftremendousfspeakers,ftremendousfpanels,f
diversefviews.fYou’vefhadfanfopportunityftofvoicef
yourfideasfinftheftrackfsessions,fandfI’mfgoingftofgetf
feedbackffromfthoseftrackfsessions,fandfI’mfgoingftof
payfattentionftofwhatfyoufallfhadftofsay.

Wefhavefsofmuchfworkfinffrontfoffus,fsofmuchf
importantfworkftofdo,fandfI’mfjustfsofthankfulfforfyoufallf
takingftimefoutfoffyourfbusyfschedulesftofbefherefandf
showfyourfinterestfandfemphasisfinfthisfmissionfset.

AtfSTRATCOMfwefdofspace,fwefdofcyberspace,fandf
asfmyf3flikesftofremindfme,foh,fbyfthefwayfwefdof
nukes,ftoo.fButfIftellfyou,fthosefarefthreefimportantf
globalfmissionfsetsfforfthefUnitedfStatesfoffAmericaf
whichfweftakefveryfseriously,fwefpayfattentionftof
24/7fatfthefheadquarters,fandfwefarefservedfbyf
phenomenalfcomponentsfinfthefJTF-GNOfledfbyf
GeneralfPollettfandfGeneralfDavis,fandfbyfthefJFCCf
NetworkfWarfarefledfbyfGeneralfAlexanderfandf
GeneralfVautrinot.fAndfIfwouldfappreciatefitfiffyoufgivef
thosefindividualsfafroundfoffapplausefbecauseftheyfaref
doingfthisfworkfeveryfdayfforfus,fforfAmerica.

Again,fladiesfandfgentlemen,fthankfyoufsofmuchf
forfbeingfafpartfoffthisffirstfcyberspacefforumfheref
atfOmaha,fNebraska,fhostedfbyfUSSTRATCOMfandf
AFCEA.fItfwillfbeftheffirstfoffmany,fbutfwefcan’tfdof
thisfoncefafyear.fWefcanfallfgatherfherefandfsharef
ideasfoncefafyearfbutfthefmissionaryfworkfstartsf
tomorrowfwhenfyoufheadfhome,fandfwe’vefgotftof
keepfworkingfthisfproblem,fsharingfideas,fexchangingf
informationfbecausefthefworkfinffrontfoffusfisf
absolutelyfcriticalftofthefdefensefoffAmerica.f

Godfblessfyoufall.fSafeftravelsfhome.ff
Thankfyoufveryfmuch.f






