
GSA Federal Acquisition Sewlce 

September 13,2010 

MEMORANDUM FOR KEVIN M. GALL 
CHIEF. SECURITY & SYSTEMS BRANCH (QTCAB) 

FROM: 

CHIEF OFFICER (QI) 

mu: KURT GARBAR 
SENIOR AGEN INFROMATION SECURITY OFFICER (IS) 

SUBJECT: SECURITY ACC DITATION: 
QWEST MANA 

A 
f ED TRUSTED INTERNET PROTOCOL SERVICE 

(MTIPS) (ATO): 

security certification review of the T (MTTPS) system, and its system-level components 
modules, located at Arlingron, VA; VA; Minneapolis, MN, Chicago, IL; Columbia, MD 
and San Diego, CA; was conducted with the Office of Management and Budget 
Circular A-130, Appmdix 111, Security 
GSA Certifidon and Aocreditation Pro 
certification and the supporting evidence>+vidA in the certification package. 

Based on the information provided in the certification package, I have determined the 
confirmed weaknesslvulnerabilities identi OWEST I'MTIPS) system. and the system- 
level comwnents: dona with the ~lans for kesolvinz the weakhgses &lt in a residual kk to 
the operaGons and assei of this agency thai is fullficceptable. Accordingly, I am issuing an 
Authorization to Operate (ATO) for the Q+ST (MTIPS) system, and its system-level 
constituent mod& in their exiting con6 and operating environment with following 
limitations: 

This accreditation of the QWEST M I P S  em is contingent on the completion of the items 
per the dates outlined in the updated Plan & Milestones (POAgtM), and continued 
application of the security controls in this AT0 covers only the QWEST 
MTPS components exclusively management convol of QWEST. 

as pan of the MnPS service, and 
for the agencies' use are not 

agencies to certify and 
accredit si part of their 

U.S. Goncnl Scwicfm Administration 
2200 Crystal Driie 
Arlingron. VA 2 0 W 6 0 3  
www.gsa.gov 



GS4 Fcdcnl Acqukltlon S o ~ i c e  

In addition, a Penerration Ten was not condbcted as part of the certification activities; therefore 
it is advised that subscribing agencies using e QWEST MTIPS service conduct a Penetration 
Test of this extension of their network in accordance with their respective 
lnfomation Security policies. 

The accreditation is valid for a period of ? e (3) years from the date of this memorandum 
unless a significant change occurs to the Sy em which will require it to be re-accredited. It is 
h e  responsibility of the System Program 
system's configuration (i.e., hardware, so 
environment are analyzed to determine the 
is taken to maintain a level of security wnsi 

QWEST 

9 
myws to ensure rhat any significant changes in the 

are, and/or fmware), or the system's operafig 
i pact on system security and that appropriate action 

tent with the requirements of this accreditation. 
I 

The (MTIPS) Information ~ e c u r i d  Officer (ISSO) shall retain a copy of this 
accreditation memorandum with all suppa ng documentation as a permanent record. 

Approved by: 1 

INFORMATION SYSTEMS SECURITY 
FEDERAL ACQUISITION SERVICE 

i 
CC 
GSA Senior Agency Information Security 

Security Ameditation Decision Letter (Au 1 horization to Opcrate) 
t 

Sensitive Security in ormation 
For Officialuse id 

i 
y 
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September 13,2010 

MEMORANDUM FOR: 

FROM: ANTHONY C. 
SECURITY MANAGER (ISSM) 
DMSION (QIOG) 

TKRU: KURT D. GARB 
SENOR AGEN SECURITY OFFICER (IS) 

SUBJECT: SECURITY CER~ICATION: QWST MANAGED TRUSTED 
INTERNET PRO SYSTEM (MTIPS) (ATO): 

A security wtification of the QWEST T d  Internet Protocol System (MTIPS), and 
its system-level components modules, Arlington, VA; S t e r l i i  VA; Minneapolis, MN; 
Chicago, IL; Columbia, MD and San was conducted in accordance with the Office of 
Management and Budget Circular 111, Security of Federal Automated 
Information Resources; and the Accreditation Progam. 

I 
The nmhed security certification pac!age 

/ 
h s m i t s  the following items: (i) the current Security 

Assessment Report conducted on the QWE T (MTIPS) System, (ii) The QWEST (MTIPS) 
System Security Plan, and (iii) the current lan of Actions & Milestones (POAkM), (iv) 
Contingency Plan, (v) Contingency Plan T st Report, (vi) Business Impact Analysis, (vii) 
hivacy Impact Analysis, and (viii) ~ystempules of Behavior. 

The security controls MTIPS have been assessed 
using the verification in the Securiry 
Assessment Report. the actual 
vulnerabilities 
correclive actions prepared. In MTIPS components exclusively within the 
configuration management included in thc QWEST MnPS C&A 
boundary. Therefore, any by QWEST as part of the MTIPS 
sc~vicc, and configured by or by QWEST for the agencies' use 

I 
US. Gononl Services Adminlstratlon 
2200 Crystal Drive 
Arlington, VA 20406-0003 
www.gsa.gov 



GSA Fedanl ACq~lsltlon SONIC@ 

The enclosed POA&M demibes the c o n d v e  measures that have been implemented or are 
planned, to mitigate the risks associated identified vulnerabilities each component of 
the QWEST Managed Trusted Intemet System (Ml'I.8). 

Futhcrmore, a Penemtion Test was not as part of the QWEST MTPS certification 
activities; hence it is advised that using the QWEST MTPS sirvice 
conduct a Penetration Test of this environment, in accordance with 
their respective Information 

The enclosed POA8tM describes the conccfive measures that have bem implemented or are 
~lanncd. to mitigate the risks associated with the identified wlnerabilities on each component of 

Based on both the existing security configqbtion and the steps taken thus far in the POA&M, 
1 can certify that the QWEST .MTIPS is c&ntly 

I 
operating at an accepmble lwel of risk to the 

organization. 

P1 
Prepared By 

/ 

I 

Concurred By SAISO 

I 
cc: 

I 

GSA Senior Agency Information Security 
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