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Introduction

DLA’s Account Management and Provisioning System (AMPS) has been designed to automate
the processes involved in the creation and maintenance of user account. This process includes the
access request, creation and maintenance of the account. The goal of the system is to enhance
the efficiency of the account request and maintenance processes by minimizing the amount of
human intervention required.

AMPS provides

Automated account request process

Efficient processing of new and departing employees and contractors

Enhanced user control of acquired roles

User ability to check on the status of existing in-process account requests

Enhanced Supervisor capabilities to better manage subordinate application access.

An automated approval process resulting in enhanced productivity for Supervisors, Data
Owners and Security Officers.

¢ Centralized access control for Security Officers. Security Officers can adjust user access
to coincide with changes in user IT Level.

About the AMPS User Interface

As you navigate through the AMPS pages, you will click various radio buttons and checkboxes and you will

select items from list boxes. In most cases, these choices will cause the current AMPS page to refresh with

your choices. If you try to proceed to another field in a form before the page has had time to refresh, you will
see this error message:

Microsoft Internet EXp x|

" "_\ The form has already been submitted.
[

Click the OK button in the error message box to close the error message and allow AMPS to
continue to refresh the page.
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Launching AMPS for the First Time and Requesting an Account

AMPS is a web-based application. You can launch AMPS by typing the URL (https://amps.dla.mil)
into your web browser. NOTE: If a CAC pop-up appears and you receive an error message after
accepting the CAC certificate, launch the URL again and this time, CANCEL the CAC pop-up.

-

AMPS Login

First Time In AMPS? Click Here to Register User Guides
Use this option to register is you have never had a DLA account or if you have access to =
an existing DLA application but have not registered in AMPS. Read the appropriate user =/ EBS Collaboration

guide for step by step instructions.

=
‘= Fusion Centar

Forgot your User ID? Click Here o

Use this option if you have registered with AMPS in the past but cannot remember your '~ Energy FES, PORTS, FMD-Express
DLA assigned User ID

Need Help? Contact the DSCR Help Desk at 804-279-HELP (4357) or toll free 866-335-HELP

UserlD

Password

[Login | ForgetPassword?

Home  FAQ  Privacy/Security 508 Compliance  ContactUs

If you have not yet established a User ID, click this prompt: “First Time in AMPS? Click Here Register”
to open the AMPS Registration page.

‘£ | Identity Manager -- Webpage Dialog

U.S. Government (USG) Information System (IS) - Use and Consent

You are accessing a US Government (USG) Information System (IS) that is provided for USG-authorized use only.
By using this IS (which includes any device attached to this 1S), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC
maonitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence (Cl) investigations

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be
disclosed or used for any USG-authorized purpose.

-This IS includes security measures (e.g., authentication and access controls) to protect USG interests—not for your personal benefit or privacy.
-MNotwithstanding the above, using this IS does not constitute consent to PM, LE, or Cl investigative searching or monitoring of the content of

privileged communications, or work product, related to personal representation or senvices by attorneys, psychotherapists, or clergy, and their
assistants. Such communication and work product are private and confidential. See User Agreement for details.

Read and click, OK
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Logged in as

LOGOUT

AMPS First Time User Access

If you have a DoD issued Common Access Card (CAC):

You must have your CAC inserted in your computer if you want AMPS to register your CAC. This will allow you to access AMPS without having to enter a username and passord. In
addition, your CAC information will be provisioned to applications that are CAC enabled and you will not need a username/password to access these.

Attention DLA Employees or Contractors:
This process is for Mon-DLA users only. If you are a DLA employee or Contractor DO NOT continue with this registration. Your accountin AMPS should have automatically been

created when you joined DLA. If you reached the AMPS login screen it means that there is a problem with your DLA account or the computer that you are using to access AMPS
Ensure that you are accessing AMPS from the DLA network with your CAC. If the problem persists, contactthe Help Desk at the number above

User Type Description

1 it users should click this button. Select this if you are a member of the Armed Services,
DoD User/Contractor || a DAP civilian employee, or a DoD contractor. You will need to provide information about yourself
ell as your supenvisor and local security officer as required by DISA Form 2875
Click this button if you are a Supplier/Vendor with a Commercial and Governemnt Entity (CAGE) code

Supplier®/endor A SupplierVendor is a person that works for a company or corporation that supplies items/parts to DLA.
SuplierVendors are subject to a less stringent approval process

Please contactthe help desk at (804)279-4357 or 1(866)335-4357 if you have any questions concerning the use of this System

Cancel

Home FAQ  Privacy/Security 508 Compliance  ContactUs =l

Select DoD User/Contractor

& Loennny Manager

H T mU TSl EmIOTOOFAUS T JOIELE T juun T

Logged in

AMPS First Time User Access

User Type Description
| — button if you have never registered for an account in AMPS and you do not have an existing account
New Account
in one of tPe DLA applications listed below.
I~
—_—

"C'mg buttan if you currently have ann account to access one of the applications listed below.
Existing Account This process will verify that your account has been pre-loaded into AMPS and will allow you to
update your profile information

Applications currently supported by AMPS:

Energy-FES
Energy-FMD Express
RFPFOB
Caollaboration
BRGTS

BSM

COPA
CSWs
Fusion

WEBS

FDMI

Please contact the help desk at (804}279-4357 or 1(866)335-4357 if you have any questions concerning the use of this System

Select New Account
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dla.mil/idm/user/

File Edit View Favorites Tools Help

W g | Mdentity Manager

Privacy Act Statement

Authority: 5 U.S.C. 301, Departmental regulations; 10 U.S.C. 133, Under Secretary of Defense for Acquisition and Technology; 18 U.S.C. 1029, Access device fraud;
E.O. 10450 Security Requirements for Government Employees, as amended; and E.0. 9397 (SSN).

Principle Purpose(s): Information is used to validate a user's request for access into a DLA system, database or network that has its access requests managed by
AMPS.

Routine Uses: Data may be provided under any of the DoD "Blanket Routine Uses” published at http:/iwww.defenselink.miliprivacy/noticesiblanket-uses.html -

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and
Provisioning System(AMPS) database_ Your identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested

information verification can not be accomplished.

Rules of Use: Rules for collecting, using. retaining. and safeguarding this information are contained in DLA Privacy Act System Motice $500.55, entitled “Information
Technology Access and Control Records” available at hitp/iwww defenselink miliprivacy/notices/dla _

Submission Date Tuesday, April 27, 2010 3.24:34 PM EDT

Qancel

Home FAQ Privacy/Security 508 Compliance Contact Us

Done € Local intranet | Protected Mode: On H100% -

Click the Continue button to indicate that you have read and understood the statement and to
open the Register a New AMPS Account form.

AMPS Registration

Welcome to AMPS, DLA Account Management and Provisioning System

User Information

First Name |Kathy b
Last Name |[Martinez #

Address |ru|y Street

CitylAPOIFPO  [Layton

State/sEAP [UT =] *
Zip Code (34041 s
Country |United States of America 'I*

[i] official Email
Address

[i] official Telephone 30716906633 *
Humber

[i] official Fax |
Humber

User Type |Coniractor - |* Fage will refresh after an item is selected.

[uyemail@dia.mi

*indicates a required field

Continue | Cancel

Home  FAQ  Privacy/Security 508 Compliance  ContactUs

=

Fill in all required fields to establish your identity — double check your email address for typos!
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SUPERVISOR INFORMATION

AMPS will open the next form in the registration process in which you will identify your Supervisor
or your designated Collaboration Demand Data Exchange (DDE) POC at your site.

/B Identity Manager - Microsoft Internet Explorer

=10l x|
File Edt View Favorites Tools Help r
S - AN O e o=
Qe - ) - %] 2] _|I|/ searth < Favortes {641 | =l
Address [{&] https: jdeneto10.ede.ad,dia,milfid spid=231D%23BB9F |EBB0S6A1FE4%3n1576E70° 7 | [ Go - O snagt 1

s‘!ﬂ.'sflgency
il _ dnagement and Provisioning System (AMPS)
Register a New AMPS Account

YWelcome to AMPS, DLA Account Management and Provisioning System

External Supervisor Information

First Mame |

*  LastMame "

Email Address | ¥
Telephone ;i

*indicates a required field

Continue Cancel

Haome FAG Privacy/Security 508 Compliance Caontact Us

NOTE: Supervisor must be a government employee with a .mil email address.

Enter the Supervisor's name or your designated Collaboration Demand Data Exchange (DDE)
POC at your site, email address, and telephone number and click Continue. *CONTRACTOR
NOTE: If your supervisor is NOT the same person as your Contracting Officer, enter your

Contracting Officer’'s information here NOT your supervisor. —Double check the email address for
typos!

If you are a contractor, AMPS will open a form in which you will identify your Contracting Officer.
CONTRACTING OFFICER INFORMATION

; Identity Manager - Microsoft Internet Explorer

=101 x|
File Edt View Favortes Tools  Help | o
@Eack Q) - \ﬂ Ig] 7;\, | /-]Search “:‘:E Favorites ei‘ <, ,‘ = @ ﬁ
Address |@J https:f denet010.ede. ad, dia.milfidm user workItemEdit. jsprid="42310%236E9F 1EBBO96A 1 FE4 7 3A1 57EE 7O ¥ Go 65naglt (eaf
¥ .
; stics Agency
UL it Management and Provisioning System (AMPS)

Register a New AMPS Account

Wielcome to AMPS, DLA Account Management and Provisioning System

External Contracting Officer Information

First Name IDavid *  LastName |DiFiori ®

Email Address IDavid DiFiori.ctrg@dla mil ¥
Telephone [720-4808 *

*indicates a required figld

Continue Cancel

Home FAaQ PrivacyiSecurity 408 Compliance Contact Us

Enter the Contracting Officer's name, email address, and telephone number and click Continue.
Double check the email address for typos!
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AMPS will open the next form in the registration process in which you will identify your Security
Officer

SECURITY OFFICER INFORMATION

2} 1dentity Manager - Microsoft Internet Explorer

5 R eTET

Fle Edt View Favorites Tools  Help ‘ o

S m 5 57 S

@Eack Q- \ﬂ @ ;}J‘/,]Saarch .. Favorites {f;‘ - = - 7| ﬁ

address [ ] https:{denst010.edc. ad.dla.milfidm
= S

ﬂuserﬂwﬂrkltEmEdlt.]sp?\dZ%ZEID%ZSEBQF1EBEDQGA1FE4%3A1576E7D‘j Go

>+ | Snagle 1

i i De ,"‘, e }Qfﬂﬁ;’!;gency
S y Aecount Management and Provisioning System (AMPS)
Register a New AMPS Account

Welcome t0 AMPS, DLA Account Management and Provisioning System

External Security Officer Information

FirstName [David * LastMame |Difiori €

Email Address |Dawd DiFiori.ctrgddla. mil 3
Telephone IEDA-729-4898 g

* indicates a required field

Cantinue Cancel

Home FAQ PrivacyiSecurity 508 Compliance Contact Us

Enter the Security Officer's name, email address, and telephone number and click Continue.
— Double check the email address for typos!
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AMPS will open the next form in the registration process in which you will create your AMPS
account password.

CREATE A PASSWORD

/} 1dentity Manager - Microsoft Internet Explorer _lof x|

File Edit Y¥iew Favorites Tools Help | #

@Back - -L_J - d \g _;\| | /.-}Search Hi:}__”Favorites g? pd ,; - - - | ﬁ

Address |’§j https:,l’,l’denetﬂ1D.edc.ad.dla.miI,l’idm,l’user,l’workItemEdit.jsp?id=°.-"0231D°.-"02SBBQFIEBBD%A1FE4°.-"03A15?6E?D°j Go o |Links *®
— T "

& - | & sna 2

Logoed in as MNewlser

LOGOUT

Create a Password

[Zl Passward || *
Confirm Password | "

Password Policy

Maximum Length: 32
Maximum Occurrences: 3
Maximum Repetitive: 3
il resource | Maximum Sequential: 3

accounts whoge | Minimum Alpha: 2

password will be | Minimum Length:
changed if selected. | Minimum Lowercase: 2
Minimum Mumber of Character Type Rules That Must Pass: All
Minimurm Mumetric: 2
Minimum Special: 2
Minimum Uppercase: 2
Must Mot Caontain Attribute Walues: email, firstname, fullname, lastname

*indicates a required field

Continue | Cancell

Hame FAQ Privacy/Security a08 Compliance Contact Us

Enter a password in the Password text box, then enter it again in the Confirm Password text box
and click the Continue button.

The password policy contains a large number of rules for password creation. Please read the list
carefully before attempting to create your password. If your chosen password is not acceptable,
you will receive a list of the criteria your password failed to satisfy. Try again until you have
created an acceptable password.

When your password is accepted, AMPS will open a page in which you will answer a series of
guestions. These answers will be recorded and used to authenticate your identity if you should
forget your password at some point in the future and need assistance from the Help Desk.
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Y 1dentity Manager - Microsoft Internet Explorer

JT=TE|
Fle Edt Wew Favorites Tools Help

@Back - - %] |2 _;\||/i‘;iear(h \; Favorites ‘l| - W,’, - @ﬁ

Address |-’é.j https:f/denet010.edc. ad.dia.milfidm/user workItemEdit, jsp?id=%:231D%2 388 9F 1EBBOY6A 1 FE4 %3415 76E 70%:3A4 1 13D52C07C 2% 3A- 18FE&lang=en&ontry=US

LOGOUT

Authentication Questions

Please answer the following questions.  Answers will be autornatically converted to upper-case.

Question Answer

What is your favarite color? ||

What city where you born in? I

What is your favarite movie? I

Cantinue I Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

Answer all the Authentication Questions and click Continue. You will need these answers when it is time
to extend your access. TIP: they can all be the same answer. AMPS will display a page indicating that the
registration process is complete. Click on Leave AMPS Registration to end the session.

/2§ Identity Manager - Microsoft Internet Explorer

_lolx|
Ble Edt Wiew Favortes Iooks Help

| &
@Back 2 BRE _;‘||/iESaarch \, Favorites &l| - W,’, - @ﬁ

Address |@j https:{denet010.edc. ad.dia.milfidm/user fworkItemEdit, jsp?id=%2310%2 388 9F 1EBBOY6A | FE4 %341 576E 70%63A 1 1 3D52C07C 2% 34 - 18EARang=engntry=Us

=] EJ o |Links &

Logged in as Me

& - | & snaglt '

Inbox ltem Edit

Thank you for registering

LastName Hahn

First Name  Mawell

Your new AMPS accountwill be ready momentarily. Please follow the link below to log into AMPS using the account listed below and the passwaord that you provided during registration

User ID EMHOODO1

Click here to leave registration pages and log into AMPS Leave AMPS Registration

Home FAG Privacy/Security 408 Compliance Contact Us

You will receive an email indicating that your AMPS account has been created and your access
has been granted.

NOTE: Your User ID is provided here. This is the same User ID you will use to log on to the
Manugistics Collaboration system, after your SAAR is complete and approved.

10
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Launching AMPS After You Have An Account

You can launch AMPS by typing the url (https://amps.dla.mil) into your web browser. NOTE: If a
CAC pop-up appears and you receive an error message after accepting the CAC certificate,
launch the URL again and this time, CANCEL the CAC pop-up.

LOGOUT

AMPS Login

First Time In AMPS? Click Here to Register User Guides
Use this option to register is you have never had a DLA account or if you have access to =
an existing DLA application but have not registered in AMPS. Read the appropriate user =/ EBS Collaboration

guide for step by step instructions.

=
‘= Fusion Centar

Forgot your User ID? Click Here o

Use this option if you have registered with AMPS in the past but cannot remember your '~ Energy FES, PORTS, FMD-Express
DLA assigned User ID

Need Help? Contact the DSCR Help Desk at 804-279-HELP (4357) or toll free 866-335-HELP

UserlD

Password

[Login | ForgetPassword?

Home  FAQ  Privacy/Security 508 Compliance  ContactUs

Enter your AMPS User ID and Password and click Log In.

11
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Change AMPS andior Application Passwords (This Does Not Work for All Applications) Change Password
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og !ﬁig;bcy
@nagement and Provisioning System (AMPS)

Welcome George. Please select fram one of the following options:

AMPS Corner Applicati

Request or Update Access to an Application RequestRole
Request Removal of Your Access to an Application Remove Role

Update Your AMPS Profile Update AMPS Profile

AMPS News:
Page Last Refreshed at:

Update Challenge Questions Change Answers to Authentication Questions AMPS Version 10.0 {IDM

Heed Some Guidance? Look at the Job Aids View Job Aids

Home FaQ PrivacyiSecurity 508 Compliance Contact Us

From the AMPS home page, you can choose to:

Request Role. See page 17. Opens a form that allows you to select a desired level of
access to applications managed by

Remove Role

Opens a form that allows you to remove a previously assigned role.

Update AMPS Profile

Opens a form that allows you to update your account information.

Change Password

Opens a form that allows you to change your password.

Change Answers to Authentication Questions

Opens a form that allows you to revise your answers to the questions that will be used to
identify you if you forget your password.

View Job Aids
Opens a form that allows you to view and download AMPS user documentation.

12
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Change Password

If you select Change Password from the AMPS Home Page, AMPS will open a form that allows
you to revise your password.

2 Identity Manager - Microsoft Internet Explorer

Fle Edt Wew Favorites Iooks Help

Fa

| &
-l JHE

Address [&] https:{/denet010.edc.ad.dia.milfidmuser/changePassword.jsp =] Edso |Links » &y - | (@ snagt 2

Change Password

LOGOUT

To change your password on all resources, enter and confirm a new password, select Change Identity system user and all resource accounts, and then click Change Password
To change your password on individual resources, select one or more resource account IDs.

Password
Confirm Password

I~ Change Identity systerm user and all resource accounts

Account ID

Resource Name | Resource Type | Exists | Disabled | Password Policy
Maximurn Length: 16
™ EmMHOO001 Lighthouse Lighthouse Yes Mo Minimum Length: 4
Must Mot Contain Attribute Values: email, firstname, fullname, lastname
Maximum Length: 32
(il Resource Maximum Occurrences: 3
Maximurm Repetitive: 3
accounts whose Maximur Sequential: 3
password will be
changed if selected

Minirum Alpha: 2

EAD LDaP ves Mo Minirum Lenath: 9

Minimum Lowercase: 2

Minimum Mumber of Character Type Rules That Must Pass: All
Minimurm Numeric: 2

Minirmurm Special 2

Minimum Uppercase: 2

Must Mot Contain Attribute Values: email, firstname, fullname, lastname

[~ ch=EMHO00001,ch=Users,de=dla,de=mil

Change Password | Cancel |

Home FAQ Privacy/Security 508 Compliance Contact Us

Type your new password in the Password field. Type the new password a second time in the
Confirm Password field. Click Change Password to record the change.

AMPS will open a page to indicate the results of the password change.

Z§ 1dentity Manager - Microsoft Internet Explorer

Ble Edt Yew Favorites Iooks Help

Qe - ) - [x] 3] @

&
-l JBEK

id fuserchangeR asswordResulks jspAlang=endcntry=USalang=entscntry=US

n

! At {nagemen! and Provisioning System (AMPS)
Change Password Results

LOGOUT

Attribute Value Status
EMH00001 on Lighthouse

password
cn=EMH00001,cn=Users,dc=dla,dc=mil on EAD
password

Account cn=EMH00001,cn=User s dc=dla,dc=mil updated.

Workflow Status

Process Diagram

X

13
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Change Answers to Authentication Questions

If you select Change Answers to Authentication Questions, AMPS will open a form through
which you can revise your answers to the questions that will be used to identify you if necessary.

The original three questions must be answered before adding additional questions.
Update AMPS Profile

When you click the Update AMPS Profile link on the AMPS home page, an information page

outlining the authority, purposes, disclosure requirements, and rules of use regarding the data
requested from you by AMPS will be displayed.
g i Furzjrd : S\t%‘] RE%h Hur&l

address [£] htps://denet010.edc.ad. da.milfidm/userjchangsAll.isp

3
i

e

Search  Favorkes  Histary

B a4 3

=
Mail Print Edlt Discuss  DSCR Tools  Research  Messenger

B ks »|& -

Logged in :

AMPS End User Form

Use this page ta change multiple user account atiributes:

To sawe your changes, click Save.

Authority: 5 U.5.C. 301, Departmental regulations; 10 U.5.C. 133, Under Secretary of Defense for Acguisition and Technology; 18 L.S.C. 1029, Access device fraud; E.O. 10450 Security Reguirements for
Government Employees, as amended; and E.Q. 9397 (S5M)

Principle Purpose(s): Information is used to validate a user's request for access into a DLA system, database or network that has its access regquests managed by AMPS.

Routine Uses: Data ray be provided under any of the DoD "Blanket Routine Uses” published at hitpiveasw defenselink milfprivacymoticesiblanket-uses html

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and Provisioning System(AMPS) database. Your
identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested infarmation verification can not be accomplished.

Rules of Use: Rules for collecting, using, retaining, and ling this information are
available at http i defenselink miliprivacyinoticesidia

ined in DLA Privacy Act System Motice $500.55, entitled "Information Technology Access and Control Records”

Submission Date

M Cancel

Tuesday, AUgust 5, 2008 9:11:43 AM EDT

Home FAG Privacy/Security 508 Compliance ContactUs

Click the Cancel button to return to the home page or click the Next button to continue to the
AMPS End User Form to update your profile information.
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AMPS EXTERNAL USER REFERENCE

The AMPS End User Form is used to maintain identification, location, contact, and classification
information about each user. Required fields are marked with a red asterisk. Be certain that all
required fields are filled in. Correct any information that may have changed.

Fle Edt Yew Favortes Tools Help I
p ) N 3 50 & 3
Q.0 . B @] P 97 & [ I H @ 3
Back Farward Stop Refresh Home Search Favorites History Mail Print Edit Discuss  DSCR Tools Research  Messenger
Address [ €] https:/denetn10.edc.ad. dis.miidmjuser/changeal. jspiglobal. mitatus B = }Links >y -

LOS0UT

AMPS End User Form

Use this page to change multiple user account aftributes

To save your changes, click Save.

Account ID  EVWDIOO01

Last Name [willams *

First Name  [iilliarm *

Official Address |2 0Oak Strest

CityiAPOFPO  [Scranton *
State/AEAP [PA =] *
Zip Code [18702

Country [ United States of America =]
[l Email Address [gjd@acme.com *
[i] official Telephone ,W .
Number
Citizenship ,US—LI i
User Classification [Wiltary =] " Pags will reftash aner an item Is selactad)
AgencyBranch ,USAF—LlF‘agewwH refrech after an itemn is selected. RankRate ,m =

The bottom section of the AMPS End User Form is used to maintain your supervisor, Security
Officer, and Information Assurance Officer information. It also shows you what roles you currently
hold in AMPS or systems managed by AMPS.

Supervisor Information

Please Verify, Change or Add Your Supervisor Information Below

Last Name [Lott *  First Name [Lance g

Email Address [gearge. dombroski ctr@dla.mil <

Telephone [804.223 6589 0

Security Officer Information

Last Name [Martis * First Name |Mark <

Email Address |geurge dombroski.ctr@dla.mil 2

Telephone [804.224 6325 W

Information Assurance Officer Information

LastName | First Name |

Telephone

Role Information

Application Roles Admin Roles

BSM Prod Exernal - Levels Collahorator - Update JD-543
BSM Prod External - ESA Focal PointD-717

*indicates a reguired field

Back | Save Cancel |

Home FAQ PrivacyfSecurity A08 Compliance Contact Us
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AMPS EXTERNAL USER REFERENCE

When the information in the AMPS End User Form is complete and correct, click the Save button
to save the changes.

If you want to discard any changes, click the Cancel button. The information will revert to the last
Saved version and the browser will open the AMPS home page.

At any time, you can click the Back button to return to the information page. Any changes you

have made will still be available on the AMPS End User Form, but the changes will not be saved
until you reopen the form and Save it.

When you click the Save button, the information will be saved and an Account Changes Made
form will be display.

a Identity Manager - Microsoft Internet Explorer

o [ 3}
File Edit Wiew Favorites Tools  Help ‘ -.1!
- - & - ¥ o
@Eack > ] d l:‘ l| ‘ PE ) Search w 0 ¢ Favorites 3 ‘ e 3 J ﬁ
Address |-§:§ https:j/denet010 ede,ad.dla.milfidm/user /changealResults, jsplang=engcntry=Us J Go | Links @ s

ogistics Agency

t, é'nagement and Provisioning System (AMPS)

Account Changes Made (Shown for Informational Purposes Only) - Click OK to Continue

Attribte Old Value New Value Status
cn=hpo0039,cn=Users,dc=dla,dc=mil on IAD
fmanager cn=gwe2679,cn=Users de=dla,de=mil

ch=hed0240,ch=Users,de=d|a,de=mil
Account cn=hpo0039,cn=Users,dc=dla,de=mil updated

o

Home FAG PrivacySecurity 508 Compliance Contact Us

Click OK to continue to the home page.
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Request Role

In order to access any of the applications managed and provisioned by AMPS, you must apply for
a role related to the application.

Requesting a Role

From the home page, select Request Role

Welcome George. Please select from one of the following options.

| main | —— =
- i | AMPS Comer | Applicati
Request or Update Access to an Application RequestRole

Request Removal of Your Access to an Application Remove Role
AMPS News:

Update Your AMPS Profile Update AMPS Profile
Change AMPS andior Application Passwords (This Does Not Work for All Applications) Change Password Page Last Refreshed at:
Update Challenge Questions Change Answers to Authentication Questions AMPS Version 10.0 (IDM

Heed Some Guidance? Look at the Job Aids View Job Alds

Home FAQ Privacy/Security 508 Compliance Contact Us

A list of applications will be displayed

Application Access Request Form For Non-DLA Users

Flease Note: AMPS is an enterprise system and accommodates systems other than BSM. Only those roles specifically for PDMI can be requested through the PDMI option. Only
those roles specifically for CRM can be requested through the CRM option. All other BSM roles should be requested using the BSM option. AMPS roles are specific to AMPS
administration and require supenisor and AMPS Admin approval prior to being granted

For Which Application Are You Requesting Access?

Application Description

" Energy-FES Fuels Enterprise Server

" Energy-FMD Express | Fuels Manager Defense Express

" RPPOB Replenishment Parts Purchase Or Borrow Program

" Collaboration

" BRGTS Boeing Rights Guard Tracking System

" BSM DLA Enterprise Business System (Formerly Business System Modernization - BSM)
" COPA Center of Parts Activity

€ csws PDMD Customer Senice Web Site

€ Fusion DLA Fusion Center

" MEBS Mapping Enterprise Business System

 PDMI Placeholder for POMI

MNext Cancel |

Home FAQ Privacy/Security 508 Compliance Contact Us

(Kl
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Application Access Request Form For Non-DLA Users

Flease Mote: AMPS is an enterprise system and accommaodates systems other than BSM. Only those roles specifically for PDMI can be requested through the POMI option. Only
those roles specifically for CRM can be requested through the CRM option. All other BSM roles should be requested using the BSM option. AMPS roles are specific to AMPS
administration and require supervisor and AMPS Admin approval prior to being granted.

For Which Application Are You Requesting Access?

Application Description
" Energy-FES Fuels Enterprise Server
" Energy-FMD Express | Fuels Manager Defense Express
' RPPOB Replenishment Parts Purchase Or Borrow Program
" BRGTS Boeing Rights Guard Tracking System
© BSK DLA Enterprise Business System (Formerly Business System Modernization - BSM)
© COPA Center of Parts Activity
© CBWS PDMD Customer Service Web Site
© Fusion DLAFusion Center
" MEBS Mapping Enterprise Business System
© PDMI Placeholder for PDMI

MNext | Cancel

Home FAQ Privacy/Security 508 Compliance ContactUs

Select Collaboration, click the Next button.

Logged in as: EGT00009

LOGOUT

Mplication Access Request Form For Non-DLA Users

n Which Environment Do You Require Access?

 Production
*

Page will refresh after an item is selected

*indicates a required field

Back MNext Cancel

Home FAC Frivacy/Security 508 Compliance ContactUs

Production will already be selected, click the Next button.
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Logged in

LOGOUT

Application Access Request Form For Non-DLA Users

Please Mote: The default ("Default™) option gives a list of all job roles available through AMPS. If you do not currently have a primary role, you will only be allowed to view primary roles.

If you currently have a primary role, only additional and bolt on roles will be displayed. If you wish to change your primary role, you first must request removal of your current primary
role

For Which Sub Category Are You Requesting Access?

& Customer
" Supplier
€ Default
*

Page will refresh after an item is selected

*indicates a required field

Back Mext Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

Select Customer and after the page refreshes, click the Next button.
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Application Access Request Form - User - External

' Application Roles | Admin Roles
Current Roles

YE P[l)eaS_ve Slelie'lﬁ JD-383~B5M Prod External - External Custarner Callaborator - iew JD-383 I
RaRRS UL U |D- 354 ~B5M Prod External - External Customer Collaborator - Update JD-384
({TIP: Filter results I

using the "Quick |
Filter’ feature helow.
For more detail click |
on the "information” =

el

[ Show Roles with Descriptions ]

Justification for |
Access/Comments | '
- |

Horme FAG PrivacyiSecurity 08 Compliance Contact Us

Show Roles with Descriptions |

1 Type of Access

Required: Authorized »

Data Classification |Unclassified ¥ b

Justification for
AccessiComments

*

*indicates a required field

Back | Mext| Cancel

Hore FAGC PrivacylSecurity 508 Compliance Contact Us

Select either JD-384 (update) or JD-383 (view) depending on if you require View or Update
access requited, from the list on the left and click the button labeled > to move the role to the list on
the right.

If you would like to see the description of the roles, click Show Roles with Descriptions. Return
to the original form by clicking Hide Descriptions.

Select Authorized for the Type of Account Access Requested drop-down list box.
Select Unclassified from the Data Classification drop-down list box.

Type a justification of the request in the Justification for Access Comments field, e.g. to Collaborate future
Supply Plan requirements with DLA. This is a required field.
Click Next
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AMPS EXTERNAL USER REFERENCE

T ~, 2 \
d Y )| ¥ .3 b

gistics Agency
: _Ehagement and Provisioning System (AMPS)

Loggedin as:

Application Access Request Form For Non-DLA Users

Authority: 5 U.S.C. 301, Departmental regulations; 10 U.S.C. 133, Under Secretary of Defense for Acquisition and Technology: 18 U.S.C. 1029, Access device fraud;
E 0. 10450 Security Requirements for Government Employees, as amended; and E.O. 9397 (SSN).

Principle Purpose(s):  Information is used to validate a user's request for access into a DLA system, database or network that has its access requests managed by
AMPS.

Routine Uses: Data may be provided under any of the DoD “Blanket Routine Uses” published at hitp:/fwww defenselink mil/privacyinoticess/blanket-uses htmi
Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and
Provisioning System{AMPS) database. Your identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested

information verification can not be accomplished.

Rules of Use: Rules for collecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Notice S500.55, entitled “Information
Technology Access and Control Records” available at http:/iwww.defenselink mil/privacy/notices/dla

Submission Date  Thursday, January 5, 2011 5:02:13 PM EST

Back Next Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

This information page lists the authority and rules under which information is collected and the
uses to which it may be put.

Click Next to continue with the role application request.
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AMPS will open a page to collect information pertaining to your identification, work and citizenship
status, location and contact information. Most of the fields will be filled in for you based on your
profile. Check to verify that the information is correct and make any required corrections.

Tell Us About Yourself

Citizenship |US ~|* Pagewill refresh afier an itern is selected.

Last Name |W\\I|am3 First Name [Wiilliam [Emm fwi

Official Address

Street [2 Oak Street

City/APOFPO |Scrantnn #  state/AEAP |PA | *  Zip Code |18/702
Country |Urmen States of America j
[i] official Email *

Address |gjd@acme rom

[i] Official Telephone 3012703333 "
Number
User Type |Caontractor ~|* Pagewill refresh afier an itern is selected

[i)Job Title [Clerk

[FlName of
Contracting |Tenh\nc i
Company
[ Contract Number [F6CT7385 Note: The Social Security Number
[lcontract = information is encrypted and will only be
PR 0772312009 L N . .
ZCELTIIEED seen by the Security Officer who will
[i]SSN [ssssseses *  Click information icon for clarification of S5M usage. Compare |t Wlth information on flle
[lRe-enter SSN [sennnnnee *
(E Traiing And ] NOTE: Contractors may take the Information Assurance
corticaton (075772005 B (IA) training at this link:
Requirements
Completion Date . . . . - .
http://iase.disa.mil/eta/iaav9/iaa_v9/index.htm s et
Back | Newt| Cancel

Fill in all the fields that apply to you. All fields marked with a red star (*) are mandatory.

User Type select a type from the User Type drop-down list box. Other fields will open depending
on the User Type you select. If, for example you select Military, you will also have to fill in fields
for Job Title, Branch and Rank. If you select Contractor, you will have to fill in fields for Job
Title, Name of Contracting Company, Contract Number and Contract Expiration Date. Be
sure to fill in all required fields.

IA Training and Awareness Certification Requirements Completion Date

Click the pop-up calendar next to this field and select the date you completed your Information
Assurance (IA) Training. Note: Selecting a future date or a date more than two years in the past
will result in an error message being displayed.

Click Next to continue.
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Optional Information

Type your DoDAAC in the Optional Information form

File Edit View Favorites Tools Help

i ; = >
ke |fé1dantityManager | | 13-}] > B -~ ™ ~ |kPage v (g Tools v <

LOGOUT

Optional Information

Mote: This Application Requires that you enter DODAAC information in the provided field

- FB20 -
29

E Optional
Information

m

[ bobaacs)

[Back | | Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

After typing the information Click Next to continue.
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AMPS will then open a page to collect information about your Supervisor or your designated
Collaboration Demand Data Exchange (DDE) POC at your site. This information will already be
populated based on the information you provided in your profile and make any required

corrections.
i
Fls Edb Vew Favortss Took Help | &
Qe - ) - ¢ 2] .,|/ ) Search | Favarites &"¢| . i

6Snag1t L

Address |.e,j e e e e e R =l B |unkS 2

LOGOUT

Application Access Request Form - User - External

Please Ensure That the Supervisor Information Below is Accurate

Elsupennsol L1s| &
Clsupennsol First I-[)awd—- &
Name

Email #
Address |Davm DiFiori ctri@dla mil

[l supervisor Phone 304-729-4838 "
Number

*lndmatesarequ\redﬂe\d
Back | Mexd| Cancel

Home FAGQ Privacy/Security 508 Compliance Contact Us

NOTE: Supervisor must be a government employee with a .mil email address.... Validate that
ALL fields are filled in correctly and click Next to continue. *CONTRACTOR NOTE: If your
supervisor is NOT the same person as your Contracting Officer, enter your Contracting Officer’s
information here NOT your supervisor. —=NOTE: It is imperative that the email address is keyed
in correct to assure the form is routed properly to your supervisor or your desighated
Collaboration Demand Data Exchange (DDE) POC at your site.

If you are a contractor, AMPS will open a page to collect information about your Contracting
Officer. This information will already be populated based on the information you provided in your
profile.

ﬁge‘ncy
glagement and Provisioning System (AMPS)

Application Access Request Form - User - External

Please Ensure That the Information Below is Accurate

Gl
#*
Officer Last Name lD‘an
e
o *
Officer First Name |Davld
e
Officer Email |Dav|d DiFiori ctr@gdla. mil #

Address
[il Contracting
Officer Phone |304-728-4588 i

Number

*indicatesareqmredﬂe\d
Back | Mext| Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

Validate that ALL fields are filled in correctly and click Next to continue. NOTE: It is imperative
that the email address is keyed in correct to provide accurate contact information.
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AMPS will open a page to collect information about your Security Officer. This information will
already be populated based on the information you provided in your profile.

A 1dentity Manager - Microsoft Internet Explorer
Fls Edt Wew Favortes Tools Help ‘

OBack - - %] 2] .,|/ ) search v Favorites &'&a| - .- A - i
Address |4ﬂ https: IdenetDIU edc.ad.dla.miljidm /user/warkItemEdit. jsp# variables. MainWizard J . Go | Links > ﬁ. ‘ e Snaglt 17!

Logged in as EMHO0O01

LOGOUT

Application Access Request Form - User - External
Please Ensure That the Security Officer Information Below is Accurate

[i] Security Officer i
Email Addiess |Dav|d DiFiori ctri@dla mil

[i]Security Officer 3047254508 i
Phone Number

*indicates a required field

Back M Carncel

Home FAQ Privacy/Security 408 Compliance Contact Us

Validate that ALL fields are filled in correctly and click Next to continue. NOTE: It is imperative

that the email address is keyed in correct to assure the form is routed properly to your
Security Officer.

AMPS will open a page to collect information about your Information Assurance Officer. This
information is not mandatory and the 1AQ is usually your Security Officer. It will already be
populated based on the information you provided in your profile.

Logged in as: EVMID0001

Appllcatlon Access Request Form - User - External

Please Ensure That the Information Assurance Officer Information Below is Accurate(Data Provided for Internal Approver Follow Up Purposes Only)
[l information

Assurance Officer

Last Name

[ mformation

Assurance Officer

First Name
&
Assurance Officer |
Phone Number

Back M Cancel

Home  FA@  PrivacwSecurity 508 Compliance  ContactUs

Validate that ALL fields are filled in correctly and click Next to continue.
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LO3OUT

Application Access Request Form - User - External

[il Please affirm your acceptance of the Terms and Conditions and Non-Disclosure Agreement
lagree [ *

I accept the responsibility for the information and DOD |
system to which I am granted access and will not exceed
my authorized level of system access. I understand that
my access may be revoked or terminated for non-compliance
with DISA/DOD security policies. I accept the
responsibility to safeguard the information contained in

User Accept: these frow unau thorized or inadvertent

Statement modification, disclosure, destruction, and use. I

understand end accept that my use of the system may be
monitored as part of managing the system, protecting
against unauthorized access and verifying security
problems. I agree to notify the appropriate organization
that issued my account (s} when access is no longer

required.
H

Submission Date  Tuesday, August 5, 2008 8.28:04 AM EDT

*mdlualesarequlredﬂeld
Back | Next| Cancel

Home FAGH Privacy'Security 508 Compliance ContactUs

Read the User Acceptance Statement and the Nondisclosure Statement and click the associated
checkboxes to indicate that you agree to the Terms and Conditions whereby the information about
you is collected and that you are satisfied with the protection provided by the Non-Disclosure
Agreement.

Click Next to continue.
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ERROR MESSAGES

Error messages will display in red if there is any missing information in your request. To eliminate
the error messages, use the Back buttons to go back to the screens where the information was
omitted. Once you have filled in all of the missing information continue with your request.

In this example, the Justification for Access/Comments field and the Social Security Number
fields were left blank.

Logged in as: EVAMO000T

iés gye‘ney
dnagement and Provisioning System (AMPS)

e Error

Missing walue for reguired field "variables appReguest’

Missing walue for reguired field "<strong=Justification far Access/Comments</strong="
Mo Role gelected: Please navigate back to the Role Selection screen and select 3 Role,
Missing walue for reguired field "=strong=Joh Title=/strong="

Missing walue for reguired field "=strong=Joh Grade/Pay Schedules/strong=",

Missing walue for reguired field "=strong=SSN=/strong="

Missing walue for required field "<strong=Re-enter S5MN</strang>"

Invalid Social Security Mumber. Please re-enter your Social Security Mumber,

Missing walue for reguired fisld " 1A Training And [of

c Datesistrong="

Application Access Request Form - User - External

[il Please affirm your acceptance of the Terms and Conditions and Non-Disclosure Agreement

lagree W *
I accept the responsibility for the information and DOD B
system to which I am granted access and will not exceed
my authorized level of system access. 1 understand that
ny access may be revoked or terminated for non-compliance
with DISA/DOD security policies. I accept the
responsibility to safeguard the information contained in
User Acceptance these systems from unauthorized or inadvertent
Statement modification, disclosure, destruction, and use. I
understand and sccept that my use of the system may be
monitored as part of managing the system, protecting
against unauthorized access and verifying security
problems. I agree to notify the appropriate organization
that issued my account(s) when access is no longer

required.
=

Submission Date  Tuesday, AUgust 5, 2008 9:36:42 AM EDT
* indicates a required field

Back _N_e)ﬂ Cancel

Home  FAQ  PrivacyiSecurity 508 Compliance  ContactUs

Click the Next button to submit the completed request which will open the Inbox Item Edit page.
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The Inbox Item Edit page lists the SAAR number of your request, the name of the application, and
the role for which you have applied.

B e

Inbox ltem Edit

Click [Submit] below to complete your request.
Your request will NOT be submitted unless you click [Submit].

Please note the SAAR number of your request for future reference.
SAAR#: 1303

Application Access Request For: YWehCATS
Requested Roles FProd WehCATS
LastName Hahn

First Name  Mawell

Submit

Home FAG Privacy/Security 408 Compliance Contact Us

Click Submit to transmit the finished request. This will start the review process and return you to
the AMPS Home Page.

NOTE: If you do not click Submit, your SAAR will not be forwarded for review.

To facilitate the processing of your request, notify your supervisor/contracting officer and
security officer that the AMPS email notifications described below have been forwarded to
them for action and it may be marked as junk mail.

At every step of the review process AMPS will send you an email describing your request and its
progress. Below is an example of the email you will receive when you initially submit your request.

From:  amps_user@diamil Sent: Thu 5/10{2007 9:27 AW
To: Hahn, Maxwell & (Contractor) (J6R)

o

Subject: Rele Request for Hahn, Masxwel Recelved

The following request was submitted on your behalf:

Request Detail

Request Number (SAAR)
Request Type

Requested Roles S Prod - Technical & i )
Date Submitted

The request will be forwarded for approvals

This message is provided by AMPS for notification only. Please do not respond to this message. If you have any guestions regarding this
notification, please contact the help desk
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AMPS will also send an email notification to the supervisor or your designated Collaboration
Demand Data Exchange (DDE) POC at your site, as he is the first reviewer/approver.

NOTE: To facilitate the processing of your request, notify your supervisor/contracting

officer that the AMPS email notification has been forwarded to them for action and it may be
marked as junk mail.

Supervisor Approval - Approval Request for Hahn, Maxwell

amps_user@dla mil

To: Di Fiori, David & (Contractor) (J6R)

The tollowing request was submitted tor your approval: d

Request Detail

Request Number
(SAAR)

Requestor

Request Type
Requested Application

Ancillary User 1D-
Requested Roles flary Lser 2
Date Submitted

Recommended
Resolution

This message is provided by AMPS for notification only. Please do not respond to this message. If you
have any guestions regarding this notification, please contact the help desk at 804.279.4357.

AMPS will send you emails at each step of the process. Whenever a request is approved, denied
or awaiting an approval you will receive an email. The email below is indicating the status of the
request is pending a supervisory approval.

El

The Following Represents the Status of Your Pending Request:

Request Number (SAAR)
Requestor

Request Type
Requested Application
Requested Roles

Date Submitted

Pending Approval Type

el
o
=]
=
m
g
4
(=]
o
g
g,

Date Received for Approval

This message is provided by AMPS for notification only, Please do not respond to this message. If you have any questions regarding this
notification, please contact the help desk.
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Supervisor Approval

The supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your site
will launch AMPS by clicking the link in the email.

— - -]
From: amps_user@dla,mil Sent: ‘Wed 8/6/2008 9:25 AM
Tas Dombroski, George 1 {Contractar) (JBR)
ides

Subject: TEST: Supervisor Appraval - Approval Request Far Williams, William

A subordinate has requested your approval for a job role via DLA's Account Management and Provisioning System (AMPS). Please
click on the link below to approve or deny the request at your earliest convenience:

Request Detail

This message is provided by DLA's Account Management and Provisioning System {4MPS) for notification purposes only. Please do not respond
to this message. If you have any questions regarding this notification, please contact the AMPS help desk at 804.279. 4357,

This will open the page below with a list of pending AMPS approvals for the Supervisor or your
designated Collaboration Demand Data Exchange (DDE) POC at your site.

Fle Edt View Favorites Tools Help ‘ a2
3 A P S % [ ] E‘ =8

Q.0 . x [ A w$ © = = [J B & 3

Back: Forward Stop Refresh Home Search Favorites History Mail Prink Edit Discuss  DSCR Tools  Research  Messenger

Adress [ hetps:fdenetn 10, sdc.ad.dia, ol cjuserextwor kitem s, jsp7emal—gecrge dombraski cr@dia,mil

This is a Department of Defense (DoD) computer system. This computer system, including all related equipment, networks and network devices (specifically including internet aceess), are provided only for authorized U.S
Government use. DoD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized, for managerment ofthe system; to facilitate protection against unauthorized access, and 1o

verify security procedures, and Security. includes active attacks by authorized DoD entities to test or verify the security ofthis system. During monitoring, infarmation may be examined, recorded,
copied and used for authorized purposes. All information, including personal information, placed on or sent over this systern may be monitared. Use of this DoD computer system, authorized or unauthorized, constitutes consent
10 monitaring ofthe system. Unauthorized use may subjectyou to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used for administrative, criminal or other adverse action. Use of this
gystern constitlutes consent to monitoring for these purposes

Click on Request Below to Approve or Reject.

Approval Request Description

Reguest Access SAARZS0344 - Request for William Williams (EWW00001) 08/06/2008 09:24 48 EDT

Refresh

Home  FAQ  PrivacyiSecurity 508 Compliance  ContactUs

The supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your site
can then click the Request Access link to open the supervisor's Application Access Approval
form.
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Supervisor’'s Application Access Approval form

This form informs the supervisor or your designated Collaboration Demand Data Exchange (DDE)
POC at your site of the user’s request for access, including the Application and requested role. The
requestor’s personal information is listed as well.

External User Application Access Approval
Please affirrn the reguestor's need for access tothe referenced application and indicate your approval or denial of the request.

SAAR=: 50344

[i] Application
Access RequestFor Do
Requested Roles  BSM Prod - Accounts Receivable Processor- DFAS JD-19

Type of Acqess Authorized
Required:
Data Classification  Unclassified

Requestor's
Justification For  TEST TEST TEST
Access

Pending Role
Request(s):

Requestor Information
ESSN ey
LastName Williams

FirstName  William

MW
[3] official Email
‘Address gjd@acme.com

[Tl Official Telephone

804.278.3333
Number

Request Decisioning

Supervisor Decision | =-Pleage Select-= | * Page will refrech afler an itern ie selected.

C|

Comments

*

Approver Information

[l approver Last

Lott
Name
[i] Approver First Lance
Name

[Z] Approver Email

Address george. dombroski ctr@dla mil

[i] Approver Phone
Number

[il DLA Policy Disclaimer

lagree [~ *

804223 66B3

]

It is a wiolation of DL& policy to grant application

DLA Policy =ccess to any individual other than a direct report.

Disclaimer Violation of this policy may result in disciplinary
action.

[ ]

DecisionDate  Wednesday, AUgust 6, 2008 6:31:07 AM EDT

*indicates a required field

Cornplete Cancel

Home FAQ PrivacyiSecurity 508 Compliance ContactUs

The Supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your site
can select to approve or deny the request

Request Decisioning

Supervisor Decision |- * Page will refresh after an item is selected.

Comments
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If the supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your site

chooses to Approve, the form will be redrawn with new fields.

The supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your site
may accept the default Start and End dates or choose to change them by clicking the calendar

icons to open calendar applets from which dates can be selected.
Avvl -5‘::%2:2 [asr10rz007 @*

E‘Applicaﬁon g
i
Access End Date |15/09/2008

The supervisor must indicate agreement with the DLA Policy Disclaimer by checking the

il DLA Policy Disclaimer

lagree [~ %

It is a wviolation of DLA policy to grant application ;I
DLA Policy =&ccess to any indiwvidual other than a direct report.
Disclaimer Violation of this policy mway result in disciplinary

action.

El

AMPS will send another email indicating the status of the request and any pending approval
requirements. In this case, the requestor is notified that Security Officer Approval is pending.

B Role Request for Hahn, Maxwell Status Update - Message (HTML) o ]

© Fle  Edt  Wiew Insert Format  Tools  Actions  Help
Enﬁgﬁenly QRep\ytoA\J i Forward | S Ba |53 | v @ I Ka-9-A@ @ u!
Jf -JlAle Z U

—=

=

=

i
(il

From: amps_user@dla, mil Sent:  Thu 5/10/2007 9:35 AM
To: Hahn, Maxwell & {Contractor) (J6R)

Ce:

Subject:  Role Request for Hahn, Maxwel Status Update

The Following Represents the Status of Your Pending Request:

Request Detail

1S d =) ncillary User JD-16]

This message is provided by aMPS for notification only, Please do not respond to this message. If you have any questions regarding this
notification, please contact the help desk.

[

After the supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your
site has approved a request, an email will be sent to the security officer indicating that a request is
pending. NOTE: To facilitate the processing of your request, notify your security officer that the

AMPS email naotification has been forwarded to them for action.
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Frarm: amps_user@dia. mil Sent: Wwed /62008 10:43 AM
To: Dombrosk, George 1 (Contractor) {J6R)
Co:

Subject: TEST: Security Officer - Approval Request For Wiliams, wiliam

The following request was submitted for your approval:

Request Detail

T

Recommended Resolution

This message is provided by AMPS for notification only. Please do not respond to this message. If you have any guestions regarding this
notification, please contact the help desk at 804.279.4357.

Security Officer’s approval

The security officer can click the link in the email to open a list of pending approvals in AMPS.

Fie Edi fYiew Favortes Tooks Help | &
™ 2 = Iz ® T 31 2
S ™ N F % @ = LJ 3
Barck Farward stop Refresh  Home Search  Faworites  History Print Discuss  DSCR Tools Ressarch  Messenger
e dc.ad.dl st I=gearge darbrask. chr@dia.mi <

This is a Department of Defense (DoD) computer system. This computer systermn, including all related equipment, networks and network devices (specifically including internet access), are provided only for authorized U.S
Government use. DoD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized; for management ofthe systern; to facilitate protection against unauthorized access, and to
verify security procedures, survivability and operational security. Monitoring includes active attacks by authorized DoD entities to test or verify the security of this system. During monitoring, infarmation may be examined, recorded,
copied and used for authorized purposes. Al information, including personal information, placed on or sent over this systern may be monitared. Use of this DoD computer systern, authorized or unauthorized, constitutes consent
1o monitoring of the systermn. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use collected during monitoring may be used for administrative, criminal or other adverse action. Use of this
system constitutes consent to monitoring for these purposes.

Click on Request Below to Approve or Reject.

Approval Request Description

Reguest Access SAAR#FS0344 - Request for William Williams (EVWW00001) 08/08/2008 08.24.48 EDT

Refresh

Home FAQ PrivacySecurity 508 Compliance Contact Us

The security officer can then click the Request Access link to open the security officer’s
Application Access Approval form.
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SECURITY OFFICER’S APPLICATION ACCESS APPROVAL FORM

This form informs the Security Officer of the user’s request for access, including the Application
and requested role. The requestor’s personal information is listed as well.

Application Approval Form - Security Officer External
Flease submit approval or denial of application access hased upon the outcome of the requestor's backaround investigation

SAAR#: 50311

[i] Application
Access Request For: Collaboration
Requested Roles  BSM Prod External - Levels Collaborator- Update JD-543

Twwe of Acc_ess Authorized
Required:
Data Classification  Unclassified

Requestor's
Justification For - TEST TEST Collaboration Role. Scheduled to go to the DSCC IAQ Approver. Mo user assigned {o this role. Should go to the Configurator.
Access

[i] Pending Role
Request(s):

Application Access
Requires IT Level (T2
Designation

Requestor Information
[ilsSSN 444444444
LastMame ‘illiams First Name ‘William [ZIM1 v

[3] official Email

Address glog@zcme.com

[i] official Telephone

Number 804.279.3333

Citizenship US

Security Officer Application Access Decisioning

Type of Investigation *
Date of Investigation *
Clearance Level |--- | *

Requestor IT Level 7, i n 0
Designation: Page will refresh after an item is selected

Security Officer [ eert =] * Page will refresh after an item is selected.
Decision

Comments

Please Confirm the Information Below:

Security Officer Last

Morris
Name

Security Officer First

Name Mark

Email Address  george.dombroski.ctr@dla.mil
Telephone Number  504.224 6325
Decision Date  Thursday, July 31, 2008 2:54:52 PM EDT

*indicates a required field

Complete Cance|
The Security Officer must fill in the fields for:

e Type of Investigation
e Date of Investigation
e Clearance Level
e Requestor IT Level Designation
e Security Officer Decision
The Security Officer can select to approve or deny the request.

Click Complete. AMPS will close the form and email the results to the proper recipient.
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After the security officer has approved a request, an email may (depending on the selected
application) be sent to the DLA data owner indicating that a request is pending.

E pata Owner - Approval Request for Hahn, Maxwell - Message (HTML) =8| =|
File Edit ‘iew Insert Format Tools  Actions  Help
Q&eply @Reply to All QForﬂard = | -@ A 4 [(_% ﬂ x '@ H @Snaglt E" Sindow - E
From: amps_user@dla,mil Sent:  Wed 5/16/2007 10:09 AM
Tao Di Fiori, David & (Contractor) (J6R)
Co
Subject:  Data Owner - Approval Request Far Hahn, Masamell
-]

The following request was submitted for your approval:
Request Detail

Request Number

{SAAR)

Requestor

Request Type

Requested Application

Prod

Requested Roles 1]'"

Date Submitted ed May 16 10:03:04 EDT 2007

Recommended

Resolution
This message is provided by AMPS for notification only. Please do not respond to this message. If you
have any gquestions regarding this notification, please contact the help desk at 804.279,4357,
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Data Owner’s Approval

The DLA data owner can click the link in the email to open AMPS and click the View Inbox link to
open a list of pending approvals.

3 Identity Manager - Microsoft Internet Explorer =(al x|
File Edit View Favortes Tools Help

e
i
@Ba:k - @ - - .:\| /-.‘ Search ‘\;‘\"I-' Favorites {‘7. = .77_ = _i F. ﬁz

Address jf_éJ https:J/denstoi0,edc, ad.dla,milfidmfuser fworkItemListExt, jsp

LJ Go Links @) + (& snao |2

LocouT

Inbox

Click on 3 Request Access'to access a SAAR Reguest.

T |vProcess ‘ Description

™ | RequestAccess SAAR#1222 - Requestfor Hahn, Maxwell thpo0039) 051072007 09:27:34 EDT

Refresh Foreard Return to Main bienu

Home  FAQ  PrivacwSecurity 408 Compliance  ContactUs

The DLA data owner can then click the Request Access link to open the DLA Data Owner’s
Application Access Approval form.
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DATA OWNER’S APPLICATION ACCESS APPROVAL FORM

This form informs the DLA data owner of the user’s request for access, including the Application
and requested role. The requestor’s personal information is listed as well.

DLA Application Access Request - Data Owner Approval
Flease affirm the requestor's need for access to the referenced application and indicate vour approval or denial of the request.

SAARZ: 50311

[Tl Application )
Access Request For Collaboration
Requested Roles  BSM Prod External - Levels Collaborator - Update JD-543

Type of Access

Required: Adthorized
Data Classification  Unclagsified

Requestor's
Justification For  TEST TEST Collaboration Role. Scheduled to go to the DSCC 1AO Approver. No user assigned to this role. Should go to the Configuratar.
Access

[il Pending Role
Request(s):

Requestor Information
[ilssn

Userid  EWAOO001
Last Name  Williams
First Name  ¥yilliam

T w

[il official Email

Address gid@acme.com

[i] official Telephone

804.279.3333
Number

Job Title  Clerk

DODAAC ZITE LLK1ZS MMLSZL1 ;I

[i] Optional
Information

Supervisor Information
Supervisor Name  Lance Lot

SUPEIISOT 0 9738559 Comments  TEst this is a test
Telephone Number
Security Officer Information

Security Officer

Name Mark Marris

Security Officer

Teleplhone Number 804.223.6688 Comments test SO approval test

Request Decisioning

Data Owner Decision |--Please Select- v | * Page will refresh after an item is selected

Comments

Data Owner Information
Approver ID  Caonfigurator
Decision Date  Thursday, July 31, 2008 3:02:02 PM EDT

*indicates a required field

Complete Cancel

The DLA Data Owner must determine if it is appropriate for the requester to be granted the role based on
their knowledge of the role and the information provided by the requestor. They then select a decision from
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the DLA Data Owner Decision drop-down list box and may, optionally, enter comments in the Comments
text box or Optional Information text box.

Click Complete to save the information and close the form.
Information Assurance Officer’s Approval

INFORMATION ASSURANCE OFFICER’S APPLICATION APPROVAL FORM

Application Approval Form - Information Assurance Officer
Please submi approval or denisl of apphicason

SAARS: 50300
appacation o
Accoss Requast For:
Requested Reles  B3M Prod - Accounds Receivable Processor- DFAS JO-19
Typa of Aecoss.
Pequi ed:
Data Classificatlon  Unclassified

Raquestor's
Justification For  TEST ENvaronmerd Denial by WO TEET TEET TEST TEST
hecess

Aunoszed

£ Pariline Roke
Requestisk
Appacanion Aecess
Fiquines 1T Lived
Deslgnation

DBSM Prod Support - Financial Mansgement Super Viewsr JO-10

T

Requestor Information

Ukt Clemance ]
Lewe T

Last Hame  Wilkams  First Mae Wilkam (LW ¥

BOethcial ol
Address

1l iricial Telaphone
Mumided

Citizenship U
Job Tle  Clerk
1A Trabning &

Rwareness (070112008

Carmfication Date

fis@atme com

HO4 278 3333

Supervisor Approval Section

Appomdng
Superaser Hame

D oing

Superdsor G604 2236609 Comnents TEs! 1831 best Denial by A0 TEST TESTIest
Tedophions Nisibon

Lance Lot

Security Officer Approval Section

Approving Security

Wark Morris
Officer Name

Approving Security
Officer Telephone  804.2246325 Comments test
Number

Type of Investigation  SBS
Date of Investigation  Jul 01, 2008

Clearance Level SC| Comments TESTTHISIS
Data Owner Approval Section

Approving Data

Owner ID Configurator

Approving Data

Owner Name AMPE Admin

Approving Data
Owner Telephone
Number

Requestor Provided IAQ Data

Information
Assurance Officer  Tark Clark
Name

1RO Telephone

804.222.6544
Number

Application Access Decisioning

Information

Assurance Officer |Approved > | * Page will refresh after an item is selected.
Decision
Comments

Information Assurance Officer Information
Approver ID  Configurator

Decision Date  Monday, August 4, 2008 9:53:59 AM EDT

Complete Cancel
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The IAO is shown the requestor’s Internal IAO. The Information Assurance Officer ensures the IA Training
has been completed and selects a decision from the Information Assurance Officer Decision drop-down

list box and may, optionally, enter comments in the Comments text box. The IAO also has the ability to edit
the IA Training and Awareness Certification Date.

Click Complete to save the information and close the form.
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Approval Complete

Once all required approvals have been granted, AMPS will send an email to notify the requestor
that the role has been approved.
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Remove Role

You can request removal of a job role from your account by selecting Remove Role from the

AMPS home page.

-l x|
|

Fle Edt Wew Favoites Tools Help
Qe - ) - [x] 2] 1 - A JEB

Address [&] https:{/denetn10.edc. ad.dla.miljidm user main.jsp?lang=enécntry=US B3 [ |L|nl<s 2 @ - | (S snagl |

LOGOUT

Welcome Maxwell. Please select from one of the following aptions

Change System .o ko sword
Passwords

Undate Cha""ﬁ"ge Change Answers to Authentication Guestions
Questions

Update Your Account
Vilairatian Update AMPS Profile

Request or Update
Accesstoan RequestRole
Application

Request Removal of

Remaowe Role
a Job Role

View and Download
AMPS Job ids 124100 At

Home FAG Privacy/Security 408 Compliance Contact Us

Click the Remove Role link to open the Remove Job Role form.

tity Manager - Microsoft Internet Explorer 1Ol x|
| &

Eile Edit View Favorites Tools Help
Dok - () - Iﬂ Ig _l*,‘/_?‘sEarch ¢ Favories '&f‘ -z Wl - @ il

Address I@j https:j/denetn10.edc. ad, dla.milfidmfuser fworkItemEdit, jsprid=".2 31042 3BEIF L EBEOYEA1FE4%: 3A 1 BSISEFTL3A1 127UF519A5%3A-3A34&Iang:j

Links ** | &} & snagie |21

LOGOUT

You have chosen to rermove a job role from the selected user.

DLA LoginlD  hpo0O39
FirstName Maawell Ml LastName Hahn
Email Address  Maxowell Hahn.ctri@dla.mil - Primary Phone  804.279.2043
[ilsupervisor  Dawid DI Fiori (hed0240

[ilSelect Job Role to
Remove

~|* Page will refresh after an item is selected.

[i] Justification for
Removal =]

*indicates a required field

Continue | Cam:ell

Home  FAQ  PrivacySecurity 508 Compliance  ContactUs

41



AMPS EXTERNAL USER REFERENCE

Select a role from the list of job roles.

dentity Manager - Microsoft Internet Explorer _|E| ll
File Edt View Favorites Tools Help .?
. ~ =
\ ) E " . i > |
‘ P Search Favarites £! ‘ . : | @ ﬁ

Qe - - [¥] B 7
Address |:§] https: j{denet010.ed:. ad. dia.milfidmjuser fworkItemEdit . jsprid="%2310%23BE9F 1 EBE096A1FE4%3A 1B5998F %301 1270F51 9A5%34-3A348ang= J . Go o |Links > ‘ - QSnauIt i

LOGOUT

Remove Job Role

You have chosen to remove a job rale from the selected user.

DLA LoginID  hpo00339
FirstName Maawell M LastName Hahn
Email Address  Maawell Hahnctri@dlamil - Primary Phone  804.279.2043
ESUpewisot David Di Fiori (hed0240)

ElSelect Job Roleto oo =] " Pagewlll refresh after an item Is selected

- Select--
EISM Prod - Weh-hased Shopper-Customer Profile JO-371
P H

Additional - BY

[1] Justification for
Removal

*indicates a required field

Cantinue | CEHEE||

Home  FAQ  PrivacySecurity 608 Compliance  ContactUs

Type in a justification for removal in the text box provided.

j Identity Manager - Microsoft Internet Explorer = |EI|5|
C

Eile Edt Vew Favorites Tools Help
@Back i) - d lj l| ‘ /7 ) Search 1"(- Favorites ﬁ! ‘ - | [ ﬁ
=

Address I@j https:){denet010.ede. ad. dla.milfidmjuser fwaorkltemEdit jsp#variables. sFormJobRole J . Go | Links ¥ ‘ ) 6 Snaglt =]

LOGOUT

Remove Job Role

‘fou have chogen to remove & jok role from the selected user.

DLA LoginlD  hpo0O39
FirstHName Maxwell Ml Last Hame Hahn
Email Address  Maxwell Hahn.ctri@dla.mil - Primary Phone  804.279.2043

[i)supervisor  David DI Fiori (hed0240)

[Eselect Job Rolo X0 [E&M Prod Addiional - 5 Suppart- View Only JO-2358 [ * Page willrefresh afleran flem is selestad,

Applications AMPS  Position Sensitivity / IT Level Mon-Sensitive/IT3

Don't need this role ;I
[i] Justification for
Remaoval =l

* indicates a required field

Caontinue | Cancell

Home — FAQ  PrivacySecurity 508 Compliance  ContactUs

Click the Continue button
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AMPS will ask you to confirm the request

a Identity Manager - Microsoft Internet Explorer

=
File Edit View Favorites Tools Help | |','
@Ba:k ~igd - d Igl ol ‘ P Search ) ¢’ Favorites ef Palhi= " - @ ﬁ

Address [&] https:[denetnin.ede. ad. dia.mifidmjuser fworkltemEdi, jsp?id=%:2310%2 36697 1 EEBO96A 1FE4 %341 BS908F %341 1270F51905%34-343280ang=~ | [E] Go | Links ** €L - | (& Snaglt |2

*
L na g

e AC : Hé:'nagemem and Provisioning System (AMPS)
Confirm Remove Job Role

This request will remove the BSM Prod Additional - BW Support - View Only JD-239B job role from Maxwell Hahn. Select"Back” to change your request, "Submit’ to submit vour request,
or"Cancel' to end the process and return to the Main Menu.

Back Submitl Cancel I

Home FAQ Privacy/Security 408 Compliance Contact Us

Click the Back button to go back and revise the previous form.
or

Click the Cancel button to cancel the request.

or

Click the Submit button to submit the request

If you choose to submit the request, AMPS will display the Remove Job Role Submitted form
which will give you the SAAR number of the request.

a Identity Manager - Microsoft Internet Explorer

o ] 3
File Edit View Favorites Tools Help

L
@Back > B d |§| _h‘/::‘Search 'i'i’g'Favorltes @’_ P ,‘_ A - " @ﬁ

nt : #‘nagement and Provisioning System (AMPS)
Remove Job Role Submitted

The request to remove job role BSM Prod Additional - BW Support - View Only JD-239B for Mawwell Hahn has heen submitted.

Yourrequestis associated with the following infarmation:

SAAR Number 1247

Submit Date 0518/2007 09:33.54 EDT

Return to Main henu

Home FAQ Privacy/Security A08 Compliance Contact Us
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Supervisor Approval of Role Removal Request

AMPS will then notify your supervisor or your designated Collaboration Demand Data Exchange
(DDE) POC at your site of your request.

From: amps_user@dla, mil Sent:  Fri 5/18/2007 9:35 AM
T Di Fiari, David & (Conkractar) (J6R)

ey

Subject:  Supervisor Approval - Approval Request For Hahn, Maxwmell

The following request was submitted for your approval:

Request Detail
Request Number
(SAAR)
Requestor
Request Type

Requested Application

Requested Roles

Date Submitted

Recommended
Resolution

This message is provided by AMPS for notification only. Please do not respond to this message. If you
have any questions regarding this notification, please contact the help desk at 804.279.4357,

=

The supervisor or your designated Collaboration Demand Data Exchange (DDE) POC at your site
can click the link in the notification email to open AMPS and click the View Inbox link on the home
page to view the list of open items from which the SAAR number can be selected.

AMPS will then open a DLA Application Removal Approval form
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Logged in as hed0240

UL it Management and Provisioning System (AMPS)

DLA Application Removal Approval

Flease affirm the requestor's need far access to the referenced application and indicate your approval or denial ofthe request.

SAAR#: 1247
Requested Roles  BSM Prod Additional - BW Suppart - View Only JD-2398
Requestor Information
Last Name Hahn
First Name  Mamwell
EA ]

[il official Email

G
Address Masowell Hahn.ctrggdla.mil

[il official Telephone

4
Number 804.279.2043

[il Justificationfor Don't need this role
Removal _J
Request Decisioning
Supervisor Decision |--Please Select- v |* Page will refresh after an item is selected.
il DLA Policy Disclaimer
lagree [ *
It is a violation of DLA policy to grant application —J

DLA Policy access to any individual other than a direct report.
Disclaimer Violation of this policy may result in disciplinary

action.
=

*indicates a required field

Complete Cancel

The supervisor can then select approved or denied from the Supervisor Decision list box.

Request Decisioning

Supervisor Decision |--Please Select- ~|* Page will refresh after an item is selected.

.
1) DLA Policy Dimmrx s

The supervisor must then check the checkbox labeled | agree to indicate acceptance of the DLA
Policy Disclaimer and click the Complete button to complete the transaction.

[il DLA Policy Disclaimer

lagree [ *
It i=s & wviolation of DLA policy to grant application J
DLA Policy access to any individual other than a direct report.
Disclaimer Violation of this policy may result in disciplinary
action. J
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View Job Aids

This link will open a list of user documents in Adobe Acrobat (pdf) format.
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AMPS Expiry Process

When you request a job role, a default expiration date is set which the supervisor can change. At
the completion of the request process (when the role is approved and added), your User ID, the
job role requested and the expiration date are added to an expiry record. This record is tracked
by AMPS so that 30 days prior to expiration, an expiry task is begun which assigns a SAAR# and
sends you a notification email. You should follow the instructions in the email to log into AMPS:

Example AMPS Expiry email

From: amps_user@dla.mil [mailto:amps_user@dla.mil]
Sent: Friday, March 20, 2009 10:54 AM

To: Barr, Gregg B (Contractor) (J6R)

Subject: DEV: Role Expiring for JOY HOLIDAY
Importance: Low

This message is provided by The DLA Account Management and Provisioning System (AMPS).

The following application role is expiring or requires revalidation within the next 30 days.
Please follow the steps below to extend or expire this role:

- Role Detail -

User:
JOY HOLIDAY

Request Type:
SAAR #2257 - Job Role Extension Request for JOY HOLIDAY (EJHO0001)(DLA-P)(PDMI)

Application:
PDMI

Role:
BSM Prod External - ESA Engineer with Edit 339, Edit ECD, Binder Clip JD-703

Expiration Date:
Sun Apr 19 00:00:00 EDT 2009

Notification Date:
Fri Mar 20 10:54:03 EDT 2009

Recommended Resolution:
(1) Please click this link to log onto AMPS:

https://dened010.edc.ad.dla.mil/idn/user/workltemListExt. jsp?emai l=poddude@comcast.net
<https://dened010.edc.ad.dla.mil/idm/user/workltemListExt. jsp?email=poddude@comcast.net>

(2) Click "View Inbox"
(3) Click on the "...Job Role Extension Request for EJHO0001..."
(4) Select to Extend or Expire the role and complete process.

*** 1f you fail to take action, your role will automatically expire and you will lose access
to the DLA system! ***

This message is provided by AVMPS for notification only. Please do not respond to this message.
IT you have any questions regarding this notification, please contact the help desk.
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Extend or Expire a Role

The Expiry task waits in your AMPS Inbox for your response.

= T

Click on a 'Reguest Access'to access a BAAR Request.

Home  FAQ  PrivacyiSecurity

508 Compliance

(N i_vAcliuu | Description

™ | ClickHere SAAR #50353 - Job Role Extension Request for Joy Holiday (EJHO0001)(DLA-PYFDMI)
[T | Click Here SAAR #50356 - Joh Role Extension Request for Joy Holiday (EJHO0001)(DLA-P) (P DM
™ | ClickHere SAAR #50389 - Job Role Extension Request for Joy Holiday (EJHO00001)(DLA-PYRPDMI)
[T | Click Here SAAR #50392 - Joh Role Extension Request for Joy Holiday (EJHD0001)(DLA-P) (P DM}
™ | ClickHere SAAR #50396 - Jub Role Extension Request for Joy Holiday (EJHO0001)(DLA-F)(PDMI)
™ | Click Here SAAR #50401 - Joh Role Extension Request for Joy Holiday (EJH00001)(DLA-P)(BSM)
™ | ClickHere SAAR #50404 - Job Role Extension Reqguest for Joy Holiday (EJHO0001)(DLA-FI(PDMI)
Refresh Forward Return to Wain Menu

Contact g

‘gl https: fdenetdln.edc. ad.dia.milfidm fuserjworkItemEdit, jsp?id="2310%2 3B69F | EEBOI6 A1 FE4 %3467 CIAACFYL3A1 1 CIEADFTES % 3AZA44

Logged i EJHO0001

LOGOUT

T

El

Expiring Role:
Please Select:

@ Extend
" Expire
#

External User Role Extend or Expire Process

SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJHO0001)(DLA-P)PDMI)

Role Extension Decision

Page will refresh after an item is selected

Neé Cancel

Home FAC Privacy/Security

BSM Prod External - ESA Engineer with Edit 339, Edit ECD, Binder Clip JD-703

508 Compliance

Done
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Logged in

LOGOUT

EJHD0001

*indicates a required field
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If you choose to expire the role, the role access is removed either directly or through a Remedy
request:

= :
“.‘,A \ ; ! Logged in as: EJHD0001
Deferse Logistics Agency
ACEOlTt Management and Provisioning System (AMPS)

External User Role Extend or Expire Process

SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJHO0001DLA-F)Y(FDRMI)

PLEASE NOTE: Your Role will be Expired once you click [Submit].

Please note the SAAR number of your request for future reference.
SAAR®: 2253 "

Expire Role Request
For:

PDMI Production

Requested Roles: BSM Prod External - ESA Engineer with Edit 339, Edit ECD, Binder Clip JD-703
Last Hame: HOLIDAY
First Name:  JOY

ME S

* indicates a required field

Back Submit I Cancel

Home FAQ  Privacy/Security 508 Compliance  ContactUs

E
[pare [T [ [ Trusted sites [Rioow - 4

If you choose to extend, you are given the opportunity to change the Type and Classification of the
access required as well as the Justification for the role.

& ] i
byl d Logged in as: EJHO0001

Defe "} L og si-fhgg;ncy
Acco dnagement and Provisioning System (AMPS)

External User Role Extend or Expire Process
SAAR #2258 - Job Role Extension Requestfor JOY HOLIDAY (EJHO0001){DLA-P)(PDMI}

Expiring Role:  BSM Prod External - ESA Engineer with Edit 339, Edit ECD, Binder Clip JD-703

[il pending Role
Request{s):

[lType of Access it o b wil refresh after an item s selected.
Required:

Data Classification |Unclassified x| * Page will refresh after an item is selected.

Expiring Role Extension Request ;I
Justification for
AccessiComments =l
#*

*indicates a required field

Back | Next| Cancel

Home FAQ  Privacy/Security 508 Compliance  ContactUs

El
‘Dune /_l_/_’_/_’_‘ . Trusted sites ‘ Ri00% = 4

Leave as Authorized and Unclassified and Click Next to continue.

The disclosure statement will be displayed:
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LOGOUT

External User Role Extend or Expire Process

SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJHO0001NDLA-F)(PDMIY

Authority: 5 U.5.C. 301, Departmental regulations; 10 U.S.C. 133, Under Secretary of Defense for Acquisition and Technology; 18 U.S.C. 1029, Access device fraud;
E.O. 10450 Security Requirements for Govemment Employees, as amended; and E.O. 9397 (SSN).

Principle Purpose(s): Information is used to validate a user's request for access into a DLA system, database or network that has its access requests managed by
AMPS.

Routine Uses: Data may be provided under any of the DoD “Blanket Routine Uses™ published at hitp:iiwww defenselink miliprivacy/notices/blanket-uses.html

Disclosure: Disclosure is voluntary; however, if you fail to supply all the requested information you will not gain access to the DLA - Account Management and
Provisioning System(AMPS) database. Your identity / security clearance must be verified prior to gaining access to the AMPS database, and without the requested
information verification can not be accomplished.

Rules of Use: Rules for callecting, using, retaining, and safeguarding this information are contained in DLA Privacy Act System Motice S500.55. entitled “Information
Technology Access and Control Records™ available at hitp:iiwww.defenselinkmil/privacyinoticesidla

Submission Date Friday, March 20, 2009 11:54:52 AM EDT

Backlﬂl Cancel |

Home FAQ PrivacyiSecurity 508 Compliance Contact Us

| [0 T [ [ [ Trustedsites L 100% v;
Click Next to continue.

AMPS will move on to the Application Access Request form-User Information page for you to
complete any missing required information.

Logged in as: EJHO0001

LOGOUT

External User Role Extend or Expire Process
SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJHOD001)(DLA-F)(PDMI)
[{ Tell Us About Yourself
Citizenship lm * Page will refresh after an item is selected
LastMame Rosthlisherger FirstName Ben [EIMI IE—
Official Address

Street |1BUU Pennsylvania Avenue &
City/APOFPO IWaShingtUn *  State/AEAP [DC >|*  Zip Code (22222
Country |Umted States of America j
[i] official Email
Address  0ddude@eomeastnet

[Tl oficial Telephone [z0-——e—rmn "
Number
User Type | Civilian ~|* Page will refresh after an item is selected.

[3] Job Title IAMPS Screen Shot Artist *  [i]Job GradePay Schedule |G5-01 'I *

[iISSN [sssssssss * Clickinformation icon for clarification of SSN usage.

[i]Re-enter SSN 5

[i]1A Training And
Awareness

Certi NV |06/03/2008
I

ments
Completion Date:

*indicates a required field

Back I_Neg Cancel

Home FAQ PrivacylSecurity 508 Compliance Contact Us

wl
Click Next to continue.
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Logged in as: EJHD0001
External User Role Extend or Expire Process
SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJHO0001)(DLA-P)PDMI)
Optional Information

Need thiz role for two years. ;I
[il Optional
Information
[
Back NextI Cancel

‘Done

|
’_ ,_ ’_ ,— ’— ,_ ‘ o Trusted sites

H100% - g

Click Next to continue.

Logged in as: EJHO0001

External User Role Extend or Expire Process

SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJHO0001}DLA-PPDMI)
Please Ensure That the Supervisor Information Below is Accurate
il
[i] supervisor Last IW— #
Name
[i] Supervisor First l— #
Name Happy
& Supervisor Emai

il
hgilmour@sswuw.com e
ddress I g @

[il supervisor Phone A A0 *
Number

*indicates a required field
BackI Next | Cancel I

Home FAQ  Privacy/Security 508 Compliance  ContactUs

‘Dnne

H
[T [ [ rrostedstes

R0 - g

Ensure that your Supervisor’s information is correct.
Click Next to continue.
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Logged in as: EJH00001

LOGOUT

External User Role Extend or Expire Process

SAAR #2258 - Job Role Extension Requestfor JOY HOLIDAY (EJH00001)(DLA-P)(PDMI)
Please Ensure That the Information Below is Accurate
omcer Castnamy 1420073 5
L et | ) [
[il contracting

Officer Email [jmaguire@sswuw.com #*
Address

[il contracting

Officer Phone |555-555-1515 H

HNumber

*indicates a required field
Back Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

H

|pone T [ [ Trusted sites Hi00% -

Ensure that the Contracting Officer information is correct.

Click Next to continue.

Logged in as: EJH00001

LOGOUT

External User Role Extend or Expire Process

SAAR #2258 - Job Role Extension Request for JOY HOLIDAY (EJH00001)(DLA-P)Y(PDRI)

Please Ensure That the Security Officer Information Below is Accurate
[i] security Officer ,Lazmus— "
Last Name
[l Secur!ty Officer ,K\rk— 5
First Name

[l Security Officer
Email Address

[il security Officer ,—
L T "
Phone Number 800 555 5ot

klaz@sswuw.com|

* indicates a required field
Back Neﬂl Cancel

Home FAQ Privacy/Security 508 Compliance Contact Us

=

I [T [ [ trusted sites 0% -

Ensure that the Security Officer information is correct.

Click Next to continue.
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Logged in as: EJH00001

LOGOUT

External User Role Extend or Expire Process

SAAR #2261 - Job Role Extension Request for JOY HOLIDAY (EJHOD001)}DLA-F)PDMI)

Please Ensure That the Information Assurance Officer Information Below is Accurate(Data Provided for Internal Approver Follow Up Purposes Only)

[il information

Assurance Officer Speedman

Last Name

[ilinformation
Assurance Officer
First Name

[l information
Assurance Officer
Phone Number

Back ﬂl Cancel

Home FAQ PrivacylSecurity 508 Compliance ContactUs

=

Done [T T T [ mrustedsites H10% - 4
Ensure that the Information Assurance Officer information is correct.

Click Next to continue.

The acceptance statement will be displayed:

o+ T Logged in

LOGOUT

External User Role Extend or Expire Process

SAAR #2261 - Job Role Extension Request for JOY HOLIDAY (EJH00001)(DLA-P)(PDMI)

[il Please affirm your acceptance of the Terms and Conditions and Non-Disclosure Agreement
lagree [ *
|

ity for the information and DOD

I accept the responsib
system to which I am granted access and will not exceed my
authorized level of system access. I understand that my
access may be revoked or terminated for non-compliance with
DISA/DOD security policies. I accept the responsibility to
safeguard the information contained in these systems from

unauthorized o
destruction, and use. I understand and accept that my use
of the system may be monitored as part of managing the
system, protecting against unauthorized access and
verifying security problems. I agree to notify the
appropriate organization that issued my account(s) when
access is no longer required.

nadvertent modification, disclosure,
User Acceptance

Statement

Submission Date  Friday, March 20, 2009 4:39:52 PM EDT

* indicates a required field
Back | Mext Cance\l

Home FAQ  Privacy/Security 508 Compliance  ContactUs

Done 0 [T T | trustedsites H100% -

Check the checkbox labeled | agree.

Click Next to display the final submit screen:.
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Logged in as: EJH00001

LOGOUT

External User Role Extend or Expire Process

SAAR #2261 - Job Role Extension Request for JOY HOLIDAY (EJHO0001)(DLA-P)Y(PDRMI)

Your request will NOT be submitted unless you click [Submit].

Please note the SAAR number of your request for future reference.
SAAR®: 2261 "

Extend Role Request

FDMI Production
For:

Requested Roles: BSW Prod External - ESA Engineer with Edit 339, Edit ECD, Binder Clip JD-703
Last Name: HOLIDAY
First Hame: JOY
ME S

* indicates 3 required field

Back Submit | Cancel

Home FAQ  Privacy/Security 508 Compliance  ContactUs

B
‘Done ’7 ’7 ’7 ’7 ’7 ,7‘ | Trusted sites Hi00% v

Click the Submit button to send your request to Extend or Expire the role.
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The expiry process then follows the Access Request Process (see table of contents to locate
screen shots):

A notification email is sent to your Supervisor to log into AMPS and approve the request; upon approval, it
then goes to the Security Officer, etc. using the standard AMPS email templates.

Note: On a regular request, you do not have the role to begin with, so any denials by the approvers
simply results in you not getting the role. On an Expiry Extension request, you already have the role,
so any denials in the approval process results in you losing the role and access to the system
task related to it. You would then have to re-request the role using the regular request process to
regain access.

Other email Notifications Unique to Expiries:

1. AMPS sends an email every five days for 30 days to warn you of the impending expiration.
If, after 30 days, you have not responded to the emails, AMPS will expire the role access
and send an email natification like this:

From: <amps_user@dla.mil>

Date: Mon, Oct 6, 2008 at 1:03 AM

Subject: TEST: Role(s) Expired for Joy Holiday
To: Holiday, Joy S (Contractor) (J6R)

This message is provided by The DLA Account Management and Provisioning
System (AMPS).

The Following Application Roles have Expired!

Notifications sent for the last 30 days received no response:
- Role Detail -

User:

Joy Holiday

Request Type:

SAAR #50401 - Job Role Extension Request for Joy Holiday (EJHO0001)(DLA-
P) (BSM)

Application:

BSM

Role(s):

BPC Support Staff - LMCO Employees Only--JD-139
Date of Expiration:

Sun Oct 05 00:00:00 EDT 2008

Notification Date:

Mon Oct 06 00:00:00 EDT 2008

Recommended Resolution:

IT you still need this role for EJHO0001, please visit
https://denet0l10.edc.ad.dla.mil to request the role again.

This message is provided by AMPS for notification only. Please do not
respond to this message. |If you have any questions regarding this
notification, please contact the help desk.
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2. If an exception occurs somewhere in the expiry process, this email is sent to you:

From: <amps_user@dla.mil>

Date: Thu Sep 11 10:03:45 EDT 2008

Subject: TEST: An error has occurred while processing the request
To: Holiday, Joy S (Contractor) (J6R)

This message is provided by The DLA Account Management and Provisioning
System (AMPS).

Your request completed with the following exception: *** Error getting Role
Application! (AMPS Task: EXPIRY ROLE EXTENSION PROCESS:Workflow Setup)

Request Detail

Request Number (SAAR) -91669
Requestor EJHOO001

Request Type Expiry Role Extension Process
Date Submitted 09/05/2008 10:02:29 EDT
Date of Final Transaction Thu Sep 11 10:02:35 EDT 2008

Requested Application BSM
Requested Roles BSM Prod External - ESA Engineer with Edit 339
Recommended Resolution Contact the Help Desk

This message is provided by AMPS for notification only. Please do not
respond to this message. |If you have any questions regarding this
notification, please contact the help desk.
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Expiry Records Search Tool:

(User must have the “BSM_Security_Reviewer” Admin Role to see this menu)

Logged in as: ht91669

LOGOUT

Welcome Gregg. Please select from one of the following options.

Update Your Account

(iormation Update AMPS Profile

Request or Update
Accesstoan ReguestRole
Application

Request Removal of

Remaove Role
a Job Role

Manage pending
approvals or  “iew Inbox
requests

Manage AMPS Work

AMPS Work Queue
Quenes

Search AMPS Role

Expity Recor ds Expiry Records Search Tool

View Status of

Submitted Requests GlibPGRICE SIS

View and Manage

AMPS Reparts *TF5 Repors

View and Download

AMPS Job Aids "2 J0P AUS

Home FAG PrivacylSecurity 508 Compliance Contact s

2]
&] [T & @ trusted sites
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Logged in as: hi91669

LOGOUT

Expiry Records Search Tool

Enter the Required Dates (and other parameters if desired) to filter the Expiry Records Search:

[il start Date |g1mg;2009 * [ilEnd Date [0z07/2009 * [flvalidate User and Role [~ {* WARNING: Time Consuming Process **)
[fluser ID |HT [l sAARStatus IInProcess

[ilRole Name [JD-510

\‘iubmit | Daone |

*indicates a required field

Home FAG  PrivacyiSecurity 508 Compliance  ContactUs

|
el 0T T (B eTsedstes

e Report Start Date and End Date fields are required.

e Select dates from which to start and end the report.

¢ Keep in mind that the search is done on the expiry map dates that are set to notify the user typically
one month prior to the expiration date.

e Today is the default for the start date, but it can be any date before today or after as long as it is not later
than the end date.

e The end date is defaulted to 30 days from today, but it can be any date before today or after as long as it
is not earlier than the start date:

e The “Validate User and Role” checkbox should only be used on a small range or individual date as it is
very time and resource consuming.

e User ID, SAAR/Status and Role Name fields are optional and can be used to filter results. The user
can enter partial or complete text to find matches. These are not case-sensitive.

More help can be obtained on the search tool screen by clicking on the information “i” boxes next to each of
the fields.
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Expiry Records Search Tool

Enter the Required Dates {and other parameters if desired) to filter the Expiry Records Search:

[i] start Date |11r2312[|[|5 * [ilEnd Date 01/08/2009 * [ilvalidate User and Role [~ (™ WARNING: Time Consuming Process =)
[fluser | [l saARsStatus [imed

(9
[ilRole Name | lu

Submit | Done

Total Records: 2

|
¥Map Name | User ID Role Expiration Date Value
20081201 Expirydian H591756 BSM Dev- EBS Workbench Build Team Lead JD-536 Wed Dec 31 00:00:00 EST 2008 Your request timed outwhile waiting for your supervisors approval.

20081216ExpiyMap | HD21392 | BSM Dev- Procurement Emergency Profile JD-95 Thu Jan 15 00:00:00 EST 2009 ‘Your request timed outwhile waiting for a Data Owner's approval

Submit | Cione

Home  FAG  PrivacySecurity 508 Compliance  ContactUs

& Startl | 5] Unread or For Foll‘..I | &ll Docs | €] 1dentity Manag... ) Training | 3 Clipboard C:\Docu‘--| 9] Document? - Micr .. | BE O @ 9siam _>|—'I
BERESENANNEECIIRERT IS 0@ 04 4 2eel0%  thusdy (@ Tustedsres 7

e The user can search for specific expiries by entering key words in the SAAR/Status Value field.

Key words include:

1. words contained in an error e.g. “error”, “failed”, “problem” or “timed out” as in the example above
for timed-out expiries.

2. Those that completed successfully contain the word “SAAR” and the number in them).

3. If the request has not completed yet, the word “InProgress” will be in this field.

4. We may also use special key words for the “Catchup” and “Re-up” initiatives, etc. to differentiate
these large groups of expiries.

e Either Submit button can be used to begin a new search.
e Either Done button returns the user to the main menu.
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