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Introduction

Purpose:

DLA’s Account Management and Provisioning System (AMPS) has been designed to automate
the processes involved in the creation and maintenance of user accounts. This process includes the
access request, creation and maintenance of the account. The goal of the system is to enhance the
efficiency of the account request and maintenance processes by minimizing the amount of human
intervention required. AMPS provides:

e An automated account request process

o Efficient processing of new and departing employees and contractors

e Enhanced user control of acquired roles

e User ability to check status of existing in-process account requests

e Enhanced Supervisor capabilities to better manage subordinate application access

e An automated approval process resulting in enhanced productivity for Supervisors,
Security Officers, and Data Owners

e Centralized access control for Security Officers. Security Officers can adjust user
access to coincide with changes in user IT Level

Business Scenario:

This job aid provides instructions on how to review and approve System Authorization Access
Requests (SAARs) via AMPS to gain access to DLA Disposition Services applications and reports
within the DLA Enterprise External Business Portal (EEBP).

Audience:

This job aid is intended for Supervisors and Security Officers of DLA Disposition Services external
users who need to gain access to the EEBP.
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Supervisor Approval

During the AMPS account creation and role request process, external users of DLA Disposition
Services are required to provide the name, e-mail address, and phone number of their Supervisor.
Once a role request has been submitted, AMPS will automatically send an e-mail notification to the
Supervisor detailing the pending access request.

I. Approving a SAAR

a. Open e-mail with Subject: Supervisor Approval — Approval Request for <<Name of
user >>

b. Click on the link next to Recommended Resolution

The following request was submitted for your approval:

Request Detail

Request Number (SAAR) 000000

Requestor UserlD lanid

Requestor Generic, User

Requestor Email generic.user@dla.mil

Reguestor Organization Top:Users:DLA:DLA Land and Maritime

Action Requested add

Requested Application Group  SAP-SUPPORT

Requested Raoles [A ROLE]

Date Submitted Wed Oct 2614:17:37 EDT 2011

Recommended Resolution Please 1u'is|'t|h‘ftp5:,-",-"ar‘nps.d|a.r"r'n'l_l"l'r:irTl,-"user,-"lugfr'l.js;:u o provision the account action for lanid

Approval Request E-mail to Supervisor

c. A page containing a list of pending AMPS approvals for the Supervisor will open
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Click on Feguest Below i Agprove ar Rejec!

P vl Poesipui st DeeLi iptEon
“ SAARRE0244 - Request fordlliam wilkams 0001 ) DBI0ER008 05 24 43 EOT

Refnash

Home FAG  PovaceSecunty 502 Compliance  ConfactUs

AMPS Pending Approvals List

Review the list of pending approvals as shown above
Click ‘Request Access’ next to the SAAR up for review

f. The External User Application Access Approval Form will load (This form informs the
supervisor of the user’s request for access, including the application and requested role.
The user/requestor’s personal information is listed as well.)
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External User Application Access Approval

Plezze afimm the requestar's need for access o the refarenced spplication and indicste vour approval or denis| ofthe requast.

SAAR=z  G0344

i nppicanon
Access Request For ESM

Rotmested Rolas  BEM Prod - Accounts Recelable Processor- DEAS JO-18

Type of Access .
RoquIret: Purth rizecd
Data Classification  Unclassifisd
Requestor's
Justification For - TEST TESTTEST
ACCOsS

il Perdling Role
Ratuestisk

Requestor Infarmation
[ilssn
LastMame illiame

First Hame  Willizm
Lilnm vy

(il Official Email

Rddress Hid@seme.cam

(il ifficial Telephone
Numnbar

IRequest Decisioning

Supendsor Decision |<--F‘IQQSE Selact-> *| ¥ Pagewill refrech ater an item is selected.

B04.278 3333

=

Comimernls

Approver Infarmation

5] Approver Last
Name et

[T] Approvver First

Maire Lance

[T] Approver Email

Adidress george dom bro skl ctrgd A mil

] Approver Phcne
Humber A4 223 66EY
1] DLA Policy Disclaimer
lagree [ #

It i= & wiolation of DDA policy to grant spplicakion ':l
OLA Policy &coess to any indiwidual other than a direct repart.

Disclaimer Vviclstion of this policy mey result in discaplinasry
sckion.
=

Decision Date  Wednesday, August 6 200393107 AWM EDT

Hindicates a required field

Cofmplate cancal

Home  FAQ PrivacyfSecurty 508 Compliance Cantact Us

External User Application Access Approval Form
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g. Under Request Decisioning, click the dropdown arrow next to Supervisor Decision as
shown below

h. Select ‘Approved’ OR ‘Denied’

i. Enter notes in the Comments box (Ex: Approved OR Denied because user information
is incorrect)

Request Decisioning

Supervisol Decision |--F‘IEESE Select- 7| ™ Pagewill refresh afer an tem 15 selectad.
—-Please Select-
Approved J
Denied
Comments

External User Application Access Approval Form

j.  Selecting ‘Approved’ will open a form with new fields

k. The Application Access Start Date box will be pre-populated with 08/27/2012 and
cannot be changed

I.  Nextto the Application Access End Date box, click on the calendar icon and select a
date that does not exceed 08/27/2013 (1 year from the start date)

NOTE: Renewals: Upon role approval, the user/requestor’s user ID, the job role
requested and the expiration date are added to an expiry record which is tracked by
AMPS. An expiry task begins 30 days prior to the Application Access End Date in which
a SAAR # is assigned and an e-mail notification to “Extend” or “Expire” the role is sent to
the user.

Application Access
W S;an Date 1051012007

li| Application
Access End Date |05/09/2008

External User Application Access Approval Form

m. Under DLA Policy Disclaimer, Supervisor must indicate agreement by checking the box
next to | agree as shown below
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il DLA Policy Disclaimer

lagree | [~ *

It is a wviolation of DLA policy to grant application
DLA Policy access to any individual other than a direct report.
Disclaimer Violation of this policy may result in disciplinary
action.

DLA Policy Disclaimer

n. AMPS will automatically send a Role Request for <<Name of user >> Status Update

e-mail to the user/requestor indicating the status of the request and any pending
approval requirements

0. In this case, the user/requestor is notified that Security Officer Request is pending
approval

2 Role Request for Hahn, Maswell Status Update - Message (HTHL) .-ln.lll

Bl Edit ¥iew [nsert  Format  Tocls Artiors Hel

{ CaRoly | chiRopboll | Gy Formard | (B B2 [ WIS D3 X |4 % -4 @ &

- JlAlB £ U
Fram: amps_uzer@di, mil Sent:  Thu 5f10/2007 9:35 &M
Ta: Hzhn, Mazwell G {Cantrackor) (350}
o

Subjsck:  Pole Paquest For Hamn, Maswell Status Updata

The Following Represents the Status of Your Pending ReEquest:

Request Detail

Add Job Role Request

Requested Roles [BSM Erod - Technical 2 Cuality Ancillary User J0-16]

Date Submitted L y 10 09:09:20 EOT 2007

Pending approval Type Security Officer Request

Date Received for aApproval Thu May 10 033437 EOT 2007

Thizs massage is provided by AMPE for notification only. Pleasa do not respond to this message.  If you have any guestions regarding this
notification, please contact the help desk.

Role Request Status E-mail to Requestor
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Security Officer Approval

During the AMPS account creation and role request process, external users of DLA Disposition
Services are required to provide the name, e-mail address, and phone number of their Security Officer.
Once a role request has been submitted, AMPS will automatically send an e-mail notification to the
Supervisor detailing the pending access request. After the Supervisor has approved the request,
AMPS will send an e-mail notification to the Security Officer indicating that an approval request is
pending.

I. Approving a SAAR

a. Open e-mail with Subject: Security Officer — Approval Request for <<Name of
user>>

b. Click on the link next to Recommended Resolution

The following request was submitted for your approval:

Request Detail

Request Number (SAAR) 000000

Requestor UserlD lamid

Requestor Generic, User

Requestor Email generic.user@dla.mil

Reguestor Organization Top:Users:DLA:DLA Land and Maritime

Acfion Requested add

Reqguested Application Group SAP-S5UPPORT

Requested Roles [& ROLE]

Date Submitted Wed Oct 2614:17:37 EDT 2011

Recommended Resolution Please \-'l'sitlhttps:f,famps.dla.mil_fl'dm,ﬁ’user,-"lugl'n._isp to provision the account action for lanid

Approval Request E-mail to Security Officer

c. A page containing a list of pending AMPS approvals for the Security Officer will open
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fies ':ﬁmr
agement and Provisioning System (AMPS)

This is & Depattrment of Defense (Dol computer systeen. This compuler sytem, ineluding il relaied equipment, netsirks and netwo b deices [speciically incluting inemet aceass), are prodded only B auhorzed U5,
Dowsiniment ugs. Dol compuler SyE12nTs My e moritred Tor all |awill purpoees, includingba ensure thal fieir Uss is authonzed, T management ofhe syskem; 10 facililate protsclion 0ains! unaulhorzed arcess, and Lo
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system consthdes consar 1o moritaring for thase purposes

Click on Request Below b Agprove of REjec

Tt | Rl st Dediiption
“ SAARFS0244 - Request forédlliam willams (EWAU00001) 0RI0ER008 08 2443 EOT

Refiash

Home  FAZ  Preacy®Secunty 502 Compliance  CondactUs

AMPS Pending Approvals List

Review the list of pending approvals as shown above
e. Click ‘Request Access’ next to the SAAR up for review

f. The Application Approval Form - Security Officer External will load (This form informs
the security officer of the user’'s request for access, including the application and
requested role. The user/requestor’s personal information is listed as well.)
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Application Approval Form - Security Officer Extarnal
Please subrmil approeal or danial 0T spplication access based upon the auearme of e reguastors backpound insstigation

SAAR=: 50311

[il Application
Collaboration
Accass Reques Foa:
Reiuested Roles  B3M Frad Exdernal- Lewels Collaborgior- Update J0-543

Tunpe of Access .
Roquil ot Aulhorize d
Data ClassfMication  Lnclassmed

Raquestmn’s
JugtificationFoi - TESTTEST Callabaration Role. Scheduled o go b e D CC A Approvar. Mo ugarassignad to this role. Should goto he Confgu i
Access

[i] Peawling Role
Reduest{s)

Application Aecess
Fequines T Leval T2
Drsigination

Requestor Information
ilssN 444444444
Last Name  Wiillisms  First Mame  Uilliam [Gw1 vy

[T] ool Bmail
Adlilress

il (dificical Tedephione
Huiimbe B04.279.3333

Ciizenship US
Security Officer Application Access Decisioning

Type i Mvestipation I *
Date of Investigation | *
Clearance Lewel |-— ol (4

Requeston IT Level

QicEIECITIE B0

I-— = | ™ Papes willrefresh after anitem is seleched.

[resipnaion:
SECUMMY UMCE [ e Balare 7]+ Page wil reflesn after an itam 15 salacted
Decision
=
Caminents

Please Confirm the Information Balow:

Secury Officer Last
Name

Sacwwity Offices First
Hamne Hiark.

Worris

Emall Address  peonge.dombroskloingdla.mil
Talophoas Nmbser 04 224 6325
Drecigion Date  Thursday, Jube 31, 2008 25452 Pl EDT

Fingicates & raguired nald

Cormnplete Cancel

Application Approval Form - Security Officer External
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g. Under Security Officer Application Access Decisioning, complete the following

fields:
i.

i.

iil.

iv.

V.

Vi.

Type of Investigation

Date of Investigation

Clearance Level

Requestor IT Level Designation

Security Officer Decision — Select ‘Approved’ OR ‘Denied’

Enter notes in the Comments box (Ex: Approved OR Denied because user
information is incorrect)

h. Click ‘Complete’

After the Security Officer has approved a request, the user/requestor receives another status e-mail
detailing the Pending Approval Type. AMPS continues the approval process by automatically
sending an e-mail requesting approval from the Data Owner and IA Officer respectively.

Upon the completion of all required approvals (Supervisor, Security Officer, Data Owner, 1A Officer) the
user is notified of their access via an e-mail with the subject: Application Access Request Approved
for <<Name of user>>
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