Document Document
Document Title Date Related Capability Related ITESR Initiative Type

ADORA - Active Directory 12/15/2010 Architecture Development Identity and Access Architecture
Optimization Reference and Use; Automated Management (IdAM)
Architecture Configuration Changes;

Continuity of Operations;

Data and Service

Availability; ldentity

Provision and Management;

Information Sharing with

Mission Partners
DoD Enterprise-wide Access 12/1/2009 Access Control; Identity and Access Architecture
to Network and Collaboration Architecture Development Management (IdAM); Joint
Services Reference and Use; Collaboration; Enterprise Network (JEN)
Architecture (EANCS) Cross Domain Security

(CDS) Enforcement;

Identity Provision and

Management; Network

Defense
DoD Public Key 4/22/2011 Architecture Development Joint Enterprise Network Architecture
Infrastructure Robust and Use; Best Practice Use; | (JEN)
Certification Validation Standard Guidance
Service
GENMA PBNM Architecture | 6/10/2010 Architecture Development Joint Enterprise Network Architecture
- Deliverable 3 and Use; Automated (JEN)

Configuration Changes
Global Information Grid 1/17/2010 Access Control; Enterprise Email Architecture
(GIG) 2.0 Operational Architecture Development
Reference Architecture (ORA) and Use
Version 1.5, January 17, 2010
Intelligence Community (IC) 2/1/2011 Architecture Development Identity and Access Architecture
Core ldentify & Access and Use; Identity Provision | Management (IdAM)
Management Reference and Management
Architecture
Intelligence Community (IC) 6/11/2011 Data and Service Identity and Access Architecture
Information Assurance Availability Management (IdAM)
Architecture (Classified)
Intelligence Community and 8/13/2007 Architecture Development Architecture

Department of Defense
Service-Oriented Architecture
Data Services Reference
Architecture, v2.4

and Use; Data and
Functionality as Services;
Data and Service
Auvailability; Multi-Source
Data Fusion




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

Intelligence Community 9/14/2007 Access Control; Identity and Access Architecture
Security Reference Architecture Development Management (IdAM)
Architecture and Use; Data and Metadata

Protection; Identity

Provision and Management
ITI ORA - It Infrastructure 7/27/2010 Architecture Development Enterprise Email; Identity Acrchitecture
Optimization Reference and Use; Standard Guidance | and Access Management
Architecture (1dAM)
NCES Service Discovery CES | 3/26/2004 Data and Functionality as Identity and Access Architecture
Architecture - Version 0.4 Services Management (IdAM)
NCID TO000 v3 Final 9/5/2006 Architecture Development Enterprise Cross Domain Architecture
Transport 04272007 and Use; Assured End to Services; Joint Enterprise

End Communications; End- | Network (JEN)

to-End Quality of Service;

Network Defense;

Oversight of IE

Implementation
NIPRNet Regional Security Architecture Development TLA Stacks Architecture
Architecture v04.1 (Info and Use; Network Defense
Paper)
US Army Enterprise Data 2/22/2010 Architecture Development Architecture
Strategy Reference and Use; Data and
Architectures Part 2: Business Functionality as Services;
Architecture Data and Service

Availability; Oversight of

IE Implementation
US Army Enterprise Data 2/22/2010 Architecture Development Architecture
Strategy Reference and Use; Oversight of IE
Architectures Part 4: Implementation
Technology Architecture
DoD Discovery Metadata 7/17/2008 Data and Service Data Center and Server Data
Specification (DDMS), Availability; Information Consolidation
Version 2.0 Sharing with Mission

Partners
DoD Data Net-Centric Data 5/9/2003 Data and Functionality as Enterprise Cross Domain Data; Strategy

Strategy 9 May 03

Services; Data and Service
Availability

Services




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

AATT’s Unified 12/12/2008 Digital User and Service Identity and Access Operational
Authorization and Attribute Attributes; Information Management (IdAM)
Service Sharing with Mission

Partners; Integrated

Network Operations

Services
Computing Service Provider Continuity of Operations; Data Center and Server Operational
Operational Process IE Health and Readiness Consolidation
Framework Guidelines - Draft Measurement; Standard
vl.l Guidance
Service Level Agreement 6/2/2010 Data and Functionality as Data Center and Server Operational
Between Defense Information Services; End-to-End Consolidation; Enterprise
Systems Agency Computing Quality of Service; New Email
Services Directorate and Technology Implementation
Army CIO/G-6 DoD
Enterprise Email Services
United States Air Force 6/12/2008 End-to-End Quality of Data Center and Server Operational
(USAF) Active Directory and Service Consolidation
Exchange Project (ADX)
Active Directory And
Exchange ConOps
CJCSI 3170.01G - Joint 3/1/2009 Standard Guidance Joint Enterprise Network Policy
Capabilities Integration and (JEN)
Development System
CJCSI 6211.02C - Defense 7/9/2008 Cross Domain Security Enterprise Cross Domain Policy
Information System Network (CDS) Enforcement; Services; Joint Enterprise
(DISN): Policy and Standard Guidance Network (JEN)
Responsibilities
CJCSI 6212.01F - 3/21/2012 Infrastructure Certification Joint Enterprise Network Policy
Interoperability and and Acceditation; Standard (JEN)
Supportability of Information Guidance
Technology and National
Security Systems
CJCSI 6215.01C - Policy for 11/9/2007 Standard Guidance; Enterprise Cross Domain Policy
Department of Defense (DoD) Standard Protocol Services; Joint Enterprise
Voice Networks with Real Management Network (JEN)
Time Services (RTS)
CJCSI 6510.01F - Information | 2/9/2011 Cross Domain Security Identity and Access Policy

Assurance (1A) and Support to
Computer Network Defense
(CND)

(CDS) Enforcement; Data
and Metadata Protection;
Information Sharing with
Mission Partners; Network
Defense; Standard Guidance

Management (IdAM); Joint
Enterprise Network (JEN)




Document Document
Document Title Date Related Capability Related ITESR Initiative Type
CNSS Instruction No. 1253 10/1/2009 Cross Domain Security Enterprise Cross Domain Policy
Security Categorization and (CDS) Enforcement; Services
Control Selection for National Oversight of IE
Security Systems Implementation; Standard
Guidance
Defense Federal Acquisition 10/26/2006 Standard Guidance Hardware/Software Policy
Regulation Supplement Procurement
(DFARS) Subpart 208.74,
Enterprise Software Initiative
Department of Defense (DoD) | 7/19/2007 Cross Domain Security Enterprise Cross Domain Policy
and Intelligence Community (CDS) Enforcement; IE Services
(1C) Commitment to an Situational Awareness;
Interoperable Services-Based Interoperable Components;
Environment Standard Protocol
Management
Department of Defense (DoD) | 3/1/2009 Standard Guidance; Unified Policy
Unified Capabilities (UC) Communications and
Initiative Collaboration
Department of Defense 11/1/2011 Information Sharing with Policy
Instruction Number 8440.bb Mission Partners; Standard
(DODI 8440.bb): Global Guidance
Information Grid (GIG)
Computing Infrastructure (CI)
- Post Adjudication November
2011
Department of Defense 12/22/2005 Standard Guidance Hardware/Software Policy
support for the SmartBUY Procurement
initiative
Department of the Navy 7/20/2011 Standard Guidance Data Center and Server Policy
Memorandum: Data Center Consolidation
Consolidation
DoD Chief Information 7/26/2000 Standard Guidance Hardware/Software Policy
Officer Guidance and Policy Procurement
Memorandum No. 12-8430,
July 26, 2000, Acquiring
Commercial Software
DoDD 1000.25 DoD Personal | 4/23/2007 Credential Provision and Identity and Access Policy

Identity Protection Program

Management; Digital User
and Service Attributes;
Identity Provision and
Management; Standard
Guidance

Management (IdAM)




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

DoDD 3020.26 - DoD 1/9/2009 Continuity of Operations; Joint Enterprise Network Policy
Continuity Programs Standard Guidance (JEN)
DODD 3020.40 - DoD Policy | 8/19/2005 Authoritative Body Joint Enterprise Network Policy
and Responsibilities for Identification / (JEN)
Critical Infrastructure Jan 14 Empowerment; Continuity
2010 of Operations; Standard

Guidance
DODD 3222.3 - Department 8/20/1990 Authoritative Body Enterprise Cross Domain Policy
of Defense Electromagnetic Identification / Services
Compatibility Program Empowerment; Spectrum
(EMCP) August 20, 1990 Management; Standard

Guidance
DoDD 4630.5 - 4/23/2007 Standard Guidance; Joint Enterprise Network Policy
Interoperability and Standard Protocol (JEN)
Supportability of Information Management; Standard
Technology (IT) and National Security Engineering
Security Systems (NSS) Practices
DODD 4650.01p - June 8, 6/8/2004 Spectrum Management; Enterprise Cross Domain Policy
2004, Policy for Management Standard Guidance Services
and Use of the
Electromagnetic Spectrum
DODD 4660.3 - Secretary of 4/29/1996 Authoritative Body Enterprise Cross Domain Policy
Defense Communications Identification / Services

Empowerment; Standard

Guidance
DoDD 5000.1 - The Defense 11/20/2007 Standard Guidance Enterprise Cross Domain Policy
Acquisition System Services; Joint Enterprise

Network (JEN)

DODD 5100.35 - Military 3/10/1990 Authoritative Body Enterprise Cross Domain Policy
Communications-Electronics Identification / Services
Board (MCEB) Charter 1998 Empowerment; Spectrum

Management; Standard

Guidance
DODD 5105.19 - Defense 7/25/2006 Standard Guidance Joint Enterprise Network Policy
Information System Agency (JEN)
(DISA), July 25, 2006
DODD 5143.01 - Under 11/23/2005 Authoritative Body Policy

Secretary of Defense for
Intelligence (USD(I1), Nov
23,2005

Identification /
Empowerment; Standard
Guidance




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

DODD 5144.1 - Assistant 5/2/2005 Authoritative Body Joint Enterprise Network Policy
Secretary of Defense for Identification / (JEN)
Networks and Information Empowerment; Standard
Integration / DoD Chief Info Guidance
Officer (ASD (NII1)/DaoD CIO,
May 2, 2005
DODD 8000.01 - 2/10/2009 Authoritative Body Joint Enterprise Network Policy
Management of the Identification / (JEN)
Department of Defense Empowerment; Information
Information Enterprise Sharing with Mission

Partners; Oversight of IE

Implementation; Standard

Guidance
DODD 8100.01 - GIG 2/10/2009 Standard Guidance Joint Enterprise Network Policy
Overarching Policy (JEN)
DODD 8100.02 - Use of 4/23/2007 Assured End to End Identity and Access Policy
Commercial Wireless Communications; Standard | Management (IdAM)
Devices, Services, and Guidance
Technologies in the
Department of Defense Global
Information Grid
DODD 8115.01 - Information | 10/10/2005 Standard Guidance Identity and Access Policy
Technology Portfolio Management (IdAM)
Management
DODD 8190.3 - Smart Card 5/5/2000 Authoritative Body Identity and Access Policy
Technology (Internal Report Identification / Management (IdAM)
Cancelled) Empowerment; Standard

Guidance; Standard

Protocol Management
DODD 8320.02 - Data 4/23/2007 Data and Metadata Identity and Access Policy
Sharing in a Net-Centric Protection; Data and Management (IdAM); Joint
Department of Defense Service Availability; Enterprise Network (JEN)

Standard Guidance
DODD 8320.03 - Unique 3/23/2007 Cross Domain Security Identity and Access Policy
Identification (UID) Standards (CDS) Enforcement; Data Management (IdAM)
for a Net-Centric Department and Service Availability;
of Defense Knowledge Sharing;

Standard Guidance
DODD 8410.bb - NetOps for NetOps-Enabled Resources; | Joint Enterprise Network Policy

the GIG

Standard Guidance

(JEN)




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

DODD 8500.01E - Cross Domain Security Enterprise Cross Domain Policy
Information Assurance (1A) (CDS) Enforcement; Data Services; Identity and

and Metadata Protection; Access Management

Network Defense; Standard | (IdAM)

Guidance
DODD 8521.01E - 2/21/2008 Access Control; Identity and Access Policy
Department of Defense Authoritative Body Management (IdAM)
Biometrics Identification /

Empowerment; Standard

Guidance
DODD 8570.01 - Information | 4/23/2007 Cross Domain Security Enterprise Cross Domain Policy
Assurance Training, (CDS) Enforcement; Data Services; Identity and
Certification, and Workforce and Metadata Protection; Access Management
Management (Internal Report Network Defense; Standard | (IdAM)
Cancelled) Guidance; Standardized IE

Education and Training
DODD 8581.01 - IA Policy 6/8/2010 Network Defense; Standard | ldentity and Access Policy
for Space Systems used by Guidance Management (IdAM)
Department of Defense
DODD 0-8530.1 - Computer | 1/8/2001 Network Defense; Standard | Enterprise Cross Domain Policy
Network Defense CND Jan 8 Guidance Services; Joint Enterprise
2001 Network (JEN)
DoDI 4630.8 - Procedures for | 6/30/2004 Standard Guidance; Enterprise Cross Domain Policy
Interoperability and Standard Protocol Services; Joint Enterprise
Supportability of Information Management; Standardized | Network (JEN)
Technology (IT) and National IE Education and Training
Security Systems (NSS)
DODI 5000.2 - Operation of 12/8/2008 Oversight of IE Hardware/Software Policy
the Defense Acquisition Implementation; Standard Procurement
System Guidance
DODI 5205.13 Defense 1/29/2010 Authoritative Body Identity and Access Policy
Industrial Base (DIB) Cyber Identification / Management (IdAM)
Security/Information Empowerment; Data and
Assurance (CS/1A) Activities Metadata Protection;

Network Defense; Standard

Guidance
DoDI 8100.04 - DoD Unified | 12/9/2010 Ad Hoc Networks; Standard | Enterprise Cross Domain Policy

Capabilities (UC)

Guidance

Services; Joint Enterprise
Network (JEN)




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

DODI 8110.1 - Multinational | 2/6/2004 Ad Hoc Networks; Joint Enterprise Network Policy
Information Sharing Networks Information Sharing with (JEN)
Implementation Mission Partners;

Interoperable Components;

Knowledge Sharing;

Network Defense; Standard

Guidance
DODI 8115.02 - Information 10/30/2006 Standard Guidance Enterprise Cross Domain Policy
Technology Portfolio Services; Identity and
Management Implementation Access Management

(IdAM)

DODI 8410.02 - Netops for 12/19/2008 Authoritative Body Joint Enterprise Network Policy
the Global Information Grid Identification / (JEN)
(GIG) Empowerment; NetOps-

Enabled Resources;

Standard Guidance
DODI 8420.01 Commercial 11/3/2009 Authoritative Body TLA Stacks Policy
Wireless Local-Area Network Identification /
(WLAN) Devices, Systems, Empowerment; Data and
and Technologies Metadata Protection;

Interoperable Components;

Network Defense; Standard

Guidance
DODI 8500.2 - Information 2/6/2003 Cross Domain Security Enterprise Cross Domain Policy
Assurance (1A) (CDS) Enforcement; Data Services; Identity and
Implementation and Metadata Protection; Access Management

Standard Guidance (IdAM)
DODI 8510.01 - DoD 11/28/2007 Infrastructure Certification | ldentity and Access Policy
Information Assurance and Acceditation; Network | Management (IdAM)
Certification and Defense; Standard Guidance
Accreditation Process
(DIACAP)
DODI 8520.03 - Identity 5/13/2011 Credential Provision and Identity and Access Policy

Authentication for
Information Systems

Management; Identity
Provision and Management;
Standard Guidance

Management (IdAM)




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

DODI 8520.2 - Public Key 5/24/2011 Authoritative Body Policy
Infrastructure (PKI) and Identification /
Public Key (PK) Enabling Empowerment; Network

Defense; Sensitive /

Classified Information

Management; Standard

Guidance; Standard

Protocol Management
DODI 8551.01 - Ports 8/13/2004 Standard Guidance; Enterprise Cross Domain Policy
Protocols and Services Standard Protocol Services
Management PPSM Aug 13 Management
2004
DODI 8560.01 - 10/9/2007 Cross Domain Security Identity and Access Policy
Communications Security (CDS) Enforcement; Data Management (IdAM)
(COMSEC) Monitoring and and Metadata Protection; IE
Information Assurance (1A) Incident Response; Network
Readiness Testing Defense; Standard Guidance
DODI 8580.1 - Information 7/9/2004 Authoritative Body Identity and Access Policy
Assurance (1A) in the Defense Identification / Management (IdAM)
Acquisition System Empowerment; Network

Defense; New Technology

Implementation; Standard

Guidance
DODI 8581.01 - Information 6/8/2010 Network Defense; Standard | Identity and Access Policy
Assurance (1A) Policy for Guidance Management (IdAM)
Space Systems Used By the
Department of Defense
DODI 0-3600.02 - 11/1/2005 Sensitive / Classified Identity and Access Policy
Information Operations (10) Information Management; Management (IdAM)
Security Classification Standard Guidance
Guidance, November 2005
DODI 0-8530.2 - Support to 3/9/2001 Network Defense; Standard | Joint Enterprise Network Policy
Computer Network Defense Guidance (JEN)
(CND) (PKI)
FDA 510(K) - Approval Standard Guidance Hardware/Software Policy
Process for Medical Devices Procurement
FIPS PUB 199 Standards for 2/1/2004 Digital Policy Management; | Enterprise Cross Domain Policy

Security Categorization of
Federal Information and
Information Systems

Standard Guidance

Services




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

FISMA: Federal Information 12/17/2002 Authoritative Body Enterprise Cross Domain Policy
Security Management Act Identification / Services; Joint Enterprise

Empowerment; Cross Network (JEN)

Domain Security (CDS)

Enforcement; Data and

Metadata Protection;

Network Defense; Standard

Guidance
HQDA EXORD, Army Data 5/9/2011 Network Defense; Standard | Data Center and Server Policy
Center Consolidation Plan Guidance Consolidation
(ADCCP)
ICD 501 - Intelligence 1/21/2009 Collaboration; Data and Identity and Access Policy
Information Sharing Service Availability; Management (IdAM)

Information Dissemination

Management; Information

Sharing with Mission

Partners; Standard Guidance
NSTISSP 11 - National 01/2000 Network Defense; Standard | Hardware/Software Policy
Information Assurance Guidance Procurement; TLA Stacks
Acquisition Policy
TIA-942 - 2/4/2010 Standard Guidance; Data Center and Server Policy
Telecommunications Standard Protocol Consolidation
Infrastructure Standards for Management
Data Centers
Computing Service Provider Best Practice Use; Dataand | Data Center and Server Requirements
Adequacy Assessment Manual Metadata Protection; Consolidation
- Draftvl.l Information Sharing with

Mission Partners;

Infrastructure Provisioning;

Network Defense
FIPS PUB 200 Minimum 3/1/2006 Data and Metadata Enterprise Cross Domain Requirements
Security Requirements for Protection; Network Services
Federal Information and Defense; Standard Guidance
Information Systems
Net-Centric Operations and 3/8/2006 Automated Configuration Enterprise Cross Domain Requirements
Warfare (NCOW) Reference Changes; Dynamic Services
Model Configuration Management
Requirements Specification 11/2/2010 Collaboration; Cross Data Center and Server Requirements

For Department of the Army
Enterprise Messaging as a
Managed Service (EMMS)

Domain Security (CDS)
Enforcement

Consolidation

10




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

US Army Enterprise Data 2/22/2010 Architecture Development Requirements;
Strategy Reference and Use; Standard Protocol Architecture
Avrchitectures Part 3: Management
Information Architecture
25 Point Implementation Plan | 12/9/2010 Best Practice Use; Data Center and Server Strategy
to Reform Federal IT Oversight of IE Consolidation

Implementation
Army Data Center and Server | 5/5/2011 Oversight of IE Data Center and Server Strategy
Consolidation Plan Execute Implementation Consolidation
Order
Army Data Center and Server | 5/5/2011 Oversight of IE Data Center and Server Strategy
Consolidation Plan Execute Implementation Consolidation
Order Annexes A-H
ASA (ALT) COE 7/25/2011 Integrated Network Data Center and Server Strategy
Implementation Plan Operations Services; Consolidation
Appendices v2.1 Oversight of IE

Implementation
Capability Development 6/6/2011 Oversight of IE Strategy
Tracking and Management Implementation
(CDTM) Implementation
Plan, 6 June 2011
Department of Defense (DoD) | 11/4/2011 Assured End to End Strategy
Information Technology (IT) Communications; Digital
Enterprise Strategy and User and Service Attributes;
Roadmap (ITESR) Initial Global Connections;
Implementation Plan Version Oversight of IE
1.0, November 4, 2011 Implementation
Department of Defense Net- 5/4/2007 Data and Functionality as Enterprise Cross Domain Strategy
centric Services Strategy: Services; Data and Services
Strategy for a Net-Centric, Metadata Protection; Data
Service Oriented DoD and Service Availability;
Enterprise, May 4, 2007 Information Sharing with

Mission Partners; Oversight

of IE Implementation;

Standard Guidance
DISA GIG Convergence Information Sharing with Enterprise Cross Domain Strategy

Master Plan - Signed Version
5.25b

Mission Partners;
Knowledge Sharing;
Standard Guidance;
Standard Protocol
Management

Services; Joint Enterprise
Network (JEN)

11




Document Document
Document Title Date Related Capability Related ITESR Initiative Type
DoD Information Sharing 4/20/2009 Cross Domain Security Enterprise Cross Domain Strategy
Implementation Plan (CDS) Enforcement; Services; Identity and
Information Sharing with Access Management
Mission Partners; Oversight | (IdAM)
of IE Implementation
Federal Cloud Computing 2/8/2011 Standard Guidance Data Center and Server Strategy
Strategy Consolidation
Federal Identity, Credential, 11/10/2009 Access Control; Identity and Access Strategy
and Access Management Architecture Development Management (IdAM)
(FICAM) Roadmap and and Use; Credential
Implementation Guidance Provision and Management;
Identity Provision and
Management; Oversight of
IE Implementation
GIG Architectural Vision 06/2007 Architecture Development Enterprise Cross Domain Strategy
V1.0 Jun 07 and Use; Oversight of IE Services; Joint Enterprise
Implementation Network (JEN)
IdAM Attribute Governance Access Control; Digital Identity and Access Strategy
User and Service Attributes; | Management (IdAM)
Standard Protocol
Management
NCID T100 v2 Final 09/05/2005 Assured End to End Enterprise Cross Domain Strategy
Transport Services 09052006 Communications; Services; Joint Enterprise
Interoperable Components; Network (JEN)
Oversight of IE
Implementation; Unified
Communications and
Collaboration
NIST SP800-119: Guidelines | 12/2010 Standard Protocol TLA Stacks Strategy
for the Secure Deployment of Management
IPv6
NIST SP800-14 - Generally 09/1996 Best Practice Use; Dataand | TLA Stacks Strategy
Accepted Principles and Metadata Protection;
Practices for Securing Network Defense; Standard
Information Technology Guidance
Systems
NIST SP800-145: A NIST 09/2011 Standard Guidance TLA Stacks Strategy

Definition of Cloud
Computing

12




Document Document

Document Title Date Related Capability Related ITESR Initiative Type
NIST SP800-30 - Risk 07/2002 Network Defense TLA Stacks Strategy
Management Guide for
Information Technology
Systems
NIST SP800-33 - Underlying | 12/2001 Best Practice Use TLA Stacks Strategy
Technical Models for
Information Technology
Security
NIST SP800-34 Rev 1 - 05/2010 Continuity of Operations TLA Stacks Strategy
Contingency Planning Guide
for Federal Information
Systems
NIST SP800-35 - Guide to 10/2003 Network Defense; TLA Stacks Strategy
Information Technology Oversight of IE
Security Services Implementation
NIST SP800-37 Guide for 02/2010 IE Operations Threat TLA Stacks Strategy
Applying the Risk Assessment; Infrastructure
Management Framework to Certification and
Federal Information Systems: Accreditation
A Security Life Cycle
Approach
NIST SP800-39 - Managing 03/2011 IE Operations Threat TLA Stacks Strategy
Risk from Information Assessment; Network
Systems Defense
NIST SP800-53 Revision 3: 08/2009 Hardware and Software TLA Stacks Strategy
Recommended Security Vulnerability Assessment
Controls for Federal
Information Systems and
Organizations
NIST SP800-53A Revision 1: | 06/2010 Hardware and Software TLA Stacks Strategy
Guide for Assessing the Vulnerability Assessment
Security Controls in Federal
Information Systems
DoD Exemplar Data Center Standard Guidance Data Center and Server Strategy;
Attributes - Draft v1.01 Consolidation Operational
NCID T300 v2 Final QOS 9/4/2006 Architecture Development Enterprise Cross Domain Strategy;

09052006

and Use; End-to-End
Quality of Service;
Oversight of IE
Implementation

Services; Joint Enterprise
Network (JEN)

Requirements

13




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

.NET Framework Security 2/18/2009 IE Operations Threat Joint Enterprise Network Technical
Checklist - Version 1 Release Assessment; Oversight of (JEN)
2.3 IE Implementation
Access Control in support of 10/29/2010 Access Control; Data and Identity and Access Technical
Information System Security Metadata Protection; Management (IdAM)
Technical Implementation Oversight of IE
Guide Version 2, Release 3 Implementation; Sensitive /
October 29, 2010 Classified Information

Management
C-Band Satellite 1/15/2010 Assured End to End Joint Enterprise Network Technical
Communications Communications; Global (JEN)

Connections; Standard

Guidance
DoD Enterprise Services 7/14/2009 Cross Domain Security Technical
Specifications (CDS) Enforcement; Digital

User and Service Attributes
DRAFT Business Case 12/22/2008 Collaboration; Global Joint Enterprise Network Technical
Roadmap for Completing Connections (JEN)
IPv6 Adoption in USG
12242008
Enclave Security Technical 1/28/011 Data and Metadata Technical
Implementation Guide Protection; Network
Version 4, Release 2 10 Defense; Oversight of IE
March Implementation; Standard

Guidance; Standard

Security Engineering

Practices
GTPOO09 - Quality of Service 2/18/2010 Information Sharing with Joint Enterprise Network Technical
18Feb10 Mission Partners; Standard | (JEN)

Guidance; Standard

Protocol Management;

Standard Security

Engineering Practices
GTPO013 - Credential Status 10/25/2011 Best Practice Use; Identity and Access Technical
Validation (250c¢t2011) Credential Provision and Management (IdAM)

Management; Standard

Guidance
Information Assurance GTP - | 1/15/2010 Network Defense; Standard | Joint Enterprise Network Technical

Secure Configuration
Management (SCM)

Guidance

(JEN)

14




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

ISO 2709 - Format for 1996 Data and Metadata Technical
Information Exchange, 1996 Protection; Standard

Guidance; Data and Service

Awvailability; Information

Sharing with Mission

Partners
ISO 3166-1:2006 - Codes for | 2006 Standard Guidance; Data Technical
the representation of names of and Service Availability
countries and their
subdivisions, Part 1: Country
codes, 20 November 2006
ISO 4217:2001 - Codes for 2001 Standard Guidance; Data Technical
the representation of and Service Availability
currencies and funds
ISO 639-2:1998 - Codes for 1998 Standard Guidance; Data Technical
the Representation of Names and Service Availability
of Languages-- Part 2: alpha-3
code
ISO 6709:2008 w/Cor1:2009 - | 2008-2009 Standard Guidance; Data Technical
Standard representation of and Service Availability
geographic point location by
coordinates, 2008-07-02,
w/Corrigendum 1, Standard
representation of latitude,
longitude and altitude for
geographic point locations
ISO 8601:2004 - Data 2004 Standard Guidance; Data Technical
elements and interchange and Service Availability
formats -- Information
interchange -- Representation
of dates and times
ISO/IEC 10589 - Information | 2002 Unified Communications Technical

Technology -
Telecommunications and
information exchange between
systems - Intermediate system
to Intermediate System intra-
domain routing information
exchange protocol for use in
conjunction with the protocol
for providing the
connectionless-mode network
service

and Collaboration; Data and
Service Availability;
Infrastructure Provisioning;
Knowledge Sharing

15




Document Title

Document
Date

Related Capability

Related ITESR Initiative

Document
Type

ISO/IEC 12087-5:1998
w/Corrigenda 1&2 -
Information technology -
Computer graphics and image
processing - Image Processing
and Interchange (IPI)
Functional specification - Part
5: Basic Image Interchange
Format (BIIF), 1 December
1998, with Technical
Corrigendum 1:2001, with
Technical Corrigend

1998

Unified Communications
and Collaboration;
Infrastructure Provisioning

Technical

ISO/IEC 13818-1:2007 w/
Cor 1:2008 - Information
technology -- Generic coding
of moving pictures and
associated audio information:
Systems, 16 October 2007,
with Corrigendum 1,
Correction of zero_byte
syntax element and
stream_id_extension
mechanism, 15 December
2008

2007-2008

Unified Communications
and Collaboration;
Infrastructure Provisioning

Technical

ISO/IEC 13818-2:2000 -
Information technology -
Generic coding of moving
pictures and associated audio
information, Part 2: Video,
2000 (also known as MPEG-2
Video)

2000

Unified Communications
and Collaboration;
Infrastructure Provisioning

Technical

ISO/IEC 13818-3:1998 -
Information technology -
Generic coding of moving
pictures and associated audio
information, Part 3: Audio,
1998 (also known as MPEG-2
Audio)

1998

Unified Communications
and Collaboration;
Infrastructure Provisioning

Technical

ISO/IEC 13818-6 - Generic
Coding of Moving Pictures
and Associated Audio
Information - Part 6: Digital
storage media command and
control (DSM-CC), 2000

2000

Unified Communications
and Collaboration;
Infrastructure Provisioning

Technical

16




Document Document
Document Title Date Related Capability Related ITESR Initiative Type
ISO/IEC 14443-1:2000 - 2000 Identity Provision and Technical
Identification cards -- Management; Credential
Contactless integrated Provision and Management;
circuit(s) cards -- Proximity Access Control; Digital
cards -- Part 1: Physical User and Service Attributes
characteristics, 2000
ISO/IEC 14443-2:2001 w/ 2001 Identity Provision and Technical
Amd 1:2005 - Identification Management; Credential
cards -- Contactless integrated Provision and Management;
circuit(s) cards -- Proximity Access Control; Digital
cards -- Part 2: Radio User and Service Attributes
frequency power and signal
interface, 28 June 2001 with
Amendment 1: Bit rates of
fc/64, fc/32 and fc/16, 2 June
2005
ISO/IEC 14443-3:2001 w/ 2001/2005 Identity Provision and Technical
Amd1:2005, Management; Credential
Amd1/Cor1:2006, Amd3:2006 Provision and Management;
- Identification cards -- Access Control; Digital
Contactless integrated User and Service Attributes
circuit(s) cards -- Proximity
cards -- Part 3: Initialization
and Anti-collision, 1 February
2001 with Amendment 1: Bit
rates of fc/64, fc/32 and fc/16,
15 June 2005; Amendment 3:
Handling of reserved fields
ISO/IEC 14443-4:2001 - 2001 Identity Provision and Technical
Identification cards -- Management; Credential
Contactless integrated Provision and Management;
circuit(s) cards -- Proximity Access Control; Digital
cards -- Part 4: Transmission User and Service Attributes
protocol, 2001 (R2006)
ISO/IEC 15408 - Evaluation 12/1/1999 Cross Domain Security Technical

Criteria for IT Security (parts
1 through 3), 1 December
1999

(CDS) Enforcement; Data
and Metadata Protection;
Network Defense; Standard
Security Engineering
Practices

17




Document Document
Document Title Date Related Capability Related ITESR Initiative Type

ISO/IEC 19784-1:2006 w/ 2006-2010 Identity Provision and Technical
Amd1:2007, Amd2:2009, Management; Credential
Amd3:2010 - Information Provision and Management;
technology -- Biometric Access Control; Digital
application programming User and Service Attributes
interface -- Part 1: BioAPI
specification, 27 April 2006
with Amendment 1: BioGUI
specification, 2007;
Amendment 2: Framework-
free BioAPI, 2009;
Amendment 3: Support for
interchange of certification
ISO/IEC 19784-2:2007 - 1/15/2007 Identity Provision and Technical
Information technology -- Management; Credential
Biometric application Provision and Management;
programming interface -- Part Access Control; Digital
2: Biometric archive function User and Service Attributes
provider interface, 15 January
2007
ISO/IEC 19794-2:2005 - 2005 Identity Provision and Technical
Biometric Data Interchange Management; Credential
Format - Part 2: Finger Provision and Management;
Minutiae Data Access Control; Digital

User and Service Attributes
ISO/IEC 19794-4:2005 - 2005 Identity Provision and Technical
Biometric Data Interchange Management; Credential
Format - Part 4: Finger Image Provision and Management;
Data Access Control; Digital

User and Service Attributes
ISO/IEC 19794-6:2005 - 6/10/2005 Identity Provision and Technical
Information technology - Management; Credential
Biometric data interchange Provision and Management;
formats - Part 6: Iris image Access Control; Digital
data, 10 June 2005 User and Service Attributes
ISO/IEC 19794-7:2007 2007-2009 Identity Provision and Technical
w/Cor1:2009 - Information Management; Credential
technology -- Biometric data Provision and Management;
interchange formats -- Part 7: Access Control; Digital
Signature/sign time series data User and Service Attributes
w/Corrigendum 1:2009
Ka-Band Satellite 1/15/2010 Assured End to End Joint Enterprise Network Technical

Communications

Communications; Global
Connections; Standard
Guidance

(JEN)
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Document Document
Document Title Date Related Capability Related ITESR Initiative Type

Ku-Band Satellite 1/15/2010 Assured End to End Joint Enterprise Network Technical
Communications Communications; Global (JEN)

Connections; Standard

Guidance
Protected EHF SATCOM Assured End to End Joint Enterprise Network Technical

Communications; Global (JEN)

Connections; Standard

Guidance
Real Time Applications - 11/16/2009 Standard Guidance; Unified | Joint Enterprise Network Technical
Voice over Internet Protocol Communications and (JEN)

Collaboration
X-band Satellite 1/15/2010 Assured End to End Joint Enterprise Network Technical
Communications Communications; Global (JEN)

Connections; Standard

Guidance
Inter-Domain Unicast Routing | 1/15/2010 Interoperable Components; | Joint Enterprise Network Technical;

Standard Guidance; (JEN) Policy

Standard Protocol

Management
Security Categorization and 10/1/2009 Data and Metadata Identity and Access Technical,
Control Selection for National Protection; Standard Management (IdAM) Policy

Security Systems Version 1
(CNSS Instruction Number
1253), October 2008

Guidance; Standard
Protocol Management

Figure 1 — DoD IEA v2.0 Standards
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