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AMERICA’S PLAN

AMERICANS CAN CHECK THEIR BANK ACCOUNTS, COMMUNICATE WITH CUSTOMER SERVICE repre-
sentatives and do their shopping anytime, anywhere by using applications enabled by broadband.
Americans now expect this level of service from their government and are often disappointed with
what they find. While some bright spots exist around filing taxes and paying parking tickets, these
are the exception, not the rule. Government has fallen behind the private sector in using broad-

band to deliver services, and it is time to catch up!

From city hall to the U.S. Capitol, government can better serve
the American people by relying more on broadband. The impli-
cations are enormous.

The federal government can use broadband to increase the
efficiency of its own internal operations. And it can use its size
and purchasing power to help state and local governments and
communities deploy more broadband capability.

Consider also the impact on low-income families. At the mo-
ment, many Americans do not receive all the benefits for which
they are eligible. The reasons are many, including the complex-
ity of determining eligibility, as well as lengthy and repetitive
applications. Integrating and streamlining processes can help
low-income Americans receive all the safety-net benefits for
which they qualify, and that has had a demonstrable effect on
bettering their chances of getting out of poverty.2 Meanwhile,
government services will operate more efficiently with the
paperwork reduction that broadband technology allows. And
when caseworkers assigned to these families spend fewer
hours filling out paperwork, they can become more personally
involved in helping their clients.

Broadband, in short, can change the way government serves
the public. This chapter makes recommendations to accelerate
this change. Section 14.1 focuses on how the government can take
action to improve deployment of broadband in local communi-
ties. Section 14.2 proposes ways that broadband can improve
government performance and service delivery. It also makes
recommendations related to strengthening cybersecurity.

RECOMMENDATIONS

Improve connectivity through government action

» Federal government agencies and departments should serve
as broadband anchor tenants for unserved and underserved
communities.

» When feasible, Congress should consider allowing state and
local governments to get lower service prices by participating
in federal contracts for communications services.

» The Office of Management and Budget (OMB) should
review and coordinate federal grants that have a broad-

band connectivity requirement. Federal government grant
funding should not limit or permit limitations on the use of
federally funded facilities or services for broadband deploy-
ment, except when technology solutions cannot ensure
privacy or security of data.

» The Executive Branch and Congress should consider using
federal funding to encourage cities and counties to gather
information on initiatives enabled by broadband in ways
that allow for rigorous evaluation and lead to an under-
standing of best practices.

Enhance internal government efficiency

» OMB should develop a vision and strategy to guide agencies
on cloud computing.

» OMB and the Federal Chief Information Officers (CIO)
Council should develop a competition to annually recognize
internal efforts to transform government using broadband-
enabled technologies.

» The Executive Branch should create an interagency
working group, comprised of the senior grants officials
from each agency, to implement guidelines and require-
ments for interagency coordination of grants and to
improve Grants.gov to make it easier for applicants to use.

» The Federal CIO Council should accelerate agency adop-
tion of social media technologies for internal use.

Strengthen cybersecurity

» The Executive Branch, in collaboration with relevant
regulatory authorities, should develop machine-readable
repositories of actionable real-time information concerning
cybersecurity threats in a process led by the White House
Cybersecurity Coordinator.

» The federal government should take an active role in devel-
oping public-private cybersecurity partnerships.

» The Executive Branch should expand existing and develop
additional educational programs, scholarship funding,
training programs and career paths to build workforce
capability in cybersecurity.

» The Executive Branch should develop a coordinated foreign
cybersecurity assistance program to assist foreign countries
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in the development of legal and technical expertise to
address cybersecurity.

» The FCC should work with Internet service provid-
ers (ISPs) to build robust cybersecurity protection and
defenses into networks offered to businesses and indi-
viduals without access to cybersecurity resources. ISPs
that participate in this program should receive technical
assistance from the federal government in securing
their networks.

» OMB should accelerate technical actions to secure federal
government networks.

Improve service delivery

» OMB and the Federal CIO Council should develop a
single, secure enterprise-wide authentication protocol
that enables online service delivery.

» The Executive Branch should establish MyPersonalData.gov
as a mechanism that allows citizens to request their per-
sonal data held by government agencies.

» Congress should consider re-examining the Privacy Act to
facilitate the delivery of online government services and to
account for changes in technology.

» The federal government should undertake a series of efforts
to improve the delivery of government services online.

» The Executive Branch’s review of the Paperwork Reduc-
tion Act should aim to enable government to solicit input to
improve government services.

» The White House Office of Science and Technology Policy
(OSTP) should develop a five-year strategic plan for online
service delivery.

» The federal government should improve the delivery of
means-tested benefits to low-income Americans.

14.1 IMPROVING
CONNECTIVITY
THROUGH
GOVERNMENT ACTION

The federal government spends billions of dollars annually on
broadband connections for its office buildings and facilities
throughout the United States and provides billions more in
funding for programs that have a broadband communications
component. The government does not, however, leverage that
spending in a coordinated way to improve broadband con-
nectivity and access within local communities. In many cases,
doing so would have a nominal incremental cost, but the impact
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on communities, especially those that are unserved or under-
served, could be transformative.

Government can help in the deployment of broadband by
serving as an anchor tenant in unserved and underserved com-
munities, by leveraging the purchasing power of the federal
government to provide lower prices for broadband communica-
tions services for state and local governments and by coordinating
federal grants with a broadband connectivity requirement.

RECOMMENDATION 14.1: Federal government agencies and
departments should serve as broadband anchor tenants for
unserved and underserved communities.

State and local governments have expressed a strong
desire to share broadband communications infrastructure
deployed by the federal government to extend broadband
connectivity to state and local agencies as well as unserved
and underserved communities.® In response to Section 414
of the Transportation, Treasury, Independent Agencies,
and General Government Appropriations Act of 2005, the
President directed federal departments and agencies to
deploy redundant communications links for all facilities.®
Implementation efforts did not account for the potential
spillover benefits to people and businesses in unserved or
underserved communities that are allowed to tap into the
high-speed connection to the Internet that the government
secured for its facilities. In the future, when deploying redun-
dant links, the federal government should consult with local
communities and use those links to extend broadband access
to the unserved and underserved.

RECOMMENDATION 14.2: When feasible, Congress should
consider allowing state and local governments to get lower
service prices by participating in federal contracts for com-
munications services.

The federal government is one of the largest buyers of
products and services in the country, especially when it
comes to information technology (IT). Since passage of the
E-Government Act of 2002, state and local government
entities have been authorized to leverage the bulk purchasing
power of the federal government to purchase a wide variety
of information technology hardware, software and services.
Use of that authority has increased every year, and state and
local governments have saved millions of dollars. Purchasing
authority is, however, restricted to items found on the General
Services Administration (GSA)’s IT Schedule 70.

In 2007, GSA negotiated a 10-year, $68 billion telecommunica-
tions and network services contract to provide voice, IP, wireless,
satellite and IP-centric services to 135 federal agencies operating
out 0of 191 countries, at rates that are 10-40% lower than in previ-
ous contracts. This contract, called Networx, includes a provision



that allows state and local governments to utilize the contract if
federal law is changed to allow the practice.

Congress should consider allowing state and local governments to
take advantage of Networx and other communications contracts to
enable cost savings and encourage broadband deployment.

RECOMMENDATION 14.3: The Office of Management and
Budget (OMB) should review and coordinate federal grants
that have a broadband connectivity requirement. Federal
government grant funding should not limit or permit limi-
tations on the use of federally funded facilities or services
for broadband deployment, except when technology solu-
tions cannot ensure privacy or security of data.

In certain cases, well-intentioned grant programs require that
money be spent on broadband connections even though a review
of other projects would show that spending to be redundant.”
Sometimes, a broadband connection already exists. In other cases,
multiple grants may be used to build multiple connections. For
example, grants for primary and secondary education networks
and grants for rural health care networks often call for the devel-
opment of independent networks, even though one would suffice.®
Coordination at the OMB level would greatly reduce inefficiencies
in federally-financed broadband rollouts.

RECOMMENDATION 14.4: The Executive Branch and Con-
gress should consider using federal funding to encourage
cities and counties to gather information on initiatives en-
abled by broadband in ways that allow for rigorous evalua-
tion and lead to an understanding of best practices.

Examples abound of potentially powerful initiatives includ-
ing IBM’s Smart Cities,’ Cisco’s Connected Communities'® and
Google’s proposed 1 Gbps fiber-to-the-home “broadband
testbed.”" These initiatives use broadband connections to
try to solve some of today’s most challenging public policy
problems in areas such as transportation, health care, educa-
tion, public safety and government services. Dubuque, Iowa,
is reducing water and electricity use by deploying sensors
connected via broadband. Alameda County, California, has
implemented an integrated data warehouse for social services
that saves $11 million a year by reducing duplicative work and
improving detection of fraud. Unfortunately, information on
projects like these is not collected systematically.

Federal broadband grant programs can fill the gap by
including reporting requirements for recipients.'? Gathering
the information will not only help the federal government set
priorities when issuing grants but also will assist local govern-
ments in identifying best practices across the nation.

Executive Branch agencies should run these initia-
tives like pilot programs and evaluate their success against

AMERICA’S PLAN

pre-established benchmarks. This would help inform the next
set of Congressional actions to promote widespread adoption
of the techniques that prove successful with the pilots.

14.2 IMPROVING
GOVERNMENT
PERFORMANCE

Innovative applications of broadband have transformed the
private sector, creating countless new ways of collaborating
with partners and interacting with customers. Government,
however, has not kept pace.

A poll of U.S. citizens by the Pew Research Center for the
People & the Press found that in 2007, 62% agreed that govern-
ment is usually inefficient and wasteful, up from 53% in 2002.%
This gap may be widening in part because the private sector
has raised expectations that government has not met. While
customers increasingly can go online to interact with private
companies, the public still mostly deal with government via
mail or in person, standing in line. While companies have made
it easy for customers to find what they want, the government
has been slow to adopt technological efficiencies to speed citi-
zen service and eliminate its siloed structure.'

Smarter use of broadband can facilitate a vast change in
government. Like private companies, government can make
its services available 24 hours a day, seven days a week, 365
days a year. Broadband-enabled online services can create
paths across government’s bureaucratic silos so that someone
wanting to access unemployment benefits can deal with the
local government and the federal government at the same time.
Broadband holds the potential to move all government forms
online, eliminating paperwork. Broadband allows for online
tutorials for simple government services, which can help free
government employees to focus on the most complicated cases.
And broadband can increase efficiency by increasing the speed
and depth of cooperation across departments and across differ-
ent levels of government.

Enhance Internal Government Efficiency

In government, historically siloed institutions have bred siloed
systems that are inefficient. Through strategic use of broad-
band-enabled technologies, the federal government has the
opportunity to become a model of efficiency and performance.

RECOMMENDATION 14.5: OMB should develop a vision and
strategy to guide agencies on cloud computing.'
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During the past decade, federal spending on information
technology has grown substantially. On IT infrastructure
alone, the federal government spends $20 billion per year.!
The number of federal government data centers has more than
doubled over the last 10 years from 493 to more than 1,200."

Cloud computing has the potential to at least slow the
growth in federal spending while increasing efficiency. A study
by Booz Allen Hamilton estimates that an agency that migrates
its infrastructure to a public or private cloud can achieve
savings of 50-67%.'® For example, the District of Columbia
recently moved toward using a commercial cloud computing
solution for its mail, calendar, instant messaging, word pro-
cessing and spreadsheet needs. The cost was only $50 per user
per year; the District’s previous solution for enterprise e-mail
alone cost $96 per user per year.”

The federal government has already launched a number of lim-
ited cloud computing initiatives, with positive results. Electronic
payroll systems have been consolidated from 26 systems to four
shared-service provider centers; this will result in estimated sav-
ings of more than $1 billion during the next 10 years.?* Apps.gov
has allowed agencies to nimbly procure software and information
technology services from GSA’s Schedule 70* and deploy these
solutions in the cloud. Agencies such as the U.S. Department of
Defense (DoD) and the Central Intelligence Agency are also mov-
ing forward on internal cloud solutions for sensitive data.?? The
Rapid Access Computing Environment functions as an internal
cloud for DoD, allowing for certification of applications that meet
proper security standards within 40 days, half the time of the non-
cloud-based method.??

Despite these successes, federal government IT executives
harbor concerns about security and privacy. These concerns
have some merit, but the risks can be mitigated through tech-
nology and policy solutions.?* Because the risks many federal
agencies face are the same, they would benefit from a com-
munity approach. OMB should develop a coordinated vision
and strategy that touches upon the security and privacy policy
concerns that must be resolved as the government moves to
deploy cloud computing.

RECOMMENDATION 14.6: OMB and the Federal Chief Informa-
tion Officers (CIO) Council®* should develop a competition to
annually recognize internal efforts to transform government
using broadband-enabled technologies.

Federal government employees often generate ideas for inno-
vation and efficiency within government, yet many of their ideas
go unnoticed or unheralded. The federal government has taken
initial steps to celebrate innovation and efficiency by launching
the Securing Americans Value and Efficiency Award, a month-
long contest that allowed every federal employee to submit ideas
for how government can save money and perform better. The
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program received more than 38,000 suggestions.? The winning
innovation was an idea to eliminate the waste of medications

in VA hospitals.?” This innovation has been included in the
President’s FY2011 budget, and agencies have been directed to
implement many other recommendations resulting from the con-
test.?® Expanding upon this, OMB and the Federal CIO Council
should create a competition focused on transforming government
operations using broadband-enabled applications.

RECOMMENDATION 14.7: The Executive Branch should
create an interagency working group, comprised of the
senior grants officials from each agency, to implement
guidelines and requirements for interagency coordination
of grants and to improve Grants.gov to make it easier for
applicants to use.

During FY2009, the federal government awarded more than
$1 trillion in grants.?® Using broadband-enabled online services
in the grant process can improve how the federal government
implements its policies and programs.

Grants.gov was set up as a central portal for grants across
the federal government to make the grants application process
easier, but it has not succeeded on many metrics.>* On aver-
age, federal government websites earn a satisfaction score of
75/100, but Grants.gov scores only 56/100.%! Potential appli-
cants must download forms to complete applications offline.
There is no system for generating feedback about Grants.gov,
limiting the ability to improve it.*

The proposed interagency working group should be empow-
ered to recommend improvements to Grants.gov. Also,
Grants.gov should allow tagging, or the labeling of grants, to
make searches (especially of broadband grants) easier. This
would enable the public to use USASpending.gov to gain a
crosscutting view of all federal broadband expenditures while
reducing the burden on applicants searching for grants.

The grant process should also be improved to require
grantors to certify that any project requiring broadband has
sufficient connectivity or that the funds from the grant would
pay for that connectivity. Oversight for this process should rest
with the interagency group.

RECOMMENDATION 14.8: The Federal CIO Council should
accelerate agency adoption of social media®® technologies
for internal use.

Social media technologies provide the federal government
another platform to spur innovation and collaboration. For
example, the National Academy of Public Administration uses
a wiki to synthesize interview data. This simple collaborative
tool has reduced data analysis time by nearly 15%.3*

The private sector has come to recognize the efficiency
gains and other benefits of social media within the workplace.*



The federal government has not made widespread use of these
tools despite evidence that federal government employees
embrace the use of social media to make their organizations
more efficient and effective. The Transportation Security
Administration (TSA) uses a social media platform called
IdeaFactory that allows its 43,000 officers to securely share
ideas for improving their workplace and performance. TSA
employees have submitted more than 9,000 ideas, generat-
ing more than 39,000 comments.? More than 40 ideas from
IdeaFactory have been implemented, including changes to
standard operating procedures.’” The DoD has also embraced

social media platforms to enhance internal efficiency, with 87%

of DoD workers using these tools at work.3®

Many agencies continue to have concerns about social
media and block employee access to outside websites such as
YouTube, Facebook and Wikipedia.?* The Federal CIO Council
has expressed concerns that these social technologies and
tools could be susceptible to cyber attacks.*® Still, there are
clear benefits to adopting social media platforms for internal
or cross-agency collaboration, and the Federal CIO Council
should address concerns and accelerate adoption of these plat-
forms (see Box 14-1).

Strengthen Cybersecurity

According to the Preamble to the United States Constitution,
the federal government must “provide for the common de-
fence” (sic). The United States has evolved dramatically since
its founding, and one of the most significant changes that has
marked the 21st century is the country’s reliance upon the
Internet in all sectors of society—from individuals to govern-
ment to the economy at large.

The global, borderless nature of the Internet has also led
to the emergence of new categories of threats that can come
from anyone, anywhere in the world, at any time. Protecting
the Internet and providing for cybersecurity is both an eco-
nomic and national security challenge and collectively, one

BOX 14-1:

The Intelligence Wiki

In 2006, members of
the Intelligence Community
formally launched the social
media site Intellipedia to help
solve information-sharing
problems.” The effort has
been well-received and is used
by the Intelligence Community
to share information classified

up to “Top Secret.” It now has
more than 900,000 pages
and 100,000 users who make
5,000 page edits every day.*?
Using Intellipedia, officials

can quickly learn about new
topics, scrutinize information
and ensure it is up-to-date and
complete.
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of the most serious challenges of the 21st century.** How the
federal government approaches and provides cybersecurity
will be critical to the continuing evolution of the Internet in the
United States.

The recommendations that follow apply to the federal
government’s approach to cybersecurity. Specific recommen-
dations relating to the FCC and cybersecurity can be found in
Chapter 16.

RECOMMENDATION 14.9: The Executive Branch, in collabo-
ration with relevant regulatory authorities, should develop
machine-readable repositories of actionable real-time in-
formation concerning cybersecurity threats in a process led
by the White House Cybersecurity Coordinator.

The federal government recognizes that no operational
mechanism currently exists for the United States to provide
a “coordinated and unified effort to detect, prevent, mitigate,
and carry out a real-time response to significant cyber issues
affecting the Nation.”** Recent real* and simulated events*®
demonstrate that responding to a cyberattack in real time is
complex. Every second counts. Cyber threat detection, preven-
tion, mitigation and response require coordinated action by
public and private entities. In addition, traditional approaches
to cybersecurity, including intrusion-detection systems and
antivirus software, are ineffective against new rapidly evolving
threats.*” As a result, new methods are required to facilitate a
coordinated response.

To begin addressing this challenge, the Executive Branch
should develop machine-readable repositories containing ac-
tionable real-time information concerning cybersecurity threats
(including signatures for viruses, spam, IP address blacklists
and other indicators). By delivering information faster and in a
more useful fashion, the Executive Branch will become an active
partner in the public-private battle to protect cyberspace. These
repositories will further facilitate timely interaction with both
the private sector and international partners.

RECOMMENDATION 14.10: The federal government should
take an active role in developing public-private cybersecu-
rity partnerships.

» The Executive Branch should develop protocols and
incentives for establishing public-private cybersecurity
partnerships with all major industry sectors. These
protocols would enable sharing of cybersecurity infor-
mation, threats, and incidents in a non-attributable
manner, and would provide an existing channel for
government to communicate actionable cybersecurity
information to the private sector.

» The Executive Branch and the Small Business Administra-
tion should work together to develop a cybersecurity re-
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source program, in conjunction with state and local govern-
ments, to develop cybersecurity partnerships for small and
medium enterprises (SMEs) that are not covered by cyberse-
curity partnerships developed for major industry sectors.

Cybersecurity continues to be a concern for the private sector
in the United States, which relies on robust intellectual property
protection to undergird its competitiveness. As a result, private
sector networks in the United States, where most of its intellec-
tual property resides, have been a major target for attacks, and
despite the significant resources that the private sector devotes
to cybersecurity, there have been a number of successful attacks
on its networks. Recent victims of well-publicized cyber attacks
include Google*® and the U.S. oil industry.*

Due to the diffuse nature of cyberattacks, sharing of infor-
mation is critical when responding to, mounting sufficient
defenses against and remediating attacks. However, businesses
are often reluctant to share information, either with other
private sector entities or the government, due to worries about
the potential disclosure of such an attack and related concerns
about corporate liability, despite the fact that the resources
necessary to successfully respond often exceed those of indi-
vidual private sector organizations.

The public and private sectors must work together to over-
come these challenges to ensure the security of the Internet.
Information Sharing and Analysis Centers (ISACs), which con-
vene a representative industry body to interact with the federal
government on cybersecurity issues full-time, are good models
for the kind of collaboration that is needed. Today, ISACs exist
for the financial services sector (FS-ISAC), the information
technology sector (IT-ISAC), and state and local governments
(the Multi-State ISAC, or MS-ISAC). To ensure that ISACs for
other industry sectors are effective, ongoing communication
and actionable information will be required from both industry
participants and the federal government.

SMEs often have fewer resources to dedicate to cybersecu-
rity than large businesses in major industrial sectors. However,
despite limited resources, cybersecurity is no less important
to small and medium businesses. Recognizing both resource
constraints and the importance of cybersecurity, the Executive
Branch and the Small Business Administration should develop
a cybersecurity resource program, in conjunction with state
and local governments, through the MS-ISAC.

The effectiveness of public-private partnerships depends
on ongoing communication and actionable information from
both industry sector participants and the federal government.
To ensure that this occurs, protocols and incentives should be
developed for the sharing of cybersecurity information, threats
and incidents in a non-attributable manner.
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RECOMMENDATION 14.11: The Executive Branch should
expand existing and develop additional educational pro-
grams, scholarship funding, training programs, and career
paths to build workforce capability in cybersecurity.

Cybersecurity is a rapidly evolving field, requiring special-
ized training and expertise. The importance of this field to the
economy, competitiveness and national security underscores
the need to build a robust and capable workforce with the skills
to sustain it. The federal government has an additional chal-
lenge in retaining skilled IT security officials because training
and career advancement opportunities are limited.*® However,
the quality of professionals in the field of cybersecurity is
mixed, with current training insufficient to meet the needs of
either the public or private sectors.”

Immediately following the launch of Sputnik, governments
in both the United States and Western Europe were deeply con-
cerned about the growing quantity and quality of scientists and
engineers in the Soviet Union. One of the major policy actions to
address this concern was education and training in basic science,
laying the groundwork for the United States’ Apollo mission to
go to the moon. Similarly, to meet the security challenges of the
present day, a new professional cybersecurity workforce needs
to be cultivated. The Executive Branch should expand exist-
ing and develop additional educational programs, scholarship
funding, training programs and career paths to build workforce
capability in cybersecurity. The Executive Branch should in-
crease its current funding for these efforts.

RECOMMENDATION 14.12: The Executive Branch should
develop a coordinated foreign cybersecurity assistance
program to assist foreign countries in the development of
legal and technical expertise to address cybersecurity.

The Internet knows no geographic boundaries, and threats
and attacks emanating from cyberspace can come from any-
where at any time. The volume of cyberattacks originating
internationally continues to grow.>2 To respond to these at-
tacks effectively, a global response involving both the U.S. and
foreign governments is necessary.>® Although the U.S. govern-
ment has been working to address cyber incidents through
legal and policy actions and public-private partnerships many
foreign countries lack either the legal framework or the capac-
ity to respond in a similar manner.

To address this challenge, as it has done in cases of counternar-
cotics and human trafficking, the federal government must work
collaboratively with international partners to address detection,
prevention, mitigation and response with respect to cybersecurity.
The International Criminal Investigative Training Assistance
Program at the Department of Justice is an example of one pro-
gram that works with foreign governments to develop professional
and transparent legal institutions, with a focus on protecting



human rights, combating corruption and reducing the threat of
transnational crime and terrorism.>*

Each federal government agency®® with expertise should
work collaboratively with its counterpart agencies in foreign
governments to nourish the worldwide development of legal
and technical cybersecurity expertise. In 1999, the U.S. led
a similar collaborative effort to develop global expertise in
telecom regulation, leading to the publication of Connecting
the Globe: A Regulator’s Guide to Building a Global Information
Community.”® A similar effort should be undertaken by the
United States government in cybersecurity, bringing multiple
countries together to share information on best practices.

RECOMMENDATION 14.13: The FCC should work with
Internet service providers (ISPs) to build robust cyberse-
curity protection and defenses into networks offered to
businesses and individuals without access to cybersecurity
resources. ISPs that participate in this program should
receive technical assistance from the federal government
in securing their networks.

Protecting computers and other devices from new and
evolving threats found on the Internet is a full-time activity
that occurs 24 hours a day, seven days a week. Most Fortune
500 companies spend millions of dollars annually on special-
ized staff and technology supporting cybersecurity efforts to
protect their corporate computers and networks. Smaller busi-
nesses and individuals, however, may have limited or even no
cybersecurity protection.

ISPs have taken some steps to provide cybersecurity resources
to small business and residential customers. For example,
Comcast has provided a commercial antivirus and security
software suite for free to customers since 2005%” and will alert
customers if their computers are infected with botnets, viruses
or other online threats.” But these efforts only offer incomplete
protection at best, since antivirus and security software may miss
up to 80% of previously unknown Internet threats and attacks.™

As cybersecurity becomes increasingly specialized and tech-
nologically complex, it is no longer reasonable to expect that
small business and individuals can engage in self-help when
it comes to cybersecurity. By having ISPs take a more pro-
active role in securing their networks, Internet security can be
enhanced, especially since the top 23 ISPs in the United States
represent over 75% of all U.S. Internet subscribers.®® Building
upon efforts already taken by ISPs, the FCC should work with
ISPs to build robust cybersecurity protection and defenses into
networks offered to business and individuals. Participation
by end-users would be voluntary: ISPs could offer a choice to
subscribers between a network with built-in cybersecurity
protection or a network with no cybersecurity protection. The
FCC should identify ways that the federal government can
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provide ongoing technical assistance to secure these networks
as an incentive for participation in this program.

RECOMMENDATION 14.14: OMB should accelerate techni-
cal actions to secure federal government networks.

Under the Federal Information Security Management Act
(FISMA), OMB, through the Federal Chief Information Officer
(CIO), has responsibility for securing all federal networks,
except those under the purview of DoD and the Intelligence
Community. OMB has undertaken a number of technical
efforts to secure its networks. The Federal Desktop Core
Configuration, a common platform for end-user computers,
has been rolled out throughout the federal government and
incorporates a standard information security configuration de-
veloped by the National Institute of Standards and Technology
(NIST) in collaboration with DoD and the Department
of Homeland Security (DHS).® The Trusted Internet
Connections initiative is reducing the number of federal gov-
ernment Internet connections from over 8,000 connections
down to approximately 50, and then deploying security solu-
tions—including antivirus, firewall, intrusion detection, and
traffic monitoring—on the remaining connections.¢?

In addition to these initiatives, further steps can be taken
to bolster the federal government’s cybersecurity efforts. The
Federal CIO should accelerate technical steps to secure these
networks and better position the federal government to react
swiftly to new attack vectors. Particularly, the Federal CIO
should speed the implementation of Internet Protocol Version
6 throughout federal government computer networks as a step
towards implementing Internet Protocol Security and comput-
er security at the network level. The Federal CIO should also
accelerate efforts to securing the Internet’s routing system.

OMB recently automated the FISMA data collection
process, reducing the burden on agencies for FISMA compli-
ance. Automating the data collection process will also allow
the Federal CIO to more readily ensure FISMA compliance
and improve existing benchmarks towards outcomes-based
metrics so that federal agencies are taking all steps neces-
sary to secure federal government IT networks.*® Moving
towards outcomes-based metrics is vital to securing the na-
tion’s critical infrastructure.

Improve Service Delivery

Americans can have a high-performance government that de-
livers many services online. But to realize this vision, technical
and structural barriers must be addressed, including finding
secure ways to establish identity and share information across
agencies. Many government services rightly require identity
authentication, such as presentation of a driver’s license when
applying for a U.S. passport. Additionally, government agencies

307



AMERICA’S PLAN

must be able to share information across departments, with ap-
propriate privacy safeguards, in order to reduce the burden on
the public requesting government services.

In addition to removing these barriers, the government can
improve service delivery by leveraging broadband-based tools
to support the improvement, integration and modernization
of federal government processes.®* Low-income Americans
accessing government benefits and services must navigate
a fragmented world. They deal with multiple agencies and a
host of forms. They typically must make in-person visits. A
U.S. Government Accountability Office (GAO) report found
that a family seeking to apply for the 11 largest means-tested
benefits programs—including Temporary Assistance for Needy
Families (TANF), food stamps, Medicaid and school meals—
would have to complete six to eight applications and visit as
many as six government offices. The process often requires
many unpaid hours away from work and lengthy commutes.5?
A government employee on the other side of the desk spends
hours per day entering data into antiquated systems that do not
allow the kind of data sharing that could save money, improve
productivity, reduce error rates and improve outcomes.

RECOMMENDATION 14.15: OMB and the Federal CI10
Council should develop a single, secure enterprise-wide au-
thentication protocol that enables online service delivery.

A robust, secure authentication protocol would enable new
online government services as well as improvements to existing
online government services, like online passport applications and
electronic receipt of benefits. Such a system would enable a single
sign-on so that individuals could access their college loan and tax
information without creating multiple digital identities.

The federal government has released a strategy for develop-
ment of secure authentication services for federal employees
called the Federal Identity, Credential, and Access Management
(ICAM) Roadmap.® In addition, the federal government has
moved forward with limited implementation of an OpenID? pilot
to provide public services requiring the lowest assurance level,
or “little or no confidence in the asserted identity’s validity.”®®
Consider that a webmail account has some security and is associ-
ated with some identity, but because it is simple to claim any name
one wishes, there is “little or no confidence” that an email from
“John Doe” is indeed from a person named John Doe. OpenID
enables simple applications such as using existing credentials
(for example, with a webmail account) to provide individual
customized Web-page functionality® for the National Institutes
of Health (NIH) and other agencies. NIH is also currently testing
applications with higher levels of identity assurance that draw on
information from providers like Equifax and PayPal.”

A secure authentication protocol would allow the fed-
eral government to use broadband to deliver a greater set of
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government services online to the American people,” but
efforts to improve authentication are limited. Even the ICAM
Roadmap offers minimal guidance because it focuses primarily
on secure authentication as a cybersecurity issue. The Roadmap
says little about services for the public and provides no metrics for
measuring the delivery of services.

To address these gaps, OMB and the Federal CIO Council
should take the lead in developing a flexible, secure govern-
ment-wide authentication protocol that covers all levels of
identity assurance, from the most secure to the least, and that
facilitates the deployment of the next generation of online gov-
ernment services. There is support for a federated scheme with
OMB and the Federal CIO Council setting standards.” The
Federal CIO Council should also revise the ICAM Roadmap to
include performance metrics related to government delivery of
services to the public.

RECOMMENDATION 14.16: The Executive Branch should
establish MyPersonalData.gov as a mechanism that allows
citizens to request their personal data held by government
agencies.

The federal government holds data on many of its citizens,
and the Privacy Act contains provisions for giving people
access to it and letting them correct it.” As currently imple-
mented, this is a manual and costly process, and it is not easy
for citizens to get access to their information online. Were
citizens able to securely authenticate their identity online, they
could easily verify the information (and correct any errors),
thereby increasing its value.” Therefore, the Executive Branch
should create and maintain MyPersonalData.gov. This tool and
corresponding website would serve as an interface so citizens
could access the data about them held by federal agencies.

For example, MyPersonalData.gov could allow taxpayers to
create tax returns by importing data submitted to the Internal
Revenue Service by employers and financial institutions into
tax forms. This would save individuals time and money in the
preparation of their taxes.”

RECOMMENDATION 14.17: Congress should consider
re-examining the Privacy Act to facilitate the delivery of
online government services and to account for changes in
technology.

The Privacy Act is the legal framework for how the federal
government handles personal data and information, but it does
not address how private third parties handle personal data and
information. Its limitations in dealing with the issues that arise
with data in electronic databases are well-recognized.”

The Privacy Act also provides no guidance on new tech-
nologies that have privacy implications, such as the use of
persistent cookies on websites.”” Congressional changes to the



Act could allow agencies to significantly reduce the administra-
tive burden on students applying for financial aid if agencies
are allowed to share personal information with each other
given appropriate privacy safeguards such as the permission of
the person securely authenticated online.

RECOMMENDATION 14.18: The federal government should
undertake a series of efforts to improve the delivery of
government services online.

» OMB should benchmark federal government websites
against the private sector and hold agencies account-
able for making improvements on an annual basis.

» OMB should modernize the Advance Planning Docu-
ment (APD) process to encourage state governments to
develop enterprise-wide solutions.

» The Federal Web Managers Council should promulgate
Web standards and templates to make the federal Web
presence easier to navigate, easier to recognize and ac-
cessible to people with disabilities.

» OMB should deploy a portion of the E-Government
Fund to facilitate replication of leading best practices.

» The results of these efforts should be included in OMB’s
annual E-Government Report to Congress.

Though some government websites show great promise,
many are still built from a siloed, agency-centric perspective,
with insufficient focus on developing websites and portals that
are integrated, user-friendly and consumer-centric. Though
more than 75% of Internet users have visited a government
website,” reports consistently show that public sector websites

AMERICA’S PLAN CHAPTER 14

lag the private sector.”” Additionally, the government has failed
to meaningfully integrate lessons learned from best practices of
leading online government services into its operations. Notable
exceptions include the new U.S. Citizenship and Immigration
Services (USCIS) portal, which allows applicants to check their
immigration status instantly along with typical wait times,%°
and the Open Government Initiative (see Exhibit 14-A and
Box 14-2).8! At the state and local government level, the
eCityGov Alliance, comprised of nine cities in the state of
Washington, is a successful effort to share best practices and of-
fer cross-government online services.®? The problem is that the
successes are isolated. Not enough has been done to share lessons
learned so that other efforts can benefit from the successes.

Sharing best practices can particularly improve the
provision of benefits for low-income individuals by state
governments. Millions of federal dollars are spent annually
on IT that supports these services, and the APD process al-
lows states to obtain approval for the portion of the costs of
acquiring new online systems that the federal government
contributes. The current system contains important mecha-
nisms to hold states accountable for making smart choices
about what systems are developed, but it may also encourage
siloed systems, which might add greater costs for later inte-
gration as well as biasing states against migrating to solutions
that could be more cost-effective in the long term. To address
this gap, OMB should work with relevant agencies to modern-
ize the APD process to encourage governments to develop
enterprise-wide solutions.

Because public sector websites lag the private sector in us-
ability and design, the Federal Web Managers Council should

Exhibit 14-A: i
The U.S. Citizenship
and Immigration

3
3
Services

Dashboard =

us, L'.L:ir:mhlr
and Immigration
Services

Proe sas ov] T

B et 4 e e

FEDERAL COMMUNICATIONS COMMISSION | NATIONAL BROADBAND PLAN

by Caam BLIrus

s e b D i

HESDECES

0000000

ke GRAS RIS DHAS  FERERBGY [
[ - s e
[

fewwe

R e . T
i S U e v vk e e s
i e b o UL 1 e e sk B e L
e TR e et et ek
B e T T
e

309



AMERICA’S PLAN

BOX 14-2:

U.S. Citizenship and Immi-
gration Services Offers Online
Access

Until recently, when an
individual filed an application
for citizenship with the U.S.
Citizenship and Immigration
Services (USCIS), the ap-
plicant had no knowledge of
his case status. USCIS has
recently revamped its website
to allow applicants to use an

identifying number and im-
mediately check a case status
online. Applicants can receive
alerts about changes in status
via text message and e-mail
updates. Most importantly
from the applicant’s perspec-
tive, the whole system is more
transparent because wait
times and changes in status
are clearly documented.

benchmark the design and usability of government websites
against leading industry best practices.

OMB should continually recommend specific improvements
that agencies should make, highlight best practices in its annual
E-Government Report to Congress and deploy the E-Government
Fund to help replicate best practices across the federal government.

RECOMMENDATION 14.19: The Executive Branch’s review
of the Paperwork Reduction Act should aim to enable gov-
ernment to solicit input to improve government services.

The Paperwork Reduction Act is a barrier to implement-
ing many best practices.®® For example, the Act precludes
surveying Web users to improve an agency’s Web presence
without undertaking an onerous survey-approval process that
could take months. One federal employee commented, “[The
Paperwork Reduction Act] imposes a burden to obtain any
user-generated input ... The result is that we often don’t go to
the trouble.”® The director of USA.gov, the online gateway to
the federal government, has stated that the Act needs to be re-
examined for the new media world.®

The Executive Branch has begun work on updating the
15-year-old Paperwork Reduction Act.®¢ This review should
aim to enable the government to engage in a two-way conversa-
tion with the public.

RECOMMENDATION 14.20: TheWhite House Office of Sci-
ence and Technology Policy (OSTP) should develop a five-
year strategic plan for online service delivery.

Since the release of the Quicksilver plan for deployment
of 24 Presidential-level E- Government initiatives in 2002,%”
there has been no subsequent government-wide effort to de-
velop a strategic plan for online federal government services.
OMB currently submits an annual E- Government Report to
Congress pursuant to the E-Government Act,® but this is an
historical summary, not a forward-looking strategic vision.
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Itis clear that Americans want the opportunity to conduct
simple transactions with the federal government online.*
OSTP should develop a strategic plan, updated every two years,
that addresses issues such as accessibility (including issues
raised in the Attorney General’s biennial report on Section 508
compliance), benefits administration, alternative platforms,
and state and local government partnerships.

RECOMMENDATION 14.21: The federal government should
improve the delivery of means-tested benefits to low-in-
come Americans.

» OMB should enhance Partner4Solutions.gov, a platform
for improving service delivery of government means-
tested benefits, to include a database of government,
non-profit and private tools.

» OMB should convene a summit in 2010 of state govern-
ment CIOs, local health and human services leaders and
technology innovators to focus on using technology to
modernize benefit services.

Integrating and streamlining processes through the use
of broadband can help low-income Americans receive all the
safety-net benefits for which they qualify, demonstrably bettering
their chances of getting out of poverty. A 2002 Urban Institute
report found that getting access to both Supplemental Nutrition
Assistance Program benefits (or food stamps) and Medicaid
increases the likelihood of job retention for those leaving TANF.
Twenty percent of former recipients who secured both benefits
returned to welfare, compared with 51% of those who did not
secure both benefits. In our current system, many poor people do
not receive all the benefits they need or for which they are eligible.
Just over half of those eligible for food stamps receive them. Two-
thirds of those eligible for Medicaid or the State Children’s Health
Insurance Program receive it. One-third of those eligible for
TANTF receive these benefits. Many cite confusion over eligibility
and difficulty of application as major barriers.”

Many states have started to experiment with a continuum of
changes that leverage the Internet. ACCESS NYC uses on-
line calculators that screen residents for 35 benefits in seven
languages. Other states have set up “one-stop” online applica-
tions for multiple sets of benefits. Still others have gone to
large-scale systems integration. Moving toward a modernized,
integrated online benefits system would improve service deliv-
ery, reduce access barriers and drive efficiency.

A recently-launched federal program, the Partnership Fund
for Program Integrity, has begun helping state and local gov-
ernments find innovative ways to improve benefits programs.
It should be used to encourage the move to “one-stops” for
online applications. Instead of merely aggregating application
forms that will ultimately need to be printed, grantees should



move toward electronic signatures, full electronic submission
and pre-population of fields based on applications for other
benefits, which would save clients time and agencies money.
These systems could potentially include secure document
imaging and storage. A 2007 GAO report notes that Florida’s
document management and imaging system lets caseworkers
retrieve electronic case records in seconds, compared with as
long as 24 hours for paper case files.”

Partner4Solutions.gov is a platform for improving service
delivery in this space. It should develop a database of online
benefits tools from state, local governments and non-profits,
functioning as an Apps.gov of the benefits world. Where ap-
plicable, the database should include prices (because they can
vary so widely). For example, the cost of purchasing or devel-
oping a pre-screening tool—an online set of questions to give
families a sense of the range and amount of benefits for which
they are eligible—costs $15,000 to $5 million.??
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Finally, numerous state and local governments are working
on initiatives to utilize broadband and online service delivery
to improve the administration of benefits programs. Although
many best practices are being developed, these efforts are
occurring independently of each other. To address this gap,
OMB should convene a summit in 2010 of state government
CIOs, local health and human services leaders, and tech-
nology innovators so they can focus on using technology to
modernize benefit services. This summit would have three
goals: to develop a shared time horizon for moving toward
integrated online platforms for key programs for low-income
Americans; to showcase and share available data on costs and
benefits of current state tools as well as external innovations
such as the Annie E. Casey Foundations’ Casebook, a Web
2.0 tool for child welfare case management; and to develop
a shared set of best practices that states can use to improve
service delivery.
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