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Good afternoon. I am delighted to be here today amongst friends. Just two weeks ago, I
stood alongside Attorney General Cordray — who appeared via video monitor because the
weather did not cooperate — to announce “Operation Bottom Dollar,” a joint federal-state
crackdown on scammers looking to take advantage of the millions of Americans who are out of
work. Our effort underscored the power of teamwork: in less than six months, and with
substantial assistance from partners like the Ohio Attorney General’s Office, we collectively
pulled together over 70 cases against scammers deceiving consumers into paying for nonexistent
job opportunities. General Cordray, it has been a pleasure working with you. Your vigorous
commitment to consumer protection issues sets a high bar for us all.

Like many of you in this room, our mission at the FTC is to protect and empower

consumers. This is no easy task. Since I became Bureau Director in June of last year, [ have

! The views expressed here are my own and do not necessarily represent the views of the
Federal Trade Commission or any Commissioner.
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been amazed at both the breadth of the work we do and the urgency of it. Today I would like to
provide an overview of our work and recent priorities.

Not surprisingly, one of the Commission’s highest priorities in the past year has been
frauds that prey upon those hardest hit by the economic crisis. These consumers are struggling
to keep their homes; they are desperate for work; they are trying to pay their bills; and they need
our help. Scammers are trying to steal their last dollar.

Mortgage assistance relief scams. One area of particular concern to us has been
mortgage assistance relief scams. I am sure you have seen the ads: these companies promise to
obtain a loan modification or prevent foreclosure in exchange for a large up-front fee. In reality,
they do little but collect their fee. Many of these firms also take advantage of the widespread
publicity about government mortgage assistance programs, such as the Making Home
Affordable program, by using copycat names or look-alike websites to falsely suggest affiliation
with those programs. In some cases, they pose as non-profit programs or claim to be affiliated
with the consumer’s lender or servicer.

In response, the FTC launched an aggressive enforcement initiative against mortgage
assistance relief scams last year. We brought 28 cases against more than 150 individual and
corporate defendants. In addition, we partnered with numerous state and federal law
enforcement agencies, including the Ohio Attorney General’s Office, to bring two nationwide
sweeps: Operation Stolen Hope and Operation Loan Lies. These sweeps involved more than
200 lawsuits against loan modification and foreclosure rescue providers. To date, 34 defendants
have settled with the Commission, agreeing to lifetime bans on providing mortgage assistance
relief.

In addition to this enforcement work, we have commenced several rulemakings aimed at
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cleaning up the mortgage relief marketplace. Just two weeks ago, we requested public comment
on a proposed rule that would ban advance fees for mortgage assistance services. If the rule is
adopted as proposed, it would give us and the states a powerful new weapon against mortgage
rescue scammers who charge a high advance fee and then deliver on none of the promises they
made. Two additional mortgage rulemakings — one on advertising, the other on servicing — are
in the works.

Job and grant scams. An equally pernicious trend we have seen lately is the rise in job
and grant scams. These scams lure desperate consumers into parting with their last few dollars
in exchange for guaranteed employment or grant money. At the recent press conference I did
with General Cordray, we heard the heartbreaking story of Cathy Willburn, an out-of-work mom
who responded to a classified ad that turned out to be an alleged job scam. She described the
humiliation she experienced after paying a phony “one-time placement fee” of $89 to a company
called Career Hotlines, and then never hearing back from them.

To stop these types of scams, the FTC coordinated two major law enforcement sweeps in
the past year — Operation Short Change and Operation Bottom Dollar. Along with our state and
federal partners, we collectively filed over 190 cases. We are grateful to have had the Ohio
Attorney General’s Office as a partner in both sweeps.

In connection with these sweeps, the FTC released two videos for consumers. The first
one features a former scammer who hawked phony business opportunities and served prison
time for deceiving investors. He offers a chilling insider account of how he used high-pressure
sales tactics and celebrity endorsers to trick cash-strapped consumers. The second video —
available in both English and Spanish — warns consumers against paying anyone who promises

to find them employment. Monster.com and Craigslist both already link to the video on their
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sites, and Microsoft Bing has worked with the FTC to do search PSAs that offer a link to
ftc.gov/jobscams when key terms are searched.

Debt collection. In addition to a surge in layoffs and foreclosures, we have seen an
increase in debt collection efforts in the past year. While most of these efforts are lawful, others
are not. The law is clear that debt collectors may not deceive, harass, or abuse consumers. In
2009, the FTC received nearly 120,000 complaints from consumers about the conduct of debt
collectors — more complaints than the agency received about any other single industry. This
number is troubling, and the Commission will continue to make enforcement of the Fair Debt
Collection Practices Act a priority in the future.

In addition, the Commission created two major consumer education pieces related to debt
collection. In August 2009, the FTC issued “Mortgage Payments Sending You Reeling?” This
publication advises consumers on how to protect themselves when their mortgage payments
increase, or when they have fallen or anticipate falling behind on payments. By the end of 2009,
it had been disseminated or viewed on our website nearly one-quarter of a million times. In
September 2009, the FTC also released on our website and on Youtube a video explaining
consumer rights regarding debt collection, and thousands of consumers already have viewed this
as well. Both the video and the publication are also available in Spanish.

And finally, the Commission has taken several steps in the past year to address some of
the problems in this area: (1) it issued a report recommending that the debt collection regulatory
scheme be reformed; (2) it convened a series of roundtables relating to debt collection litigation
and arbitration; and (3) it began a study of the debt buying industry.

Debt relief services. With credit card delinquencies at historic highs, we have seen the

emergence of many companies that falsely claim they can reduce or eliminate consumers’
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interest rates or balances. The federal-state enforcement response to such debt relief schemes
has been substantial. Over the past few years, the Commission has brought 19 lawsuits against
for-profit debt relief companies, including five in the past year, halting deceptive practices and
returning money to consumers. In the last five years, state attorneys general have brought a
combined 127 cases and secured other important relief. For example, Ohio has returned over
$320,000 to consumers as part of its complaint resolution process.

Despite these significant enforcement efforts, the Commission is seeking additional tools
to tackle the problems in this industry. Last August, we proposed amendments to the
Telemarketing Sales Rule (TSR) designed to curb deception and abuse by providers of for-profit
debt relief services. The proposed amendments would, among other things, prohibit debt relief
service providers from charging a fee until they have delivered the promised results. The TSR is
an excellent vehicle for addressing deceptive and abusive practices in this industry given the
pervasive use of telemarketing to sell these services. The TSR offers the added and significant
benefit of joint enforcement authority with the state attorneys general. We currently are
assessing the 300-plus comments we received and are preparing the final Rule.

Negative options. Another area that we are keeping a close eye on is negative option
marketing. [ am sure you are familiar with this practice: it occurs whenever a marketer takes a
consumer’s silence as agreement to continue a transaction, such as monthly billing for
membership in an Internet discount buying club. While these offers can provide benefits to
consumers, they also pose a high risk of deception. Unscrupulous marketers use negative
options to trap consumers in a cycle of recurring charges for goods or services they do not want

and never knew they purchased.



The FTC and its state law enforcement partners have taken aggressive action over the
years to stop abusive negative option marketing. Indeed, in the past 10 years, the Commission
has initiated 60 cases against negative option marketers selling everything from dietary
supplements to buyers’ clubs. Most recently, the FTC brought a case against a massive get-rich-
quick scheme perpetrated by John Beck and several co-defendants. Here’s what we alleged: the
scheme began with consumers buying a kit, supposedly to help them make their fortune. Then
they were automatically enrolled in what they thought was a free trial offer to receive lists of tax
distressed properties. In fact, the “free trial” had a hidden negative option feature whereby
consumers were billed for the service after the first month. We believe that consumers likely
lost tens of millions of dollars in the negative option portion of the scheme alone.

Although the FTC has a Negative Option Rule, the Rule’s coverage is limited to pre-
notification negative option plans — those plans like the book-of-the-month club in which
consumers receive a postcard each month that they can send in to decline delivery. Needless to
say, such plans are not the chosen vehicle for those looking to deceive consumers. Therefore, in
our current review of the Rule, the FTC is seeking comment on whether the Rule should be
expanded. I know that Ohio and thirteen other states have filed a joint comment supporting
expansion of the Rule.

In addition to the Commission’s enforcement and rulemaking activities, we have
developed consumer and business education to help consumers avoid negative option scams and
to help businesses comply with the law.

Privacy. Privacy has been one of my main priorities at the Commission, and we have

been very active on behalf of consumers in this area. Let me mention a few initiatives.



First, we are hosting a series of roundtables to reexamine consumer privacy. These
roundtables are designed to explore the privacy challenges posed by the vast array of 21st
century technology and business practices that collect and use consumer data. Such practices
include social networking, cloud computing, online behavioral advertising, mobile marketing,
and the collection and use of information by retailers, data brokers, third-party applications, and
other diverse businesses. Our goal here is to determine how best to protect consumer privacy
while supporting beneficial uses of the information and technological innovation.

We entered into this process with no set ideas about where to come out. After the final
roundtable later this month, we will remain in active communication with stakeholders and hope
to develop recommendations regarding an appropriate framework for privacy as we move into
the future. We will seek public comment on all of our proposals. We will carefully consider all
comments and fine-tune or modify, as appropriate. I want to emphasize that we have always
considered this a collaborative process, and we benefit tremendously when those with a stake in
this debate — whether consumers, industry, advocacy groups, or academics — share their views
with us.

Second, we continue to be active in protecting consumers from new and emerging data
security challenges. A few weeks ago, we announced a new initiative involving breaches related
to peer-to-peer (P2P) software. We sent almost 100 letters advising companies, schools, and
local governments that personal information they maintained — in some cases, Social Security
numbers, driver’s license numbers, and health records — had been exposed on P2P networks. We
are opening investigations of the more serious breaches. This information is a potential gold
mine for identity thieves. Once a file is shared on a P2P file-sharing network, it cannot be pulled

back. To make sure other organizations do not suffer the same fate, we have prepared a guide
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for businesses on how to secure computer networks and how to educate employees about the
risks of P2P software.

And finally in the privacy area, we continue to police the marketplace for deceptive
practices. Just last week, we announced a case against a company — Controlscan, Inc. — that we
charged with misrepresenting its privacy and security seal program. We alleged that
Controlscan misled consumers into believing that it took certain steps to monitor the privacy and
security practices of businesses that displayed its seals. In fact, Controlscan did not engage in
such monitoring.

Protecting children. Another area that we keep a close eye on is kids and the media. As
many of you know from personal experience, today’s kids consume electronic media at a mind-
boggling pace. They want 24-7 connectivity, round-the-clock communications, and “always on”
entertainment. It can be a challenge for parents just to keep up, not to mention overwhelming to
try to protect kids and teach them to be smart consumers in the process.

For many years now, the FTC has been hard at work educating kids, parents, and teachers
about the risks and benefits of children’s use of new technology. I would like to highlight just a
few of our recent media safety and privacy initiatives.

Late last year, the FTC, together with U.S. Department of Education and the Federal
Communications Commission, launched a nationwide campaign to help parents and teachers talk
with children about online safety. We dubbed this campaign “NetCetera: Chatting with Kids
about Being Online.” Our guide gives practical advice on talking to kids about issues like
cyberbullying, sexting, mobile phone safety, and protecting the family computer. Research

shows there are real benefits to talking to kids about these tough topics.



And there appears to be an eager audience for this advice. Our NetCetera guide has been
flying off the shelves — as of this week, we have distributed over 1.5 million copies in English,
nearly 150,000 Spanish language booklets, and over 700,000 copies of our NetCetera bookmark.

In addition to providing advice on online safety, the FTC has taken a closer look at
emerging online content — much of which is aimed at teenagers. In December 2009, we released
a report to Congress documenting the amount and types of violently and sexually explicit
content available in online virtual worlds. Online virtual worlds (a term that might be unfamiliar
to many of us in the room) blend 3-dimensional gaming environments with elements of online
social networking, allowing users to create their own online content. It is no wonder that they
are wildly popular with children across the globe. Frankly, we breathed a huge sigh of relief
when our research revealed only a minimal amount of violent or sexually explicit content in
online virtual worlds open to children under age 13. However, we observed a greater amount of
explicit content in virtual worlds that permit teens to register and where teens are likely to
congregate — a fact that is quite worrisome to parents.

The FTC’s virtual worlds report recommends that virtual world operators take certain
steps to reduce the risk of youth exposure to explicit content. These steps include using more
effective age-screening mechanisms to prevent children from registering in adult virtual worlds,
ensuring that filters detect and eliminate language that violates rules of behavior in virtual
worlds, and employing a staff of specially trained moderators who are equipped to take swift
action against rule violations. The report also recommends that parents and children become
better educated about online virtual worlds.

As you can see, we have been hard at work on the investigative and educational fronts.

However, we have not overlooked the central role that law enforcement plays in the FTC’s
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efforts to protect children online. As you know, we enforce the Children’s Online Privacy
Protection Act of 1998 (affectionately known as “COPPA”) together with the states. COPPA
gives parents of children under age 13 control over the information websites may collect about
their kids and how the websites can use that information. So far, the FTC has brought 15 cases
against operators of child-directed and general audience websites that failed to comply with
COPPA, obtaining more than $3 million in civil penalties.

The FTC is poised to launch a wholesale review of our COPPA regulations to determine
whether they should be modified to address the use of smartphones and other devices that kids
use to access the Internet. Our review will provide an opportunity for public comment, so be on
the lookout for an announcement in the Federal Register later this month.

Consumer education. Because consumers are the first line of defense against fraud and
deception, we place a high priority on consumer education. I have already described several of
our recent consumer education initiatives, but I want to mention one more that we are very

excited about.

Later this month, we are planning to release “Ad Mongo,” which is an interactive video
game that will be paired with lesson plans for third to sixth graders to teach kids about
advertising — how to recognize it and how to think critically about it. We put together the video
game with the help of a consultant, and we have partnered with Scholastic Magazine to help
distribute the game and lesson plans to schoolteachers. The game is still under beta testing, but
feel free to play at Admongo.gov. It’s a lot of fun. Anyone with a 7 to 11-year-old kid ought to
see how alert your child is to advertising. We’re hoping it will have the same kind of impact as

Net Cetera has had, if not more.
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Conclusion. Though the FTC is a relatively small agency, we have a large mandate.
Today I have described some of our new initiatives. However, we also continue to pursue
longstanding programs and responsibilities. For example, we continue to oversee the national
Do Not Call program, which has more than 195 million registered phone numbers. Our identity
theft program continues to provide world-class education materials to consumers. It also
continues to provide leads and other support to criminal law enforcement agencies engaged in
criminal prosecutions of identity thieves. And we continue to scour the marketplace for

traditional deceptive advertising.

However, to serve consumers well, we must form partnerships and leverage resources.
Some of our most successful partnerships are with state attorneys general and state agencies.

We look forward to working with you more in the future. Thank you
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