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EXECUTIVE SUMMARY

General Statement

For FY 2012, NIST’s discretionary appropriation is $1.001 billion, $144.5 million or 17 percent
above the FY 2011 Continuing Resolution Annualized level. This request reflects the
Administration’s effort to continue support for basic scientific research as proposed in the
President's Plan for Science and Innovation, which intends to double funding for NIST
Laboratories over a ten year period. For our extramural programs, the request continues
support for the Hollings Manufacturing Extension Partnership program (MEP) and Technology
Innovation Program (TIP), and also provides for a new Advanced Manufacturing Technology
Consortia program. The request proposes to reduce funding for the Baldrige Performance
Excellence Program, with the goal of transitioning the program out of Federal funding.

Under NIST's discretionary request level, net program changes within the Scientific and
Technology Research and Services (STRS) appropriation are a net increase of $167.9 million,
including the redirection of administrative savings to laboratory programs and drop-outs of
congressionally directed projects. Within the Industrial Technology Services (ITS) appropriation
net program changes result in an increase of $33.0 million, and within the Construction of
Research Facilities (CRF) appropriation net program change is a decrease of $41.6 million.
Under CRF, NIST will drop-out $47.0 million in congressionally designated projects and
discontinue the $20.0 million in funding for the congressionally directed competitive construction
grants program. A program increase of $25.4 million is included for the renovation of
Building 1 in Boulder, Colorado.

In addition to the discretionary request level, NIST also requests $100.0 million in mandatory
appropriations for the Public Safety Innovation Fund, NIST's component of the Wireless
Innovation Fund — Public Safety Innovation Fund as part of the President’s Wireless Innovation
and Infrastructure Initiative (WI3). This mandatory appropriation request will fund NIST's efforts
in this area, with particular focus on working with industry and public safety organizations to
develop new standards, technologies, and applications to advance public safety.

The Administration is pursuing an aggressive government-wide effort to curb non-essential
administrative spending called the Administrative Efficiency Initiative. In order to be good
stewards of taxpayer money, the Federal Government should continue to seek ways to improve
the efficiency of programs without reducing their effectiveness. As such, the President directed
each agency to analyze its administrative costs and identify savings where possible. After
reviewing its administrative costs, NIST has identified $11,569,000 in administrative savings.
NIST has targeted a number of areas to achieve these savings. Of these savings,
$6,406,000 is tied to more effective acquisition processes for FY 2012. In the area of human
capital and general administrative support, NIST expects to reduce its costs by $4,481,000 by
keeping its administrative budgets relatively flat from FY 2011 to FY 2012. NIST identified
savings of $364,000 in utilities and travel. An additional $318,000 in savings was identified
through the Department’s Working Capital Fund (see the Departmental Management Working
Capital Fund section for more details.) Portions of the administrative savings are reinvested
back intoc additional laboratory program initiatives that will benefit the economy and better
support the Department’s mission.
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Investing in Innovation Support for the 21st Century Economy: The NIST Role

A constant flow of new technologies is the bedrock of a healthy, growing economy. New
technologies contribute to the development of hew products, higher productivity, new high-wage
jobs, and an improved quality of life. The nations that create and make products based on
these new technologies reap the economic benefits. Those that don'’t, lose market share and
jobs, leading to a lower average standard of living.

The United States was the unrivaled leader of technological change for much of the last century.
The reward was sustained prosperity for large portions of the post World War il era. As
technology has become more sophisticated and other nations have invested heavily in R&D
intensive industries and in science and technology education, the United States faces
unprecedented challenges. It's dominance in critical areas of advanced technology is waning.

Part of this trend is due to manufacturing jobs that have steadily moved offshore. At first these
jobs were in low-skilled areas where higher paid U.S. workers could not compete with larger,
cheaper labor forces. Now, however, even in areas like computer and electronic products there
are alarming signs of competitive weakness. From 1985 to 2000 the industry was one of the
Nation's most productive with 144 percent growth in value added. From 2000 to 2007, however,
value added by domestic computer and electronics manufacturers dropped by 21 percent. The
U.S. still leads in global sales of semiconductors but its market share is declining, and other
nations -- especially in Asia -- are now dominating semiconductor equipment manufacturing,
wafer production, and other areas critical to the industry.

Reversing such trends requires a multi-pronged, long-term approach for fostering continuous
innovation. What is required is a supportive environment that encourages U.S. companies to
produce advanced technologies domestically. This supportive environment can be thought of
as a technology-based or innovation ecosystem.” It includes a complex set of interdependent
elements that establish the right conditions for industrial competitiveness and economic growth
in a fast moving global economy.

It is in this context that NIST's proposed request for the President’'s FY 2012 Budget calls for
increases in NIST's funding in high priority targeted areas, even in these times of fiscal
constraint. Investment in NIST research, programs, services, and facilities is a direct investment
in the Nation’s future.

The National Institute of Standards and Technology (NIST) plays a central role in maintaining
and strengthening the U.S. innovation ecosystem. In particular, NIST research and program
activities enhance innovation and industrial competiveness by:

s creating critical research and development (R&D) infrastructure such as measurement
tools and capabilities that enable new technologies to be reliably made and to prove
their performance against more established products;

'"Tassey, Gregory, “Rationales and Mechanisms for revitalizing U.S. manufacturing R&D strategies,” Journal of
Technology Transfer, Jan. 29, 2010.
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coordinating development of standards, calibrations, and other services that improve
productivity and efficiency while promoting interoperability for components made by
different manufacturers;

ensuring equity and faster acceptance of new technologies in the marketplace by
providing the technical tools for buyers and sellers to confidently exchange complex
technology-based products and services; '

partnering directly with industry, academia, and local, state, and other Federal
government agencies to overcome specific technical and organizational barriers
impeding progress in high priority areas;

sharing best practices that help companies conserve energy, reduce waste, and make
and use “green” products that promote sustainable approaches to manufacturing; and

accelerating technology development and transfer by convening experts and
participating in technical committees across an extremely wide range of fields—energy,
environment, health care, manufacturing, construction, and information technology—to
encourage interdisciplinary collaboration and map out strategies to reach
transformational research goals.

Overarching Priorities: NIST Three-Year Programmatic Plan (FY 2012-2014)

With the aim of promoting U.S. innovation and industrial competitiveness, NIST has established
three overarching priorities to guide and align investments in its programs:

1.

Strengthen and focus NIST's Laboratories and facilities to ensure U.S. industrial
competitiveness and enable technological innovation.

Enhance support of other Federal agencies in meeting U.S. Government needs for
voluntary consensus standards.

Develop and deliver state-of-the-art measurement science and services.

Enhance the facilties and equipment that enable cutting-edge research and
measurement service delivery.

Strengthen and maintain NIST's world-class user facilities to provide industry, academia,
and Government with the infrastructure to support high-tech innovation.

Expand collaboration and partnerships to leverage NIST capabilities and advance
innovation at regional and national levels.

Focus new NIST activities to address critical national priorities.

Driving continued innovation and technological advancement in manufacturing.

Improve energy efficiency and environmental stewardship.

Enable widespread adoption of innovations in information technology and ensure a
secure cyberspace for the Nation's economic and security interests.

Ensure consumer health and safety.
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3. Promote the stimulation and acceleration of technological innovation.
+ Promote collective effort for the development of key enabling over-arching technology

platforms and infrastructures.

¢ Improve alignment of research and development with generic industry needs.

* Provide an environment for maximizing the leverage on Federal investment through cost
sharing.

e Compress the timescale of technological innovation providing platform technologies
suitable for commercialization.

e Foster a robust U.S. innovation ecosystem through broad participation by industry,
Federal government, universities, and states and local governments.

NIST research and programs are an essential component to the successful realization of these
overarching priorities. NIST is the only Federal research agency specifically focused on
promoting U.S. economic competitiveness. The services and products provided by NIST are
crucial to every manufacturing and service industry, and government institution. Today, more
than ever, the Nation needs the services provided by NIST to confront the large inefficiencies
that threaten our economy in a number of important sectors. Whether it is through the
development of the advanced measurement tools and techniques that make possible the cost-
effective manufacture of advanced next generation photovoltaics, or the development of the
standards and associated testing and validation infrastructure necessary to enable the
deployment of a nationwide healthcare information infrastructure — NIST's laboratories and
programs through their focus on measurement science, standards and technology provide the
tools and infrastructure critical to enable the innovation, development, and deployment of
advanced technologies.

The NIST Laboratories will continue to focus requested funds under the President’s Plan for
Science and Innovation to address critical challenges in identified national priority areas:

e« Energy: Speed development of alternative, clean-energy energy sources, from
production through storage to final distribution. Help to ensure interoperability of Smart
Grid devices and systems (as assigned in the 2007 Energy Independence and Security
Act).

o Environment: Promote efficient development of sustainable products and processes,
from manufacturing to end-use by consumers. Help to establish the scientific
measurement basis for accurate climate and greenhouse gas emissions measurements.

e Manufacturing: Improve the competitiveness of U.S. manufacturers through the
development and deployment of new, green technologies and better business practices.
Efforts include focus on enhancing high technology manufacturing innovation in products
and processes, especially nanomanufacturing, resulting in new jobs.

« Health Care: Advance efforts aimed at achieving lower-cost, higher-quality health care,
including development of technologies that ensure more accurate diagnoses, reduce
medical errors, and improve the efficiency and effectiveness of therapies. Develop
standards essential to interoperable health-care information systems that seamlessly
and accurately share information among all health-care providers; and ensure security
and privacy of information.
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e Physical Infrastructure: Develop the needed measurement solutions, models,
calibration inspection methods, and technologies that can be used to predict the
remaining life or margins of safety for infrastructure systems to prioritize and optimize
infrastructure spending.

+ Information Technology: Help to develop more capable, secure, and interoperable
information systems to ensure U.S. leadership in information technology. Provide
technical support for successful deployment of next generation broadband. Supply
measurement capabilities necessary for next-generation information technologies.

NIST Realignment/Reorganization

NIST's FY 2012 request reflects Congressional approval of our realignment that reorganizes
NIST's laboratory structure, transfers the Baldrige Performance Excellence Program (BPEP)
from the Scientific and Technical Research Services (STRS) to the Industrial Technology
Services (ITS) account, and creates a new Office of Special Programs. The approved
reorganization will improve NIST’s service delivery and improve accountability by streamlining
how the responsibility to carry out NIST's mission is delegated throughout the organization.

NIST FY 2012 Budget Request

President’s Plan for Science and Innovation

NIST Laboratories are part of the President’s Plan for Science and Innovation that, consistent
with the goals of the America COMPETES Reauthorization Act of 2010, doubles funding for
basic research at key science agencies. The FY 2012 budget request continues the intent of
the Administration to double the funding for NIST Laboratories and User Facilities. Specifically,
the request supports NIST's two core programs that are critical to promoting American
innovation and competitiveness:

o The NIST Laboratories directly support U.S. innovation and industrial competitiveness
by developing new measurement instruments and facilities to address critical barriers to
innovation; disseminating validated measurement methods and protocols; providing
reference data, reference materials, and calibration services to ensure that industry-
performed measurements are traceable to NIST standards; and developing testing
protocols and supporting laboratory accreditation programs. The request includes a net
program increase of $167.9 million for NIST Laboratories and User Facilities, including
the redirection of administrative savings to laboratory programs and excluding
congressionally directed projects.

e NIST’s Construction of Research Facilities (CRF) appropriation supports projects for
new buildings and the renovation and maintenance of current buildings and laboratories.
A program increase of $25.4 million is included for the renovation of Building 1 in
Boulder, Colorado. '

NIST's FY 2012 request for these core programs total $763.5 million, an increase of

$111.1 million or 17 percent from the FY 2011 Annualized Continuing Resolution level. This
funding level keeps NIST on path to double its Laboratory research budget.
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Hollings Manufacturing Extension Partnership (MEP)

The request also continues the Administration’s commitment to increase funding for the Hollings
Manufacturing Extension Partnership (MEP) program. Through public (Federal-state-local) and
private sector partnerships, MEP provides technical and business assistance to small- and
medium-sized manufacturers through a network of centers in all 50 states and Puerto Rico. The
request includes a program increase of $17.6 million for MEP.

Technology Innovation Program (TIP)

The TIP statute originated in the America Creating Opportunities to Meaningfully Promote
Excellence in Technology, Education, and Sciences (COMPETES) Act of 2007 (P.L. 110-69).
The COMPETES Act was recently reauthorized as the America COMPETES Reauthorization
Act of 2010 (P.L. 111-358). TIP was established to help U.S. businesses, institutions of higher
education, and other organizations—such as national laboratories and nonprofit research
institutes—to support, promote, and accelerate innovation in the United States through high-
risk, high-reward research in areas of critical national need. Areas that TIP has supported
include civil infrastructure, and manufacturing and biomanufacturing. TIP aims to speed the
development of high-risk, transformative research targeting key societal challenges that are not
adequately being addressed elsewhere. The request includes a program increase of
$5.2 million for TIP.

Advanced Manufacturing Technology Consortia (AMTech) Program

The request includes $12.3 million for the Advanced Manufacturing Technology Consortia
(AMTech) program, which provides grants to leverage existing consortia or establish critical new
industry-led consortia. These consortia will develop road-maps of critical long-term industrial
research needs as well as fund facilities, equipment and research at leading universities and
government laboratories directed at meeting these needs. This program would be based on
NIST’s experience with the Nanoelectronics Research Initiative (NRI) partnership and would
expand and improve on that model.

Baldrige Performance Excellence Program (BPEP)

The Baldrige Performance Excellence Program (BPEP) provides global leadership in the
learning and sharing of successful strategies and performance practices, principles, and
methodologies to strengthen U.S. organizations. The program promotes organizational
excellence through education, outreach, and an annual Presidential awards program. The
Baldrige Award is given to organizations in six categories: manufacturing, service, small
business, health care, education, and nonprofit. BPEP works closely with its stakeholders to
recognize and disseminate proven best practices for management and operation, leading to
organizations that are more strategic, innovative, competitive, and effective. The request
proposes a reduction of $2.1 million, continuing to provide $7.7 million for criteria development,
best practices disseminations, and the award process. Additionally, the program will evaluate
alternative sources of funding, with the goal of transitioning the Baldrige Performance
Excellence Program out of Federal funding.
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Public Safety Innovation Fund

The President’s budget includes a request of $100.0 million in mandatory appropriations for the
Public Safety Innovation Fund, NIST's component of the Wireless Innovation Fund, which will
help spur the development of cutting-edge wireless technologies. As part of this initiative, NIST
will work with industry and public safety organizations to conduct research and develop
standards, technologies and applications to advance public safety communications. Core
components of this program will include documenting public safety requirements and driving the
adoption of those requirements into the appropriate standards; developing the capability for
communications between currently deployed public safety narrow band systems and the future
nationwide broadband network; and establishing a roadmap that addresses public safety’s
needs beyond what can be provided by the current generation of broadband technology and
driving technological progress in that direction. NIST will accomplish these tasks through
directed research, development, applications, and demonstration projects. Where appropriate,
NIST will collaborate with other government research agencies and transfer funding if particular
agencies are better suited to sponsor and oversee relevant research, development, or
demonstration projects.

Detailed Summary of FY 2012 Budget Request
Discretionary Appropriations
NIST is requesting a total discretionary appropriation level of $1.001 billion, a 17 percent
increase from the FY 2010 Enacted level. The request includes net program changes totaling
$159.3 million from the FY 2010 Enacted level for the STRS, ITS, and CRF appropriations. The
details of the request are provided below.

Scientific and Technology Research and Services

The request for the Scientific and Technical Research Services appropriation total
$678.9 million, an increase of $173.5 million above the FY 2011 Continuing Resolution
annualized level. NIST’s request is consistent with the intent of the President’s Plan for Science
and Innovation to double NIST Laboratory research. With this amount, NIST will fund
$178.5 million in program initiatives and request a decrease of $10.5 million in congressionally
directed projects. The net program increase of $168.0 million includes the redirection of both
administrative savings and congressionally directed projects to laboratory programs.

NIST will invest the $168.0 million in the following manner:
1. Ensuring a Secure and Robust Cyber Infrastructure ($43,442,000)

The request would provide improvements to cybersecurity in support of the Comprehensive
National Cybersecurity Initiative (CNCI), the Federal Information Security Management Act
(FISMA), and other national priorities. The Administration has declared the cyber infrastructure
a strategic asset, and the President has established a set of high-priority initiatives in the White
House Cyberspace Policy Review. NIST has a leading role in the Department of Commerce
program of cybersecurity and privacy initiatives that support realizing the potential for
e-commerce to foster innovation, bolster U.S. industrial competitiveness, and enhance our
economic prosperity and security. The request also supports the Administration's National
Strategy for Trusted Identities for Cyberspace (NSTIC) by providing $24.5 million to support an
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NSTIC National Program Office to raise the level of trust associated with the identities of
individuals, organizations, services, and devices involved in online transactions. The request
would also support an expansion of the scope of the Comprehensive National Cybersecurity
Initiative’s (CNCI) Education Initiative from training the Federal workforce to a larger National
education focus through the establishment of the National Initiative for Cybersecurity Education
(NICE). Both the NSTIC and NICE initiatives are responsive to the recommendations in the
White House Cyberspace Policy Review.

2. Interoperability Standards for Emerging Technologies ($22,835,000)

This initiative funds efforts to catalyze the development of standards and conformity assessment
systems and associated architectural frameworks for emerging technologies that address
national priorities such as Smart Grid, Healthcare Information Technology (Health IT) and Cloud
Computing (CC).

This initiative supports the following goals and priorities:

e Providing the measurement tools and standards to enable innovation and enhance
efficiency, a major objective outlined in the U.S. Department of Commerce’s Strategic
Plan: FY 2011-2016. This plan specifically directs NIST to develop interoperability
standards for Smart Grid and Health IT so that industry has “confidence to invest in
these new technologies by broadening the market and decreasing the limitations
inherent in legacy systems”.

e Coordinating the development of a framework, including protocols and model standards
for information management to achieve interoperability of Smart Grid devices and
systems, per the legislative mandate to NIST under the Energy Independence and
Security Act (EISA) 2007.

¢ Accelerating the deployment of electronic health records by providing expertise on
Health IT implementations and the establishment of voluntary certification programs, and
by performing pilot testing of standards and implementation specifications, as requested.

e Enabling convenient, on-demand network access to a shared pool of configurable
computing resources (e.g. networks, servers, storage, applications, and services) that
can be rapidly set-up and made available with minimal management effort or service
provider interaction.

3. Strengthening Measurement Services in Support of Industry Needs ($20,016,000)

The request would strengthen the national time and synchronization measurement system
which underpins a substantial part of the national and global technology infrastructure, from
telecommunications and information networks, to electric power distribution, to positioning and
navigation systems such as GPS, to many crucial applications in national defense, intelligence,
and homeland security. Funds will also be used to update and expand the electrical
measurement infrastructure required to support the measurement needs of other Federal
agencies, especially the Department of Defense (DoD) and Department of Energy (DoE), which
rely upon NIST to provide the primary traceability path for precision measurements for defense
and nuclear programs. The advances and capabilities developed by the proposed programs will
also meet the ever increasing measurement demands of high-tech industries, such as
aerospace, semiconductor, electronics, and test equipment manufacturers.
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4. Advanced Materials for Industry ($14,242,000)

This request funds the effort to develop the measurement science, tools and standards
necessary to enable greatly improved efficiency in the Nation's development and manufacture
of new products and services based on innovative materials. The funds would enable NIST to
extend its expertise in the development and use of materials modeling and simulation directed
at manufacturing, and to create a national measurement and standards infrastructure that would
substantially lower the cost of both design and manufacturing for industries seeking to realize
the benefits of computer-based materials discovery and optimization.

5. Innovations for 21st Century U.S. Manufacturing: Faster, Smarter and Cleaner
($13,331,000)

This initiative funds the effort to develop the measurement science, tools and standards that will
provide the infrastructure for manufacturing that is faster, more intelligent and more
environmentally sustainable. Manufacturing plays a central role in realizing the benefits of
technological innovation and in the overall growth and health of the U.S. economy. The ability
to rapidly introduce product innovations will provide a foundation for future U.S. manufacturing
market growth, competitiveness, and creation and retention of high-skill, well-paying jobs. A
much greater degree of manufacturing agility is also needed to fully capitalize on the
unprecedented long-term manufacturing opportunities being created by new approaches to
health care, energy, the environment, and transportation. In addition, domestic manufacturing
agility and overall productivity are essential to national defense and homeland security by
ensuring that the high-performance and high-quality products and systems needed by our
military and security forces are provided in a timely and cost-effective manner throughout each
technology’s life cycle. Funds requested also support efforts to develop advanced robotics
technologies that allow the U.S. to retain manufacturing competitiveness, and respond rapidly to
new products and changes in consumer demand, and funds programs that will promote
sustainable operations and improve energy efficiency in both the manufacturing and
construction sectors of the economy.

6. Measurement Science and Standards to Support Biomanufacturing ($9,526,000)

This initiative funds efforts to create the measurement and standards infrastructure necessary
for efficient and effective manufacture and characterization of biologic drugs. Within the current
manufacturing paradigm for the biotechnology industry, manufacturing costs are high,
production efficiency is low, process understanding is limited, and manufacturing processes and
product quality remain largely frozen. This NIST initiative will develop measurement methods,
protocols, and standards for improved, real-time measurement of biologic products during
manufacturing. NIST will work closely with industry, the Food and Drug Administration, and
other standards organizations with the goal of developing metrology infrastructure to achieve
greater process understanding, higher quality biologic products through continuous
improvement of manufacturing processes, and agile biomanufacturing processes required for
next generation products such as stem cells and personalized biotherapeutics.

7. Measurements to Support the Manufacture and Production of Nanotechnology-based
Products ($28,256,000)

This initiative supports a number of projects and improvements that will enable industry to fully
take advantage of recent innovations in nanotechnology. Economic recovery and economic
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growth are the important priorities for the Department of Commerce and the Administration. A
strong economy hinges on revitalizing U.S. manufacturing by fostering innovation,
commercializing new products, and creating new jobs. In the President's Framework for
Revitalizing American Manufacturing, nanotechnology is called out as having the “promise to
transform production processes and consumer products for everything from traditionally high-
tech products like computers to less obvious sources of innovation and growth like sunscreen
and paint.” This initiative focuses on addressing four key areas that can enable significant
innovations and breakthroughs in manufacturing through adoption and development of
nanotechnology. The key areas are (1) recapitalization of the NIST Center for Nanoscale
Science and Technology, (2) Nanomaterial Environmental, Health and Safety (Nano-EHS),
(3) High-Volume Nanomanufacturing with Advanced Materials, and (4) Measurements to Enable
the Manufacture of Advanced 3™ Generation Photovoltaics.

8. Measurements and Standards to Support Increased Energy Efficiency and Reduced
Environmental Impact ($13,270,000)

Developing innovative energy technologies is an important component to reducing energy
usage and greenhouse gas (GHG) emissions that can negatively impact the climate. But equally
important is the ability to assess if these new technologies are truly reducing energy usage and
GHG emissions, and for this capability, high-accuracy measurement techniques and standards
are necessary. To address both of these issues, this request focuses on two high-priority areas:
(1) net-zero energy, high-performance buildings and (2) greenhouse gas inventory
measurements. The decision to focus specifically on net-zero energy buildings comes from the
fact that buildings in the U.S. consume 72 percent of all electrical energy produce in this
country. Emissions associated with buildings and appliances are projected to grow faster than
those from any other sector. To ensure adequate supplies of energy and to curtail the projected
growth of CO, emissions, it is essential that building energy consumption be significantly
reduced while minimizing life cycle environmental impacts. However, to measure the impact of
new energy technologies on mitigating the impact of greenhouse gas emissions, including those
employed in net-zero energy buildings, one must also be able to accurately measure the
greenhouse gas inventory with sufficient accuracy. The inability to quantify greenhouse gas
inventories is a key issue that could also impede future international agreements on emissions
reductions where demonstrated and robust methodologies are critical for verification. From an
operational viewpoint, techniques for assess greenhouse gas inventories are currently in their
infancy. The lack of robust and demonstrated methodologies tying inventories to increases in
atmospheric GHG levels contributes significantly to reduced confidence by decision makers and
the public alike in gauging the impact of human-made greenhouse gas emissions on the Earth’s
atmosphere and biosphere. Several quantification approaches are necessary that combine
satellite and enhanced surface-network based observations. This initiative addresses the needs
for a comprehensive surface-based observing and modeling effort.

9. Measurements and Standards to Support Advanced Infrastructure Delivery and
Resilience ($10,571,000)

This request funds efforts to provide improvements to our physical infrastructure that will both
increase the resilience of our building infrastructure to damage from earthquake, windstorms,
and fire; and that will enable U.S. industry to improve productivity by transforming the
implementation of construction and infrastructure projects, which represent nearly five percent
of our Nation's GDP. The disaster resilience of our buildings and infrastructure today is
determined in large measure by the building ¢odes, standards, and practices used when they
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were built. With few exceptions, these legacy codes, standards, and practices which have
evolved over several decades are prescriptive, oversimplified, and inconsistent with respect to
risk. There is a critical need for the transformation from prescriptive to performance-based
codes and standards that will enable the use of innovative structural systems and materials.
NIST also proposes to develop critical measurement science tools needed by U.S. industry for:
(1) risk-based condition assessment of aging infrastructure systems; (2) determining the
remaining service life—and guiding development and use—of sustainable infrastructure
materials; and (3) for ensuring the disaster resilience of structures under extreme conditions
(specifically, hurricanes, tornadoes, and other windstorms). Funds will also be used to help
improve infrastructure implementation for engineering, construction, manufacturing and
research organizations by addressing the eroding productivity demonstrated on many
construction projects. Funds would support efforts to help improve construction productivity
through integrated and automated processes using advanced technology.

10. Postdoctoral Research Associateship Program ($2,979,000)

The Administration continues to be committed to strengthening science, technology,
engineering, and mathematics (STEM) education. The NIST postdoctoral program is an
important part of NIST’s efforts to support industry through advancing measurement, standards,
and technology, and represents a highly cost-effective means of technology transfer to and from
NIST of the latest measurement sciences and technology. Incoming associates bring the most
recent advances in university research to NIST, while actively contributing to NIST projects that
address national priorities. The program increases technology transfer from NIST to industry,
academia, and other government agencies, contributing to the employment pool of highly-
qualified scientists and engineers for these sectors. The request will increase the number of
postdoctoral research opportunities at NIST.

11. Non-recurring Congressionally Directed Projects: (-$10,500,000)

NIST will not recur amounts provided previously for congressionally directed projects.

Industrial Technology Services

The Industrial Technology Services (ITS) request totals $237.6 million, a $33.4 million increase
above the FY 2011 Continuing Resolution Annualized level. The request funds MEP at
$142.6 million, an increase of $17.9 million above the FY 2011 Continuing Resolution
annualized level (a $17.6 million increase above the FY 2012 base). TIP is funded at
$75 million, an increase of $5.1 million above the FY 2011 Continuing Resolution annualized
level (an increase of $5.2 million from the FY 2012 base). The Baldrige Performance
Excellence Program (BPEP) is transferred to this appropriation account from STRS and is
funded at $7.7 million, a decrease of $1.9 million from the FY 2011 Continuing Resolution
annualized level (a decrease of $2.1 million from the FY 2012 base). A new Advanced
Manufacturing Technology Consortia (AMTech) Program is funded at $12.3 million.

Additional details of the ITS request are provided below:
1. Technology Innovation Program (+$5,186,000)

TIP is designed to fund high-risk, high-reward R&D projects that address critical national needs
and societal challenges in any area that is important to the Nation but is not being addressed by

NIST - 13



others. TIP has the agility to make targeted, high impact investments that are within NIST’s
areas of technical competence and are not being addressed by other mission-oriented agencies
or programs. Critical national need areas selected for funding are based on the societal need —
not the specific technologies — as determined based on input from a variety of sources,
including Administration guidance, the TIP Advisory Board, science advisory bodies,
collaborations with other Federal agencies, national or state science policy reports, academic
reports and organizations, industry roadmaps and the public. The $5.2 million increase will
enhance TIP's capability to fund additional projects in new areas of critical national need while
funding remaining mortgage commitments from previous competitions. In FY 2012, TIP is
planning to hold a competition for funding in one or more areas of critical national needs that
include topic areas in: Advanced Robotics and Intelligent Automation, Energy, Healthcare,
Water, Civil Infrastructure Technologies, and Manufacturing.  Critical national need areas
selected for funding will build upon areas addressed in prior year TIP competitions in order to
optimize research potential and program participation across technology challenges within a
critical national need area. For example, TIP has held two competitions in the area of Civil
Infrastructure and two competitions in the area of Manufacturing, and intends to hold a
competitive funding opportunity that expands upon these areas in FY 2011. In FY 2012, TIP
plans to further expand the Manufacturing topic and introduce new investment areas as well to
meet additional and changing areas of critical national need.

2. Advanced Manufacturing Technology (AMTech) Consortia Program (+$12,306,000)

This initiative provides grants to leverage existing consortia or establish critical new industry-led
consortia. These consortia will develop road-maps of critical long-term industrial research
needs, and fund facilities, equipment and research at leading universities and government
laboratories directed at meeting these needs. Since these consortia will be composed of private
industry, government laboratories, and universities as well as regional governments and private
sector financiers, the members will span the innovation lifecycle from idea to discovery,
invention, and ultimately commercialization. The partnerships supported by this initiative will
leverage the unique capabilities of each partner and depend critically on the open dissemination
and sharing of methods and results. Through the advanced planning and road mapping, this
initiative will increase the productivity of all research institutions that participate in this effort. By
convening the key players across the innovation lifecycle, this initiative will eliminate critical
barriers to innovation, increase the efficiency of domestic innovation efforts and collapse the
timescale to deliver new products and services based on scientific and technological advance.
This strategy has the potential to drive economic growth, enhance competitiveness and spur job
creation in high-value sectors. This program would be based on NIST's experience with the
Nanoelectronics Research Initiative (NRI) partnership and would expand and improve on that
model.

3. Hollings Manufacturing Extension Partnership Program (+$17,649,000)

MEP’s mission is to act as a strategic advisor to promote business growth and connect
manufacturers to public and private resources essential for increased competitiveness and
profitability. In doing so, MEP supports the mission of NIST and the Department of Commerce,
of promoting U.S. innovation and industrial competitiveness. MEP Centers know their
communities and understand their local manufacturing industries. Across the country, they
serve as trusted advisors to their manufacturing clients and help them navigate economic and
business challenges, capitalize on opportunities and develop pathways leading to profitable
growth. Services provided by MEP are grounded in technology- related activities, sustainability,
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efficiencies through continuous improvement, the integration of supply chains, and increasing
the technical and problem-solving skills of the workforce. The funds requested for MEP in FY
2012 will expand the MEP program in support of the Administration's policy initiatives for
reinventing domestic manufacturing to create jobs and better respond to future challenges and
opportunities.

4. Baldrige Performance Excellence Program (-$2,117,000)

The Baldrige Performance Excellence Program (BPEP) provides global leadership in the
learning and sharing of successful strategies and performance practices, principles, and
methodologies to strengthen U.S. organizations. The program promotes organizational
excellence through education, outreach, and an annual Presidential awards program. The
Baldrige Award is given to organizations in six categories: manufacturing, service, small
business, health care, education, and nonprofit. BPEP works closely with these organizations to
recognize and disseminate proven best practices for management and operation, leading to
organizations that are more strategic, innovative, competitive, and effective. The request
includes $7.7 million for criteria development, best practices disseminations, and the award
process. Additionally, the BPEP will evaluate alternative sources of funding, consistent with the
Administration's goal of transitioning the program out of Federal funding.

Construction of Research Facilities

This appropriation supports the construction of new facilities and the renovation and
maintenance of NIST's current buildings and laboratories to comply with scientific and
engineering requirements and to keep pace with Federal, State, and local health and safety
regulations. The Construction of Research Facilities (CRF) request totals $84.6 million and
includes one initiative for the phased renovations of NIST facilities at Boulder, Colorado. The
renovation project will substantially improve temperature, vibration, humidity, air cleanliness,
and overall building performance, as well as help NIST to meet energy reduction and
environmental goals. The Boulder Building 1 Renovation initiative request of $25.4 million will
allow NIST to continue with the interior renovations for Building 1.

1. Boulder Laboratories Building 1 Renovation (+$25,381,000)

This initiative is part of a long-term plan to renovate Building 1 of the NIST Boulder laboratories,
which houses the majority of NIST Boulder research and measurement. The requested funding
will allow NIST to continue with the efforts made in FY 2010 and FY 2011. Specific work in
FY 2012 will include the completed interior renovations of Wing 5 and a portion of Wing 6. The
remaining interior wing renovations will be completed with future funding requests. The
successful improvement of the NIST Boulder facilities — through construction of the Precision
Measurement Laboratory and the extensive renovation of parts of the existing facilities — will
enable NIST to support scientific discovery and technical development of transformational
technology in homeland security, telecommunications, nanotechnology, precision timing,
hydrogen energy sources, precision electrical standards, biotechnology, applications of lasers,
electromagnetic interference testing, quantum computing and quantum communications, and
other national needs.

2. Non-recurring Congressionally Directed Projects: (-$67,000,000)

NIST will not recur amounts provided previously for congressionally directed projects.
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Department of Commerce High Priority Performance Goal (HPPG): Sustainable
Manufacturing and Building Practices

Sustainability has become a critical economic consideration for manufacturers due to
environmental and societal challenges and opportunities. MEP is working to help U.S.
manufacturers gain a competitive edge by reducing environmental and energy cost factors and
enabling growth by developing new environmentally-focused materials, products and processes
to gain entry into new markets. As part of this effort, MEP is engaged in expanding its capacity
to support additional Economy, Energy and Environment (E3) (www.e3.gov) efforts.

Currently, NIST is on target in meeting its goal of raising the number of firms adopting
sustainable manufacturing process through the MEP by 250 by the end of FY 2011. During
FY 2012, MEP will continue efforts to help companies reduce waste and develop economically
and environmentally sustainable practices and products.

Mandatory Appropriations Budget Authority
Public Safety Innovation Fund (+ $100,000,000).

The President’s budget includes a request of $100.0 million in mandatory appropriations
for the Public Safety Innovation Fund, NIST's component of the Wireless Innovation
Fund, which will help spur the development of cutting-edge wireless technologies. As
part of this initiative, NIST will work with industry and public safety organizations to
conduct research and develop standards, technologies and applications to advance
public safety communications. Core components of this program will include
documenting public safety requirements and driving the adoption of those requirements
into the appropriate standards; developing the capability for communications between
currently deployed public safety narrow band systems and the future nationwide
broadband network; and establishing a roadmap that addresses public safety’'s needs
beyond what can be provided by the current generation of broadband technology and
driving technological progress in that direction. NIST will accomplish these tasks
through directed research, development, applications, and demonstration projects.
Where appropriate, NIST will collaborate with other government research agencies and
transfer funding if particular agencies are better suited to sponsor and oversee relevant
research, development, or demonstration projects.
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Resources

The following is a comparison of NIST’s FY 2012 level with its FY 2011 annualized Continuing
Resolution level and related data on employment.

(Dollar amounts in millions)

FY 2011 Increase (or

Annualized Decrease) from FY
FY 2012 Request 2011 Continuing

Appropriation Continuing
Resolution* Resolution

FTE Amount Amount FTE Amount

Scientific and
Technical
Research and
Services
Industrial
Technology 210 204.2 199 237.6 (11) 33.4
Services

Construction of
Research Facilities 119 147.0 119 84.6 0 (62.4)

2,072 505.4 2,421 678.9 349 173.5

Working Capital
Fund

TOTAL
DISCRETIONARY

MANDATORY

Public Safety
Innovation Fund
TOTAL
RESOURCES
*Amount and FTE are adjusted from the Annualized Continuing Resolution levels for the
Baldrige Performance Excellence Program, which transfers from the STRS to ITS appropriation.

741 0 755 0 14 0

3,142 856.6 3,494 1,001.1 352 144.5

0 0 7 100.0 7 100.0

3,142 856.6 3,501 1,101.1 359 244.5
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Reimbursable Program

NIST's reimbursable services consist of technical work performed for other Federal agencies,
state and local governments, and the private sector. These services include calibrations and
special tests, advisory services, and the sale of Standard Reference Materials. The unique
measurements and standards expertise developed with appropriated funding gives NIST the
capability to perform these services on a reimbursable basis. NIST accepts other agency work
based on an established set of criteria which include: the need for traceability of measurements
to national standards; the need for work that cannot or will not be addressed by the private
sector; work supported by legislation that authorizes or mandates certain services; work that
would result in an unavoidable conflict of interest if carried out by the private sector or regulatory
agencies; and requests by the private sector for NIST action or services. NIST’s reimbursable
program is estimated to be $184.2 million in FY 2011 and $176.3 million in FY 2012.

Department of Commerce E-Gov Benefits

The Department of Commerce, along with its operating units, supports and is an active
participant in the Government-wide e-Government initiatives and lines of business. Each
initiative or line of business is managed by another Federal agency, such as the General
Services Administration, and were implemented in part to avoid redundancy and duplication of
government-wide activites such as rulemaking, human resource servicing, financial
management, grants management, etc. The e-government initiatives and lines of business play
a key role in Commerce's enterprise architecture, particularly for Department-wide
administrative systems. These initiatives and lines of business promote internal Commerce
efficiency in acquisition and other administrative activities. Commerce external customers
benefit from a single source for grant postings, grant application submission and applying for
Commerce benefit programs. Commerce e-government participation provides better services to
the citizen, promotes transparency, and actively supports our stakeholders in the business
community.
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APPROPRIATION ACCOUNT: SCIENTIFIC AND TECHNICAL RESEARCH AND SERVICES
BUDGET ACTIVITY: MEASUREMENT SCIENCE, SERVICES, AND PROGRAMS

The NIST request for the Scientific and Technical Research Services appropriation’s Measurement
Science, Services, and Programs totals $678.9 million and 2,421 FTE, an increase of $163.9 million
above the FY 2010 enacted level. This increase includes $5.6 million in inflationary adjustments.
NIST's request is consistent with the intent of the President’s Plan for Science and Innovation to
double NIST laboratory research. With this amount, NIST will fund a net total of $178.5 million in
program initiatives, which includes the redirection of administrative savings to laboratory programs
and excludes congressionally directed projects.

BASE JUSTIFICATION FOR FY 2012:
Measurement Science, Services, and Programs Overview

NIST's FY 2012 Base Justification reflects the approval by the Administration and the Congress of
our realignment that reorganizes the NIST laboratory structure, transfers the Baldrige Performance
Excellence Program (BPEP) from the Scientific and Technical Research Services (STRS) to the
Industrial Technology Services (ITS) appropriations, and creates a new Office of Special Programs.
The approved reorganization will improve NIST's service delivery and improve accountability by
streamlining how the responsibility to carry out NIST's mission is delegated throughout the
organization.

The NIST Measurement Science, Services, and Programs work at the frontiers of measurement
science to ensure that the U.S. system of measurements is firmly grounded on a sound scientific and
technical foundation. NIST promotes the use of measurements based on the international system of
units (Sl). The measurement science research at NIST is useful to all science and engineering
disciplines. The NIST Laboratories directly support U.S. innovation and industrial competitiveness by
developing new measurement instruments and facilities to address critical barriers to innovation;
disseminating validated measurement methods and protocols; providing reference data, reference
materials, and calibration services to ensure that industry-performed measurements are traceable to
NIST standards; and developing testing protocols and supporting laboratory accreditation programs.
NIST works actively with other metrology institutes from around the world to ensure that the global
marketplace is supported with sound measurements and standards.

The NIST Laboratories also support the development of written standards and specifications that
define technical and performance requirements for goods and services. These standards—also
known as documentary standards—are often developed collaboratively with the private sector
through an open, consensus-based process. NIST scientists and engineers lend their expertise to
these efforts in order to promote standards that are based on sound science and to ensure that the
standards are supported by effective measurements and testing for conformity to the standards.

Primary areas being researched with the program’s base resources include the following:

« maintaining and disseminating national measurement standards;

¢ developing new measurement technologies and ways to tie needed measurements to
fundamental national standards;
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developing, maintaining, and improving existing measurement science, services, references,
and standards; and

pursuing basic and applied research in measurement areas within NIST's mission.

The work performed by the NIST Laboratories affects many aspects of daily life in the U.S.
Examples include:

providing the measurement science and standards needed for technologies that address
rising energy costs, scarcity of fossil fuels, and environmental impacts of energy
consumption;

ensuring that the national infrastructure of measurement methods, standards, data, and data
technologies is sufficient to help U.S. industry develop, evaluate, and implement sustainable
business practices in areas such as chemicals, materials, processes, manufacturing
methods, and products;

enabling U.S. industries tb innovate and compete in global trade by providing the ability to
measure and precisely control production processes using measurements traceable to
internationally recognized standards;

establishing measurements and standards that are necessary for fundamental business
services and communications; and

providing the measurement assurance behind sensitive detection systems for homeland
security, such as for detecting chemical, biological, explosive, and radiological weapons.

The work of the NIST Laboratories has had short and long-term impacts throughout our Nation. For
example, every year over $4.6 trillion in U.S. wholesale and retail trade is measured against
standards that are ultimately traceable to NIST.

The Measurement Science, Services, and Programs budget is organized into three subactivities
under the Scientific and Technical Research and Services (STRS) appropriation account.

The Laboratory Programs subactivity ($630.2 million, 2,271 FTE) includes two user facilities
(NIST Center for Neutron Research and Center for Nanoscale Science and Technology), two
measurement laboratories (Physical Measurement Laboratory, and Material Measurement
Laboratory) and two technology laboratories (Engineering Laboratory and Information
Technology Laboratory). It also includes the Strategic and Emerging Research Initiative
(SERI), Innovations in Measurement Science (IMS), and the Postdoctoral Research
Associateship Program.

The Corporate Services subactivity ($19.5 million, 52 FTE) contains Computer Support,
Business Systems, and Research Support Services in support of NIST’s Laboratories.

The Standards Coordination and Special Programs subactivity ($29.2 million, 98 FTE)
manages the organization's programs and resources to meet specific mission objectives.
Current activities include management of the Office of Law Enforcement Standards and
NIST's responsibilities related to Smart Grid, Greenhouse Gases, and National Security
Standards, among others.
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Significant Adjustments-to-Base (ATBs):

NIST requests a net increase of 0 FTE and $5.6 million to fund adjustments to current programs for
Measurement Science, Services, and Programs. The increase will provide inflationary increases for
non-labor activities, including service contracts and utilities.

ADMINISTRATIVE COST SAVINGS:

The Administration is pursuing an aggressive government-wide effort to curb non-essential
administrative spending called the Administrative Efficiency Initiative. In order to be good stewards of
taxpayer money the Federal Govermment should continue to seek ways to improve the efficiency of
programs without reducing their effectiveness. As such, the President directed each agency to
analyze its administrative costs and identify savings where possible. After reviewing its
administrative costs, NIST has identified $11,569,000 in administrative savings. NIST has targeted a
number of areas to achieve these savings. Of these savings, $6,406,000 is tied to more efficient
acquisition processes for FY 2012. In the area of human capital and general administrative support,
NIST expects to reduce its costs by $4,481,000 by keeping its administrative budgets relatively flat
from FY 2011 to FY 2012. NIST identified savings of $364,000 in utilities and travel. An additional
$318,000 in savings was identified through the Department's Working Capital Fund (see the
Departmental Management Working Capital Fund section for more details.) Portions of the
administrative savings are reinvested back into additional laboratory program initiatives that will
benefit the economy and better support the Department’s mission.
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SUBACTIVITY: LABORATORY PROGRAMS

The objectives of the Laboratory Programs subactivity are to promote U.S. innovation and industrial
competitiveness by advancing measurement science, standards, and technology that drive
technological change. NIST's Laboratories play a unique role in the Nation’s scientific, industrial, and
business communities. NIST anchors the national measurement and standards system that is the
language of research and commerce. Maintaining the national standards of measurement is a role
that the U.S. Constitution assigns to the Federal govemment to ensure fairness in the marketplace.
NIST's presence and leadership in the Nation’s measurement and standards system enables
companies, researchers, government agencies, and universities to work with each other more easily,
improving the Nation’s economic security and quality of life.

NIST resources are devoted to meeting today’s economic and societal challenges and to laying the
foundation for future success. NIST activities help address a broad range of critical challenges for the
Nation. Current Administration priority areas targeted by NIST include energy, environment,
manufacturing, health care, physical infrastructure, and information technology. NIST also supports
enacted legislation such as the America COMPETES Act, which outlines major roles for NIST in
promoting national competitiveness and innovation, and the National Technology Transfer
Advancement Act (NTTAA), which designates NIST as the coordinator for all Federal agencies using
documentary standards.

NIST Laboratories support the following Department of Commerce strategic objectives:

e Provide the measurement tools and standards to strengthen manufacturing, enabling
innovation and enhancing efficiency.

¢ Stimulate high growth business formation and entrepreneurship, through investments in high-
risk high-reward technologies and removing impediments to accelerate technology
commercialization.

* Promote and support the advancement of green and blue technologies and industries.

¢ Develop and influence international standards and policies to maximize the competitiveness
of U.S. industry.

e Provide services to improve the competitiveness of small and medium size firms in
manufacturing and service industries.

* Enhance scientific knowledge and provide information to stakehoiders to improve innovation,
support economic growth and improve public safety.

¢ Provide streamlined services and single point of contact assistance to customers through
better interaction and communication utilizing CommerceConnect, partnerships, branding,
and other means of stakeholder involvement.

¢ Provide a high level of customer service to our internal and external customers through
effective and efficient Department functions with empowered employees.

NIST - 64



The individual descriptions of the Budget Line Items under NIST's Laboratory Programs are
described below.

1. NIST Center for Neutron Research (NCNR)

Program Description:

NIST safely and reliably operates a national user facility providing neutron-based measurement
capabilities to U.S. researchers from industry, academia, NIST, and other government agencies in
support of materials research, neutron imaging, chemical analysis, neutron standards, dosimetry, and
radiation metrology. The NCNR, the Nation's premier neutron research facility, serves the majority of
all neutron scattering users in the United States. Neutrons — uncharged particles from the nucleus of
atoms — have unique properties that make them ideal probes of the structure and motion of materials
at the scale of atoms and molecules in a material. The NCNR provides an intense source of neutron
beams that are used to probe the molecular and atomic structures and dynamics of a wide range of
materials. The facility also boasts a unique, large-volume, liquid hydrogen cold source, which
produces the highest intensity of “cold” (or low-energy) neutron beams in the country. Cold neutrons
are used to probe the underlying structures and slow dynamics in advanced materials such as
plastics, magnetic films, chemical catalysts, biological materials, and composites. With such state-of-
the-art measurement capabilities unavailable elsewhere in North America, the NCNR plays an
essential role in broad sectors of nano-science and technology. In a wide range of applications,
neutron beam measurement techniques are on a par with the x-ray or microscope in their ability to
probe materials that are the focus of study in today’s most important research areas, including
materials technology, biotechnology, and nanotechnology. The NCNR operates as a national user
facility that provides merit-based access to all qualified researchers. The NCNR also supports critical
NIST research in materials research, chemistry, physics, nanoscale science, and other related fields.
Use of the NCNR facilities for proprietary research is possible on a full-cost recovery basis. As a
result, researchers from industry, academia, and other Federal agencies depend on NCNR'’s unique
research capabilities to work on cutting edge science. The capabilities of the NCNR are further
leveraged through a variety of cost-sharing partnerships with other agencies, industries, and
universities to expand specific measurement capabilities, and to broaden the access to unique
neutron instrumentation. The NCNR is significantly expanding its collaboration with the Nation's
industrial and academic researchers with new instrumentation and analysis methods for
macromolecular dynamics, neutron trace analysis, neutron chemical spectroscopy, neutron imaging,
and neutron spectroscopy.

Examples of Accomplishments:
Research and Facility Performance:

o National Research Facility/Neutrons: Last year, 2,300 researchers directly benefited from access
to NCNR capabilities, which accounts for over one-half of all neutron research done in the United
States. Researchers from 39 States, Puerto Rico, and the District of Columbia are included in this
total. These researchers also represent 142 U.S. universities, 46 U.S. corporations, and 32 U.S.
government organizations and laboratories.

+» High Impact Research: Research performed at the NCNR resulted in 350 publications in
FY 2009. With a significant fraction of these papers published in prominent journals, the NCNR
ranks as one of the highest impact neutron facilities in the world.
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Priority Objectives for FY 2012:

New Neutron-Based Measurement Capability: Developing new neutron scattering
instrumentation as part of the NCNR expansion that will provide revolutionary new neutron-based
measurement capability to the United States. The planned suite of instruments takes advantage
of the latest in beam delivery and detector technology to realize capabilities more than 100 times
greater than current instruments, or new instruments that are unavailable anywhere else in the
world. As part of the NCNR Expansion Project, in FY 2012 the NCNR will continue the relocation
of a number of existing neutron instruments and the installation of new instruments.

Compléte Facility Reliability Enhancements: Complete the instaliation of a number of reliability
enhancements to the reactor plant including a secondary cooling pump system, an electrical
substation to increase electrical capacity, and install a new cooling system for the reactor's
thermal shield. These facility upgrades will ensure that the NCNR maintains its excellent record of
reliable operations.

Energy Efficiency and Alternative Energy: Studying nanomaterials for the structure and behavior
of new materials at the nano-scale, making it possible to improve process technologies and
develop new materials applications in areas ranging from lighter weight advanced materials for
the auto industry to new nanocomposites for polymer-based solar cells to new materials and
approaches for the efficient storage of energy.

Fuel Cell Design: Imaging the interior of complex devices and materials non-destructively to “see
how they function under various operating conditions. NCNR neutron imaging has made it
possible to look through the steel casings of operating fuel cells and watch the flow and
movement of water molecules as the cell functions, leading to better designs and performance.

Drug and Vaccine Development: Improving the study of the structure and motions of very
large biological molecules such as proteins. Neutrons can see how they bend and fold
properties essential to protein function. The insights gained could lead to the development
of new drug therapies, new anti-toxins, and improved vaccines.

Environment: Studying chemical interactions with porous or other complex structured
materials. The unparalleled penetration and imaging power of neutrons is being used to
develop new, more efficient, industrial catalysts and better ways to remove toxins from the
environment, as well as to achieve a better understanding of complex biological systems at
the cellular level.

Advanced Computer Technology: Studying advanced new materials that can be used to
advance computer technology beyond the integrated circuit. As the size of transistors
reaches fundamental limits, further advances in the computation power of computer chips
will require new materials that can exploit other electronic properties, such as electronic
spin, to carry information in the device.

Materials_Performance: Probing the intemal stresses in materials such as pipelines, turbine
blades, railroad rails, and shock absorbers, which are essential to understanding and i lmprovmg
the performance of products used in industry, transportation, and national defense.

Data Storage: Increasing the density of stored information. The advance of information
technology requires a concomitant increase in the density of stored information. This required
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the development of new nanostructured magnetic materials. Neutrons allow researchers to
develop a detailed understanding of the magnetism to develop these new data storage systems.

2. Center for Nanoscale Science and Technology (CNST)

Program Description:

In the few years since its inception, the CNST has become a major national resource for nanoscale
science and the development of nanotechnology, and the only national nanocenter with a focus on
commerce. Unique in its mission to provide the measurement infrastructure that underlies all
progress in this critically important 21% century technology, the CNST serves the U.S. industrial and
scientific research communities by providing a venue for highly collaborative, multidisciplinary
research and direct access to state-of-the-art nanoscale measurement and fabrication tools. The
continued development of nanotechnology is key to firly establishing U.S. leadership in such
diverse fields as energy, manufacturing, information technology, electronics, health, and
biotechnology. In the case of energy, nanoscale phenomena lie at the heart of a great many energy
production, storage, and transmission processes. Research aimed at optimizing the nanoscale
structure of photovoltaic or thermoelectric devices can, for example, have a profound impact by
enhancing the conversion of the sun's energy to electricity. Such research demands a
multidisciplinary approach and the development and ready availability of advanced tools, which
manipulate and measure the properties of structures - where size can be counted in atoms. The
CNST has been purposely built to uniquely satisfy these demands. Offering many unique
measurement capabilities, the CNST provides an open, collaborative, multi-disciplinary research
environment that focuses on national nanoscale measurement needs in such areas as next-
generation energy systems, future electronics, nanofabrication, and nanomanufacturing. This
environment is where the innovative research takes place that advances the state-of-the-art of
measurement and fabrication (“fab”). A critical component of the CNST, the NanoFab, offers open,
convenient and economical access to expensive state-of-the-commercial-art fabrication tools,
measurement tools and processes in an environment designed to support both new ventures
seeking assistance and training, and experienced practitioners needing access to a research “fab’
with a broad selection of advanced tools. Quick access is available through a simple, merit-based
application process. Proprietary research can be performed on a full cost recovery basis. Having now
completed its initial ramp up in staff, equipment, facilities, and processes, the CNST is continuing to
expand its strategic relationships and collaborations with industrial and academic partners.

CNST research focuses on industry and government priorities, as demonstrated by these recent
examples:

» National Research Facility: In FY 2010, the CNST'’s third full year of operation, the number of
researchers benefitting from access to the CNST totaled over 650, and continued to grow rapidly.
These 650 researchers participating in CNST-supported projects were employed by
31 companies, 15 national laboratories, and 80 universities, including institutions in 31 states and
the District of Columbia.

¢ Workshops: To assure that the CNST is always working on NIST’s highest priority items, we
co-organized a workshop on “Nano-Optics, Plasmonics and Advanced Materials” and
participated actively in several workshops on such topics as photovoltaics and
nanomanufacturing.

e Taking electronics beyond silicon: The CNST developed a beyond-state-of-the-art measurement
system with unprecedented energy resolution and sub-atomic spatial resolution for determining
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the electronic properties of novel electronic materials, collaborating with scientists from Georgia
Institute of Technology, Princeton University, University of Texas, Seoul National University,
University of Regensburg, and others.

Nanoscale imaging and fabrication: In collaboration with a leading U.S. nanotechnology
company, the CNST developed a new source of ions that can greatly expand our capabilities in
nanoscale microscopy and nanostructure creation, and enhance U.S. competitiveness in a
$600 million industry.

Priority Objectives for FY 2012:

Solar Energy/Photovoltaics (PV): Develop measurements essential to fully optimize existing PV
technologies and to exploit emerging PV materials as identified by the NIST Workshop on Grand
Challenges for Advanced Photovoltaic Technologies and Measurements. Specific measurements
include the correlation of local photo-electric properties with grain boundaries, defects, chemical
segregation, impurities, density variations, and voids with better than 50 nanometer spatial
resolution.

High-Throughput Measurement and Imaging: Develop a new technique using microscale
optomechanics that produces an integrated, miniaturized system capable of measuring
nanostructures with extraordinary sensitivity and speed, thereby enabling new types of process
and quality control in nanomanufacturing — essential to the commercialization of a wide range of
emerging nanotechnologies.

Nanoscale Materials and Devices/Characterization: Create new ways to characterize the
formation and activity of nanostructures to enable more efficient materials and process design,
thereby enabling the U.S. to maintain leadership in aerospace technology and affecting a wide
variety of applications in transportation, defense, energy, and agriculture.

Battery technology: Develop methods to characterize the nanoscale physical and chemical
processes which accompany the flow of charge in nanostructured Li-ion batteries, which are
essential to widespread vehicle electrification and the integration into the electrical grid of solar,
wind, and other non-polluting, but intermittent, energy resources. Use the experimental
observations to develop physics-based models to describe the electrochemical behavior of these
devices.

Electronic data processing and storage: Using CNST-developed magnetic imaging technology,
work with collaborators from three major electronics corporations and others from 15 academic
and government laboratories to probe the magnetic structure of novel magnetic storage media,
sensors, and logic devices, helping the U.S. stay competitive in a $7 billion industry.

Efficiency of energy usage: In partnership with two major U.S. corporations, develop methods for
measuring the properties of nanostructured thermoelectrics, in support of the development of
high-efficiency thermoelectrics for waste heat recovery to improve the energy efficiency in both
large and small scale applications.

Solarthemmal _energy conversion: Develop measurement techniques for characterizing
nanoparticle dynamics and correlating these properties with thermodynamic properties of
nanofluids used in high efficiency heat exchangers, in support of the development of high-
efficiency solar-thermal energy conversion.
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e Future electronic paradigms: In support of an industry-wide call for new ways to represent bits for
faster, more energy efficient data processing, develop theoretical methods to elucidate the
transport of electronic spin in nanoscale devices, working with over 30 collaborators at eight
U.S. and five international universities.

¢ New Generation of Nanotechnologists: Help educate a new generation of nanotechnologists by
providing hundreds of young scientists and engineers with the ability to use some of the world’s
most advanced instrumentation to address the challenge of measuring the subtle phenomena of
nature that occur only on the nanometer scale. Through two-year-long postdoctoral
appointments and visiting fellowships available to scientists from academia, industry, and
government laboratories, provide in depth, post-graduate training in nanotechnology for more
than 50 researchers.

3. Physical Measurement Laboratory (PML)

Program Description:

The PML develops and disseminates the national standards of length, mass, force and shock,
acceleration, time and frequency, electricity, temperature, humidity, pressure and vacuum, liquid and
gas flow, and electromagnetic, optical, microwave, acoustic, ultrasonic, and ionizing radiation. Hts
activities range from fundamental measurement research through provision of measurement
services, standards, and data.

PML applies its measurement capabilities to problems of national significance through collaborations
with industry, universities, professional and standards setting organizations, and other agencies of
government. It supports the research community in such areas as communication, defense,
electronics, energy, environment, health, lighting, manufacturing, microelectronics, radiation, remote
sensing, space, and transportation. PML establishes spectroscopic methods and standards for
infrared, visible, ultraviolet, x-ray, and gamma-ray radiation; investigates the structure and dynamics
of atoms, molecules, and biomolecules; develops the electrical, thermal, dimensional, mechanical,
and physical metrology for measuring the properties of precision measurement devices and
exploratory semiconductor, quantum electronic, nanoelectronic, bioelectronic, biooptical,
optoelectronic, and quantum information devices and systems; and examines the thermophysical
and interfacial properties of streams of flowing fluids, fluid mixtures, and solids. It develops and
disseminates national standards by means of calibrations, measurement quality assurance, standard
reference materials, technology transfer, education/training, and a comprehensive weights and
measurement program to promote uniformity and accuracy at the international, Federal, state, and
local levels. It generates, evaluates, and compiles atomic, molecular, optical, ionizing radiation,
electronic, and electromagnetic data in response to national needs; measures and improves
accuracy of the fundamental physical constants; and develops and operates major radiation sources
for measurement science and metrology.

NIST's base activities within PML support a broad range of scientific, technological, commercial, and
consumer needs.

¢ Time and Frequency. NIST maintains the Nation’s standards for time and frequency
measurement, an increasingly important field that supports advanced communications, electronic
systems, power grids, and high-speed commerce. NIST focuses on developing the highest
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accuracy standards and methods of disseminating time and frequency, e.g., through the Internet,
radio broadcasts, and satellites. The Internet service alone provides official time to the public over
three billion times daily.

¢ Medical Radiation and Imaging Technology: NIST calibrations underlie the safety and efficacy of
diagnostic procedures (such as mammography) and therapeutic procedures (such as for cancer
treatment). Well in excess of 22 million therapeutic radiation procedures' and nearly 37 million
x-ray mammograms’ annually are traced to NIST standards. NIST researchers have a robust
program in a broad range of medical imaging technologies.

o Electrical and Electronics Metrology: Electronics is highly dependent on measurements enabled
by NIST programs. The U.S. electronics and electrical equipment industries (including computer,
communications, semiconductor component and equipment manufacturing) employed almost
3 million people at the end of 2007,° and the products of these industries, representing over
$830 billion in U.S. shipments annually, support other major manufacturing and service
industries, such as the automotive, aerospace, and health-care industries. NIST supports the
electronics industry in many ways in its drive to develop ever smaller and more functional
semiconductor products. The accuracy of every electricity revenue meter in the U.S. relies on
standards provided by NIST.

o Electric Power Distribution: NIST is leading the Nation's efforts to formulate the Smart Grid
framework, which will accelerate the development of standards essential for the implementation
of Smart Grid technologies in the U.S. electric power system. NIST works with the Department of
Energy, Federal Energy Regulatory Commission, and key industry stakeholders to make
U.S. electric power distribution more robust and reliable, better balance sources and loads, and
accommodate new technologies that advance strategic goals to reduce carbon emissions.

e Optoelectronics and Optical Technology: The optical products industry is a $100 billion sector,
requiring accurate and trusted standards in areas such as lighting, communications,
photography, color and appearance, spectroscopy, and imaging. Work at NIST is important for
environmental measurement instruments used to measure temperature, atmospheric
composition, and other things important in large-scale climate studies.

e Mechanical and Dimensional Metrology: NIST leads the development of new measurement
standards to support U.S. manufacturing and harmonize the U.S. with international standards,
removing impediments to U.S. competitiveness. NIST activities in this area promote lower costs
for U.S. manufacturers, assure quality and interchangeability of parts, and achieve acoustical
standards for the safety of workers in noisy environments.

U All therapeutic radiation procedures performed in the United States must be traceable to NIST standards.
According to the American Cancer Society (hiip.//www.cancer.org), there will be over 1.5 million newly diagnosed
cancers in the United States in 2010. Approximately 60 percent of cancer patients are treated with radiation therapy
during the course of the disease. An estimate of the number of cancer patients treated annually using radiation
therapy is, therefore, about 900,000. Each patient will have a total of between 25 and 30 fractionated dose
procedures (between 22 million and 27 million individual procedures performed annually). Therapeutic radiation
procedures are also used for diseases other than cancers. However, statistics on these are not available.

2 All mammograms performed in the United States must be traceable to NIST standards. As of August 1, 2010,
nearly 39 million mammograms were being performed annually. See http://'www.fda. gov/cdrb/mammography/
scorecard-statistics. himl.

* http./fwww.bls.gov/news.release/empsit.114.him
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Fluid Dynamics: NIST maintains, improves, and disseminates the national measurement
standards for gas flow, liquid flow, air speed, pressure, temperature, and humidity. Such
measurements underlie process chemistry and manufacturing, equitable commerce in natural
gas and liquid fuels, wind turbine performance, aircraft altimeter accuracy, and atmospheric
monitoring.

Public Health and Safety: NIST expertise in radiation detection and measurement supports
critical needs of first responders, homeland security surveillance, medical sterility, and nuclear
energy. Optical measurement systems support needs in highway and aviation safety, missile
defense, and medical diagnosis. NIST aids the law-enforcement community with performance
standards for body ammor and bullet forensics.

Weights and Measures: NIST promotes uniformity in U.S. weights and measures laws,
regulations, and standards to achieve equity between buyers and sellers in the marketplace
nationwide and internationally. This enhances consumer confidence, enables U.S. businesses to
compete fairly at home and abroad, and strengthens the U.S. economy. NIST works with state
and local officials and business, industry, and consumer groups, to achieve these goals.

Examples of Accomplishments:

e Smart Grid Interoperability: NIST published the first roadmap to assess and guide the
development of Smart Grid interoperability standards, and worked aggressively to coordinate
the broad standards development community to prioritize and address key gaps. With NIST
guidance, the standards that emerge will work in unison to guide the development of
interoperable Smart Grid devices.

+ Time and Frequency: NIST built the world’s most precise atomic clock, which was based on a
single aluminum atom and more than twice as precise as any previous clock. It would neither
gain nor lose one second in 3.7 billion years. Ultra-precise timekeeping enables continued
improvements in GPS technology and fundamental scientific inquiry.

e Medical Imaging Technology: NIST developed improved measurement methods and
materials, including the first standard “phantom” to mimic the human body for the calibration
of magnetic resonance imaging (MRI) machines, and pioneering the use of quantum dots to
illuminate cell interiors. NIST advances are helping make medical imaging more accurate and
consistent, and giving doctors new tools to visualize the body’s internal structures, diagnose
diseases, plan medical treatment, and measure the efficacy of therapies.

¢ Quantum Information and Communication: NIST made practical advances in the nascent
field of quantum computing, demonstrating the first “universal” programmable quantum
processor, which could one day be coupled together to perform practical computations, and
the first quantum “dimmer switch,” which could eventually store and transport information in
future quantum computers. NIST also produced the world’s most efficient single photon
detector, which is able to count individual particles of light traveling through fiber optic cables
with roughly 99 percent efficiency—a tool needed to ensure the accuracy of quantum
computations and the integrity of secure quantum communications.
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Priority Objectives for FY 2012:

* Dimensional Metrology: In support of the National Nanotechnology Initiative, develop a new
class of fundamental, traceable nanoscale dimensional measurements for pitch, height, and
width for features smaller than 20 nm in dimension with uncertainties at the atomic scale in
direct support of nanoelectronics and nanotechnology manufacturing.

» Medical Imaging Technology: Develop a positron emission tomography — computed
tomography (PET-CT) imaging testbed and user facility to determine the sources of error
associated with medical imaging procedures and to measure the properties of potential
imaging standards, biomimetic phantoms, and novel imaging agents.

s Electronics Technology: Advance solar energy technology by developing measurement
methods that improve the understanding of the fundamental processes in which light
generates electrical current in next-generation solar cells. Establish a world-class electronics
reliability research center at NIST to ensure that next-generation and environmentally friendly
devices perform predictably and reliably.

* Neutron Imaging: Apply and further develop expertise in neutron imaging to provide real-time
diagnostics of lithium dynamics in next-generation lithium-ion batteries, being developed for
advanced vehicle technologies. This will provide the U.S. battery industry with means to
better engineer innovative technologies in support of a clean energy future.

e Optical Technology: Improve satellite and ground-based measurement methods for
determining CO, emissions. Help develop new field able techniques for atmospheric
monitoring using innovative laser spectroscopy, correlated with independent measurements
of CO, mass flow rate.

e Public Health and Safety: Further develop NIST’s state-of-the-art gamma ray spectrometer
for application in verifying nuclear non-proliferation. This ultra-precise technology can
distinguish between naturally occurring and weapons-related isotopes, quickly and non-
destructively during cargo inspections.

4. Material Measurement Laboratory (MML)

Program Description:

The MML serves as the national reference laboratory for measurements in the chemical, biological,
and material sciences through activities ranging from fundamental and applied research on the
composition, structure, and properties of industrial, biological, and environmental materials and
processes, to the development and dissemination of certified reference materials, critically evaluated
data, and other programs to enable assurance of measurement quality.

MML serves a very broad range of industry sectors ranging from transportation to biotechnology by
conducting research, and providing its output in the form of measurement services and measurement
quality assurance tools to address problems of national importance such as: greenhouse gas
measurements; renewable energy; the Nation's aging infrastructure; environmental quality, food
safety and nutrition; forensics and homeland security; healthcare measurements; and manufacturing
ranging from advanced materials to photovoltaics to biologic drugs.
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Specifically, MML conducts research in:

Analytical Chemistry to provide the measurement science for reference methods and
Standard Reference Materials to support traceabilty and comparability of chemical
measurements both within the U.S. and globally;

Biochemical Science to provide biochemically- and biologically- based measurement
methods, data, reference materials, and predictive models to advance innovation and support
the commercialization of biotechnology-based discoveries;

Ceramics to provide measurement science and provide measurement methods, reference
materials, Standard Reference Data, and software tools pertaining to the structure,
properties, and performance of advanced inorganic and hybrid materials and structures in
support of technology development by U.S. industry;

Chemical and Biochemical Reference Data to provide measurement science and
computational approaches for Reference Data, protocols, and databases to support the
identification of chemical and biochemical species and for the determination, estimation, and
prediction of chemical and physical properties and reactivities for mixtures and for species
such as small molecules, aerosols, proteins, nanoparticles and biomolecules to support
accurate identification of species and to support prediction of success for design and
commercialization of materials with desired characteristics;

Surface and Microanalysis Science to provide measurement science and development of
methods for provision of reference materials and reference data to support quantitative
chemical characterization and imaging at high spatial resolution, ranging from atomic to
macroscopic length scales, on systems and processes to support traceability of these
measurements nationally and internationally;

Materials Reliability to provide measurement methods, Standard Reference Materials and
data to enable the prediction of the reliability of materials, in applications ranging from bridges
to biology in support of assessing and improving the safety of physical infrastructures in the
US as well as the innovation, evaluation of the reliability (in varied environments), and
commercialization of a wide range of material components including biomaterials;

Metallurgy to provide the measurement methods, Standard References Materials, and
Reference Data for the measurement and prediction of performance and reliability of metallic
materials that support innovation and lowering of costs of metals producers and users by
enabling informed predictions of the performance, manufacturability, and long-term reliability
of materials;

Polymers for the measurement science to provide the measurement methods, reference
materials and data in support of the determination of the physical/chemicalfunctional
properties, and structure, and processing of polymers and complex fluids to advance the
manufacture and use of these “soft’ materials (polymers and complex fluids in industry);

Process Measurements to develop standards, reference data, models, and sensing
technologies to support the improvement and monitoring of industrial processes and for
addressing measurement problems for applications in biomanufacturing, health care, and
industrial processes;

Thermal Properties and Science to provide critically-evaluated thermophysical property data
on a wide range of gases, liquids, and solids (including mixtures and supercritical fluids) to
support the availability of critical reliable data for development, design, and manufacture of
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wide-ranging materials such as altemative/sustainable fuels, explosives, refrigerants,
cryocooler and power cycle fluids.

MML is also responsible for coordinating the NIST-wide Standard Reference Materials and Standard
Reference Data Programs. NIST SRMs, SRD and calibrations support U.S. industry through
traceability to NIST and to the International System of units, and are recognized as complylng with
the international measurement system, thus reducing the need for additional testing.

Example Activities (by Program Area):

Research and measurement service delivery focus on industry and government priorities, as
described below:

Advanced Electronics: MML develops nanoscale dimensional metrology, nanoscale
chemical and mechanical measurements, functional property measurements, reference
materials, reference data, and predictive models to support the manufacture of advanced
electronics, including next-generation semiconductor devices, magnetic materials and
devices for low-noise sensors and next generation computer logic, and flexible organic
electronic devices; as well as tests and standards to ensure the safe and reliable long-term
use of these products.

Advanced Materials: MML develops measurement science, standards, data, and
associated instrumentation and software tools to support the Nation's use of advanced
materials. New, advanced materials define the state of technology in manufactured products,
and MML works to provide tools for accurate measurement of the composition, structure, and
properties of advanced materials and structures that enable the efficient manufacture of
products ranging from nanoscale next-generation microelectronics to large scale energy
efficient automobiles. MML outputs enable low cost and reliable manufacture and use of
advanced materials—polymers, metals, and ceramics, and hybrids—at scales from atoms to
bridges.

BioPharmaceutical Manufacturing: The primary focus of MML's activities is the
development of the measurement science and standards to support manufacturing and
regulatory approval of biologic drugs. NIST has been asked by both FDA and the industry to
apply its unique combination of expertise in the physical, chemical, and the biological
measurement sciences to: more accurately assess the “sameness” of a biologic drug made
by different manufacturers and/or different manufacturing processes, improve efficacy and
safety, and improve efficiency and reliability in manufacturing processes for
biopharmaceuticals in general.

The Environment: MML develops and disseminates the standards that underpin national
efforts to assess and protect our soil, atmosphere, and marine and aquatic environments.
These include measurement methods, certified reference materials, reference data, and
measurement quality assurance programs that support environmental contaminant
measurement and/or monitoring programs, computational models, and technology to improve
the reliability and comparability of measurements and /or assessments of environmental
quality and climate; measurements and reference materials for assessing the safety, toxicity
and environmental impact of engineered nanomaterials; and an advanced specimen banking
program for safe-keeping of biotic materials to enable future retrospective analyses for
establishing time and spatial trends for contaminants in the environment and for health
research and monitoring.

Food Safety and Nutrition: MML develops and disseminates analytical methods and
reference materials that underpin measurements made in food and water — preventing
contaminated food and water from entering supply streams, improving the reliability of
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nutrition information provided on product labels, and allowing consumers to make well-
informed dietary choices.

Healthcare: MML develops the underpinning measurement science, reference methods,
certified reference materials, and reference data needed to increase the accuracy,
comparability, and efficacy of measurements used in medical diagnostics and advanced
therapeutics. For more than 25 years NIST has maintained standards for electrolytes, small
organic biomarkers (such as cholesterol, creatinine and glucose), non-peptide hormones,
drugs of abuse and toxic metals. NIST is now developing the measurement science base to
underpin the provision of critically needed methods and standards to support. measurement
of protein and nucleic acid health status markers in serum, urine, and tissue (clinical
genetics/genomics, viral detection, circulating protein markers); the development of next
generation diagnostics (personalized medicine); and the development of novel therapeutics
(cell-based regenerative medicine). MML also provides the underpinning measurement
science and standards to support the development of advanced dental materials, tissue
engineering scaffolds, nanoparticle-based therapies for cancer early detection and treatment,
the preservation of protein therapeutics, and to ensure the safety and reliability of implanted
medical devices.

Physical Infrastructure: MML develops measurement methods and standards, including
non-destructive evaluation techniques, for assessing the health of aging physical
infrastructure components, and for gauging its resilience to extreme environmental
conditions. These include reference materials and standards for assessing material strength
and hardness, standards for fuel pipeline safety, methods to assess the performance of
plastic pipes for water and gas, and methods to test and predict the heath of critical
connections and join-ends in bridges and buildings.

Renewable Energy: MML develops and disseminates measurement methods, reference
materials and data that support the development, manufacture and quality control of
renewable energy sources and devices including biofuels, next generation photovoltaics,
energy storage and heat-harvesting thermoelectric devices; and develops measurement
techniques that support the manufacture of energy-efficient vehicles from lightweight
materials.

Security, Safety, and Forensics: MML generates and disseminates measurements,
standards and data that support national security. These include advanced instrumentation
and reference materials that enable the accurate and reliable detection of chemical,

~ biological, radiological, nuclear and explosive threats; standards and reference materials that

support DNA-based human identity testing for forensics and blometncs and measurement
methods to ensure the reliability of soft body armor.

Selected Examples of Future Outputs by Program Area:

Advanced Electronics: In support of the U.S. semi-conductor and electronics industry and the
users of advanced electronic materials in a number of industries, MML will develop and
disseminate:

measurement methods, instruments and reference materials needed by the U.S.
semiconductor industry to produce the nanoscale structures, and to employ the novel
materials, inherent to the manufacture of next-generation microelectronic devices. These
include dimensional metrologies to ensure the quality of manufactured structures and films,
precise chemical imaging and depth profiling techniques to gauge the reliability of emerging
materials deposition and doping routes for manufacturing multi-layered devices and
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interconnects, and measurements and models to determine mechanical integrity, and to
predict the lifetime and reliability of device components;

measurement methods and instrumentation needed to accelerate the commercialization of
devices based on emerging electronic materials, including organic electronics and
semiconductor nanowires, by enabling industry to determine the source of materials
performance variations that hinder reliable manufacture of innovative products such as
flexible displays; and

measurement science underpinning ultrasensitive magnetic sensor technologies for
healthcare and military applications, and measurement techniques that support the
manufacture of reliable microelectromechanical systems by mapping strain and stress in
devices at the nanoscale.

Advanced materials: For effective innovation, manufacture, and use'of high priority advanced
materials in a range of industry sectors, MML will develop and disseminate:

measurement methods and instruments capable of determining the composition and
structure of materials with the unprecedented resolution and accuracy needed by industry to
advance the development and manufacture products including semiconductors, engineered
nanomaterials and catalysts. New tools include novel microscopy and spectroscopic
methods to image materials at the atomic and molecular scales, and the establishment of a
suite of NIST-developed synchrotron spectroscopy instrumentation at the world's premiere
synchrotron imaging user facility, NSLS-II (Brookhaven National Laboratory);

new methods and instrumentation for measuring the mechanical and thermal properties of
materials with nano-scale and finer spatial and energy resolution. These include the first
Sl-traceable platform for nanoindentation measurements (used ubiguitously by industry), and
next-generation nanocalorimetry for in-situ measurements of chemical reactions and
materials transformation processes at the nanoscale; and

new reference materials and data needed by industry to calibrate nanoscale measurements
and to gauge the properties and quality of nanomaterials and other advanced materials.
These include precision reference cantilevers for calibration of nanoscale friction
measurements, X-ray diffraction standard reference material for nanocrystallite size, ultrapure
reference materials needed to gauge the performance and potential NanoEHS risks of single
wall carbon nanotubes, and databases of critically evaluated crystal structure and phase
equilibrium data.

Biopharmaceutical Manufacturing: Improved measurement methods and technologieé along
with supporting standards will be developed to positively impact the biopharmaceutical
manufacturing industry and improve the ability of FDA to regulate “generic biologics”. MML will
develop: _

new methods and standards for protein aggregate measurements;

new in vitro methods and models for measurement of human immune system response;
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a Stable Isotope Protein Labeling User Facility to support high resolution protein structural
characterizations:

reference methods, data, and standards to support the characterization of glycan
components on biologic drugs; and

reference data (molecular signatures) for predicting the efficiency and efficacy of production
cell performance in the manufacture of biologic drugs.

The Environment: MML will develop and disseminate:

measurement methods, data, and reference materials to allow precise measurements of key
greenhouse gases, including carbon dioxide, methane, and reactive species;

Standard Reference Data for next generation of refrigeration fluids that are more
environmentally benign;

reference materials, data, and measurement methods to enable sound scientific assessment
of the state of aquatic and soil environments when impacted by contaminants attributed to
chemical releases from industrial activities, including hydrocarbons in marine environments,
heavy metals in soil;

measurement methods, reference materials, reference data, and documentary standards to
enable the assessment and management of risk to the environment of engineered
nanomaterials and products containing engineered nanomaterials, with a focus on industry-
relevant species, such as titanium dioxide and carbon nanotubes; and

measurement methods, data, and reference materials to allow precise measurements of the
optical properties of environmental aerosols for use in predicting atmospheric forcing.

Food Safety and Nutrition: In this area, reference measurement methods and reference
materials or data will be developed and disseminated for underpinning measurements made for
determining:

the isotopic ratio of 87Sr/86Sr in food to support the identification of counterfeit food products
or for customs investigations of food origin;

folate species, vitamin B12, vitamin B6, and vitamin D metabolites to support human nutrition
assessment studies being conducted by the CDC and NiH; and

Indicators of food spoilage in selected systems.

Healthcare: The measurement science base will be developed to expand the NIST healthcare
standards program to include reference methods, Standard Reference Materials, and/or
measurement quality assurance programs to support increased accuracy and comparability for:

blood protein health status marker detection (such as those used for detection of heart
attack, kidney function, and prostate cancer),
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genetics analysis to support therapy decisions (such as those used for colon and breast
tumor treatment decisions) and genetics-based diagnostics (such as those used for
detection of Huntington's Disease and Fragile X Syndrome);

viral load measurements (cytomegalovirus for immunocompromised patients);

DNA mutations and RNA expression measurements as biomarkers for early detection of
breast, colon, lung, and prostate cancer; and

systematic studies, quantitative imaging methods, and models for tracking and predicting
stem cell fate. _

Physical Infrastructure: MML will expand its measurement science base in a number of areas
critical to maintenance and assessment of our Nation's physical industry. MML will develop,
validate, and disseminate:

measurement techniques that will establish the safety of gusset plate connections in fracture-
critical bridges, and that support the establishment of standards for non-destructive bridge
condition assessments, in collaboration with the FHWA Tumner-Fairbank Research Center;

measurements and computational models of connections in bridges to predict their resilience
to extreme conditions like fire and impact, and detect hidden flaws due to corrosion; and

test methods and standards to qualify steels used in fuel pipelines, and measurements that
foster the repurposing of pipelines for alternative fuels like hydrogen; and develop
measurements {0 evaluate next generation plastic water pipelines used for household
delivery and nuclear plant cooling.

Renewable Energy: To keep abreast of current measurement needs of U.S. industry as they
design, manufacture, and deploy renewable energy resources, MML will develop and
disseminate:

measurement methods, documentary standards, and reference materials to accelerate the
commercialization of inexpensive solar devices that incorporate thin-film semiconductors,
3D and nanostructured materials, and organic photovoltaics. These include cutting-edge
methods and instrumentation needed by the budding U.S. solar industry to benchmark and
report material performance, to establish structure-processing relationships and design
principles for reliable manufacturing, and to determine failure mechanisms that threaten long-
term reliability;

measurement methods and reference materials to accelerate the industrial development of
energy harvesting and energy storage devices. These include instrumentation and reference
materials needed by the U.S. automotive industry to test the performance of thermoelectric
devices that recover waste-heat, and measurements that enable industry to establish
structure-property principles for the manufacture of reliable and high-energy density batteries
and fuel cells needed to store energy from often intermittent renewable energy sources; and

measurement methods, data, and reference materials that mitigate our Nation’s dependence

on petroleum fuels. These include the production of data and reference materials that enable
reliable manufacturing and quality control of biofuels and that foster international standards
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on biofuels properties; and instrumentation needed by industry to accurately assess the
performance of sorbent materials for carbon capture and sequestration.

Security, Safety, and Forensics: In this area, MML will develop and deploy:

¢ measurement methods, reference materials, and data to ensure that the Nation has reliable
and effective detection capabilities for Chemical, Biological, Explosive, and Nuclear threat
materials, including augmentation of the explosives property database;

o reference materials and methods of DNA profiling for consistent genetic typing within the
forensics community; and

¢ measurements and methods for evaluating the performance of next generation body armor
that incorporates materials for stab and puncture protection.

5. Engineering Laboratory (EL
Program Description:

The EL promotes the development and dissemination of advanced manufacturing and construction
technologies, guidelines, and services to the U.S. manufacturing and construction industries through
activities including measurement science research, performance metrics, tools and methodologies
for engineering applications, and critical technical contributions to standards and codes development.
The Laboratory camies out mission related activities in fire prevention and control, national
earthquake hazards reduction; national windstorm impact reduction; national construction safety
teams; building materials and structures; engineering and manufacturing materials, products,
processes, equipment, technical data, and standards; manufacturing enterprise integration;
collaborative manufacturing research pilot grants; and manufacturing fellowships. It also carries out
other mission related engineering research as may be necessary, including systems integration and
engineering, intelligent systems and control, robotics and automation, cyber-physical systems,
sustainability and energy efficiency, economic analysis and life cycle assessment, productivity
measurement, and safety and environmental perfformance. The Laboratory’s measurement science
research includes the development of performance metrics, measurement and testing methods,
predictive tools, protocols, technical data, and reference materials and artifacts; the conduct of
intercomparison studies and calibrations; the evaluation of technologies, systems, and practices; and
the development of the technical basis for standards, codes, and practices—in many instances via
testbeds, consortia, standards and codes development organizations, and/or other partnerships with
industry and academia. The Engineering Laboratory carries out its mission through high-leverage,
high-impact infrastructural measurement science research and services to promote
U.S. manufacturing and construction innovation and industry competitiveness; enhance productivity
and sustainability of manufacturing and construction activities; and improve building and fire safety.

o Measurement Science for Intelligent and Integrated Manufacturing: To develop performance
metrics, measurement methods, and standards that drive innovation in manufacturing robotics,
automation, and process equipment and control systems; and develop fundamental
measurements, standards, and tools to enable the transition from manufacturing practices based
on human experience towards scientific-based modeling, decision making, and production. This
goal enables manufacturers to meet market and societal demands for reduction in time to market
through shorter product development cycles and increased flexibility and speed of manufacturing,
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higher quality and better performance of customized products, increased productivity and
reduced costs, and improved safety and security.

Measurement Science for Sustainable Manufacturing: To define, develop, and enable an open
standards-based information infrastructure and content models for sustainable manufacturing;
develop standards for functional and material flow models of closed-loop supply chains; collect,
harmonize, and document metrics and best practices for sustainable manufacturing; and
disseminate critical sustainability information among suppliers, customers, and regulatory
agencies. This goal helps move manufacturing toward a future where it has a zero net impact
on the environment.

Measurement Science for Model-based Engineering Enterprise: To develop the measurement
science infrastructure required for transitioning the manufacturing industry to a model-based
engineering environment; develop three-dimensional product lifecycle models and manufacturing
process models; develop standards and methods for product manufacturing information; and
develop open standards infrastructure for lifecycle systems engineering that will permit
development, planning, integration, compatibility, teaming, control, and management across a
worldwide network of diverse processes and software applications covering production facilities,
supplier inventories, supply production scheduies, and shipment tracking information. This goal
enables manufacturing innovation and productivity growth through improved production and
supply chain efficiencies and responsiveness.

Measurement Science for Net-Zero Energy, High-Performance Buildings: To reduce building
energy-use through in-situ performance measurements, embedded intelligence in building
controls, emerging building energy technologies, and carbon footprint metrics and tools for
sustainability perfformance. This goal enables new and improved standards and codes to drive
industry best practices, accelerated commercialization of advanced technologies and, ultimately,
more efficient use of energy in—and reduced carbon footprint of—buildings.

Measurement Science for Advancing_Infrastructure Delivery: To fully integrate and automate
construction processes by enabling real-time sensing and control systems, automated access to
and integration of diverse information systems, multi-disciplinary collaboration through intelligent
and automated construction testbeds, and metrics and tools for quantifying construction
productivity at discrete and aggregate levels. This goal results in reduction of construction costs
and delivery times; increased capabilities to identify and implement productivity-improving
practices and technologies; reduced uncertainty, unpredictability and risk in construction
processes; and new construction processes and capabilities. ‘

Measurement Science for Sustainable Infrastructure Materials: To increase sustainability
through multi-scale models for predicting the life cycle performance of sustainable infrastructure
materials, including materials degradation, flammability, and nanoparticle release; chemical,
physical, and mechanical measurements of degradation (especially at nanoscale) that are
precursors of higher scale life cycle property changes; measurement and prediction of in-service
and post-service nanoparticle release rates; and sustainability metrics and models to qualify life-
cycle performance by integrating technical performance with economic and environmental
performance, including energy consumption. This goal leads to optimizing the service life of
building materials and systems; minimizing life cycle environmental, energy, and economic
impacts; and advances that exploit the unique properties of nanomaterials—and integrate waste
stream materials—to optimize life cycle performance.

Measurement Science for Innovative Fire Protection: To reduce the risk of fire spread in
buildings and in wildland-urban interface communities, ensure effective and safe use of
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emerging fire service technologies, and derive lessons from post-fire investigations. This
goal enables the development and/or use of innovative fire protection technologies; the
development of science-based tools to predict and reduce fire risks; the improvement of
standards, codes, and practices, especially their transformation from a prescriptive basis to
a performance basis; and the reduction of fire losses from preventable systemic causes.

¢ Measurement Science for Disaster-Resilient Structures and Communities: To enhance the
resilience of structures and communities to disasters (earthquakes, hurricanes and
windstorms, and structural fires) through tools to predict structural performance and estimate
losses at the community-scale in extreme events, tools for performance-based design of
new buildings and rehabilitation of existing buildings, and lessons derived from post-disaster
and failure investigations involving structures. This goal enables significantly enhanced
disaster resilience of the Nation’s communities and built environment through a reduction in
risk due to earthquakes, windstorms, and structural fires; science-based tools to enable
hazard mitigation and resource allocation decisions; improved standards and codes; better
design and construction practices; and a reduction in the operational impacts of disasters on
businesses and government.

Examples of Accomplishments:

¢ Intelligent and Integrated Manufacturing: Established first ever national standards committee, in
collaboration with industry, academia and other government agencies, to address the needs of
the emerging new manufacturing industry utilizing additive material processes for fabricating
complex parts layer by layer. Identified key performance metrics to characterize and improve
metal-based additive manufacturing processes. NIST's participation as experts in machine and
process characterization will enable speedy development of a much needed set of standards in
this area leading to rapid improvements in precision and productivity associated with this
technology.

o Sustainable Manufacturing: Developed a comprehensive analysis of existing standards and
directives related to sustainable manufacturing. This NIST-developed web accessible tool will
allow diverse stakeholders — software vendors, industry end users, industrial consortia,
academia, and govemment agencies — to understand and apply standards for products,
processes and services and to comply with applicable regulations.

» Model-Based Engineering Enterprise: Developed a new international standard, with industry
collaboration, for the exchange of product manufacturing information (PMI) including geometric
dimensioning and tolerancing. NIST’s leadership in this area produced a standard that
addresses critical industry priorities to exchange PMI data for design analysis, cost analysis,
production operations, and quality assurance. This new standard will give manufacturing
software developers the capability to directly import critical design data required to support
advanced manufacturing functions including numerical control machining and automated
inspection.

e Net-Zero Energy, High-Performance Buildings: Completed a multi-year intemational
collaborative research project on cost-effective commissioning of low-energy building systems
under the auspices of the International Energy Agency. The results established a technical basis
for measuring the effectiveness and persistence of energy benefits of commissioning and
developed new knowledge that can be incorporated into industry best practice standards and
guidelines.
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Advancing Infrastructure Delivery: Developed the standard practice ASTM E2681 on
Construction Job Productivity Measurement, covering task- and project-level metrics. This
standard provides the foundation for determining productivity of construction work processes,
discrete tasks and aggregate levels, and a framework for evaluating the benefits of promising
automation and integration technologies in construction.

Innovative Fire Protection: Completed an in-depth study on fire behavior and defensive actions
taken in a community during a wildiand-urban interface (WUI) fire to better understand and how
best to prevent or fight WUI fires. The study examined in detail the events during the
October 21-22, 2007 “Witch Fire” north of San Diego. The data collection tracked the fire’s
approach from the wildlands, the effects of the fire in the community, and defensive actions taken
by owners and first responders. The report documented the construction characteristics of the
destroyed homes and the wildiand and residential vegetation damage immediately after the fire,
and the study found that two-thirds of all the homes destroyed were ignited either directly or
indirectly by embers.

Disaster-Resilient Structures and Communities: Seventeen major and far-reaching building and
fire code changes were approved recently by the International Code Council (ICC) for the
2012 edition of the |-Codes based on recommendations from NIST's investigation of the
collapses of New York City's World Trade Center (WTC) towers and WTC 7 on Sept. 11, 2001.
The new code changes include important safety improvements to the existing requirements for
elevators in tall buildings used during an emergency by occupants evacuating and firefighters
entering, and provisions to ensure that emergency radio communications will effectively serve
emergency responders throughout their local communities. The newly adopted code changes
are the second set adopted in the past two years by the ICC based on recommendations from
the NIST WTC investigation. Twenty-three additional changes were approved and incorporated
into the 2009 edition of the |-Codes.

Priority Objectives for FY 2012:

Intelligent and Integrated Manufacturing. Develop standards-based software modules and
application program interfaces for integration of wireless sensor networks for use in monitoring
manufacturing processes and equipment in factory floor environments. NIST research will
enable cost effective monitoring, control, prognostics, and maintenance planning of next
generation agile manufacturing systems.

Sustainable Manufacturing: Develop advanced representations for incorporating information and
metrics about sustainability factors into product models and for use in product lifecycle
management tools and techniques. The NIST-developed tools and techniques will support the
development of new standards that include enhanced functionality such as design-for-recycling
and smart disassembly techniques enabling competitive manufacturing in global markets.

Model-Based Engineering Enterprise: Complete the development of a new draft intemmational
standard to support manufacturing enterprise data exchange in partnership with industry.
NIST research and standards activities will support critical industry priorities for seamless data
exchange for design, analysis, product support, and long term data archiving, thus enabling small
and medium size companies to benefit from the availability of low-cost software applications
made possible by open standards for manufacturing enterprise data exchange.

Net-Zero Energy, High-Performance Buildings: Develop a commissioning tool for residential and
light commercial air-conditioning and heat pump systems to guide the installer in setting proper
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refrigerant charge both in the cooling and heating modes as well as verify the overall health of the
system. Verifying proper installation will significantly reduce the estimated 95 percent of systems
that fail a health check and operate at less than 80 percent of their as-designed efficiency.

e Advancing Infrastructure Delivery: Develop a standard for classifying bridge elements and
improving construction process, covering highway, railroad, and pedestrian bridges, issued by
ASTM Intemational. This standard, when added to ASTM UNIFORMAT I, will provide a
consistent and searchable framework for recording construction, operating, and maintenance
costs. Using this standard for classifying costs on an elemental basis early in the design process
will contribute to substantial design, construction, and operational savings.

o Sustainable Infrastructure Materials: Complete, and introduce into the standardization process,
a draft standard on concrete rheometer calibration protocol, which makes use of a combination of
new NIST standard reference materials and computational models. This standard will give the
concrete industry the measurement science-based tools needed to optimize concrete mix design
for ease of placement and to make more wide-spread and effective use of new materials like
self-consolidating concrete.

e Innovative Fire Protection: Complete development of, and introduce into the consensus
standardization process, a test method for estimating the toxic potency of smoke from burning
building and fumishing products (chairs, electrical cables, etc.). Smoke inhalation kills more
people than burn injuries, and knowing how long it takes for a fire to become life-threatening
enables cost-effective design of building fire control systems and evacuation systems.

o Disaster-Resilient Structures and Communities: Publish guidelines, developed in collaboration
with industry, for vulnerability assessment of new and existing buildings for disproportionate
collapse potential. The wvulnerability assessment will identify building weaknesses and
recommend mitigation strategies to reduce such weaknesses, incorporating both rapid and
comprehensive evaluation procedures.

6. Information Technol Laboratory (ITL
Program Description:

The ITL develops and disseminates standards, measurements, and testing for interoperability,
security, usability, and reliability of information systems, including cybersecurity standards and
guidelines for Federal agencies and U.S. industry, supporting these and measurement science at
NIST through fundamental and applied research in computer science, mathematics and statistics.

ITL enables the future of the Nation’s measurement and standards infrastructure for information
technology by accelerating the development and deployment of information and communication
systems that are interoperable, secure, usable, and reliable; advancing measurement science
through innovations in mathematics, statistics, and computer science; and conducting research to
develop the measurements and standards infrastructure for emerging information technologies and
applications. We accomplish these goals through collaborative partnerships with our customers and
stakeholders in industry, government, academia, and consortia. Based on input from these
customers and stakeholders, we have focused our research and development agenda on several
broad program areas: cloud computing; complex systems; cyber and network security; enabling
scientific discovery; health information technology; identity management systems; information
discovery, use and sharing; pervasive information technologies; quantum information; trustworthy
information systems; virtual measurement systems and voting systems standards and research.
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Cioud Computing: Cloud computing is a model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources (e.g., networks, servers, storage,
applications, and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction. NIST’s role in cloud computing is to promote
the effective and secure use of the technology within goverment and industry by providing
technical guidance and promoting standards.

Measurement Science for Complex Information Systems: Complex Systems are composed of
large interrelated, interacting entities which taken together, exhibit a macroscopic behavior which
is not predictable by examination of the individual entities. The Complex Systems Program seeks
to understand the fundamental science of these systems and develop rigorous descriptions
(analytic, statistical, or semantic) that enable prediction and control of their behavior. Initially
focused on the Internet and Grid Computing, this Program will facilitate predictability and reliability
in these areas and other complex systems such as biotechnology, nanotechnology,
semiconductors, and complex engineering.

Cyber and Network Security: Cyber and network security is focused on ensuring three security
objectives of information technology systems: confidentiality, integrity, and availability. The Cyber
and Network Security Program addresses NIST’s statutory responsibilities in the domain and the
near- and long-term scientific issues in some of the building blocks of IT and network security -
cryptography, security testing and evaluation, access control, intemetworking services and
protocols (Domain Name System, Border Gateway Protocol, IPv6, Wi-Max, etc.), security
metrics, vulnerability analysis, security automation, and security properties. These efforts will
provide a more scientific foundation for cybersecurity, while maintaining a focus on near-term
security issues in emerging technologies.

Enabling Scientific Discovery: Modern scientific research has become more and more dependent
on mathematical, statistical, and computational tools for enabling discovery. The Enabling
Scientific Discovery Program promotes the use of these tools to dramatically advance our ability
to predict the behavior of a broad range of complex scientific and engineering systems and
enhance our ability to explore fundamental scientific processes. This Program focuses on
interdisciplinary scientific projects that involve novel computational statistics and the development
of simulation methods and software. These efforts will have a foundational impact on scientific
discovery throughout U.S. industry, govemment, and academia.

Health Information Technology: NIST's laboratories are contributing to the healthcare industry by
providing its standards, measurement science and testing expertise. NIST collaborates with
major standards development organizations, professional societies and the public sector in
fostering secure, interoperable, usable, standards-based solutions for the exchange of health
information. NIST focuses on advancing healthcare information standards that are complete and
testable and by providing the necessary conformance tests, interoperability tools and techniques
where appropriate. These activities, when integrated into standards, software and certification
processes, raise the quality of the clinical outcomes, lower cost of health IT implementation, and
foster adoption of healthcare systems.

Identity Management Systems: Identity management systems are responsible for the creation,
use, and termination of electronic identities which are routinely used to access logical and
physical resources, and have become a ubiquitous part of our national infrastructure. The Identity
Management Systems Program is pursuing the development of common models and metrics for
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identity management, critical standards, and interoperability of electronic identities. These efforts
will improve the quality, usability, and consistency of identity management systems while
protecting privacy.

Information Discovery, Use, and Sharing: Society is awash in data — our ability to amass data has
outpaced our ability to use it. Extracting knowledge, information, and relationships from this data
is one of the greatest challenges faced by the scientists in the twenty-first century. The data can
be as diverse as biological research data, medical images, automated newswire, speech, or
video. The Information Discovery, Use, and Sharing Program fosters innovation throughout the
information life cycle by developing the measurement infrastructure to enhance knowledge
discovery, information exchange, and information usability. The Program enables novel
computational approaches to data collection and analysis to be combined with improved
interoperability techniques to effectively extract needed information from the wealth of available
data.

Pervasive Information Technologies: Pervasive information technology is the trend towards
increasingly ubiquitous connected computing sensors, devices, and networks that monitor and
respond transparently to human needs. The Pervasive Information Technologies Program
facilitates the creation of standards for sensor communication, networking interoperability, and
sensor information security. The Program enables the use of pervasive information technologies
to enhance personal and professional productivity and quality of life.

Quantum Information Program: Quantum science and engineering has the potential to
revolutionize 21st century technology in much the same way that lasers, electronics, and
computing did in the 20th century. The aim of the ITL Quantum Information Program is to
understand the potential for quantum-based technology to transform computing and
communications, and to develop the measurement and standards infrastructure necessary to
exploit this potential. The principal goals of the ITL Quantum Information Program are:

o To understand the potential (both opportunities and risks) for quantum information to
revolutionize information science.

o To develop theory, methods, architectures and algorithms to enable engineering and testing
of quantum computing components and systems.

o To demonstrate and test communication components, systems and protocols for the
quantum era.

Trustworthy Information Systems: A trustworthy system is one that performs as intended for a
specific purpose, when needed, with operational resiliency and without unwanted side effects,
behaviors, or exploitable vulnerabilities. The Trustworthy Information Systems (TIS) Program
conducts research, development, and testing to improve the ability to model, build, test, measure,
and assess information system trustworthiness through the development and application of new
and innovative technologies, models, measurement methods, and tools. The aim of the TIS
program is to reduce the risk and uncertainty associated with information systems that must be
trusted, and to improve the ability to build in and evaluate trustworthiness in information
applications and systems.

Virtual Measurement Systems: A virtual measurement is a quantitative result and its uncertainty,
obtained primarily by a nontrivial computer simulation or computer-assisted measurements.
Examples of virtual measurements include computational models of physical systems and
visualizations of the results. The Virtual Measurement Systems Program introduces metrology
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constructs - standard references, uncertainty characterization and propagation, and traceability -
into scientific computation and computer-assisted measurement technologies. As with physical
measurement systems, development of a virtual metrology infrastructure will result in predictive
computing with quantified reliability. In turn, this will enable improved decision making contingent
on virtual measurement systems.

Voting Systems Standards and Research: The 2002 Help America Vote Act has given NIST a
key role in helping to realize nationwide improvements in voting systems. To assist the Election
Assistance Commission with the development of voluntary voting system guidelines, HAVA
established the Technical Guidelines Development Committee (TGDC) and directs NIST to chair
the TGDC. NIST research activities include:

o security of computers, computer networks, and computer data storage used in voting
systems;

o methods to detect and prevent fraud;

o protection of voter privacy; and

o the role of human factors in the design and application of voting systems, including assistive
technologies for individuals with disabilities (including blindness) and varying levels of literacy.

Examples of Accomplishments:

Cloud Computing: NIST developed recommendations for securely configuring and using full
virtualization technologies, which, by means of software, duplicate a computer's operating system
and its applications on other machines. Because it helps maximize the use and flexibility of
computing resources—multiple operating systems can run simultaneously on the same
hardware—full virtualization is considered a key technology for cloud computing, but it introduces
new issues for IT security. For cloud computing systems in particular, full virtualization can
increase operational efficiency because it can optimize computer workloads and adjust the
number of servers in use to match demand, thereby conserving energy and information
technology resources.

Measurement Science for Complex Information Systems: NIST investigated and evaluated
modeling and analysis methods that can be applied to predict and understand macroscopic
behavior and variations in user experience that may arise as engineers introduce changes in
software components into a large information network, such as the Internet. Currently, system
designers lack techniques to predict global behaviors that may arise in the intemet as a result of
interactions among existing and altered software components. Hardware faults and unexpected
usage patterns may also occur within the Intemet. The ITL study aims to improve existing
knowledge about a range of methods and tools that could be applied to understand and predict
behavior in complex information systems.

Cyber and Network Security: NIST completed a major initiative to enhance the stability and
security of the Internet, in collaboration with the National Telecommunications and Information
Administration. The completion marks full deployment of a security technology—Domain Name
System Security Extensions (DNSSEC)—at the Intemet’s authoritative root zone. The Domain
Name System (DNS) is akin to a global address book for the Internet. The authoritative root zone
of the DNS is at the top level with links to addresses in lower-level books for individual countries
(e.g., .us) and affinity groups (e.g., .edu). DNS data authenticity is essential to Internet use. For
example, it helps to ensure that Intemet users are not unknowingly redirected to bogus and
malicious websites and will help protect Intemet users against phishing and other types of cyber
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attacks. The DNS was not designed with strong security mechanisms. Technological advances
have made it easier to exploit vulnerabilities in the DNS protocol, putting DNS data at risk.
Deploying DNSSEC, which is a suite of Intemet Engineering Task Force specifications for
securing information provided by the DNS, mitigates these vulnerabilities. A main benefit of
installing DNSSEC at the root zone is to facilitate greater DNSSEC deployment throughout the
rest of the global DNS hierarchy.

Enabling Scientific Discovery: NIST developed a novel computational statistics technique for
specialized measurements of the effect of mechanical strain on superconductor properties, which
is critical for applications in magnetics, power transmission, and electronics.

Health Information Technology: NIST developed test tools and test procedures will be used by
the Authorized Testing and Certification Bodies in testing complete Electronic Health Record
(EHR) systems and/or EHR modules to ensure compliance with the meaningful use technical
requirements and standards defined by the Office of the National Coordinator for Health
Information Technology.

Identity Management Systems: NIST established the Iris Exchange IREX program as a NIST-
industry collaboration to encourage development of iris recognition algorithms operating on
images conforming to the new ISO-IEC 19794-6 standard. NIST completed the first Iris
Exchange project, IREX |, providing quantitative support to the new ISO-IEC 19794-6 standard
by conducting the largest independently administered test of iris recognition technology to date.
The test attracted 19 recognition technologies from ten different providers. The international
standard, now under revision, defined three competing image formats and three compression
methods: the IREX [ test narrowed the field by determining which ones performed consistently at
a high level. The IREX | tests also looked at technical factors affecting users. These include
speed-accuracy tradeoffs, threshold calibration, storage requirements, image quality assessment,
and the effects of iris size, eyelid occlusion and pupil dilation. The test result shows that forensic
applications, where image quality is sometimes degraded, can benefit from slower but more
powerful algorithms.

Information Discovery, Use, and Sharing: NIST has developed a novel computational framework
for quantifying and correlating geometric features within vascular smooth muscle cells.
Innovative methods to segment cells beyond typical thresholding techniques were developed to
identify clinically-relevant regions of interest. Geometric features are extracted within these
regions to quantify the size, orientation, and distribution of fibers within protein channels.
Methods to cormrelate features between protein channels were also developed. Applications of
such a tool include automated methods for cell biologists to measure cell response and
proliferation, leading to a greater understanding of complex biological systems. Our subcellular
feature extraction work will play a role in understanding how mechanical forces regulate
biochemical events within living cells and will lead to a better understanding of important
biomedical issues such as blood vessel development, muscle contraction, and tumor formation.

Pervasive Information Technologies: NIST developed a Statistical Path Loss Model for medical
implant communication channels to characterize radio frequency (RF) path loss from wireless
medical implants. The model was obtained using data from extensive computational simulations
of four near surface and two deep tissue implants in a typical male human body. The team
developed a novel quantitative visualization capability, running on platforms from desktops to
immersive visualization environments, to perform 3D simulation, analysis and post-processing of
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the results. The path loss models obtained in this study have been adopted by the standards
committee IEEE 802.15 Task Group 6 on body area networks.

Quantum Information Program: Like classical computers, quantum computers must have a small
set of basic instructions upon which all its complex computations are built. NIST researchers
have shown that a certain class of highly desirable quantum operations cannot solely be relied
upon for the practical implementation of quantum computers. In particular, it was proved that
transversal encoded gate sets, which are ideal for error management, cannot be universal. This
setties a long-standing conjecture in the theory of quantum computing which has important
practical implications.

Trustworthy Information Systems: NIST completed the first Static Analysis Tool Exposition
(SATE), in collaboration with static analyzer equipment vendors, to improve the performance of
these tools. Static analyzers try to find weaknesses in other programs that could be triggered
accidentally or exploited by hackers. The number and subtlety of attacks from hackers on
software is increasing. Because it is impossible to anticipate every combination of inputs a given
piece of software might receive, static analyzers attempt to use mathematical and logical tools to
rigorously predict the behavior of the program and examine it for weaknesses based on its code
or set of instructions. The results of SATE help toolmakers assess and improve their products’
ability to find security defects in other software.

Virtual Measurement Systems: NIST Computational scientists, in collaboration with Indiana
University, have achieved record levels of accuracy in the development of computational
methods for the virtual measurement of fundamental properties of the three electron atom lithium
(Li). Their recent results for the nonrelativistic energies for four excited states of the lithium atom
represent the highest level of accuracy ever reached (less than 10-9 hartree) in atomic quantum
computations with more than two electrons.

Voting Systems Standards and Research: NIST is developing a set of key research findings
related to Uniformed and Overseas Citizens Absentee Voting Act (UOCAVA) research:
Information Systems Security Best Practices for UOCAVA-Supporting Systems; Security Best
Practices for the Electronic Transmission of UOCAVA Election Materials and Accessibility and
Usability Considerations for Remote Electronic UOCAVA Voting.

Priority Objectives for FY 2012:

Cloud Computing: Develop Federal guidance to support the effective adoption of Cloud
Computing, facilitate the development of Cloud Computing standards, particularly to address
security, interoperability, and portability requirements, and model and analyze Complex
Behaviors in the Cloud Computing environment.

Measurement Science for Complex Information Systems: Develop and validate a cloud
computing simulation model for Infrastructure as a Service (laaS), conduct a sensitivity analysis
to identify significant model parameters, design and conduct experiments to assess the influence
of selected resource allocation algorithms on model behavior.

Cyber and Network Security: Develop information security standards, measurements, and tools
for systems and networks. Extend the reach of strong cybersecurity mechanisms to emerging
lightweight platforms. Produce guidelines and automated tools needed to promote adoption of
interoperable, secure technologies and infrastructures on a national level. ITL's primary
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Cybersecurity research and standards development focus will be responsive to the President's
Smart Grid, Healthcare IT, voting mandates, citizen facing authentication, cloud computing,
national cybersecurity priorities and Executive initiatives. These activities will also support
innovative classes of networked devices by establishing new foundational security mechanisms
necessary to establish end-user trust.

Enabling Scientific Discovery: Develop a suite of tools, techniques and numerical schemes for
the advancement of standards and measurements research work at NIST: sophisticated
simulation and modeling techniques for physical systems and novel statistical techniques for
analysis, calibration and performance improvement. Enhance our scientific understanding of
those issues that play a role in standards and measurement. Design, test and implement
numerical algorithms for design and control of physical systems.

Health Information Technology: Advance the interoperability, security, usability and adoption of
health IT by collaborating with stakeholders to develop health information standards and
technologies that are complete and testable and by providing the necessary conformance tests
and tools. Accelerate development of key standards, measurements and technologies for
emerging health IT priorities: clinical decision support; medical records discovery and sharing;
retrieval and analysis of free-text healthcare data; integrated clinical environment and medical
device interoperability; image quality; long-term preservation and management of electronic
health records; and, wireless medical wearable sensors.

Identity Management Systems: Facilitate implementation of the National Strategy for Trusted
Identities in Cyberspace. Accelerate the development and adoption (by individuals and industry)
of secure, efficient, easy-to-use, and interoperable identity solutions to access online services in a
manner that promotes confidence, privacy, choice, and innovation. Build a focused strategy to
support the development of international standards. NIST's primary focus will be toward
providing the research and standards development needed for development of an online
environment where individuals and organizations can complete online transactions with
confidence, trusting the identities of each other and the identities within the infrastructure.

Information Discovery, Use, and Sharing: Accelerate research, discovery, and innovation in
critical national priorities such as the biosciences, manufacturing, and the intelligent use and
sharing of multimodal information by addressing standards and measurement science issues that
result from the automated and integrated analysis of large data sets. Develop measurement
methods and tools to improve the state-of-the art and reliably quantify uncertainty in
computational algorithms and information models for the automated discovery, access,
manipulation, analysis, exchange, and archival of digital information. NIST research will result in
reliable and robust products and systems for information discovery, use and sharing, impacting
both national and commercial sectors.

Pervasive Information Technologies: Develop measurement science, testing methodologies,
modeling and performance evaluations of innovative access technologies focusing on body area
networks (implant communications, body surface communication, interference analysis and
co-existence, energy harvesting), interoperability of medical devices and smart autonomous
sensors and environments.

Quantum Information Program: Develop novel theoretical techniques to assess the true nature
of the improvement in processing power obtainable through the use of quantum resources. Apply
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to the assessment of algorithms which may provide the basis for future quantum-resistant public
key cryptography.

e Trustworthy Information Systems: Develop improved security and correctness measurement
methods for software, including reference software for both static and dynamic measures and
mathematically sound analysis measurement techniques for a few classes of weaknesses.
Analyze the use of combinatorial methods for testing software in aerospace, smart phone, and
other applications, in collaboration with CRADA and other research partners. This work includes
analyzing effectiveness of test prioritization methods and access control policy testing. NIST will
work with other government agencies, academia, and industry to transfer the use of these
measurements into national infrastructure, commercial, and Federal government sectors.

¢ Vitual Measurement Systems: Research and develop metrology constructs — standard
reference computations, uncertainty quantification, and traceability - into scientific computation
and computer-assisted measurement technologies. This measurement infrastructure will result
in predictive computing with quantified reliability. In turn, this will enable risk-informed decision-
making for problems in which the results of computational models provide critical inputs.

o Voting Systems Standards and Research: Accelerate the development and adoption of
advanced voting technologies through research and development of standards and test methods
in security, reliability, usability, accessibility, and privacy of voting systems. Develop high-level
guidelines, a risk management framework, and a common data format in support of voting
standards for remote oversees and military voting. Develop methods for achieving auditability of
voting systems that support both security and accessibility requirements. This will result in more
trustworthy voting systems for Federal, state, and local elections in the U.S.

7. Strategic and Emerging Research Initiative (SERI)

Program Description:

The Strategic and Emerging Research Initiatives (SERI) program provides the NIST Director with the
programmatic flexibility to seed the development of new competencies that contribute effectively to
future national needs and goals by investing in high-risk, high-payoff research to enable innovation.
SERI supports the Department of Commerce and NIST's mission of promoting U.S. innovation and
industrial competitiveness by advancing measurement science, standards, and technology that drive
technological change.

The primary activities being conducted with the program’s base resources are the development of
new competencies necessary to develop and maintain knowledge related to measurement
techniques to solve problems in selected national need areas. The SERI program gives NIST the
flexibility to respond quickly to developing capabilities to solve new measurement problems for
emerging national needs. Examples of recent national need areas that had related measurement
and standards competencies addressed through SERI include Smart Grid, physical infrastructure,
advanced manufacturing, and reduction of greenhouse gas emissions. SER! allows NIST to develop
these measurement and standards competencies more quickly, which enables emerging problems to
be addressed much more efficiently and effectively, leading to even greater economic benefits.
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Current Objectives and Examples of Accomplishments:

Greenhouse Gas Measurements

SERI funding is being utilized to support cross NIST efforts to develop and validate novel
methodologies and procedures for remote measurement of greenhouse gas emissions. Specifically
SERI funds have accomplished the following:

Dense Networks - In collaboration with leading universities, NIST initiated a feasibility
study of the performance of spatially-dense, surface observing networks for the
greenhouse gases, carbon dioxide and methane, and the anthropogenic tracer, carbon
monoxide, as a potential measurement methodology capable of identification and
quantification of emission sources and sinks as a first step toward validation of
greenhouse gas inventories locally and regionally.

Microwave Standards — NIST scientist have recently completed the world’s first free-field
microwave brightness-temperature (Ts) measurements, with full measurement
uncertainty analysis, on commercial microwave black-body calibration targets that are
traceable to the International System of Units, and have demonstrated improved black-
body target free-field reflectivity measurements on three candidate targets. These
accomplishments are important steps towards realizing a full microwave emissivity
measurement capability, essential to NIST's efforts to develop a full, Si-traceable Ty
standard that will fill an important gap in microwave remote sensing instrument
performance evaluation for use by both the airborne and satellite observing
communities. ‘

Frequency Combs - IR Spectroscopic Source Development — Demonstrated an
advanced dual frequency-comb spectrometer capable of simultaneously detecting the
greenhouse gases carbon dioxide, methane, water vapor, associated atmospheric tracer
gases, e.g., carbon monoxide, and many hydrocarbon pollutant gases. In addition
significant advances toward combining dual frequency-comb spectroscopy with
conventional laser spectroscopy as a basis for future measurement approaches useful
for development of high accuracy spectral reference data have been made.

Methamphetamine Decontamination and Remediation Efforts

SERI funding was used to support NIST efforts to develop the measurements and standards
necessary to support EPA'’s efforts to remediate homes and structures that were contaminated by
illicit methamphetamine laboratories.

Major Accomplishments

Evaluate current guidance on remediation from EPA, AIHA (American Industrial Hygiene
Association) and selected states from perspectives of building science and indoor air quality,
and recommend modifications to enhance current approaches to assessment and
remediation.

Determine key characteristics of buildings (i.e., building type, size and HVAC/entilation
system) being used as meth labs to support building assessment and remediation activities.
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Develop a building model using multizone airflow and contaminant transport simulation that
can be used to analyze cooking and smoking source impacts on building contamination.

Develop and critically evaluate NIST reference methamphetamine sampling and detection
methodology.

Evaluate sensitivity and specificity of selected colorimetric and immunoassay-based field test
kits for methamphetamine.

Screen existing household dust SRMs for the methamphetamine content and assign
reference values. Such SRMs could serve as interim “accuracy control materials® for
methamphetamine detection methods/instrumentation for the household environment.

Evaluate current reliability and comparability of swipe analysis for methamphetamine by
commercial testing laboratories by submitting swipes with known amounts of
methamphetamine deposited.

Biomanufacturing

SERI Funding is being utilized to jump start NIST's ability to address inefficiencies and stimulate
innovation in healthcare by addressing challenges associated with the development and manufacture
of biologic drugs. To date SERI funding has been utilized to accomplish the following:

Procured two types of instruments commonly used by the biopharmaceutical industry for
characterizing protein particulates and developed competence in these measurements.

Procured state-of-the-art ion trap mass spectrometer, developed liquid chromatographic and
mass spectral expertise and new methodologies for characterizing glycosylation of
therapeutic proteins, a post-transiational modification found in ~3/4 of all protein products and
a critical quality attribute that affects both product safety and efficacy.

Completed procurement of an ARRA funded, ultra-high field 900 MHz Nuclear Magnetic
Resonances (NMR) spectrometer. This NMR will be used to develop measurements and
standards to support quantitative analysis of protein structure, function and post-translational
modification that will support commercial development of protein biologics.

Procured a SERI funded, state-of-the-art medium pressure chromatography system that will
be used in conjunction with protein expression equipment/systems, rapid dialysis, and other
purification equipment to increase the speed, reproducibly, and quality of in house protein
(biologics) purification. This system is part of instrumentation being procured and two FTE
positions being filled to establish a protein production and isotope labeling facility that will
form a core capability to further development of standardized NMR and Neutron methods for
analysis of protein (biologics) 3D structure.

Procured a SER! funded, state-of-the-art temperature controlled Agua spec infrared
spectroscopy transmission cell, cell accessories, rapid scan capabilites and controlling
software to upgrade our Bruker Optics Vertex 80 Fourier transform infrared spectrometer to
measure and compare protein 2D and 3D structure using standardized methods to support
biomanufacturing.
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e Consulted with industry, FDA, other standards organizations, and biomedical community
regarding the need for higher-order (3D) protein structure methods and standards to support
protein biologics development and biomanufacturing.

o Established a simple phosphorus (31P) NMR based method for the detection of trace host
cell protein enzyme contaminants in biologic samples that is based on the detection of
dephosphorylation activity. This method has been used to detect and tentatively identify
trace host cell protein contaminants in human protein biologic samples produced in
transgenic plants.

o Collected and began culture and expansion of three cell lines from different biomanufacturers
lines that represent different protein expression capabilities in order to characterize the
performance of the lines and better understand the mechanisms that lead to more productive
biomanufacturing processes.

Advanced Manufacturing

SERI funding is supporting expanded NIST work in the area of advanced manufacturing and robotics
specifically targeting new work directed at developing the measurement tools to support the
development of and validate robot safety standards and protocols. Specific efforts include:

¢ Develop infrastructure for evaluating advanced human/robot safety concepts via real/virtual
testbeds. NIST will continue tests of safety sensors that detect and track humans, leading to
development of test methods and characterization procedures for these sensing systems, as
well as for the corresponding planning/replanning software onboard the robots. This will
involve modeling and animating all components in the test bed, including the robot, vehicle,
conveyors, sensors, and especially the safety system. Human avatars will also be included.
The virtual sensors will be able to trigger events in the real world, and vice versa. This will
provide a safe way of exploring human-robot interaction and will also provide a platform for
developing communications protocols and interoperability requirements for sensors,
manipulators, and safety components.

e Continue interactions on robot safety and human-robot collaboration with RIA and USCAR
and expand interactions with industry. Develop a draft technical specification document
(attachment to the ISO 10218-2 Standard) for Speed and Position Monitoring to support
human robot interaction.

Nano-EHS

FY 2010 SERI funds were used to develop measurement tools relevant to the three most widely
used ENMs in consumer and biomedical products—titanium dioxide and silver nanoparticles, and
single-wall carbon nanotubes (SWCNT). Work focused on the development of methods to measure
the structure (atomic to nanometer length scales) and chemistry (concentration and elemental
composition) of ENMs. Specific accomplishments include:

e Release of titanium dioxide nanoparticle reference material and related measurement and
dispersion protocols;
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¢ Release of the first SWCNT reference maternials, including raw soot, length-sorted
populations, and “bucky paper,” and development of two ISO technical specifications on
SWCNT spectroscopy measurements;

» [dentification of the parameters determining the stability of silver and gold nanoparticles in
biological and environmental media;

e Development and demonstration of a technique to map structural and chemical changes in
ENMSs at atomic resolution using an ultra-high resolution electron microscope; and

» |dentification of the effect of various processes, such as bio-accumulation and bio-adsorption,
on the leaching of silver from consumer products in various environmental media.

Physical Infrastructure

SERI funding is supporting NIST efforts to accelerate work directed at assessing the condition of
aging physical infrastructure and guide cost-effective strategies for its maintenance, repair, and
replacement.  Specifically NIST is developing advanced sensor technologies for high-resolution
strain sensing, including microscale and full-field macroscale approaches that can be integrated with
minimal impact into existing structures for realHtime inspection and monitoring. These sensors,
combined with NIST reference artifacts and calibration services, will provide a gold standard by which
other inspection methodologies will be cross-compared. We envision a future user facility in which
sensor manufacturers can perform calibration and validation testing of their products, increasing the
portfolio of inspection tools available to the structural community.

8. Innovations in Measurement Science (IMS)

Program Description:

The Innovations in Measurement Science (IMS) Program provides funds to explore high-risk,
leading-edge research concepts that anticipate future measurement and standards needs of industry
and science. These funds are a principal mechanism for initiating the new programs and research
directions necessary for NIST to keep pace with and respond quickly to the increasingly complex
nature, and the shorter time frame, of technology development.

Since its inception in 1979, the IMS Program has: 1) funded over 100 research projects that have
evolved into core activities within the NIST Laboratories, 2) formed the cutting edge of NIST's
research programs, and 3) attracted some of the Nation's top scientific talent to NIST. Three NIST
Nobel Prize winners in Physics (Dr. William Phillips, 1997, Dr. Eric Comell, 2001, and Dr. Jan
Hall, 2005) each conducted projects that were funded by the IMS Program. Other program
achievements include the development of a cold-neutron small-angle scattering facility, a bold
concept that ultimately led to the NIST Center for Neutron Research (NCNR), now a premier
research program that aftracts more than 2,000 affiiated researchers annually from industry,
government, and academia.

One cumrent research effort funded through the IMS program is addressing fundamental problems
with the essential links between electrical and mechanical units from the International System of
Units (SI). The calculable capacitor, a device that realizes the capacitance unit (farad) from the meter,
was originally created 40 years ago after many years of research and has been used ever since.
With the availability of new technologies, such as modemn lasers and digital electronics, it is now
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possible to build the next generation of calculable capacitors with improved reliability, accessibility,
and accuracy. In this project, NIST will use femtosecond laser frequency comb technology to create a
new calculable capacitor that would, for the first time, realize an Sl electrical unit based directly on an
atomic clock. NIST's goal is for its new calculable capacitor to have measurement uncertainties
roughly a factor of two lower than those of other calculable capacitors currently being developed
around the world.

9. Postdoctoral Research Associateship Program

Program Description:

NIST supports a nationally competitive Postdoctoral Research Associateship Program. The
NIST postdoctoral program recruits outstanding research scientists and engineers to work on
NIST research projects, strengthens communications with university research, and provides a
valuable mechanism for the transfer of research results from NIST to the scientific and
engineering communities.

The NIST postdoctoral program is an important part of NIST’s efforts to support industry through
advancing measurement, standards, and technology, and represents a highly cost-effective
means of technology transfer to and from NIST of the latest measurement sciences and
technology. Incoming associates bring the most recent advances in university research to
NIST, while actively contributing to NIST projects. The program increases technology transfer
from NIST to industry, academia, and other government agencies, contributing to the
employment pool of highly-qualified scientists and engineers for these sectors. NIST’s mission
to support U.S. industry with measurements, standards and technology depends on a constant
infusion of new ideas and expertise to address the rapidly advancing needs of a technology-
driven economy. Skilled and motivated people are the most effective source of technology and
knowledge transfer. The highly competitive NIST postdoctoral program ensures a continuing
infusion of postdoctoral associates who bring to NIST the benefits of the latest academic
research.

Examples of Accomplishments:
NIST postdoctoral associates carry out state-of-the-art research, which supports industry
through advancing measurements, standards, and technology throughout the core programs of
NIST. Each of the projects advances measurement and standards research areas in some
way, but a few examples of areas of research by recent postdoctoral associates include such
projects as:

¢ Development of high resolution transfer measurements for computational fire models;

e Investigating high-temperature oxidation chemistry of hydrocarbon fuels;

¢ Investigations of trace detection of explosives;

o Developing magnetic nanoparticles for tumor MRI contrast enhancement;

¢ Development of a system for automated ballistics measurement systems,

o High-frequency characterization of novel thin-film materials; and

NIST - 95



¢ Investigation of the use of light-atom coupling in a Bose-Einstein condensate of charge-
neutral atoms.

Priority Objectives for FY 2012:

The priority objectives for FY 2012 for the NIST postdoctoral program are to continue to recruit
the best applicants for the program and to make best use of the available resources to bring on
as many highly-qualified postdoctoral associates as possible. NIST scientists and engineers,
acting as mentors/advisers for the program, are constantly refining and proposing new research
areas in which to interest applicants. The program is a very flexible and responsive way to focus
new NIST activities to address critical national priorities including those in energy, environment,
information technology security, and physical infrastructure. Across all NIST laboratories, the
program strongly supports the goals of the NIST Three Year Programmatic Plan. The
postdoctoral program addresses NIST priorities to meet critical national needs, strengthening
and focusing NIST’s laboratories and research to ensure U.S. leadership in measurement
science and standards in these areas.
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PROGRAM CHANGES FOR FY 2012:

1. Ensuring a Secure and Robust Cyber Infrastructure (Base Funding: $28.9 million;
Program Change: 67 FTE and + 43.442 million).

NIST requests an increase of $43.442 million and 67 FTE for a total of $ 72.342 million to improve
the security and interoperability of our Nation's cyberspace infrastructure.

Proposed Actions: Advances in Cyberspace Infrastructure and Assurance ($43.442 million)

America relies on our digital infrastructure daily, and protecting this strategic asset is a national
priority. The Administration is committed to advancing both the security of our informational
infrastructure and the cutting-edge research and development necessary to meet the digital
challenges of our time. NIST has a leading role in the Department of Commerce’s cybersecurity
and privacy initiatives, which contribute to the potential for ecommerce to foster innovation,
bolster U.S. industrial competitiveness, and enhance our economic prosperity and security.
NIST's efforts in this area support the recommendations of the Administration’s Cyberspace
Policy Review, as well as the Department’s broad mandate of creating an environment that
fosters business growth. Specifically, identity fraud and lack of consumer confidence in the
security of business transactions in cyberspace could become a barrier to entrepreneurship,
growth of innovation and development of high-growth businesses.

The request continues and expands existing efforts to improve the cybersecurity assurance posture
of current and future information technologies and increase the trustworthiness of IT components
such as claimed identities, data, hardware, and software for networks and devices. The current
funding for cybersecurity research is insufficient to achieve the objectives of the Administration’s
recommendations that other Federal agencies and the general public are relying on NIST to
accomplish. NIST will apply its security research standards expertise and proven ability for industry
collaboration to enable organizations to improve the efficiency and effectiveness of their
cybersecurity trusted credential practices and thereby work towards the Administration’s goal of
improving the security and interoperability of our Nation’s cyberspace infrastructure.

Action 1: Scalable Cybersecurity for Emerging Technologies and Threats ($14.9 million)

The request would provide improvements to cybersecurity in support of the Comprehensive
National Cybersecurity Initiative (CNCI), the Federal Information Security Management Act
(FISMA), and other national priorities. The Administration has declared the cyber infrastructure
a strategic asset, and the President has established a set of high-priority initiatives in the
Cyberspace Policy Review. NIST will apply its security research and standards expertise to
enable organizations to improve the efficiency and effectiveness of their cybersecurity practices.
The request allows NIST to enable Federal agencies, industry, and others to significantly
improve their cybersecurity posture. NIST will develop improved security technigues, support
the creation of consensus security standards, increase the interoperability and usability of
security technologies, and expedite the secure adoption of emerging information technologies.
The request supports several targeted efforts to meet these objectives: cryptographic
technologies and capabilities, multi-factor authentication for online use identity assurance,
usability of security, security automation technologies, security measurement and modeling for
dynamic large-scale systems, critical infrastructure testbed, cloud computing cybersecurity
standards, and secure adoption of emerging virtual technologies.
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Action 2: National Program Office for the National Strategy for Trusted Identities in
Cyberspace (NSTIC) and NSTIC Grant Program ($24.5 million)

The request wouid support a National Program Office (NPO) within the Department of Commerce to
coordinate Federal Activities needed to implement the Administration’s National Strategy for Trusted
Identities in Cyberspace (NSTIC), an initiative established in direct response to the recommendations
of the White House Cyberspace Policy Review that will raise the level of trust associated with the
identities of individuals, organizations, services, and devices involved in online transactions.

A crucial component of implementing the NSTIC is establishing an NPO to coordinate the execution
of the national strategy. A white paper developed under the auspices of the Information &
Communications Infrastructure Interagency Policy Committee (IPC) identified the following critical
attributes of the NPO for the National Strategy for Trusted Identify in Cyberspace: the NPO must
have the ability to meet its resource requirements and have dedicated staff at all times; the NPO
"~ must have cross-sector experience and relationships, and be able to work closely with non-Federal
organizations, to include private sector entities, state, local, tribal, and territorial governments, and the
international community; the NPO should maintain dedicated senior leadership; the NPO will work:
closely with EOP, the Federal CIO Council, the IPC, and other identified governing bodies to obtain
appropriate guidance, expertise, and issue resolution; the NPO should be agile and be able to swiftly
staff subject matter experts and update required skill mix; and the NPO should be multidisciplinary
and maintain multiple perspectives. NIST will be responsible for day to day and overall operation of
the NPOQ to include defining requirements, planning and tracking projects throughout their life-cycle,
defining resources, ensuring effective Federal and non-Federal coordination and outreach, and
providing a framework for implementing the national strategy. This request also supports pilots that
will provide opportunities for incentivizing the private sector to provide leading roles in delivery of
NSTIC solutions, enabling the private sector to work with state, local, and regional governments to
improve acceptance of Identity Ecosystem components, and incentivizing cross-sector efforts. NIST
will work with the private sector and Federal, state, and local partners to identify potential
opportunities for pilots, and provide funding through grants or other funding vehicles. Of the $24.5M
for NSTIC, $7.0 million will support a National Program Office and $17.5 will fund the pilot grants.

Action 3: National Initiative for Cybersecurity Education ($4.0 million)

The request supports the National Initiative for Cybersecurity Education (NICE), which expands
the scope of the Comprehensive National Cybersecurity Initiative’s (CNCI) Education Initiative
from training the Federal workforce to a larger national education focus. NICE is responsive to
the recommendations of the White House Cyberspace Policy Review. The initiative recognizes
that cybersecurity is much more than technological solutions to technical problems; it is also
highly dependent on educated users who are aware of and routinely employ sound practices
when dealing with cyberspace. NICE will establish an operational, sustainable, and continually
improving cybersecurity education program for public and private sectors focused on correct
application of sound cyber practices. NIST will work with Federal, state, local, and regional
governments to improve cybersecurity education. NIST will ensure coordination, cooperation,
focus, public engagement, technology transfer, and sustainability of NICE. NIST will develop a
cybersecurity education framework that addresses: national cybersecurity awareness; formal
cybersecurity education; Federal cybersecurity workforce structure; and cybersecurity workforce
training and professional development. '
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Statement of Need and Economic Benefits:

Cybersecurity is vital to the economic and national security interests of the United States. The
Administration has declared the cyber infrastructure a strategic asset. In addition to enabling
more than $200 billion of e-commerce transactions in the U.S. alone for 2008, interconnected
networks of computers are essential for critical functions such as air traffic control, factory
operation, and electric power distribution. These networked systems face an ever-increasing
threat of attack from individuals, organizations, and nation states that target key information
technology operations and assets. Many IT systems have a poorly implemented and maintained
security configuration, hard-to-use security controls, and security postures that are too complex
for most administrators to understand. This combination allows many threats to successfully
compromise systems and delays reactions to these compromises, allowing significant damage
to occur. This undermines confidence in vital commercial and public information systems and
has a large, direct economic impact—estimates show that Americans are losing billions of
dollars each year to cyber crime. Achieving cybersecurity in the context of today’s extensively
networked information systems remains an elusive goal. The proliferation of security
technologies targeting single applications combined with users that are inadequately educated
in cybersecurity best practices makes the protection of cyber identities a significant challenge.

The Nation’s dependence on information technologies continues to deepen quickly, and
cybersecurity efforts must expand accordingly to keep pace. Failure to increase investment in
cybersecurity research and standards activities will delay progress in mitigating existing cybersecurity
threats and leave the U.S. even more vulnerable to future threats. The result is a continued increase
of loss of data (personal and non-personal) and further expansion in the gap between attackers’
capabilites and defenders’ ability to prevent attacks from succeeding and limit the impact of those
attacks that do succeed, allowing much greater negative impacts to occur to U.S. organizations and
individuals. Delays in conducting this work will also delay corresponding improvements in the
efficiency of cybersecurity operations, thus wasting significant resources at a cost much higher than
the cost to develop these improvements.

The Nation’s ever-increasing reliance on the Internet for conducting transactions, providing
services, and supporting national initiatives, such as smart grid and virtualization of energy
management, is directly tied to the development of initiatives that strengthen the reliability and
veracity of electronic commerce and authenticity of users, both individual and organizational.
Through the funding of these initiatives, NIST can support the research and development that
will improve the security, availability, and confidence of the Nation’s cyberspace infrastructure.
Failure to invest in research, the development of standards, and improvement of cybersecurity
awareness outreach will continue to leave the Federal government service providers,
consumers, and private service providers vulnerable to the ever-increasing cyber attacks that
will ultimately result in damaging the national critical infrastructure.

Base Resource Assessment:

NIST collaborates with industry, consortia, and other Federal agencies to resolve critical
cybersecurity issues for the Nation’s cyber infrastructure. NIST’s activities in support of cybersecurity
cover the full range of the research lifecycle, from conducting fundamental research, such as
improved techniques for measuring elements of security, to disseminating the results of that research
in many forms. This includes the following: '
e Developing and reviewing standards, and coordinating the development of large sets of
standards.
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» Writing guidelines on securing technologies for agencies and other organizations to follow.

* Developing tools, tests, and testbeds for evaluating cybersecurity technologies and the
security of emerging information technologies.

» Establishing validation programs to confirm the proper implementation of standards in IT
products and services.

¢ Conducting outreach to make the cybersecurity and IT communities aware of NIST activities
and outputs.

NIST has a proven track record in the research and development of standards and guidance for data
protection, security automation, identity management, and IT security. Critical to cybersecurity
research is improving the protection of data and identity information and NIST has extensive
expertise in the development of related standards. NIST has a leading role in the Department of
Commerce program of cybersecurity and privacy initiatives that support realizing the potential for
ecommerce to foster innovation, bolster U.S. industrial competitiveness, and enhance our economic
prosperity and security. NIST is responsible for the development of Federal cryptographic standards
for unclassified IT systems. The cornerstone cryptographic publication produced by NIST, Federal
Information Processing Standard 140-2, Securify Requirements for Cryptographic Modules, is
globally recognized and used and sets the gold standard by which cryptographic module evaluations
are conducted worldwide. NIST led the development of and authored standards in support of
Homeland Presidential Directive 12, Federal Information Processing Standard 201-2, Personal
Identity Verification (PIV). HSPD-12 mandated the use of secure identity credentials for all Federal
government employees and certain contractors. To date, over three million FIPS 201-PIV credentials
have been issued, with significant consequent adoption of the standard occurring at the state and
local level to meet regional cybersecurity and identity management requirements, a testimonial that
the NIST work in cybersecurity is addressing real national needs.

Schedule & Milestones:

Action 1: Scalable Cybersecurity for Emerging Technologies and Threats ($14.9 million)

e FY 2012-FY 2013: Develop and publish security management content with links to FISMA
requirements.

e FY 2012-FY 2013: Facilitate development of and access to initial suites of cloud standards
and reference implementations.

e FY 2012-FY 2014: Establish lower-end IT product assurance capab|||t|es

e FY 2012-FY 2014: Conduct research into the security and interoperability of cloud
architectures, and establish best practice recommendations.

e FY 2012-FY 2016: Create security management and security event management automation
protocols, specifications, and standards.

e FY 2012-FY 2016: Evaluate existing higher-end IT product assurance capabilities and rework
them to better meet consumer needs.

e FY 2014-FY 2016: Facilitate development of and access to comprehensive suites of cloud
standards and reference implementations.

Action 2: National Program Office for the National Strategy for Trusted Identities in
Cyberspace (NSTIC) and NSTIC Grant Program ($24.5 million)
e FY 2012-FY 2013: Conduct research into existing identity management schemes and publish
gap analysis and recommendations.
e FY 2012-FY 2013: Develop, in collaboration with stakeholders, a standards roadmap for
credential issuers, relying parties, and services providers.
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FY 2012-FY 2014: Conduct RFI for pilots based on private sector input gathered from
workshops, and develop proposal requests and selection criteria. The actual number of pilots
conducted will be influenced by the focus areas of the pilot, the number of responses to
request for proposals, the complexity of the responses, and lessons learned from preceding
pilots. Pilots will be scalable, with a migration path to a large-scale deployment and
implementation. Pilots will initially be conducted collaboratively between the Federal
Government and private industry but ultimately should not require Federal Government
operational support for sustainability. Pilots will be assessed for migration to a live system
and/or provide lessons leamed that will improve the adoption, security, resilience, usability,
interoperability and other Identity Ecosystem objectives. Pilot duration will be defined to align
with the Strategy goals and objectives. Some examples of what pilots could achieve include:

o Enabling the user to have one credential that can be used by several service
providers. Currently users have several passwords for each of the various online
transactions they conduct. By using relying parties and other components that meet
the Identity Ecosystem requirements, a user will no longer be required to maintain
dozens of passwords, for both public and private use.

o Promoting two-factor authentication at different risk levels. Different kinds of hard
tokens have been developed in the marketplace and a pilot could explore areas to
determine the right tokens for different types of users (e.g., online access to records
or services where government employees, parties and beneficiaries and the general
public all need different levels of access). Pilots that test different types of issuance,
including some type of in person proofing, would be desirable.

o Improving privacy and protection of data by demonstrating mechanisms that enable a
user to authorize the secondary use or disclosure of personally identifiable
information or limit collection of transactional information.

o Creating model trust frameworks that improve interoperability and could help put
relying parties (corporate and governmental) and users on equal footing in the
marketplace. ‘

o Improving the security and interoperability of credentials through the use or creation
of technology solutions based on private sector offerings that align with the goals and
objectives of the Strategy.

o Improving the resilience of data breach recovery through the use of digital credentials
that are created through known and trusted processes used by the Identity
Ecosystem.

FY 2013-FY 2014: Develop metrics for determining if pilots will be migrated to a live system
or provide publications for lessons learned to improve security, usability, interoperability, and
other NSTIC Goals and Objectives.

FY 2012-FY 2014: Conduct research and perform needs assessment for usability of identity
credentials. Publish findings and recommendations.

FY 2014-FY 2016: Enable the user to have one credential that can be used by several
service providers. Create options for multi-factor authentication to eliminate the need of
multiple passwords. Create standards for multi-factor authentication mechanisms.

FY 2014-FY 2016: Create security and privacy enhancing mechanisms that enable a user to
authorize the secondary use or disclosure of personally identifiable information (Pll) and limit
the collection and retention of Pll to that which is minimally necessary to conduct
transactions.

FY 2013-FY 2016: Establish metrics for measuring the effectiveness of digital credentials.

FY 2012-FY 2014: Develop outreach program for consumers, relying parties, and service
providers and build from the National Initiative for Cybersecurity Education.
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Action 3:. National Initiative for Cybersecurity Education ($4 million)

FY 2011-FY 2012: Develop, in collaboration with USG and industry partners, a strategic plan
to guide future NICE activities.

FY 2011-FY 2012: Deploy a web-based portal as a tool for community engagement as a
mechanism for transparent open communications and community input, including best
practices.

FY 2011-FY 2012: Identify overlaps, gaps, and points of mutual support and leverage in
current cybersecurity education; communicate findings from the evaluation; and encourage
innovative approaches to address issues.

FY 2011-FY 2012: Develop and implement a comprehensive communications plan to ensure
consistency and accuracy of the message(s) that NICE provides in all activities.

FY 2011-FY 2013: Identify cyber-risks, in collaboration with USG and industry partners and
determine where effective cybersecurity education, training, and awareness will have the
most impact.

FY 2012-FY 2016: Develop, report, and track measurements and metrics assessing
effectiveness of cybersecurity education, training, and awareness, in collaboration with USG
and industry partners.

FY 2011-FY 2016: Connect NICE activities with other related national initiatives and
programs such as Science, Technology, Engineering, and Mathematics (STEM) education,
Scholarships for Service, and the National Centers of Academic Excellence in 1A Education
(CAE/IAE) and CAE-Research (CAE-R) programs.

FY 2012-FY 2016: Develop cybersecurity education, training, and awareness business cases
that promote U.S. competitiveness in the global marketplace, by strengthening and
safeguarding the Nation’s cybersecurity infrastructure; keep America competitive with cutting-
edge science and technology and an unrivaled cybersecurity mfon'natlon base; and ensure
sustainable economic opportunities.

Deliverables:
Action 1: Scalable Cybersecurity for Emerglng Technologles and Threats ($14.9 million)

Specifications and standards for security management automation, product assurance, and
cloud computing security and interoperability

Guidelines on secure implementation of information technologies such as cloud computing,
and guides on sound practices for using cybersecurity technologies (for example, security
automation technologies)

Validation programs for IT product assurance

Conferences and workshops on security automation and product assurance

Web presence that provides global sharing of cloud computing security and interoperability
standards and reference implementations

Action 2: National Program Office for the National Strategy for Trusted Identities in
Cyberspace (NSTIC) and NSTIC Grant Program ($24.5 million)

Gap analysis on availability of existing identity management schemes and recommendations
Improved security and interoperability of identity credentials

Pilot demonstrations

Conferences and workshops

Guidelines on metrics for determining if pilots will be mlgrated to a live system

Publications on pilots and lessons learned

Needs Assessment

Improved privacy and protection of data

Trust frameworks
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Improved data breach recovery

Conference and workshops

Web presence that provides global sharing of information, recommendations, and potential
reference implementations

Action 3: National Initiative for Cybersecurity Education ($4.0 million)
e Cybersecurity Education Strategic Plan
e Business Cases
e Web-based Cybersecurity Education Portal
o Cybersecurity Education Reporting Tools
o Cybersecurity Education Feedback Tools
« Conferences and workshops on cybersecurity education

Performance Goals and Measurement Data:

Action 1: Scalable Cybersecurity for Emerging Technologies and Threats ($14.9 million)

Performance Goal: FY FY FY FY FY FY
Publications 2011 2012 2013 2014 2015 2016
Target Target Target Target Target Target
With increase 0 2 2 2 2 2
Without increase 0 1 0 1 0 1

Description

Number of new security automation specifications released each year
(protocols, standards, etc.)

Performance Goal:

Validations

With increase

FY
2011
Target
50

FYy
2012
Target
110

FY
2013
Target
170

FY
2014
Target
230

FY
2015
Target
290

FY
2016
Target
350

Without increase

50

60

70

80

90

100

Description

Number of product validations granted each year for compliance with
NIST security automation specifications

Performance Goal:

Cybersecurity

assurance publications

With increase

FY
2011
Target
0

FY
2012
Target
1

FY
2013
Target
3

FY
2014
Target
3

FY
2015
Target
3

FY
2016
Target

=W

Without increase 0 0 1 0 1

Description Number of standards and guidelines published each year for
cybersecurity product assurance

Performance Goal: FY FY FY FY FY FY
Cloud computing 2011 2012 2013 2014 2015 2018

Cybersecurity
publications
With increase

Target

1

Target

3

Target

3

Target

3

Target

3

Target

3

Without increase

1

1

1

1

1

1

Description

Number of standards and guidelines published each year for cloud
computing security
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Action 2: National Program Office for the National Strategy for Trusted Identities in
Cyberspace (NSTIC) and NSTIC Grant Program ($24.5 million)

Performance Goal:

Publications

With increase

FY
2011
Target

0

FY
2012
Target
5

FY
2013
Target

10

FY
2014
Target
12

FY
2015
Target

10

FY
2016

Target

12

Without increase

0

1

1

1

1

1

Description: Number of new related publications in the form of standards, frameworks, guidelines,
interagency reports, consumer outreach, and gap analyses.

Performance Goal;

Pilots

FY
2011
Target

FY
2012
Target

FY
2013
Target

FY
2014
Target

FY
2015
Target

With increase 0 3-5 3-5 3-5 0 0
Without increase 0 0 ) 0 0 0
Description: Minimum number of pilots conducted for trusted identity credentials.
Performance (Goa
e 3 ab 0 0 014 0 016
anaard Al e alfge arge alge cdrqge e e
With increase 0 1 2 2 2 2
Without increase 0 0 1 1 1 1

Description: Number of new publications on metrics and usability standards for NSTIC.

Action 3: National Initiative for Cybersecurity Education ($4.0 million)

Performance Goal:
Number of new

cybersecurity education
business cases
With increase

FY
2011
Target

FY
2013
Target

—

FY
2014
Target

FY
2015
Target

Without increase

Performance Goal:
Nurnber of
cybersecurity education
conferences or
workshops
With increase

FY

2011
Target

FY
2014
Target

Without increase

—

—
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PROGRAM CHANGE PERSONNEL DETAIL

Activity: Measurement Science, Services, and Programs

Subactivity. Laboratory Programs

(Dollar amount in thousands)

Number Annual Total
of

Title: Location Grade Positions  Salary Salaries
Chief, Cybersecurity Advisor Gaithersburg, MD ZPV 2 $123,758 $247.516
Computer Scientist Gaithersburg, MD ZPV 4 123,758 495,032
Computer scientist Gaithersburg, MD ZP V 3 123,758 371,274
Engineer Gaithersburg, MD ZPV 2 123,758 247,516
IT Specialist Gaithersburg, MD  ZP V 4 123,758 495,032
NICE Lead Gaithersburg, MD ZP V 1 123,758 123,758
NPO Collaboration Coordinator Gaithersburg, MD ZPV 1 123,758 123,758
NPO Identity Ecosystem Gaithersburg, MD 2PV 1 123,758 123,758
Development/Technology
Coordinator
NPO Privacy Civil Liberties Gaithersburg, MD ZPV 1 123,758 123,758
Coordinator/Senior Privacy
Advisor
NPO Program Manager Gaithersburg, MD  ZP V 1 123,758 123,758
NPO Strategic Policy Gaithersburg, MD  ZP V 1 123,758 123,758
Advisor/Deputy Program Manager
NPQO Support Resource Gaithersburg, MD ZP V 1 123,758 123,758
Coordinator
NSTIC Standards Framework Gaithersburg, MD ZP V 1 123,758 123,758
Lead '
Pilot Project Manager Gaithersburg, MD ZPV 1 123,758 123,758
Privacy Policy Expert Gaithersburg, MD ZPV 1 123,758 123,758
Senior Palicy Analyst Gaithersburg, MD ZPV 1 123,758 123,758
Statistics and Performance Gaithersburg, MD  ZP Vv 1 123,758 123,758
Metrics Experts
Track Liaison Gaithersburg, MD ZP V 2 123,758 247 516
Computer Scientist Gaithersburg, MD  ZP IV 9 105,211 946,899
Computer scientist Gaithersburg, MD  ZP IV 4 106,211 420,844
Electrical engineer Gaithersburg, MD  ZP IV 2 105,211 210,422
Information Technologist Gaithersburg, MD  ZP IV 1 105,211 105,211
Information technology specialist Gaithersburg, MD  ZP IV 3 105,211 315,633
IT Specialist Gaithersburg, MD ZP IV 8 105,211 841,688
Mathematician Gaithersburg, MD  ZP IV 2 105,211 210,422
Mathematician Gaithersburg, MD  ZP IV 1 105,211 105,211
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NPQ Communications and
Outreach Coordinator
NSTIC Pilot Coordination
Physicist

Privacy and Security Analyst
Technology Support

Track Liaison

Usability Expert
Administrative Support
Computer scientist

Electrical engineer
Information technology specialist
Mathematician

Web Content Manager
Administrative/technical support

Total

Less Lapse

Total full-time permanent (FTE)
2011 Pay Adjustment (0.0%)
2012 Pay Adjustment 0.0%)
TOTAL

Personnel Data

Full-Time Equivalent Employment
Full-time permanent
Other than full-time permanent
Total

Authorized Positions:
Full-time permanent
Other than full-time permanent
Total

Gaithersburg, MD

Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD
Gaithersburg, MD

Gaithersburg, MD
Gaithersburg, MD

ZP IV

ZP IV
ZP IV
ZP IV
ZP IV
ZP IV
ZP IV
ZA
ZP Il
ZP 1
ZP N
ZP

ZA M
ZA

25%

1 105,211 105,211
1 105,211 105,211
1 105,211 105,211
1 105,211 105,211
1 105,211 105,211
2 105,211 210,422
1 105,211 105,211
1 74,872 74,872
4 74,872 299,488
2 74,872 149,744
3 74,872 224 616
2 74,872 149,744
1 74,872 74,872
9 51,630 464,670
89 9,025,006
(22) (2,256,252)
67 6,768,755
0
0
6,768,755
Number
67
0
67
89
0
89

NIST - 106



PROGRAM CHANGE DETAIL BY OBJECT CLASS
(Dollar amounts in thousands)

Activity: Measurement Science, Services, and Programs
Subactivity: Laboratory Programs
2012
Object Class Increase
11 Personnel compensation
11.1 Fuli-time permanent $6,769
1.3 Other than full-time permanent 0
11.5 Other personnel compensation 0
11.8 Special personnel services payments 0
11.9 Total personnel compensation 6,769
12 Civilian personnel benefits 1,862
13 Benefits for former personnel 0
21 Travel and transportation of persons 735
22 Transportation of things 11
23.1 Rental payments to GSA 0
23.2 Rental Payments to others 0
23.3 Communications, utilities and miscellaneous charges 1,771
24 Printing and reproduction 21
251 Advisory and assistance services 0
25.2 Other services 862
253 Purchases of goods & services from Gov't accounts 616
254 Operation and maintenance of facilities 0
255 Research and development contracts 8,718
25.6 Medical care 0
25.7 Operation and maintenance of equipment 0
258 Subsistence and support of persons 0
26 Supplies and materials 264
31 Equipment 467
32 Lands and structures 468
33 Investments and loans 300
41 Grants, subsidies and contributions 21,834
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
99 Direct obligations 44698
Transfer to the Working Capital Fund 1,302
Total obligations 46,000
Less administrative savings (2,558)
Total request 43,442
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2. Interoperability Standards for Emerging Technologies (Base Fundmg $11.202 million;

Program Change: + 69 FTE and + $ 22.835 million).

NIST requests an increase of $22.835 million and 69 FTE for a total of $34.04 million to catalyze the
development of standards and conformity assessment systems and associated architectural
frameworks for emerging technologies that address national priorities such as Smart Grid, Healthcare
Information Technology (Health IT) and Cloud Computing (CC).

This initiative supports the following goals and priorities:

Providing the measurement tools and standards to enable innovation and enhance
efficiency, a major objective outlined in the U.S. Department of Commerce’s Strategic Plan:
FY 2011-2016. This plan specifically directs NIST to develop interoperability standards for
Smart Grid and Health IT so that industry has “confidence to invest in these new
technologies by broadening the market and decreasing the limitations inherent in legacy
systems”.

Coordinating the development of a framework, including protocols and model standards
for information management to achieve interoperability of Smart Grid devices and
systems, per the legislative mandate to NIST under the Energy Independence and
Security Act (EISA) 2007.

Accelerating the deployment of electronic health records by providing expertise on
Health IT implementations and the establishment of voluntary certification programs, and
by performing pilot testing of standards and implementation specifications, as requested.
Enabling convenient, on-demand network access to a shared pool of configurable
computing resources (e.g. networks, servers, storage, applications, and services) that
can be rapidly set-up and made available with minimal management effort of service
provider interaction.

Proposed Actions:

Specific actions, goals and objectives for this initiative are:

For Smart Grid ($9.134 million):

The proposed initiative will fund three critical areas of the NIST Smart Grid Program:

Architecture and Standards — Created by NIST, the Smart Grid Interoperability Panel
(SGIP) is a public/private partnership that provides an open process for Smart Grid
stakeholders to participate in providing input and cooperating with NIST in the ongoing
coordination, acceleration and hammonization of Smart Grid interoperability standards.
Additional funding is required in order to manage the SGIP and accelerate the development
of Smart Grid interoperability standards. As additional standards work is initiated for battery
storage and other renewable distributed energy sources and new Smart Grid use cases are
developed, additional resources will be required to manage and expedite the SGIP’s activities
to ensure interoperability standards are developed and coordinated.

Testing and Certification— In addition to the underlying standards and measurement
science, testing and certification of how standards are implemented in Smart Grid devices,
systems, and processes are also essential to ensure interoperability and security under
realistic operating conditions. As part of this proposed program, NIST, in consultation with
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industry, government, and other stakeholders, will require funds to implement a testing and
certification framework that industry can use to ensure the interoperability and prevent the
obsolescence of Smart Grid products that are currently in development.

Supporting Research - The development of standards alone will not ensure a reliable and
secure Smart Grid. Also required is the supporting measurement science necessary to
develop and support the development of new Smart Grid products and devices. Increased
funding will allow NIST to develop critical measurement tools in areas such as electric utility
industry measurement, advanced network technology, industrial controls and interfaces,
building and electrical infrastructure, and computer and network security. The research would
also begin to examine the extension of the information infrastructure for the Smart Grid to
apply intelligence and interoperate with other infrastructures, such as energy efficient smart
buildings, gas, water and transportation systems.

Health IT ($9.134 million):

For Health [T, NIST’s primary goals are:

Support the Accelerated Development and Harmonization of Standards - Health IT
includes deployment of a nationwide network and interoperable electronic health records
(EHRs), through which a consumer's legal medical record will be available anywhere,
anytime, but only to those authorized to access it. NIST will enable the acceleration of
industry-led, consensus-based standards development and harmonization to help ensure
that the full set of necessary basic query and retrieval functions, including security and
privacy provisions, for clinical information exist. NIST will also advance other selected health
IT technology standards as appropriate. Work will be done in collaboration with relevant
SDOs, Federal agencies, professional societies, and indusiry. In collaboration with SDOs ,
standards harmonization bodies, and other interested parties, NIST will enable fully defined
standards with implementation specifications for key infrastructure functions (e.g., securely
find patients; discover patient information; retrieve patient information; send patient
information; allow for pushing of information, e.g., lab results; quality measures).Through
collaborations, NIST will develop a model-based, processable representation approach to
define key infrastructure functions; moving standards definitions away from natural language
format. NIST will continue to mature key infrastructure standards, while incorporating lessons
learned from early adopters and will continue to adopt standards to evolving use cases. In
collaboration with the Office of the National Coordinator for Health IT and others, NIST will
ensure that harmonized standards are effectively represented in certification criteria,
providing standards expertise to the criteria development process to help ensure that
appropriate standards are chosen for a given purpose.

Create a Health IT Testing Infrastructure - During the standards development and
harmonization process, appropriate test tools and procedures can determine and provide
feedback on ambiguities and gaps. Similarly, these test tools can guide the content of
complete, user-friendly implementation guidelines. Once the recognized standards for health
IT are implemented, a system to perform conformance testing and certification is necessary
to:

« ensure that the standards are implemented consistently, and

¢ provide technology developers and buyers with independent measurements to judge
system and software performance, thereby accelerating technology deployment.
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NIST will collaborate with industry and others to ensure that a testing infrastructure is created.
This testing infrastructure is modular by design and implementation. As additional standards
are recognized, appropriate test tools can be developed, using the same infrastructure.
Specifically, through industry collaboration, NIST will develop a virtual, scalable, testing
infrastructure to meet the testing needs of health IT standards-based product developers,
implementers of health IT systems, and related certification bodies. NIST will work with SDOs
and other interested entities to determine the testing priority areas, to help define testing
artifacts and measurement techniques, and to build the tools to support them. NIST will
develop testing artifacts for validating implementation of health IT-related security
specifications within the testing infrastructure. Baseline security configurations for common
health IT platforms will be determined.

Support the Usability of Health IT technologies - A lack of usability in the health IT
environment will significantly impede adoption and use of health IT technologies. Systems
with poor usability lead to critical errors that severely impact patient health and have other
negative consequences. To address this, NIST will apply usability principles to improve
electronic health record (EHR) workflow and personal health record (PHR) use. NIST will
conduct research into usability and accessibility of health IT technology interfaces through
collaboration on usability standards development in the healthcare domain, enabling the
incorporation of usability requirements in the continuum from product design to certification.
Methods to quantitatively measure usability and validate usability conformance will be
researched and relevant test methods developed. NIST will collaborate with interested
entities to identify and remove barriers that prevent people with disabilities from being able to
use health IT. The scope of this effort is expected to extend beyond electronic health records
to include other software, hardware, web portals, and other technologies.

Address Health Care Delivery Beyond Traditional Physical Locations - There is an ever-
growing need to provide remote and home healthcare for aging, underserved (e.g., rural),
and chronically ill populations, which can be facilitated by leveraging existing and emerging
health IT standards and testing. Telemedicine includes capabilities where wellness checkups
and monitoring, diagnoses, and treatment can occur anyplace and anytime. Pervasive
healthcare explores the use of emerging technologies such as body sensors, implants, and
medical equipment for routine monitoring of chronic conditions. NIST will collaborate with
industry to ensure that these technologies can be integrated into the nationwide healthcare
infrastructure. Emerging technologies for telemedicine and healthcare delivery beyond
traditional physical locations, including image quality, home health devices and personal
health records will be researched.

Perform Cutting Edge research on Related Emerging Technologies, and Apply New
Technologies to the Healthcare Domain - The knowledge-base of the healthcare
enterprise is increasing rapidly, and new technologies are constantly emerging. In many of
these emerging technologies NIST is performing basic research that has immediate and
potentially high impact applications in healthcare. NIST core competencies will be applied to
expand research in these areas, in support of the goals of the health IT mandate, with
specific attention to interoperability, reliability, robustness, security, and usability issues.
Emerging technologies for pervasive healthcare and the application of new information
technologies to the healthcare domain, particularly in utilizing radio and other wireless
technologies to transfer medical, physiological, and control information between sensors,
devices, and networks, will be researched. NIST will develop collaborations that will enable
the development of standardized interfaces for connecting new healthcare devices to the
U.S. healthcare infrastructure. Emerging technologies for personalized medicine will be
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researched. NIST will also research emerging technologies for addressing semantic
interoperability in the healthcare domain, such as semantic consistency enforcement and
semantic translation techniques for health IT.

Cloud Computing ($4.567 million):

For Cloud Computing, NIST’s goals, objectives and associated proposed actions are to:

* Develop a Comprehensive Strategy for Cloud Computing — The efforts to develop a
comprehensive strategy will include three objectives:

¢ Define USG Cloud Computing Business Use Cases -NIST will lead interested USG
agencies and industry to define target USG Cloud Computing business use cases (set of
candidate deployments to be used as examples) for Cloud Computing model options, to
identify specific risks, concerns and constraints. For example, a candidate deployment
might be employee email or migration of a specific application system to a specific cloud
computing model option. NIST will lead and facilitate this effort via the Federal CIO Council
sponsored Cloud Computing Standards Working Group. A complete initial set of business
use cases will be identified and developed to allow focus on tangible, high priority
requirements.

¢ Define Cloud Computing Reference Architecture and Taxonomy - NIST will lead
interested USG agencies and industry to define a neutral cloud computing reference
architecture and taxonomy to extend the NIST cloud computing model, to use as a frame of
reference to facilitate communication, and to illustrate and understand various cloud
services in the context of an overall Cloud Computing Model. NIST will lead and facilitate
through open public stakeholder meetings, and working groups created through an open
public invitation process. NIST will expand the NIST Cloud Computing Definition and
develop a consistent reference architecture and taxonomy as public domain deliverables,
which may correlate to, but not necessarily include or explicitly reference more detailed
industry, SDO and other specific architecture and service reference implementations.

¢ Complete Cloud Computing Roadmap - NIST will lead interested USG agencies and
industry in the development of a Cloud Computing Roadmap by matching requirements
from USG-based business use cases to the reference architecture & taxonomy
components that address them. This process will identify technical issues leading to:
e application of industry expertise,
o further identification of necessary standards, policies, need for additional
R&D,prototyping or piloting, governance, cost drivers,
leveraging of information for broad CIO community, and
iteratively send business use case altematives or reference model questions to working
groups.
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¢ Enable Broad Adoption of Cloud Computing — The four objectives in support of this goal
include:

» Development of Special Publications - NIST will continue to develop a necessary set of
Special Publications to spur adoption of Cloud Computing. These include general cloud
computing guidance and periodic revisions, and cloud computing consumer and service
provider “Roles and Responsibility” in response to GAO recommendations. Additional
publications which relate to cloud computing and address issues unique to cloud such as
interdependencies, quality of service, resource congestion, service level agreements,
architectural and transition strategies will be considered. Specific security issues such as
forensics, incident handling, electronic discovery, privacy and personally identifiable
information, monitoring, and controls may also be considered. Special publication priorities
.will be identified in the Roadmap.

e Development of the Standards Acceleration to Jumpstart the Adoption of Cloud
Computing (SAJACC) - NIST will initially host a SAJACC portal populated with generic
technical interoperability and portability use cases. These use cases will be vetted by cloud
computing stakeholders in academia, government, and industry. After the use cases are
refined, and published on the portal, candidate legacy cloud system interfaces, along with
their reference implementations will be identified for validation against the use cases. The
process of identifying new interfaces (with corresponding reference implementations) and
new use cases will be ongoing.

« Cloud Computing Conformance Test System - NIST will continue support of the Federal
ClO Council, potentially in development of a Cloud Computing conformance test system.
This plan will be revised to reflect this additional scope as it is defined.

e Modeling and Analysis of Complex Behaviors in Cloud Computing - NIST will
continue research into the modeling and analysis of complex behaviors in cloud computing.
This project seeks to understand and predict behavior in large distributed information
systems by using mathematical and statistical techniques applied by scientists to study
physical systems. NIST has chosen specific cloud computing challenge problems to
investigate in order to evaluate the methods.

Statement of Need and Economic Benefits:

Lack of standards that allow interoperability within and between cross-cutting technologies such
as Smart Grid, Health IT, and CC can significantly stifle the realization of benefits from these
emerging technologies. Interoperability stimulates significant confidence in industry about
investing in these new technologies by broadening the market and decreasing the limitations
inherent in legacy systems. It also obviates potential concerns about stranded investments,
which may arise due to lack of interoperability between components of systems. Furthermore,
clearly defined interoperability requirements and standards to support such implementations
promote innovation and competition amongst the suppliers of components to the systems,
thereby reducing costs of implementation and providing greater choice to consumers.

Specific examples of the magnitude of this problem are evident in the drivers for interoperability
in Smart Grid, Health IT, and CC.
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The U.S. healthcare industry lacks a comprehensive nationwide information infrastructure.
Healthcare is a large part of our economy, accounting for $1 out of every $6 spent in the U.S. The
U.S. spends more money per capita ($5.7K) per year on healthcare than any other country, but ranks
24th in life expectancy.* Adults get, on average, only 55 percent of the recommended care for many
common conditions.®  Reports suggest that cost, quality, and availability are the main causes of
inadequate care. The expanded use of health information technologies, the comprehensive
management of health information and its secure exchange, is a key component of improving this
situation.’ Today’s healthcare industry lags behind other fields in the use of information technology —
for example, only 13 percent of doctors use any form of electronic health records. It is estimated that
only 1.5 percent of U.S. hospitals have a comprehensive electronic-records system, and an
additional 7.6 percent of U.S. hospitals have a basic system.” The systems in use today are based
on many individual clinical and technical standards, but there are no widely adopted sets of standards
that include data, transport, and security. Given these statistics, progress in achieving interoperability
of electronic health records will have a significant impact. The Healthcare Infoomation and
Management Systems Society (HIMSS) stated in April 2009 that “lives can be saved, outcomes of
care improved, and costs reduced by transforming the healthcare system through the appropriate
use of information technology.”

Similarly, in the deployment of a Smart Grid, we need to contend with an electrical grid that
consists of more than 9000 power generation plants that are connected to more than
300,000 miles of transmission lines supplying electricity to residential and business consumers
all over the country. The introduction of distributed renewable energy sources such as solar
panels, wind turbines, and fuel cells brings additional challenges in integrating these systems
seamlessly into the grid through the use of smart meters. The benefits of a Smart Grid will truly
be realized with the development and deployment of smart appliances that will use demand
pricing information to operate in a manner providing consumers the greatest economic benefit,
while also helping achieve the goals of minimizing energy consumption. Investments in the
development and acceleration of Smart Grid standards will reduce our dependence upon and
vulnerability to foreign oil, and threats to the Nation’s electrical grid, while improving cyber
security of the grid, and grid reliability. It will also enable the development and deployment of
electrical vehicles. All these factors will directly contribute to the development of U.S. jobs.
Major appliance manufacturers such as Whirlpool Corporation and GE have publicly announced
plans for introduction of smart appliances, and have indicated the lack of interoperability
standards as the greatest risk to their plans. Thus, interoperability and seamless communication
flow between these different components and systems is essential.

CC is a new paradigm in information technology and offers the promise of massive cost savings
combined with increased IT agility. While definite numbers of the CC market are hard to
determine, worldwide spending on cloud services in 2009 are estimated to surpass $54 billion®.
The overall market for cloud services has been estimated to be about $150 billion in 2013.

* From a study by Johns Hopkins Bloomberg School of Public Health described in Science Daily, July 2006; and,
“WHO Issues New Healthy Life Expectancy Rankings,” World Health Organization Press Release, 4 June 2000,
° McGlynn, E. A., et al. (2003). “The quality of healthcare delivered to adults in the United States.” New England
Journal of Medicine, 348(26), pp. 2635-2645.

® Hillestad R., Bigelow J., Bower A., Girosi F., Meili R., Scoville R., Taylor R. “Can Electronic Medical Record
Systems Transform Health Care? Potential Health Benefits, Savings, and Costs.” Health Affairs, Vol. 24, No. 5,
Sept/Oct 2005, pp. 1103-1117.

7 Jha AK, DesRoches CM, Campbell EG, et al. Use of electronic health records in U.S. hospitals. N Engl J Med
2009;360:1628-1638.

% http://www.information-age.com/channels/data-centre-and-it-infrastructure/perspectives-and-
trends/1017852/cloud-computing-spending-leaps-21.thiml
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The Federal government is keenly interested in adoption of CC models because the numerous
benefits that CC provides including economic benefits through reduced duplication of systems,
greater utilization of existing system, reduced infrastructure costs, reduced or minimal
maintenance costs, etc. It is estimated that the Federal government CC market grows at about
40 percent CAGR, with annual spending estimated to reach $7 billion by 2015. Similarly, there
is growing adoption and use of CC by the average citizen — whether in the form of web-based
email services or web-based word processing tools, or accessing the internet through
smartphones. CC is currently in fairly early stages of development and deployment with
numerous service providers offering CC solutions that are either proprietary in nature, or are
often not interoperable with other clouds. Interoperability standards and conformity assessment
systems will help spur greater adoption and use of clouds, and consequently greater
technological innovation by eliminating barriers to interoperability.

The common NIST role in these three areas—Smart Grid, Health IT, and CC—is to help

establish an architectural framework of standards and related test protocols, and conformity

assessment requirements that would facilitate seamless, end-to-end interoperability between

information, devices, and systems within each of these technologies. NIST would convene

stakeholders from industry, government, academia, and standards development organizations

to identify common elements, where appropriate, such as:

s Terminology and definitions

« Roadmap identifying existing standards, standards gaps, conformity assessment
requirements, etc.

¢ Identify technical requirements for standards that enable interoperability

e Work with standards and specification developers to catalyze timely development of
standards and specifications that are of high quality, efficacy, and applicability

o Work with stakeholders, including regulators to develop required suites of testing protocols
and conformity assessment methodologies.

Base Resource Assessment:

In the three specific technology sectors that will be covered by this initiative, NIST has made strong
progress in leading the development of standards and/or conformity assessment systems and
architectures. Details for each of the technology sectors follow:

For Smart Grid:

The Energy Independence and Security Act tasked NIST to coordinate the development of these
standards, working with the private sector and other Federal agencies. Developing the standards
framework for the smart grid presented a significant challenge due to the very large number of
stakeholders - over 3100 electric utilities in the U.S., hundreds of suppliers, at least 27 different
standards developing organizations that produce specifications relevant to the Smart Grid, state and
local government level regulations, etc. NIST has successfully engaged these diverse stakeholders
in a collaborative, fast track process that has produced a “Release 1.0” standards framework and
established a permanent public/private partnership to support its ongoing development.

In April 2009, NIST laid out a multi- phase plan for its work. The first phase was completed in
January of 2010 with the publication of the NIST Framework and Roadmap for Smart Grid
Interoperability Standards, Release 1.0, which took nine months, including a three month public
comment period. The effort to produce it was initiated with a meeting at the White House in May 2009
where the Secretaries of Commerce and Energy engaged in a dialog with nearly 70 industry CEOs
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and senior executives to obtain their commitment to support the NIST program. In the ensuing
months, NIST engaged over 1500 individuals representing hundreds of companies in developing
Release 1.0 of the standards framework. It describes an architectural reference model for the Smart
Grid which is now unifying industry efforts. It identifies 75 initial standards that provide a foundation
for the ongoing development of the Smart Grid. It also identifies 15 high-priority gaps and
harmonization issues for which new or revised standards are needed, and documents action plans
with aggressive timelines by which designated standards-setting organizations (SSOs) are
addressing these gaps. Release 1.0 also documents a cyber security strategy and requirements for
the Smart Grid.

The second phase of the NIST program has put in place a permanent public/private partnership
called the Smart Grid Interoperability Panel (SGIP) to support NIST in the ongoing development and
refinement of the standards framework. The panel's members include electric utilities,
manufacturers, associations, Federal and state agencies, universities and standards developers
representing the diverse stakeholders in the Smart Grid. NIST formally launched the SGIP in
November of 2009, and its membership already numbers over 600 private and public sector
organizations and nearly 1800 registered participants representing these organizations.

Further, NIST is supporting research programs in Smart Grid in order to further accelerate
development of SG standards and Technology. NIST is utilizing ARRA dollars to fund close to $5M
of programs in 2010—2011 ranging from AMI security testing, phasor measurement performance
test development, to AMI data usage standards development and common electricity pricing models.

For Health IT:

The Administration and Congress have made improving the healthcare information infrastructure a
national priority and are committed to the adoption of Electronic Health Records (EHRs) and building
a standards-based, secure, and interoperable nationwide healthcare information network, an
enormous challenge. Noting in his inaugural address the high cost of health care, and the potential
of IT to reduce the cost, while improving the quality of care, the President challenged the Nation to
have Electronic Health Records and a nationwide health network by 2014. In addition, Congress
included the Health Information Technology for Economic and Clinical Health (HITECH) Act
mandates in the American Recovery and Reinvestment Act (ARRA), articulating numerous new and
expanded health IT initiatives.

NIST’s activities to-date have been critical to the standards development and harmonization process
in that NIST has helped ensure that the requisite infrastructural standards are transparent and
available regardless of application. NIST has also focused its efforts to help ensure that recognized
standards are complete and unambiguous, often not the case today. Also, NIST expertise is
continuing to ensure that the standards are further constrained and defined through detailed
implementation guidelines reducing confusion during the implantation of the standard. NIST has
played the lead role in developing test tools and a testing infrastructure, without which it would be
impossible to determine whether or not the standards are implemented correctly, in ways that
promote interoperability and usability. NIST testing activities reduce the cost to develop health IT
systems by providing developers with an innovative, flexible and virtual test-bed to confimm that their
systems can exchange dlinical information with other systems. Without NIST’s activities in this
sector, interoperability, usability and security of health IT would be in jeopardy. Without these critical
criteria, the EHR market will continue to move at a glacial pace, which in tum may have a detrimental
and a lasting effect on medical research and public health, as the secondary uses of the data would
be hampered by the inability to mine the data from interoperable EHRs.
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For Cloud Computing:

NIST’s efforts in accelerating standards development for CC have been focused on laying the
foundation for the long term goal of providing thought leadership and guidance around the cloud
computing paradigm to catalyze its use within industry and government. NIST aims to shorten the
adoption cycle, which will enable near-term cost savings and increased ability to quickly create and
deploy enterprise applications. NIST's efforts have been to foster cloud computing systems and
practices that support interoperability and portability requirements that are appropriate and
achievable for important usage scenarios.

NIST initiated this effort in FY10 through dissemination of the NIST Cloud Computing Definition and
serving the role of Technical Advisor to the Federal Chief Information Officers’ (CIO) Council. Clear
high priorities relating to leading and facilitating the development of Cloud Computing standards,
particularly to address interoperability, portability and address the risk of “vendor lock-in" to a
particular cloud service provider solution, have been identified. In May 2010, NIST hosted a public
Cloud Computing Forum and Workshop to initiate broader dialogue with standards developers,
industry, and government stakeholders. NIST introduced the Standards Acceleration to Jumpstart
the Adoption of Cloud Computing (SAJACC) strategy, process and portal. SAJACC supports cloud
computing adoption in the interim period between the emergence of cloud computing technology and
the point where portability and interoperability standards are formalized and implemented. The event
also presented information on the Federal Risk and Authorization Management Program (FedRAMP)
and the ongoing development of one in a series of NIST Special Publications related to Cloud
Computing (e.g. SP 800-125 on virtualization security guidance).

Additionally, to “get ahead of the Cloud” technology trend, NIST initiated, and the U.S. CIO Council
endorsed the NIST-led strategy to collaboratively develop a U.S. Government (USG) Cloud
Computing Roadmap, to include three major process steps: developing business use cases, defining
a reference architecture and taxonomy, and combining the two into a cohesive roadmap. This effort
will exist alongside the tactical efforts including development of special publications, continued
development of SAJACC, potential development of a conformance test system, and the modeling
and analysis of complex behaviors in cloud computing.

Schedule and Milestones:

For Smart Grid:

1. Lead the development of a cohesive, robust, and harmonized suite of
standards for interoperable Smart Grid devices and systems (FY12-16).

a. Oversight of the Smart Grid Interoperability Panel
b. Continued revision of the NIST Framework and Roadmap for Smart Grid
Interoperability Standards

2. Develop a Smart Grid testing and certification framework (FY12-16).

a. Coordinate nationwide framework for certification and testing in highest priority
Smart Grid technical areas.
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3.

b. Select/define data communications testing infrastructure model and develop
test requirements for conformity assessment.

c. Select/define security testing infrastructure model and test requirements and
expand AMI test program.

d. Establish power conditioning system (PCS) performance conformity test
methodologies.

e. Develop measurements and test bed to support integrating EVs into smart
grid.

Develop the supporting measurement tools and protocols needed to enable
industry to develop new Smart Grid devices and systems (FY 12-16).

a. Develop the standards and measurements needed to enable broad, state-of-
the-grid monitoring, from wide area situational monitoring down to individual
equipment.

b. Develop the standards and measurements needed to enable the effective
integration of buildings and building systems with the Smart Grid.

c. Develop the models necessary to ensure industrial connectivity to the Smart
Grid.

d. Develop cyber security standards and requirements for the Smart Grid.

e. Establish, in collaboration with standards development organizations, a suite of
robust and harmonized networking standards for the Smart Grid.

f. Create Electric Storage-Distributed Energy Resources-Electric Transportation
grid interconnection metrology laboratory.

g. Develop methods to accurately measure reactive power supplied by electric
vehicles for improved grid management, power quality, stability, and
robustness and resiliency.

For Health IT (FY12-14):

1.

Accelerate development and harmonization of standards for health IT
technologies (FY 12-14).

Recognized standards that are fully-defined and unambiguous
a. Robust specifications and constructs of recognized standards

Create a health IT technology testing infrastructure (FY 12-14).

NIST health IT testing infrastructure, including:
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a. Ability for developers and purchasers to easily determine compliance to and
correct implementation of recognized standards.

b. Ability to test for interoperability.

c. Ability to measure the degree to which users can use health IT effectively,
efficiently, and without critical errors.

d. Provide the test method for testing and certification activities related to ARRA
Stage 1 requirements.

3. Support the usability of health IT technologies and continuous process
improvement (FY 12-14).

a. Detailed plans and roadmap of activities.

b. Well-defined usability requirements for health IT systems based on input from
users and system developers.

c. A well-defined, objective, and fair usability certification process, including test
methods to assess compliance with standards.

d. Specific objective pass/fail criteria for usability certification. The certification
process may involve the application of behavioral, performance-based
standards as well as design standards.

e. User-friendly and publicly available information on the entirety of the NIST
health IT portfolio and its relationship to the broader landscape.

f. Collaboration with internal and external entities to enable implementation
assistance.

g. A robust conformity assessment program.

4. Address healthcare delivery beyond traditional physical locations (FY12-14).

Improve interoperability of medical devices.

Expand Goals |, 11, and |l for telemedicine.

Extend standards-based IT infrastructure to PHRs.

Expand testing infrastructure to include new standards and integrate the same
into certification processes.

Define measurement needs for emerging technologies such as body sensors,
implants, image quality and color fidelity.

aoow
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5. Research emerging technologies and applications of new technologies to the
healthcare domain (FY 12-14).

a. Improved interoperability of medical devices.

b. Expansion of Goals 1, 2, and 3 for telemedicine, pervasive health technologies,
personal health records, personalized medicine and other emerging
technologies.

¢. Standards and guidelines for integrating emerging technologies into EHRs.

d. Testing infrastructure expanded to include new standards, including work on new
terminologies, and integrated into certification processes.

e. Measurement needs defined for emerging technologies such as body sensors and
implants.
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f. Pilot implementation of integration of emerging technologies into the healthcare
enterprise.

For Cloud Computing:

1. Develop a comprehensive strategy for Cloud Computing (FY 12):
a. Strategic Cloud Computing program initiation completed
b. Cloud Computing Strategy launched.
c. Execution of Cloud Computing Strategy initiated.
d. Phase | of Cloud Computing Strategy completed
e. Progress of Phase | assessed and Phase 2 initiated.

2. Enabling broad adoption of Cloud Computing (FY 12- ongomg)

SAJACC Phase 1 completed

Complex Cloud Computing modeling work initiated

Ongoing support for Federal Tech Advisory committee

SAJACC Phases 2 & 3 initiated in a sequential manner upon completion of
previous phases

pooo

Deliverables:

For Smart Grid:

1. Lead the development of a cohesive, robust, and harmonized suite of standards
for interoperable Smart Grid devices and systems (FY12-16).

¢ Release of revised Smart Grid standards list to FERC

¢ Publication of revised NIST Framework and Roadmap for Smart Grid
Interoperability Standards

e Publication of Smart Grid Priority Action Plans

» NIST-sponsored Smart Grid workshops

2. Develop a Smart Grid testing and certification framework (FY12-16).
e Smart Grid testing and certification framework

e Revised security testing models and test requirements for data
communication protocols

e Release of standardized PCS performance specifications and conformity
testing methodologies.

3. Develop the supporting measurement tools and protocols needed to enable
industry to develop new Smart Grid devices and systems (FY 12-16).
¢ Realtime measurement capability for commercial power sensors and monitors
Performance evaluation tools for phasor measurement units (PMU)
Improved power/energy metering capabilities
New measurements tools to characterize energy efficiency
Release of electromagnetic interference standards
Publication of cyber security strategy for new Smart Grid technologies
Release of network standards for Smart Grid applications
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+ Development of new metrology to support widespread deployment of Electric
Storage-Distributed Energy Resources-Electric Transportation.

For Health IT:

1. Accelerate development and harmonization of standards for health IT
technologies.
o FY 12:. Standards-based IT infrastructure definition extended to maturing
infrastructure standards
e FY 12-14: Infrastructure expanded to additional clinical areas identified as
national-level priorities

2. Create a health IT technology testing infrastructure (FY 12-14).
e FY12: Testing infrastructure to include new standards and integrated into
certification process
¢ FY 12-13: Determination of feasibility of market-based testing infrastructure (go/no
go point) and transitions
e FY 14: Market based development and deployment of testing infrastructure

3. Support the usability of health IT technologies and continuous process improvement
(FY 12-14).

FY 12: Voluntary NIST guidelines

FY 12: Operational certification processes

FY 13: Consensus based usability standards

FY 13: Quantitative analysis and reassessment of efforts to meet 2014 goals

FY 14: Usability standards that can be considered as criteria for certification

4. Address healthcare delivery beyond traditional physical locations (FY12-14).
o FY 12: Defined measurement needs for emerging technologies such as body sensors
and implants
¢ FY 12: Identification of emerging technologies and their applications to clinical care
e FY 13-14. Health IT infrastructure that can accommodate emerging technologies and
their applications
5. Research emerging technologies and applications of new technologies to the
healthcare domain (FY 12-14).
e FY 12: Report on semantic consistency enforcement and translation techniques
e FY 12: Initial outcomes of indusiry collaboration on personalized medicine
information exchange standards
FY 13: Standards for body sensor/implant use and other emerging devices for
healthcare
FY 13: Tools/repositories for semantic consistency and translation
FY 13: Solutions addressing technical barriers to adoption of personalized
medicine standards.
FY 14. Solutions to adoption of body implant/sensor technology.
e FY 14: Guidelines and best practices for integrating medical devices into the
health information network.
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For Cloud Computing:

1. Develop a comprehensive strategy for Cloud Computing (FY 12)
¢ NIST Cloud Computing strategy
e Draft Cloud Computing Roadmap ver 1 for public comment
e Draft Cloud Computing Roadmap ver 2 for public comment (FY 13)

2. Enabling broad adoption of Cloud Computing (FY 12 —ongoing)

Updated SAJACC use cases and portal

Draft NIST Special Publications addressing specific aspects of Cloud
Computing

Initial results of a Cloud as an Infrastructure model

Operational SAJACC portal

Performance Goals and Measurement Data

Performance Goal: Provide updated FY FY FY FY FY
SG STDS framework document 2011 2012 2013 2014 2015
including additional Stds and Test Target Target Target Target Target

programs

With Increase
Without Increase
Description: Number of framework documents published by NIST

Performance Goal: SGIP will FY FY FY FY FY
produce a report that identifies new 2011 2012 2013 2014 2015
consensus standards, additional Target Target Target Target Target
standards Priority Action Plans, and

test and certification programs

With Increase
Without Increase
Description: Number of reports published by SGIP

Performance Goal: NIST will FY FY FY FY FY
produce reports containing test 2011 2012 2013 2014 2015
requirements and test case Target Target Target Target Target
development for use by standards

setting organizations ($80s) and

other industry groups

With Increase

Without Increase
Description: Number of reports supporting adoption of SG testing and certification
programs delivered to the S$SOs, and the SGIP included the Interoperability Knowledge
Base (IKB)
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Performance Goal: Research FY FY FY FY FY FY
supporting guidelines and 2011 2012 2013 2014 2015 2016
standards in a number of Smart Target Target Target Target Target Target
Grid areas for real-time

measurement capability for

commercial power sensor and

monitors; power storage and

electric vehicles; renewable energy
sources; hetwork standards and
guidelines developed for SG
applications

With Increase

Without Increase
Description: Number of reports supporting SG standards development, implementation,
and adoption delivered to the SSOs, and the SGIP included the Interoperability Knowledge
Base (IKB)
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PROGRAM CHANGE PERSONNEL DETAIL

(Dollar amount in thousands)

Activity: Measurement Science, Services, and Programs

Subactivity: Laboratory Programs

Number Annual Total
of

Title: Location Grade Positions  Salary Salaries
Computer scientist Gaithersburg ZPV 2 $123,758 $247,516
Computer scientist Gaithersburg ZPV 8 123,758 990,064
Electrical engineer Gaithersburg ZPV 3 123,758 371,274
Electronics engineer Gaithersburg ZPV 1 123,758 123,758
Engineer Gaithersburg ZPV 1 123,758 123,758
IT Specialist Gaithersburg ZPV 2 123,758 247,516
Operations research analyst Gaithersburg - PV 2 123,758 247,516
Physical scientist Gaithersburg ZPV 1 123,758 123,758
Physicist Gaithersburg ZPV 3 123,758 371,274
Social scientist Gaithersburg ZPV 2 123,758 247,516
Computer scientist Gaithersburg ZP IV 8 105211 841,688
Computer scientist Gaithersburg ZP IV 2 105211 210,422
Electrical engineer Gaithersburg ZP v 4 105,211 420,844
Electronics engineer Gaithersburg ZP Vv 3 105211 315,633
Health specialist Gaithersburg ZP v 1 105,211 105,211
IT Specialist Gaithersburg ZP IV 4 105,211 420,844
IT specialist Gaithersburg ZP IV 1 105,211 105,211
Mathematician Gaithersburg ZP IV 1 105,211 105,211
Physical Scientist Gaithersburg ZP IV 1 105,211 105,211
Physicist Gaithersburg ZP IV 3 105211 315,633
Social scientist Gaithersburg ZP IV 1 105211 105,211
Computer scientist Gaithersburg ZP 1l 1 74,872 74,872
Computer scientist Gaithersburg ZP Il 9 74,872 673,848
Electrical engineer Gaithersburg ZP 6 74,872 449,232
Electronics engineer Gaithersburg ZP 1l 1 74,872 74,872
Electronics Technician Gaithersburg ZP Il 1 74,872 74,872
Information specialist Gaithersburg ZP I 1 74,872 74,872
Physicist Gaithersburg ZP 1l 7 74,872 524,104
Electronics technician Gaithersburg ZT Ul 2 56,857 113,714
Administrative/technical support Gaithersburg ZAl 9 51,630 464,670
Secretary Gaithersburg ZS 1 1 37,983 37,983

Total 92 8,708,108
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Less Lapse

Total fuli-time permanent (FTE)
2011 Pay Adjustment (0.0%)
2012 Pay Adjustment 0.0%)
TOTAL

Personnel Data

Full-Time Equivalent Employment
Fuli-time permanent
Other than full-time permanent
Total

Authorized Positions:
Full-time permanent
Other than full-time permanent
Total

(23) (2,177,027)

69 6,531,081

0

0

6,531,081

Number

69
0
69
92
0
92
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PROGRAM CHANGE DETAIL BY OBJECT CLASS
(Dollar amounts in thousands)

Activity: Measurement Science, Services, and Programs
Subactivity: Laboratory Programs
2012
Object Class Increase
11 Personnel compensation
111 Full-time permanent $6,531
11.3 Other than full-time permanent 0
115 Other personnel compensation 0
11.8 Special personnel services payments 0
11.9 Total personnel compensation 6,531
12 Civilian personnel benefits 1,796
13 Benefits for former personnel 0
21 Travel and transportation of persons 925
22 Transportation of things 92
231 Rental payments to GSA 0
23.2 Rental Payments to others 0
23.3 Communications, utilities and miscellaneous charges 1,761
24 Printing and reproduction 23
25.1 Advisory and assistance services 0
252 Other services 866
25.3 Purchases of goods & services from Gov't accounts 1,994
25.4 Operation and maintenance of facilities 0
255 Research and development contracts 7,226
25.6 Medical care 0
25.7 Operation and maintenance of equipment 377
25.8 Subsistence and support of persons 0
26 Supplies and materials 883
31 Equipment 874
32 Lands and structures 1,000
33 Investments and loans 500
41 Grants, subsidies and contributions 0
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
99 Direct obligations 24,848
Transfer to the Working Capital Fund 152
Total obligations 25,000
Less admininistrative savings (2,165)
Total requested 22 835
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3. Strengthening Measurement Services in Support of Industry Needs (Base Funding: $13.284
million; Program Change: +37 FTE and +$20.016 million).

This request of $20.016 million and 37 FTE for a total of $33.3 million, would strengthen and expand
the physical science-based measurement system, which NIST supports by advancing cutting edge
measurement science, developing and providing new measurement services such as calibrations
and reference methods, and accreditation and testing services that are essential to a successful high-
tech industry base. The physical measurement system provided by NIST underpins a substantial
part of the national and global technology infrastructure, from telecommunications and information
networks, to electric power distribution, to positioning and navigation systems such as GPS, to many
crucial applications in national defense, intelligence, and homeland security. Through this initiative
NIST will develop new measurement services that support growth in multiple industry areas such
advanced photovoltaics and telecommunications; revitalize the infrastructure for time and
synchronization services distribution to meet growing demand, and develop new measurement tools
that will improve efficiency and eliminate the need for costly calibration chains.

This initiative supports the Department’s Strategic Goals of Innovation and Entrepreneurship, and
Science and Information (objectives 3, 5, 13, and 14), as well as the Secretary's FY 2012 Priorities
under /nnovation and Intellectual Property: “Creating an Environment for Future Growth” (Innovation
and Entrepreneurship). Furthermore, this initiative is a top strategic priority for NIST as stated in
NIST’s Three Year Programmatic Plan:

Strengthen and focus NIST’s Laboratories and facilities to ensure U.S. leadership in measurement
science and standards.

e Enhance support of other Federal agencies in meeting U.S. Government needs for voluntary
consensus standards.

¢ Advance the state-of-the-art in measurement science.
» Enhance the facilities and equipment that enable cutting-edge research.
Proposed Actions:

Substantial parts of the national technical and commercial infrastructure rely upon a foundational
measurement infrastructure that is essential for ensuring the accuracy, safety, and efficiency of
operations, and the equitability of transactions. NIST supports this measurement infrastructure by
providing industry and govermment with a wide range of physical science-based measurement
services, such as calibrations, measurement methodologies, traceable reference materials and data,
and accreditation and validation services. For example, positioning and navigation (GPS and related
systems), telecommunications and information networks, electric power distribution, and electronic
trading systems illustrate technologies that are thoroughly embedded in daily economic activity and
quality of life, and that would not be possible without the measurement support provided by NIST.

This initiative will provide NIST with the necessary resources to:
¢ Enhance NIST measurement services distribution system to meet increased demand -
NIST provides precision timing and synchronization services to the Nation that support

multiple industries and commercial activities that comprise a substantial share of national
economic activity. For example, telecommunications networks represent an estimated
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$400 billion of annual economic activity; approximately $250 billion of electric power is
distributed throughout the U.S. each year; more than $50 trillion in electronic trading each
year depends on ordering of electronic transactions using precision time-stamping; and the
civilian economic benefits of GPS are estimated at approximately $70 billion per year and
growing rapidly. Planned improvements in electric power distribution (Smart Grid), GPS,
broadband networks and other national systems will increase reliance on the precision timing
and synchronization services provided by NIST, and meeting this demand will require the
upgrade of the current NIST time and synchronization infrastructure.

+ Develop new measurement services necessary to support growth in high-technology
industries and emerging technology sectors - Advances in high-technology industries
such as aerospace, semiconductor, electronics, and photovoltaics, combined with evolving
needs of the Department of Defense (DoD) and Department of Energy (DoE) have resulted
in measurement demands and the need for calibration services beyond the cumrent portfolio
provided by NIST. Examples of measurements needed include: high-voltage pulses, high-
magnitude and high-frequency electrical current measurements, vector network analysis,
wideband power measurements, and arbitrary waveform characterization.

e Support measurement science research targeting next generation measurement tools
that will improve the efficiency of the Nation’s measurement infrastructure - Laboratory
research to develop the future core measurements and measurement services is required to
ensure that NIST is proactively positioned to efficiently and effectively meet the evolving
needs of industry and other agencies. For example, NIST research targeting the
development of quantum-based standards will enable dissemination of measurements with
unparalleled accuracy. If NIST develops and disseminates quantum standards, primary
standards labs like those in DoD, DoE, GM, Boeing, and elsewhere will be able to achieve
previously unattainable uncertainties without needing direct calibrations from NIST, thereby
improving efficiencies and quality while reducing costs.

Statement of Need and Economic Benefits:

Accurate measurements are critical for the efficient and effective manufacture of goods and the
distribution of services. Entire industrial sectors require substantial expenditures in the infrastructure
of measurement science to effectively compete in world markets. NIST measurement services
directly support industry measurement needs. NIST regularly evaluates the impact of its
measurement services the results of these studies can be seen in the following table:
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Outputs and Outcomes of NIST Laboratory Research

Lab'/Year

NIST |

m Outcomes  [Measures® §

communications: electromagnetic EEEL/1991 festmethods  lower SRR: 266% |
interference : transaction
semiconductors: electromigration EEEL/1992  test methods increase R&D SRR: 117% '
; ’z efficiency "
; ! transactions
: % costs i
photonics: optical fiber _ EEEL/1992 Ztest methods lower 'SRR: 423%
3 {acceptance)  transaction |
; Losts
automation: real-time control systems MEL/1995 generic increase R&D  SRR: 149% |
| archlectre  eficency
energy: electric meter calibration EEEL/1995  test methods fower SRR: 117%
f ' 3 {calibration) transaction BCR: 12
. —_— A : " e . COStS - - .~
communications: 1SDN ITL/1995 interoperability  lower SRR: 156%
i - standards transaction f
icomputers: software conformance ITL/1995 test methods lower SRR: 41%
i (acceptance) transaction ‘
; | ~ icosts f o
photonics: spectral irradiance PL/1995 test method increase SRR: 145%
(calibration) productivity BCR: 13
' lower
transaction
B * i costs ‘ o
construction; building codes BFRL/996 technical basis  energy SRR* 57%
‘ i for standards conservation
; energy cost

construction: roofing shingles

construction: fire safety evaluation system BFRL/1996

automation: machine tool softwars error  MEL/1996
compensation ;

BFRLA996

materials

savings

properties durability

technical basis ~ fower

for standards compliance
costs

quality control  increase R&D

algorithm efficiency

} increase

aproduqtiyity

increased

" SRR* 00% -

SRR* 35%

SRR: 99%
BCR: 85
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Industry: Project

NIST
Lab"/Year

materials: thermocouples CSTL/1997  standard lower SRR: 32%

reference data  transaction BCR: 3

| (calibration) costs

increase :

| ‘ product quality

ppharmaceuticals: radiopharmaceuticals PL/1997 standard increase SRR: 138%

reference product quality BCR: 97 :

materials % 1

photonics: optical detector calibration PL1997 standards and  increase - SRR: 72%

: | calibration productivity BCR: 3

; i services :

chemicals: alternative refrigerants CSTL/1998  ‘standard increase R&D  SRR: 433%

reference data  efficiency BCR: 4
‘ increase

; : 1 productivity ‘

‘materials: phase equilibria for advanced MSEL/1998  standard increase R&D  'SRR: 33%

ceramics i reference data  efficiency BCR: 10

f 5 increase 3

; ; f productivity

semiconductors: software for EEEL/1999 software model increase R&D  SRR: 76%

Edesign automation (IGBT semiconductors). f efficiency BCR: 23

: increase NPV: $10M
productivity

pharmaceuticals: cholesterol measurement CSTL/2000  standard increase SRR: 154%

‘ reference productivity BCR: 45

materials decrease NPV: $3.5M
] transaction :

‘ ] ! costs ‘ ;

photonics: laser and fiberoptic [EEEL/2000  (calibrations increase SRR: 43%-

power and energy calibration ; , productivity 136%

? i decrease BCR: 3-11
fransaction NPV: $48M
costs :

electronics: Josephson voltage standard ~ EEEL/2001.  standard Increase R&D SRR: 877

' reference efficiency BCR: 5
materials Increase NPV: $18M
productivity

Enable new

| | ; markets !

ichemicals: SRMs for sulfur in fossil fuels ~ [CSTL/2000  standard increase SRR: 1,056%

? ,l reference productivity BCR: 113 |

materials reduce NPV: $409M
transaction
costs

NIST - 129



Industry: Project

communications: Security (data encryption ITL/2001
;standards)

icommunications: security (role-based ~ ITL/2001
‘access control)

fchemlcals National Traceable Reference

Materials Program (NTRM) !
. E
é

manufactunng ‘standards for product data ’MEL/2002

exchange (STEP)

NIST Outcomes Measures?
Lab"Year

standard ~ Increase R&D SRR: 267-
conformance efficiency 272%
test Enable new BCR: 58-145 .
methods/services markets NPV: $345M-
’ j $1.2B8 v
generic Enablenew  SRR:44%
technology markets BCR: 109
reference models : Increase R&D NPV: $292M -
‘ effi iciency __

‘reference data;  Increase SRR: 221%
calibration efficiencyof ~ BCR: 21
services regulatory NPV: $49M
x compliance
' {content &

production

efficiencies for
: standards)
standards Increase quality SRR: 32%
development; and assimilation BCR: 8

; conformance test of standards;  NPV: $180M |
| methods/serwces ‘accelerate | f
i ; standards
; o development
:semiconductors: models and techniques  MSEL/2008 - models and Increase R&D SRR' 79
for superfillin : techniques for  efficienc '
pertilling : q ! y :
‘ research BCR: 6
| ‘ NPV: $6.4M
semiconductors: characterization data for MSEL/2008 materials Increase R&D, SRR: -
low-k materials characterization production, and BCR: 9
technology NPV: $21M
' adoption :
i j efficiency _ ?
\materials: combinatorial methods MSEL/2009  combinatorial Increase R&D  'SRR: 161 |
consortium ‘i methods for efficiencyand BCR: 9 ‘
polymer research technology NPV: $118M |
transfer f ‘
'NIST Laboratories (Labs): -

EEEL: Electronics and Electrical Engineering Laboratory
MEL: Manufacturing Engineering Laboratory
CSTL: Chemical Science and Technology Laboratory
PL: Physics Laboratory
MSEL: Materials Science and Engineering Laboratory
BFRL.: Building and Fire Research Laboratory
IzTL: Information Technology Laboratory
Measures:
SRR: social (intemal) rate of returmn
SRR*: social (implied) rate of return
BCR: benefit-cost ratio
NPV: net present value
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Collectively, the entire set of economic impact studies conducted to date demonstrates that the rates
of return on NIST infratechnologies consistently match or exceed rates of retum to private investment
in technology. In addition, these studies and other economic analyses suggest that public investment
in infratechnologies complements private investment in proprietary technologies, which in tumn
generates higher rates of economic growth.

Base Resource Assessment:

For over a century, the measurement services programs of NIST have ensured the accuracy and .
reliability of physical science-based measurements that impact multiple industry sectors and
government agencies, including the DoD and the DoE. The essential need for NIST is obvious from
the huge leverage that is observed from a relatively small number of NIST calibrations for these
agencies. For example, NIST calibrations ensure the accuracy and reliability of over 1.8 million Navy
calibrations performed on approximately 140,000 different types of instruments — essentially “every
weapon system, ship, and plane are supported in some way or another via traceability to NIST.”
(quote from Gerald Marts, U.S. Navy) Similarly, in 2009 NIST performed 203 calibrations for DoE that
supported over 70,000 subsequent calibrations in support of the reliability and performance of the -
entire U.S. nuclear arsenal. In fact, the DoE Development and Production Manual (Chapter 13.2)
tasks the Sandia Primary Standards Laboratory with providing traceability from NIST to all DoE
programs. Working in collaboration with Intel, NIST determined how various measurement
impairments (including those due to cable and fixture losses and high-speed oscilloscope response)
could be removed in Intel’s testing of a semiconductor chip, thus greatly improving testing efficiency
and reducing unnecessary rejections.

This initiative primarily targets efforts focused on the development of time and electrical-based
measurement services where the demand for upgrades to current services and the development of
new measurement capabilities is the highest.

The cument NIST time and synchronization measurement system comprises approximately
$6.0 million of STRS funding and approximately 20 FTE.

The present NIST measurement program in electrical metrology is funded at approximately
$7 million per year and consists of 17 technical staff, which is less than half of the staff dedicated to
this area in 1990.

Schedule and Milestones:
Enhance NIST Measurement Services Distribution

e Strengthen network distribution of official U.S. time for applications that impact all critical
infrastructure sectors and the general public, to meet the growing demands. (FY 2014)

¢ Modernize the NIST time and synchronization radio broadcast system used by many millions
of citizens every day. The usefulness of the current broadcasts is threatened by radio-
frequency interference from the growing number of wireless and electronic devices.
Increasing broadcast power and developing new broadcast code techniques will overcome
this interference. (FY 2015)

e Develop improved systems to distribute official U.S. time through GPS and similar satellite
navigation systems. Customers with stringent timing and synchronization requirements
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include telecommunications providers, aerospace and defense systems manufacturers,
electric power distribution systems, and many others. Using GPS and other navigation
systems can provide the customers with a fully-automated system of extremely precise NIST
time and synchronization information, continuously available to the customer at any time, at
any location. (FY 2014)

Develop new optical fiber-based time and synchronization distribution systems to take
advantage of the improvements in accuracy and precision afforded by optical transmission
compared to standard electrical or radio transmission methods. (FY 2015)

Develop new methods to provide precision time and synchronization information to key
customers in the defense, intelligence, and homeland security communities, and for
applications such as Smart Grid. Each customer has unique needs for precision, reliability,
and security of information. NIST will work directly with each agency to develop the unique
solutions required for their applications. (FY 2014)

Develop New Measurement Services

The precise dissemination of measurements requires both an excellent primary standard and
a superior means of transferring that value to other labs. This includes the need to scale the
reference values over many orders of magnitude with little loss of accuracy. NIST will
develop new transfer standards and scaling capabilities for very high resistance (>100 GQ),
for AC voltage over a very broad frequency, current, and voltage range, and for high voltage
and current signals. NIST will also work to use quantum arrays to achieve a broad range of
direct quantum based values. These capabilities and tools will be transferred to DoD and
DoE primary standards labs, thus enabling them to better transfer their capabilities to
secondary calibration labs. (FY 2014)

Expanded or advanced measurement areas: New areas of measurement needs continually
develop and NIST must perform research in these areas to ensure that NIST can meet the
future needs of key U.S. government agencies and industry. Areas of measurement in which
DoE and DoD have expressed a need, but where NIST does not have sufficient capabilities,
include pulsed high voltage, high current, AC resistance, arbitrary waveform analysis, and
ultrahigh speed oscilloscope calibrations (>100 GHz). Also, development and deployment of
advanced digital signal processing techniques to NIST calibrations will enable improved
measurement services to NIST customers and will enable these same techniques to be
disseminated to DoD, DoE, and industry labs for their use in calibration services. (FY 2015)

Develop new primary frequency standards (official atomic clocks) with improved accuracy
equivalent to about one second in 500 million years to meet current and future needs for time
and synchronization standards for telecommunications, navigation and positioning, and
defense applications. (FY 2013)

Replace the aging and nearly obsolete time scale which is calibrated by the primary

frequency standards, and which is the direct source of all NIST time and synchronization
services, with more accurate and reliable systems. (FY 2014)
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Support Measurement Science R&D

The scientific and technological communities require a self-consistent set of values of the
basic fundamental constants so that measurements of quantities such as charge and light
can be made with sufficient accuracy and precision. Towards this end, NIST will develop the
quantum-based measurement tools needed to define a natural system of International
System of Units (Sl). As part of this effort, NIST will also fund the NIST Precision
Measurements Grants program, which is focused on supporting academic research in the
field of fundamental measurement or the determination of fundamental constants. (FY 2017)

Quantum standards enable dissemination of measurements with unparalleled accuracy. By
developing quantum standards for the entire suite of electrical measurements, primary
standards labs will be able to achieve previously unattainable uncertainties without direct
calibrations from NIST, thereby improving efficiencies and quality while reducing costs.
Some quantum standards exist, but they are complicated and expensive. NIST will develop
turnkey systems for use in all types of measurement labs (particularly DoD and DoE primary
standards labs) to disseminate resistance, capacitance, voltage (DC, AC, and arbitrary

- waveforms), and electric power. NIST will also develop improved electron-counting

techniques that are critical to creating new quantum-based voltage, current and capacitance
standards. (FY 2014 - FY 2016)

Develop new atomic clocks (primary frequency standards) based on new technologies that
will eventually be 100 to 1,000 times more accurate than the current best clocks, to meet
growing future needs. The new technologies include clocks based on optical transitions in
atoms compared to the current microwave transitions, and clocks based on quantum logic
and optical lattice manipulation. (FY 2015)

Investigate optimal quantum states and measurement protocols, including the means to
generate and characterize the novel quantum states, that may improve future timing and
synchronization measurements beyond the standard quantum limit. (FY 2015)

Develop new ultraprecise sensors based on atomic clocks. Such sensors operate by

detecting very small changes in the ticking rate (frequency) of atomic clocks due to the effects

of magnetic fields, small changes in gravity, and other environmental conditions. These

atomic sensors can be used for such applications as:

oUltraprecise magnetic field measurements for measuring the tiny magnetic fields created by
brain and heart activity, with the potential for new medical imaging technologies. (FY 2014)

oPrecision gravity measurements for detection of underground resources (petroleum,
minerals, etc.) and for “signal free” undersea navigation based on gravity maps of the
ocean floor. (FY 2015)

oUltrasmall and ultraprecise gyroscopes and accelerometers to provide precision navigation
and positioning when systems such as GPS are not available, either due to interference
with GPS, or for use in buildings and environments where GPS signals are not available.
(FY 2016)

Develop next generation photon sources and detectors that provide both better sensitivity
and more accurate timing to improve both sensitivity and synchronization of timing signals.
The photon sources and detectors should also support the development and characterization
of novel quantum states and future optical standards.. (FY 2015)
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Deliverables:

e New primary frequéncy standards (official atomic clocks) with improved accuracy equivalent
to about one second in 500 million years.

+ Robust new NIST time scale to ensure accurate, reliable, and continuously available time and
synchronization information for all NIST time users.

e Improved NIST realization of official U.S. time.

e Improved services to NIST time and synchronization users, including:
o Robust system for network-based timing and synchronization, able to reliably and
accurately provide service for more than ten billion requests per day. |
o Enhanced radio broadcasts of NIST time and synchronization information to better serve
customers across the entire lower 48 states, particularly the eastern third of the U.S,,
parts of which currently experience poor reception.

* New technologies to deliver the most accurate and precise time and frequency information
through fiber optic networks, significantly surpassing current technologies relying on radio
signals. ,

e« Enhanced time and synchronization distribution for a broad range of national priority
applications, including Smart Grid, national defense, and homeland security.

* World-leading new atomic clocks to meet future needs of national timing and synchronization
applications and infrastructures.

e Tools for characterization of novel quantum states for future improvements in time and
synchronization.

e More efficient quantum-based fundamental  standards for voltage, resistance, and
capacitance:

o New turnkey quantum-based DC voltage systems that can be operated in almost any
laboratory.

o An easily disseminated room temperature quantum resistance standard based upon
graphene technology.

o A new table-top quantum standard for capacitance for easy dissemination of values with
unprecedented accuracy.

e High precision transfer standards and scaling techniques for resistance, voltage, and current:

o Reduced uncertainties of measurements for high resistance values greater than 100 GQ
by developing improved transfer standards and by improving scaling techniques using
cryogenic current comparators.

o Quantum Hall arrays for quantum-based resistance scaling to greatly improve accuracy
at extremely high and low resistance values.

o Thin film thermal converters for dissemination of AC voltage and current measurements
with lower uncertainties over a much broader range of current, voltage, and frequency.
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e Expanded and advanced measurement capabilities for voltage, power, resistance, and
impedance: - ‘

o New methods of measurement traceability for DC, AC, and pulsed high voltage and high
current measurements,

o New capabilities for measuring arbitrary waveforms with unprecedented ease and
accuracy, including extremely high frequencies (>100 GHz).

o Improved AC resistance measurement capabilities in support of improved AC
impedance and temperature measurements.

o More precise measurement technigues to enable accurate power measurements in the
presence of harmonics and noise.

o Implementation of advanced digital signal processing based technologies for all AC
measurement services to reduce uncertainties, improve reliability, improve
transportability, and expand ranges of performance.

o Modernized and improved NIST electrical measurement calibration services including all
forms of voltage, resistance, low frequency power, and impedance.

Performmance Goals and Measurement Data

Ferto z s 04

Pelto id e 2d e D1 D12 ( D14 0 016
ota her o ew qua "arqge arge arqge arce arqe arqe
c] Udrai e 21000 O (] <. cl 0

With Increase

Without Increase 0 0 0 0 0 0

Description

o
(-]
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N
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Performance Goal: FY FY FY FY FY FY
Performance Measure: 2011 2012 2013 2014 2015 2016
Total number of new measurement Target Target Target Target Target  Target

technologies or instruments delivered
to Industry, DoE and/or DoD primary
standards labs

ith Increase 0 10 11 2 4
ithout Increase 0 0 0 0 0 0
Description

Performance Goal: FY FY FY FY FY FY
Performance Measure: 2011 2012 2013 2014 2015 2016
Total number of NIST electrical Target Target Target Target Target  Target
measurement calibration services

modernized and upygraded

ith Increase _ 0 0 1 |2 3 4

Without Increase 0 0 0 0 0 0

Description
Performance Goal: FY ' FY FY FY FY
Performance Measurement: 2011 2012 2013 2014 2015 2016
Daily synchronizations of computer Target  Target  Target  Target  Target  Target
clocks to official NIST time . . B ;. N
With Increase 3 billion | 4 billion | 5 billion | 6 hillion | 7 billion | 8 billion
Without Increase 3 billion | 3 billion | 3 billion | 3 billion | 3 billion | 3 billion

Description
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Activity: Measurement Science, Services, and Programs

Subactivity: Laboratory Programs

PROGRAM CHANGE PERSONNEL DETAIL
(Dollar amount in thousands)

Number Annual Total

Title: Location Grade of Positions Salary Salaries
Electronics engineer Boulder, CO PV 1 $123,758  $123,758
Physicist Boulder, CO ZPV 5 123,758 618,790
Electrical engineer Gaithersburg, MD ZP IV 7 105,211 736,477
Electrical engineer Boulder, CO ZP IV 1 105,211 105,211
Electronics engineer Boulder, CO ZP IV 2 105,211 210,422
Electronics engineer Gaithersburg, MD  ZP IV 1 105,211 105,211
Physicist Boulder, CO ZP IV 7 105,211 736,477
Physicist Gaithersburg, MD ZP IV 11 105,211 1,157,321
Electrical engineer Gaithersburg, MD  ZP llI 3 74,872 224 616
Electrical engineer Boulder, CO ZP Il 1 74,872 74,872
Physicist Boulder, CO ZP Il 2 74,872 149,744
Physicist Gaithersburg, MD ZP llI 1 74,872 74,872
Technician Bouider, CO ZT vV 2 74,872 149,744
Admin./technical support Boulder, CO ZAll 2 51,630 103,260
Admin./technical support Gaithersburg, MD  ZA I 3 51,630 154,890
Secretary Gaithersburg, MD  ZS I 1 37,983 37,983

Total 50 4,763,648
Less Lapse 25% (13) (1,190,912)
Total full-time permanent (FTE) 37 3,672,736
2011 Pay Adjustment (1.4%) 0
2012 Pay Adjustment 2.3%) 0
TOTAL 3,572,736
Personnel Data Number
Full-Time Equivalent Employment

Full-time permanent 37

Other than full-time permanent 0

Total 37
Authorized Positions:

Full-time permanent : 50

Other than full-time permanent 0

Total 50
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PROGRAM CHANGE DETAIL BY OBJECT CLASS

(Dollar amounts in thousands)

Activity: Measurement Science, Services, and Programs
Subactivity: Laboratory Programs

2012
Object Class Increase
1 Personnel compensation
11.1 Full-time permanent $3,573
1.3 Other than full-time permanent 0
11.56 Other personnel compensation 0
11.8 Special personnel services payments 0
11.9 Total personnel compensation 3,573
12 Civilian personnel benefits 983
13 Benefits for former personnel 0
21 Travel and transportation of persons 442
22 Transportation of things 99
23.1 Rental payments to GSA 0
23.2 Rental Payments to others 0
23.3 Communications, utilities and miscellaneous charges 1,200
24 Printing and reproduction 1"
251 Advisory and assistance services 0
252 Other services 2,072
253 Purchases of goods & services from Gov't accounts 1,918
25.4 Operation and maintenance of facilities 0
25.5 " Research and development contracts 2,550
256 Medical care 0
257 Operation and maintenance of equipment 242
25.8 Subsistence and support of persons 0
26 Supplies and materials 867
31 Equipment 1,143
32 Lands and structures 1,000
33 Investments and loans 0
41 Grants, subsidies and contributions 2,000
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
29 Direct obligations 18,100
Transfer to NIST Working Capital Fund 3,100
Total obligations _ 21,200
Less administrative savings (1,184)
Total requested 20,016
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4. Advanced Materials for Industry (Base Funding: $2.0 million; Program Change: +23 FTE
and + $14.242 million).

NIST requests an increase of $14.242 million and 23 FTE for a total of $16.242 million to develop the
measurement science, tools and standards necessary to enable greatly improved efficiency in the
Nation’s development and manufacture of new products and services based on innovative materials.
The funds would -enable NIST to extend its expertise in the development and use of materials
modeling and simulation directed at manufacturing, and to create a National measurement and
standards infrastructure that would substantially lower the cost of both design and manufacturing for
industries seeking to realize the benefits of computer-based materials discovery and optimization.

Proposed Actions:

The generation and evaluation of physical reference data and the development of databases that can
be widely used by industry is mandated by the NIST mission. NIST has expertise in data generation,
collection, assessment, and dissemination, as well as model design and validation from atomic scale
to the device scale. This expertise has provided a theoretical underpinning for its experimental
program for some time. As a result, NIST is uniquely positioned to develop a vastly accelerated
program for the Nation to provide materials property data utilizing modeling and simulation
approaches, sometimes known as “virtual measurements.” The proposed initiative seeks to fund -
efforts in the following focused areas: _

+ Standard Reference Database Development — NIST will assemble databases of evaluated
data on physical, chemical and mechanical properties of materials generated through both
computational models and experiments, including data describing thermodynamic properties;
multi-component diffusion; thermal conductivities (temperature sensitivity); lattice parameters
(density); chemical reactivity of surfaces; thermophysical properties of fluids; composition and
functional properties of semiconductor, insulator, composite, and metallic alloys; interatomic
potentials to describe atomic interactions; microstructure formation models; and other, as
identified by partners in government, industry and academia. This enables improved
computation of materials properties and design of products.

¢ Data Assessment Techniques and Tools — Materials property data cannot be relied upon
unless it is carefully documented for both its origin and accuracy. NIST has a long history of
evaluating data obtained from physical experiments, at NIST and elsewhere, to precisely
determine the uncertainty in reported results. The same must be done for property data
obtained from mathematical models and computational simulations. Unfortunately,
methodologies for verification and validation of computer models and techniques for
characterizing the uncertainty in their outputs are far from mature. NIST will develop a
measurement science infrastructure for models and simulations that is on par with that of
physical experimentation. Not only will this ensure the quality of NIST data, but the
techniques and tools developed will also be usable by industry to increase confi dence in
predictions of the models and simulations they use in materials discovery.

+ Standards Determination, Implementation and Dissemination — Materials property
databases will not achieve their full potential impact unless they are easily searchable, with
results provided in a form amenable to automated processing by client models and analysis
tools. Such capabilities are enabled by formal standards for data representation and standard
protocols for their automated interchange. This standards development exercise will
necessarily engage much of the materials modeling community (public-private partnerships).
Community consensus will be developed through workshops, planning grants and road-
mapping exercises enabling the scope of needed data standards to be determined. This
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includes standards for documenting data origin, software standards, the mathematical
descriptions of calculated quantities, associated experimental data, manuscripts, and other
relevant materials.

o Standard Reference Materials Development — Tightly integrated with any quantitative
modeling effort is an experimental effort aimed at providing key data against which the
models can be calibrated and validated. Indeed, these efforts must be linked iteratively, as
models provide guidance for experiments and vice-versa, yielding a cycle of improved
accuracy and predictive power. In this effort we will develop a new paradigm for NIST’s
Standard Reference Materials program, distributing materials data and models along with the
physical sample, allowing for an enormous value-add to the customers using standard
reference materials (SRMs) in their industrial processes. Such an effort would also allow
others to validate their models both against NIST-developed models and the associated
SRMs.

*» Model Development, Integration and Standard Reference Simulations — The above
effort is founded on a basis of scientific software developed at multiple institutions around the
world. NIST will undertake a substantial effort in the development and integration of materials
models in order to benchmark these technologies and maintain depth of competence in state-
of-the-art materials modeling. Such an approach is necessary to support the manufacturing
community, which has specific materials performance criteria but often limited capability to
perform materials by design. This includes efforts to strengthen the modeling efforts to predict
with known confidence the microstructure evolution as well as bulk properties of materials
systems. Additionally, NIST will develop powerful abstraction methods to enable multiscale
integration and discovery of new macroscopic physical properties derived from models at
shorter length and time scales. This effort will directly couple back to the data efforts, by both
enhancing the usefulness of the disseminated information and quantifying the high-
dimensional parameter space contributing to predictive uncertainty (i.e. controlling and
understanding uncertainty). NIST models and associated software will provide a capability for
“standard reference simulations” in two ways: (1) The release of open-source software that
would represent a community-developed representation of the state-of-the-art against which
modelers could benchmark their own software or proposed improvements, and (2) The
development of standardized benchmark problems, along with highly accurate computational
solutions which could be compared against by those wishing to validate their own modeling
software. The latter could be tied to the specific SRMs described above. These are
necessary steps to the development of “raceability” for models and simulations comparable
to traceability for physical measurement.

Statement of Need and Economic Benefits:

Today, the discovery and optimization of new materials for innovative products is a time-consuming
and laborious process, as much a craft practiced by skilled artisans as a science. Expensive trial-
and-error-based experimentation results in a highly inefficient exploration of the potential candidates
for a desired new system. This is in part because the materials design space is highly complex. For
example, in metals, whether high strength steel for automobiles or lightweight aluminum for airplanes,
a few percent change in composition or slight modification in manufacturing processes can make a
such a large difference that performance metrics, such as strength, can vary by 50 percent or more,
where ultimately these different properties result from different arrangements of the atoms. Another
example would be the high performance alloys developed in the 1960’s for nuclear reactors, which
have effective lifetimes that differ by a factor of two depending on subtle variations in composition.
The investigation of all possible variations of the composition of such alloys would be prohibitively
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expensive and time-consuming, involving numerous tests of strength and other properties, as well as
microstructural analyses to determine the arrangements of the atoms. Alloys with major composition
alterations are frequently not examined at all because of the time and cost associated with insertion
of new materials into engineering systems. Identical arguments can be made for such diverse
applications as sensor materials for detection of atmospheric pollutants to the creation of new
pharmaceuticals. The result is much lost opportunity for the discovery and optimization of new
materials on which new higher performance products can be based.

However, a powerful new paradigm for materials discovery and optimization has begun to emerge:
materials by design. In contrast to an empirical trial-and-error-based approach that may take a
decade to implement, computational approaches based on physics-based material models can lead
to hugely reduced development time, materials of higher performance, and far more effective and
cheaper products. DOE’s Oak Ridge National Laboratory is currently using these methods to direct
alloy development for Gen 4 nuclear reactors. GE has cut their jet engine alloy development cycle
from fifteen years to nine years by using computational approaches and hopes to cut the time by half
again using improved models and data. Products ranging from automobile engines to computer
chips to the previously mentioned next generation nuclear power plants are ripe to benefit from such
modern methods of materials engineering — clearly a major enabler for the future of manufacturing
and American industry.

A prerequisite to the effective use of modeling and simulation is reliable data on the fundamental
physical properties of materials at all relevant scales. The most fundamental is based on interactions
at the atomic scale. Today such data remains spotty and of highly variable quality. Some data is
measured at various labs around the world, but in an uncoordinated manner and with incompatible
formats. This problem is particularty severe when researchers must tie one scale of modeling to
another, say the atomic scale to the scale of cell phone components or turbine blades in order to
study the full range of material performance characteristics.

Modeling and simulation can also be used to generate necessary materials parameters and data for
higher-level engineering models when data are not available. Atomic and sub-atomic scale models
‘provide such data when measurements are too expensive or uncertain, or even impossible to
measure. Examples of materials data very difficult and expensive to measure yet amenable to
modeling are interface energies between solid phases, and barriers to diffusion, or mixing of solids on
the atomic scale. Such atomistic methods have matured in the past decade, and are being
investigated by cutting edge industry, such as Intel, for product design. But major efforts in both
theory and experiment are needed to provide the data that underlies successful modeling at all these
length scales. These efforts are central to providing the interoperability, validity and confidence levels
necessary to ensure adoption by industry of modeling and simulation for matenals by design, and are
directly aligned with NIST’s role in establishing data quality.

Finally, we quote from the National Research Council Report on Integrated Computational Materials
Engineering (2008)

“Materials innovations have been at the core of the vast majority of major changes in technology
since the start of the industrial revolution. Modern transportation, electronics, space exploration,
the information age, and medical prosthetics were all enabled by today's metallic, polymeric,
ceramic, semiconductor, and multifunctional materials. For decades, the development of
advanced materials and their incorporation into the design of new products enabled the United
States to maintain a significant competitive advantage in the global economy. Modern
computational engineering tools generally have radically reduced the time required to optimize
new products. However, analogous computational tools do not exist for materials engineering.
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As a result, the product design and development cycle now outpaces the materials development
cycle, leading to a considerable mismatch. The insertion of new materials technologies has
become much more difficult and less frequent, with materials themselves increasingly becoming
a constraint on the design process. The materials development and optimization cycle can no
longer operate at the rapid pace required, and this potentially threatens U.S. competitiveness in
powerhouse industries such as electronics, automotive, and aerospace, in which the synergy
among product design, materials, and manufacturing has given our Nation a competitive
advantage. Moreover, this deficiency leads to suboptimal materials and engineering solutions to
national security needs. Until materials engineering, component design, and manufacturing
engineering are integrated, designers will not attempt to optimize a product's properties through
processing, and one route to improving the competitiveness of U.S. manufacturers will be
“closed off.”

Base Resource Assessment:

For many years, NIST has recognized the needs of manufacturers to employ state-of-the-art
modeling and simulation tools to accelerate the insertion of new materials into the design process.
However, while the need was clear, the existing software and computer power was insufficient to
model the enormously complex problems that are central to understanding and predicting materials
performance. As part of a National and international effort in these areas, NIST has maintained active
leadership in the modeling of materials microstructure, including the creation of the NIST Center for
Theoretical and Computational Materials Science (CTCMS). This center, now part of the Materials
Measurement Laboratory, is focused on developing, solving, and quantifying materials models using
state-of-the-art computational approaches and developing powerful new tools for materials theory
and modeling and accelerating their integration into industrial research. In 2008, the NIST Metallurgy
Division created the NIST Interatomic Potentials Repository, a first of its kind resource for
researchers seeking the software needed to predict materials properties at the atomic scale. NIST
has also invested substantial resources through its Information Technology Laboratory in the areas of
uncertainty quantification and in fast and accurate solution methods for the mathematical models of
materials that predict the complex microstructures that control materials properties at the macro-
scale. NIST has also supported the Virtual Cement and Concrete Testing Laboratory and its
associated VCCTL Consortium, which aims to develop a computer—based virtual laboratory for
evaluating and optimizing cement-based materials.

In addition, for the past ten years, the Computational Chemistry Group (CCG) at NIST has dedicated
significant efforts aimed at the development, validation and application of modern quantum chemistry
methodologies to aid in the experimental characterization of chemical, electrical, magnetic, and
optical properties of materials at the nanoscale. A good example of these activities is the
development of reliable and computational efficient theoretical methodologies to study behavior? of
molecular wires interfaced to metallic and semi-conductor electrodes, which constitutes an integral
component of the nanoelectronics program at NIST. Another example from the activities in the CCG
showcasing the impact of modeling and simulations in industrial applications is the collaborative work
with scientists and engineers at KRAFT Foods entailing the use of quantum chemical methodologies
in order to rationally design “smart materials and food packages’”.

It is now clear, through successful demonstrations at a handful of companies and Labs (see above),
that the technologies developed both inside and outside of NIST are poised to make revolutionary
changes in how manufacturers use materials, enabling the direct incorporation of new materials,
developed in real time, into the product development cycle. To realize this transformation of U.S.
manufacturing practice involves a government-wide effort, where NIST will play a central role in
developing the standards in data needed to ensure success. Recognizing this imperative, NIST has
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invested several million dollars per year to begin developing the data and software needed to do
Materials by Design, but the effort has necessarily been piecemeal, as a coherent effort involves a
confluence of several factors that are only now coming into alignment: (i) recognition of a National
need by both the National Research Council (see above) and a WTEC 2008 report on simulation
based science and engineering; (i) the evolution of computer hardware and software to a state
where the solution of these problems is now tenable and (jii) the crucial cultural shift within the
materials engineering community that requires materials science to be done in a wholly new manner,
where modeling and simulation exist in a tightly bound loop with experiment. These factors are all
now in place, setting the stage for NIST to invest in a substantially increased effort in Materials by
Design. This effort will be both timely and, if done in concert with the right stakeholders, yield
significant impacts on manufacturing and the National economy.

Schedule and Milestones:

1. Standard Reference Database (SRD) Development

a. FY12-14: Develop an archive capability for digital materials data
FY12-16: Develop and implement a common interface to all relevant NIST SRDs
FY 12-16: Develop novel search, retrieval, and analysis tools for materials data
FY 13-18: Implement emerging standards and protocols for access to NIST SRDs

FY 12-18:. Develop federated database technology enabling integrated search
across materials data maintained by multiple parties

f. FY 12-18: Develop thermodynamic databases of multi-component alloys

g. FY 12-18: Develop databases of multi-component diffusion coefficients and atomic
mobilities

h. FY 13-18: Develop databases of thermal/electrical conductivities

i. FY 14-18: Develop databases of crystal lattice parameters (density/molar volume)

j-  FY 12-18: Broaden the scope of the interatomic potential repository to include
reference data and property evaluations for a wide range of materials

k. FY 12-18 Develop quantum/ab-initio database

I.  FY 12-18 Develop a reference chemical kinetic database for vapor-phase reactions
used in material growth using thermochemical deposition processes.

m. FY 12-18 Develop a quantum chemistry database with thermochemical, electrical,
magnetic and optical properties data of small nanostructures ( < 1,000 atoms).

n. FY 12-18 Develop a database with optical properties such as phonon shift and
band-gap energies to determine composition and functional properties of
semiconductor and insulator alloys. to our stakeholders of the above developed
databases

o a0

2. Data Assessment Techniques and Tools

a. FY12-16: Reference standards for quantified verification of the numerical accuracy of
computational models: benchmark problems and solutions, a posteriori efror
estimators, convergence analysis, and the method of manufactured solutions

b. FY12-16: Tools and analyses to assess the error propagation that occurs as a result of
multi-model chaining—i.e., outputs of one model are used as inputs for another model

c. FY12-16: Develop standardized methods for uncertainty analysis in property
calculations, reference data, materials informatics, and connections between scales

d. FY12-16: Develop standardized protocols for evaluating properties in molecular
simulation (automated property evaluations)
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e.

FY 12-16 Develop database of reference data with full pedigree (similar to Chemistry
WebBook)

3. Standards Determination and Implementation

a.

b.

C.

d.

e.

f.

g.

FY12-17. Facilitate the community-based development of standardized
terminologies and taxonomies for materials data

FY13-17: Facilitate the community-based development of standardized representations
for materials data and associated meta-data

FY 14-17: Facilitate the community-based development of standardized protocols for
the interchange of materials data among databases, simulation systems, and analysis
tools

FY13-17: Develop reference implementations and conformance tests for emerging
community standards for materials data representation and interchange

FY12-17: Develop comprehensive and flexible taxonomies for classifying materials
information

FY12-17: Standard reference states for thermodynamic and diffusion data and models
FY12-17: Standardized formats for representing interatomic potentials

4. Standard Reference Materials Development

a.

FY12-16: Experimental effort aimed at providing key, yet sparse, data sets for
selected materials against which the databases in section | can be validated. New
Standard Reference Materials will be identified that can be used for inter-laboratory
agreement on selected data sets

5.  Model Development and Integration

a.

FY12-18: Development of standard reference simulations, including challenge
problems, software, and associated results, that can be used as benchmarks for
development and application of modeling software

FY12-18: Development of open hardware/software platforms that enable
integration of models representing multiple physical processes, time, and length
scales

FY12-18: Development of software repositories to provide wide community access
to state-of-the-art tools

FY12-16: Formulation of advanced predictive microstructure evolution models
using sharp interface and phase field methods. Both full scale and approximate
semi-analytical models will be employed. Models will utilize data from the
thermodynamic and diffusion databases

FY12-16. Formulation of model to predict bulk mechanical properties of metallic
materials as a function of microstructure.

Deliverables:

1.  Standard Reference Database (SRD) Development

a.
b.

C.

Open access to our stakeholders of the above developed databases

Roll out these changes to the public, in conjunction with quality control issues
discussed below

Code repositories
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2. Data Assessment Techniques and Tools

a. Understanding the limits of numerical accuracy obtained from non-linear
computations of materials data at the atomic level and continuum models of
microstructure — properties prediction performed on different hardware and
software platforms

b. Methods to evaluate error propagation from linked models
¢. Recommended practice guides for property calculations and uncertainty analysis

3. Standards Determination and Implementation

a. Recommendations for common ways to transfer information between programs
and scales

4, Standard Reference Materials Development
a. Standard reference materials for validating models

5. Model Development and Integration

a. Model of how precipitate size/morphology and density affect the strength, fatigue,
fracture resistance, creep and other mechanical properties of alloys

b. Methods for error propagation
c. Comparisons of models with reference data (particularly experimental)

Performance Goals and Measurement Data

Performance Goal: Develop FY FY FY FY FY FY
databases and integrated data 2011 2012 2013 2014 2015 2016
collections Target Target Target Target Target Target

With Increase
Without Increase
Description: Databases must be developed, and integrated.

Performance Goal: Obtain archive FY FY FY FY FY FY
capabilities for materials data and 2011 2012 2013 2014 2015 2016
models Target Target Target Target Target Target

With Increase

Without Increase
Description: , Databases must be populated with data appropriate to Materials by Design.
Percentages indicated the state of population of the databases for the classes described
above. 100% is impossible.

Performance Goal: Develop best FY FY FY FY FY FY

practices for determining 2011 2012 2013 2014 2015 2016

uncertainties Target Target Target Target Target Target

With Increase
Without Increase
Description: The determination of best practices, while evolutionary, will inform all the
other activities in this effort.
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ease 10 15 30 45 65 90%
0 case 5 10 15 15 20 20%
Description: The determination of best practices, while evolutionary, will inform all the
other activities in this effort.
Perto A e 303 Develop

andard z Ot pa ) 0 ) § () 016

0 % O = C] e 10 c] di Qe dal (12 (] (e (]
ease 5 15 45 65 85 95%

o ease 0 0 0 0 0 0%

Description: This is the critical informatics piece of this effort. The percentages indicate

the development of the “ecosystem” of standards necessary to achieve materials by

design. 100% is impossible.
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PROGRAM CHANGE PERSONNEL DETAIL
(Dollar amount in thousands)

Activity: Measurement Science, Services, and Programs
Subactivity: Laboratory Programs

Number Annual Total
of

Title: Location Grade  Positions Salary  Salaries
Materials scientist Gaithersburg, MD  ZP IV 5 $105,211 $526,055
Materials scientist Gaithersburg, MD ZP 1 2 74,872 149,744
Engineering technician Gaithersburg, MD ZT 1l 1 56,857 56,8567
Computer scientist Gaithersburg, MD  ZP IV 3 105,211 315,633
Research chemist Gaithersburg, MD ZP IV 2 105,211 210,422
Research chemist Gaithersburg, MD ZPV 4 123,758 495,032
Research physicist Gaithersburg, MD ZP IV 2 105,211 210,422
Research physicist Gaithersburg, MD ZP 2 74,872 149,744
Research physicist Gaithersburg, MD ZPV 3 123,758 371,274
Research mathematician Gaithersburg, MD ZP IV 3 105,211 315,633
Research statistician Gaithersburg, MD  ZP IV 1 105,211 105,211
Administrative/technical support Gaithersburg, MD ZAll 3 51,630 154,890

Total 31 3,060,917
Less Lapse 25% (8) (765,229)
Total full-time permanent (FTE) 23 2,295,688
2011 Pay Adjustment (1.4%) 0
2012 Pay Adjustment 2.3%) 0
TOTAL 2,295,688
Personnel Data Number
Full-Time Equivalent Employment

Full-time permanent 23

Other than full-time permanent 0

Total 23
Authorized Positions:

Full-time permanent 31

Other than full-time permanent 0

Total 31
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PROGRAM CHANGE DETAIL BY OBJECT CLASS
(Dollar amounts in thousands)

Activity: Measurement Science, Services, ahd Programs
Subactivity: Laboratory Programs

Object Class Increase

11 Personnel compensation
11.1 Full-time permanent $2,296
11.3 Other than full-time permanent 0
11.5 Other personnel compensation 0
11.8 Special personnel services payments 0
11.9 Total personnel compensation 2,296
12 Civilian personnel benefits 631
13 Benefits for former personnel 0
.21 Travel and transportation of persons 285
22 Transportation of things 98
231 Rental payments to GSA 0
23.2 Rental Payments to others 0
233 Communications, utilities and miscellaneous charges 611
24 Printing and reproduction 43
251 Advisory and assistance services 0
25.2 Other services 332
25.3 Purchases of goods & services from Gov't accounts 1,843
25.4 Operation and maintenance of facilities 0
25.5 Research and development contracts 2,500
25.6 Medical care 0
25.7 Operation and maintenance of equipment 103
25.8 Subsistence and support of persons 0
26 Supplies and materials 675
31 Equipment 1,583
32 Lands and structures 0
33 Investments and loans 0
41 Grants, subsidies and contributions 4,000
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
99 Total obligations 15,000
Less administrative savings (758)
Total regeust 14,242
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S. _Innovations for 21st Century U.S. Manufacturing: Faster, Smarter_and Cleaner (Base
Funding: $5.619 million; Program Change: + 18 FTE and + $13.331 million).

NIST requests an increase of $13.331 million and 18 FTE for a total of $18.95 million to develop the
measurement science, tools and standards that will provide the infrastructure to enable faster
cleaner, and more intelligent manufacturing.

Manufacturing plays a central role in realizing the benefits of technological innovation and in the
overall growth and heaith of the U.S. economy. The ability to rapidly introduce product innovations
will provide a foundation for future U.S. manufacturing market growth, competitiveness, and creation
and retention of high-skill, well-paying jobs. A much greater degree of manufacturing agility is also
needed to fully capitalize on the unprecedented long-term manufacturing opportunities being created
by new approaches to health care, energy, the environment, and transportation. In addition,
domestic manufacturing agility and overall productivity are essential to national defense and
homeland security by ensuring that the high-performance and high-quality products and systems
needed by our military and security forces are provided in a timely and cost-effective manner
throughout each technology’s life cycle.

Secondly, the President's Framework for Revitalizing American Manufacturing recognizes the
importance of “developing advanced robotics technologies that allow the U.S. to retain
manufacturing, and respond rapidly to new products and changes in consumer demand.™

Lastly, promoting innovative technologies to reduce dependence on energy imports and to mitigate
- the impact of greenhouse gas emissions while creating green jobs and new businesses, is a priority
of the Administration.

Proposed Actions:

This program represents a critical step in providing an advanced technical infrastructure for the future
growth and prosperity of U.S. manufacturing. Three major technological areas will be emphasized:
additive manufacturing, intelligent and autonomous robotic systems, and sustainable manufacturing.
To achieve rapid, cost effective, environmentally friendly manufacturing capabilities, new
measurement methods, and associated standards are needed. Working with industry and academia
'NIST will engage in research and standards efforts that advance:

* Additiver manufacturing: In this program, NIST will conduct and sponsor research and
development in technology areas central to a transformational future of U.S. manufacturers
through additive manufacturing. New measurements and performance-based standards for
additive manufacturing — referring to a revolutionary capability to create complex three-
dimensional objects by building up layers with material composition and structure that vary like
colored ink on printed pages - will enable a business environment where “new types of
businesses will unleash new types of products that were previously impractical due to cost, risk,
or manufacturability.”®  Advances in additve manufacturing methods will give U.S.
manufacturers new capabilities to rapidly produce highly-customized and complex products with
increased functionality and performance, decreased time-to-market, and reduced waste.
Additive manufacturing and rapid prototyping systems will provide the agility needed to rapidly
make innovative customized complex products that are not realizable by more traditional

? Executive Office of the President, December 2009, “A Framework for Revitalizing American Manufacturing”
1% «“R oadmap for Additive Manufacturing Identifying the Future of Freeform Processing”, 2009, University of Texas at
Austin
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manufactﬁn'ng technologies or need to be produced cost-effectively in low-to-moderate
volumes.

¢ Intelligent robotics and automated systems: To enable robotics to be more broadly applied to
mass customization “robots [need] to be smarter, more flexible, and able to operate safely in less
structured environments shared with human workers.”'? NIST will develop the measurement
science needed to increase the versatility, agility, and ability of robots and automation equipment
to (1) work safely in collaboration with and in close proximity to humans, and (2) augment human
abilities with strength, dexterity, high precision, and repeatability to attain smart assembly and
manufacturing. Ultimately, NIST will develop the measurement science for autonomy of robots
that robustly and reliably serve as co-workers on the factory floor, augmenting and assisting
human workers to achieve new levels of product quality and productivity

o Sustainable Manufacturing: NIST investments in sustainable manufacturing must focus on the
highest priority needs of the industries with the most to gain from improvements in sustainability.
At the U.S. Department of Commerce’s Sustainable Manufacturing Summit and the NIST
Sustainable Manufacturing Workshop held in 2009, industrial participants indicated that (1) the
lack of confidence in the accuracy and applicability of sustainability metrics, and (2) the difficulties
associated with collecting and managing sustainability data across supply chains hinder the pace
and scope of their efforts in sustainable manufacturing.®" Industry clearly expressed to NIST a
desperate need for dramatically better and more detailed data to enable significant
advancements in energy efficiency and reduced environmental impacts. NIST will address
industrial pain points in dealing with information across the supply chain, gathering and
disseminating best practices in sustainable manufacturing, and identifying meaningful
sustainability metrics that lead to improvements.

Statement of Need and Economic Benefits:

A robust and vibrant manufacturing sector is critical to the overall health of the U.S. economy. Today
the manufacturing sector accounts for 12 percent of GDP, which amounts to a substantial
$1.6 trillion, and employs 14.3 million workers. Manufacturing’s generates an additional $1.43 in
economic activity in the rest of the economy for each $1 in merchandise sales (more than all other
sectors,); and the manufacturing sector is the primary source of U.S. trade revenues, accounting for
almost two-thirds of the Nation's total exports. Equally critical for future U.S. economic health is the
integral role of the manufacturing sector in leveraging technological innovation in the rest of the
economy, especially in the large and rapidly growing service sector. It is widely acknowledged that
R&D is the fundamental basis of innovation, but the fact that the manufacturing sector drives the
majority of U.S. R&D efforts is often overlooked. The manufacturing sector accounts for more than
70 percent of U.S. industrial R&D, with more and more of the research effort and production coming
from the high-technology portion of the manufacturing sector, which has tripled its output over the
past 25 years."” |

! National Academy of Engineering, Lawrence Rhoades, “The Transformation of Manufacturing in the 21st
Century,” 2005, http://www.nae.edw/File.aspx?id=7297

12 «A Roadmap for U.S. Robotics: From Internet to Robotics,” CCC and CRA (NSF-funded), 2009, http://www.us-
robotics.us/

13 http://trade. gov/competitiveness/sustainablemanufacturing/2009_sustainability summit.asp

1 Report http://www.nist.gov/customcf/get pdf.cfm?pub_id=905065

17 Gregory Tassey, Rationales and Mechanisms for Revitalizing U.S. Manufacturing R&D Strategies, 2009
(http://www.nist.gov/director/planning/manufacturing_strategy paper.pdf).
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Globalization has placed new pressures upon the manufacturing sector. Today global markets are
becoming increasingly technology-based. = The U. S. manufacturing sector must adopt new
technologies and processes to compete effectively in the future. Working with industry NIST has
identified the following areas where increased measurement and standards would facilitate and
accelerate the adoption of these new technologies and processes:

e Additive manufacturing: Additive manufacturing has the potential to enable U.S.
manufacturers to dramatically reduce time-to-market and rapidly and cost-effectively produce
complex—and even individualized—components for innovative products. Additive
manufacturing promises to achieve this longstanding goal of manufacturers by reducing or
eliminating the specialized tools that are usually needed to produce custom products, and by
allowing part geometries and combinations of different materials that are not possible with
conventional manufacturing processes.

However, to realize this potential, several measurement barriers must be addressed. The
2009 Roadmap for Additive Manufacturing highlights the need for better measurement and
characterization of surface quality, part accuracy, fabrication speed, and material properties.

Intelligent Robotics: The President's Framework for Revitalizing American Manufacturing
recognizes the importance of “developing advanced robotics technologies that allow the U.S.
to retain manufacturing and respond rapidly to new products and changes in consumer
demand”. '® The Computing Community Consortium (CCC) Roadmap for U.S. Robotics' —
a key document guiding OSTP views on robotics R&D needs — notes that “Robotics is a key
transformative technology that can revolutionize manufacturing... the promise of flexible
automation and automation for mass customization has not been realized except for special
cases.... Robots [need] to be smarter, more flexible, and able to operate safely in less
structured environments shared with human workers.” A recent analysis distiled the
technology development recommendations from four robotics roadmaps, including the one
by CCC, into a single document.?® NIST research and development in this program provides
the missing performance measures and standards needed in these key technology areas in
order to catalyze and accelerate progress in intelligent robotics and automation for agile
manufacturing.

e Sustainable Manufacturing: Manufacturers need to introduce innovative materials,
processes and products to improve their economic, societal and environmental sustainability.
Currently manufacturers are unable to accurately measure economic, societal and
environmental costs of products during the entire life cycle. To address sustainability fully,
manufacturers need to deal with the full life cycle analysis (LCA) of products. This requires
new methods to analyze, integrate, and aggregate information across hierarchical levels,
organizational entities, and supply chain participants. Manufacturers need defined measures
and tools to demonstrate, deploy, and recognize new sustainable manufacturing practices to
survive and grow in a global market. Furthermore, regulatory restrictions and consumer
preference for environmentally friendly products push and pull manufacturers towards
sustainable practices. Regulations such as RoHS (Restriction of Hazardous Substances) and
WEEE (Waste from Electrical and Electronic Equipment) restrict the sale of products
containing hazardous or prohibited substances in the European Union; several other

'® Exgcutive Office of the President, December 2009, “A Framework for Revitalizing American Manufacturing”
hitp;//www.whitehouse.govi/sites/default/files/microsites/20091216-maunfacturing-framework. pdf

19 o .
ibid.
2 http:/Awww.roboticsbusinessreview.com/articles/newsletter_view/rcadmapping-robotics-opportunities
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countries and states have enacted similar measures. Regulations such as the ELV (End of
Life Vehicles) and the HAL (Home Appliance Law) require vendors to accept products at the
end of service life to promote recycling and reduce solid waste. These regulations resulted
from recognition of the environmental impact of manufacturing. Additionally, consumer-
oriented labeling, such as Energy Star and labels for recycled content and recyclability of
products indicate a growing consumer-interest in sustainability.

Base Resource Assessment:

NIST currently has exploratory program efforts related to additive manufacturing, intelligent robotics,
and sustainable manufacturing, as follows:

Measurement and Standards for Science-based Manufacturing: The program focuses on metrology
and standards infrastructure necessary for a science-based approach to the manufacture of complex,
high-value, knowledge-intensive products. Research topics include: material processing, preliminary
work in metal-based additive processes, coordinated 5-axis motion, in-situ 3-degree fabricated parts;
performance metrics for manufacturing equipment used as measuring tools; and manufacturing
process monitoring and control using wireless sensor networks.

Measurement Science for Intelligent Manufacturing Robotics and Automation: This program aims to
develop performance measurement science to characterize constituent components of intelligent
manufacturing systems, define the target performance goals, and measure how well a component or
overall system meets the goals for a limited set of manufacturing robotics technologies.

Sustainable and Lifecycle Information-based Manufacturing: Program work includes analysis of
standards requirements and initial identification of best practices for sustainable manufacturing;
creation of a limited set of lifecycle information models for interoperability among systems and tools
that support sustainable manufacturing; and validation and testing of information models for
sustainable design and manufacturing.

In support of the proposed activities it is noted that NIST has deep technical expertise in
measurement science for manufacturing processes, equipment, and systems, and in intelligent
systems theory, architectures, performance metrics, and standards. It has unique manufacturing
process measurement capabilities and laboratory facilities—including state-of-the-art manufacturing
equipment and control systems—that are required to develop the needed measurement science and
standards for smart manufacturing. The program has several unique features that distinguish it from
manufacturing research in industry and academia: 1) emphasis on infrastructural performance
metrics, metrology, and standards that can be applied to a broad class of measurement and
manufacturing technology challenges, 2) emphasis on development of rigorous and generic
procedures to characterize measurement uncertainty that comply with intemational standards, and
3) long-term commitment, expertise, and neutrality essential for the development of harmonized and
unbiased national and international standards. NIST has the necessary expertise, program focus,
and govemment mandate to address the high-priority infrastructural measurement and standards
challenges most needed by U.S. industry.
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Schedule and Milestones:

Additive Manufacturing:

New measurement methods, tools, and test specimens developed to improve system
performance, materials qualification, and part quality for additive manufacturing processes.
Compiletion in FY13.

NIST additive manufacturing research testbed facility established. Completionin FY13.

Standard methods and metrics developed for assessing additive manufacturing system
performance. Completion in FY14.

Methods and tools developed for characterizing, optimizing, and controlling innovative additive
processes within the overall production system. Completion in FY15.

Intelligent Robotics:

Performance measures and standards developed for industrial robot safety systems that allow
safe operation in proximity to humans. Completion of ISO 10218 by FY13, ISO 10218
performance measures by FY14, and less restrictive standards by FY16.

Performance measures developed for imaging sensors and perception for situational awareness
in dynamic unstructured environments. Completion in FY14.

Performance measures developed for tactilefforce sensors, mechanisms, and algorithms to
improve the manipulation capability of robotic systems. Completion in FY15.

Performance measures and standards developed for next-generation robot systems that can
perform a wider range of manufacturing operations. Completion of mixed palletizing in FY13,
small manufacturer collaborative robotics by FY16.

Methods developed to assess the planning and decision-making of robots. Completion in FY15.
Standard representation of manufacturing and general knowledge required to support situational
awareness and communication by robots developed. Completion in FY16.

Metrics and standards developed for measuring the accuracy of robot situational awareness,
including future predictions. Completion in FY16.

Standard measurement framework developed for the replanning and adaptation by robots.
Completion in FY16.

Standard autonomy metrics framework developed that allows practitioners to define the
autonomy requirements for their manufacturing operations and measure the autonomy
capabilities of candidate robot solutions to ensure that they are appropriate. Completion in FY16.

Sustainable Manufacturing:

Models and information flow in forward and reverse supply chains developed (reuse, recycle,
remanufacturing, retake chains), working closely with U.S. industries. Completion in FY14.
Sustainable manufacturing methods, best practices, and processes developed and documented
by working with lead industries in key industrial sectors. Completion in FY15.

Harmonized standards and information models developed for materials used in products to
support regulations, which require rigorous and traceable data, working in cooperation with
industrial consortia. Completion in FY15.

Harmonized sustainability metrics and indicators appropriate for various regions and industrial
segments developed, in cooperation with national and international standards bodies.
Completion in FY15.

Harmonized standards and information models developed, in cooperation with industrial
consortia, for materials and chemicals used in manufacturing processes. Compietion in FY16.

NIST - 152



Test sustainability metrics piloted through a Baldrige Performance Excellence Program type
framework for a similar national award for sustainable manufacturing. Completion in FY16.

Best practices deployed in key industrial sectors by working with MEP and their
regional/academic partners. Completion in FY16.

Deliverables:

Additive Manufacturing:

New measurement methods, tools, and test specimens to improve system performance,
materials qualification, and part quality for additive manufacturing processes.

Standard methods and metrics for assessing additive manufacturing system performance.
Methods and tools for characterizing, optimizing, and controlling innovative additive processes
within the overall production system.

Intelligent Robotics:

Performance measures and standards for industrial robot safety systems that allow safe
operation in proximity to humans
Performance measures for imaging sensors and perception for situational awareness in dynamic
unstructured environments _
Performance measures for tactile/force sensors, mechanisms, and algorithms to improve the
manipulation capability of robotic systems
Perfoomance measures and standards for next-generation robot systems that can perform a
wider range of manufacturing operations
Methods to assess the planning and decision-making of robots
Standard representation of manufacturing and general knowledge required to support situational
awareness and communication by robots
Metrics and standards for measuring the accuracy of robot situational awareness
Standard measurement framework for the replanning and adaptation by robots
A standard autonomy metrics framework that allows practitioners to define the autonomy
requirements for their manufacturing operations and measure the autonomy capabilities of
candidate robot solutions to ensure that they are appropriate

Sustainable Manufacturing:

L

Models for forward and reverse supply chains (reuse, recycle, remanufacturing, retake chains)

Sustainable manufacturing methods, best practices, and processes documents

Harmonized standards and information models for materials used in products to support

regulations, which require rigorous and traceable data

o Harmonized sustainability metrics and indicators appropriate for various regions and
industrial segments

o Harmonized standards and information models for materials and chemicals used in
manufacturing processes
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Performance Goals and Measurement Data:

Additive Manufacturing:
he ‘o e . eme ethod 4 [ § 014 ) 016
aasa - 2 4 - - -
0 case - 0 0 - - -

Description: A total of 6 measurement methods, tools, and test specimen types developed
to improve addi_tive manufacturing system performance, materials qualification, and part

quality.

Performance Goal: FY FY FY FY FY FY
Number of standard methods and 2011 2012 2013 2014 2015 2016
metrics for assessing additive Target Target Target Target Target Target

manufacturing system performance
With Increase

Without Increase

Description: A total of 5 standard additive manufacturing performance assessment
methods and metrics developed.

Performance Goal: FY FY FY FY FY FY
Number of methods and tools for 2011 2012 2013 2014 2015 2016
characterizing, optimizing, and Target Target Target Target Target Target |
controlling additive manufacturing
within the overall production system
With Increase

Without Increase

Description: A total of 4 methods and tools for characterizing, optimizing, and controlling
additive manufacturing within the overall production system.

Intelligent Robotics:

Performance Goal: FY FY FY FY FY FY
Number of performance metrics and 2011 2012 2013 2014 2015 2016
standards for next generation robot  Target Target Target Target Target Target
safety systems
With increase
Without Increase
Description: A total of 4 performance metrics and standards for next generation robot
| safety systems that allow safe operation in proximity to humans.
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Performance Goal: FY FY FY FY FY FY
Number of performance metrics for 2011 2012 2013 2014 2015 2016
sensing, perception, and Target Target Target Target Target Target
manipulation

With Increase
Without Increase

Perto e 0
her of perto e e C 0 0 0 014 0 D16
dard or robot pla . s[= sl= arge arge arge arge
of= 0 3 ¢, and adaptatio
e - - 1 2 2 1
) case ; - 0 0 0 0

Description: A total of 6 performance metrics and standards for robot planning, decision-
making, and adaptation.

Performance Goal: FY FY FY FY FY FY
Number of performance metrics and 2011 2012 2013 2014 2015 2016
standards for assessing and Target Target Target Target Target Target

improving robot situational
awareness and communication
With Increase

Without Increase

Description: A total of 7 performance metrics and standards for assessing and improving
robot situational awareness and communication.

Performance Goal: FY FY FY FY FY FY
Standard autonomy metrics 2011 2012 2013 2014 2015 2016
framework that allows specification  Target Target Target Target Target Target
and assessment of autonomy
capabilities of robotic solutions
With Increase

Without Increase

Description: A standard autonomy metrics framework developed that allows specification
and assessment of autonomy capabilities of robotic solutions.

Sustainable Manufacturing:

Performance Goal: FY FY FY FY FY FY
Number of models and information 2011 2012 2013 2014 2015 2016
flows in forward and reverse supply Target Target Target Target Target Target
chains.

With Increase
Without Increase
Description: A total of 8 models and information flows for reuse, recycle, remanufacturing,
and retake chains in forward and reverse supply chains. (4x2)
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Performance Goal: FY FY FY FY FY FY
Number of sustainable 2011 2012 2013 2014 2015 2016
manufacturing methods, best Target Target Target Target Target Target

Ipractices, and processes.
With Increase

Without Increase
Description: A total of 12 best practices, processes and methods for sustainability,
developed, piloted and deployed.

Performance Goal: FY FY FY FY FY FY
Number of harmonized standards 2011 2012 2013 2014 2015 2016
and information models developed Target Target Target Target Target Target

for material usage in products and

in manufacturing processes.

With Increase

Without Increase
Description: A total of 18 harmonized standards and information models for materials
declaration for sustainability of manufactured products and sustainable manufacturing
processes.

Performance Goal: FY FY FY FY FY FY
Number of harmonized 2011 2012 2013 2014 2015 2016
sustainability metrics and Target Target Target Target Target Target

indicators.

With Increase
Without Increase
Description: A total of 25 hammonized sustainability metrics and indicators for
sustainability, developed, standardized and deployed.
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PROGRAM CHANGE PERSONNEL DETAIL
(Pollar amount in thousands)

Activity: Measurement Science, Services, and Programs
Subactivity: Laboratory Programs

Number Annual Total

Title: Location Grade of Positions  Salary Salaries
Supervisory industrial engineer Gaithersburg, MD ZPV 1 $123,758  $123,758
Industrial engineer Gaithersburg, MD PV 1 123,758 123,758
Industrial engineer Gaithersburg, MD ZP IV 1 105,211 105,211
Supervisory mechanical engineer  Gaithersburg, MD ZPV 1 123,758 123,758
Mechanical engineer Gaithershurg, MD ZP IV 1 105,211 105,211
Supervisory computer scientist Gaithersburg, MD ZPV 1 123,758 123,758
Computer scientist Gaithersburg, MD ZP IV 1 105,211 105,211
Electronics engineer Gaithersburg, MD PV 1 123,758 123,758
Electronics engineer Gaithersburg, MD ZP IV 2 105,211 210,422
Electrical engineer Gaithersburg, MD ZPV 3 123,758 371,274
Mechanical engineer Gaithersburg, MD PV 5 123,758 618,790
Computer scientist Gaithersburg, MD ZPV 4 123,758 495,032
Administrative/technical support Gaithersburg, MD ZP IV 2 51,630 103,260

Total 24 2,733,201
Less Lapse 25% (6) (683,300)
Total full-time permanent (FTE) 18 2,049,901
2011 Pay Adjustment (1.4%) 0
2012 Pay Adjustment 2.3%) 0
TOTAL 2,049,901
Personnel Data Number
Fuli-Time Equivalent Employment

Full-time permanent 18

Other than full-time permanent 0

Total 18
Authorized Positions:

Full-time permanent 24

Other than full-time permanent 0

Total 24
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PROGRAM CHANGE DETAIL BY OBJECT CLASS

(Dollar amounts in thousands)

Activity: Measurement Science, Services, and Programs
Subactivity: Laboratory Programs
2012
Object Class Increase

11 Personnel compensation
11.1 Full-time permanent $2,050
11.3 Other than full-time permanent 0
11.5 Other personnel compensation 0
11.8 Special personnel services payments 0
11.9 Total personnel compensation 2,050
12 Civilian personnel benefits 564
13 Benefits for former personnel 0
21 Travel and transportation of persons 248
22 Transportation of things 61
23.1 Rental payments to GSA 0
23.2 Rental Payments to others 0
233 Communications, utilities and miscellaneous charges 578
24 Printing and reproduction 44
25.1 Advisory and assistance services 0
25.2 Other services 1,869
25.3 Purchases of goods & services from Gov't accounts 2,109
254 Operation and maintenance of facilities 0
25.5 Research and development contracts 2,412
25.6 Medical care 0
25.7 Operation and maintenance of equipment 233
25.8 Subsistence and support of persons 0]
26 Supplies and materials 754
31 Equipment 1,578
32 Lands and structures 0
33 Investments and loans 0
41 Grants, subsidies and contributions 1,500
42 Insurance claims and indemnities 0
43 Interest and dividends 0
44 Refunds 0
99 Total obligations 14,000

Less administrative savings (669)

Total request 13,331
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6. Measurement Science and Standards to Support Biomanufacturing (Base Funding:
$5.8 million; Program Change: + 18 FTE and + $9.526 million).

NIST requests an increase of $9.526 million and 18 FTE for a total of $15.326 million to create the
measurement and standards infrastructure necessary to efficient and effective manufacture and
characterization of biologic drugs.

Within the current manufacturing paradigm for the biotechnology industry, manufacturing costs are
high, production efficiency is low, process understanding is limited, and manufacturing processes and
product quality remain largely frozen. This NIST program will develop measurement methods,
protocols, and standards for improved, realtime measurement of biologic products during
manufacturing. NIST will work closely with industry, the FDA, and other standards organizations with
the goal of developing metrology infrastructure to achieve greater process understanding, higher
quality biologic products through continuous improvement of manufacturing processes, and agile
biomanufacturing processes required for next generation products such as stem cells and
personalized biotherapeutics.

Proposed Actions:

Through this initiative NIST will develop measurement science, process monitoring tools, and
standards for the biotechnology industry to enable more cost efficient manufacturing of a range of
biologic products. This suite of metrology tools will also be generators of manufacturing knowledge
that will allow rational process improvements leading to higher quality, lower cost biologic products.

To accomplish these goals, the program will target two primary objectives:

e Develop a test-bed bioreactor facility to benchmark and validate the performance of models and
measurement tools used for in-ine and at-line bioprocess monitoring. The facility will be used to
develop protocols, standards and measurement science underpinning the use of these tools so
they provide robust, accurate results. The test-bed bioreactor will also be used as a platform for
research aimed at achieving a higher level of process understanding and control capability.

e Benchmark and develop measurement science, protocols, and standards for sensors or
instruments used in bioprocess monitoring. Metrology will be developed for both current
generation sensor technologies and next-generation sensor technologies. Current  generation
tools are sensors that are cumently used by the industry and they typically measure global
properties such as temperature, pH, dissolved gases, nutrient molecules, or small molecules
metabolites. These sensors also tend to be used in conjunction with multivariate data analysis
(MVDA) models that are correlated with product trajectory during manufacturing. Next generation
tools are advanced sensors that will directly measure critical quality attributes of biologic products
or biomolecular signatures of bioprocesses that are direct indicators of product quality. NIST has
held several workshops with industry to assess future measurement needs for bioprocess
monitoring. One example of a need voiced by industry is technology for online monitoring of cell
metabolism where the ability to monitor cell-distress and communication signals in real time
would provide direct, real-time feedback on the cell culture process.

e Develop the measurement services and tools to aid in the characterization of the safety and
efficacy of biologic drugs including standards and references to measure critical factors such as
immunogenicity, 3-D protein structure, and post-translational modifications such as gycosylation
that can affect the efficacy and reactivity of a biological drug.

Statement of Need and Economic Benefits:

The high cost of biotechnology medicines is adversely impacting the U.S. healthcare system and
economy. Biotechnology drugs, cumrently dominated by protein therapeutics, are the fastest-growing
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class of pharmaceuticals and the fastest growing (~20%/year) category of health care spending.®
Manufacturing costs contribute significantly to the high cost of these drugs. Some have estimated
that the biotech industry wastes ~$15B/yr due to inefficient manufacturing, as much as it spends on
R&D for discovery and development of new drugs.?® Dr. Mark McClellan, Director of the Engelberg
Center for Health Care Reform and former FDA commissioner in the Bush administration, has long
advocated that manufacturing needs to be a part of the general health care policy debate: "Keep
improving pharma manufacturing, since manufacturing costs are one of the largest components of
our spending on prescription drugs, and, thus, an important factor in reducing health care costs."
On the horizon are potentially even costlier regenerative medicine products such as stem cells.
Production of complex stem cell therapeutics represents significant challenges and robust,
commercial-scale manufacturing processes for these products have not yet been established and
validated. Nonetheless, given the complexity of these products, it is likely that the manufacturing
costs for stem cell therapies will greatly exceed those for protein drugs.

There are several factors that are responsible for the high manufacturing costs of biologic products.
These therapeutics are produced by living cells that are highly sensitive to external conditions such
as temperature, pH, and the composition of the complex surrounding medium. As a resultt,
manufacturing processes can be highly variable and are typically poorly understood. Under the
current paradigm, manufacturing of biologic drugs is a slow (1-3 weeks), highly empirical, recipe-
driven, batch mode process where product quality is ensured by end-product testing. Production
processes are frozen for the fear that manufacturing changes will alter the safety and efficacy of
products in an unknown, immeasurable way. Thus, even minor manufacturing changes need
regulatory approval and expensive clinical studies of the product in animals or humans may be
required. Therefore, biologic products do not undergo continuous improvement like that for other
manufactured goods such as electronics or autos. As a result, patients do not receive the benefit of
increasing quality and lower costs of biologic products.

NIST is ideally positioned to work with industry and the FDA to understand measurement problems,
develop innovative solutions, and help achieve consensus in standards development. The
biotechnology industry is a major driver of economic activity with U.S. companies recording $72B of
sales and a market cap of $482B in 2007.*' Biotechnology products comprise the fastest-growing
sector in drug development, and they are expected to account for more than 50 percent of all new
product approvals by 2015 and ~70 percent by 2025.%

A NIST measurement program focused on improved manufacturing of biologic drugs will not only

support the manufacturing of current products, but also next-generation products including:

e Manufacturing of cost-saving biosimilars. Biosimilars are generic versions (although not identical
copies) of biotech drugs that will help drive costs down of many expensive therapies that
currently have market exclusivity.

o Personalized medicines and manufacturing of biologic therapies tailored to individuals’ genetic
makeup. Biologic drugs are likely to figure prominently in personalized healthcare strategies, a
role that will only be possible with efficient, agile biomanufacturing strategies that can meet the
regulatory and economic requirements for successful commercialization.

2 Biotech 2008 — Life Sciences: A 20/20 Vision to 2020, Burrill and Company, 2008.

% J. Macher, J. Nickerson, Pharmaceutical Manufacturing Research Project, Sept. 2006.

( http://faculty. msb.edv/jtm4/PMRP%20results/)

% A. Shanley, “Industry Rx: Manufacturing Research”, Pharmaceutical Manufacturing, Oct. 2007, 9-14,
*! “Biotech 2007: A Global Transformation” Burrill & Compnay, 2007.

32 «The Billion-Plus Blockbusters: The Top 25 Biotech Drugs” BioWorld, M. Harris,
http://www.bioworld.com/servlet/com.accumedia. web Dispatcher next=bioWorldHeadlines_article&forceid=51907
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Base Resource Assessment:

To date, NIST’s efforts in the area of healthcare have targeted the measurement and standards
needs associated with clinical diagnostics and medical imaging. This new initiative will further
expand NIST's ability to address inefficiencies and stimulate innovation in healthcare by addressing
challenges associated with the development and manufacture of biologic drugs.

Schedule and Milestones:

o Develop test-bed bioreactor with uniquely flexible instrumentation and control capabilities (FY13)

e Compare performance of multiple sensors for temperature, dissolved oxygen, and pH in the test-
bed reactor and in a laboratory setting (FY14)

e Implement software for process control of bioreactor (FY15)

e Develop procedures to allow instrumentation developers access to test bed reactor (FY14)

e Demonstrate process control using multiple process models (FY17)

e Develop test-bed bioreactor for cell products with uniquely flexible instrumentation and control
capabilities (FY16)

e Standard Reference Materials for common biomanufacturing feedstocks (FY16)

¢ Improved method for validating in-line ionic conductivity meters (FY14)
Complete assessment of measurement uncertainties due to non-uniform conditions in
bioreactors and impact on process understanding (FY14)

e Complete metrological assessment of sensor technology for disposable bioreactors (FY15)

e Standardized methods and reference materials for validating host cell protein assays (FY17)

e Standard Reference Materials and validated methods for characterizing trace impurities in
common biomanufactu