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SECTION 4 
OTHER ACCOMPANYING INFORMATION 
INSPECTOR GENERAL’S ASSESSMENT OF MANAGEMENT 
CHALLENGES FACING NARA 

Under the authority of the Inspector General Act, the NARA OIG conducts and 
supervises independent audits, investigations, and other reviews to promote economy, 
efficiency, and effectiveness and to prevent and detect fraud, waste, and 
mismanagement.  To fulfill our mission and help NARA achieve its strategic goals, we 
have aligned our programs to focus on areas we believe represent the agency’s most 
significant challenges.  We have identified those areas as NARA’s top ten management 
challenges. 

Based on congressional interest, GAO conducted an evaluation of NARA’s Information 
Security Program and NARA’s ability to effectively carry out its mission of overseeing 
the management of federal records while preserving those of historic and intrinsic value.  
Final audit reports from these audits have not been issued and the results may impact 
management challenges. 
 
1. Electronic Records Archives 

NARA’s mission with the Electronic Records Archives (ERA) is to build a system accommodating 
the government’s vast amounts of electronic records stored in past, present, and future formats. 
The challenge is to deliver and maintain a functional system for preserving and providing access 
to our nation’s electronic records for as long as needed.  Electronic records are vital to how our 
government works, and their preservation through the ERA will define what information future 
generations will be able to access and use.  However, the ERA Program has experienced delivery 
delays, budgeting problems, and contractor staffing problems.  Initial Operating Capacity (IOC) 
for the ERA Program was delayed from September 2007 until June 2008, and even then, program 
functions available at IOC were less than the original requirements.  Also, the component to 
handle all White House records, the Executive Office of the President (EOP) System, was 
separated out due to delays and pursued down a separate line of development.     

The success of this mission-critical program is uncertain.  As a result of unknown funding levels 
and the decision by OMB to end ERA development at the end of FY 2011, NARA is planning on 
deferring implementation of 20 percent of the original system requirements.  Agency officials 
reported that, as of the beginning of August 2010, 41 percent of the requirements have been 
implemented, and the plan is to have 80 percent implemented by the end of FY 2011.   

In August 2010, OMB placed the ERA Program on its high- priority list which is comprised of 26 
high-risk IT projects selected from across the federal government.  The major problems that 
NARA must remedy are the:  (1) lack of detailed plans for the final two increments, (2) low usage 
of the system, and (3) need for improved strategic planning.  NARA’s actions planned to correct 
these problems include preparing a detailed plan that focuses on accelerated user adoption of the 
ERA System, and updating ERA implementation plans to reflect an end to system development 
on September 30, 2011.  System development had been planned to extend through March 2012. 
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Audits, investigations, and reviews performed in FY 2010: 
• Search Engine Analysis for Online Public Access to the ERA 
• Award Fee Program for the ERA Development Contract 
• Concerns with the ERA System’s Ability to Conduct Full-Text Searches 
• Inadequate Contingency Planning for the ERA System 
• Similar Developmental Issues Exist for both NARA’s ERA Program and the 

FBI’s Sentinel Project 
• No Alternative Back-up Site for the ERA System 

2. Improving Records Management 

Part of NARA’s mission is safeguarding and preserving the records of our government, thereby 
ensuring people can discover, use, and learn from this documentary heritage.  NARA provides 
continuing access to the essential documentation of the rights of American citizens and the 
actions of their government.  The effective management of these records is key to accomplishing 
this mission.  NARA must work with Federal agencies to ensure the effective and efficient 
appraisal, scheduling, and transfer of permanent records, in both traditional and electronic 
formats.  The major challenge is how best to accomplish this component of our overall mission 
while reacting and adapting to a rapidly changing technological environment in which electronic 
records, particularly e-mail, proliferate.  In short, while the ERA system is intended to work with 
electronic records received by NARA, we need to ensure the proper electronic and traditional 
records are in fact preserved and sent to NARA in the first place. 

NARA also directs the Electronic Records Management (ERM) initiative, one of 24 Government-
wide initiatives under the E-Government Act of 2002.  The ERM initiative will provide guidance 
to agencies in managing and transferring their permanent electronic records to NARA, in an 
increasing variety of data types and formats.  In June 2008, GAO recommended NARA develop 
and implement an approach to provide oversight of agency electronic records management 
programs to provide adequate assurance that NARA guidance is effective and the agencies are 
following electronic records guidance.  NARA, its Government partners, and Federal agencies are 
challenged with determining how best to manage electronic records and how to make ERM and 
e-Government work more effectively. 

Audits, investigations, and reviews performed in FY 2010: 
• Audit NARA’s Oversight of Electronic Records Management in the Federal 

Government 
• Audit of the Process for Providing and Accounting for Information Provided to 

Researchers 

3. Information Technology Security 

The Archivist identified IT Security as a material weakness under the Federal Managers Financial 
Integrity Act reporting process beginning in FY 2007.  NARA’s Office of Information Services 
(NH) conducted an independent assessment of the IT security program using the Program 
Review for Information Security Management Assistance (PRISMA) methodology developed by 
the National Institute for Standards and Technology (NIST) in FY 2007.  The assessment stated 
NARA’s policy and supporting procedures for IT security were weak, incomplete, and too 
dispersed to be effective.  The majority of the weaknesses identified during the assessment 
remain open. 
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IT security continues to present major challenges for NARA, including physical security of IT 
hardware and technical vulnerabilities within our electronic systems themselves and how NARA 
operates them.  The confidentiality, integrity, and availability of our electronic records and 
information technology systems are only as good as our IT security infrastructure.  A GAO 
review conducted in 2010 identified significant weaknesses in access controls and other 
information security controls that impair NARA’s ability to ensure the confidentiality, integrity, 
and availability of its information systems.  Each year, risks and challenges to IT security 
continue to be identified.  NARA must ensure the security of its data and systems or risk 
undermining the agency’s credibility and ability to carry out its mission. 

Audits, investigations, and reviews performed in FY 2010: 
• Review of NARA’s Contract for Information Technology and Telecommunication 

Support Services  
• Audit of NARA’s Network Infrastructure    
• Backup Computer Tape Disposal 
• Investigation of improper disposal of computer hard drives 
• Investigations of unauthorized network intrusion and access 

4. Expanding Public Access to Records 

The records of a democracy’s archives belong to its citizens.  NARA’s challenge is to more 
aggressively inform and educate our customers about the services we offer and the essential 
evidence to which we can provide access.  Unfortunately, over half of NARA’s textual holdings 
have not been processed to allow efficient and effective access to these records.  To meet its 
mission NARA must work to ensure it has the processes and resources necessary to establish 
intellectual control over this backlog of unprocessed records. 

Another challenge for NARA, given society’s growing expectation for easy and near-immediate 
access to information on-line, will be to provide such access to records created digitally (i.e., 
“born digital”) and to identify those textual records most in demand so they can be digitized and 
made available electronically.  NARA’s role in ensuring the timeliness and integrity of the 
declassification process of classified material held at NARA is also vital to public access.   

Audits, investigations, and reviews performed in FY 2010: 
• Audit of the Process for Providing and Accounting for Information Provided to 

Researchers 
• Audit of the National Historical Publications and Records Commission Grant No. 

2004-026 Supreme Court Historical Society 
• Audit of the National Historical Publications and Records Commission Grant 

Historical Society of Washington, D.C.  
• Investigation of alleged fraudulent access to veterans records 

5. Meeting Storage Needs of Growing Quantities of Records  

NARA-promulgated regulation 36 CFR Part 1228, “Disposition of Federal Records,” Subpart 
K,“Facility Standards for Records Storage Facilities,” requires all facilities housing Federal 
records to meet defined physical and environmental requirements by FY 2009. NARA’s challenge 
is to ensure its own facilities, as well as those used by other Federal agencies, are in compliance 
with these regulations; and effectively mitigate risks to records which are stored in facilities not 
meeting these new standards.  
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6. Preservation Needs of Records 

As in the case of our national infrastructure (bridges, sewer systems, etc.), NARA holdings grow 
older daily and face degradation associated with time.  This affects both traditional paper 
records, and the physical media that electronic records and audio/visual records are stored on.  
The Archivist previously identified preservation as a material weakness under the Federal 
Managers’ Financial Integrity Act reporting process.  However, in FY 2006, preservation was 
downgraded to a reportable condition, and it is currently being monitored as a significant 
deficiency.  The OIG strongly disagrees with this.  Preserving and providing access to records is a 
fundamental element of NARA’s duties to the country, and NARA cannot provide access to 
records unless it can preserve them for as long as needed.  The backlog of records needing 
preservation action continues to grow.  NARA is challenged to address this backlog and future 
preservation needs, including the data integrity of electronic records. The challenge of ensuring 
NARA facilities meet environmental standards for preserving records (see OIG Challenge #5) 
also plays a critical role in the preservation of Federal records. 

7. Improving Project Management 

Effective project management, particularly for IT projects, is essential to obtaining the right 
equipment and systems to accomplish NARA’s mission.  Complex and high-dollar contracts 
require multiple program managers, often with varying types of expertise.  NARA is challenged 
with planning projects, developing adequately defined requirements, analyzing and testing to 
support acquisition and deployment of the systems, and providing oversight to ensure effective 
or efficient results within costs.  Currently IT systems are not always developed in accordance 
with established NARA guidelines.  These projects must be better managed and tracked to 
ensure cost, schedule, and performance goals are met. 

GAO reported that NARA had been inconsistent in its use of earned value management 
(EVM), a project management approach that can provide objective reports of project 
status and early warning signs of cost and schedule overruns. As a result, NARA did not 
fully implement practices necessary to make effective use of EVM, limiting the reliability 
of its progress reports. 

GAO also reported NARA does not document the results of briefings to its senior 
management oversight group and thus there is little evidence that this body has 
reviewed and approved the progress of the ERA system. There is also little evidence that 
the group identified or took appropriate corrective actions or ensured that the actions 
were taken and tracked to closure. Without adequate oversight that evaluates project 
progress, including documenting feedback and action items from senior management, 
NARA will not be able to ensure that the system is being implemented at acceptable cost 
and within reasonable and expected time frames.   

Inconsistent use of key project management disciplines like earned value management 
would limit NARA’s ability to effectively manage projects and accurately report on its 
progress.  

Audits, investigations, and reviews performed in FY 2010: 
• Inadequate Contingency Planning for the ERA System  
• Similar Developmental Issues Exist for both NARA’s ERA Program and the FBI’s 

Sentinel Project 
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8. Physical and Holdings Security 

The Archivist has identified security of collections as a material weakness under the FMFIA 
reporting process.  Document and artifact theft is not a theoretical threat; it is a reality NARA has 
been subjected to time and time again.  NARA must maintain adequate levels of security to 
ensure the safety and integrity of persons and holdings within our facilities.  This is especially 
critical in light of the security realities facing this nation and the risk our holdings may be 
pilfered, defaced, or destroyed by fire or other man-made and natural disasters. 

Audits, investigations, and reviews performed in FY 2010: 
• Security Conditions in the Research Room at the National Archives in College Park, 

MD 
• Security at Archives I and II 
• Proactive holdings Security Assessments 
• Three NARA holdings recovered by OIG Office of Investigations 
• Investigations of missing, stolen, and/or damaged records 

9. Contract Management and Administration  

The GAO has identified Commercial Services Management (CMS) as a Government-wide 
initiative.  The CMS initiative includes enhancing the acquisition workforce, increasing 
competition, improving contract administration skills, improving the quality of acquisition 
management reviews, and strengthening contractor ethics requirements.  Effective contract 
management is essential to obtaining the right goods and services at a competitive price to 
accomplish NARA’s mission.  NARA is challenged to continue strengthening the acquisition 
workforce and improve the management and oversight of Federal contractors.  NARA is also 
challenged with reviewing contract methods to ensure a variety of procurement techniques are 
properly used in accordance with Federal laws and regulations. 

Audits, investigations, and reviews performed in FY 2010: 
• Review of NARA’s Contract for Information Technology and Telecommunication 

Support Services  
• Award Fee Program for the ERA Development Contract 
• 1930 census Website Contracting Issues 
• False Bidding investigation 
• Investigation into alleged double billing by contractor 
• Investigation of alleged contract fraud 
• Investigation of alleged Procurement Integrity Act violations 

10.  Strengthening Human Capital 

The GAO has identified human capital as a Government-wide high risk.  GAO explains 
that it is critical to ensuring that agencies have the talent and skill mix they need to 
address their current and emerging human capital challenges. In August 2009, NARA 
published its first Strategic Human Capital Plan, covering fiscal years 2009 through 2014.  
The SHCP discusses strategies for achieving each of its five human capital goals.  
However, NARA has yet to develop an agency wide workforce plan.  Based on NARA’s 
SHCP, NARA will develop and deploy an integrated workforce plan which will enable 
to hire and retain the right talent, at the right time, in the right place by December 31, 
2014.  In July 2010, NARA’s 2010 Hiring Reform Action Plan was in place. 
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Earlier this year the Partnership for Public Service ranked NARA the lowest out of 31 
large Federal agencies in its "Best Places to Work in the Federal Government" rankings.  
The rankings are based on employee responses to the Federal Human Capital Survey 
(FHCS) administered biannually by the U.S. Office of Personnel Management (OPM).  In 
response to the 2010, FHCS, NARA's Employee Viewpoint Survey Task Force is now 
conducting a follow-up to the OPM survey to gather feedback and ideas to help make 
NARA one of the best places to work in the Federal Government. Responses to the 
survey will be used by the task force to develop an agency-wide action plan to address 
issues in the areas of Leadership, Communication, Diversity, and Training and 
Development. 

NARA’s challenge is to adequately address its workforce’s concerns and assess its 
human capital needs in order to effectively recruit, retain, and train people needed to 
achieve its mission, both now and in the future.  
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FEDERAL MANAGERS’ FINANCIAL INTEGRITY ACT REPORT 
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