
Confirmation.com™ 
The world’s leading provider of secure electronic confirmations. 



• Improves productivity and reduces costs 

• Increases financial fraud detection 

• Supports green initiatives 

• Cloud-based service 
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Confirmation.com:  Secure Confirmation Clearinghouse 

Exclusively Endorsed by 

Copyright 2011, Confirmation.com 

“I like how it is a centralized system to confirm my audit clients' balances.” 
 - Lindsey, Brookline MA 



Copyright 2011, Confirmation.com 3 

Market Leader 

Processes millions of confirmations. 

• Confirms more than $1 Trillion in assets 

and liabilities annually 

• Used in more than 100 countries 

• Processing confirmations for 175,000 

private, public, government, and not-for 

profit audited entities. 

 
  
 
 
 
 

 

Confirmation.com   
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Market Leader 

Confirmation.com   

• Network reaches thousands of banks 

- All of top 10 Banks 

- 70 of the top 100 Banks 

• More than 10,000 registered CPA firms, 

Regulatory agencies and Internal audit 

departments 

• 60,000+ auditors worldwide 



• 2011 Award for Best Audit Service 

• Ranked #96 in 2010 Inc. 500 List 

• Ranked #169 in 2011 Inc. 500 list 

• 2010 Reader’s Choice Award The 

CPA Technology Advisor 

• “Ease of Use” Award for Tax & Audit 

Technology 

 

Confirmation.com   

An Award-Winning Solution  

Exclusively Endorsed 

Confirmation.com 
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Use of Confirmation.com has saved… 

• 60,510 pounds of paper 

• 577,110 gallons of wastewater  

• 17,810 gallons of gas 

• 1,011,450 pounds of greenhouse gases 
– 1,026,960 miles driven 
– 11,790 trees planted and grown for 10 years 
– 178,140 sq/ft of forest preserved 
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Corporate Responsibility: Environment 

Confirmation.com 
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1.   4 - 6 week turnaround 

2.  30+ steps 

3.  40% lost/error rates 

4.  Difficult to track 

5.  No identity validation  
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Old Paper Confirmation Process is Inefficient & Ineffective 

Outdated Mail and Fax Process 



Is the requestor 
authorized to make 

the request? 

Who receives  
the confirmation? 

Who is completing 
the response? 

Fraud Issues to Consider 
re: the Paper Confirmation Process 

Did the bank really 
sign the confirmation? 

Who has access to confirmation 
information in the response? 

Who validated the return 
address on the confirmation? 

Confirmation.com 



Sample of Confirmation Frauds 
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Europe’s Largest Fraud - $4.9 Billion fake confirmation – 2 Top 10 Firms both 
sued for $10 Billion; Investors lost billions 

India’s Largest Fraud - $1 Billion fraud using fake confirmations. 

Multi-million dollar receivable confirmation fraud led to Bankruptcy and 
investors losing millions of dollars. 

$5.1 Billion of fake revenue missed by auditors in confirmation fraud. 

$1 Billion fraud with $525 million of fake bonds confirmed by the auditors led 
to hundreds of millions of dollars of investor losses. 

$1.4 Billion fraud with $400 million of fake cash by manipulating the auditor’s 
confirmation procedures. 

“Less chance of fraud.” 
  - Joel LaRocca, Seattle WA 

http://www.google.com/imgres?imgurl=http://www.thethriftymama.com/wp-content/uploads/2009/02/kmart-logo.jpg&imgrefurl=http://www.thethriftymama.com/2009/05/kmart-550-printable-coupon.html&h=260&w=260&sz=16&tbnid=nHFm3IlhM9RBGM:&tbnh=112&tbnw=112&prev=/images?q=kmart+logo&hl=en&usg=___cPDBJwJqXc3q_GHcIgh1c4SLxI=&ei=WDQwSqH-OJPAM6iDqP8J&sa=X&oi=image_result&resnum=1&ct=image
http://www.google.com/imgres?imgurl=http://www.refco.com.ua/images/Refco Logo (Hintergr. weiss).jpg&imgrefurl=http://www.refco.com.ua/&usg=__Kyusw7qFP1B-fF9mild7Jhj2yGA=&h=221&w=457&sz=27&hl=en&start=2&tbnid=MloQB4YF1zpyYM:&tbnh=62&tbnw=128&prev=/images?q=refcologo&hl=en
http://www.google.com/imgres?imgurl=http://inhalerproductions.com/wiki/images/9/92/Royal_Ahold-logo.png&imgrefurl=http://inhalerproductions.com/wiki/index.php?title=Main_Page&h=100&w=168&sz=3&tbnid=nYzVLpo-1IcHGM:&tbnh=59&tbnw=99&prev=/images?q=ahold+logo&hl=en&usg=__hZ74_ZOMPVUxgfqGSR3-RTSCBKY=&ei=LDQwSuf5CaKUMuj_nIEK&sa=X&oi=image_result&resnum=1&ct=image
http://www.topnews.in/files/Satyam Logo


• Boshiwa (2012) 

• Advanced Battery Technologies (2011) 

• Olympus (2011) 

• Sino-Forest (2011) 

• China Biotics (2011) 

• Longtop (2011) 

• ShengdaTech (2011) 

• China New Century Media (2011) 

• China MediaExpress (2011) 

• China Intelligent Lighting & Electronics (2011) 

• NIVS Intellimedia Technology Group (2011) 

• China Integrated (2011) 

• Electronic Game Card (2010) 

• Satyam (2009) 

• Take-Two Interactive (2007) 

• Refco (2006) 

• Daisytek International (2006) 

• Lipper Holdings (2006) 

• Kmart (2005) 

• Royal Ahold (2005) 

• Just for Feet (2005) 

• e-Safetyworld (2005) 

• First American Health Concepts (2005) 

• Del Global Technologies Corporation (2005) 

• Parmalat (2004) 

• Powerball International (2004) 

• Suprema Specialties (2004)  
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Sample of Recent Confirmation Frauds 
• Vista 2000 (2004) 

• Warnaco (2004) 

• Amicom (2004)  

• Northface (2003) 

• Safescript (2003) 

• Barings (2003) 

• MicrosStrategy (2003) 

• California Micro Devices (2003) 

• Cronos (2002) 

• Aura Systems (2002) 

• Ebix (2002) 

• PictureTel (2002) 

• Healthsouth (2001) 

• Allfirst Financial (2001) 

• Quintus (2001) 

• I&J Bagel/Manhattan Bagel (2001) 

• American Bank Note Holigraphics (2001) 

• Madera International (2001) 

• Pier 1 Imports (2000) 

• Three Point Digital (2000) 

• Digital Lava (2000) 

• Livent (1999) 

• Just for Feet (1999) 

• CF Foods (1999) 

• Sunrise Medical (1999) 

• Laser Photonics (1999) 

• Financial Asset Management (1998) 

• YBM (1998) 

• Hybrid Networks (1997) 

• Physician Computer Network (1997) 

• Cambridge Biotech (1996) 

• Pathe Communications (1996) 

• Happiness Express (1995) 

• Bio Clinic (1995) 

• Northstar Health Services (1995) 

• Kurzweil Applied Intelligence (1995) 

• Standard Oil & Exploration of Delaware (1995) 

• Refco (1991) 

• Datamag (1991) 

• BCCI Bank (1990) 

• RSI (1988) 

• ZZZZ Best Carpet Cleaning (1987) 

• 18 Utah Companies (1987) 

• Flight Transportation (1985) 

• Alpex Computer Corporation (1984) 

• J.B. Hanauer & Company (1983) 

• …McKesson & Robbins (1930’s) 

70+ Confirmation Fraud Examples 
  40+ in Last 10 Years! 
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Confirmation.com Highlights 

Industry Creator – Creator and world’s leading provider of secure 
electronic audit confirmations used by firms in more than 100 
countries 
  
All Top 10 Banks + Federal Reserve – Each of the Top 10 U.S. 
banks and the Federal Reserve respond to confirmations through 
Confirmation.com 
 
All Top 100 Accounting Firms – All of the Top 100 U.S. accounting 
firms and 10,000+ firms in the world 
 
Investor Confidence – Confirmation.com is used to  confirm 
more than $1 Trillion a year 
  
Patented Business Process – Multiple U.S. patents granted with 
additional patent-pending in both in the U.S. and internationally. 
  

Copyright 2011, Confirmation.com 

“Fortunately, technology 
has caught up with the 
confirmation process.” 
     -  CPA Technology Advisor 

 
“If the lower-level staff 
see the value in the 
product, then it must be 
good.” 
     -  CPA Technology Advisor 
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Integrations: 3 Largest Audit Software Packages 

Copyright 2011, Confirmation.com 

Confirmation.com Flexibility 

http://www.caseware.com/
http://www.cch.com/default.asp
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• E&Y staff connect to 
confirmation platform 
seamlessly after validation by 
E&Y Intranet 

• Integrated into E&Y New Hire 
Training course 

• Daily file with Client 
engagement numbers to enable 
timely and accurate data 

• Customized  management 
reports including reports on 
activity and office statistics 

• Unique global firm profile set 
up and management 

• Integrated into the firm audit 
software solution 

• Customized training for all the firms 
users 

Provides Custom Designed Functionality 

• Developed specific confirmation 
types and complex routing for 
Fed. Reserve Banks 

• Electronic fulfillment 
• Confirmation completed 

 by reviewer 
• Files exchanged 5 times daily   

• Monthly file recapping activity with 
SunTrust billing codes fed directly into 
the billing system at bank 

Confirmation.com Flexibility 
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Mobile App 

Confirmation.com 



    Global Usage 
            Confirmation.com 

15 Copyright 2011, Capital 
Confirmation, Inc. 

确认 Bestätigung 確認 पुष्टिकरण confirmación conferma 

“I get 100% return on my bank confirmations..” 
 - Janette Hildebrand, Vancouver, British Columbia 



Copyright 2011, Capital 
Confirmation, Inc. 
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• Patented process 

•  Annual external security reviews including Top 10 accounting firms and  
 Top 25 banks 

• SOC 1, SOC 2 & SOC 3 audits every 6 months 

• WebTrust every 6 months 

• TRUSTe Certified Privacy Policy 

• EU Safe Harbor Certified 

• PCI compliant 

• Hosting facility 

– SOC Audited hosting facility 

– SCIF Certified hosting facility by the Federal Government & Department of 
 Defense (sensitive compartmented information facilities) 

• Daily third-party vulnerability & penetration testing – including: 

 Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
 Gramm-Leach-Bailey Act (GLBA) 
 Sarbanes-Oxley Act (SOX) 

• Data security 

– 128-Bit SSL encryption/HTTPS throughout Site 

– Extended validated SSL for website identity verification 

– 192-Bit Triple Des Encryption of all sensitive data 

Tested & Trusted Technology 

Confirmation.com Security 
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www.confirmation.com 

The World’s Most Trusted Name in Confirmations™ 
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“It makes the process more standard and secure.” 

“It's user friendly and just easy to use.” 

“It's paperless.” 

“I can literally get a response within an hour.”  

“Simple and easy to implement.” 

Thank You 

Copyright 2012, Confirmation.com 

“One place for confirmations.” 
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All Big 4 Firms 
 

All Top 100 Firms 
 

Custom Integration 

Federal Reserve 
 

All Top 10 US Banks 
 

Majority of Top 100 
(US) 

 

Custom Integration 

Accounting Network Financial Network 

10,000 Small & 
Mid-Size Firms 

Sole Practitioners 
International 

Banks 

Global Network 

Resellers 
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Fraudulent Electronic 
Confirmation Processes 



Fraudsters no longer 
have to use P.O. Boxes 
and they can have all 
their mail forwarded to 
them. 

Creating a Fraudulent − Legitimate Street Address is Easy: UPS Store Brochure 

Fake Mailing Address 



Ability to pay 
$11 to hide 
the true 
ownership of 
a website. 

Purchase (1) a URL, (2) website 
development tools, (3) email 
service and (4) a feature to hide 
the ownership information for just 
$168.40. 

Buying a URL/Website for $168.40 

Fake Website 



Enter fake ownership 
information into the 
Whois Information. 

Entering Fake Ownership Information is Simple 

Fake Website 



Fake ownership 
information is 
now updated. 

Fake Website 



Type in the 
website URL. 

Illegitimate Website Ownership Information on Whois 

Fake Website 



Verify that Chuck Landes and 
the AICPA own this URL.  
 
Note that the address appears 
to be a real street address 
when in fact it is a PO Box. 

Fake Website 



Shows that the AICPA owns 
the site and Chuck Landes is 
the contact person.  The 
fake phone number and fake 
email controlled by 
someone else help to 
legitimize the website. 

Fake Website 



1. Go to a 
website 

Fake Website  Getting Source Code 

Fake Website 



2.  Click View, and the 
     Source 

Fake Website 



The site’s 
Source 
Code will 
appear. 

Fake Website 



3. Copy the Source 
    Code 

Fake Website 



4. Open the website builder  
     software and click on the 
     Edit HTML Source icon. 

Fake Website 



5. Paste the 
    legitimate site’s 
    Source Code. 

Fake Website 



The fake site is a replica of the 
legitimate site.  
 

You can go back into the 
website builder to change 
phone numbers, email, mailing 
addresses, etc. and to redirect 
the links to your own pages.  

Auditor Log In: 

NEW!  You could also go back in and create a 
special log in section just for auditors where 
they can get audit confirmations.  

Fake Website 



1. Within your User  
     Preferences for your 
     email, change who 
     you want the email  
     to be from. 

Sending a Fake Email 

Fake Email 



2. Create and send 
     an email 

A phone number is 
provided in case the 
auditor wants to “call and 
verify the contents of the 
email” with the fraudster. 

Fake Email 



The email will appear to be 
legitimate even though it is not.  
You can even provide your fake 
contact information. 

Payables Supervisor 

www.fakecompanywebsite.com 

330 Franklin Pike 

Brentwood, TN 37027 

(615) 555-5555 

Fake Email 

This email contains a 
fake confirmation as 
well.   
 
NOTE: Had the auditor 
asked “Chuck” to send 
this via secure email, 
the fraudster could 
have done that as 
well. 

http://www.fakecompanywebsite.com/


www.confirmation.com 

CONFIRMATION.com 
The World’s Most Trusted Name in Confirmations™ 
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“It is a lot less paper work.” 
  - Bank of Oklahoma 

“It's user friendly and just easy to use.” 
  - Bank of America 

“It's paperless.” 
  -  JPMChase 

“Less paper.” 
  - First Tennessee 

“Its quick.” 
  - SunTrust 

“I like your customer support staff.” 
    ‒ Michael Ruble,  
       PriceWaterhouseCoopers 

    
 
 
 
 
 

 

“What is not to like about 
Confirmation.com?” 
   - Lori Beirman 
     Dannible & McKee, LLP 

“It's easy.” 
   - Jenny R 
     Seattle, WA 

 

“It has worked great.” 
   - Eric Hallmark 
     Barfield Murphy Shank & Smith PC 

“It's a win-win situation.” 
   - Greg Shelton 
     Sole Practitioner 

“I can literally get a response within 
an hour.” 
   - John Huynh 
     Reznick Group 

“Simple and easy to implement.” 
   - Jeff Kovacs 
     Alpern Rosenthal 

Copyright 2011, Confirmation.com 

Thank You 

“It is cheap and easy to use.” 
     - Luisa del Carmen Robledo Rios 
       San Luis Potosi Mexico 


