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| ssue Date:  March 20, 1992

Material Transmtted

National Security Information Mnual (in its entirety)

Mat erial  Superseded

This supersedes the prior HEW Security Manual, issued
June 25, 1975, in its entirety.

Background

Most of the guidance in the 1975 Security Mnual is obsolete.
Information dealing with personnel security policy and
procedures was superseded by HHS Personnel Instruction 731-1,
dated August 4, 1988. The President issued Executive O der
12356 on April 2, 1982, prescribing a uniform system for

cl assi fying, decIaSS|fy|ng, and safeguarding national
security information. = This Oder also created the Infornation
Security Oversight Ofice (1S00 which subsequently issued an
i npl ementing directive to agencies on the control and safe-
guarding of classified national security information. This
manual 1ncorporates the Executive Oder and Isoo requirenents
into HHS policy and provides 5ﬁe0|f|c gui dance to those HHS
enpl oyees and contractors who have security clearances for
access to national security information.

Filins Instructions

Repl ace the entire obsolete 1975 HEW Security Mnual wth
the current National Information Security Manual.

e, 005

Assistant Secretary for
Personnel  Adm ni stratl on

MNewds AT, 952~

Date

Distribution: M. HRF-119
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Subject:  NATIONAL SECURITY | NFORVATION MANUAL

SCOPE _AND ORGANI ZATI ON

This manual provides specific guidance regarding classifying,
declassifying, controlling, and saf eg?uardi ng national security

i nformation. The nmanual addresses all aspects of the handling

of national security information from the time the infornation

is classified to the destruction of the information. Wile the
national -security information is in possession of a HHS enployee
or contractor, various people have responsibilities for controlling
and safeguarding it. This manual specifically indicates those
responsibilities and provides detailed procedures to be followed
when handling classified infornation.

National security information, also referred to as classified
information, is treated very differently from other types of
sensitive and official government information. Those individuals
wth security clearances should use this manual to_guide their
actions when dealing with classified information. This manual also
provi des security awareness guidance and sets forth certain foreign
travel and contact requirenents.

Throughout this manual references are made to specific HHS or
Standard Fornms. To allow for easy reference to them copies are
gro%p%d together and included in the final chapter entitled,
"Exhibits".

| SSUANCE  MANAGEMENT

Al though this manual covers security requirenents and procedures,

nothing in this manual is classified or sensitive so it should be
shared with anyone needing guidance in this subject manner. This
manual should be naintained 1n any office where classified material
is kept or where classified information is handled.
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1- 00- 00 PURPGCSE

The National Security Information Mnual is the official
Departmental nedium for providing policy and procedural
gui dance to the Departnent of Health and Human Services
(DHHS) enployees and contractors who have access to
classified national security information. This manual
prescribes policy and responsibility for handling and
safeguarding national security information in the
possession of DHHS. The g1ui dance provided is to be used
mainly by those individuals who have security clearances -
or have security program responsibilities. Thi s manual
is a part of the DHHS Staff Manual System

| -00-05 AUTHORI TY

Executive Oder (E O) 12356, National Security Information,
dated April 2, 1982; Information Security Oversight Ofice
(1soo) Directive Number 1, (32 c.FP.R.2001), concerning
National Security Information, dated June 23, 1982; National
Security Decision Directive (NSDD)-84, Safeguarding National
Security Information, dated March 11, 1983; and NSDD 197,
Reporting Hostile Contacts and Security Awareness, dated
November 1, 1985.

[-00-10 PCLICY

It is the policy of the DHHS to safeguard from unauthorized
disclosure all national security information, also referred
to as classified information, in the custody of the
Departnent and its enployees and contractors.
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| -00-15 APPLI CABILITY

A

The requirenents of this manual apply to all _
HHS enpl oyees and contractors whose duties require
access to national security information.

Heads of OPDIVS and sTAFFDIVs are authorized to issue
suplol emental guidance and instructions to facilitate
i mpl enentation of the requirements of this mnual
within their divisions. A copy of each supplenent

i ssued nust be furnished to thé Director, Ofice of
Personnel Services (ops), Office of the Assistant
Secretary for Personnel Admnistration (ASPER).

| - 00- 20 REFERENCES

A

E.O 12356 which prescribes a uniform system for
classifying, declassifying, and safeguarding national
security information.

1800 Directive No. 1 which inplements the provisions of
E.O 12356, and further sets forth guidance relating to
original and derivative classification, downgrading,
declassification, and safeguarding of national security
i nformation.

NSDD- 84 which establishes procedures to safeguard _
against the wunauthorized disclosure of national security
I nfornati on.

NSDD- 197 which requires the creation and maintenance of a
formalized security awareness program designed to protect
classified, proprietary, and sensitive information from
foreign sources, whether overt or covert. NSDD-197 alse
requires that procedures be established for enployees

to report any contacts with certain individuals and
foreign nationals of certain specific countries.

1soo Briefing Booklet, undated, which provides infor-
mati on about the wclassified |nformation Nondisclosure
Agreement," al SO known as the msr 312,w

HHS Instruction 731-1, Personnel Manual, dated August 4,
1988, which provides policy and guidance on personnel
security and security briefings of individuals
requiring security clearances for access to national
security information.
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U S Security Authority for NATO Affairs (USSAN)
Instruction [-69, dated April 21, 1982, i ch provides
policy and guidance for the safeguarding of NATO
classified naterials.

National Tel ecommunications and |nformation Systens
Security Policy (NTISSP) No. 3, dated Decenber 19, 1988,
which was devéloped by the National Telecomunications
and Information Systems Security Commttee for the
purpose of preventing the |oss or wunauthorized
disclosure of US. classifiederytographicinformation.

Qther classified directives and manuals of national
security agencies which provide policy and guidance
for HHS personnel who are briefed into their special
access prograns.

| - 00-25 DEFI NI TI ONS

A

Access - The ability and opportunity to obtain know edge
of classified national security information.

Asencv =~ a Federal agency as defined in Title 5 u.s.c.,
Section 552(e).

Compromise - The known or suspected exposure of classified
Information to an unauthorized person.

Controlled Area = Any area, entry to which is subject to

restrictions for security reasons.

Custodian of Cassified Files « An enployee who has

possession of or Is otherwse charged with the respon-

sibility for safeguarding or accounting for classified
I nformation.

Declassification - A deternination, made by an original
classification authority, that classified 1nformation no
longer requires, in the interests of national security,
protection against unauthorized disclosure under E O
12356 together with a renoval or cancellation of the
classification designation.

Derivative Classification = A determnation that
Information Is In substance the same as information
currently classified. The neV\A?/ devel oped information
Is marked consistent with the classified markings of
the source material.
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Downsrade = A determ nation nade by theoriginating
authority that particular classified information
requires, in the interests of the national security,
a lower degree of protection than currently provided.
This determnation requires changing of the classi-
fication designation to reflect such |ower degree of
protection.

| nadvertent Access = An incident in which an enployee
had access to classified information to which the
enpl oyee was not authorized.

Logging Control Officer (Lco) = An enployee responsible
for the proper maintenance of records relating to the
safeguarding and storage, accountability, transm ssion
and destruction of national security information.

Logging Control Point (ree) « A central place within an
office or organization where all classified information
is received, ‘recorded, stored, transmtted or destroyed.

Multiple Sources = The term used to indicate that a
document that is derivatively classified contains
classified information derived from nore than one source.

National Security = The national defense and/or critical
foreign relations of the United States.

National Security Information « Information that has
been determned pursuant to E O 12356, or any
predecessor E. O concerning national security, to
require protection against unauthorized disclosure.
National security information is also referred to as
classified i nformation. Such information must be
%%eroglrzl ately marked TOP SECRET, SECRET, or o

FI DENTI AL, according to contents, by an official
%o%seslszlsn6 the original classification authority under

Oisinal dassification - An initial determnation
that information requires, in the interest of national
security, protection against unauthorized disclosure,
together wth a classification designation signifying

.the level of protection required.
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Oiainal Cassification Authority e The authority

vested in a designated executivé branch official "to

mke an initial determnation that information requires
protection against unauthorized disclosure in the interest
of national security. DHHS does not have this authority.

Personnel Security Representative (PSR) = A senior
managenent official designated, in witing, the
responsibility for his/her organization's personnel
security program PsRs maintain |ists ofthose .
individuals within their organization who have security
clearances and keep current information on their
organization's LcPs and wLcos.

Security Cassification Levels =~ National Security
InfO{rratlon Is classified at one of the following three
evel s:

1. wrop SECRET" is applied to information, the
unaut hori zed disclosure of which could reasonably
be expected to cause exceptionally grave damage
to the national security.

2. wSECRET" s applied to information, the unauthorized
disclosure of which could reasonably be expected
to cause serious damage to the national security.

3. MWCONFIDENTIAL" i S applied to information, the
unaut hori zed disclosure of which could reasonably
be expected to cause danmage to the national
security.

security Cl earance = An admnistrative determnation
based upon the results of a favorably adjudicated
investigation that an individual is trustworthy and may
be granted access to a specified level of national
security information as required in the performance of
assigned duties (see w®Hs Instruction 731-1 for clearance
procedures).

Special Access = That special conpartnented category of
national security information accessible to selected
individuals on a nust know basis. It requires a current
Top Secret clearance, a recent Special Background

I nvestigation (SBlI), specific justification to the agency
responsible for the special access program and a unique
security briefing,
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Unaut horized Disclosure - A comunication or physical

transfer of specific classified information to a person
not authorized access to that level of classified
information or not having net need-to-know requirenents.

TOP SECRET Control Account = An approved nethod within an
established LCP for the storage, receipt, and transmssion
of Top Secret docunents, when authorized in accordance

wi th section 1-00-30C,

TOP_SECRET Control Officer (Tsco)_- An official who has a
Top Secret clearance and is designated in witing to be
responsible for receiving, safeguarding, controlling,
accounting for, and destroying all Top Secret docunments
within the Tscot's assigned area of responsibility.

| - 00- 30 RESPONSIBILITIES

A

The Assistant Secretary for Personnel Admnistration
(ASPER) IS the senior "Departnment official responsible
for the overall inplenentation of E O 12356, 1Iso00
Directive No. 1, NspDs-84 and 197, and simlar future
directives. Specific responsibilities include:

L. | ssuing Departnment guidance to inplenent the
rovisions of E.O 12356, Isoo Directive No. 1,
NSDDs-84 and 197, and future national security
information directives.

2. Mai ntaining active oversight of the Departnment's
Information Security Program for the safeguarding
of national security infornation.

3. Making the final determnation on a denial of a
security clearance and/or access to classified
i nformation, based upon specific unfavorable
information regarding the trustworthiness or
loyalty of an HHS enployee or contractor.

The Heads of OPDIVS, STAFFDIVS, and DHHS Regional
Directors are responsible for assuring that the
requirements of this manual are_ inplemented for their
respective organizations. Specific responsibilities,
which can be del egated, include:

-1, Ensuring that all national security information
recei ved-or handl ed-within their organizations
I's properly safeguarded and control | ed.
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2. Ensuring that classified documents which are no
|l onger required are properly destroyed in
accordance with chapter 9=-o00.

3. Designating a senior managenent official to serve as
the primary Personnel Security Representative (PSR
for his/her respective organization to handle
national security information responsibilities, in
addition to personnel security responsibilities. _
(To further handle their security responsibilities in
the Regions, oppivs and sTAFFDIVs nmay designate their
own regional PsRs or may request that the PSR
designated by the Regional rector handle certain
responsibilities for their organization.)

4. Establishing a Logging Control Point (LCP) for any
maj or office or organization which needs to store
classified information and designating, in witing, a
Logging Control Oficer (LCO or a separate Custodian
of Classified Files, as needed.

b. Establishing additional witten procedures, as
necessary, to prevent unauthorized access to national
security information and reduce the opportunity for
the negligent or deliberate disclosure of the
I nformation.

C. The Director of the Ofice of Personnel Services (OPS)

I's responsible for:

1. Overseei n%ethe devel opnent of policy and procedures
for the Departnent's classified information security
program for the safeguarding of national security
I nformati on.

2. Providing consultation and advice on the classified
information security program to OPDIV, STAFFDIV, and
ot her managenment officials.

D. The Director, Personnel Security and Drug Testing Program

Division (SDD), OPS, asPER, i s responsible for:

L.

Devel opi ng Departnment regulations to inplenent
E.O 12356, 1800Directive No. 1, NsDbs-84 and
197, and other simlar directives.
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Developing and publishing security education material
for us8 by P8SRs, and enployees and contractors who
have been granted access to national security

I nformation.

Processing required personnel security investigations,
in accordance with the HH8 Personnel Mnual, and
granting or denying security clearances to HHS

enpl oyees and contractors.

Conducting national security information program
reviews, assistance visits, inspections, and surveys
within HHES to ensure conpliance with this manual

and authorities.

Receiving reports relating to the wunauthorized

di scl osure and mshandling of national security
information, and coordinating these, as necessary,
with HHS and ot her Federal agency officials.

Providing security guidance and assistance to PSRs
and contractors as needed oOr requested.

Furni shing any required reports to the Director, 1SOO

Designating a Headquarters Top Secret Control Oficer
(Tsco) who shall be responsible for the control and
accountability of all Top Secret docunents in the
custody of the Headquarters Top Secret Control
Account .

Approving requests for the establishnent of a Top
Secret Control Account and the assignnent of a TSCO
whenever Top Secret information is routinely stored
and received.

Designating a Logging Control Oficer (LCO and
establishing a Logging Control Point (LCP) to
service the Inmediate Office of the Secretary.

Appointing a Subregistry Control O ficer and
alternate(s) to be responsible for the Department's
NATO Subregister.

Serving as the principle Personnel Security
Representative for the Ofice O the Secretary.
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Each Personnel Security Representative (PSR) has the
followng national secCurity information responsibilities:

L.

Providing security advice on the handling of classi-
fied information to officials and enployees of the
organi zation, sone of whom nmay be designated as
regional security representatives.

Ensuring that an enployee or contractor has a |egiti-
mate need for a security clearance before signing the
Request for Security Cearance, HHS Form 207, (see
Exhibits), and forwarding it to SDD.

Conducting security inspections of all offices that
store or handle classified information. The purpose
of these inspections is to assure that office nana-
ers, supervisors, and enployees, who are responsible
or ?Iassmed material, are in conpliance with this
manual .

Furnishing to the Director, 8DD, when requested, a
conpl eted pEHS Annual Status Report on Cassified
National Security Information and any other reports,
as needed. -

Conducti ng Olore! imnary inquiries relating to an
unaut hori zea disclosure or loss of classified
I nformation.

Mai ntaining an up-to-date alphabetical |ist of
all enployees and contractors granted clearance
for access to national security information. The
list should include the level of clearance and
the date of the last investigation on the cleared
person.

Coordinating with Director, SDD, security matters
affecting other Federal agencies (e.g., ¥EMa, DOD,
and DOE access clearances).

Ensuring that initial, refresher, and termnation
security briefings are conducted as required by
the HHs Personnel Mnual and that required nondis-
closure agreements and debriefing acknow edgnents
are signed and returned to 8DD.
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F. Super vi sor s. while certain enployees may be assigned
specific security responsibilities, it is nevertheless
the basic responsibility of their supervisors to ensure
that national security information entrusted to their
enmpl oyees is safeguarded according to the policies and
procedures contained in this manual. Supervi sors whose
enpl oyees routinely handle or store classified
information are responsible for taking the follow ng
actions:

1. Assuring for the proper accountability, control,
and storage of classified information as outlined
in Chapters 6-00 and 7-00.

2. Designating, in witing, any enployees authorized
to receive and open outer and inner covers
(envel opes) of security mail which is addressed
to other cleared enployees.

3. Assuring that no enployee is permtted to have
access to classified information until it has
been officially determined that the employee has
been granted the appropriate level of security
clearance and has a bonafide need-to~know for the
information in the performance of his/her duties.

4, Assuring that the LCO, Custodian of Cassified Files,
and any O their employees, who have been granted
access to classified information, are nade aware of
others in the organization (e.g., division) who have
security clearances and neet the "wneed-to-know"
requirenment.

5. Pronptly reporting any violation of security
procedures to their PSR

6. Establishing a system of security checks at the
close of each working day to assure proper
safeguarding of classified information.

G. Logging Control Oficer (LCO. Each LCO has the
followmng responsibilities:

1. Receiving all inconing accountable comunications
containing classified information.
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2. I nsPe_cti ng sealed envelopes or simlar wappings
containing classified information for any evidence
of tampering, danmage, or unauthorized disclosure.

3. Mat ching the actual contents of an incomng package
of classified material with the enclosed receipt.

4. Signing and returning to the sender enclosed receipts
for classified mterial.

5. Maintaining an up-to-date Cassified Docunment
Accountability Record, =HsS Form 208 (see Exhibits),
and otrller docunents show ng disposition of classified
materials.

6. Verifying through the PSR the security clearance
| evel of recipients of classified information,
including the clearance |evel of the Custodian of
Classified Files who will store the information.

7. Assuring pronpt delivery of classified information
to intended recipients who have the appropriate
security clearance.

8. Handling the responsibilities of the Custodian of
Classifred Files (see next (ange), unless there is a
separately designated Custodian of Cassified Files.

9. Taking pronpt action on any downgrading and/or
decl assification notices received and coordinating
with PSR action taken.

10. Assuring that the appropriate secure method of
transmssion is selected, and that the material
Is properly prepared for transm ssion.

11. Designating, either orally or in witing, an
enpl oyee wth a security clearance to act as
a courier of classified documents and assuring
the courier is properly briefed.

12. Destroying any unneeded classified docunents in
accordance wth Chapter 9-00.

13. Conpleting an audit of classified documents and
reElgrtmg that data and other information on the
DHHS Annual Status Report on Cassified National
Security Infornation.
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H. Custodians of Classified Files. when it is considered
an absolute necessity that classified docunents be
stored in offices other than the LCP, separate
Custodi ans of Classified Files shall bedesignated,
in witing, to carry out the required duties.

Enpl oyees apgoi nted as Custodians of Cassified Files
are responsible for:

1. Providing protection forall classified
information entrusted to their care.

2. Locking classified information in approved
security containers whenever it is not in use
or under the direct control of an authorized
and cleared person.

3. Verifying the security clearance level of any
person prior to giving that person access to
classified information.

4. Returning to the LCP classified material
designated for destruction.

5. Providing periodic inventory reports to the LCO

Enpl oyees. My enployee who obtains access to national
security information is responsible for the protection

of that information, regardiess of how it was received.
Enpl oyees also are responsible for reporting to their
supervisor and/or their PSR the loss, or tenporary |oss,
of control or possession of national security information.

Every enployee or contractor who has a security clearance
nust be famliar with and adhere to the provisions of this
manual . Enpl oyees whose official duties involve contacts
wWith representatives of the public nedia are to ensure
that any classified informtion to which they may have
access is never divulged, under any circunstances, to the
nmedia or other uncleared individuals (see Restrictions,
Section 5-00-15).

| - 00-35 REPORTING A SECURI TY INCIDENT

A Any enpl oyee who hasknowedge of the |oss or possible
conpromse of classified information, or who discovers
that a classified document is not being properly safe-
guarded, nust inmmediately report the known _circunstances
to his/her inmediate supervisor and PSR The report may
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be made orally or by nenorandum  This security incident
nust be imMmediately reported by the PSR to the Director,
SDD, who will report this to the agenc% that originated
the information if there is reason to believe classified
information has been lost or conprom sed.

B. The PSR nust conduct a prelimnary inquiry to fully
determne the circunstances surrounding the reported
security incident. The prelimnary |nqu|&/) report must
be in witing and sent to the Director, SDD, within ten
workdays from the date of the incident, the inquiry
report nust not contain any classified information,
however, it should include all relevant facts concerning
the incident, including all steps taken to recover any
mssing classified docunents.

C. The agency that originated the classified information
nust Dbe pronptly notified by the Director, SDD, of the
| oss or possible conmpromse, after relevant facts are
gathered, so that a damage assessnent can be conducted
and neasures are taken to negate or mnimze any adverse
effect of the conprom se.

D. Normal due process procedures nust be followed whenever
an admnistrative action is contenplated against any HHS
enpl oyee or contractor believed responsible for the
conprom se of classified information. \enever a
violation of crimnal law appears to have occurred, the
agency responsible for the danage assessment wll
coordinate with the Departnment of Justice to determ ne
whether there will be crimnal prosecution.

E. If there is no loss or possible conpromse or
unaut hori zed disclosure of classified information, the
report of prelimnary inquiry will be sufficient to
resolve any procedural infraction, and when appropriate,
support the taking of any admnistrative action.
procedural infraction is an incident which involves the
msuse or inproper handling of classified information
where the action does not result in a possible conprom se
of classified information.

F. Addi tional procedures may be required when reporting
a security incident involving special access program
materials.  The Director, spp, Wl provide those
procedures and coordinate that inquiry.
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| -00-40 ADMINISTRATIVE AND CRI M NAL SANCTIONS

A HHS enpl oyees may be subject to various admnistrative
sanctions, including reprimand, termination of security
clearance, or suspension or termnation of enployment,
as appropriate, if they:

1. Refuse to cooperate in the conduct of a pre-
limnary inquiry or formal investigation regarding
a national security issue.

2. Knowi ngly, willfully, or negligently cause an
unaut hori zed disclosure of classified information.

3. Display a lack of security responsibility relating
to the proper handling and safeguarding of national
security information.

B. In addition to the admnistrative sanctions stated above,
crimnal sanctions may also be inposed. HH8 enployees
may be subject to crimnal sanctions as described under
Sections 641, 793,. 794, 798, and 952 of Title 18, U.S.C.,
Section 783 (b) of Title 50, US.C. or other appropriate
statutes.  Such sanctions may include penalties of wup
to $10,000 fine, or inprisonnent for ten years, or both
(refer to 1800 Briefing Booklet).

| -00-45 REPORTING REQUIREMENTS

PSRs are responsible within their respective organizations
for the submssion of an annual National Security Information
Data Report to the Director, SDD. The format for the report
wll be furnished to the ®srs by the Director, SDD, typically
near the end of each fiscal year, to request data needed for
oversight responsibilities. ~ Some of the data requested is
used to report to Isoo and other agencies with national
security responsibilities.

| -00-50 SUGGESTIONS

Suggestions about the wxms National Security Information
Program as set forth in this manual, should be directed
in witing to the Director, OPS. Suggestions for program
irrpr?\_/enent may be discussed with the Drector, SDD, at
any tine.
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Subj ect : CLASSI FI CATI ON
2-00-00  Purpose o _
05 Oiginal dassification
10 Duration of Cassification
15 Derivative Cassification
20 Cassification Cuides
2-00-00 PURPOSE
This chapter tells how to classify information which
requires protection in the interest of national security.
2- 00- 05 ORIGINAL CLASSIFICATION
A No official of the DHHS is authorized under E O
12356 to originally classify information as _
TOP SECRET, SECRET, or CONFIDENTIAL.  However, i f
in an evolving sensitive situation any enployee
originates or develops national security information
which is believed to require original classification,
that enployee nust safeguard the information in the
manner prescribed by Chapter 7-o06. The information
nust be pronptly transmtted to the Director, SDD, in
the manner provided by Chapter 8-00, unless advised
differently by the Ditector, spp. The Director, SDD
nust contact 1xsoo for guidance on further steps to
determne if the information is classifiable.
B. Under no circunmstances shall information be considered

for classification to conceal violations of |aw,
inefficiency, or admnistrative error; to prevent

enbarrassment to a person, organization, or agency, to

restrain conpetition; or to prevent or delay the

15

release of information that does not re%uire protection

in the interest of national security.
research information not clearly related to the
national security shall not be considered for
classification.

2-00-10 DURATION OF CLASSI FI CATI ON

A Information shall be classified as long as required by

national security consideration. such determ nations
shall only be made by the original classification
authority.

asic scientific
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Docunents classified by other agencies under predecessor
E.O0.s that are marked ‘for automatic downgrading or
automatic declassification on a specific date or event
shall be downgraded and declassified according to the
instructions on the face of the docunents.

Documents, classified by other agencies under predecessor
E.o.s, that are not marked for automatic downgrading or
declassification on a specific date or event nmust not be
downgraded or declassified wthout authorization, in
witing, from the original classification authority.

2-00-15 DRRI VATI VR CLASSIFICATION

A

Derivative classification is (1) the determnation that
information is, in substance, the same as information
currently classified, and (2) the application of the
sane classification markings. Enployees who only
reproduce, extract, or summarize classified information,
or who apply classification markings derived from
source material, or as directed by a classification
guide, need not possess original classification
authority.

The application of derivative classification markings

Is aresponsibility of those who incorporate, paraphrase,
restate, or generate in new form information that is

al rea_d}/. classified by an authorized original
classification authority, or in accordance with an
authorized classification guide.

The overall classification markings and portion
(paragraph) markings of the source document should
supply adequate classification %ul dance to the person
marking the extraction. If portion markings or
classification guidanceare not found in the source
document, and no reference is made to an applicable
classification guide, guidance nust be obtained from
the originator of the source docunent.

Enpl oyees who are authorized to apply -derivative
classification markings nust:

1. Be designated, in vvritin%, by the supervisor who
has responsibility for the classified information,
.-and possess the -appropriate |evel of SECUI‘I'[%
- clearance. A copy of the designation shall Dbe
-furnished ta the PSR and Director, SDD.
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2. Respect and conply with the classification
decisions reflected in the source docunment or
classification guide.

3. Carry forward to newy created docunents the
markings and information prescribed by Section
4-00- 05.

4. Maintain a copy of the source docunent or

pertinent identifying information from the
source docunent with the record or file copy
of the derivatively classified docunent.

2- 00- 20 CLASSIFICATION GUI DES

A classification guide is witten guidance that is issued by
an official exercising original classification authority over
particular programs, projects, or classes of docunents. The
primary purpose of a classification guide is to ensure that
proper and uniform classification markings are applied to
derivatively classified information.
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Subj ect: DECLASSI FI CATION  AND  DOWNGRADI NG

3-00-00 Purpose _ _ _
05 Declassification and Downgrading authority
10 Mandatory Review for Declassification

3-00-00 PURPOSE

The purpose of this chapter is to provide guidance relating
to the declassification and downgrading of information which
was originated by other agencies and predecessor DHHS
agencies who had original classification authority under
prior Executive Oders.

3- 00- 05 DECLASSIFICATION AND DOWNGRADING AUTHORI TY

A Classified information originated by other agencies
shall only be declassified and downgraded by the
official of the originating a%ency who authorized the
original classification, if that official is still
serving in the same position; by a successor; or by a
supervisory official of either.

B. Al classified docunents originated by a DHHS
predecessor agency and being retained for sonme
official reason, may be declassified b%/ the Director,
SDD, follow ng the coordination with the 105 OPDV,
or STAFFDIV that has subject nmatter interest in the
document s. If it is determned that sone information
neets the current criteria of Section 2-00-10, or
there is some doubt concerning its classification,
the information nust be pronptly transmtted in the
manner required by Chapter 8-00, to the Director, SDD,
for review and transmttal to an agency that has
a|opropr!ate. subject matter interest and original
classification authority. That agency shall decide
whether to declassify, up?rade, downgrade, or to
extend the initial classitication |level of the document.

C PsRs of each organization should require the annual
review of all classified documents in their
possession and control to identify docunents
which require declassification, downgrading, or
destruction.  This review should be acconplished
prior to conpletion of the DHHS Annual Status Report
on Classified National Security Information.
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The following review guidelines shall be followed:

1. Al o1a and obsolete classified documents which
have served their purpose nust be destroyed in
t he manner prescri bed by Chapter 9=-00.

2. Al classified documents originated by another
agency, as nost are, and bei n% retained for
sonme of.fl_mal_ reason, should be reviewed for
declassification and downgrading in accordance
with the specific instructions contained on the
cover or first page of the docunents. If there
are no specific instructions, the originator of
the documents should be requested to provide the
necessary information.

3-00-10 MANDATORY REVIEW FOR DECLASSIFICATION

A

Classified information originally classified by the
DHHS predecessor agencies, under prior E.O.s, must Dbe
reviewed for declassification upon receipt of a witten
request by a US. citizen or permanent resident alien,
a Federal agency, or a state or |ocal government. For
rel ease ofthe i'nformation, a valid request need not
identify the requested information by date or title,
but nmust be of sufficient particularity to allow HHS
enpl oyees to locate the information sought with a
reasonabl e anount of effort. Requests should be
submtted to the Director, SDD.

The Director, SDD, will coordinate the requet W th
the office in charge of Freedom of|l nformati on (Fox)/
Privacy act(pa) requests, Ofice ofthe Assistant
secretary for Public Affairs, in an attenpt to |ocate
the requested classified information. Responses to
requests shall be governed by the amount of search and
review tinme required to process the request.  However,
in the interest of being responsive to such requests,
the 106, sTAFFDIV or OPDIV office which has primry
interest in the subject matter nust Dbe contacted in an
attenpt to locate and review the requested information.
Results of the review, including recomendations and
a copy of the requested information, or a request for
addi ti'onal tinme, nust be furnished to the Director,
SOD.  E0.12356 requires that agencies nmake a final
decl assification determnation wthin one year from
the date of receipt except in unusual circunstances.
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C. The 10S, STAFFDIV, or OPDIV office should nmake a
pronpt recommendation to the Director, SDD, for the
requested information or portions to.be declassified.
When the requested information cannot be declassified
in its entirety, reasonable efforts shall be made to
rel ease those declassified portions that constitute a
coherent segnent. |If the information may not be
released in whole or in part, the action office nust |
provide the reasons for denial. Wen the classification
of the requested information is a derivative decision
based on classified source material of another agency,
the information must be provided to that agency for
review and comment.

D. Upon receipt of the declassification review recomen-
dation, the Director, SDD, nust make the declassifi-
cation determnation after contacting the originating
agency, When necessary, and furnish any declassified
information to the office handling FO/PA requests for
a determnation regarding release of the information.

E. Decl assification of all or any information nust be
acconplished by the Director,” SDD, by marki n? it to
reflect the change as well as the authority ftor, and
date of, the declassification action. |f the request
for declassification is denied, in whole or in part,
the Director, SDD, must notify the requestor of the
information of the right to appeal the determnation
within 60 days of receipt of the denial.

F. A requestor may appeal to the asper when the requested
information is not declassified and released in whole.
Appeal review procedures are as follows:

1. The asper shall normally make a determnation
within 30 work days followng the receipt of
an appeal. If additional tine is required to
make a determnation, the ASPER shall notify the
requestor of the additional time needed and provide
the requestor with the reason for the extension.
|f continued classification of the information is
required, the aspER shall notify the requestor in
writing of the final determination and of the reason
for any denial.
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2. During the appeal review,.the ASPER may overrule
any previous determnation in whole or in part
when, in his/her judgnent, continued protection of
information is no longer required in the interest
of the national security. f the AsPER determ nes
that the information no longer requires classi-
fication it shall be declassified and, unless it
Is otherwise exenpt from disclosure under the
FoIa/pPa, rel eased to the requestor. The ASPER
shall advisethe original DHHS review ng office of
hi s/ her deci sion.
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Subj ect: MARKI NG DERI VATI VELY CLASSI FIED DOCUMENTS
4-00-00 Purpose _ _
05 Identification and Markings

4-00- 00 PURPOSE

This chapter provides specific guidance for narking
documents containing derivatively classified information,

4-00~-05 IDENTIFICATION AND MARKINGS

A Classified information nust be marked at the time of
original classification to inform and warn the hol der

of the information about its sensitivity. An official

who exercises original classification authority under
E.O 12356 is responsible for ensuring that the proper

22

classification markings are applied. ~ These markings are

also applied to derivatively classified documents when

such action is taken in accordance with Section 2-00-20.

B. Derivatively classified docunents shall be marked as
foll ows:
1. The highest |evel of security classification (TOP

SECRET, SECRET, or CONFIDENTIAL), extracted from a

source docunent or determned from an originating

agency's classification guide, nust be marked or
stanped at the top and bottom on the front cover

(if any), on the title page (if any), on the first
page, and on the outside of the back cover or page.

2. Each interior page nust be marked at the top and
bottom according to the highest classification of

the extracted information, 1.e., TOP SECRET, SECRET,

CONFI DENTI'AL, or UNCLASSI FI ED.

3. Each section, part, paragraph, subparagraph, or
simlar portion of a derivatively classified
docunent nust be marked to show the |evel of
classification assigned to the specific
i nformation.

i Ry
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4.

The followng information shall also be brought
forward and reflected on the face of a
derivatively classified document.

a. (assification Authoritv. The "CLASSIFIED BY"
line nust show a description of the source
document or classification guide. If a
docunent is derivatively classified on the
basis of more than one source document or
classification guide, the "Cassified By"
line shall contain the notation "CLASSIFIED
BY MULTIPLE SOURCES." In these cases
the derivative classifier shall nmaintain
the identification of each source with the
file or record copy of the derivatively
classified document. A docunment derivatively
classified on the basis of a source document that
is marked "CLASSIFIED BY MILTIPLE SOURCES'  nust
cite the source docunment in its “"CLASSIFIED BY"
line rather than the term "MILTIPLE SOURCES."
For exanple, CLASSIFIED BY: JCS-J3, or
CLASSI FIED BY: Department of State MN
00000/ 00000. The MCN (Message Control Nunber)
Is cited at the top of each nessage/cable.

b. Decl assification and Downuradi ng Instructions.

Dates or events for automatic declassification
or downgrading, or the notation “oADR"
(Originating Agenc%/'s Determ nation Required)
to indicate that the document is not to be
declassified automatically, must be carried
forward from the source document, or as
directed bé_a classification guide, and shown
on the "DECLASSIFY onN» |ine.

C. Transm ttal Docunents

1.

A transmttal docunment shall be marked to show
the highest level of classification of the
derivative information contained in the
transmttal itself, if applicable, and in the
material attached. A transmttal docunent
which does not contain classified information
shal | -be-marked with the highest |evel of .
classification of the attachments. The marking
shal | aPpear at the. top and bottom of the first
page only. In. addition to the classification
marki ng, type the statenent, "UNCLASSIFIED WHEN
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CLASSI FI ED ATTACHMVENT |S REMOVED,* at the bottom
margin of the first page.

2. A transmttal docunent containing derivatively
classified information shall be marked in the
manner prescribed by Section 4-00-05 above, and
contain a |egend showng the classification of
the transmttal document standing alone. For
exanple, if the removal of the transmttal
material wll change the classification of the
transmttal document itself, it shall be marked:
UPON REMOVAL OF ATTACHMENTS THI'S DOCUMENT IS
(enter highest classification of information
contained 1n the transmttal docunment).
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Subj ect : ACCESS AND DI SSEM NATI ON

5-00-00 Purpose

05 Security Cearance and Access

10 Admnistrative Downgrade or Wthdrawal of Access

15 Restrictions

20 Dissemination of Other Agency Information

25 Dissemination of DHHS Information

30 Access by Foreign Nationals, Foreign
Governments, |nternational Organi zati ons

5- 00- 00 PURPGSE

This chapter provides general guidance for granting access
to classified information.

5-00-05 SECURITY CLEARANCE AND ACCESS

A. An employee s eligible for access to classified

information provided the employee has been determined

to be trustworthy and access is essential to the
accomplishment of |awful and authorized Governnent
pur poses. The pirector, SDD, is responsible for
processing personnel security investigations and
the granting of security clearances. A need for
access to classified infornmation nust be denon-
strated before a Regquest For Security Clearance,
HHS Form 207, can be initiated. The number O
employees c¢leared and granted access to classified
information nust be maintained at the m ninum nunber
that is consistent wth operational requirenents
and needs.

B. No one has a right to have access to classified
information solely by virtue of title, position,
or level of security clearance. The final
responsibility for determning whether the
i ndi vidual has been granted the l|evel of security
cl earance needed, and whether an individual requires
access to classified information, rests with the
i ndi vi dual who has possession, know edge, or
control of the classified information, and not upon

the prospective recipient. Verification of a security

cl earance may be made through the individual's
PSR or the Director, SDD.

25
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c. In addition to a security clearance, a person nust
have a need-to-know the classified information in
connection with the performance of official duties.
Persons who disclose classified information nust
advise recipients of the classification level of
the information.

5-00-10 ADM NI STRATI VE DOMGRADE OR W THDRAWAL OF ACCESS

A A PSR or the Director, SDD, in coordination with the
aﬁpropriate office manager or supervisor, nay deternne
that a currently cleared individual no Ionger requires
access to classified information or requires access

at a lower clearance |evel. After notification to the
individual, the Director, SDD, may admnistratively
wi thdraw or downgrade the clearance. If the clearance

is withdrawmn, the individual should be debriefed and
asked to sign the Security Debriefing Acknow edgnent
on the lower portion of the back of Standard Form
(SF) 312, Cassified Information Nondisclosure
Agreement (see Exhibits). The SF-312 with original
signature must be sent to the Director, SDD, for

mai nt enance.

B. The Director, SDD, also nmay admnistratively w thdraw
a clearance whenever a previously cleared individual
refuses to conply wth reinvestigation requirements.
The clearance, subsequently, nmay be reissued based
upon conpliance with reinvestigation requirenents and
a redetermnation of the individual's trustworthiness
and identifiable need for access.

c. A security clearance may be revoked by the ASPER when
It is determned that such clearance or access is no
| onger consistent with the interests of national
security due to a question regarding the individual's
trustworthiness or |[oyalty. Due process procedures
must be followed when processing a revocation of a
security clearance for cause. @iidelines published in
Federal Personnel Mnual Chapter 732, Personnel Security,
shoul d be foll owed.

D. Wenever a security clearance is admnistratively
wi thdrawn or revoked the enployee shall receive the
termnation briefing prescribed by the HHS Personnel
Manual .  The Director, sbob, wll notify the enployee's
PSR about the termnation of the security clearance so
that the PSR can inform the employee's supervisor, LCO,
and others who have a need to know.
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5-00-15 RESTRICTIONS

A Classified information must be discussed only wth
persons who are properldy identified, have the proper
security clearance, and have a valid need-to-know the
information in performance of official duties.
Discussion of classified information in homes wth
relatives or friends, in public places, on public
conveyances, or any place where unauthorized persons
may have access, iS strictly prohibited. Cassified
information nmust not be released to enployees or
other persons for their private use.

B. Enpl oyees nust not conment on published news articles
concerning information that they know or think to be
classified. Publication by a news media does not

constitute proper authority for declassification,
and is often the product of astute guessing.

C. Standard tel ephones, inter-office comunication
systens, and unsecured nobile radio telephones
mist not be used for purposes of discussing
classified information. A nunber of secure
tel ephones are available throughout DHHS for use
by cleared enployees. The Director, SDD, can
provide their |ocation.

5-00- 20 pDISSEMINATION OF OTHER AGENCY INFORMATION

Classified information originated in another agency nust
not be dissemnated outside the DHHS without the consent

of the originating agency. Such consent must be main-
tained in witing as a matter of record. This restriction
does not apply to the authorized dissemnation within the
DHHS unless such a limtation is stated on a specific
classified docunent.

5-00- 25 DI SSEM NATI ON OF pHHS INFORMATION

Classified information originated by this Departnent,
under the authority of prior Executive Oders, nust not
be dissemnated outside of the Department until the infor-
mation is reviewed for downgrading or declassification in
accordance with Chapter 3-00.
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5-00-30 ACCESS BY FOREI GN NATIONALS, FORRIGN GOVERNMENTS,
AND INTERNATIONAL ORGANIZATIONS

No HHS official or enployee is authorized to discuss or
make available any classified information to foreign
nationals, foreign governnents, or international

or gani zat i ons. efer requests for such information to
the originating agency, or to the Director, SDD, for
information originally classified by the Department
under predecessor Executive O ders.
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Subject:  CUSTCDY, ACCOUNTABILITY, AND REPRODUCTI ON

6-00-00 Purpose o _
05 Custody of Cassified Information .
10 Accountability of Cassified Information
15 Production and Reproduction of
Classified [Information

6- 00- 00 PURPGSE

The purpose of this chapter is to provide instructions
relating to the custody, accountability, and reproduction
of classified information in the possession of the
Depart nent .

6-00-05 CUSTCODY OF CLASSI FI ED INFORMATION

A A_n?/ enﬁl oyee who has possession of, or is charged
wth the ‘responsibility for classified information,
Is responsible for protecting and accounting for that
information. The follow ng measures shall be taken
to properly protect classified information:

1. Wiile in use, classified docunents nust be kept

under observation of a cleared person or properly

stored in accordance with Chapter 7-o00.

2. An enpl oyee who receives a classified document

and has no authorized storage container available

must either return the document, arrange wth
another office to store the document in a manner
that will meet the storage requirements as
outlined in Chapter 7-00, or destroy it by an
approved nethod in accordance with Chapter 9-o00.

29

Under no circunstances shall classified information

be left unattended, be left in an unauthorized

storage container, or be left in the custody of a

person who does not have the proper security
clearance and a need-to-know the information.

3. Classified information nust only be delivered to or

left with cleared recipients.

4, CQccupants of an office nmust ensure that uncleared
persons assigned to or wisiting the office do not

take or read classified information, overhear
cl assified discussion, .or have vi sual access of
classified information.
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5. Classified information nust be discussed only wth
cl eared persons who have the need-to-know, and nust
not be discussed in public or other places where it
may be heard by unauthorized persons.

6. Classified information nust not be checked with
baggage or left in such places as private
residences, |ocked or unlocked autonobiles, hotel
rooms, hotel safes, aircraft, train conpartments,
buses, public |ockers, etc.

1. Classified information must not be read, studied,
di spl ayed, wused or discussed in any manner in a
public conveyance or place.

6-00-10 ACCOUNTABILITY OF CLASSIFIED | NFORVATI ON

A

O fice managers and supervisors whose enployees handle
or store classified information nust ensure that
rocedures are established for the accountability of Top
ecret and Secret information.  Such procedures’ shall
provide for tracing the movenent of classified infor-
mation, limted dissemnation, pronpt retrieval of
docunents, detection of the loss of information, and
prevention of excessive production and reproduction of
documents. At a mnimum the followng accountability
procedures shall be established for each |evel of
classification.

1. Top Secret Information.

a. A TSCO, designated in accordance with Section
1-00-30c, shall admnister each authorized
Top Secret Control Account by using a
Classified Document Accountability Record,
HHS Form 208 (see Exhibits), to frack each
Top Secret document. Only Top Secret
docunents shall be accounted for on this
HHS Form 208.

b. A Cassified Docunent Receipt, HHS Form 25
see Exhibits), must-be used each time Top

Secret docunents are transmtted from one
individual, office, organization, or agency
t 0 another.- . HHS Forns 208 and 25 should be
destroyed five: years after the Top Secret
docunments are destroyed, transferred, or
downgr aded.
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2. Secret and Confidential |nfornmation.

a. A separate HHS Form 208 nust be used to
account for all Secret docunments received
by an HHS office. ®HHS Form 25 nust be used
as a receipt for Secret documents whenever
they are transmtted from one individual,
office, organization, or agency to another.
These wHS Forms 208 and 25 should be
destroyed two years after the related
documents are destroyed, transferred, or
downgr aded.

b. Accountability records and docunent receipts
are not relgmred for Confidential information,
al though their use is a good security practice
to aid in controling these classified documents.
However, Confidential information nust be
handl ed, stored, and transmtted in accordance
with the provisions of this nmanual. Confi-
dential docunents can be accounted for on the
same HHS Form 208 that is used for Secret
documents and the sane HHS Form 25 can be used
when Confidential documents are being sent wth
Secret ones.

3. Wrking Papers. Wrking papers are docunents,
including drafts, that are created to assist in the
fornulation and preparation of a finished docunent.
Working papers containing classified information must
be handled and safeguarded |ike normal classified
I nfornati on.

4. To prevent the inadvertent or wunauthorized
disclosure of Top Secret, Secret, and
Confidential classified information, it nust be
protected by a cover sheet. Standard Form (SF) 703
(Top Secret” Cover Sheet), SF 704 (Secret Cover Sheet),
or SF 705 (Confidential Cover Sheet) nust be used
for this purpose (see Exhibits). SF 703, 704, or
705 cover sheet nust be affixed to the front of the
classified document and remain attached until the
docunent is destroyed. At the time of destruction
the forms- should be renoved and, depending upon
their condition, reused. If an office routinely
receives numerous Confidential cable messages, e.g.
those from the State Departnent, they can be kept
in separate -file -folders with a SF 705 attached to
the front of each folder.
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5. Limted Oficial Use (LOJ) information is not
classified national security information and
therefore is not covered by E O 12356.  However,
the information, which usually involves sensitive
State Departnent activities, should be tightly
controll'ed and storedin a secure room like
Confidential information (See Section 7-00-20).
No security clearance is required to handle LQU
informati on (for guidance regarding handling LOU
or rFor Oficial Ue Only (FOQUO information
contact your OPDIV records managenent officer).

6-00-15 PRODUCTION AND REPRODUCTION OF CLASSI FI ED

A

INFORMATION

Only SDD approved automated information systens nay
be used to produce classified information derived
from other classified sources. Wrd processors or
conputers nust not be usedto process classified
information wthout authorization, in witing, from
the Director, SDD.

Typewiter ribbons used in t(}/pi ng classified information
must be treated as classified material'and safeguarded
after use or properly destroyed.

Al'l classified documents shall be subject to the
followng reproduction restrictions:

1. The designated LCO shall be the only person
authorized to reproduce classified docunents.

2. The nunber of copies shall be kept to a
mninum to decrease the risk of conpromse
and reduce storage costs. Any stated
prohi bition against reproduction nust be
strictly observed.

3. Reproduction equipnent used by LCos to
reproduce classified documents nust be
specifically designated, and the follow ng
rules shall apply:

a. Mike sure that the number of copies
progranmed actually are delivered.

b. Reproduce only the nunber authorized.
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c. Account for all copies including originals
before |eaving the machine.

d. Ensure that .all classification and any
special markings appear on reproduced copies.

e. If the machine malfunctions, stay with it
and send for any needed help. Correct the
mal function and verify that no classified
pages remain in the machine.

Al copies of classified documents reproduced for any
authorized purpose are subject to the same controls

prescribed tor the docunent from which the reproduction
I's made.

HHS Form 208 %see Exhibit), nust show the nunber and
distribution of reproduced copies of all Top Secret and
Secret docunents, and any Confidential docunents that
bear special dissemnation and reproduction limtations.
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Subject:  STORAGE

7-00-00 Purpose
05 Policy
10 Standards .
15 Storage of Top Secret |nformation _
20 Storage of Secret and Confidential [|nformation
25 Conmbinations to Security Containers
30 Relocation of Security Storage Containers
35 Restrictions on Use of Storage Containers
40 Safe or Cabinet Security Record

7-00-00 PURPCSE

This chapter provides instructions relating to the storage
of classified information.

7-00-05 POLICY

Classified information nust be stored under conditions that

wi || provide adequate R)Arhot ection and prevent accessby

unaut hori zed persons. enever classified information is not
under the personal control and observation of a cleared enpl oyee
who has been authorized access to information based on a need-to-
know, the information must be stored in a |ocked security

contai ner approved for such storage.

7-00-10 sTANDARDS

A. The Ceneral Services Admnistration (GSA) establishes and
publ i shes mninum standards, specifications, and supply
schedul es for containers, vaults, alarm systens, and
associated security devices suitable for the storage and
protection of clasSsified information. Safe-type filing
cabinets conformng to Federal specifications bear a Test
Certification Label on the locking drawer attesting to the
security capabilities of the container and I ock.

B. The Director, SDD, may establish additional_ supplenentary
controls to prevent unauthorized access. The inposition
of such additional controls should be based on the
volume, nature, and sensitivity of the information to be
protected in relation to other factors such as types of
containers, presence of guards, vault-type space, and
intrusion detection alarnmns.
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7-00-15 STORAGE OF TOP SECRET INFORMATION

A Wen not in use, Top Secret information nust be stored
in a GSA approved security container with a built-in,
three-position, dial-type changeable conbination [ock.
The security container shall be protected by an alarm
system backed up by an armed response force.

B. In addition to the requirement specified above, _
admttance to the area in which Top Secret information
is stored nust be limted to cleared enployees assigned
to the area and to cleared persons who have been
authorized access to the area. Persons not authorized
access, but whose presence in the area is tenporarily
required, must be escorted and kept under constant
observati on.

7-00-20 STORAGE OF S8ECRET AND CONFI DENTI AL INFORMATION

Wien not in use, Secret and Confidential information must be
stored in a manner and under the conditions prescribed for

Top Secret information or in a non-alarmed, safe-type filing
cabi net havi nF] an approved, built-in, three-position, dial-
type changeable conbination lock, or in a steel filing cabinet
equipped with a steel lock bar secured by a GSA appr%ﬁd

three-position, dial-type changeable combination.
information should be stored |ike Confidential information.

7-00-25 COMBINATIONS TO SECURITY CONTAI NERS

A Conbinations to security containers may be changed by
PSRs, Lcos, Custodians of Classified Files, other
cleared enployees authorized access to the information
being stored,” or by a bonded commercial |ocksnmith or
contractor.  Conbinations must be changed:
1. Wen the container is placed in use;

2. \Wen an enployee knowi ng the combination no |onger
requires access to the conbination;

3. When a conbination has been subjected to possible
conprom se:

4. At least once every 12 nonths: or

5. When the container is taken out of service.



HHS Chapter 7-00 _ Page 36
National Security Information Mnual
HHS Transmttal 92.01

B. Records of the combination of a |lock used for the
storage of classified information nust be afforded
protection equal to that given the highest [evel
of the classified information stored therein.

Conbi nations nust be menorized, recorded on
Standard Form (SF) 700, Security Container Inforna-
tion (see Exhibits), and stored in another approved
security container. psrRs nust establish procedures
for the secure storage of the SF 700 conbination
envel ope.

¢c. SF 700 nust be conpleted to show the names, addresses,
and tel ephone nunbers of enployees who are to be
contacted if the security container, to which the form
pertains, is found open and unattended by an authorized
person. Part 1of the formmust be attached to the
Inside of the container so it is visible if the container
Is open. Parts 2 and 2A of the SF 700 are used to record
the security containert*s conbination which is jnserted
into the envelop portion for secure storage. Part 2 and
2A of each conpleted copy of SF 700 nust be classified at
the highest level of classification of the information in
the security container. A new SF 700 nust be conpleted
each time the combination to the security container is
changed.

D. Access to the conbination shall be given only to those
enpl oyees who are cleared and authorized access to
the classified information stored in the container.
Knowl edge of conbination nust be limted to the
m ni mum nunber of enpl oyees necessary f or operating
pur poses.

7-00-30 rRrerocarioN OF SECURITY STORAGE CONTAI NERS

When an office having custody of classified information
?hyswally_ nmoves from one office or building to another,

he classified information may be retained in the approved
security container. However, the custodian or other
cleared enployees must maintain constant supervision of the
container during the nove. The PSR nust be notified prior
to relocating a security container used for the storage of
classified information and may decide to tenporarily store
the classified information in another approved container.
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7-00-35 RESTRICTIONS ON USE OF STORAGE CONTAINERS

A Security containers used for the storage of classified
information should not be routinely used for the storage
of cash, checks, weapons, controlled drugs, precious
mﬁt?ls, personal items, or other itens susceptible to
thert.

B. Security storage containers should be [ocated in an
of fice occupied by an LCO or Custodian of classified
Files but nust not be located in office storage areas,
corridors, hallways, or in the vicinity of unsupervised
exits.

7-00-40 SAFE OR CABINET SECURI TY RECORD

A SF 702, Security Container Check Sheet (see Exhibits),
must be placed on the outside of each container holding
classified information to record each time the container
is opened and closed. The person opening and closing the
container nust wite in the tine of each operation and
initial the form There is also space on the SF 702 for
the initials ofthe person performng the daily check for .
closure of the container. Someone nust perform this check
|at Izhc? end of each work day to assure the container is
ocked.

B. Each SF 702 can be used for four nonths and should be
destroyed whenever a new one is put into use.

c. SF 701, Activity Security Checklist (see Exhibits),
also can be used to provide for additional assurance that
security containers have been locked and other end of
the day security neasures have been taken. This form
nust be used in a security office or other locations
where there are a number of security containers holding
a large quantity of national security information.
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Subj ect:  TRANSM SSI ON

8-00-00 Purpose _ o
05 Transmttal Qutside DHHS Building o
10 Transmttal Wthin DHHS Building or Building Conplex
15 Receipt for Cassified Information o
20 Accountability Procedures Prior to Transm ssion
25 Methods of Transmi ssion _ _
30 Hand-Carrying Cassified Information By Couriers

8- 00- 00 PURPGCSE

The purpose of this chapter is to provide instructions
governing the transmssion of classified information,

8- 00- 05 TRANSM TTAL QUTSI DE pEHS BUILDING

A Al classified information transmtted outside a DHHS
bui | ding nust be enclosed in opaque inner and outer
covers (e.g. sealed envelopes or wappings). The inner
seal ed opaque cover nust show the conpleted forwarding
and return address and be clearly marked on both sides,
top and bottom wth the highest security classification
of its contents. The outer sealed opaque cover must
be addressed in the same manner but nust not bear anv

classification markinas or other indication that

classified information is enclosed. Markings on the

I nner cover must not show through the outer cover.

Classified information nust be addressed to a person

known to have a security clearance. The identity of

the intended recipient nust be indicated on an attention
line on the inner cover or on an attention line placed
in the letter/menorandum of transmttal.

B. Material used for packaging nust be of such strength and
durability so as to provide protection in transit and to
prevent itens from breaking out of the covers.  Bulky
packages must be sealed with tape lamnated with asphalt
and containing rayon fibers or nylon filament tape,
or equivalent.

8-00-10 TRANSMITTAL W THI N DHH8S BUILDING OR BUI LDI NG COMPLEX

A Al classified information transmtted between offices
within a DHHS building or conplex of buildings should
be placed in a sealed opaque cover marked with the |evel
of classification. Al documents nust have cover sheets
attached, i.e., Standard Forns 703, 704, or 705.
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Classified information carried in these covers nust be
pronptly hand-carried by enployees lgossessi ng a security
cl earance conmensurate with the highest |evel of
classification of the information being hand-carried.

B. \Wenever security nmail is opened in error by enployees
not authorized to open such nail, the envel ope or
container must be inmrediately resealed and marked
“OPENED |IN ERROR" (tinme and date) by (enployee's nane),
and then pronptly hand-carried to the proper recipient
or LCP. In any such circunstances, it is the
responsibility of the enployee to ensure that the
envel ope or container is properly stored in the
manner prescribed by Chapter 7-00 until personal
delivery can be acconplished.

8-00-15 RECEI PT FOR CLASSI FI ED INFORMATION
HHS Form 25, Cassified Document Receipt (see Exhibits),

must be conpleted for all transmssions of Top Secret and
Secret information. The receipt shall be attached to or

enclosed in the inner cover. The sender nust retain his/
her returned copy signed by the recipient as proof of the
official transfer of the docunent(s): Top Secret receipts

have a five year retention period, with two years for Secret.
The transmssion of Confidential information does not require
a receipt but may be used for further accountability.

8- 00- 20 ACCOUNTABILITY PROCEDURES PRI OR TO TRANSMISSION

All classified material designated for transm ssion, regardless
of designation, must be processed through the LCP, to include
the TSCO if the information is Top Secret. The LCO nust
ensure that document accountability is naintained on HHS

Form 208, that required receipts are attached and correct,

and that the packaging neets requirenents.

8-00-25 METHODS OF TRANSMISSION

A Top Secret Information. Top Secret information mustonly
be transmtted by one of the follow ng nethods:

1. Hand-carried by Top Secret cleared and designated
enpl oyee (courier) within the United States and its
territories provided the information is delivered
before the close of business on the sanme day;
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2. Cryptographic systems (automated information systens,
secure telephone, secure facsimle systens, etC.)
aPproved for the transmission of classified naterial
at the appropriate level by the Director, NSA and
authorized by the Director, 8DD;

3. The Arned Forces Courier Service (ARFCOS); or

4. Diplomatic pouch through the Departnent of State
Di pl omatic Courier System

B. Secret Information. Secret information nust be
transmtted by:

1. Any of the means approved for the transm ssion of
Top Secret information, except that the courier only
needs to be cleared at the Secretlevel;

2. United States Postal Service (USPS) reaistered mail
\tMthl'? and between the United States and its
erritories;

3. US. registered mail through Mlitary Postal
Service facilities outside the United States
and its territories provided that the information
does not at any time pass out of the control of
the United States Government and does not pass
through a foreign postal system or any foreign
i nspection;

4. A cleared and desi?nated enpl oyee (courier) on
schedul ed conmercial passenger aircraft wthin and
between the United States and its territories

sub{ect_ to the procedures and restrictions set
forth in Section 8-00-30B, below

5. Information classified up to Secret may be
transmtted by a DHEsS nessenger provided the
classified document is in a double envelope, as
specified in Section 8-00-05 above, and handl ed
ltke U S registered mail with a receipt
attached to the outer envel ope.

C. Confidential Information. Confidential information
may be transmtted by the neans approved for the
transmssion of Top Secret or Secret information and
%y_the USPS certified mail within and between the
hited States and its territories. Qut side of these
areas, Confidential information nust be transmtted
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only as is authorized for Top Secret or Secret
i nformation.

8- 00- 30 HAND-CARRYING CLASSIFIED INFORMATION BY COURI ERS

A Restrictions. Desi gnated enpl oyees (couriers) may be
authorized to hand-carrv classified Information outside
of DHHS buildings subject to the followng conditions:

1. The employee's security clearance nust be the same
or higher than the classification of the material
being carried.

2. The storage provisions of Chapter 7-00 shall apply
at all stops en route to the destination, unless the
information is retained in the personal possession
and constant surveillance of the enployee at all
times. The hand-carrying of classifiéd information
on trips that involve an overnight stopover is not
perm ssible wthout advance arrangenents for proper
overnight storage in a Federal Governnent
]lcns_tlal | ation ora cleared United States contractor's
acility:

3. Wen classified information is carried in a private,
ublic, or Governnent conveyance, it nmust not be
eft in autonobiles, hotel roons, hotel safes,
aircraft or train compartments, private residence,
or public lockers;

4. Enployees nust carry their DHHS identification card
or badge whenever carrying classified information
outsi de of DEHS buildings.

5. The LCO must be informed each time classified
information is to be carried by an enployee so that
the LCO can designate that enployee as a courier.
The LCO shall authorize, orally or in witing, the
use of the designated enployee as a courier and
assure the enployee has been briefed in courier

responsibilities as detailed in this chapter.
B. Aboard Conmercial Passenger Aircraft.

1. Cassified information may be hand-carried aboard
comrercial passenger aircraft within and between the

United States and its territories only in_ an
emergency when the information is not” available at

the destination and because of an urgent situation
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there is neither time nor means available to pro-
perly transmt the information by other nethods

stated in Section 8=00-25., Permssion to hand-
carr?f classified information aboard such aircraft
shal | be granted on a case-by-case basis by the

the Director, SDD.

2. Under no circunstances will any level of classified
information be hand-carried across international
boundari es.

3. Procedures for hand-carrying classified information
aboard conmmercial passenger aircraft is as follows:

a. Al the provisions of Section 8-00-30 will be
strictly conmplied wth.

b. The person hand-carrying the classified infor-
mation will be designated as a courier, in
witing, by the Diréector, SDD

c. The classified information being hand-carried
will contain no metal binding and will be
doubl ed-wrapped, addressed and sealed as out
lined in Section s-00-05. The envelope wll be
laced in a briefcase or other piece of carry-on

uggage.

d. The person authorized to hand-carry the
classified information wll process through
the routine airline ticketing and boarding
procedures. The briefcase or carr%/-on
luggage W | | be routinely offered for
oEem ng for |ns?ept[on, I f requested.

The screening officials may check envel o%e
by x-ray machine, flexing, feel and weight,
W thout opening the sealed envel ope.
Airport screening officials my be shown
proper identification and the courier

aut horization docunentation to avoid

having the envel ope opened.
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e. |If airline screening officials still insist
on opening the envelope, the person wll
ask to see a Federal Aviation Admnistration
-(FAA) field office representative. If the
FAA representative still insists on opening
the envel ope after being shown proper
identification and the courier authorization
docunentation, the person wll not attenpt
further boarding but shall make alternate
arrangerments for conpleting the travel.
Under no circunmstances should the courier
allow the envel ope to be opened.
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Subject: DISPOSAL AND DESTRUCTI ON

9-00-00 Purpose o _
05 Disposal of Cassified Information
10 Destruction of Cassified Information _
15 Energency Protection, Renoval, and Destruction

9-00-00 PURPCSE

The purpose of this chapter is to provide instructions
governing the disposal and destruction of classified
I nformat i on.

g- 00- 05 DI SPOSAL OF cLASSIFIED INFORMATION

A.  Early disposal/destruction of unnecessary classified
information can assist in preventing security
violations, reducing security costs, and providing
better protection for classified information that
needs to be retained for some official purpose.

B. Because DHHS does not have original classification
authority, nmnost of the prms classified holdings are
non-permanent or non-record classified information,
such as copies of classified docunments from other
agencies intended sol elg for reference purposes.
These docunents should be destroyed as soon as
they have served their official intended purpose,
have been superseded, or are obsolete. Retain
those classified documents which contain current
policy information. other docunentary record
materials which are classified nust be disposed of
in accordance with General Records Schedule published
by the National Achieves and Records Adm nistration.

c. Since alnost all classified information in possession
of HHS enployees is originated by another agency, the
originating agency wll probably have a copy of the
classified docunent if our copy is later Uestroyed
and we subsequently have a need to review it. Proper
docunentation in the accountability records, HHS Form
208 (see Exhibits), wll allow for tracking the
docunent back to the originating agency.

9- 00-10 peEsSTRUCTION OF CLASSI FI ED INFORMATION

A Docunents containing classified information nust
be destroyed in a manner to preclude recognition

44
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or reconstruction of the classified information in
whole or in part. Heads of offices or organizations
(e.g., division directors) in possession of classified
information nust establish internal procedures for
the proper destruction of classified information.
Such procedures nust ensure that adequate destruction
nmethods are used, classified information is

protected during transport to the destruction

area, adequate records are mintained, and the
destruction is properly wtnessed.

B. 'Destruction of classified information must be
acconplished by one of the follow ng methods:

1. shredders may be used for the destruction
of classified information provided the
shredders are listed on the GSA Federal
SupPIy Schedul e as approved security
destruction devices. These approved
shredders cross-cut the strips to a size
of approximately 1/32n in wdth and 1/2»
in |ength.

2. The burning nethod, when approved by the PSR
may be used for the destruction of classified
information. The docunments containing the
information nust be burned conpletely and no
unburned pieces shall remain or be allowed to
escape by wind or draft.

3. Cassified information may be destroyed also
by the pul ping, disintegration, or pulverizing
nethod.  Such nethods of destruction and the
gggl pment used for such nust be approved by the

c. Cassified material awaiting destruction nust be
properly stored in an approved security storage
container.  Boxes, ba?s, seal ed envel opes, or other
|i ke containers used for the collection and _
transportation of classified material must provide
adequate safeguards to prevent the loss of the
material.  \Wen transporting classified material to
a destruction area such containers nust not be |left
unat t ended.

D. The lower portion of HHS Form 25 is the official
Certificate of Destruction and nust be used as a
receipt to indicate the destruction of Top Secret
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and Secret information. The form nust include a
full wunclassified description of the mterial, the
date of actual destruction, and witness to the

actual destruction. For Top Secret information

two enployees nust sign the form one as the _
destruction official and the other as the wtnessin
official. Just the destruction official is require
to sign for Secret information. Enployees who conduct
and wtness the destruction of classified information
nust possess a security clearance conmensurate with
hi ghest level of information being destroyed.
Destruction certificates are not required for
Confidential information unless prescribed by the
agency that originated the information.

HHS Form 25, used for the destruction of Secret or
Confidential information, nust be maintained for a
mni mum of twe years. \hen used for the destruction
of Top Secret information, the form nust be naintained
for five years and then destroyed. These destruction
certificates can be mintained at any |ocation approved
by the PSR

Classified waste material nust be destroyed as soon as
[%ractmal by one of the approved destruction nethods.
This applies to all waste nmaterial containi ng classified
information, such as prelimnary drafts, carbon sheets,
fabrics or plastic typewiter ribbons, stencils,
stenographic notes, working papers, and simlar itemns.
Enpl oyees who are designated to destroy classified

waste material nust possess the appropriate security
clearance and the need-to-know the information. o
Destruction certificates are not required for classified
waste material. Pending destruction, all classified waste
material nust be stored in an approved security container.

Typewiter and autonated information systems equipnment
ribbons used in transcribing classified material nust
be stored in an approved security container when not
in use or until the ribbon is cycled through the

tg ewiter or printer a sufficient nunber of tinmes to
obliterate information contained thereon. Normally this
can be acconplished if the ribbon is conpletely
overprinted five times in all ribbon typing or printing
positions.  any ribbon which remains substantially
stationary (that is, receives at |east five consecutive
i npressions) shall be treated as unclassified. Ri bbons
which are not obliterated must be destroyed as ot her
classified materials.
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Classified messages, which are generated during a
classified exercise, need not be processed into an
accountability system or brought under control if
they are destroyed within 30 calendar days after
Conpletion O the exercise. Certificates of
destructi on are not required for t hese nessages.
However, classified exercise messages that are
retained beyond the 30-day period will be con-
trolled and destroyed in the sane nanner as other
accountable classified nessages. These classified
nmessages, awaiting destruction, nust be safeguarded
and stored in the manner stated in Chapter 7-00.

g-00-15 EMERGENCY PROTECTI ON, REMOVAL, AND DESTRUCTI ON

A.

In the event of fire, natural disaster, civil distur-
bance, or an evacuation of office space, classified
information nust be protected either by placing it in

a |locked approved security container, relocating it to

anot her office/organization for proper storage, or by
properly destroying the information. Enpl oyees who are
away fromtheir office and have classified information in
their possession at the tine of an energency nust assure
that such information is properly safeguarded or destroyed.

Only the Secretary or designee may order the Safe renoval
or emergency destruction of U'S. and NATO classified
materi al . Upon receipt of the order, the Director, SDD,
W I | immediately notify the Lcos Of all affected offices
and inform them of the energency plan. In all situations,
hi ghest priority for removal or destruction will be given
to the highest level of classified material, e.g., Top
Secret Special Access is first priority, then regular Top
Secret, them NATO Secret, then regul ar secret, etec.

The PSR nust ensure that all offices in possession of
classified information nust have plans for the energency
protection, renoval, and destruction of the information.
The location and identity of the information to be
destroyed, priorities for destruction, persons responsible
for destruction, and recomended place and nethod of
destruction must be predeterm ned and persons fully

i ndoctri nat ed. The Director, SDD, can assist in the
preparation of such plans.

A copy of the witten plans for energency handling of
classified information should be filed in a readily
accessi ble location inside each security container being
used for the storage of <classified infornation.
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Subject:  SECURITY AWARENESS, CONTACT WTH CERTAIN FOREIGN
NATI ONALS, AND FOREI GN TRAVEL

10-00- 00 Pur pose . . .
Security Awareness and Reporting Contact with Certain
Foreign Nationals
10 Foreign Travel Requirenents
15 Designated Countries

10-00-00  PURPGCSE

This chapter provides psrs and enpl oyees with instructions
relating to security awareness concerns regarding contact

with certain foreign nationals and specific foreign travel

requirenents..

10-00-05 SRCURI TY AWARENESS AND REPORTING CONTACT WITH CERTAIN
FOREIGN NATI ONALS

A NsDD 197, signed by the President on Novenber 1, 1985,
calls for the establishnent of procedures which wll:

1. Create and nmaintain a formalized security awareness
program designed to ensure that enployeeS are aware
of the potential threat to the Department's _
classified, proprietary, and sensitive information
from foreign sources, whether overt or covert.

This program nust include a periodic formal briefing
of the threat posed by hostile intelligence services.

2. Provide for the reporting, under defined circum
stances, of the enployee contacts with nationals
of certain designated foreign countries or political
entities.

B. The reporting requirenents of NSDD 197 specifically apply
only to HHS enployees who, through their job functions or
access to national security or sensitive Information or
technol ogy, invite targeting or exploitation by foreign
intelligence services. The unauthorized release of
sensitive information or technology and contacts wth
foreign nationals of high risk designated countries nust
be reported in accordance wth subparagraphs C and D bel ow.
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c. HHS enployees, who have a security clearance or who
could be targeted for exploitation because of their
position or access to sensitive information, have
certain reporting requirenents. They nust report all

contacts with individuals of an JJa.t_l_QLLa.Ll_t?L either
within or outside the scope of the their official
activities, in which:

1. Illegal or unauthorized access is sought to
classified or otherwise sensitive information.

2. They are concerned that they mak/) be the target
of an attenpted exploitation by a foreign entity.

D. These enployees nust also report all contacts wth
national's of high risk designated countries (see
Section 10-00-15) which appear to:

1. Indicate an attenpt or intention to obtain
unaut horized access to classified, proprietary,
or sensitive information;

2.  Ofer a reasonable potential for such access; or

3. Indicate the possibility of continued professional
or personal contacts.

E. Errgl oyees subject to these reporting requirements must
submt a witten report to the PSR within five days
of the occurrence. Enployees in doubt as to whether
a witten report is required should call their PSR or
the Director, SDD. The report should be as specific
as possible regarding the facts about the contact,
including the rdentity of the hostile or potentially
hostile source. The PSR nust pronptly notify the
Director, SDD, about the enployee's report and the
Director, SDD, will notify the FBI, if deemed
necessary.

F. Definitions of Certain Wrds and Terns.

1.  wcontact® nmeans any form of neeting, association,
or comunication regardless of who initiated the
contact or whether 1t was for social, official,
or private purposes. This includes any contact in
person, Dby telephone, letter, radio, or any form
of communication, even if no official information
was discussed or requested.
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2. "Proprietary information" is that business
information® which was developed by the private
sector, and furnished to the Department with the
expectation or condition that it be protected.
Information of this type referred to as trade
secret material requires protection against
unaut horized disclosure under Title 18, US.C,
Section 1905 and Title 21, US.C, Section 3315.

3. "Sensitive informations is that unclassified
information the loss, exploitation, or
unaut horized disclosure of which could inpair
the national security or foreign relations of
the U S., oraffect the ability ofthe _
Department to nmeet stated goal s and/or objectives
of national interest. Sensitive information also.
includes that privileged information which qualifies
as an exenption under the Freedom of Information
and the Privacy Act of 1974, and other information
provided by another U S. Departnent or Aﬁency
wth the expectation or condition that the
information wll be protected, Sensitive
information does not ‘include information in the
public domain or that given out under the auspices
of bilateral agreenments.

G.  None of the reporting requirements contained in this
chapter is intended to replace existing agreements
between the Departnent of State and peHES conponents to
report suspicious activities. These requirenents are
in addition to those already established.  Enployees
in Special Access Prograns have additional reporting
requirements (See Section 10-00-10 bel ow).

10-00-10 FPOREIGN TRAVEL REQUIREMENTS

A.  HHS enployees who travel to foreign countries to
attend international, scientific, technical, medical,
or other professional neetings or conferences may
cone into contact with representatives of high risk
designated countries. These contacts must be reported
in accordance with Section 10-00-05 above.



HHs Chapter 1o0-o00 . Page
National Security Information Mnual
HHS Transmittal 92.01

B. KHS enployees, who have Top Secret clearances for
%artm pation in a highly sensitive Special Access
Program nust report to the Director, SDD, their
intent to travel to or through any of the high risk
designated countries listed In Section 10-00-15.
They must report this information, orally or in witing,
in advance of the planned trip, whether on private or
official business, so that they can be afforded a
defensive security briefing. Qher #HS enployees
may request such ‘a bri efln? from their PSR who can
obtain briefing materials from the Director, SDD.

C. This defensive security briefing is in addition to
any normal Departnment ‘of State briefing provided to
%overnn_ent_ empl oyees traveling on official business.
he briefing will cover safeguarding requirements for
classified and other sensitive information and wll
include security awareness gquidelines.

D.  Wen any enployee in a Special Access Program returns
from travel to or through any of the high risk
designated countries, he/she nust contact the Director,
SDD, for a security debriefing. Oher enployees
traveling to these designated countries should report
any incidents or concerns to their PSR The enployees
should be advised that it is essential to report any
suspected attenpts to ebt in classified, proprietary,
or sensitive information, or efforts to recruit,
conprom se, harass, or entrap the enployee. such
information received by a PSR nmust be promptly
reported to the Director, SDD.
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10-00-15 DESI GNATED COUNTRI ES

A These are the high risk designated countries for which
there are certain reporting and travel requirenents

* Formerly part of

Kazakhst an*

Kurile Island and south
Sakhal in (karafuto)

Kyrgystanw#

Laos

the Union of Soviet

(current as of date of issuance of this manual):
Af ghani st an Latvi a*
Al bani a Li bya
Angol a Li t huani a*
Ar neni a* Mol dova*
Azer bai j an* Mongol i an People's .
Repulic (CQuter Mongolia)
Belarus#* .
Ni car agua
Bul garia
North Korea
Cuba .
Pe%F]I_ e's Republic of
Est oni a* ina (including Tibet)
Et hi opi a Ronani a
Ceor gi a* Russi a*
I ran South Yenen
lraq Tadj i ki st an*
Kanpuchea Turkemistan#
(formerly Canbodi a) ,
Ukr ai ne*

Uzbeki st an*
Vi et nam

Yugosl avia (including
Croatia and Serbia)

Soci alist Republics (USSR)
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Subject: OTHER SPECI AL SECURITY PROGRAMS

11-00-00  Purpose
05 Policy _ _ _
10  Communi cations Security (COVSEC) and Secure Voice
15 North Atlantic Treaty Organization (NATO
20 Special Access Prograns

11-00-00 PURPOSE

The purpose of this chapter is to provide general information
and instructions regarding other special security programs
that could be of interest to some Department officials who
have national security responsibilities.

11-00-05 POQLI CY

It shall be the policy of the Department to establish, where
an identifiable need exists, the special security prograns
described in this chapter and to fully comply wth security
directives issued by the Federal agencies identified for each
program ar ea.

11-00-10 comMuNICcATION SECURI TY (comsec) AND S8ECURE VO CE

A, COVMSEC neans protective neasures taken to deny
unaut hori zed persons information derived from
tel ecommuni cations or to assure its authenticity.
Such protection results from the application of
various security mneasures, including crypto-security,
transmission and emission security, and certain
physical security neasures needed for protection of

BEC information and materials. The Director,

National Security Agency (NSA), is responsible for
I ssuing COMBEC instructions for all approved
cryptographic systens.

B. National security information nust not be discussed
over, or otherwise transmtted or processed by, any
form of telecommunications unless approved neasures
are taken to protect the information. COMSEC is the
only _sTy.stem.o security neasures used to protect
classified information utilizing cryptographic Kkeying
mat eri al and equipment.
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C. The Secure Telephone Units (8Tu) |Il developed by the
NSA provide, by use of COMSEC nmeasures, secure Voice
transmssion capability during discussions involving
the highest levels of classified national security

information and other highly sensitive/proprietary
i nformati on.

D.  Upon determning the need for any COVSEC support or
secure voice transmission system capability, the PSR
should submt a request to the Director, SDD. The
request shall contain all pertinent circunstances
relating to the type of support or system needed.

E. Specific cryptographic access requirenments are
required for sone HHS enployees, such as COVSEC
Custodi ans, because of their on-going need to handle
certain classified cryptographic information. The
Director, SDD, is responsible for processing and
I ssuing crytographic accesses which neet the policy
requirements of the National Telecommunications and
Information Systems Security Committee.

11- 00-15 NORTH ATLANTI C TREATY ORGANIZATION (NATO)

A The U S. national security authority responsible
for the security of NATO classified information is
the wgnited States Security Authority for NATO Affairs
(USSAN) . The USSAN is the Secretary of Defense.
The USSAN has established under the Secretary of the
Army a U S national registry known as the Central
United States Registry (CUSR). The Chief, CuUSR, is
authorized to establish and disestablish US. NATO
subregistries, release NATO docunments to U.S. _
departnments and agencies, and to conduct inspections
of all subregistries and control points.

B. NATO security procedures governing the protection
and handling of NATO classified information in the
possession of this Department are contained in USSAN
Instruction 1-69, Inplenentation of NATO Security
Procedures. The instruction, which contains some
NATO classified information, has been assigned an
overal |l classification of CONFI DENTIAL.

54
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A NATO SECRET subregistry, established in accor-
dance with USSAN Instrucfion [-69, is located in
the Ofice of the Director, SDD. The Director, SDD,
is authorized to establish NATO SECRET Control Points
where an operational need exists to mmintain certain
NATO SECRET, CONFIDENTIAL, or RESTRI CTED informtion.

Witten justification relating to the need of a control
oint shall include a description of the classified

TO documents needed, and be furnished to the Director,
SDD.  Formal access to NATO classified information nay
be authorized only when the Departnent has authorized
an enpl oyee access to U S information of an equival ent
classification, and the enployee has been given a NATO
security briefing.

11-00-20 SPECIAL Access PROGRAXS

A.

A Special Access Program is a program inposing '"need-to-
know" or access controls beyond those normally provided
for accessto Top Secret, Secret, or Confidential

i nformati on. Such a program includes, butis not l[imted
to, special clearance, investigative and adjudication
requi rements, special designation of officials authorized
t o det er m ne wneed-to-know", and speci al classified

lists of persons granted Sensitive Conpartmented
Information (SCl)  clearance.

Special Access Programs are created only by a Federal
aﬂency that possesses original classification authority.
The prograns are conpartnentalized to further restrict
access to those who *need-to-know" certain national
security information. The Director, sbp, is responsible
for processing all requests for access to Special Access
Prograns and assuring that special security requirements
are net.
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DATE
U.S. DEPARTMENT OF HEALTH AND HUMAMN SERVICE:.
CLASSIFIED DOCUMENT RECEIPT
oA FROM: {Return Address)
NO.
CONTROL cY
DESCRIPTIONS OF DOCUMENT(S) CLASS. Dg’éLng\'l:T NUMBER OF NO
CYS )
. DATE
RECEIPT OF ABOVE DOCUMENT(S) !S ACKNOWLEDGED
'RINTED NAMLE AND TITLE SIGNATURE
CERTIFICATE OF DESTRUCTION
DATE

J CERTIFY THAT THE DOCUMENT(S) LISTED ABOVE WERE DESTROYED

'RINTED NAME, TITLE AND SIGNATL RE OF DESTRUCTION
JFFICIAL

PRINTED NAME, TITLL AND SIGNATURL OF WETNESSING
OFFICIAL

HHN FORM 24 R0 1208 1 RETURN TO SENDER
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE SECRETARY

REQUEST FOR SECURITY CLEARANCE

DATE
For Ageess to Classified National Security information

! CRITICAL-SENSITIVE NONCRITICAL-SENSITIVE
POSITION POSITION

INSTRUCTIONS: Submit in duplicate for headquarters empioyees, and in triplicate {or employees located in the field, with ¢ cover memorandum,
Any security, loyalty or misconauct information, and any information tending to show that this empiovee Mmay be other than completely reliable
and entirely trustworthy, must be brought 10 the attention of the Directar, Otfice of Investigations and Security

11 is requested that 3 security clearance be gramted to permit access to information ang material classified up to 2nd including (Check one)

2 confidential [ secre O Top Secrm tor the following:
Name Title, Division, Bureau, Agency
DoB
GRADE
Justification:
Signature Thts
RECOMMENDED
BY
SONCURRENCE Security Reprasentative

L BT T TN I I AN B BN B N IR T JNC I N B IR K N B R B I O B INC K B B Y Y R BN BN R BE N R L K B B BN B O B B BN BN N N N BN BN BN

CERTIFICATE OF SECURITY CLEARANCE

This is 1o certity that the following named individual hes been cleared 1or acces to clanified material or informetion up 1o and

including
Clegrance is based on

on 3 need-to-knowy basis.

NAME DATE

The Security Representative is recponsible for Phytica! Security

Indoctrination of emplovee upon notification of clesranca. S1GNATURL OF DIRECTOR, PERSONNLL SCCURITY

N0 DRUG TLSTING PROGRAL DIVISITK, ASPER

HHS-2D? (Fov, 3/75)
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CLASSIFIED DOCUMENT ACCOUNTABILITY RECORD

NO.
CONTROL .« | CLASSIFIED | DATE OF DATE OF DATE RECEIVED . :
NUMBER O@M CLASS BY DECL/DG | DOCUMENT | RECEIVED FROM DESCRIPTION OF DOCUMENT(S) DISPOSITION
HHS Form 208 (Rev. 12/83) Page ol Pagor
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CLASSIFIED INFORMATION NONDISCLOSURE AGREEMENT

AN AGREEMENT BETWEEN AND THE UNITED STATES
(Name cl Individual - Printed ¢r typed)

| Intending to be legally bound, | hereby accept the obligations contained in this Agreement in consideration of my being
granted access to classified information. As used in this Agreement, classified information is marked or unmarked classfied

information, including oral communications, that is ¢jassified under the standards of Executive Order 12356, or under any other

Execuuve order or datute that prohibits the unauthorized disclosure of information 1n the interest of national secunty; and
unclassified information that meets the standards for ¢lassification and is in the process of a classification determination &

provided in Sections 1.1 and 1.2(e) of Executive Order 12356, or under any other Executive order or statute that requires

protection for such informauon in the interest of national securny | understand and accept tha: by being granted access to

classfied information, special confidence and trust shal be placed in me by the United Stales Government.

2. | hereby acknowledge that | have recelved a security indoctrination concerning the nature and protection of classified
information. wncluding the procedures to be followed in ascertaining whether other persons to whom | contemplate disclosing this
informauon have been approved for access to it. and that | understand these procedures.

3. | have been advised that the unauthorized disclosure, unauthorized retention, or negligent handling of classified information
by me could cause damage or wrreparabie injury to the United States or could be used to advantage by a foreign nation. | hereby
agree that | will never divulge classfied informauon to anyone unless: (a) | have officially verified that the recipient has been
properly authorized by the United States Government to receive it: or (b) | have been given prior written notice of authorization
from the United States Government Department or Agency (hereinafter Department or Agency) responsble for the
classification of the information or last granting me a security clearance that such disclosure is permitted. | understand that if
| am uncertain about the classification status of information, | am required to confirm from an authorized officia that the
informauon is unclassified before | may disclose it, except to a person as provided in (a) or (b}, above. | further understand that

| am obligated to comply with laws and regulations that prohibit the unauthorized disclosure of classified information.

4. 1 have been advised that any breach of this Agreement may result in the termination of any security clearances | hold;
removal from any position of specid confidence and trust requiring such clearances, or the termination of my employment or
other relationships with the Departments or Agencies that granted my security clearance or clearances. In addition, | have been
advised that any unauthonred disclosure of classified information by me may condtitute a violation, or violations. of United
States crimina laws, including the provisions of Sections 641. 793, 794. 798, and ‘952, Title 18, United States Code.
*the provisions of Section 783(b), Title SO, United States Code, and the provisions of the Intelligence Identities Protection Act
of 1982.1 recognize that nothing in thls Agreement constitutes a waiver by the United States of the right to prosecute me for any
statutory violation.

5. | hereby assign to the United States Government all royalties. remunerations. and emoluments that have resulted, will result
or may result from any disclosure, publication, or revelation of classified information not consistent with the terms of this
Agreement.

6. | understand that the United States Government may seek any remedy available to it to enforce this Agreement including.
but not hmited to, application for a court order prohibiting disclosure of information in breach of this Agreement.

7. | understand that al classified information to which | have access or may obtain access by signing this Agreement is now and
will remain the propeny of, or under the control of the United States Government unless and until otherwise determined by an
authorized official or final ruling of a court of law. | agree that | shall return all classified materials which have, or may come into
my possession or for which 1 am responsible because of such access: (a) upon demand by an authorized representative of the
United States Government; (b} upon the conclusion of my employment or other relationship with the Department or Agency
that last granted me a security ckarance or that provided me access to classified information; or (c) upon the conclusion of my
employment or other relationship that requires access to classified information. If | do not return such materials upon request.
| understand that this may be a.violation of Section 793. Title 18, United States Code, a United States criminal law.

8. Unless and untit | am released in writing by an authorized representative of the United States Government. | understand
that all conditions and obligations imposed upon me by this Agreement apply during the time | am granted access to classified
information, and at al times thereafter.

9. Each provison of this Agreement is severable. If a eourt should find any provision of this Agreement to be unenforceable,
al other provisions of this Agreement shall remain in full force and effect.

10. These restrictions are consistent with and do not supersede, cenflict with or otherwise alter the employee obligations, rights
or liabilities created by Executive Order 12356; Section 7211 of Title 5, United States Code (governing disclosures to Congress):
Section 1034 of Title 10, United States Code, as amended by the Military Whistleblower Protection Act (governing disclosure
to Congress by members of the military); Section 2302(b)(8) of Title 5, United States Code, as amended by the Whistieblower
Protection Act (governing disclosures of illegality. waste, fraud, abuse or public hedth or sdfety threats); the Intelligence
Identities Protection Act of 1982 (SO U.S.C. 421 et seq.) (governing disclosures that could expose confidential Government
agents). and the statutes which protect against disclosure that may compromise the national security. including Sections 641.
793. 794. 798. and 952 of Tite 18. United States Code, and Section 4(b) of the Subversive Activities Act of 1950 (50 U.S.C.
Section 783(b)). The definitions, requirements, obligations, rights, sanctions and liabilities created by said Executive Order and
listed statutes are incorporated into this Agreement and are controlling

( Continue on reverse.)

TEN 7540-01-280-3495 333-103 —
Previous edition not usable. R §lﬁf:’?g%g'fsgokhd 312 (REV 1-91)
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1 1.1 have read this Agreement carefully and my questions. if any, havepeen answered.| gcknowledge that the briefing officer
has made available t¢ me the Executive Order and statutes referenced In this Agreement and its mmplementiny “egulatic n
(32 CFR Section 2003.20) so that | may read them at this time, if | so choose.

CON

ON X
(Type or prat)

WITNESS \ ACCEPTANCE
THE EXECUTION OF THIS AGREEMENT WAS WITNESSED THE UNDERSIGNED ACCEPTED THIS AGREEMENT ON
BY THE UNDERSIGNED. BEHALF OF THE UNITED STATES GOVERNMENT.
SIGNATURE DATE SIGNATURE DATE
NAME AND ADDRESS (Type or pnat) NAME AND ADDRESS (Type of print)

SECURITY DEBRIEFING ACKNOWLEDGEMENT

1 reaffirm that the provis of the espionage laws, other federal criminal laws and jve orders applicadle 10 the safeguarding of classified
information have been made available to me; that I have returned-all classified information in my custody; that | will pot communicate or transmit
classified information to any horized person or organizati that 1 will promptly report 1o the Federa) Bureau of Investigation any atiemp! by an
unauthorized person to solicit classified information, and that ! (bave) (bave npot) (swike oul inappropriate word or words) received a security
debriefing. -

SIGNATURE OF EMPLOYEE DATE

NANME OF WITNESS (Type o1 pnnit} SIGNATURE OF WITNESS

NOTICE: The Privacy Act, SU.S C 5521, requires that federal agencies inform individusli, at the time § ion 11 soliclted from them, whether the disclowure s mandatory
or velustary, by what astherity such intermatson is sdhicsied, and what uses will be made of the (alormation  You are bercby sdvised that suthorily for soliciting your Social
Security Account Number (SSN) it Executive Order 9397 Your $5N will de used to identily you precizeiv whes 3t st pecesssry to 1) ceruly that you bave access 1o the
tnformation indicated above or  2) determine that your aecess to the information has Although di of yous SSN u not mandatery, your fallure to do
so may impede the p 3 of such eertuf. of deter , or possibly result in the denial of your being granted sccess - tlassified information

* NOT APPI;ICARLE TO NON-GOVERvMENT PERSONNEL SIGNING THIS AGh-oEMENT
STANDARD FORM 312 RACK (REV 1-91)
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SECURITY CONTAINER {NFORMATION |} AREA OR POST 2 BULDING 3 ROOM NO & et B
{it requ1180) {it roquired) -
INSTRUCTIONS b
1. COMPLETE PART 1 AND PART 2A (ON END I I S | au - - - e -
OF FLAP) 4 ACTIVITY (DIVISION. BRANCH. SE N OR GFFICE) | 5 CONTAINER NO Iz
F I i
2 DETACH PART 1 AND ATTACH TO INSIDE OF ma COMBINATION
CONTAINER [ I _ s
5 MFG & TYPE 7 MFG & TYPE LOCK 8 DATE COMDINATION "3
3 MARK PARTS 2 AND 2A WITH THE HIGHEST CONTAINER CHANGED R
CLASSIFICATION STORED IN THIS CONTANER i e e G Ly g
— b FO T TR II P
« DETACH PART 2A AND INSERT IN ENVELOPE | § NAME AND SIGNATURE OF PERSON MAKING CHANGE O a5h w i gt e
"ot o et
5 SEE PRIVACY ACT STATEMENT ON REVERSE .z a :“3: o W o J' .
- 3 LR L IR L R U T el
10 immadistely nality one of the folowing peIsons. i (N containes 13 found open and unuttended a: } % 3 ,r, Cat T bt et o
0y ¢ WA T hegly (e o1
EMPLOYEE NAME HOME ADORESS HOME PHONE é Hoa H '
Y
ST [
O .
o
gen e e . .
Ha u"'l WARNING
gk B R ] L ST T WA TR PA TR
Ry CoabATRI R
B _
;.‘.;dg B RS SHIE Dt TG O RAILA 1)
izn .. o,
7 - INSERT N SR 200080,
8! L - Sed pHe b
1. ATTACH TO INSIDE OF CONTAINER 700101 Branmans QRN g 8- ENVELOPE  Lsansi! ™
NSN 7540012146372 SEERAGRY e oo
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DIVISION;BITANCH/OT FICE ROOM NUMBE A MONTH AND YEAR
ACTIVITY SECURITY CHECKLIST
trregularives disoow W Lo peromptly reportest tu the desig Statement
1 Security Offe for corrective action | have condud ted a security wnspection of this work area and checked all the items listed below
TO (f requaired) FROM (If required, THROUGH (I required)
VEM 12|3j4afsjef7]e]o o] 1213 s |6 [17 |18 [|[19 |20 (21 [[22 |23 [|24 [}25 [j26 |{27 [|28 [[20 ||30 |{31
1. Secunity coman s have bien vid and
checked,
. - [ UUNE. GO | GO | QU ¢ SO | N | NN | RN | SO
2 Desks wastebast« athee
and receptacles we froe of dassiting
matenal ﬁ
3 Windows and ¢ Mo betent beckaned N )
{vabsere: o progr
o -
5 | JE | R | A | - -
- - - '.4 — { - -~ — 4 — - ——
- k- = ~-H—H -
- _— - — — 4 - S
- R - - .I;rnﬁi — 4 ...4...|
RN 1 USRS | SO 1 L | A S | S
INITIAL FOR OAILY REPONT
TIME
s ——
701101 T - . oo STANOARD FORM 701 (8-85)
NSN 754001213 7899 a5 Ghus 1987-181 24778009 Prescribad by GSA/ISOO

32 CFR 2003
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1
SECURITY CONTAINER CHECK SHEET SECURITY CONTAINER CHECx SHEET
TO (i requireny THRU 0 roauee) FROM ROOW NG BUILDING CONTAINER NO
CERTIFICATION CERTIFICATION'
| CERTIFY. BY MY INITIALS BELOW. THAT | HAVE OPENED. | CERTIFY, BY MY INITIALS BELOW, THAT | HAVE OPENED.
CLOSED OR CHECKED THIS SECURITY CONTAINER CLOSED OR CHECKED THIS SECURITY CONTAINER
IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS IN ACCORDANCE WITH PERTINENT AGENCY REGULATIONS
AND  OPERATING  INSTRUCTIONS. AND OPERATING INSTRUCTIONS.
MONTHIEAR MONTH/YEAR
o GUARD CHECK ] GUARD CHECK
4 OPENED 8Y CLOSED BY CHECKED BY (it requited; IS OPENED BY CLOSED BY CHECKED BY (f requiTed)
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