NCIS hosts training on ‘insider threat’

From NCIS

As both the Fort Hood shooting and the trove of documents leaked to Wikileaks underscored, military members have the access and training to damage national security. Now, the Navy is highlighting the dangers in an all-hands training program being conducted through March by Naval Criminal Investigative Service (NCIS) agents and command leaders.

The training, featured in presentations and brochures, will cover topics ranging from workplace violence and espionage to the hidden dangers of social media.

CNIC onboard NASP provides routine  briefings to new indoc students at NATTC, MATSG 21 and CID on a weekly basis. Special briefings are availalble upon request from invidual commands, units or activities. 

“Understanding insider threats within the DoN is important for everyone,” was the message from Chris Ahr, NCIS special agent. “As new technology and social networking remains part of our daily lives, anyone can themselves, either directly or indirectly, be involved in potentially harming the U.S. Navy and Marine Corps assets, operations and ultimately loss of life by putting sensitive information on the web or other mass media outlets.”

Here’s what you need to know:

• Recognize warning signs: “If someone is having a hard time in their personal life and it’s impacting their work, recommend appropriate assistance and follow-up,” said Daniel D’Ambrosio, a deputy assistant director in the NCIS National Security Directorate. “If someone is behaving inappropriately in the workplace – intervene. If someone with a clearance is taking frequent trips out of the country for ‘vacation’ and not reporting travel, follow up. Ask the question.”

• Case studies: The training will review incidents involving Navy members, focusing on the patterns of behavior that peers might have noticed.

 One example is John Walker, a chief warrant officer who sold Navy secrets to the Soviets over decades during the Cold War. A more recent example is Hassan Abujihaad, a former signalman onboard the destroyer USS Benfold (DDG-65) who posted classified details about his battle group’s transit into the Persian Gulf on an al-Qaida website in early 2001.

• Don’t overshare: The training addresses social media, urging Sailors to use privacy settings on sites like Facebook, set strong passwords and limit the personal information they post. Weaving together your posts with public records may allow watchers to track you or spy on your command, officials said.

• Online Operational Security (OpSec): In one training scenario, a Marine posts that he’s going to miss a bowling tournament that night, which alerts a drug dealer that the Corps may be planning a raid; the drug dealer cancels the buy. This shows that “one innocuous posting can really have far-reaching consequences,” said Carrie Nelson, who manages the Crime Reduction Program, which produced the insider threat training.

• An ounce of prevention: The training program is part of NCIS’s charter to prevent crimes.

“It’s not just about responding to crimes, it’s about preventing crimes or preventing terrorism,” said NCIS spokesman Ed Buice. “We’ve all, everybody, has seen the news and said, ‘Hey, I knew he was acting a little weird.’”

Any suspicous circumstances that could pose a threat to the security of U.S. personnel, resources, classified information or controlled unclassified information  can be reported to NCIS by calling (800) 543-6289 or by visiting www.ncis. navy. mil.

For more information or to  schedule a briefing for your command, unit or activity call 452-4211.

