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Record Type: Record 

To: Mary L. Smith/OPO/EOP 

cc: Thomas L. Freedman/OPO/EOP, Elena Kagan/OPO/EOP, Laura Emmett/WHO/EOP 
Subject: Re: Privacy memo ~ 

Thanks. I think the 4 policy options are snoozers, but the legislative ideas sound more interesting. 
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Record Type: Record 

To: Thomas L. Freedman/OPO/EOP. Bruce N. Reed/OPD/EOP. Elena Kagan/OPD/EOP 

cc: Laura Emmett/WHO/EOP 
Subject: Privacy memo 

There is a deputies meeting on privacy today at 1 p.m. in Room 180. Below is the longer memo. 
have also faxed it over to you. Here is the prepared summary of the topics to be discussed: 

Summary of policy options 

1. Privacy entity: Designate a White House policy councilor OMB to increase 
coordination on privacy issues. 

2. Online privacy: Continue to press for industry self-regulation - with the option for a 
legislative solution if self-regulation proves to be inadequate. 

3. Privacy dialogue with state and local governments: Initiate a "privacy dialogue" with 
state and local governments about the privacy of personal information collected by 
governments. Discussion could include: state privacy laws, use of Social Security 
numbers, impact of new technology on definition of "public records." 

4. Public education: Work with the private sector and non-profits to develop an 
advertising campaign to inform individuals about how to exercise choice with respect to 
the collection and dissemination of their personally identifiable information. 

Areas of particular sensitivity 

1. Information about children: Call for legislation that would specify a set of fair 
information principles applicable to the collection of data from children (e.g. no 
collection of data from children under 13 without prior parental consent). 

2. Medical records: Call for legislation on privacy of medical records consistent with 
HHS report. 

3 . Financial records: 

Call for amendments to Fair Credit Reporting Act to limit the "affiliate sharing 
exception." Businesses could share consumer information for marketing 
purposes, but not for business decisions. For example, consumer information 
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provided to an insurance affiliate could not be used to deny a person a loan 
without FCRA protection. 

Authorize the Fed to write enforceable rules on inter-affiliate information 
sharing. 

Determine whether Justice and FTC have adequate jurisdiction and penalties to 
punish theft of personal financial information. 

4. Profiling: Call for legislation that would give the FTC the authority to require" 
profilers" to comply with a set of fair information practices. Profilers are in the 
business of compiling and distributing electronic dossiers on individually identifiable 
consumers. 

5. Identity theft 

Endorse Kyl bill on identity theft, provided it addresses concerns of Treasury 
and Justice. 

6. Social Security Numbers: Conduct a study that looks backward to discern "lessons 
learned" from social security experience and looks forward to avoid the same result 
with respect to new identification technologies (e.g. biometrics). 

---------------------- Forwarded by Mary L. Smith/OPD/EOP on 07/08/98 11 :06 AM ---------------------------

~ Thomas A. Kalil 
¥ 07/08/9810:49:31 AM 

Record Type: Record 

To: Mary L. Smith/OPD/EOP 

cc: 
Subject: Privacy memo 
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It's at 1 p.m. in Room 180. Attached is a cover memo plus more 
detailed memo from Commerce. 

------------------ Forwarded by Thomas A. Kalil/OPO/EO? on 07108/98 10:52 AM ---------------------------
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DOMESTIC POLICY ~ 001/016 -----------------

THE WHITE HOUSE 
WASJ:I'NGTOIII 

July 7,1998 

MEMORANDUM FOR NEClDPC DEPUTIES 

FROM: SaIly Katzen, Tom Kalil 

RE: July 8th Deputies mceting on privacy 

Attached is a paper on a sct ofpolicy options to address privacy issues that has been 
preparcd by the NECIl>PC Working Group on Privacy. This package is designed to: 

• Address ··cross··cutting" issues that affect a range of privacy concerns (privacy entity, 
privacy online, dialogue with state and local government, and public education); 

• Target sectors or users that are particularly sensitive (children. medical records, financial 
records, profiling. identity theft. social security numbers); 

• Address both "offline" and "online" privacy; 

• Encourage s~lf-reguIBtion where possible and identifY the need for legislation where 
necessary; and 

• Maintain a balanced approach that recogllizQS the values associated with the free flow of 
information and with giving individuals greater control over their personally identifiable 

. information. 

We would like to use the meeting tomorrow to detennine where we have consensus and 
whee there may be areas of disagreement .. It is our intent to schedUle a Principals meeting on 
privacy as soon as possible. 

SummarY ofDPlicy optiQIlll. 

Cross-eunine 

1. Prlvac:y entity: Designate a White House policy council or OMB to increase 
coordination on privacy issues. 

2. Online privaey: Continue to press for industry self-regulation - with the option for a 
legislative solution ifself-regulation proves to be inadequate. 
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3. Privacy dialogue wIth state and local goveroments: Initiate a ''privacy dialogue" with 
stale and local governments about the privacy of personal information collected hy 
governments. Discussion could include: state privacy laws, use of Social Security 
numbers, impact of new technology on definition of "public records." 

4. Public education: Work with the private sector and non-profits to develop an advertising 
campaign to inform individuals about how to exercise choice with respect to the 
collection and dissemination of their personally identifiable information. 

Areas of particular sensitivity 

1. Information abont children: CaU for legislation that would specify a set affair 
information principles applicable to the collection of data from children (e.g. no 
collection of dllta from children under 13 without prior parental consent). 

2. Medical records: Call for legislation on privacy of medical records consistent with HHS 
report. 

3. . FiDaDcial records: 

Call for amendments to Fair Credit Reporting Act to limit the "affiliate sharing 
exception." Businesses could share consumer information for marketing 
purposes, but not for business decisions. For example, consumer information 
provided to an insurance affiliate could not be used to deny a person a loan 
without FCRA protection. 

Authorize the F cd to write enforceable rules on inter-affi1iate information sharing. 

Determine whether Justice and FTC have adequate jurisdiction and penalties to 
punish theft of personal financial information. 

4. Profiling: Call for legislation that would give the FTC the authority to require "profilers" 
to comply with II set of fair infonnation practices. Profilers are in the business of 
compiling and distributing electronic dossiers on individually identifiable consumers. 

S. Identity theft 

Endorse Kyl bill on identity theft, provided it addresses concerns of Treasury and 
Justice. 

6. Social Security Numbers: Conduct a study that looks backward to discern "lessons 
learned" from social security experience and looks forward to avoid the same result with 
resp~t to new identification technologies (e.g. biometrics). 
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MEMORANDUM 

TO: Sally Katan 

FROM: Andrew Pincus 

DATB: July 7, 1998 

RE: Privacy - Legislative 8Dd 01ber Options 

This memorand1Ul1 outlines a series of Adnrinistmtjop pzoposals for e:ulwIeiDg privacy 
protection by ading in the following areas: 

Creation of a Pedcnl Privacy &tity 
Medical~ 
ProfiIiDg 
0n-liDe IDfomwion About Childreo 
Goves:mnen1 IDfOl'JDlltion 
Credit Reporting 
Fimmci.alllldnSCt)' 
ldentl1y. Theft 
Theft ofPOl:iOD2llnformatiou. 
Public E4lJcsrioD 
Sodal Securlty Numbers 
Commercial MarketiaC 
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New =hnologies have made it easiOl' to crea1t; maoipula1e. stOXGt traDsmit, and link digital 
pemmally identifiable mformati.ou. Many AmIIricms believe that they have lost all COIllrol over 
how persoual iIlfomIatio.n about !hem is cizcuIatcd and used by companies. We can e:xpect that 
these ismec will bocome more imporlaDt aDd proiliioent with the advent of new technologies 
such as the: 'uteraet. olectmnic: commerce, and data mining. 

Prlvaey concnns often. hOWC'Vel', have to be iIC(:OlD!IJO(fatacl with competing values - such as 
pteVention of c:rimc. pxosecution of criminals, aaekIng down on "deadbeat pal'ClltS," fme 
expression. lID inv~ PJeSS. iiIIld the economic and 00Tl'!11leR:ial bendits that come from. lhe 
free flow of iIIfoanation. 

Attempting to cen1nilizc privacy policy devclopmcnt 'I'Iitbin the Adminimation woul!! not 
make any sense. Inevitably, many agencies will have to deal with some aspect ofprivacy policy 
- Edru:ation on atudem. leco,,)s, HHS on medical [EiCOlds, TnmspoztatiOD on IntcIligem 
Ttansportation Systems. etc. 

There Is, hoviever, lID incteased need for coordinatimz ac:zoss agenr;y !ina, pIeCisely because 
privacy is a czoss...euttiDB issue. llds would be particularly he1pii.iL in the following four areas: 

• RepresenrtltumQI- Betrcr explain and promote the Administration's privacy policy 
domestica1ly and intematiM.Jly. Cum:ntly, the United States is not repxesented in many 
impoItmlt intematioual fo~ on privacy. 

• Consumer l1'ifDnnatio1Z - lncrcase public awareness ofprivacy issues and the righl:s IIDd 
responsibilities of constltI1erS, iDdusIry. and govcrnme:nl. Use the "bully pulpit" to 
encourage best practices II%Id criticize bad actms. 

• .(dvisoIY - Providelcoordi:oatt advice on privacy polir;y questions to government agencies 
and the private ses:tor. 

• Coordination ~ &sure that agencies me addzes5ing c:mcrgiDg privacy is$Iles,. and ensure 
greater coJlSistcDpy of Admi"j"hation positicms and policjes" 

Q¢on 

The AdmiDistration could CIeate a FecWal pJivaqr entity Jocated in the ~ Office of 
the President. 

Them lIl'e ad'VilJltBgeS EIPd disadv8J11ages to putting it in OMB. m"king it a new Whiie House 
offil:e, orpuning it under one of1he cxistiDg White House pow-y councils. Since shaping 
privacy policy requixes 8C(;OmIDodariD8 cllifelcut interests, it W<luId be better if it were located in 

2 
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an office that bad other ~iliti.es. Having an office that saw itself e:cclusJvely as a "privacy 
advoane" would be couutcr-productive.. , . 

The entity should have a small staff - sio.c:e the intImt is to have it playa coordinating roll:' as 
opposed to an opcxationaJ. role. , 

The coDfidcntiality' ofbealth ~ is a lllatt=' ofwi&spread national COIlCllm, and the 
protcclion of this infonnationhas belma priority of1he AdmiDistration. On September 11, 1997, 
Secretary of Health aad Human Services DonDa Sha1a1a tecOD:II:I1CDded that. COlIgress enact 
Fcdemllegislation to piotect. the confidc:nriality oiheaIth lDfoxmation by imposing duties on 
those: who hold sucll infunnation and providing rights to the subject$ of the information. She 
proposed that the FedeI:allaw p!OVide a floor of protDcticm. and 1bal Statc$ be permitted to, in 
addition. provide SIJougcr protccaaDs.. 

Under the rc:eonnnended legislation. health cam providcr.s.. those who pay for health =. and 
those who get infonnation it'Om1hose entities would have to penait pationts to see their own 
records, to b:ep recotds of djscJosures 8Zld let patients know who has seen tIuDr records, and to 
permit patients to file p~ for c:olII:IC1ioD. of eno.ueous ~ All entities colIecti:Dg or 
maintaining infannation would have to advise patients clearly of their COIlfidentiality practlecs 
and of the patients' rights. 

Disclosures would he limited to those authorized by 1he pati .... t, or those specifically 
pcrnritted in the legislstiol!, includiDs disclosun:s for impott1llt public pmposes, su<:h as 
treatment aud payment. xesaaICh. public heal1h, ovCllSight of1hc hl2lth care syst:m, and use in 
law eafcIcemeat or othtr legal pzoMediugs if peanitted by otbsir law. 'There would be:> strict 
limitations on furtber disclosure in msu:y of these instances. Within an organization,. infrumation 
could be used only for P!KpOSCS reasonably related to the purposes for which it was pthered. and 
all disc105UICS would have to be limi1ed to the minimum necessary to sux:omplisb tho purpose of 
the Itiselosure.. 

Entities l'OCI:'iviDg infonnation pursuant to patient ~ would have to give patients a 
statement of their intended use of tho iDforma%ion, and would be civilly liable for uses in 
violation of that STa"'JDent,. 

'fhere would be civil8Zld crimjnal suu:tiODS furviolatioDS, such as improper disclosure and 
obtaining infonna:tion IIIlder fa1S8 ~ 

3 
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Commercial "profilczs" build dossiClS about individuals by ~ i:af'OnnatiOD 1iom a 
variety of database S011tCeS, iDdlIdmg public aDd non-pubJic I8COIds. Individualrefeaeuce 
scm=, fomerimes called loak-up se:lVic:es. .epesClllt a sub-set of the pmfi1ing iDdustty. Thege 

services provide iufonnaticm that assists USern in i~ iltdividuaIs, loartiQi: indivi"Ml~ 
aDd vBritYin,g identities.. .. ......., 

On December 17, ]997, a gIOUp of 14lndiv:ictaal R.cfereoce Services (the Individual 
Refereace SeMces (ht)IIp, IRSO) l:!I%eted Jnto an apoment on privacy practices with the 
Fcdeml Trade CQII'ImiS$ion. The IRSG progmm is based on compliance with certain principles; 
includmg notice. disclosure, choice. secutity. and public edu.mion. IRSG members asreed to 
a.c.qub peUiOJlaI. iII1b:txnatioD only ftrmuepu1able sources. to take 1CIIS0Dable steps to assure that 
data collcc:ted is ac:curatc. complete and 1imaI.y fur the pmpore for which it will be USed. 10 
comet non-publiCl reco:rdg when appropriam. and to limit distribution of non-public infonnation 
to subscuoers with appIOpriatl: intmded uses. 

The IRSG committed 10 implemem a rigorous eafbnlC1D£Qt compliance method. The 
e:afora:mcnt Plosraw has two JlI01IP. FiIBt, signatories' pmctices ~ subject to review by a 
"'reasonably qualified indcpendmd: professional ScrVi=" On the basis of establishecl criteria, that 
entity detemlines whether a signa1hty is in compliance with WG prlDciples. The results oftbe 
IIJlDlJ81 xev.iew are made public. Second, signatories who are infODIlIItion suppliers may not sen 
in!orma1ion to look-up IUVices that do not comply with the IRSG principles. 

l1u:> IRSG memlwrnl agreed to provide individuals with access to Infoanation contalned in 
services and products !bat specifically identifY them, unIes.s the information comes froJJJ a public 
:recotd" in whlc:h c:ase rha companies will provide the individuals with guidance on how they can 
obtain the information fi-oIn the original source. FTC staft'strolIgly disagreed with the IIIX"fflS 

provisions ·oftb.c IRSG practices. and the Commission and IRSG agreed to allow 18 months 
before revisiting the access issue. On the basis oftbe IRSG program and the commitment to 
reviewacceas issues, the FTC acJvised the ColIgJCSS thez legislation on individual reference 
services was pramamre. 

The Administration could em.btace the IRSG approach and apply it mOle broadly by 
supporting legislation giving the PTC 8Ilthority under Section 5 oCttle Fl"C AJ;t to require those 
in the businClSS of complliDg and dfstn"utiDg (or re-usinS for marketing purposes) eIectromc 
dossfCD on indivichWly identifiable COJlSUDlCl'S to comply with a specified set of fair information 
practices. The grant.of authority to the Fl"C could include It "safe harbor" provision -- piofilen 

4 
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The solicitation ofinfonDatioD fmm chi.1dml piesadS a unique pzobJem.. UDlib adults. 
chilclreu gc:ncra1Iy lBo::k the ability 10 provide legally b~ consc:ut and may lIot be cognitively 
capable of1ZDClerstaudiDg 1he «>ns:eqilf41MS of' giving out ptl.lSODiilly jdentjfiable iDformatiQIl . 
online. Many companies pmsent!y eo11ect iDfnrmation fivm dilldren for a variety of reasons - to 
contact a child. to ~ tbatthey may haw ""DIl a pmz. to monitor c:bildraA in cbat EOOIXIS, for 
statistical pw:poses or for cIi:rect marbting purposes. 

On Jane 4,1998, the FedCl'lll TDIde Comm;llSI:CI.I1 rcl-t II report to Ccngress, Privacy 
OnlbrB, which ~ 1,400 Web sites. "Eigbty-nmc pe=:nt of cbildnm's sites surveyed collect 
persoual infumla1ion from chilcIzen.. Althongb 54% of chJldm!'s sites provide some f"orm. of 
disclosure ofthMr iu&rma1iOIlprw=tices, tb.e Commission :bmd. that tew sites take any steps to 
provide for m....mngl\d parea:tal mVtll~ in the PI' eem Tbey fouDd tbaI: OIlly 23% of sites 
t:Ven diIec:t c.bi.1drcn to seek pareara[ permission before providiDg personal iDf'omIadon. Only 7% 
oftbesitcs said tb£:y woDlduotify parerd8oftheiriDformalionprediees, and lessthlm 10 % 
provide .for paIeD1al oon1l'01 0Ye%" tho collection and/or use of UIfoJD1Zlion 1iotn childzoc:n. The 
Commission recommended tbat CoZl,glQlS adopt legislation ~ cbildrc:n's privacy online.. 

Best f>ms;tisss MMei Onljne PriYAAY AlliMg; 

On Jane 22. 1998 the: 0aliDe Privacy A11iauce issued sp=iflc guidelines for the protec:tion of 
c.biJ.dIca's· pri'\78DY 0IIli:ae.. 

Allill7Jdl JXlC>II1bcmI that Dperate sites clireaed at chfldren UIIde:r 13 bave qrced (1) ZIOt to 
oollect ou1ine coll1lilCt in1brmaI:iOIl froDl a c:hild UIIder 13 without pri6r pan!IIIl:al conscmt or dlxcct 
parc:mal. IlOtificaticm of dID Da1Urc and intended use of'tbis ~ includiug an opticm for 
die parent to prevent thc use of'the infonmdion IIDd ~clpatiOZ1 in the activity; (2) to assute that 
Illfonnatioll collected will only be used to dizectJy lI$pOlld to the child's request and will DOt be 
used to recontact the child fur other pwpolIe5 IoVithoU1 prior pllR:ll1a1 conseat; (3) not to collect 
iD<tividnally identifiable of£Ii:Cle con:Ca<:t infOmlatio/l from e~ _= 13 wi1hout prior 
pa:rcntal. consent; (4)v.ot to distribute to third parties !lIlY paE5Ol18lly identifiable tafomwion 
collected from a child 1Didc:r 13 w:i~ut priorpaRatal c:oment; (5) not to give childreo. under 13 
thc ability to post or otherwise distJibute individuaIly idendfi:sble CODta.et information without 
prior paentaI eonscmt - $ites direCted. to c:bilc:hen UDder 13 must takle best eflblt.s to pzobibft a 
child from postiDg CIOntaCt lmarmaliOll; and (6) not to e:Dtice a child lUlc:lcr 13 by the prospect of a 
special pmc, prize or odJ.er ru::lfvity> to ~e mote information thaD is need"" to participate in 
tbat actiVity. 

s 
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• The ~Oll ~ cmd~ the FTC call for legislatioD withrespcct to ohildrm's' 
pnVllQ)' online. The Admjuisttation could call for legis!!I!!on that would specify a set of fllir 
infnrmation pmctices ttppIiaoble to the collec1ion of data £tom chiJdrcD aud give the FTC 
authority tD promulp1e rules based on such S'Bndards. The gpmt ofll\ltbority to the FTC could 
include a safe harbor provision - data c:ollectoIS VIho beJoDg to a sdf%egUlalory organization 
operatiug in accortfaace with l'J'IICIices approved by the FI'C for the coDectioD of data from 
children would be presumed to be itt COmpJiIlDCe with the FedenI Tradt Colmnission Act. 

Public rooords me a rich SIDle of persoDal iDfOJJDation. Fedend, state and local governments 
nquite hJdiv.iduals to ptovide various types ofiafualUlllon and ate usually required to make SUch 
l'CCOIds avaDablc forpubJic iD.spedion. Public zecolds include, but ue:not limited to real 
property I\lCOrds. marriage and divotce records, birth and death ccrti:fic:atBs. drivhJg records, 
driver's Iicencos. vcbkle titles aDd ~ civil and criminal court zac:ords. parole records, 
postal sc:mce cbaDgo-of-~ n:cOIds, vot.eI" regi5tra1i0l1 ~ bmkrup1cy IJIId 11en recotds, 
incorporation records. workers compeosatlon claims, political c:outributions n=eorcIs. fitemw 
permits, OClCUpaticmal and recreatiomd IiceQSe<\, filinp pUl'$U8D1 tD the Ullifonn Commercial 
Code and filings with the Seauitics and Exchange Cmnmj!l!lion. 

These public xecoxds con1aIn e:!CteIIsive and de1ail~ iIdbrmaIion (e.g.. race, gender, Social 
Security numbCIs, addresses" dales ofbirtb. marriage. and. divorce.) Social S~ munbers, for 
example, are available D:om the lllCOidi kept by dozms of govOnlI!1!mt entities, such as JJJDtnr 
vehicle bmeaus - XIWlY c:lriver'sliccuse _ds make the individnal's SSN, as well as their 
name. address. height, weight, eye color, gender, ami data ofbirth available in one plw:o. Dates 
ofbiIth may be available fiom birth ~adc aDd voter repmation =ds. and land reccmls 
typic:aIly include dates of sales, priocs, Size of mortgage 8lDO\Ults, and !hI!! property addxess and 
description. as well as the seller's an.d puICbaser's 1IiIlXIe5. 

The U.S. Privacy ~ 5 U.S.C. Section 5S2a (1988) ptotecfS Individuals from nOll' 
oousenswd government disclosm:e of confideutW iufOlIIll1tion. The Mc:monmdum for Heads of 
ExccutiveDepartme:ats and Agencies. si~ bY the h:sideD1: on May 14.1998, directs agency 
heads to take specific ecIion to IISSImI that U$C of_ iDformation fl!lcbno!ggies sustain privacy 
protections provided by applicable s1JIt\ltCS and that the iDfOmtetion is handled in full c:QD1plillnce 
with the Privacy Aa. 

While the u.s. Privacy Act restriCls the dis.cl.osuxe of persouaI. informstion collected and 
main1ained by the Fedeml gowrmnent, many StateS do DOt have analogous privacy laws. Not 
only is ~ protec:tiau of information collected and maintained by State govermnents governed by 
an uneven parchwork of laws, bill State fieedom ofiDfOrmatiOD an.4 public record laws, e.aa.cted 

6 



07/08/98 10:00 FAX 202 456 5557 
__ ~-~,-~~ 15:40 PRO"~ 

DOMESTIC POLICY COUNCIL 

to. 

.......... uUlI'lJ:,;,lJ.\'; t"ULJCY 
14!011 

'«1010/016 

PAGB a .... 1 

bed'me pcnwrlW joflmnariou mctmology made C01lecli0ll and dissemimmoD of info:znation easy 
aDd efficient, allow maD;y States 10 sell personal iDformation. 

Issues around the collectiou. sharing aDd II81e ofpcn!On8l informati.". gstbcaod by States are 
comptirateil by noq1llrc:Iu.cnt 'IDldcl" FcrJerallaw 1hat s... coU~ and provide Q8t!8in 
in1bmJatiOD to thr; FedBEal govemmcnt. These lawIIlDc1w:1c 'IrIIIISfe:r of infDImatiOll fur taX 
purposes, to locate parcIlts ~t iI1 'Ihcir child $Uppoft paymeulS, and to determine food 
s1aZDp and wel1Bre c1iglDili1;y. 

Any effort to restrict StaD: coUoction ~ "baring ofpersonal infozmation ...-ill mise 
sigc.ific:ant fedctaIism questiOJlS. For!!!l'!!!!JPk. two sratas have 61lcressfblJy challenged tile 
Drivers Privacy l"totecrion Act OD fed.eralism grounds. 

The Adminj'SUation bas alrc&Idy bcgwt to address the issue of sharing ofdala by Fed.-l 
agepcio:s with SDw; locaJ, and tribal gO\le! Iiwents in 1bo Pft:sident's Memoramium. to Heads of 
Executive DepadmeDts and Agcru:;ies. signed on May 14,1998. 

Qption 

The AcJmjnistAlio.a. could. ~ a Pedczal-Statc Task POlO: to initiate a "prlvaoy dialOguc:h 
ro anaI.)'ZC 1lu: privacy ofporsOJlRl iufuImatio:D. collected by govemm"'DfS The d4Ilogue could 
!nl:lude a study oldie State laws tha1-rWre the co1lec1ioD ofpwSOUlll infonnetion and the 
Federal laws tbatrequn.. ~tam& to collect parsonallnfumJlltion and ccmsidertbe de$irabflil:y of: 

1. Stare enactment oflaws similar to the Privacy Al:t. 

2. Bxtcnsion oftbe Priwcy Ad: protections to Social Security nllDlbmi oolloctcd by State 
govemmen1S. 

3. Rc-eva1utmon of the meaning of "public n!lCOIds'" iD Ught ofrv:zw technology. 

4. A r'eqniremeDt that States redact Social Security uumbers and other pcmmally 
idc:ntffiabJc infotmation Dom documcmts before tMy IUC p~ in ~ public domain 

S. An Ex .... gtive Memcmmdum to public schools rcI1:cmting obligations imposed by the 
Family Educational Rights and Privacy Act. of 1914 under wbich public schools that 
aa;q>t tederal funds are prohibited. froID disclosiDJ a studc:n.t' 5 Social Security number 
and personal iDfbmlation w:l.thout the: studem's request. 

6. AD &:ecutive M=randuua to State 8ltOmeys general teitetating obligaions imposed by 
§7 of the P:rivacy Act with regard to the pror.cctioDs aflOrded 1iH> collection of Social 
Security mrmbers and the =iwrite n<Jtice~ 
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The Pair Credit Reporting Act (FCRA) governs activities of agencies that furnish credit 
repOl1S to 1hitd parties. The FCRA defines a c:tedit tepoI'Ii1Ig agrJIJ.cy lIS a persall or entity thaI 
regularly ~b1es or evaluates t'lOIIsIml=r credit info2maSion or other infotmation on CODSIm"'7, 

for the purpo5C of fumisbiDa COIISWII.eI' repo:tts to thild parties to be used as a factor in 
CBlBblishlug ~ COIISUDler'S eligt"bllity for cndi1s. iDsunmce, employment J>UlPOies. etc. 

COlb1'30ies that slIan: COllSUDlI!Ir DdimoaIion with their affiljates are.DOt subject to the 
controls of the PCRA. Ba.&ed on the above de5Diti0llS, tbase companies are lIot considered 
"a;edit leporting ogencies'" because they are Dot providiJ2g the reports to a thiN party, but mJJ.:r 
to themselves. Additionally, the information shared is Dot considered a "credit report" becaus: 
the iIIformation is not compiled by a "acdit reporting II~." The FCRA, moreover. 
specifically ex.cIudes affiliate sharing from the definition of "ctedit 18pOrt. .. 

The exclusion of affiliate sbari:Ds mm the credit report defiDition and fuxt1w :reguJatiDll by 
the FCRA was debated durillg the 1996 Amendments to the FCRA. The PTe strongly argued 
that CODSIIlDU infomation sbam:l by affiliates should be subject to the protections of the PCRiI. 
The banking industr:y argued 1hc opposite. The banJcing industry won; tbe FCRA specifically 
excludes the information sbare4 by affiliates from the definition of C;Ol1'Ptlntlr report. 

T.bt recent increase in cross-iDdasb:y cozporaEe lUCLgeIS raise important privacy concerns wi'li l 
regard to the ueatmeut of cousumer infol1Jllltion shared by affiliptr:cl compauies. Such mergers 
may aI10w detailed and sometimes sensitive infOIrllldion about consumers, including medicalllilc 
financial data. to be shared lIDl!>Dg newly relared companies with ze¥divcly few restrictions. In 
the case of the recent merger of Citico;r:p and TraveJlllS, for MCf!IDple, COM1'1DC!'S might IUIt 

antigpatc 1bal proWtiIIg infotmatiOll b: immance undcrwritiug pmposes to one entily might 
Iatcr be used by the finaDcial institution that is or becomes an affiliate. 

Legi$latiye OImom 

a. The AdministtaJion could c:a1l for It.gisJation repealing the FCRA provisions that exemp[ 
affiliate sbariDg from the protections of the FCR.A.. Given the iQfensity of the debate on this 
issue dlzring the: negotia!ions over the 1996 Amendments and the bauklng i.n4usuy' s cmrern 
opposition to this i=. Ihis p.ropo~ may be extxcmely difficult to cffectw!re. The FTC would 
probably> however. supportr-epealaftbt effiliare shari:ag exemption. 

h. The AdmiDistIation could supportamc:ndments to the FCRA to limit the affitiate sharing 
exception for ID81keting pulpoocs only III1d eacpmd 1M protectiOJlS of the FCRA to cover 
consumer hlfiumation ~ with affiliAtes when making business decisions. For example, 
businesses could share consumer infunnation 1IlD0IIg afIiliutes in mrm.ection with a marke>tiDg 
campaiga, but cousumer infonnation provided for insw:atIce tmderwritirJg purposes to one entity 
could IlOt be used by another entity to deDy a persos1 a loaD without the protcdiOIlS of the FCRA 

8 
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impJic:atcd.. This proposal may appease the banking indaatty. v.ohich w;es the information llllIiDly 
for mm:ketillg puzposes. while still protectiDg the consnmm. Tho PTC probably would suppon 
sud!. action. 

As mon: databaSl"S !lie available dJrec:tly to compm!1e$, and companies thcmlSClves ~ 
iDformalion cWectIy, there is sotne concem that the FCRA may become outdated IIlld obsolete. 
Companies. for eumple, will DO lODger purchase c:redit tepOrts 1i'om a central bureau, bin ather 
will ob1ain infi:innation directly tiom the individual SOIUIle:i ancl CICIlfed their own intcmaI credit 
repoI1S.. In the absence ottraditioual CRdiC!I:pOrting agencies. the pro1ect:ions of the FCRA 
would evaporate. The Ac!miniSU:ation could 1lIldertakt! a study to cfetermine whether the FCRA 
QOI!tains. the protcc1ions Deeded Iu the elecaoDi.c age. , 

OIl June 12, 1998. the AI'1iJIg Comptronarofthe CummCYaDDOuncc:d that shacfuected the 
Office of the Comptro.ller of the CuImloy's (Cce) Privacy Working group to develop guidance 
for natiODal banks addressing a I1WI1ber ofconsumcr privacy is!llJet, including web site 
dise{oslires ofblmk. privacy policies. sharing of consumer iDf<ll1D2l1iOD. customer iDfOrmation 
security and tbc probl£m ofidaDtity theft. 

Shoring ofConftdsntia! bif0rmatt01l wilh Third Parlfes (e.g. DIrect MtlTketers) 

FiDanci.a1 services tirms reproseD1 that they do not gBItf:r8lly sbaJ:e ClC'nfidentiaJ custo.mer 
infatmation with tbiId parties (except sc:rvice providers). Privac:y adVOc81eS have not ' 
con1radictcd this assertion. F'!T!I!J:ICial finns bvc three prlmaxy roasou.s for retaining this 
infoQl28tion: (1) the most likely pQtc1J8se1S of sueh iDfOUIllltion are th= fum's competitol'S; (2) 
financial fums fear that their customer.; VlQUId reaa badly ifthcy 'earned that their iDfoaDation 
was being sold; and (3) sale ofsuch iDfOl1D3lion is generally prohibited by S~ ClO.J:IUDDn Jaw 
(i.c.. the fiDancial in5tituti0l1, actiDg as the agem oftbe c:ustomec, owes the customer II fiduciaxy 
duty and is prohibited from ~ iII!ozmatiou obtained ~m the cnstome:r in COIll1ec:tion with 
the agency). 

The NASD-R rc=nt1y proposed a new confidentiality rule for securities finns. 

In the area of direct madceting by tile financial instituDcm i~ the FCRA requires that 
CUS1Dme:s offinancial institu1ions be lIllo'l1Oled to opt out of~ceiviDa pre-appxoved offms of 
credit cards or other credit. NASD 8Dd the FTC rules tcStrlct tbc ability of securities brokers to 
cold caD custmDe:s by, among 01hcr things. rcquiriDg the tna1nMq,,_ of "do-Dot-aill" lists. 

9 



07/08/98 10:00 FAX 202 456 5557 

141 014 
DOMESTIC POLICY COUNCIL .~~ uuJU,~LL\. "UL!<;~ 1@013/016 --JUL-07-Se 15.41 PROM: . 10. PACE 11/1 

Optioq 

ConduCt a study to detarmiDc exactly whlIt the financ:ial services iZlduslry's pRCtices an:: in this 
area. 

Shm1ng of lr;formtrtioll 'Wilh Affiliated Companies 

Eacll of1he natiOllS' bqest 25 bBDks has a scc:urities af6liate, and baDks of an ms sell . 
iDsaraDce. Affiliate infOrmation sbarine already includes not 0Dly sharlDg ofimimllarion for 
mad:cting purposes (e.g •• a credit card banIc solicitiDg an affiliate broker-dea!er's best custumen 
fur a JlfJW platiDum C3ld) but also for security purposes (e.g .• uacking a acdit catd holder's 
spondiDg paUems in oJder to detect immr:djate1y any unusual BC1Mty1hat might indicate 1iaud Of 

theft) and increasingly for risk.-m!lt!l!gsDe.u.t puzposas (e.i-, II CU8tomor's record of payment on a 
credit card appareutly is quit8 useful in determining whether that customer is a good risk fur auto 
iDsIJrsDce). Such prIICtices can be cxpec:ted to co.ntinue, as tJu, lliu:s between various types of 
financial SCiM0e5 films coutinue to blur and the 1imIs continue to :mmge. 

Under the 1996 Ammdmarts to tho FCRA. customers haw an explicit rigbt to opt out of 
affiliate infonnatiotl sbsring otpersoDal iDfnnnatiOll other 1haJl "experl=oe" or "transactional" 
iDfotmab"ll' (which may be sblQul not only with affiIi ..... but also third pal1ies). For a" Ample. a 
customer am Pl&Vd l'Clsonal jnfunnati01l ~ined in an ~t appllcation &om bciJIg 
sbm:d. As a teSUlt, customers c:aa geu ..... Uy avoid use oftbeir confidential infonnllfjon for 
marketing pwposes but not for fraud psevCDtioD. or risk manag/llDe!lt purposes. lhis limited right 
was also bnlkered as pmt of tho 1996 Amendm .... '" to the FCRA. 

The FCRA also ecmtains an odd pzovisian prohibiting the banking agCDCies from examining 
for cmnp!ieno;e with the Act; ~. they must await II c:omphrint or other indication of trouble. 
The banking regalatoxy agc::Dcies also me pteVcnted from issuing regulations lll!dBr!be Act, but 
the Fedeml Rese:rvc may JI'OlllUlptc "intc!:pretati" opiniQJIS .in consa1tat:ion with the ~ 
agencies. These provisiCIDS were iDc:11Ided in 1996 because ofbankjng fDdustty COJJCelD'I about 
tegula!ozy burden. as part oftbe delicate compromise that D1ovec;l1he ~ forwazd. 

The Fed expects to issue an intetptelation sometime this summer which likely would clarify 
what iDfo[IDation can be shared with affiliafe$ and hoW specific opt out notices sboulQ be. 

Optjt!IL'i 

a. Authorim the Fed. in CODSUltation with the other banking agencies. to write cnfomaable 
rull!8 in this area. Altematively. give dIi.s authority to eadl of1he age%lcles, to be exercised 
jointly. 
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b. Consider eJimjnatfng the lUIriction on CQCam!n!lljons. We 'amy wish to talk to privacy 
groups next week to see whethl:! this step, wbieh would certainly anger the bankjng industzy. 
would achieve ~ proteCtion tOr consumSfS. 

NOle; ConsultatiaDs with those on the Hill should pteeede my action in this a:i-ea. as they may not 
wish to revisit the QOWpromise that it took 1he!n years to reach in 1996. 

The AdmiDistration c:ou.ld tcYiew wb6th« the EegUlatoty review prooess for metgers should 
include 11 IXIrlSllmer protcctiOl18D31y!dS. Far CNlIRlJde, in addiliOll to J1Jstiee Department review 
of II psopooed con:unen:ial JDetger, tho reguIatiDg ag=n.cy eould review the proposed merger to 
dBIermiDc wlleIbartho IIl«gQ" ~vely aiI'ect.:s CDIISIImetS' privaq. 

On-Line J)jsclO8rlTU 

Large banks gfllllmllly have adoptad the privacy ptincip1es promulgated by 1he banJcing tIade 
groups and have posted these or similar privacy policies on their web sites. while smaller batiks 
have beeG slower to do so. 

The Comptrolle:r of the Cur.rency has amlOUIlced 1bat it will COIISidei: promulgating voluntary 
guidelines for natioual baIIks to use in conslrUCting web sitss,. and the FDIC's E-bankiJlg Task 
Fo.n:e is surveying web sites ofPDlC-ir!sun:d Wstitutions to ronfirm, based on I1laIger survey 
group. whether the teSIllts of "the FTC survey acc\ltllll:Jly tefJect.:s the practices of the nation's 
smaller state ",!ph 

Maiu Tn:asu:y met with each oftbc federal banJcing agencies (OCC. FDIC. Fed, and 01'8) to 
discuss pmallci action i:a: the privacy. aIea by all Iegulato:s. Bach baaking agCIICY has ~ed a 
bigb. priority 10 the privacy issue aDd is looking at possible areas for strcngtb.eaing regulatory 
practices and QICOuragiag improved policies IIDd procedun:s by regulated institutions.. The 
bankjng agencies agreed to cootdinauI informally the!: p1eviously indcpendeln efforts at 
establiMiDg gaide1iDes aDd examin"'f suidance with resp6ct to bmking industzy on-line privacy 
disclosul-es. 

~ 

The AdIn.inistxa1ion could officially coc:oungc contU1ued c:ousu1tative cffurts, wbile 
rew:wweruting more fomlSl coordination e1forts. 
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The term "identity th~ gcoara1ly rem to the ftBudulent use of another penon's identity to 
facilitate tl!e commission of a ~ such as c.rcdit card 1i:muL To commit il:k:Dtity ftaud, a 
criminal gathers infbnDaIion about a person and then uses the information to adopt the identity of 
a victim. 

UDder mdstiDg law. i~ 1hdt o1fODSeS are pu:Disned to the cxterlt that they include 
identification docnments (Le., fozgcd or lltDlcn documebts) and an inteut to defiaud the United 
States. Yet exisdDg law does DOt 1Qch Idaltity theft that makes use of other means of 
idc:nti.ficati.on such as a socJal secuaity liumber or a motbllr's maiden name. 

For this l'"lISOZI. it would be helpful to c:harJge 1hB law to rec:ogui%e the potAlntial harm that 
could be done by offenders who commit idputity theft with means ofidentificatiOtl, ami to 
address oth« probJQDS that have emerged as a result of a 4Iama1ic ~ in cases of idc:otity 
theft. 

At the same time, legislarion to c:riminalize ide:atiEy tbcft must be ca:refu1Iy ctafb::d to avoid 
problems that could arise from the fedenJizBtiQ!l of a largo new class of crimes. 

Senator Kyl is in the process ofJDII%kiDg up S. 512, the Identity Tl:lcft and Assumption 
D~ Aa of 1997. .After raisiDg initial tecbDica1 con= about 1bis bill. Oepsrtmcnb of 
Trcasuzy and Justice have wotked. to pIO'Yide amendments (to be considered chuiDg z:nm:kup) that 
would addless any outstanding eoncems 

Legislstiyp Options 

a. The Admi.Distration could c:ndmse the Kyl bill aud wOlk wi1h him toWllId passage. 
provided that the reported version adequately ~ COJlCeiDS of the Treasury and JusUce 
Departments. 

b. Merclw:tts requm: cbeck-writc:rs to p.rovide proper ide:ntificatiOll, which often includes a 
driva:'s Iicease or ~ ide:ntific:atl.on card with a soaial security number. Usually a me:rchant 
will record the ~ number onto the check to provide proof of the verifu:ation activity. 
This simple action can cnatc a team of problems. As a result oftbis activity, a person"s check. 
which CQl!hrins a person's name,. adchess" and baDk account DUmba-, now IIlso comains the 
individual's social sew1ity munber. By IiDkiag these picc;es ofpeaOJllll info%l:l181ion together on 
a single check a men:bant bas made this cw;t.omer au even better target for identity theft. 

The AdminisIratioXi coUld seek legisla!io.u that maJc.as it illegal to reeozd social secarll)' 
number.: on a check that' is b~ approved for a pun:base. This would minor a law that was 
passed several years ago that prohibited the IecontiDg ofa credit cam number onto a check when 
1he credit card was W!Cd as a piece ofidentificalion. Such legislation would neitbm- JUakc it 
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illegal fin' a.me:cbaut to ask fur the i~1I, nor indicate 1hat such a e.hcck occWled. The 
law would m:rely proln"bit ~ tile actual social security IIUlnber on the o::hcc:k. Note 
however, that modam "reieebcc:k" fMlrgology penubs mfll'dlams to eDSUIe 1hat a ~ chec:k 
is good without a Soc:ial Security number. . 

TlmFr OF PERsoN4LINFoRlWo.TroN 

In this casc. which is the minor Jmags of'idcntity tbcft. the offimder obtains infbnnation 
illegally but then WIeS it for a legal pwpoliC - e.g.., pretends to be a c\lStoDl/l:t' in anIcr to trick 
oanfidentfal iDfODDalion out of' a baDk, and thm soUs that imbrmaticm. to a private ~, 
perlJaps in a divorce case. 

, Cbaimum Leadl has publlQmd this problcm and is ~ com:nUucd to correcting it. His 
9IafI;, howeVer, is havina a di:ffic:Illt time ttyins to do 50. They !lave ~ ahanclOlle:d 
imposing gr=IIIr IeSlrictiaus on bank secudty or gr8lde:r criminal peI18Ities on 1hosc who obtain 
the ilIfOnnatio.a. We had suggested that 1b.y speak to the FTC about whether &ivil ~ 
was B poss,ibfli1:y. 

The AdmiIiisU'atian c:oW.d explore w.belbBr the FTC and DOJ !lave adequate jurisdiction or 
penalti\$ to punish those ~ obtain infnuuarion by fm1dWent lDCIMJ.s, 

, , 

Note: There mq be a pobIem ofwc1ean haDdS here, as laW euforo:ment is a prlmaty cousumer 
of this iDfcmna11on. 

The U.S- approach to privacy f'ocu.ses on cJwice - individuals should'have the choice to 
PI~-ott.;"""!;t or disclose moQ; pcrsot!al inNollnaliDa. Mauy Americ;ans are unaware of how their 
pczso.nal ilIfQDD"u011 is used, and tbey do DOt lII:IliersmDd how tD pion:ct themselvea or ~ 
their ability to choose I.lkewiso. mm:ry biJsiDosses are UIIaWBI8 of <xmSlJtQflf conoems about 
privacy and have not thouebt tIIrougJt tM:ir iJItbrmation handling pzactjces In light of this 
COIl=-

The AdminisIIa1:iOJl could idcutitY private secfQr'partncrs to develop lID ad_rtising CBD:lpaign 
to iDf'onn individuals about bow to e-.ise choice with lespect to the collec:tioc and 
dissea:dDati.OIl of their pc:rsonally identifiable iD:funDati0l1. Such a campaign could iDclude all 
ad~g mediums - radio, telmsion, print. and efectlonic. 
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MEMORANDUM 

TO: Sally Katzen 

FROM: Andrew Pincus 

DATE: July 16, 1998 

RE: Privacy - Legislative and Other Proposals 

This memorandum outlines a series of Administration proposals for enhancing privacy 
protection by acting in the following areas: 

Federal Privacy Coordination Responsibility 
On-Line Collection ofInformation Generally (Commercial Marketing) 
On-Line Collection ofInformation from Children 
Government Information 
Medical Records 
Financial Records 
Profiling 
Identity TheftfTheft of Personal Information 
Protection of New Categories of Personal Information 
Public Education 

These initiatives would follow-up on those announced by the Vice President on May 14, 1998 in 
his speech at New York University. 

<, 
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FEDERAL PRIVACY COORDINATION RESPONSIBILITY 

Concerns about privacy are shared across agencies. Some privacy activities are undertaken 
by many; others by no one. Early in the Administration, the President's Information 
Infrastructure Task Force (IITF) solicited and received public comments on whether there should 
be an entity within the executive branch to serve as a focal point for public and private sector 
privacy issues. The IITF reached no conclusion. This proposal concludes that work and 
responds in part to the July 1997 Presidential direction to develop recommendations as to the 
appropriate role of government in privacy. 

Proposal 

The President could assign coordination responsibility of privacy issues to the Administrator 
of the Office ofInformation and Regulatory Affairs (OIRA) ofOMB. lbis assignment would 
strengthen the ability ofthe Administration to develop and implement effective privacy policy. 

OMB recognizes that many agencies have expertise and responsibility for privacy in various 
areas, however, additional focus on privacy across the executive branch would be useful. This 
increased focus would be accomplished by the performance offour functions by OMB: 

• Coordination - Assure that agencies address emerging privacy issues in their programs and 
policies, and promote greater consistency of Administration positions and policies. 

• Advice - Drawing on agency expertise, provide advice on privacy policy questions to 
government agencies and the private sector. 

• Representation - Explain and promote the Administration's privacy policy domestically and 
internationally. 

• Consumer Information - Increase public awareness of privacy issues and the rights and 
responsibilities of consumers, industry, and government. Use the "bully pulpit" to encourage 
best practices and criticize bad actors. 

Rather than create a new privacy office or entity, it is more appropriate to assign these 
functions to the Administrator of OIRA. Privacy concerns must usually be balanced with 
competing values, such as prosecution of criminals, identifying "deadbeat" parents, free speech, 
and the economic and commercial benefits that come from the free flow of information. OMB is 
the traditional coordinator of policy, regulatory and organizational issues, while OIRA is already 
responsible for other information policy matters and has expertise and authority in privacy under 
the Privacy Act. OIRA, therefore, is a logical place to assign the new responsibilities. To be an 
effective coordinator, additional resources would be required, however, minimal resources are 
necessary since the proposed role is primarily coordination, not operations. 
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ONLINE COLLECTION OF INFORMATION 

Protection of privacy in the online environment was addressed in the Framework for Qlobal 
Electronic Commerce released by the President on July I, 1997. In that document, the 
Administration reaffirmed the importance of "assur[ing] personal privacy in the networked 
environment" and endorsed the Privacy Principles adopted in June 1995. The Administration 
"support[ed] private sector efforts now underway to implement meaningful, consumer-friendly, 
self-regulatory privacy regimes." It cautioned that "[i]f privacy concerns are not addressed by 
industry through self-regulation and technology, the Administration will face increasing pressure 
to playa more direct role in safeguarding consumer choice regarding privacy online." 

In the year since the issuance of the Framework, the privacy issue has garnered significant 
public attention. The Administration has undertaken broad outreach efforts to urge industry to 
take up the challenge of self-regulation. Numerous media stories have addressed the threat to 
privacy in the online environment. And the Federal Trade Commission's net survey 
demonstrated that -- as of March 1998 -- online enterprises were devoting insufficient attention 
to privacy concerns. 

At the same time, there has been significant progress on industry self-regulation On June 22, 
1998 a group of 50 businesses and trade associations announced the formation of the Online 
Privacy Alliance. The Alliance adopted well-received guidelines for fair information practices 
applicable across a range of industries, including the marketing industry. The Direct Marketing 
Association, which represents over 3700 direct marketers, has endorsed the Alliance guidelines, 
and committed to require DMA members to comply with the guidelines as a condition of 
membership in the association. 

The Alliance guidelines require members to adopt and implement a policy for protecting the 
privacy of individually identifiable information. An organization's privacy policy must be easy 
to find and understand and must state clearly what information is being collected; the use ofthat 
information; possible third party distribution of that information; the choices available to an 
individual regarding collection, use and distribution of the collected information, as well as the 
consequences, if any, of an individual's refusal to provide information. The policy should also 
include a clear statement of the organization's accountability mechanism and information about 
how to contact the organization if a problem or complaint arises. At a minimum, individuals 
should be given the opportunity to opt out of uses that are unrelated to the purpose for which the 
information was collected. The Alliance guidelines also require data collectors to take 
appropriate steps to ensure the security, reliability and accuracy of personally identifiable 
information. 

The Direct Marketing Association has imposed additional requirements specific to marketing 
activities. These include a mandatory participation in the "Telephone Preference Service" and 
the "Mail Preference Service" through which consumers can have their names placed on a 
national "do not solicit" list. 
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The Alliance has committed itself to announce its approach to enforcement -- the final 
element of its privacy protection program -- within the next ten days. Based on our 
understanding of the likely ingredients ofthe enforcement approach, we believe the Alliance plan 
will satisfy the Administration's privacy principles. The Alliance's membership constitutes 
between 80 and 90 percent of online traffic. 

In addition, the Council of Better Business Bureaus (CBBB) announced on June 22, 1998, 
that it will develop and implement a major privacy program through its subsidiary, BBBOnLine. 
According to the CBBB press release, the online privacy program will feature: privacy 
standard-setting, verification, monitoring and review, consumer dispute resolution, compliance 
"seal", and educational components. The program is expected to "go live" in the fourth quarter 
of 1998. 

TRUSTe is a not-for-profit organization based in the Silicon Valley. The TRUSTe program 
provides notice by Web sites of their information practices, verification and oversight of the 
claims made in the site's notice, and consumer recourse through which consumer complaints will 
be resolved. TRUSTe has been criticized for its failure to require adherence to fair information 
practices -- any practice is permitted, as long as it is disclosed. On June 24, 1998, however, 
TRUSTe announced that it would require all new and renewing licensees to adhere to the privacy 
guidelines announced by the Online Privacy Alliance. 

Proposal 

The Administration should commend the members of the Online Privacy Alliance and other 
groups for the progress on self-regulation. We should, however, make clear that substantial 
challenges lie ahead. First, the privacy protections promised by these organizations must be 
redeemed -- these new organizations must become functioning entities. Second, the private 
sector must work to expand membership in self-regulatory organizations so that privacy 
protection becomes ubiquitous in the online environment. Obviously the Administration will 
also play an important role in this effort. We should repeat the caveat in the Framework that the 
absence of continued real progress will cause the Administration to reexamine whether 
government must take a more direct role in privacy protection. 

ON-LINE INFORMATION ABOUT CHILDREN 

The solicitation of information from children presents a unique problem. Unlike adults, 
children generally lack the ability to provide legally binding consent and may not be cognitively 
capable of understanding the consequences of giving out personally identifiable information 
online. Many companies presently collect information from children for a variety of reasons -- to 
contact a child to verify that they may have won a prize, to monitor children in chat rooms, for 
statistical purposes or for direct marketing purposes. 
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On June 4,1998, the Federal Trade Commission released a report to Congress, Privacy 
Online, which surveyed 1,400 Web sites. Eighty-nine percent of children's sites surveyed collect 
personal information from children. Although 54% of children's sites provide some form of 
disclosure of their information practices, the Commission found that few sites take any steps to 
provide for meaningful parental involvement in the process. They found that only 23% of sites 
even direct children to seek parental permission before providing personal information. Only 7% 
of the sites said they would notify parents of their information practices, and less than 10 % 
provide for parental control over the collection and/or use of information from children. The 
Commission recommended that Congress adopt legislation protecting children's privacy online. 

Best Practices Model - Online Privacy Alliance 

On June 22, 1998 the Online Privacy Alliance issued specific guidelines for the protection of 
children's' privacy online. 

Alliance members that operate sites directed at children under 13 have agreed (1) not to 
coIIect online contact information from a child under 13 without prior parental consent or direct 
parental notification of the nature and intended use of this information, including an option for 
the parent to prevent the use of the information and participation in the activity; (2) to assure that 
information coIIected will only be used to directly respond to the child's request and will not be 
used to recontact the child for other purposes without prior parental consent; (3) not to collect 
individuaIIy identifiable omine contact information from children under 13 without prior 
parental consent; (4) not to distribute to third parties any personally identifiable information 
coIIected from a child under 13 without prior parental consent; (5) not to give children under 13 
the ability to post or otherwise distribute individuaIIy identifiable contact information without 
prior parental consent - sites directed to children under 13 must take best efforts to prohibit a 
child from posting contact information; and (6) not to entice a child under 13 by the prospect of a 
special game, prize or other activity, to divulge more information than is needed to participate in 
that acti vi ty. 

Proposal 

The Administration already has endorsed the FTC's caII for legislation with respect to 
protection of children's privacy in the online environment. The Administration should specify 
that this legislation should set forth the fair information practices applicable to the collection of 
information from children and grant the FTC authority to promulgate rules to implement these 
standards. The grant of authority to the FTC could include a safe harbor provision -- data 
coIIectors that belong to a self-regulatory organization that contains standards for collection of 
data from children acceptable to the FTC would be presumed to be in compliance with the 
statutory requirement and would not be subject to direct enforcement action by the FTC. 
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GOVERNMENT INFORMATION 

Public records are a rich store of personal information. Federal, state and local governments 
require individuals to provide various types of information and are usually required to make such 
records available for public inspection. Public records include, but are not limited to real 
property records, marriage and divorce records, birth and death certificates, driving records, 
driver's licences, vehicle titles and registrations, civil and criminal court records, parole records, 
postal service change-of-address records, voter registration records, bankruptcy and lien records, 
incorporation records, worker's compensation claims, political contributions records, firearm 
permits, occupational and recreational licenses, filings pursuant to the Uniform Commercial 
Code and filings with the Securities and Exchange Commission. 

These public records contain extensive and detailed information (e.g., race, gender, Social 
Security numbers, addresses, dates of birth, marriage, and divorce.) Social Security numbers, for 
example, are available from the records kept by dozens of government entities, such as motor 
vehicle bureaus -- many driver's license records make the individual's SSN, as well as their 
name, address, height, weight, eye color, gender, and date of birth available in one place. Dates 
of birth may be available from birth certificate and voter registration records, and land records 
typically include dates of sales, prices, size of mortgage amounts, and the property address and 
description, as well as the seller's and purchaser's names. 

The U.S. Privacy Act, 5 U.S.C. Section 552a (1988) protects individuals from non­
consensual government disclosure of confidential information. The Memorandum for Heads of 
Executive Departments and Agencies, signed by the President on May 14, 1998, directs agency 
heads to take specific action to assure that use of new information technologies sustain privacy 
protections provided by applicable statutes and that the information is handled in full compliance 
with the Privacy Act. 

While the U.S, Privacy Act restricts the disclosure of personal information collected and 
maintained by the Federal government, many States do not have analogous privacy laws. Not 
only is the protection of information collected and maintained by State governments governed by 
an uneven patchwork of laws, but State freedom of information and public record laws, enacted 
before powerful information technology made collection and dissemination of information easy 
and efficient, allow many States to sell personal information. State records are the source of 
much of the personal information that, when disseminated, generates the greatest concern about 
privacy protection. 

Issues around the collection, sharing and sale of personal information gathered by States are 
complicated by requirements under F ederallaw that States collect and provide certain 
information to the Federal government. These laws include transfer of information for tax 
purposes, to locate parents delinquent in their child support payments, and to determine food 
stamp and welfare eligibility, 
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Any effort to restrict State collection and sharing of personal information will raise 
significant federalism questions. For example, two states have successfully challenged the 
Drivers Privacy Protection Act on federalism grounds. 

The Administration has already begun to address the issue of sharing of data by Federal 
agencies with State, local, and tribal governments in the President's Memorandum to Heads of 
Executive Departments and Agencies, signed on May 14, 1998. 

Proposal 

The Administration should create a Federal-State Task Force to initiate a "privacy dialogue" 
to analyze the privacy of personal information collected by governments. The dialogue could 
include a study ofthe State laws that require the collection of personal information and the 
F ederallaws that require States to collect personal information and consider the desirability of: 

I. State enactment oflaws similar to the Privacy Act. 

2. Extension of the Privacy Act protections to Social Security numbers collected by State 
governments. 

3. Re-evaluation of the meaning of "public records" in light of new technology. 

4. A requirement that States redact Social Security numbers and other personally 
identifiable information from documents before they are placed in the public domain. 

5. An Executive Memorandum to State attorneys general reiterating obligations imposed by 
§7 of the Privacy Act with regard to the protections afforded the collection of Social 
Security numbers and the requisite notice requirements. 

MEDICAL RECORDS/HEALTH INFORMATION 

The confidentiality of health information is a matter of widespread national concern, and the 
protection of this information has been a priority of the Administration. On September II, 1997, 
Secretary of Health and Human Services Donna Shalala recommended that Congress enact 
Federal legislation to protect the confidentiality of health information by imposing duties on 
those who hold such information and by providing rights to the subjects of the information. She 
proposed that the F ederallaw provide tI floor of protection, and that States be permitted to, in 
addition, provide stronger protections. 
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Under the recommended legislation, health care providers, those who pay for health care, and 
those who get information from those entities would have to permit patients to see their own 
records, to keep records of disclosures and let patients know who has seen their records, and to 
permit patients to file proposals for correction of erroneous records. All entities collecting or 
maintaining information would have to advise patients clearly of their confidentiality practices 
and of the patients' rights. 

Disclosures would be limited to those authorized by the patient, or those specifically 
permitted in the legislation, including disclosures for important public purposes, such as 
treatment and payment, research, public health, oversight of the health care system, and use in 
law enforcement or other legal proceedings if permitted by other law. There would be strict 
limitations on further disclosure in many of these instances. Within an organization, information 
could be used only for purposes reasonably related to the purposes for which it was gathered, and 
all disclosures would have to be limited to the minimum necessary to accomplish the purpose of 
the disclosure. 

Entities receiving information pursuant to patient authorization would have to give patients a 
statement of their intended use of the information, and would be civilly liable for uses in 
violation of that statement. 

There would be civil and criminal sanctions for violations, such as improper disclosure and 
obtaining information under false pretenses. 

Congress is now considering the recommendations. 

Legislative Proposal 
oIL. 

HHS will provide additional proposals for Executive action in the area of medical 
recordslhealth information. 

..J\.....T? 

FINANCIAL INFORMATION 

The recent increase in cross-industry corporate mergers raise important privacy concerns with 
regard to the treatment of consumer information shared by affiliated companies. Such mergers 
may allow detailed and sometimes sensitive information about consumers, including medical and 
financial data, to be shared among newly related companies with relatively few restrictions. In 
the case of the recent merger ofCiticorp and Travelers, for example, consumers might not 
anticipate that providing information for insurance underwriting purposes to one entity might 
later be used by the financial institution that is or becomes an affiliate. 

Each of the nations' largest 25 banks has a securities affiliate, and banks of all sizes sell 
insurance. Affiliate information sharing already includes not only sharing of information for 
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marketing purposes (e.g., a credit card bank soliciting an affiliate broker-dealer's best customers 
for a new platinum card) but also for security purposes (e.g., tracking a credit card holder's 
spending patterns in order to detect immediately any unusual activity that might indicate fraud or 
theft) and increasingly for risk-management purposes (e.g., a customer's record of payment on a 
credit card apparently is quite useful in determining whether that customer is a good risk for auto 
insurance). Such practices can be expected to continue, as the lines between various types of 
financial services firms continue to blur and the firms continue to merge. 

The Fair Credit Reporting Act (FCRA) governs activities of agencies that furnish consumer 
information to consumer reporting agencies and credit or "consumer" reports to third parties. 
The FCRA defines a consumer reporting agency as a person or entity that regularly assembles or 
evaluates consumer credit information or other information on consumers for the purpose of 
furnishing consumer reports to third parties to be used as a factor in establishing the consumer's 
eligibility for credit, insurance, employment purposes, etc. 

Companies that share consumer information with their affiliates are not subject generally to 
the controls of the FCRA. This exemption was created in the 1996 Amendments to the FCRA. 
The FTC raised concerns about exempting consumer information shared by affiliates from the 
protections of the FCRA. The banking industry was strongly opposed to extending the FCRA 
protections to consumer information shared by affiliates. In the end, affiliate sharing was 
permitted, but customers were granted an explicit right to opt out of affiliate information sharing 
of personal information other than "experience" or "transactional" information (which may be 
shared not only with affiliates but also third parties). For example, a customer can prevent 
personal information contained in an account application from being shared. 

The 1996 Amendments to the FCRA also contains an odd provision prohibiting the banking 
agencies from examining for compliance with the Act; rather, they must await a complaint or 
other indication oftrouble. The banking regulatory agencies also are prevented from issuing 
regulations under the Act, but the Federal Reserve may promulgate "interpretative" opinions in 
consultation with the other agencies. These provisions were included in 1996 because of 
banking industry concerns about regulatory burden, as part of the compromise that moved the 
bill forward. Banks see the prohibition on compliance examinations as putting them on the same 
footing as everyone else covered by the FCRA. 

The OCC, which regulates national banks, has announced its intention to review the 
disclosure practices of national banks under the FCRA to ensure that the opt-out option is made 
evident to consumers. The Federal Reserve expects to issue an interpretation of the 1996 
Amendments some time this summer that would clarify for all banks what information may be 
shared with affiliates and how specific and prominent each opt-out notice must be. Treasury has 
met with the Fed, FDIC and OTS to encourage joint action in this area, and they appeared 
receptive. 
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Proposals 

a. The Administration could publicly prod action by national banks to make the opt-out 
options and notices evident to consumers. 

b. The Administration could seek legislation repealing the exemption in the FCRA for 
affiliate data sharing by financial services firms, or scaling it back -- e.g., permitting information 
sharing for marketing purposes but not other purposes. (Sharing of the most sensitive type of 
information -- medical information -- is already addressed above.) For example, businesses 
could share consumer information among affiliates in connection with a credit card marketing 
campaign, but consumer information provided for insurance underwriting purposes to one entity 
could not be used by another entity to deny a person a loan without implicating the protections of 
the FCRA. This proposal may appease the banking industry, which uses the information mainly 
for marketing purposes, while still protecting the consumers. The FTC probably would support 
such action. 

Note: Action in this area must be taken cautiously. The 1996 Amendments were the product of 
an intense, multi-year debate. Revisiting the affiliate sharing issue would most likely be strongly 
opposed by the banking industry and may be a sensitive issue on the Hill. 

c. Authorize the appropriate agency to write enforceable rules in this area. 
give this authority to each of the appropriate agencies to be exercised jointly. 

Study Proposals 

'¥-,- ",.n.... "'\ 
t1\A l' "\ 1tu Alternatively, ~ . 

a. As !p.ore databases are available directly to companies, and companies themselves share 
information directly, there is some concern that the FCRA may become outdated and obsolete. 
Companies, for example, will no longer purchase credit reports from a central bureau, but rather 
will obtain information directly from the individual sources and create their own internal credit 
reports. In the absence of traditional credit reporting agencies, the protections of the FCRA 
would evaporate. The Administration could undertake a study to determine whether the FCRA 
contains the protections needed in the electronic age. 

b. The Administration could review whether the regulatory review process for mergers 
should include a consumer protection analysis. For example, in addition to Justice Department 
review of a proposed commercial merger, the regulating agency could review the proposed 
merger to determine whether the merger negatively affects consumers' privacy. 
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PROFILING 

Commercial "profilers" build dossiers about individuals by aggregating information from a 
variety of database sources, including public and non-public records. Individual reference 
services, sometimes called look-up services, represent a sub-set of the profiling industry. These 
services provide information that assists users in identifying individuals, locating individuals, 
and verifying identities. 

Although profiling plainly has legitimate purposes, the public also has legitimate concerns 
about the compilation of -- and access to -- dossiers that may contain a great deal of personal 
information about a given individual. 

Best Practices Model Individual Reference Services Group 

On December 17, 1997, a group of 14 Individual Reference Services (the Individual 
Reference Services Group, IRSG) entered into a agreement on privacy practices which was 
submitted to the Federal Trade Commission. The IRSG program is based on compliance with 
certain principles, including notice, disclosure, choice, security, and public education. IRSG 
members agreed to acquire personal information only from reputable sources, to exclude 
marketing information as a source, to take reasonable steps to assure that data collected is 
accurate, complete and timely for the purpose for which it will be used, to correct non-public 
records when appropriate, and to limit distribution of non-public information to subscribers with 
appropriate intended uses. 

The IRSG committed to implement a rigorous enforcement compliance method. The 
enforcement program has two prongs. First, signatories' practices are subject to review by a 
"reasonably qualified independent professional service." On the basis of established criteria, that 
entity determines whether a signatory is in compliance with IRSG principles. The results of the 
annual review are made public. Second, signatories who are information suppliers may not sell 
information to look-up services that do not comply with the IRSG principles. 

The IRSG members agreed to provide individuals with access to information contained in 
services and products that specifically identify them, unless the information comes from a public 
record, in which case the companies will provide the individuals with guidance on how they can 
obtain the information from the original source. The FTC strongly disagreed with the limitation 
on the access provisions of the IRSG practices, and the Commission and IRSG agreed to allow 
18 months before revisiting the access issue. On the basis of the IRSG program and the 
commitment to review access issues, the FTC advised the Congress that legislation on individual 
reference services was premature. 
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Proposal 

The IRSG agreement is a good start, but it only covers one category of business involving the 
compilation of personal information -- traditional "look up" services like those offered by Lexis­
Nexis. Other types of entities purchase information from one or more sources to create profiles. 
For example, some companies are in the business of compiling profiles and reselling them to 
industry users. Private investigation firms sell identifYing and background information collected 
from public records, interviews, and other investigatory sources. Public records resellers sell 
public record information like driving and criminal records. List brokers like Metromail gather 
information in the aggregate from marketing transactions and rent the information typically used 
for marketing purposes. 

The Administration should announce an effort, in conjunction with the FTC, to encourage 
these other types of entities to adopt self-regulatory principles analogous to those adopted by the 
IRSG and tailored to their line of business. (Private sector entities that create profiles based on 
information they collect themselves would be covered by the online privacy self-regulatory 
initiative discussed above.) The Adminstration could point out that addressing this issue is 
important to give individuals the security they need to do business in both the off-line and the on­
line environment and that, as with online privacy generally, if the private sector fails to address 
the issue, the Administration will have to consider whether more direct government intervention 
is appropriate. 

IDENTITY THEFT 

The term "identity theft" generally refers to the fraudulent use of another person's identity to 
facilitate the commission of a crime, such as credit card fraud. The criminal gathers information 
about a person and then uses the information to adopt the identity of a victim. The Secret 
Services reports that this type of offense is growing rapidly, and the victims have been the focus 
of intense media and Congressional interest. 

Under existing law, identity theft offenses are clearly punishable to the extent that they 
include identification documents (i.e., forged or stolen documents) and an intent to defraud the 
United States. In other cases, however, there may be gaps in federal or state law that would 
permit or provide only minimal punishment for the practice. 

Thus, it would be helpful to change the law to recognize the potential harm that could be 
done by offenders who commit identity theft with means of identification, and to address other 
problems that have emerged as a result of a dramatic increase in cases of identity theft. At the 
same time, legislation to criminalize identity theft must be carefully crafted to avoid problems 
that could arise from the federalization of a large new class of crimes. 
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Last week, Senator Kyl marked up his bill, S. 512, the Identity Theft and Assumption 
Deterrence Act of 1997. After raising initial concerns about the breadth of the bill, the 
Departments of Treasury and Justice worked with Kyl to produce a more narrowly focused bill. 

Legislative Proposal 

a. Assuming that the Kyl bill meets remaining Adminstration concerns, the Administration 
could endorse the Kyl bill, and work publicly with Senator Kyl and the banking industry (which 
strongly supports the bill) to see it enacted. 

b. Merchants require check-writers to provide proper identification, which often includes a 
driver's license or other identification card with a social security number. Usually a merchant 
will record the identifying number onto the check to provide proof of the verification activity. 
This simple action can create a ream of problems. As a result of this activity, a person's check, 
which contains a person's name, address, and bank account number, now also contains the 
individual's social security number. By linking these pieces of personal information together on 
a single check a merchant has made this customer an even better target for identity theft. 

The Administration could seek legislation that makes it illegal to record social security 
numbers on a check that is being approved for a purchase. This would mirror a law that was 
passed several years ago that prohibited the recording of a credit card number onto a check when 
the credit card was used as a piece of identification. Such legislation would neither make it 
illegal for a merchant to ask for the identification, nor indicate that such a check occurred. The 
law would merely prohibit writing the actual social security number on the check. Note, 
however, that modem "telecheck" technology permits merchants to ensure that a personal check 
is good without a Social Security number. 

THEFT OF PERSONAL INFORMATION 

Recent media reports and Chairman Leach have highlighted a problem related to identity 
theft, where an offender obtains information illegally but then uses it for a legal purpose -- e.g., 
pretends to be a customer in order to trick confidential information out of a bank, and then sells 
that information to a private investigator, perhaps in a divorce case involving the customer. 

Option 

Chairman Leach will be floating a bill this week to address this problem, and will hold 
hearings on July 28 in the Banking Committee. At this point, we do not know what the bill will 
contain, though his staff has promised to provide Treasury a copy as soon as it clears Legislative 
Counsel. Ifthe bill is acceptable, the Administration could support the bill, and package the 
support with the Kyl "identity theft" bill. 
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PROTECTION OF NEW TYPES OF PERSONAL INFORMATION 

The use of Social Security number by the private sector in connection with a variety of 
transactions allows profilers, marketers and others to combine discrete bits of information to 
create a portrait of an individual. These portraits have legitimate uses -- law enforcement, credit 
assessments, debt collection, etc. -- and we therefore must tread cautiously to avoid upsetting an 
information structure that is fairly well established. The FTC recently indicated to Congress that 
the use of a unique identifier like Social Security numbers may contribute significantly to the 
accuracy of these portraits. In addition, the FTC indicated that "the cat may be out ofthe bag" 
with respect to private sector use of social security numbers. 

Section 7 of the Privacy Act makes it unlawful for any Federal, State or local government 
agency to deny to any individual any right, benefit, or privilege provided by law because of such 
individual's refusal to disclose his social security account number. The Act provides an 
exception that permits Federal, State or local governments to request disclosure of an 
individual's social security number. In such cases, the Act requires notice of whether the 
disclosure is mandatory or voluntary, by what statutory or other authority such number is 
solicited, and what uses will be made of it. 

It seems unlikely that anything can be done with respect to limiting the use of social security 
numbers by the private sector -- they have become ubiquitous and any limitation could have 
significant economic implication. On the other hand, as technology provides new means of 
identification, such as biometrics, it is important to consider how to give individuals more 
control over these new categories of identifying information. 

Proposal 

The Administration could undertake a study (with or without public announcement) to 
determine whether any steps are necessary to allow individuals to exercise more control over the 
information that is relevant to new identification technologies. 

PUBLIC EDUCATION 

The U.S. approach to privacy focuses on choice - individuals should have the choice to 
protect or disclose most personal information. Many Americans are unaware of how their 
personal information is used, and they do not understand how to protect themselves or exercise 
their ability to choose. Likewise, many businesses are unaware of consumer concerns about 
privacy and have not thought through their information handling practices in light of this 
concern. 
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Proposal 

The Administration could identify private sector partners to develop an advertising campaign 
to inform individuals about how to exercise choice with respect to the collection and 
dissemination of their personally identifiable information. Such a campaign could include all 
advertising mediums - radio, television, print, and electronic. 
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• profiling 

. Pro filers compile information about individuals and then sell that information. Last 
December, fourteen such services agreed to abide by principles governing disclosure of 
nonpublic information. [Note that FTC agreed not to seek legislation in order to allow 
time to assess this self-regulatory venture.] 

• propose legislation requiring tllat all persons engaged in profiling participate in a 
self-regulatory system with standards along the lines of the FTC's look-up 
services agreement. 

• give FTC authority to tighten look-up service standards based upon a 
determination that the existing standards do not strike an appropriate balance 
between protection of personal privacy and other interests 

• propose specific regulatory regime tougher than current agreement 

• marketing 

Marketers purchase various lists to identify targets for mail order/telephone/internet sales 
pitches. The Direct Marketing Association has adopted a number of principles governing 
the activities of its members, including a right to opt-out of such solicitations. 

• propose legislation requiring that all persons engaged in marketing participate in a 
self-regulatory system with standards along the lines of the DMA principles 

• give FTC authority to tighten standards based upon a determination that the 
existing standards do not strike an appropriate balance between protection of 
personal privacy and other interests 

• propose specific regulatory regime tougher than current DMA principles 

• children 

• propose legislation prohibiting collection of personal information from children 
under i3 without prior parental consent 

• credit reporting 

The Fair Credit Reporting Act governs activities of credit reporting agencies that furnish 
reports to third parties. Act was amended in 1996. As more databases are available 
directly to companies, and companies themselves share information directly, there is 
some concern that the Act may become outdated because companies no longer will 
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purchase credit reports from a central bureau, but rather will obtain information directly 
from the individual sources. Also, FTC is concerned that provision of the Act permitting 
sharing of information between "affiliates" may lead to abuses. 

• Announce study to determine whether FCRA contains the protections needed in 
the electronic age. This study could be broadened to cover all federal 
laws/regulations governing private sector treatment of personal information. 

• state government data releases 

Federal law prohibits the disclosure of personal information by the Federal government. 
States are one of the main sources of personal information entering the public domain, 
because most States do not have privacy laws. Many State FOVpublic record laws were 
created prior to the ease of access to information in the technology era and, in addition, 
many States sell personal information. Federal laws in some circumstances require States 
to collect social security numbers and other personal information. 

• announce plans to initiate a "privacy dialogue" with the States regarding the 
privacy of personal information collected by governments. 

• analyze the State laws that require the collection of social security numbers and 
personal information and Federal laws that require States to collect social security 
numbers and personal information. 

• discussions leading up to a privacy summit at which one or more of the following 
could be discussed and/or agreed to 

Suggest that States develop privacy laws similar to the Privacy Act to protect 
personal information gathered by States 

Extend the Privacy Act to social security numbers collected by States. 

Ask States to reevaluate and redefine the meaning of "public records" in light of 
new technology. 

Propose that States develop a policy of redacting social security numbers from 
documents before they are put into the public domain. 

Issue a memorandum to public schools reiterating obligations imposed by the 
Family Educational Rights and Privacy Act of 1974 ("FERPA"). (Under 
FERP A, public schools that accept federal funds are prohibited from disclosing a 
student's social security number and personal information without the student's 
consent.) 
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• social security numhers 

The use of the social security number by the private sector in connection with a variety of 
transactions allows profilers, marketers and others to combine discrete bits of information 
to create a portrait of an individual. These portraits have legitimate uses -- law 
enforcement, credit assessments, debt collection, etc. -- and we therefore must tread 
cautiously to avoid upsetting an information structure that is fairly well established. 
Also, the FTC recently has indicated to Congress that "the cat may be out of the bag" 
with respect to private sector use of social security numbers. 

• Announce study of private sector use of social security numbers [state 
governmental use will be addressed through prior initiative]. Study would assess 
when and why the numbers are requested, whether the purpose is legitimate, 
whether privacy is considered, if the information is being sold without the 
individual's consent, the effect of prohibiting collection of social security number, 
and whether there is an alternative to the collection of social security numbers. It 
also would assess the availability and possible use of alternative identifiers, such 
as biometric information. 

• public service ad campaign 

Our privacy policy relies in large part on choice -- an individual has the option to protect 
his or her privacy. We should look for private sector partners to develop an advertising 
campaign to inform individuals of this choice and how to effectuate it. Part of the 
campaign would be the creation of an electronic one-stop opt out service. 

• identity theft 

[DOJ] 
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\JNTIlID STATES OF AMERICA 

FEDERAL TRADB COMMISSION 
WASIIll«ITON. D.C. 20580 

The Honorable Jerry Kleczka . 
United states House of Representatives 
2301 Rayburn Building 
Washington, D.C. 20515 

Dear Representative Kleczka: 

May 20, 1998 

Your letter of April 3, 1998 requested the Federnl Tradc Commission's comments and 
possible endorsement of the bill you introduced last year: RR. 1813, titled the "Personal 
Information Privacy Act of 1997." The Commission has experience with consumer privacy 
issues and appreciates the opportunity to review and comment on the proposed legislation. We 
share your concerns about protecting consumers' privacy, reducing the risk of identity theft, and 
restricting access to Social Security numbers, and support certain portions of the proposed bill. 
In light of the Commission's experience and findings in this area, however, the Commission has 
determined that certain parts of the bill are problematic and prevent our full endorsement of the 
proposed legislation at this time. 

FTC Activities Related to Identity Theft 

Identity theft, the focus of your legislation, OCCUIS when an individual misappropriates 
another's name, address, Social Security nwnber, or othec identifying information to commit 
mud. Even though federal credit card liability protections prevent substantial immediate 
financial injury, individual victilDS endure hann that can be severe and long-lasting. Until 
victims can cleanse their credit reports of the JlCI1lCtmtor's bad acts (a time-<:ansuming and often­
difficult process), they may lose the ability to borrow money for houses and cars, and may lose 
job opportunities. 

The Commission is aware of the problems posed by identity theft and has responded in 
three ways. FiISt, the Commission hosted two public workshops on identity theft to facilitate 
dialogue among representatives of crCdit bureaus, credit grantors, law enforcement agencies, 
consumer and privacy advocates, and consumer victims concerning this crime.' Second, as 

'lbe IraDsCript oCtile Commission's fiat Meeting on Consumer Identity Fraud, beld in Washiiigron. D.C .• 
August 20, 1996. is avmlable on Ihe Cammission's Web site at F~ 'l)oa.u Commusion, COII/eretreeS (last 
modified Mar. 14, 1998) <hnp:llwww.ftc.gov/fWconfcrences.btDP. 'Ibcn: is no transcript of the second meeting, 
held ill November 1996. AltcruIees split into working groups wilh FfC sm/f as fac:ilibdols for each group. The 
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discussed in more detaiJ below, the Commission conducted a study of issues arising from 
computerized database services that make available pCISonal identifYing information about 
consumers, also known as "individual reference services" or "look-up services." Commission 
staffhas also worked with members of that industry to encourage them to develop and adopt 
meaningful self-regulation. Finally, the Commission is engaged in ongoing efforts to educate 

. consumers and business about these important issues.l 

The Commission began to focus on identity theft in the fall of 1996, as computerized' 
database services were drawing considerable public and media attention. At issue was the ... 
sensitivity of the information these services gather about consumers and the ease with which this 

~uu., 

information could be accessed. In connection with pending amendments to the Fair Credit C' : ry:'. 

Reporting Act ("FCRA"), Senator Bryan solicited the Commission's views on the sale by credit 
bureaus of the personal identifying information found in look-up services. As your letter notes, 
the Commission responded On September 23, 1996, recommending additional amendments to the 
FCRA that would limit release of certain identifying information, including Social Security 
numbers, only to those credit bureau subscribers who would otherwise have a "permissible 
pw-pose" under the FCRA to receive a full credit report. 

Rather than incorporate this suggestion into the pending legislation, Congress directed the 
Federal Reserve Board to study the impact of the misuse of this sensitive information on insured 
depository institutions.) In addition, Senators Pressler, Bryan, and Hollings requested that the 
Commission conduct a study of these computerized database services.· Because the study would 
examine the potential risks posed by the sale of personal identifying information by credit 
bureaus, the Commission withdrew its earlier legislative recommendation to Senator Bryan until 
there had been an opportunity to analyze the results of the study. 

In March 1997, the Commission announced its plan to conduct a study oflook-up 
services.$ The Commission gathered information regarding the look-up services industry 

groups discussed pn:yClltion, detection, and correction iuu .... well as consumer and bwin .... education .. 

Z See. e.g .• Feduol1h2de CommissiOn. Jdentily 'Thieves Can Ruil/ YOIl' Good Nom,,- (last modified May 
I I, 1998) <www.ftc.gov/bcplconlinelpubslcreditlidcnlity>. 

) Federal Reserve Board Report to the Congress Conceming the Availability of Consumer IdClltifying 
InfOllllatioJl and FiIwlcial Fraud (March 1991)_ 

4 Letter from SaIaIrn L..ny Pressler, Ridtud H. BIy;m, aDd Emest F. HoJJings to Commission (October 8, 
1996). They requested tbat the swdy encompass Ibe coUcction, compiIldion, sale, and use of computerized 
d.tab...,. that contain consumers· identifying infonnation. without tlieir knowledge. Id. 

'6l Fed. Reg. 10,211 (March 6, 1991). 
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primarily by soliciting public comment and holding a workshop in June 1991. The Commission 
learned that look-up services, if not adequately controlled, pose certain risks. Consumers may be 
adversely affected in three ways: (1) by a privacy infringement, including uses of their 
infonnation inconsistent with the purpose for which they initially provided it; (2) by the reliance 
of others on inaccurate information contained in the databases; and (3) by the wrongful use of 
their information to commit fraud, such as identity theft. At the same time, the Commission 

. found that look-up services confer benefits on legitimate users. For example, access to 
identifying information through look-up services helps banks and creditors prevent fraud, 
including identity theft; helps private investigators track down witnesses; and helps public 
interest groups search for missing children and non-custodial parents owing child support. In 
addition, the Commission learned that news reporters as well as fedcra1. state, and local law ~1 ~ ',~, 

enforcement agencies rely on information obtained through commercial look-up servjces to assist 
their investigations. 

The IRSG Principles 

At the June workshop, industry members announced that they had fonned the Individual 
Reference Services Group, or "IRSG," and presented an initial self-regulatory proposal intended 
to address public concerns about their databases. Over the next five months, Commission staff 
worked with members of the group to encourage them to adopt a more effective self-regulatory 
program. On December 15, 1991, the group signed and released the Individual Reference 
Services Group ("IRSG") Principles -- a comprehensive set of self-regulatory guidelines agreed 
10 by most of the industry. In a December 1991 report to Congress on look -up services,6 the 
Commission recommended that additional legislation not be introduced until the effecti~eness of 
the lRSG Principles has been evaluated! 

Although the IRSG Principles will not become effective until December of this year, they 
represent an important attempt to regulate access to identifYing information that is obtained from 
non-public sourees and is not otherwise publicly available. To the extent information obtained 
from a non-public source is publicly available, such as a home address that appears in a "credit 
header" but also is listed in the phone book, that information is not treated as non-public and 
therefore not restricted under the IRSG principles. 

6 Individual RefO'£1lt% Services: a kpan /0 Congrur (December 1997). The report c;an be found online at 
Federal Trad8 Commission. Privacy, /IeporIs, GrntW, Lt!ttus, and Policy S/t1IeIlIenls (last modified May II, 1998) 
<b!!p:llwww.t\c.govlprlvaey/reports.hlm'>. 

, We note IbaI at Ibe time your bill was JlIOPO$Cd, the industry had not yet agrttd to seif-Rguialion 
addn:ssing certain COIICCIlls in Ibis area. 
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Restrictions on access to information vary according to the following three categories of 
customers: 

• The general public may not access, over the Internet or in any other context, sensitive, 
non-public information (a concern expressed in your letter). lbis prohibition covers 
Social Security numbers, date of birth, mother's maiden name, and unlisted telephone 
numbers, to the extent such information is not otherwise publicly available. 

• Entities who are legitimate commc=ial firms but who do not have a demonstrable"need" 
for sensitive information (like full Social Security numbers) may access only Inmcated 
Social Security numbers. 

• Only fmns who have been screened by IRSG signatories and who can demonstrate a 
legitimate need for the information sought may access non-public, sensitive identifYing 
information, such as Social Security numbers, date of birth, and mother's maiden name 
obtained from credit bureaus. 

The approach incorporated in the lRSG Principles shows particular promise because all 
three major credit bureaus are Signatories. These credit bureaus are the principal source of 

" potentially sensitive, non-public information for the look-up industry. By signing the Principles, 
they have agreed to refrain from selling such information to firms that fail to comply with the 
lRSG Principles, regardless of whether those firms arc signatories to the Principles. We believe 
the lRSG Principles, while not perfect, have the potential to accommodate the legitimate uses of 
look-up services while addressing many concerns about consumer privacy and identity theft. 

Discussion 0/ Relevalll SectiollSo/ Proposed Persona/In/ormation Privacy Act 0/1997 

The bill has three principal sections: Section 2 would amend the FCRA to treat certain 
identifYing information essentially as part of a consumer or credit report. Section 3 would 
prohibit the pUlChase, sale, and commercial use of Social Security numbers without consumers' 
consent Finally, Section 4 would restrict use of Social Security numbers by state departments of 
motor vehicles. 

Section 2: Confidential Trearmelll o/Credit Header Tnformation 

Section 2 seeks to extend coverage of the FCRA to Social Security nwnbers, date of 
birth, and mother's maiden name contained in credit headers.' Access to this identirymg 

. 'A credit header is the portion oC 8 tn:dit report containing identifYing iDfonnation, typicalty inclllding 
name, a1iues, =t and Conner addresses, phon. number, Social Secwity number, date of bir1h, and mother's 
maiden~e. 
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information would be provided only to those entities who qualify as having one of the limited 
"permissible PlUJlOses" defined by the FCRA. However, the FeRA definition does not include 
law enforcement, fraud prevention, news reporting, the search for missing children, or many 
other legitimate uses of identifying information and thus would prevent private and public 
investigators seeking to accomplish these tasks from accessing complete credit header 
information.9 

As discussed previously, by the end of this year the signatories to the IRSG Principles 
will begin self-n:gulating the commercial sale of non-public personal identifying information 
collected by them. Last year, the Commission concluded that the IRSG Principles showed 

~uuo 

promise for effectively regulating the availability of non-public personal identifying information, , .. " 
including credit header infonnation, and reconunended that legislation be postponed until the 
viability of the IRSG self-regulatory scheme has been evaluated. 

Section 3: Prohibiting Purchase, Sale, and Commercial Use of the Social Security 
Number without Consent 

The Commission has several concerns about prohibiting the purchase, sale, and 
commercial use of Social Security numbers without the consent of the individual. The 
Commission learned through its study oflook-up services that many non-profit organizations, 
government, and other non-commerciaJ entities such as news reporters, private investigators, and 
attorneys purchase Social Security numbers from look-up services in connection with law 
enforcement and, for example, searches for missing children, witnesses, or parents owing child 
support. These entilies informed the Commission that they require the most inclusive 
information possible. If individuals could choose not to be included in the databases, over time 
the databases might become limited to identifying information about only the most law-abiding 
citizens. The Commission ruso learned that some commercial uses of Social Security numbers 
have important societal benefits. The financial industry, for example, accesses Social Security 
numbers to verify the identity ofloan applicants and account holders, and thereby to prevent 
fraud, including identity theft. 

In addition, Social Security numbers, as personal and unique identifiers, help entities like 
. hospitals, banks, universities, and credit bureaus link the right persons to their records, and 
thereby avoid matching data to the wrong persons. In the credit reporting industry, for example, 

. correct attribution of credit information is necessary for aCCUlate credit .bumw files. Credit 
bureaus have files on over 200 million people. Every month, credit grantors supply new and 

9 The FCRA docs permit government agmcies 10 obtain limittd information (name, addresseS, and 
employment), IS U.S.C. § 1681f, but_to full c",dit header infimnation would be permitted only by court 
order iftbis bill WerI! onactecl. In addition, slate or local gOYa1llllellt child support enfon:cment og£oci .. can obtain 
• fuD consumer report for eenain PIIIpOOCS. IS U.S.C. § 1681b. 
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updated information to those crodit bureaus. Often, a Social Security number is the key to 
matching the new data to the old file. especially for consumers who have moved, changed names, 
or have names similar to those of their children or parents. Prohibiting the nonconsensual use of 
Social Security numbers, without some substitute form of identification, could affect the 
accuracy of credit burea.u files, and in tum, consumers' ability to get credit, employment. and 
insurance. 

Section 4: Restriction on Social Security Number Use by Motor Vehicles Departments 

The Commission, in its study of look-up services, found that easy access to sensitive. 

't!:.IYU, 

unique information (e.g. Social Security number) listed on certain public records increases the cr:-: ~." 
risk of serious harm to consumers, including identity theft and stalking. Amending the Driver'S 
Privacy Protection Act to further limit the distribution of Social Sccurity numbers by· state 
departments of motor vehicles, to the extent it does not interfere with beneficial uses of Social 
Security numbers by government, is a positive step toward addressing that concern. Government 
agencies may not have considered these risks in formulating their public records collection and 
dissemination practices. Thus, it is pOssible that certain government agencies may require and/or 
make available unique personal identifiers, even though the collection and public dissemination 
of that information is not essential to advance their intended purpose in collecting the 
infofmation in the first place. The Commission has encouraged public agencies to consider the 
potential consequences associated with the increasing accessibility of public records when 
formulating or reviewing their public records collection and dissemination practices. 

The Commission shares your concerns about the improper use of Social Security 
. numbers, particularly when misappropriated to commit identity theft. Government and industry 
must acknowledge that the extensive commercial dissemination and use of Social Security 
numbers pose serious concerns and merit continued attention. Nonetheless, the broad 

. prohibitions set forth in the proposed bill may have unintended, negative consequences. It might 
be beneficial at this time to monitor and even encourage the development of alternative methods 
of identification that might pose fewer risks. For example, participants at Commission 
workshops have reported on-going progress with biometrics and digital signatures. 

By direction of the Commission. 

Attachment: 
Februaty 28, 1997 letter from Chairman Pitofsky to Senator McCain 

.. , "., 
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Individual Reference Services Group 

2 
3 FINAL - DECEMBER 15, 1997 
4 
5 
6 INDIVIDUAL REFERENCE SERVICES 
7 INDUSTRY PRINCIPLES 
8 
9 

10 PREAMBLE: 

II 
12 The following principles were developed by members of the individual reference services 
13 industry to respond, as an industry, to heightened interest in the industry's practices. The 
14 principles represent good practices that the undersigned companies agree to support as part of 
15 their operating practices. While it may take up to a year for some principles to be implemented 
16 fully, other principles are already part of the operating practices of the undersigned companies. 
17 
18 SCOPE: 
19 
20 These principles apply to individual reference services, which are commercial services that 
21 directly or as suppliers to others provide information that assists users in identifYing individuals, 
22 verifying identities and locating individuals for various purposes. . 
23 
24 DEFINITIONS: 
25 
26 • Public Record Information: Information about or related to an individual which has 
27 been obtained originally from the records of a federal, state, or local governmental entity 
28 that are open for public inspection .. 
29 
30 • Publicly Available Information: InformatIon about an individual that is available to the 
31 general public from non-governmental sources such as telephone directories, classified 
32 ads, newspaper reports, publications, or other forms of information. 
33 
34 • Non-Public Information: Information about an individual that is of a private nature and 
35 neither available to the general public nor obtained from a public record. 
36 
37 • Appropriate or Appropriately: Describes. actions or uses that are reasonable under the 
38 circumstances reflecting a balance between the interests of individual privacy and 
39 legitimate business, governmental, and personal uses of information, including 
40 prevention and detection of fraud. 
41 
42 



43 PRINCIPLES: 

44 
45 I. Education: Individual reference services shall individually and through their industry groups 
46 make reasonable efforts to educate users and the public about privacy issues associated with their 
47 services, the types of services they offer, these principles, and the benefits of the responsible flow 
48 of information. 
49 
50 II. Reputable Sources: Individually identifiable information shall be acquired from only sources 
51 known as reputable in the government and private sectors. 
52 
53 A. Reasonable measures shall be employed to understand an information source's data 
54 collection practices and policies before accepting information from that source. 
55 
56 B. Individually identifiable information that is collected for marketing purposes shall not 
57 knowingly be purchased, sold or retained for creating or inclusion in individual 
58 reference services, unless it is PUBLIC RECORD INFORMATION or PUBLICLY AVAILABLE 

59 INFORMATION; its use is specifically permitted by law; or it is collected with notice to 
60 the individual that such information will be used for inclusion in individual reference 
61 service products. 
62 
63 III. Accuracy: Reasonable steps shall be taken to help assure the accuracy of the information in 
64 individual reference services. The goal of individual reference service products is to furnish 
65 customers with accurate reproductions of information. 
66 
67 A. When contacted by an individual concerning an alleged inaccuracy about that 
68 individual, the individual reference service, as APPROPRIATE, shall either correct any 
69 inaccuracy or inform the individual of the source of the information and, if reasonably 
70 available, where a request for correction may be directed. 
71 
72 B. The individual reference service's commitment to furnish users with reasonably 
73 accurate reproduction of information in PUBLIC RECORD INFORMATION systems does not 
74 permit alteration of the substantive content of PUBLIC RECORD INFORMATION products or 
75 services. 
76 
77 IV. Public Record and Publicly Available Information: PUBLIC RECORD INFORMATION and 
78 PUBLICLY A V AILABLE INFORMATION shall be usable without restriction unless legally prohibited. 
79 
80 V. Distribution of Non-Public Information: Except as provided in section IX, NON-PUBLIC 

81 INFORMATION will be distributed only according to the criteria set forth below. The nature of 
82 NON-PUBLIC INFORMATION being requested and the intended uses of such information shall 
83 determine the level of review of the subscriber. Companies who supply information covered by 
84 this section to individual reference services shall provide such information only to individual 
85 reference services that adopt or comply with these principles. 

- 2 -
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86 
87 A. Selective and Limited Distribution of Non-Public Information: Individual reference 
88 services may distribute NON-PUBLIC INFORMATION without restriction of its contents 
89 only to qualified subscribers. 
90 
91 I. Qualified subscribers for the selective and limited distribution of NON-PUBLIC 

92 lNFORMA nON must satisfy the following conditions: . 
93 
94 a. The subscribers must state their APPROPRIATE uses for such information. 
95 
96 b. The subscribers must agree to limit their use and redissemination of such 

·97 information to such APPROPRIATE uses. 
98 
99 c. The subscribers shall be reasonably identified and meet qualification 

100 requirements that establish them as APPROPRIATE users of the 
101 information and agree to terms and conditions consistent with these 
102 principles prior to accessing the information. 
103 
104 2. Each individual reference service shall take reasonable steps to protect against 
\05 misuse of NON-PUBLIC INFORMA nON distributed pursuant to this subsection 
106 which will include: 
\07 
108 a. Each individual reference service shall make available upon request an 
109 explanation of what uses of its information are APPROPRIATE and to 
110 which types of qualified subscribers such information is available. 
III 
112 b. Individual reference services shall conduct a reasonable review of the 
113 subscriber and its intended uses of the information prior to making NON-

114 PUBLIC INFORMA nON available to the subscriber. 
liS 
116 c. Individual reference services shall maintain a record of the identity of 
117 subscribers, the types of uses, and the terms and conditions agreed to by 
118 the subscriber for three years after termination of each subscriber's 
119 relationship with the individual reference service. 
120 
121 d. Reasonable measures shall be employed to help assure that qualified 
122 subscribers use NON-PUBLIC INFORMATION APPROPRIA TEL Y. 

123 
124 e. Individual reference services shall implement reasonable mechanisms to 
125 remedy subscriber abuses of the information. 
126 
127 B. Commercial and Professional Distribution of Non-Public Information: Individual 
128 reference services, when they limit the NON-PUBLIC lNFORMA nON content of their 

- 3 -
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products or services as set forth below, may distribute such products or services only to 
established professional and commercial users who use the information in the normal 
course and scope of their business or profession and the use is APPROPRIATE for such 
activities. 

I. NON-PUBLIC INFORMATION products or services distributed pursuant to this 
subsection shall not include: 

a. Information that reflects credit history, financial history, medical 
records, mother's maiden name identified as such, or similar 
information; 

b. Certain information like social security number and birth information 
unless truncated in an APPROPRIATE and industry consistent manner. 

2. Users shall agree to terms and conditions consistent with these principles prior 
to accessing the NON-PUBLIC INFORMATION, shall agree to use such information 
solely in the normal course and scope of their business or profession and that the 
use is APPROPRIATE for such activities and that they shall limit their use and 
redissemination of such information to such uses and in accordance with these 
principles. 

3. Individual reference services shall take reasonable steps to protect against 
misuse of the NON-PUBLIC INFORMATION distributed pursuant to this subsection 
which will include: 

a. If not previously established, the individual reference service shall take 
reasonable steps to identify the user and to establish the user as an 
established professional or commercial entity. 

b. Reasonable measures shall be employed to help assure that commercial 
and professional customers use NON-PUBLIC INFORMATION 

APPROPRIATEL Y. 

c. Individual reference services shall implement reasonable mechanisms to 
remedy subscriber abuses of the information. 

d. Individual reference services shall maintain a record of the identity of 
subscribers and the terms and conditions agreed to by the subscriber for 
three years after termination of each subscriber's relationship with the 
individual reference service. 

-4-



171 C. General Distribution of Non-Public Information: Individual reference services, when 
172 they limit the NON-PUBLIC INFORMATION content of their products or services as set 
173 forth in this subparagraph, may distribute such products or services to any person. 
174 
175 1. NON-PUBLIC INFORMATION distributed pursuant to this subparagraph shall not 
176 knowingly include information that reflects social security number, mother's 
177 maiden name identified as such, non-published telephone number, or non-
178 published address information obtained from telephone companies, birth 
179 information, credit history, financial history, medical records, or similar 
180 information, nor will the service be retrievable by a social security number. 
181 
182 2. The individual reference service shall take reasonable steps to protect against 
183 the misuse of NON-PUBLIC INFORMATION. 

184 
185 VI. Security: Individual reference services shall maintain facilities and systems to protect 
186 information from unauthorized access and persons who may exceed their authorization. In 
187 addition to physical and electronic security, individual reference services shall reasonably 
188 implement: 
189 
190 A. Employee and contractor supervision-Employees and contractors shall be required to 
191 sign confidentiality agreements and be subject to supervision. 
192 
193 B. Reviews-System reviews shall be made at APPROPRIATE intervals to assure that 
194 employees are complying with policies. 
195 
196 VII. Openness: Each individual reference service shall have an information practices policy 
197 statement that describes what types of information it has, from what types of sources, how it is 
198 collected, the type of entities to whom it may be disclosed and the type of uses to which it is put, 
199 and shall make its policy statement available upon request. Consumers shall be notified about 
200 these practices in various ways such as: 
201 
202 I. Web sites; 
203 
204 2. Advertisements; or 
205 
206 3. Company or industry-initiated educational efforts. 
207 
208 VIII. Choice: Each individual reference service shall upon request inform individuals of the 
209 choices, if any, available to limit access or use of information about them in its data base, 
210 provided, however, that in the case of NON-PUBLIC INFORMATION distributed to the general 
211 public (section V.C of these principles), an individual reference service shall provide an 
212 opportunity for an individual to limit the general public's access or use of such NON-PUBLIC 

213 INFORMATION. 

- 5 -
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214 
215 IX. Access: Upon request and reasonable tenns, an individual reference service shall: 
216 
217 A. Infonn an individual about the nature of PUBLIC RECORD and PUBLICLY A V AILABLE 

218 lNFORMA nON that it makes available in its products and services and the sources of 
219 such infonnation; 
220 
221 B. Provide individuals with NON-PUBLIC lNFORMA nON contained in products and services 
222 that specifically identifies them and that are distributed as part of an individual 
223 reference service to users under section V. of these Principles unless the infonnation 
224 was obtained on a limited use basis from a governmental agency or if its disclosure is 
225 limited by law or legally recognized privilege; and 
226 
227 C. Direct individuals 'to a consumer reporting agency regulated by the Fair Credit 
228 Reporting Act where such agency is the source of the infonnation about the individual. 
229 
230 X. Children: Where an individual is identified in the product or service as being under the age 
231 of 18, no NON-PUBLIC lNFORMA nON about that individual shall be provided for other than 
232 selective and limited distribution purposes or for the purposes of locating missing children. 
233 
234 XI. Assurance of Compliance: The signers of these principles shall have completed within 15 
235 months of the effective date of these principles. and on a periodic basis thereafter, at least once 
236 every year, an assurance review done by a reasonably qualified independent professional service. 
237 The independent professional service shall apply assurance criteria consistent with these 
238 principles and approved by the signers as a group. Individual referenceservices shall have a 
239 reasonable opportunity to respond to any concerns expressed in such assurance review. A 
240 summary reflecting both the report and any subsequent actions taken or response made by the 
241 company shall be publicly available. 
242 
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c. •• eo 

243 PLEDGE: 

244 
245 The undersigned companies pledge to introduce and follow the above industry principles at the 
246 earliest practicable opportunity or by December 31, 1998, whichever is sooner. 
247 
248 Acxiom Corporation 
249 CDB Infotek, a ChoicePoint Company 
250 DCS Information Systems 
251 Database Technologies, Inc. 
252 Equifax Credit Information Services, Inc. 
253 Experian 
254 First Data Solutions Inc. 
255 Information America, Inc. 
256 IRSC, Inc. 
257 LEXIS-NEXIS 
258 Metromail Corporation 
259 National Fraud Center 
260 Online Professional Electronic Network 
261 Trans Union Corporation 
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to act on failure of American companies to ensure 
privacy By Frank James Chicago Tribune (KRT) 

The failure of many American companies to 
consumer privacy as they gather persooal and often sensitive 

about millions of people for mlllketing pwpOses is raising 
lSSUre fclTfederal government action. 

summer, as part of an administration assessment ofhow the 

~~:~ ~)~~im:~ as a place to buy and sell, Commerce Secretary 
\1 Daley must report to President Clinton on how well firms are 
policing themselves in handling persooal information. 
If he had to grade them now, they would likely get a failing grade. 

"It's not going very well," he said of self-regulation efforts. 
The administration perceives a lack of W"geDCy on the part of the 

private-sector generally, despite numerous administration W"gings that 
corporate officials take concerted action to protect privacy. " 
Basically, nothing has happened," said a senior administration official 
who asked not to be identified. "American business is not the most 
pro-active animal in the world." 

The administration had expected the private sector to establish rules 
to address a range of worrisome privacy concerns. Those include the 
collection of personal information from children at certain web sites or 
the frequent inability of conslUnen; to know what information is 
gathered about them, its 8CCW"acy and bow it is used. 

The private-sector's inertia, the official said, would likely lead the 
administration to conclude on July I when the report to Clinton is due, 
that "it doesn't look like self-regulation worked. We have to consider 
other alternatives, (which) would be 8 shame" be said, referring to the 
prospect of government regulations. 

Corporate America's general failure to boldly show it means 
business when it comes to prutecting the electronically stored persooal 
information about millions of Americans could hardly come at a worse 
time. 

In October, a stringeut new privacy law is scheduled to take effect in 
the European Union. The EW"opean Directive on the Protection of 
Personal Data requires each EU member nation to pass legislation to 
shield data about individuals. One provision bans ~ data from 
being exported from EU nations to non-member countries where 
secwity measures are inadequate. 

This might bar U.S. companies from collecting and transmitting data 
about European consumers, placing them at a distinct disadvantage 
with their EW"OpeaD counterparts. 

While European nations view government action as the best 
safeguard for persooal information, the U.S. government prefen; 
self-regulation. 

"Nearly 10,000 web sites a week are coming and going. The ability 
to enforce a law that said "Thou shalt not collect information from 
anybody without telling them exactly what you're going to do with it,' 
would not realistically be enforceable." said Becky Burr, acting 
associate administrator in the Commerce Department's National 
Telecommunications and Information Administration. 

"!fyou pass a law that you can't enforce you give people a false 
sense of secwity and you eliminate incentives that they have to protect 
themselves," Burr said 

But with the American approach so far yielding unimpreasive 
results, the Clinton administration will likely have a difficult time 
persuading the EW"Opeans that personal data is adequatelY protected in 
theU.S. 

Some privacy advocates viewed Vice Presideut Gore's call at New 
Yorl< University's oommencement earlier this month for an 
"de..:tronicbill oi righis"toprotectinilividtl8J"jjiivacy'as largely - - -
aimed at the EW"Opeans. 

In his speech. Gore reintroduced already announced administration 
initiatives, like a soon-to-be-held White House conference on privacy 
and legislation to protect medical information. 

., He was attempting to package it looking towards the EW"opeans to 
try and convince the EW'OpeaI1S that there are some substantive 
improvements happening in the U.S.," said David Banisar, counsel at 
the Electronic Privacy Information Center in Washington, D.C., an 
organization that encourages privacy in the computer age. "But the 
EW"Opeans aren~ dumb.· 

Beyond satisfying the Europeans, U.S. companies are going to have 
to satisfy Americans too. 

In a Business WeekILouis Harris survey of999 adults in February, 
61 percent of non-Internet usen; said they would be more likely to use 
it if they were assured their persooal information would be kept 
private. 

And in an ominous note for American companies, about 53 percent 
of those surveyed felt lawmakers needed to take immediate action to 

control what personal data businesses collect and how it is used. 
Some public sentiment is fueled by disclosures of how companies 

are using persona1 information in ways most consumers never 
expected. 

For instance, the CVS drug store and Giant supermarlcet chains 
recently drew the ire of customers after reports that the companies 
sold pen;onal medical information gleaned from filling prescriptions to 
a IXIlIlketing company, Elensys Inc. ofWobwn. Mass. Knowing what 
'"'stomers were prescribed helped Elensys market other drugs for the 
same condition. 

The uproar caused Giant to stop sending such information to Elensys 
while CVS offered customers the chance to opt out. 

While the mining of databases for infonnation to help III8lketers 
predates the Internet, the global networl< has accelerated the concerns. 
For it can be an effective tool for gathering sensitive persooal 
information from visitors to web sites, inclmling children. And it 
makes distributing such data almost effortless. 

Meanwhile, more powerful computern give marketers the ability to 
sort data about people in previously unheard of ways, giving them the 
ability to create detailed profiles of inilividuals' habits, persooal 
histories and identifYing information. 

To reassure Americans in the information age Ira Magaziner, the 
president's adviser on electronic commerce issues, suggests 
companies with strong privacy policies adopt something like a ,. Good 
Housekeeping Seal of Approval." Besides giving consumers 
confidence, it would give companies with such policies a competitive 
advantage. 

" Seals belong in the zoo," said Harold McGraw m. presideut and 
chief executive officer of McGraw-HilI Cos., the large, New 
Yorl<-based information-services company which has taken a 
leadership role on persooal- data privacy issues. He believes seals 
would prove confusing and lack the credibility they once had. 

He favors a simple policy statement that, ifviolated, could make the 
company liable for consllmer fraud, if nothing else. McGraw-HilI Cos. 
has aeated a comprehensive policy. 

It requires telling people what information is being gathered and for 
what purpose. It also calls for "extra care" from McGraw-HilI in 
handling sensitive persooal data like Social Secwity numbers, a 
mother's maiden name, pen;onal finances, medical conditions and 
"most information about children. " 

McGraw-HilI cannot distribute such information externally. People 
can even "opt out" ofhaving this information shared among business 
units within McGraw-Hill. And in the future, the company plans to 
allow individuals to review and correct, if needed, personal 
information in its databases. 

"When you talk about the whole notion of electronic commerce and 
the speed at which it's going to transform (business), you've got to be 
able to get after behavior at the individual level, " of companies, 
McGraw said, noting the difficulty of law-makers and law enfor=s 
keeping pace with the fast-evolving Internel 

"It's going to be very important for industry to make a very strong 
statement of self-regulation, and live by it," McGraw said 

Professor defies the odds; experiences SO percent remission from 
cancer By John Crewdson Chicago Tribune (KRl) 

LOS ANGELES Barry Riccio might be an anomaly. Then again, he 
might represent the future of cancer treatment Either way, Riccio, a 
professor of American intellectual history at Eastern D1inois 
University, is not onIystill alive, he's': feeling much !>e\Ier, thanks.~" __ 

i\i:OOTding to data presented last week at the annnal meeting of the 
American Society of Clinical Oncology here, more than two years 
after being told his cancer was terminal, Riccio has experienced a 50 
percent remission He is the apparent beneficiary of a new approach to 
cancer treatment which focuses on the blood vessels that feed a 
malignant twnor rather than the tumor itself 

The idea that cancer could be treated by halting angiogenesis, as the 
formation ofblood vessels is known, was first proposed in 1971 by 
Dr. M Judah Folkman of Harvard University and Children's Hospital 
in Boston. The idea's principal appe8J is that, rather than viewing 
cancer as hundieds of distinct diseases that require individualized 
treabnents, it might be possible to attack all cancerous twnors by 
targeting the thing they require in common: access to the body's 
life-giving blood supply. 

Over the last decade Folkman has discovered several substances, 
including the nalW"al proteins he calls angiostatin and endostatin, 
which make twnors in mice shrink or even disappear by choking off 
their blood supply. 

Although angiostatin and endostatin have not yet been tested in 



hwnans, other researchers following in Follanan's footsteps are 
plU'SUing different approaches to the same goal with the tools of 
genetic engineering. and a few are already testing their discoveries in a 
handful of cancer patients like Riccio. 

Riccio learned he had cancer in September 1993, when he "woke 
up and looked in the mirror and saw that 1 was yellow. It was a very 
hot and hwnid day, and 1 just assumed 1 was reacting to the weather. 
Later on that evening 1 attended a party. That's where 1 fainted." 

Riccio's doctors told him he had a tumor in his stomach, "a very 
rare and lDIpredictable form of cancer" koown as leiomyosarcoma. 
Surgeons took the tumor out, only to discover a year later that the 
cancer had spread to Riccio's liver. 

"At that point the doctors in central Illinois were not quite certain 
what to do," recalled Riccio, who was then living in Urbana with his 
wife, Katluyn Anthony, a professor of architecture at the University of 
Illinois. "Because there was very little experience with my kind of 
cancer over there, they weren't sure where 1 should go." 

Some library research led Riccio to the MD. Anderson Cancer 
Center in Houston, where in late 1994 surgeons removed a portion of 
his cancerous liver, leaving the rest intact for fear of damaging crucial 
blood vessels. Chemotherapy treatments followed, and Riccio says the 
therapy" wasn't especially kind or gentle. 1 was in a fair arnolDlt of 
pain, but it was manageable. 1 thought it was worth it hecause the 
tumors were shrinking." 

As often happens, Riccio's tumors eventually developed resistance 
to the cancer drugs, and Riccio's Houston surgeon told him "to come 
back when my cancer began growing again." A month later, Riccio's 
wife stepped into the bathroom to find her husband WICODSCious in the 
shower, "pale and ashen, my lips purple and my eyes quivering." 

Surgeons removed a new tumor that had erupted in Riccio's 
stomach, taking a third ofhis stomach along with it But the cancer in 
Riccio's liver remained, and soon it had spread to his belly cavity. 

Because of the sensitivity of the liver and other abdomina1 organs to 
radiation, radiotherapy treatments weren~ possible, and Riccio'. 
doctors in Houston pronoWlced what sounded like a death sentence. 
"They told me there was nothing more they could do but monitor my 
situation and prescribe pain medication when the time came," he said 

Three physicians at the Mayo Clinic in Minnesota eould offer no 
better solutions. Loath to simply wait for death, Riccio fOtmd a 
surgeon in Detroit who agreed to remove his belly cavity cancer, but 
who concluded that the liver cancer was inoperable. "He said, 'I've 
rtm out of options,' Riccio recalled. "So this was the third time 1 was 
being given bad news." 

By coincidence Riccio's father-in-law, who lives in La Jol\a, Calif., 
about SO miles south of here, had seen a newspaper article about an 
anti-angiogenesis drug called LM-609 that was being studied at the 
Scripps Research Institute there. 

Developed by Scripps researcher David Cheresh, LM-609 is a 
bioengineered antibody that inhibits the formation of tumor-associated 
blood vessels in mice by interfering with the cells that line the vessels. 
When Barry Riccio contacted Chereab in late 1996 he learned that 
LM-609 was about to be tested on humans for the first time. 

In January 1997 Riccio, his cancer now having spread to his spleen, 
druve to California A few days after arriving in La Jolla Riccio 
became the second person in the world to be treated with LM-609, 
known commercially as Vitaxin. 

The Vitaxin tria\ was short one 9O-minute infusion a week for six 
weeks and intended only to see whether patients with advanced 
cancer of the breast, colon, llDlg. kidney and cervix suffered any toxic 
reactions from the compotmd According to the data presented in Los 
Angeles, the side effects of Vitaxin were limited to a brief; mild fever. 
Although one patient died four weeks after completing the trial, the 
study's organizers described the death as "tmrelated to Vitaxin 
therapy." 

Chereab and the other researchers hadn't expected to see 
improvement in any of the patients during such a brief study, and in 
five of 12 patients the cancer continued to grow. To Cheresh's 
surprise, however, in six others tumor growth stabilized. In Riccio, 
they actually began to shrink. 

There wasn~ enough Vitaxin to keep 1reating all the patients whose 
cancers appeared to respond to the drug. But there was enough to treat 
one, and Cheresh asked the Food and Drug Administration for 
permission to continue Riccio on Vitaxin therapy on a 
,. compassionate" basis. 

Owing the three months it took the FDA to say yes, Riccio's liver 
tumors once again began to enlarge an indication, Cheresh believes, 
that Vitaxin was responsible for his improvement 

When Riccio resumed Vitaxin in June 1997 his tumor shrinkage 
also resumed, and he is still taking the drug. His oncologist, Dr. John 

Gutheil of the Sidney Kimmel Can= Center, estimates 
approximately half as much tumor in Riccio's body today as 
began treatment with Vitaxin. 

"I arn much better now than 1 was a year ago, or 9 months 
even 6 months ago," says Riccio, who is living in La Jolla 
wife and walking three miles a day while he waits to see whether 
three-fold increase in his Vitaxin dosage can shrink his tumors 
more. 

"He came out here with the understanding of just renting an 
apartment," Chereab says. "He was, ofcourse, terminal. He'd "",,I1V. 

surgeries and all kinds of other therapies, everything a human can 
possibly tolerate in terms of cancer therapy. 

"This was his la.st hope," Cheresh said "He's been here now a year 
and three months. He's doing very well, and you can't convince him 
that Vitaxin hasn~ made the difference." 

Whether it has, of course, remains to be seen. Riccio's dramatic 
improvement might be due to Vitaxin, or to some tmrelated 
phenomenon. As with any experimental drug, the answer lies in a 
larger, longer c1inical tria\ that compares Vitaxin with established 
cancer therapies in many patients over many months. 

Such a trial is expected to begin early in 1999, but Cheresh says it 
should take another year to reach any firm conclusions. 
Anti-angiogenic therapy, he says, is "like turning the sprinlding 
system off your front lawn. The grass doesn't die right away." 

Community in shock over church explosion By Graeme Zielinski 
and Abdon PaUasch Chicago Tribune (KR'I) 

OAKWOOD, ill. Seven miles away from the calm of a red-brick 
church here was a place of calamity, where in Danville, ill., 
shell-shocked members of the First Assembly of God congregation 
were convulsed in the horror of a near-deadly bombing during their 
Stmdsy services. 

But the a1most languid scene at the Oakwood United Methodist 
Church turned to shock shortly after Pastor Bill Adams finished 
delivering the benediction to the small congregation. That'. when 8 

phone call came with news, whispered into his ear, which Adams 
repeated from the podium. 

"He asked for everyone's attention to let us koow that there had 
been an explosion at a Danville church, probably a bmnb," Wanda 
Plawer said "If we didn~ have carpet in our sanctuary, 1 tbinkyou 
could have heard a pin drop." 

That is not only because of the natura1 shock at what federal 
authorities confirmed Monday was an act of terrorism that sent 33 
Danville worshipers to the hospital, two of them with serious injuries. 

"We were very gratefu\ that no one in Danville was killed," Plawer 
said 

That was not the case when a similar blast hit the Methodist 
congregation here. On a cold December afternoon less than five 
months earlier, Plawer's husband, Brian, was killed by a bmnb set 
outside the church's doors. 

After the news Stmk in, Adams led an emotional prayer. 
Though authorities said Monday it did not appear the two bombings 

were related, throughout the blue-collar community, anchored by 
Danville, a city of34,OOO, less than 120 miles south of Chicago, the 
oddity and terror of these WISOlved crimes was a coincidence that 
seemed to be on everyone's lips. It also was a SOW'CC offear and 
frustration. 

"You can~ go to school and you can~ go to chureJi. You don~ dare 
go to a post office," said Rick Koss at a Memorial Dey prayer service 
at a cemetery in Danville. "What's the world coming to?" 

Beyond confirming it was a powerful man-made device that gashed 
a hole in the FirstAsscmbly of God church Sunday, burling debris 
more than the length of a foothall field away, officials were mute 
Monday on who may have set the bomb and why. 

"We have no suspects in custody at this time," said Larry 
Thomason, spokesman for the Danville Police Department Asked if 
there were any suspects at all, he replied, "There have been 
interviews, but 1 can~ say whether any (of those interviewed) were 
suspects." 

At a news conference earlier in the day, the church's pastor, Dennis 
Rogers, said he did not believe there was a link between the bmnbing 
and crack houses the church had displaced years earlier as it 
expanded. . 

And authorities appeared to discourage spcculation linking the 
Danville bmnbing to the placement of the deadly Oakwood device set 
Dec. 30. 

" Church bmnbings in this COlDllIy are extremely rare," 
ackoowledged Jerry Singer, spokesman for the federal Bureau of 


