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PROCEEDI NGS
(8:22 a.m)

CHAIR SARIS: Good norning, and it is a
very early norning. Thank you all for com ng.

On behalf of the United States Sentencing
Comm ssion | would like to welcome you to today's
i nportant hearing on child pornography of fenses and
the federal sentencing guidelines. W appreciate
that all of you took the tine to be with us today.

Chi I d pornography offenses are serious
crimes that now make up an increasing proportion of
the federal caseload, approximately 2 percent in
fiscal year 2011

As detailed in the Comm ssion's 2009
report The H story of the Child Pornography
Qui del i nes, over the |l ast decade or so Congress has
repeatedly expressed its concern in this area by
creating new of fenses, increasing penalties, and
issuing directives to the Comm ssion regarding child
por nogr aphy of f enses.

And the Comm ssion, on its own initiative,

and in response to congressional action, has
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substantially revised the child pornography
gui del i nes nine tines.

In recent year, the Comm ssion has
recei ved feedback fromjudges, the Departnent of
Justice, defense attorneys, and organi zations such as
the National Center for Mssing and Exploited
Children, a |l eading advocate for victins of these
of fenses, all indicating that a review of the
penalties for child pornography offenses is
appropriate at this time because of the evol ving
nature of how these offenses are commtted.

In light of this feedback, the Comm ssion
i s undertaking a thorough exam nation of these
of fenses and the offenders who conmt them including
t he technol ogi cal and psychol ogi cal issues associ at ed
with child pornography offenses.

The Conm ssion anticipates issuing a
conprehensive report later this year. This hearing
is part of our information-gathering process for that
report, and we will be hearing fromleading experts —
| have three in front of me —in their fields. | am

sure the testinony we hear today will be very hel pful
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to the Conmssion as it works to conplete its
report.

I will also note that we got a letter |ast
ni ght from Congressman Sensenbrenner, Congressman
Lamar Smith, and Senator G assley, which we will be
putting into the record. Their input is very
wel cone.

Now I would like to introduce the rest of
the comm ssioners. | amgoing to start with M. WII
Carr, to ny right, who has served as vice chair of
t he Conm ssi on since Decenber 2008. Previously he
served as an assistant United States attorney in the
Eastern District of Pennsylvania from 1981 until his
retirement in 2004.

Ms. Ketanji Jackson, to ny left, has
served as vice chair of the Comm ssion since February
2010. Previously she was a litigator at Mrrison &
Foerster, LLP;, and was an assistant federal public
defender in the Appeals D vision of the Ofice of the
Federal Public Defender in the District of Colunbia.

Judge Ricardo H nojosa served as a chair

and subsequently acting chair of the Conm ssion from



10

11

12

13

14

15

16

17

18

19

20

21

22

23

2004 to 2009. He is the chief judge of the United
States District Court for the Southern D strict of
Texas, having served on that court since 1983.

Judge Beryl Howell has served on the
Conm ssi on since 2004. She has al so been a judge of
the United States District Court of the District of
Col unbi a since | ast year.

Dabney Friedrich, way over here, has
served on the Conmm ssion since Decenber 2006.
Previ ously she served as an associ ate counsel at the
Wi te House, as counsel to Chairman Orin Hatch of the
Senate Judiciary Commttee, and assistant U S
attorney in the Southern District of California, and
the Eastern District of Virginia.

And way over here to ny right is Jonathan
W obl ewski, who is an ex-officio nmenber of the
Conm ssion, representing the Attorney Ceneral of the
United States. Currently he serves as director of
the Ofice of Policy and Legislation in the Cimnal
D vision of the Departnment of Justice.

Now at this tinme | would like to ask if

any of ny fellow comm ssioners —I| guess fellow and
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"sister" conmm ssioners —have any opening renmarks or
observati ons.

COW SSI ONER HOWELL: | would like just to
add a couple of points to what you said, Chairnman
Saris. | do think that this hearing is a very
important one in the Comm ssion's continuing focus on
how to nmake these advisory guidelines nore useful to
sent enci ng j udges.

I think the Conm ssion has addressed child
por nogr aphy i n conprehensive ways in prior reports.
Qur | ast conprehensive report on child pornography
was in 1996. So even though we have nentioned and
di scussed child pornography guidelines as recently as
our Cctober 2011 mandatory mnimumreport, the | ast
time we took a conprehensive look at it was quite
sone time ago and | think it is really time for an
updat e.

You nentioned that we got a letter from
seni or Menbers of Congress, and | do think that is
inmportant for us to be mndful that the issue of child
por nogr aphy is highly charged, both enotionally and

politically. I think deterring and punishing child

10



10

11

12

13

14

15

16

17

18

19

20

21

22

23

por nogr aphy of fenses, and those who exploit children,
the nost vul nerable parts of our society, is of deep
concern to all of us, and it is a high priority for
past Congresses, past Admnistrations, and it has
been a high priority for this Conmm ssion.

In our role of reconmmendi ng specific
penalties for child pornography offenses, the
Conm ssi on nust be guided by the policy judgnents of
the Congress, as articulated in the penal statutes
and the directives to the Conm ssion that are given
tous. And | think it is worth nentioning, since a
nunber of our witnesses will talk about, as you
nmentioned, our history of the child pornography
gui delines, it makes clear that Congress has
occasionally not liked the direction the Comm ssion
has taken with child pornography guidelines, nor
t hought that we acted in a tinely enough fashion.

I think specifically in the PROTECT Act
that Congress was frustrated that the Conm ssion was
not reacting in a tinely enough fashion to the
departure rate then. And I think, as we will hear

ater —and | don't think it is any secret for the

11
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peopl e who are attending this hearing —the bel ow
guidelines rate for child pornography offenses is
anong t he hi ghest.

I think it is also notable that the
gover nnent - sponsored departure rate for child
por nogr aphy offenses is anong the highest, as well,
for reasons other than substantial assistance or
fast-track prograns.

So | think this is a very inportant
hearing about what we should do, if anything, about
the child pornography guidelines to nmake them nore
useful to sentencing judges. And as a new sentencing
judge nyself, | have to say that there are a nunber
of factors that nmay go into determ ning what the
appropriate penalty is for a defendant convicted of
chil d pornography who stands before ne. And sone of
t hose factors are not addressed in the guidelines,
such as how | ong a person has been collecting child
por nogr aphy, how many of the inmages standing al one
are uni que as opposed to duplicates, a nunber of —
whet her the person organized themfor easy retrieva

and review later, or sharing.
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There are a nunber of different factors
that | think judges would find very useful to help
prod themin thinking, and help prosecutors and | aw
enf orcenent know what judges would find interesting
as they are doing the investigations.

So | do want to say that | appreciate that
this is a hearing that tal ks about the forensics, the
digital forensics that go into investigating these
ki nds of cases, what's possible, what isn't, what are
the resources and so on, as well as sone of the |egal
aspects, because all of those issues | think conbine
in addition to the social science research that can
hel p shed light on what is of deep concern to all of
us, which is what risk child pornography possessors
pose in terns of contact offenses, either in the past
or in the future.

So with that, |I look forward to hearing
fromthe wtnesses.

CHAIR SARIS: Thank you. Anybody el se?

COW SSI ONER WROBLEWSKI : Very briefly,
Judge Saris. W are very pleased that the Conm ssion

is holding this hearing.

13
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As you know, and I know as we're going to

hear, this crinme has really expl oded over the |ast 10

or 15 years with the devel opnent of the Internet. W

at the Departnment of Justice and in | aw enforcenent
have reacted in a variety of ways, including

depl oyi ng agents and prosecutors, new technol ogi es of
our own, to try to address this.

W have a new national strategy. W have
a new national coordinator to do this. But we al so
recogni ze that sentencing policy does need to be
refornmed; that there are changes that need to be
made, and we are pleased that the Comm ssion is
taking this up.

W have identified it as a priority over
the | ast several years, and the Comm ssion has put
together a very, very inpressive array of w tnesses
that we're going to hear fromtoday and we are very
much | ooking forward to it.

CHAIR SARIS: Thank you very nuch
Conm ssi oner. Anybody el se?

(No response.)

CHAIR SARIS: Ckay, we are ready. You are

14
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up at bat. W are going to start —I amgoing to
start by introducing folks.

Janes Fottrell —if | got that right —is
the director for the Child Exploitation and Cbscenity
Section, | guess CECS? CECS, in the Cimnal
Division of the United States Departnment of Justice.
M. Fottrell oversees conputer forensics specialists
within the section's H gh Technol ogy Investigative
Unit. He conducts forensic exam nations of seized
conput er systens and the nedia, provides
i nvestigative and anal ytical support to prosecutors
and | aw enforcenent agents to identify online child
por nogr aphy and obscenity offenses, and devel op
strategies for gathering electronic evidence.

So in the mddle is Gerald Gant, digital
forensics investigator for the Western District of
New York, Federal Public Defender's Ofice. Heis a
pr of essi onal conputer forensics expert and systens
analyst with over 30 years of experience involving
conputer autonation forensics and progranm ng. He
perfornms forensic investigations in all electronic

evidence involved in federal crimnal cases.
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Last but not |east, since he is fromny
honme state, is Brian Levine, who is a professor in
t he Departnent of Conmputer Sciences at what we call
UMass- Arher st, but others may say University of
Massachusetts in Amherst, where he has taught since
1999. Dr. Levine's research focuses on nobile
networ ks, privacy, and forensics and the Internet.
He serves as a primary investigator on a variety of
federal ly funded projects.

Now before we get going, there's a certain

protocol here —I know this exists in the First
Grcuit, | don't know whether it exists in every
circuit —the light protocol. So | just wanted to say

that the way this is going is there will be a yell ow
[ight that will go on when tine is running cl ose, and
then a red light when the tine is up, and then the
hook.

(Laughter.)

CHAIR SARIS: But now quite. W are going
to have everyone essentially go through their
presentations, and then | am going to ask everybody

if they have any questions for you. But know ng, as
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well, that we have an incredibly |long day and I have
got a lot of panels that | need to get through. In
fact, | think we are going fromwhat's it, 8:15 to

5:30, and we are trying to make it. There's so much
to say about this inportant topic.

So why don't | turn to you, M. Fottrell

MR FOTTRELL: Good norni ng, Chairwoman
Saris, Vice Chairs Carr and Jackson, and the
Conmm ssi oner s:

Thank you for this opportunity to be here
this norning to talk to you about the Departnent's
efforts in investigating child pornography offenses

and the conmputer forensics associated with that.

For the past 20 years | have been invol ved

in conmputer forensics and the investigation

prosecution of child exploitation offenses. | am

famliar with the different technol ogies that

of fenders have used to conmt their offenses and the

evol ution of the technol ogi es over the past years.
As new t echnol ogi es energe, offenders are

often anong the early adopters of those technol ogies

to further their activities. | have w tnessed how

17
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digital evidence has kind of standardized, how there
are procedures and policies for how digital evidence
is exam ned and anal yzed by forensics practitioners.

Wien digital evidence is seized, one of
the first steps undertaken is for software prograns
to create exact-image copies. The copying process
duplicates all of the data on the digital evidence.
Techni ques such as creating uni que hash val ues are
used to ensure that the image copy is accurate and
conpl ete and allows the further exam nation and
anal ysis of the inmage copy while the original nedia
is safely stored away.

Once image copies of the digital nedia are
created, the analysis of this nedia hel ps
investigators and prosecutors answer sonme of the
critical questions of the offense, including who did
it, when did it happen, where did it cone from how
did it get here, and what technol ogi es were used to
commt the offense. Finding the answers to these
questions is |like assenbling the pieces of a puzzle
in order to forma clear picture of the offense

conduct .

18
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The anal ysis of this digital nmedia can
hel p provi de evidence of the charged conduct,
including providing critical evidence of the
know edge and intent to collect child pornography.

I dentifying and extracting i mages and videos is only
the first step in the process. An additional
analysis is needed to assist the prosecutors in
determ ning the appropriate crimnal charges.

An exanpl e of how anal ysis can help the
digital investigation and help the prosecutors reach
their goals is to exam ne the patterns of web
browsi ng activity.

Using a web browser is probably the nost
common Internet activity used by al nost all conputer
users, and this activity provides val uabl e
i nformati on about who was using the conputer.

Exanpl es of web browsing activity that can uniquely

identify who was using the conputer include web-based

e-mail, online banking, web activity associated with
a particular job interest or hobby.
A timeline can be created and uni que web

browsing activity can be plotted al ongside illegal

19
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activity to help establish who was using the conputer
during a particular tinmeframne.

Digital nedia can al so include val uabl e
el ectronic artifacts about when particul ar i mages and
vi deos are displayed by the conmputer user. This is
particularly relevant in child exploitation cases
where the images and vi deos thensel ves are often
speci fically charged conduct.

There are many different ways to show when
a conputer user actually viewed the inmges and
vi deos, including the existence of a file comonly
known as a Thunbs.db file. A Thunbs.db file is
automatically created by the operating system when a
user navigates to a folder and displays it in
Thunbnai | view. The date and tinme associated with
this file is evidence that the conputer user viewed
the particular file at a particular tine.

Anot her exanple of the kind of information
that can be extracted during a conputer forensics
examis information contained in the Wndows
Regi stry. The Wndows Registry is another file

automatically created by the Wndows Operating System

20
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that stores valuable information about web browsing
activity and specific information about inmages and
vi deos vi ewed by the conputer user.

An exanmple of the information stored in
the Wndows Registry is the text that a user enters
into the address bar of a web browser software. This
information is called "Typed URLS" in the W ndows
Registry. This information is automatically saved
and presented to the user if they begin to type the
sane web address at a later tine.

In child exploitation investigations, this
information fromthe Wndows Registry can contain the
nanes of websites specifically associated with
illegal material.

Link Files are another exanple of the type
of files that are automatically created by the
operating systemand are available to a conputer
forensics examner. Link Files are automatically
created by the operating systemwhen the file is
di spl ayed. Conputer forensics software prograns can
quickly identify these Link Files and create detailed

reports listing particular inmages or videos and the

21
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date that they were displayed.

This type of information hel ps prosecutors
establish specific dates of know ngly possessing
certain i mages and vi deos.

In many investigations, the offenders have
very large collections of inmages and videos. Wth
any large collection of files, it is necessary to
sort and organize theminto particular different
folders. The folder nanes and structure often
contain useful insight into exactly the type of
i mages that are nost revered.

This folder listing is an exanple of the
type of detail used to organize a collection of child
por nography. This list includes a folder naned
"Stuff I Want More OF", and "Self-Mades, H gh Quality
Stuff.” These exanples help to illustrate the types
of information that is typically identified during
conput er forensics exam nation and show whi ch i nmages
and vi deos present on a specific conputer were
accessed and mstakingly viewed. Images in
particul ar folders sorted and organized in this way

are not accidentally viewed; they are purposely

22



10

11

12

13

14

15

16

17

18

19

20

21

22

23

sorted and organi zed in a particul ar manner.

An inportant question to address in child
exploitation investigations is to identify where the
i mages and videos originated from Conputer
forensics can provide answers to these questi ons.
Most conputer users are very famliar with using
conputers and the Internet to access websites and
e-mail .

Wil e these two technol ogi es are the nost
popul ar, there are many ot her technol ogi es used on
the Internet every day. Sone of these technol ogies
have been in use for years, or even decades, and
ot her technol ogi es have only been available in the
past few years.

There are many different ways to classify
and organi ze the types of different technol ogi es used
inonline activity. One way to organi ze online
activity is by identifying the different
soci al i zation aspects of the activity.

The first level, in the lower left [of the
Power Point] is the individual experience where the

of fender is acting alone to receive, collect, and

23
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share material online. As the offender increases
their desire for nore specific material, they begin
to reach out and contact other individuals who share
the sanme interests.

As they comunicate with other offenders,
usi ng such technol ogi es as G gaTri be, instant
nmessagi ng, newsgroups, and e-mail, they begin to
establish a unique online identity and use this
online nicknane, alias, or sone other online
identifier to identify thensel ves online.

These contacts with other individuals help
themto refine their desire for nore specific
material, while helping to validate their behavior
anong | i ke-m nded peers.

The next progression of behavior is to
join an online comunity, including web-based foruns,
soci al networking sites, or Internet-related chat
roons where nenbers congregate sinultaneously to
provi de encouragenent and further establish a sense
of comunity.

An inportant conponent of this level is to

make sure that nenbers enpl oy sophisticated
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techni ques to evade detection by | aw enforcenent and
depl oy encryption to thwart the discovery of illega
materi al .

More experienced of fenders offer gui dance
and support to newer nmenbers to help teach them
different technol ogies to obtain nore exclusive
material. And | wll go through sone exanpl es of
t hese technol ogi es.

The singul ar experience; Ofenders
operating alone without direct contact with other
offenders or victins. 1In a typical comrercial child
por nogr aphy website, potential nenbers would be able
to view a nunber of preview imges and vi deos as an
advertisenent to encourage paid nenbership. A

potential nmenber would join by clicking the "join

now' |ink and conpleting a web-based form entering a

nanme, e-mail address, credit card or other form of
online paynent. An e-mail nessage is sent to the
user wwth a link to the nenbers-only content, and a
user nane and password to access it.

The user would then have access to the

excl usive nmenbers-only area on the comerci a

25
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website. At this level, nmenbers have no direct

nmet hod to communi cate with other offenders or Iimted
ability to communicate wth the website

adm ni strator

Peer -t o- peer software prograns such as
LimeWre, FrostWre, and others, is usually
downl oaded froma vendor's website at no cost. Once
the software is installed on a conputer, the user
enters a search termto begin a search for files
mat ching the search termon the Giwtella network. As
mat ches are found on the network, they are displayed
to the user. Wen a user selects a file fromthe
list, the file is begun to be downl oaded to the
conput er.

Search terns used by peer-to-peer users
can sonetinmes be very generic, as the word "young,"
or they can be very specific, such as a particular
series or a particular victimnane, a particul ar
website, or a very specific age range of naterial.

When of fenders are communi cating directly
with other |ike-m nded people, they would use a

different set of technol ogies, including e-nail

26
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i nstant messagi ng, G gaTri be, and Usenet news groups.
Many of these technol ogi es have been wi dely used on
the Internet for nore than 20 years, and sone of
them including GgaTribe, have only become popul ar
in the past five years.

Certainly all of these technol ogies all ow
i ndividual s to exchange i mages and vi deos, but they
have the additional capability of providing a conduit
for direct communication. This communication allows
frank discussion of preference and specific types of
material in helping individuals establish their
uni que identity.

The group experience: Goup experience
i nvol ves technol ogi es that are designed for nultiple
users to neet, comunicate, and share information.
They i ncl ude such technol ogi es as web-based foruns
sonetinmes known as bul | etin boards, social networking
sites, and Internet-related chat.

A common characteristic of these online
groups is that they are exclusive clubs, and they
have specific rules and guidelines for nenbership.

This is a sanple of rules froma past website forum
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investigation. The admnistrator of this forumis
clearly explaining the type of imges and vi deos

want ed: nude and non-nude. Wat is the age range?
Zero to 17. And there are separate sections for both
boys and girls.

QG her rules instruct nenbers on how to
configure their web browser to increase security, and
how to use a proxy server to mask your actua
| nt ernet Protocol address online.

As the nunber of nmenbers in an online
group grows, it becones natural to sort and organize
t hensel ves into separate hierarchies to distinguish
t he nore experienced and senior nenbers fromthe
newer nmenbers. In this exanple, we can see the
different group |l evels and the nunber of nenbers in
each group. At the |lowest level, there are 208
regul ar menbers. The next category is a "trusted
nmenber" and there are 225 of these individuals.
"Master VIPsS" are next wth 92 nenbers. And finally
there are three top adm nistrators.

These sel f-reporting groupings help | aw

enforcenent investigate and target and focus their
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i nvestigations on the nost serious offenders in the
gr oup.

One of the benefits in joining an
exclusive group is the ability to trade material that
is exclusive to the group. There are many different
types of exclusive content, including particular
victinms, age ranges, types of sexual conduct,
including extrenely sadistic naterial.

Thi s exanpl e shows the section of a web-
based forumthat is reserved for super hard core.

The rules of the section are quite clear as to what
constitutes "super hard core" material: preteens in
distress or crying. The last line includes: |If the
girl looks totally confortable, she's not in distress
and it doesn't belong in this section.

In conclusion, offenders use nultiple
Internet technol ogies to conmt offenses online, and
the type of evidence available to investigators and
prosecutors varies dependi ng on those technol ogi es.
In sone cases, all of the evidence of the offense can
be found on the offender's conputer. But in nost

cases, there is additional evidence |ocated on
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conputer servers on the Internet, separate fromthe
of fender's residence. As investigators conbine this
evi dence, they get a nore conplete picture of the

of fender's conduct.

Thank you, and I will be happy to answer
any questions fromthe conm ssioners.

CHAIR SARIS: Thank you very nuch

M. Gant?

MR GRANT: Thank you. Excuse nme while |
clear ny throat. | also appreciate the Conmm ssion
for allow ng ne to speak on behalf of this inportant
topic. As we go through the process of the Internet,
as M. Fottrell has nmentioned, one thing I would |ike
to make sure that everybody is very famliar with is
advancenents in technology. | think this is a very
inmportant area to be aware of as we try to understand
how t hese gui delines and these enhancenents apply.

As we know as was nentioned, contraband
material comes in typically two categories: stil
pi ctures and novies. Wat's happeni ng, though, is
we're seeing this transition fromthe original stil

pi cture, which was a physical copy of a picture you
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can hold, to what's now becom ng digital —nothing
nore than ones and zeroes on a conputer.

That type of conveni ence, instant access
to everything, is where we are seeing the evol ution
of computers. Technol ogy advances at such a
speed —nuch faster than many of the other
technol ogies around it, are areas of interest.

As we can see in this slide, we have gone
fromstandard filmthat required developing right to
digital caneras. As we all know, many people wal k
around wi th smartphones in their pocket. They are
all capabl e of taking video, taking pictures quickly,
and what's interesting about these is there's no
regard for are you going to run out of filn? Do we
need to get these devel oped?

W are in a world where we have instant
gratification and instant access to what we need.
Let's take for exanple sonebody who takes a picture
of a famly nmenber on a roll of filmwuld need to
wait until they used the rest of that filmto take it
to be devel oped, and then they would find out if

those pictures were blurry, if they needed to take
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addi ti onal ones.

Wl | along the rules of technology as it
advances, just like in any other technol ogy, film
al so advanced where you can get an instant film
devel oped right in front of your eyes. Polaroid
caneras cane out. So the technol ogy went from having
to wait to develop, to watch this thing developing in
your hands and wondering, wow, this technology is
phenonenal and where can we go from here.

Vel |l nowin today's world, we don't have
to wait. W also don't need to worry about if we're
running out of film W also don't need to worry
about how many pictures we take, because we can
instantly take them delete the ones we want, and we
know if they're blurry, we knowif we captured the
nonent that we want.

What is also inportant because of
technology is a person can instantly take these
pi ctures and vi deos and quickly upload themto their
soci al pages, their Twitter accounts, they can tweet
about them they can send themvia e-nmail to their

| oved ones.
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Wiy is this inportant? Because we need to
under st and where technology is going. Everything is
smaller. Everything is faster. Wat does that nean?
It neans that we can get nore instantly. W don't
have to wait anynore. |It's the sane for the
| nt er net.

What used to take the tine to downl oad a
single picture in today's world we can downl oad
hundreds of pictures in that exact sanme tine. Mst
peopl e have highspeed Internet in their homes. They
are no |l onger working with nodens.

In the old days, when child pornography
has been around, as we've known, it's been around for
awhile. There used to be the filmwhere they woul d
have to develop themeither on their own, or use the
pol aroid types, send themin the post office, and
mail themto other people. That's no |onger the
case. The Internet has changed all that. It has
taken away boundaries. It has offered conveni ence.
But what happens is the Internet, when it first
started, was slow, according to today's standards.

And that wasn't that |ong ago.
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Modens woul d connect everybody to the
Internet. So therefore to downl oad pictures was a
sl ow, painful process, as well as to upload. Videos
wer e al nost nonexi stent at this point because they
were too |l ong to downl oad.

So as the Internet has devel oped, as we

heard fromM. Fottrell, these different bulletin

boards, the chat roons, all started developing in the

background. These were the ways of soci al
interaction with people that allowed themto

comuni cate. Still, you are limted to the speed of
the Internet at that tine.

What this allowed you to do, though, is
socially interact with others, exchange ideas,
exchange interests. At some point, these prograns
devel oped where ACL Instant Messagi ng, Yahoo, NBN,
becane standards. People were confortable with
t hese.

The user interface and the easibility
becane sinpler to the average user. That's what is
i nportant here. Now they can go into a quick chat

room There were abilities to go one-on-one with
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what's called "private chat,” which then al so al |l owed
themto exchange files.

This exchanging of files within chat roons
t hough required sone type of affirmative action. A
person had to say they wanted to send a file. The
person had to receive it. They could have refused if
t hey wanted to.

Vel | what does that nean? As | nentioned
bef ore, bandw dth of highspeed Internet is hundreds
of times faster than what it used to be just a short
time ago. That is where you have nassi ve downl oads
of files and can see hundreds and hundreds of
pi ctures where you otherw se would not see that in
past technology. That is just the speed of the
Internet. That is the speed of technology. That is
t he common nature of human bei ngs.

W all want faster, quicker, better
availability. W need that.

As was nentioned before, what were sone of
the neans? E-nmail wa a neans of sendi ng back and
forth child pornography. Wat happened, though, wth

e-mails in the earlier days, you were limted to
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size. So videos being sent via e-mail was

nonexi stent. Typically there were sone pictures, or
there were sone chatting back and forth to find the
i nterests.

Wil e that's happening in the background,
you have the Internet devel oping, and all of these
search engi nes becane available. Wuat did that
all ow? They marketed the needs of the person to have
i nstant feedback of what they wanted. They could
quickly type in a few keyword searches and find
anyt hi ng you wanted on the Internet.

It's an amazing thing. The Internet has
brought a | ot together. But obviously it has offered
ot her options for our child pornography. Wat cones
with this is Internet Relay Chat, as was nentioned,
as wel | .

Internet Relay Chat is kind of the
begi nni ng of what we now see as peer-to-peer. The
peer-to-peer networking in ny experience has been the
primary vehicle that we see our child pornography
cases today. Internet Relay Chat was a devel opnent

fromthe chat roons, but then started turning into
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what was called the first peer-to-peer file sharing.

Oiginally when you shared files, there
had to be sone type of comruni cati on between two
people. They had to accept it. You had to send it.
| RC and these others devel oped the first type of file
sharing where a person could go in, if they knew that
person's | P address or information, and can | ook for
the files that they had avail able to share.

Now i n the ol der days, it was very
cryptic. It wasn't user friendly. |If you didn't
know the right command to type in, you couldn't get
this. That has all changed and the user interfaces
are becom ng sinple.

So what happens is, we have our first
consi dered peer-to-peer application. Napster
arrives. |'msure we've heard about Napster. It has
now been shut down due to copyright infringenents and
everyt hing has been closed. Napster becane the first
peer-to-peer system but it was based on what's
called a centralized system Maning that the users
had to log in to a centralized server in order to

connect.
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Vel |l that nere fact is what allowed things
to be shut dowmn. Because it put all of the
proprietary hosting on the Napster conpany's itself
and not the user's. So as popularity grows, and it
becane such an easy to use system it obviously
becane a sore eye in the nusic industry and novie
i ndustry.

So while that was litigating and being
shut down, a new nodel appears, what's called
decentral i zed peer-to-peer. This is typically what
we're seeing today in our cases. Wat it neans is
t hat now nmachi nes can connect directly to other
machi nes without a centralized server. There's no
need to log in to a specific server in order to get
on this network.

The person's nachi ne t hensel ves becones
the user, as well as can becone the server itself, or
what they call the "ultrapeers.” W see prograns
cal | ed Bear Share, KaZaA, which becane extrenely
popul ar, and then LineWre at that point.

This was difficult to shut down. Wy?

Because there is no centralized area. So therefore
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the sharing grew and grew within these types of
systens. So therefore popularity happened.

But what was with these new systens? They
automatically shared your files. Early, initial
rel eases of these prograns shared your files w thout
know edge. It was kind of a protocol that needed to
happen.

What was eventually gained fromthis is
peopl e woul d have the option to shut sharing off as
the software evol ved. But what would be the penalty
is, if you shut sharing off your speed would sl ow
down. You woul d not have access to as many files as
needed. So you were actually penalized by not
shari ng.

Vel | what does that nean? Well, as
conpetition cones together and people realize that
you don't have to share, the LineWres, FrostWre,
all of these peer-to-peer softwares, evolved. And
what they did is they gave other ways of sharing
files. In this case, we can see what the origina
Li mreWre/ Frost Wr e/ KaZaA-type fol ders woul d have.

There are two hol ding areas: an inconplete area
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where the file was bei ng downl oaded and not conpl et ed
yet, in the process; and a shared area. If a file
was in the shared area, it would be shared if the
user chose to share that physical file.

Vel | things change, and the newer
renditions, the newer versions offered nore options
to share. They included a new folder. Instead of
just the shared and the inconplete, they al so
introduced a "saved" folder. Kind of msleading to
the user, assumng that fromnowon if a fileis
downl oaded fromthe "inconplete"” it gets noved to the
"saved" folder, instead of the "shared" folder

To the user, the "shared" folder is what
is being shared; the "saved" is for their own saving.
It was kind of msleading, and I'll explain it.

As they cane across, there were, as you
can see, options where you can un-share a shared
folder. But there is no option to change the "saved"
folder. You had to take an area, or set an area, to
save your files. Well these peer-to-peer ones woul d
automatically default. Even though you' re not

sharing your area for shared folders, you are al so
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automatically sharing anything that you' ve downl oaded
fromthe KazaA, LinmeWre network to begin wth.
Meani ng that even if you don't put sonmething in the
shared fol der, everything you access fromthe network
automatically gets shared back to the network.

Vel | what happens in this point? People
started finding ways of shutting off sharing. |If you
wer e savvy enough, you can actually go in and nodify
the program settings outside of the standard user
interface to shut this off.

Wl | as technol ogy progresses, so does the
peer-to-peer. They introduced yet a third way of
sharing files. They started doing what's call ed
"sharing partial files," or "partial sharing of
files." This is a technique of what they cal
"swarm ng. "

What that neant is, even if you were able
to shut off the "shared" area and the "saved" area,
files that you were in the process of downl oadi ng
woul d automatically be shared, even if they were not
a conplete file. So before you even had that file,

you were automatically advertising it as being
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shar ed.

It becane al nost inpossible to truly shut
off shared files. And this recently becane a case in
Fl ori da where the FTC was agai nst FrostWre, and
there was a case that cane about where they forced
FrostWre to now di sclose to the user very clearly
every file that is being shared and who they are
sharing it to. So there is no msrepresentation.

And that was just, | believe, recently closed, a
civil case, in Qctober of 2011

So what does that nean? Wth all this
peer-to-peer and sharing going on, file nanes becane
larger. As we tal ked about before, you start seeing
file names with nmultiple ages init. In ny
experience, | see 2-year-old, 3-year-old, 4-year-old,
5-year-old, 6-year-old, PTHC, PETO Lolita, Sex,
Porn, Son, Daughter, Mom That is all one single
file. You have no idea what the content of that file
is. But they nanmed these files |like that so that
they show up no matter what search termyou put in
and you get a hit fromthem

What nakes it even nore scary in this
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case, you put in a term"sex," you can easily get 2-
to 300 files comng back that are available with the
term"sex" init. But alot of these also contain
12-year-old, 9-year-old, 2-year-old; they're all

i nterm xed.

What even nmakes it nore inportant is a
user can look at this list wthout even scrolling
down to the rest of them select themall, tell them
to downl oad, and wal k anay. So within a matter of
mnutes with today's technology, | can start up
LimeWre or FrostWre in this case, because LinmeWre
is done, | can type in the word "sex," grab all ny
files, go to lunch, cone back, and | am al nost pretty
certain | amgoing to hit every one of the sentencing
enhancenents within that short period of tine based
on hi ghspeed technol ogy, instant availability, and
sinpl e keyword searches that don't even indicate what
ny preference is.

That is what it neans. H ghspeed neans
nore files. Renenber, we can downl oad hundreds of
files that we couldn't downl oad sinply years ago with

nodens now i s avail able w th hi ghspeed.
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It was al so nentioned with peer-to-peer.
They evolve. @G gaTribe, as was nentioned, is a
standard peer-to-peer option. It also offers private
chat roons and private tribes, is what they call
them "invite only." W're well aware that this is
happeni ng out there.

So these types of evolutions with
peer-to-peer type software is in the works, and we're
starting to see those in sonme of our current cases.

So with all of those cases, what else is
on this conputer? W see a |lot of stuff happening in
this world of the Internet about identity theft.

Cyber crinme is out of control. VM ruses are being
devel oped at an extrene rate that's just anmazing.

You can't sinply go on the Internet wthout sone type
of anti-virus wi thout getting caught up with sone
type of hacking within a short period of tine.

There's a lot of identity protection tools
out there that are in common use: anonym zers, the
web browser filtering, what they call in-private
filtering. These tools are being built into standard

operating systens today —encryption, for a fact.
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W ndows now conmes with its own built-in
bit-1ocker encryption. Wat would be considered a
hi gher -1 evel technol ogi cal advancenment wth
encryption and anonnym zers is nowin this day and
age a sinple click away —within a few nouse clicks
and entries, you can encrypt an entire hard drive.
You can anonym ze your web surfing. And it is even
being built into the standard browsers: |Internet
Explorer, Firefox, they're all inclusive in handling
what's called in-private browsing.

Wiay? To protect your identity. You go to
a hotel. You don't have your laptop with you. You
go to their public kiosk and, you know, your credit
card has been denied, so you want to go | ook at your
bank account. Well if you do that and do not secure
or give sone type of anonym zation of this file, your
information is now on that machine and it could be
pi cked up by a hacker.

These prograns are sinply designed to
protect your identity. There's a lot of surfing
that's going on on the Internet purchasing. The sane

thing with all these devices. W all run around with
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now t hunb drives. W have backup devices. W have

t hese smart phones. Standard —or encryption is being
built into these things. So you cannot even use

t hese devices without setting up a password, w thout
encrypting sonmething. The Droid cones automatically
encrypted. Backup drives do the sane thing.

It's becomng a standard. So this
technology is no | onger advanced; it's just sinply
available. And nost of it is free on the Internet,
i ke anything el se. What we're doing is just
st oppi ng cyber crimnals.

The sane thing with wiping utilities and
cleaning utilities. They are all over. They're
free. There's websites that market this. Wat do
they do? Ceaning utilities clean up your machine.
They make themrun faster. |It's a proven fact that
if you use your machine over tine it will slow down.
You will get tenporary files scattered everywhere.

The fact that a cleaning software is on a
machine isn't of direct relevance to a crine. It's
the fact that they want to keep their nmachi ne cl ean

Even though specific wping utilities that take these
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files and overwite themstill |eave audit trails al
over. So through forensics it can easily be
recovered. W can see that activity. W may be able
to wipe afile, but we can't wpe the audit trail.

Even the DoD has created their own policy
inregard to this that says we do not |let any devices
out the door unless a full forensics wipe is
pr ocessed.

New t echnol ogy al so comes into play.
These devi ces auto-cl ean thensel ves. They are
actual ly wi ping unall ocated space by thenselves in
order to keep thensel ves running nore snoothly and
faster.

Now we nentioned about forensics analysis.
Adam Wal sh has made it extrenmely difficult for the
def ense. Even though we can get access to the
analysis, we don't have the availability in our
offices to do a full forensics exam nation. It
requires tine, access, cost. W need to bring our
own equi pnment over, or we're limted because we would
need to | eave our equi pnent.

Therefore, we're in nore speed, nore
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content, instant availability, standard options. |
t hank you for your tinme and appreciate that.

CHAIR SARI'S: Thank you very nuch
Pr of essor ?

MR LEVINE: Thank you. Judge Sari s,
menbers of the Commssion, it is ny pleasure to be
able to speak at this hearing today and | thank the
Conmm ssion for its time and the opportunity to speak.

My experience in education and work as a
conput er science professor at the University of
Massachuset t s- Amher st i nvol ves conput er networ ki ng,
digital forensics —especially in the context of
online investigations of crinmes against children.

For many years before ny interest in
digital forensics, | had been studying the Internet
and peer-to-peer networks. | work regularly with | aw
enforcenent and ny research group i s responsible for
a suite of forensics tools used nati onw de and
internationally. M testinony today is infornmed by
t hi s experience.

| want to address one main question during

the tine that has been allotted to ne today: How can
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Congress, sentencing judges, and federal sentencing
gui del i nes appropriately distinguish between | ess and
nore serious of fenders?

And though | amgoing to answer only from
ny view of technology, | hope the Comm ssion wll
pl ace ny statenments in the context of other w tnesses
today that will speak from other points of view

O fenders who engage nore seriously in
child pornography file possession and in distribution
can be distinguished fromless-serious offenders in
part by their online actions and the technol ogy they
use to access and share inmages of child exploitation
on the Internet.

| see three critical nodern aspects of
this crinme, its offenders and the technol ogy that
supports it, that are not generally considered now

First, the value that offenders contribute
to the online comunity that they | everage to acquire
and share files containing i nages.

Second, the nonpecuniary benefits that
they receive fromthese comunities by participating.

And third, the masking nmechani sns they may
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enploy intentionally to evade investigation.

Fromny view, CP offenders are nenbers of
online comunities that are supported by various
mechani snms that we have just heard about, including
peer-to-peer file sharing networks, websites, web
servi ces, and chat roons, anong ot hers.

And | amusing this word "conmmunity"
broadly. Sonme comunities are conprised only of
users that never communi cate and act just to trade
data. At the other end of the spectrumthere are
groups that trade and have nmuch nore detail ed socia
rel ati onshi ps.

So ny testinony today is based upon the
conmon properties that these venues and software
networ ks have, rather than particular properties, as
| want to speak about properties that | expect wll
exi st beyond any particular network or piece of
software that's avail abl e today.

So let ne go through all three very
briefly.

First, offenders can be distinguished by

the value that they contribute to the communities
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from whi ch they have acquired this content. Now the
val ue of a comunity, any comunity online, is
dependent on what each nmenber contributes. And any
successful service on the web is val uable, neaning
that it is used, and it is thriving, and growing in
part due to its content and in part due to its
availability and the ability of that network to neet
the demand for that content.

For exanple, in peer-to-peer networks
there is no central coordinator. And the value is
strictly based upon the contributions of the peers
that join. Many peer-to-peer networks exist, as
we' ve heard, including Gwtella, BitTorent, Ares,

G gaTribe, and so on, and largely they are used for
ot her types of content, not CP. But they are
certainly used by CP of fenders.

So what do | mean by "value"? Well nore
specifically the value of these communities can be
determned by a few factors. First of all, the
nunber of peers involved. Secondly, the anmount of
content that the peers share. The anount of tine

that the peers devote to the comunity. And the
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resources —in other words, bandwidth in this case —
that the peers contribute to neet demands for that
cont ent .

Users that have contributed a great dea
of value to a community in these terns are nore
serious offenders, or can be viewed as nore serious
of fenders. Counting the nunber of files shared by an
of fender is necessary, but not sufficient here. So
to give sonme concrete exanpl es:

Let's say we have a User A that shares 900
files —in other words, inmages of CP on the
network —and he does this for a single day, but
provides during that tine a w ndow of opportunity for
others to copy and further distribute the content
while he is then offline.

He adds val ue by increasing the set of
avail able files on the network as sone in that
collection are likely to be unique to his collection.
And | arger collections tend to have nore unique files
in them generally.

Now | et's take for exanple User B who

shares just nine files but does it for 100 days. The
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nunber of files is |ow, but the w ndow of opportunity
is quite long, and the value that this user adds to
the network is to nmake it easier for others to get
content, no matter what tinme of day it is, during

t hat | ong peri od.

Now finally, User C shares the sanme nine
files as the second case, but is online only for a
short period of time. Now there is still value added
here due to the way that the Internet is actually
general | y depl oyed. People that have residential
Internet service tend to have a great deal of
bandw dth for downl oadi ng, but a fraction of that
rate for upl oading.

So in order for sonme User D to |everage
his entire downl oad rate, he needs to get the file
not just fromUser B but fromUser Cas well. And in
fact, the nore portions of the file he can get in
parallel frommany different users, the greater the
downl oad rate and the greater benefit that he'll have
fromthat network.

So to summarize, it's not just the nunber

of files shared that matters, it's also the tine and
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resources devoted as well. And of course |egal
aspects such as intent nust al so be consi dered.

Now second, offenders can be di stingui shed
in ternms of the nonpecuniary benefits they receive
fromthese communities. |In sone venues, offenders,
as we have heard, will receive benefits and
incentives for their participation. Ofenders that
t ake advantage of these benefits can be consi dered
nore serious of fenders.

So in some cases these benefits are
related to inmproved network performance. So for
exanpl e in sone networks one offender m ght mark
another as a "friend" and in doing so will receive a
hi gher downl oad rate. Once the downl oad rates
i ncrease between of fenders on the sane network, the
val ue increases for everybody because the ability to
get content is nmet nore easily.

In other, nore serious cases, the benefits
can include training and encouragenent that nmay | ead
fromjust sinple file trading to contact offenses,
al t hough I have | ess experience in this aspect of

t hi ngs.
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The third category by which offenders can
be distinguished is an intent to evade investigation
by masking their network information. The network
details such as | P addresses of the user's conputer
that will formthe basis of an online crimna
investigation. And it is inportant that
investigators are able to continue these
i nvesti gati ons because proactive investigation of
online networks is one of the best ways —or | should
say, is one of the best proactive ways to find
of fenders that are trading these files, and in sone
cases find contact offenders.

O fenders that intentionally use
mechani snms to mask network addresses and ot her
information as part of these crinmes should be viewed,
or can be viewed as significantly nore serious
of fenders. Masked offenders can participate fully in
open conmuni ti es, making content avail able
internationally, yet stonewalling justice and
thwarting i nvestigators' abilities to put a stop to
t hese comunities and rescue exploited children in

sone cases.
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Masking is different than encryption. It
is not an obfuscation of data; it is an obfuscation
of a network address. Now there are many ways of
mask your | P address, including sinple proxies.
There are nore conplicated exanpl es such as VPN
services that are available worldw de. The nost
conplicated or nmulti-proxy networks such as Tour
And these systens have been designed for many ot her
legitimate reasons. VPNs are critical to businesses
across the world, for exanple.

Just because a user is behind a nechani sm
t hat masks their network address doesn't nean they
are doing anything illegal, that's for sure.

However, those that are engaged in CP trafficking or
trade and then intentionally mask their | P address
can be viewed as nore serious offenders.

Does t he maski ng cause nore harmdirectly?
No. But simlarly, a bank robber that wears a mask
can receive a sentenci ng enhancenent.

So this concludes ny testinony. | thank
you for your tinme. These views are based upon by

trai ni ng and experience working al ongsi de | aw
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enforcenent for many years. And the three areas that
| ve described, considered al ongsi de ot her testinony
that's presented today, are a good basis for

di stingui shing nore serious CP traders fromless
serious of fenders.

Thank you.

CHAIR SARIS: Thank you. Questions?

COW SSI ONER HOWELL: One of the questions
that | have is how nmuch are guidelines, which are
i ntended to guide judges in determning an
appropriate sentence, also guide the forensic
investigations that are done by |aw enforcenent? You
know, | have seen a nunber of child pornography cases
where the nunber of images are provided for
sentencing, the type of inages are provided for
sentenci ng, tracking what are child pornography
gui del i ne enhancenents called for.

A nunber of other questions that a
sentenci ng judge m ght have are not necessarily
imredi ately provided. So | have certainly gotten the
i npression that the forensics perforned by these

federal |aw enforcenent in support of federal
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prosecutions are really totally focused on our
gui del i nes.

Is that a correct inpression?

MR FOTTRELL: Certainly that is a factor.
Wth conputer forensics resources, the nunber of
conputer forensics examners is limted. W don't
have an infinite supply of forensics exam ners. And
if they are doing investigations, they are going to
nmeet the needs of the prosecutor and neet the needs
of the investigation. Sonetinmes that is based on
sent enci ng enhancenents. So what is the val ue of
doi ng nore work than the sentencing enhancenents
provide for? There is no benefit in doing that.

I think what sone of the sentencing
enhancenents can change is, it's not just the content
of the images, it's the conduct of the offender. |
think all of the panelists have nentioned that. It's
i ke conduct is inportant: the length of tine the
person has been engaged in the activity; the types
and techniques that they're using to hide their
identity. They are known nore by their conduct, not

the contents of the file that they possess. So
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soneti mes sent enci ng enhancenents can reflect nore of
their overall conduct and | ess then specifically the
content that they possess. That m ght hel p those

i Ssues.

COW SSI ONER HOMELL: Right. And | think
that the guidelines are a little bit —are nore
focused on the nunber of inmages, what the type,
content of the inmage is, as opposed to —I really
liked this phrase, "the socialization factors" that
are things that, you know, that the forensics are
certainly intrinsically capable of providing sonme
i nformation about.

MR FOTTRELL: Yes.

COW SSI ONER HONELL:  And so in terns of
the burdens, given limted resources, for exanple is
it a burdensone issue, or a fairly trivial task to
add to | aw enforcenent’'s burden to answer questions
i ke the nunber of unique inmages, as opposed to the
total nunber of inmages? And how burdensone is it
also to give the nunber of times that files were
actual ly viewed, as opposed to just saved?

And ny third question is: How burdensone
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isit for law enforcenent to be able to provide

i nformati on about the length of time, based on a
digital forensic analysis, a particular defendant has
been col I ecting child pornography?

Are those fairly —in other words, are
those fairly trivial questions to answer in a digital
forensics examnation? O are those highly
bur densone?

MR FOTTRELL: | think the answer to all
three of those questions relies heavily on training.
It's the training associated with the investigator
the training associated with the forensics people.
The difficulty in training in the past is some of the
technol ogies are very rapid. As these technol ogi es
energe, it takes tinme for the forensics to evolve so
that we know how to extract the rel evant information.

It takes tine to convey that information
to the prosecutors, and to the judges, and then to
the trials. So there is certainly a training aspect
associated with it.

I think what is nontrivial is the fact

that, as we are noving to |larger and | arger
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col l ections of child pornography, burdening the
conputer forensic examner to just say these are all
chil d pornography inmages, in 1996 where a | arge

col l ection of child pornography m ght have been

300, 000 images, it's very feasible for a forensics
exam ner and a prosecutor to go through themin a
reasonabl e amount of time. |In 2012, 3.5, 4.5 mllion
i mages on a defendant's conputer is nore comon, in
ny investigations.

It would be difficult for me to go through
in every case 3.5 mllion inmages and to categorize
themand to sort theminto specific detail. So there
has to be a bal ance —

COW SSI ONER HOWNELL:  Wel | you never
| ook —you nean, don't you run hash-val ue sets to
identify the known inmages of child pornography first?

MR FOTTRELL: Sure.

COW SSI ONER HOWELL: So you don't
actually look at three mllion inages?

MR FOTTRELL: You're right, it's not
feasible for ne to |l ook at 3,000 inmages —or three mllion

images. But there is an inportant reason to do that.
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So we work closely with the National Center for

M ssing and Exploited Children. Sonebody needs to
| ook at those images. Sonebody needs to find new
victinms, new abuse, new things that have not been
bef ore seen.

So it mght not be ny responsibility to
hel p the prosecutor in doing that, but certainly
t hose i mages need to be | ooked at and new victins
identified, new abuse —there is value in | ooking at
all of those images. And there's cost and training
associ ated with doing, and burdens associated with
doi ng that.

CHAIR SARIS: Did you have —

COW SSI ONER HOVNELL: Do you have anyt hi ng
to add to that about how burdensome —how trivial or
nontrivial a task it would be to answer those three
basi ¢ questi ons?

MR GRANT: Certainly. | will give the
def ense perspective here, because | have perforned
wel | over 150 of these cases, nmultiple devices. The
audit trail and the intent, in ny opinion, is doable.

| think it falls nore towards the trivial than it
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does the conpl ex area.

It doesn't involve | ooking at each
i ndi vi dual picture, but nore or |ess |ooking at
patterns. You can quickly, by having an entire
forensics examnation, sort itens by date. You can
| ook at specific areas that are well known to
forensics exam ners that show the audit trail of what
t he person was | ooking at, in what order they |ooked
at them where they noved them did they create a
folder. |If they did, what date, what tine.

The other factors comng into play,
especially when we're | ooking at | arge anmounts of
these, | think the |argest we cane across in Wstern
New York was about a half a mllion inages that was
our |l argest, nost of them hover around the 8- 9,000
mark. But even with those nunbers, what happens is
we start |ooking at dates. And if all of these
create-dates of these files are within seconds of
each other, that is an instant indication that the
per son mass- downl oaded t hem

So they didn't just select a specific type

of picture. |If they are all within a certain
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ti meframe, seconds, we can easily deduct forensically
that they were all grabbed and stated to downl oad at
the sane tine. Because peer-to-peer software works
when a person says to download the file, it
i edi ately builds an enpty shell that represents
what the file would ook Iike when it starts the
downl oad. It gets the create-date fromthat tine.

So the create-date alone |ets us know when
t he person started the downl oad. And if you see
patterns, it is pretty quick to see what they're
doi ng.

You can al so |l ook and find out if a person

is preview ng the software, or the inmage or video,

before it is conpleted. It will actually add another
suffix, or prefix to the file nane. You'll see
"preview." So you can | ook at these pretty quickly

in peer-to-peer cases, at |east, that you can deduct
whet her they did massi ve downl oads, whet her they
| ooked at them You can | ook at the Wndows Registry
and see when they did.

The other inportant factor is create-date,

nodi fy, and accessed. Quickly |ooking at the access-
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date, you can tell if afile —if they all have the
sane access date, then they' re not individually

| ooking at these. They are downl oading them They
may be noved to a "saved" folder, but that could be a
factor of the software.

But without the other audit trails that
you can quickly find, I think it would be nore
trivial to be able to | ook at patterns and see what
people are doing. And | do this on a regular basis
in the cases that | do. So that's ny perspective in
t hi s.

MR LEVINE: | just wanted to add that
everything you are saying is very much fromthe
perspective of the actions that the user took to view
what they do at their conputer. But they are still
on a peer-to-peer network. And when they nass
downl oad that, there's also —I think there are a | ot
of other contexts that go along with what you're
saying. So did they nmass downl oad froma search that
was for, you know, 1YQ right? Ws that the nass
downl oad —

CHAIR SARIS: For what?
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MR LEVINE: One-Y-O one-year-old.

Once they have those files, maybe they
| ooked at them maybe they didn't, but if they |eft
their conmputer on for a very long period of tinme they
per haps have an intent to contribute to keep the
peer-to-peer network alive. So | think there's a |ot
of levels of intent, and there's a |lot of actions
going on here that all have to be eval uated the way
t hat you're saying.

CHAIR SARI'S: Conmm ssi oner Jackson.

VICE CHAIR JACKSON:  Yes. | wanted to ask
about the neans by which we can distinguish nore or
| ess serious offenders. | know that all of you have
sort of touched on that.

M. Fottrell, you tal ked about going from
singular, to one-to-one, to the group experience.
And | am just wondering whether there is sort of an
i nevitable and natural progression fromone stage to
the other such that you could say that the | east
serious offenders are in the singul ar-experience
stage? And | guess ny thought is, in |ooking at sone

of the testinony that other people will have later in
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the day, | was surprised at sone testinony with
respect to the notivations of offenders, and that
there are people who get involved with this kind of
activity who may not be pedophiles who may not be
necessarily interested really in the child

por nogr aphy but have other notivations wth respect
to the use of the technology and the being in the
group and, you know, there are |lots of reasons

per haps why peopl e m ght engage in this.

And so |' mwondering whet her you coul d say
that there is a —that there could be a | ess-serious
chil d pornography offender who is engaging in the
type of conduct in the group experience | evel because
their notivation is the challenge, or to use the
technol ogy? They're very sophisticated
technol ogically, but they aren't necessarily that
interested in the child pornography piece of it?

MR FOTTRELL: | think it's difficult to
say that the singul ar-experience are not dangerous.
There are certainly exanples of that. |If sonmebody is
using a peer-to-peer network and they are searching

for "one-year old", or they're searching for a very
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sadi stic content, that would certainly nmake them
serious.

So | think it comes back to their conduct
is certainly an indication of their seriousness. |
t hi nk the progressions that you are seeing froma
si ngul ar experience to one-on-one, to a group
activity shows or denonstrates the length of tine an
of fender is using technologies. And | think the
progression is, they may start off with one
technol ogy but then as they devel op and gain
experience they are going to use nultiple
t echnol ogi es.

Just like | started out riding a bicycle,
then | learned to drive a car, | take the train to
work, so | amusing multiple technol ogies to comute,
just as offenders are going to be using nmultiple
technologies to commt their offenses. And as you
are growi ng and | earni ng new technol ogi es, there are
benefits of learning those technologies. You're
conmuni cating with other people. You're |earning
about security and encryption issues. You're

| earning to hide your identity. And you're refining
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your interests. You're finding other people that
have a simlar interest in the sane kind of materi al
that you have, and you're validating each other's
behavior, and you're working as a team So you're
not a single —you're not a soldier of one anynore,
now you're part of a group. You're part of a tribe
of people that are working towards a —so as you're
gai ning that socialization aspect, you are a nore
serious offender

VI CE CHAIR JACKSON: Does anybody who is
new in the child pornography community cone in at the
socialization level, is what |I'masking. So sonmeone
who really is —you' re suggesting that the neophytes
start in the singular, you know, and then they work
their way up.

And | just want to know, could there be
soneone, for exanple, who has a | ot of experience
wi th Napster and peer-to-peer, and in the nusic
context, or in sonething that has nothing to do with
chil d pornography, and they conme into the whole child
por nography world already at the group experience

| evel ?
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MR FOTTRELL: | have not seen that. |
think it's a great question. | have not seen that.
What | think | have seen, though, is there are sone
very sophi sticated of fenders.

For exanple, in one of ny previous
investigations this person was |ike their chief
technical officer. He was basically the | eader. He
was the smart guy in the group. He would teach
everybody about how to use encryption. He would
teach everybody how to hide their identity, howto
use proxies to hide their identity.

He was clearly interested in child
por nogr aphy, but his interest —the types of inages
that he liked and he preferred were not very
explicit, were not extrenely young. He was
interested in, you know, post-pubescent girls.

Wher eas, other people in the group that he was
hel pi ng, sections of those groups were focused on
prepubescent victins, infants and toddl ers; some of
the other people in that group were focused on
sadonachi stic content.

Hs interests were nore generic, but he
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was part of that |arger group, providing assistance to
the entire group. Even though that's not what —even
t hough he didn't care about those specific interests,
he was hel pi ng the group that did.

Al'l of the people that are in this group
experience, their entry into this thing is their
comon desire to trade child pornography, their
comon interest in child pornography. That's the
starting point to enter into these cl ubs.

CHAIR SARI'S: Does anyone el se have a
response?

MR GRANT: In ny opinion, |I'mnot seeing
that clarity on that. | nean, with today's
t echnol ogy and groups being only a click away,
peer-to-peer being a click downl oad and easy search
terns, what we're seeing is sonebody that clicks on a
keyword, and in a |ot of cases starts out with
nmusic —and |'ve seen patterns in sonme of ny
exam nati ons where you can clearly see that years ago
they started downl oading nusic, and then it graduates
t o pornography, and then adult pornography, and then

intermxed with child pornography.
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| don't feel that with today's technol ogy
that you are required to be at a certain level to get
into any of these groups. | think you can quickly
join them (Qobviously there's private groups that
require a certain |level, as was nentioned here,
before you can get in, a certain type of picture; but
as far as a neophyte getting into a peer-to-peer and
qui ckl y downl oadi ng t housands of inmages, | can't see
where that would put themin a different category
t han anybody el se. They just happen to have that
technology at their fingertips today because it's
avai |l abl e.

CHAIR SARI'S: Dabney, did you —

COW SSI ONER FRI EDRI CH: No, thank you.

CHAIR SARIS: Vice Chairman Carr.

VI CE CHAI RVAN CARR | think Conm ssi oner
Jackson's question underscores sonething we have to
struggle with, which is victimzation at both ends.
If I am a pedophile and I am downl oadi ng t hese i nmages
and it's going to nake nme a worse person who is going
to go out and victimze children, that's one thing;

as opposed to just being soneone who is obsessive and
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conpul sive and likes to collect things and sort them

If nmy activity in having and creating a
demand for these things causes bad things to happen
at the production and supply end, then it doesn't
really matter what 1'mdoing with these things or not
doing with them That danmage is still occurring at
t he ot her end.

And it is sonmething that we have to
struggle with in deciding what the policy issues
shoul d be with the guidelines, because as everyone in
this roomknows, this is one of the nost difficult
and controversial guidelines we deal with. Because
at one extrene, how harshly shoul d sonmeone be
puni shed who just sits in his basenent and | ooks at
i mages, and there are people who say that guy is not
really a very bad person who deserves a | ot of
puni shnment. And there are others who say, but what
he is contributing to or causing at the other end is
creating a lot of harmno matter how bad a person
that guy is outside of his basenent.

CHAIR SARIS: Wuld you like to al

comment on that?
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MR LEVINE: | would like to speak to
that. So | would add to your commrents about, |ike
you said, at one spectrumthere is soneone who is
just looking at inmages. And then there is a question
of what demand are they creating and what supply does
t hat generate.

| would say in the mddle are peopl e that
are just |ooking at inmages, but are running a web
server for instance that collects these inages for
ot hers to downl oad.

Now i f you're running a peer-to-peer
client, what it nmeans to be a peer is you are both
client and server. And so if you amass a collection,
a substantial collection of inmages and you're just
| ooking at them but you | eave that software up, you
are, | would say, as cul pable as any web provider, as
any web server, to do the sane. So | think there's
per haps soneone in between the spectrumthat you
gave.

VICE CHAIRVAN CARR And | think part of
your point, M. Gant, was that sone people cause a

ot of sharing to go on even though they're not
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interested in doing that, because things are being
shared while they' re just downl oadi ng them wi thout an
intent or desire to share them but the nature of the
technology is that it is being shared?

MR GRANT: Exactly, sir. And that would
still be ny point at this question as well.

VICE CHAIR JACKSON:  So, M. Gant, how
woul d you go about distinguishing? | nean, | got
fromyour testinony that, you know, technol ogy
changes things |ike speed and content and encryption
and cleaning that are not going to be distinguishing
factors anynore because of the nature of technol ogy.
So in your experience, who are the nore serious child
porn of fenders? What factors do you | ook at to say
this person is really serious, as opposed to perhaps
soneone el se?

MR GRANT: Well one, because it's a
policy procedure |I'd hate to defer that, but | would
like to defer that question to this afternoon, as
well, so that it could be handled a little bit
better.

| can speak at |least with ny experience
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that | don't see in ny exam nations over years with

t he Federal Defenders that there is one set that

i nedi ately puts a person outside. Mst of our cases
have been involved with sonebody who is just
unknowi ng sharing. | nean, that's what these cases
cone in. There's hundreds of files, or there's

absol utely no evidence that they even tried to delete
these things. And that's the case nore than not,

that they're not hiding.

Qccasionally we see where they nove froma
machine to a portable device. Many tinmes that's just
a factor that the portable device is a backup system
So everything gets backed up to the portabl e device,
which brings into the factor are there duplicates?
Are thunbnails being counted? Al of that.

So | amnot in ny experience over the
years seeing any distinct area that's going to put
that person to the next level. | just don't see
t hat .

VI CE CHAIR JACKSON: Even the half-a-
mllion inmages guy?

MR GRANT: The half-a-mllion i mages?
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Actually, the half-a-mllion images wasn't even
peer-to-peer, it was websites. So it was just sinple
keyword searches and downl oading. | nean, it's

amazi ng. Wat happens is, the Internet has

el i m nated boundaries. And what happens is,

regardl ess of what the laws are, web searches can
take you over to the Netherlands, it can take you
into countries that have these websites that offer
this information. And you can grab this and downl oad
t hi ngs qui ckly because of the speed.

So regardl ess of size, the half-a-mllion
images didn't turn out to be the intent of the
person. It just happened to be the technol ogy, and
he had an extrenely hi ghspeed machi ne and was
downl oading lots of files through web browsing
keywor d sear ches.

COW SSI ONER WROBLEWSKI @ And how do you
cone to the conclusion that it wasn't his intent? |If
he deliberately typed in the keyword, he deliberately
said "download" it, I"'mnot saying he said to
downl oad 500, 000, but he —so explain to nme. Because

what it seens |ike you' re suggesting is that you're
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trying to mnimze, no matter what anybody does on
the Internet, it always tends to be a m stake, an
acci dent, the masking has another reason for it, the
comunities have another reason for it. Explain to
me howit's not intent to be typing certain words
into certain parts of the search engi ne?

MR GRANT: Well | apologize if it cane
off that way. It wasn't that it wasn't intent in
regard to receiving, or finding, or |ooking for.
Because obvi ously keyword searches are inportant.

The fact was the saving. There was no
archi ving downl oadi ng. There wasn't any novi ng.
There wasn't any sorting. There wasn't any of the
ot her factors that come into play in regard to
knowi ngly having these or collecting. It was just a
matter of a ongoing Internet search downl oad | ook.

There was even cases where peopl e were not
even aware that when you | ook at a picture on the
Internet that it's actually being saved to your
conputer. So we've actually had to go through and
educate, as well, that just because it's on the

Internet it is also on your conputer. And in sone
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cases, even when it wasn't shown.

Because if you bring up a webpage, which
is inportant, and it has a picture at the top, but it
has 20 pictures bel ow that webpage and you haven't
scrolled to see those other 20 pictures, they still
are on your conputer. There's no forensics evidence
t hat shows you scrolled through that webpage to | ook
at those other pictures unless you affirmatively
click on them

So you can have evidence of hundreds and
hundreds of thousands of pictures, but there's no
forensics evidence that shows that the person knew of
all of those pictures through other forensics neans.

CHAIR SARIS: You're saying they're
automatical ly saved?

MR GRANT: Automatically. |If you load a
webpage and let it conpletely Ioad with hundreds of
pi ctures, thunbnails and all of that, but don't
scrol|l because it's a very |ong webpage, you yourself
have not viewed it but the conputer is saving all of
those images, and it's in the Internet cache. That's

adifficult thing to grasp because how do you
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det erm ne whether the person intended to have that or
not ?

And what happens is, you |l ook for other
factors, in ny opinion. And that's kind of where, if
you see sonething, you have to take the initiative to
investigate further and not just assune.

So if | see a lot of images on a webpage,
what | look for is: |Is there any evidence that the
person scrolled to a specific picture and clicked on
it? Because if they did that action, it would then
create another Internet history record that you can
clearly see that he did scroll, he went to the
bottom and he went onto that picture.

So there is evidence. There's other
factors, what we call forensics artifacts, audit
trails, that need to be | ooked at before you can cone
to that decision.

CHAIR SARIS: M. Fottrell, do you want to
comment? | saw you just eagerly |ike noving forward
t here.

MR FOTTRELL: Yes. [I'Il go back to your

poi nt about being a collector online, a person that's
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just inpulsive and collecting things. Collecting
things is inportant, whether | collect stanps,
whether | collect pictures of butterflies, whether |
col  ect baseball cards, it's the conduct. | nean,
it's not just the obsession, it's the conduct that's
associated with it. So if you' re spending only one
day doing that, or if you spent the |ast 20 years,
whet her you're col |l ecting basebal | cards.

But | think in this case we're not talking
about basebal| cards; we're tal king about child
por nogr aphy inmages. And they're not "pictures."
They' re people. The people in these pictures are
real people.

And what was interesting to me —and there

will be other witnesses fromthe Nati onal Center

today tal king about that —what | recall is, sonme of
the victins of this abuse, they're saying —I nean
what their statenents have said is, |like, the abuse

that | endured when these i nages were created is bad.
But what's worse is the fact that nowl ' mafraid to
| eave ny house because is the person in the

supermarket, is the person on the bus, did this
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person have access to these pictures?

So that abuse, the ongoing di ssem nation
of those inmages, in sone cases is nore danmagi ng than
the abuse itself. So I'mjust trying to renenber
it's not just pictures, it's people.

CHAIR SARIS: D d you want to say
anything? Oh, |'ve got Dabney over here. (Go ahead.

COM SSIONER FRIEDRICH: M. Fottrell,
you' ve testified that the victins are getting
younger, and the inmages nore violent.

MR FOTITRELL: Yes.

COW SSI ONER FRI EDRICH: Can you estinmate
for us, we've heard, based on | aw enforcenent
statistics, that the nunber of inmages of children
under six is now over half? 1Is that correct?

MR FOTTRELL: | can just give you ny
experience. It's a very good question, and M.
DeBrota this afternoon will have nore concrete
exanples. |'ve been doing this for about 20 years.

One of the cases that we were involved in
in 1996, there was only one series of pictures

involving infants and toddlers. Qut of a collection
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of like 3- or 400,000 i mages, there m ght have been a
dozen infants and toddl ers.

In our investigations today, now, | nean
like in the last one year, and in the |last two years,
there is certainly a prolific increase in the nunber
of infants and toddlers. Like |I have not been
engul fed in just abuse of infants, zero to two, the
| arge nunber of inmages that |'m seeing today, is
extremely large conpared to what it was even five
years ago or ten years ago.

Now wi t h t he advances of technol ogy, the
advances of being able to nove those pictures, they
are circulating nmuch easier today.

The other thing that we're seeing is nore
custom zed —with the advent of digital caneras and
cel | phones and webcans, it is very easy to create
t hose inmages and circulate themin realtine. So you
are seeing abuse. W have a greater ability to
capture i mages than we had. There's nore digital
caneras. There's nore technology. I1t's very easier
to produce this content and distribute it wdely than

there was ten years ago. It's nore of both the
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conmuni cation ability and the ability to produce
i mages that have really increased the type of inages
t hat are around.

I think one of the factors that plays into
this, to be crass, it's |like not the sane-ol d/ same-
ol d; that sonebody's been collecting child
por nography for 10 or 15 years, they' ve seen it al
already. So what's in it for then? There is an
overwhel mng desire to get the new stuff, to get the
younger stuff. So the same-old/sane-old isn't
cutting it anynore. They're |ooking for nore extrene
content, nore younger content, sonething they haven't
really seen before. And that is driving sonme of this
interest in creating younger and younger naterial.

COW SSI ONER FRI EDRI CH: And nore vi ol ent
mat eri al ?

MR FOTTRELL: And nore violent materi al

CHAIR SARIS: Anything el se?

(No response.)

CHAIR SARI'S: Thank you very nuch

MR FOITRELL: Thank you

MR GRANT: Thank you.
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(Pause.)

CHAIR SARIS: W are a few mnutes early,
but ' m hopi ng we have our next panel here.

(Pause.)

Are you all set? Al right, since we
finished a few mnutes early on that panel, thank you
for being here a little bit early. | would like to
i ntroduce the next panel called Child Pornography
O fendi ng —Pat hways, Community, Treatnent.

W begin with Dr. CGene Abel? D d
pronounce that correctly?

DR ABEL: That's correct.

CHAIR SARIS: He is the nedical director
of the Behavioral Medicine Institute of Atlanta and
t he founder and president of Abel Screening, Inc.
Dr. Abel is a board-certified psychiatrist with a
speci alization in diagnosing and treating sexual
problens. He is the inventer of the Abel Assessnent
for Sexual Interest, which is a widely adm ni stered
test and is part of a conplete psychosexual
evaluation. Dr. Abel is a clinical professor of

psychiatry, fornerly of Colunbia University School of
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Medi cine, and currently at the Mrehouse School of
Medi ci ne and at Enory School of Medicine. Wl cone.

Jennifer MCarthy is the assistant
director and coordinator of the Sex O fender
Treatment Program at the New York Center for
Neur opsychol ogy and Forensi c Behavi oral Science. For
the past 16 years Dr. McCarthy has eval uated and
provi ded individual and group therapy for sex
of fenders in the federal systemwho is supervised in
both the Eastern and Southern Districts of New York.

She al so evaluated and treats sex
of fenders who are in the process of community
reintegrati on under the jurisdiction of the Federal
Bureau of Prisons.

Wl conme to you, as well.

Dr. Abel ?

DR ABEL: Chairman Saris, and commttee
menbers, | appreciate you inviting nme. | have been
studying the issue of child sexual abuse since 1969.
| have a database w th 150, 000 i ndividual s eval uat ed
for sexual problens.

| amgoing to talk about a nunber of
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i ssues, sone of which I think are inportant, and |
think they're inportant in a handout | |eft there,
but ny real focus is going to be on child porn and
its relationship to past sexual behavior

No mass disorder afflicting manki nd has
ever been brought under control by attenpts to treat
afflicted individuals. Al of this child pornography
rel ates to people who want to |l ook at child
por nography, and so it is really inportant to kind of
understand why it is that people want to do that.

I amgoing to talk about a kind of a river
or problens. At the top of this river, there are no
victins. At the bottom there are lots of victins.
And as Vice Chair Carr pointed out, there are victins
are both ends.

One, just having the pictures, |ooking at
them people are abused by that. And | think child
nol estation, child pornography use, are both very
bad. On the other end are people who | ook at child
porn and al so get involved with nol estation of kids.
And 1'mgoing to tal k about treating the abuser,

screening individuals who are at risk to nol est
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chil dren; how abuse inpacts on boys and girls to
devel op sexual interest in children

An inportant thing is the definition of
"pedophilia.” This is the DSMIV-TR That's
psychiatric jargon for our current termnology that's
used. I'mcertain that you' re aware of it.

Sexual | y aroused, having fantasies, or
actually being involved in child nolestation, any of
those three contribute to a diagnosis of pedophilia.
The child has to be, generally, 13 or younger, and
the duration is inportant in that they have to
maintain this interest for at |east six nonths.

So if a person nolests a child one tine,
they couldn't be diagnosed as a pedophile. It has to
be sonething over tine. They have to be 16 years of
age. And there has to be a five-year difference between
the child and the perpetrator.

Wiy is that inportant that we understand
what pedophil es do? Because individuals who have
pedophilia nol est 88 percent of all child victins,
and they commt 95 percent of sex acts agai nst

children. That's why it's inportant.
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The references are generally at the bottom
of the slide.

The next is a little conplicated, but it's
the realities of life. This is an exam nation of
85,000 adult males. You |look for the yellow bar,
whi ch is how many of these 85,000 were involved in
child sexual abuse. The answer is 23 percent. And
t hen you see that kind of off-colored "use of
por nogr aphy, " 27 percent. O this, 85,000 rmal es were
i nvol ved.

Here's simlar data on 3,000 —

VI CE CHAI RVAN CARR  Excuse ne? Wiat is
t hat uni verse of 85,000 peopl e?

DR ABEL: This is data gathered
t hroughout the United States and Canada. In every
state in the United States they had individuals who
were assessed. The assessnent results has to cone
t hrough Atlanta, Georgia, and that constitutes this
gi ant dat abase that |'m draw ng upon.

VI CE CHAI RVAN CARR:  So that's 85,000 —
that's not randomy sel ected peopl e?

DR ABEL: Ch, no. It's not randomy
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sel ected. They are individuals who were assessed
sonmewhere in the United States or Canada who cane in
for assessnent.

VI CE CHAl RVAN CARR  Thank you.

DR ABEL: Fromthroughout all the states
and portions of Canada.

Here is the sane data fromfenmal es, 3,000
of them Look for the yellow bar which shows that 19
percent were involved in child sexual abuse —11,
sorry, and 7.9 were using pornography.

Here's a little scary information. Here's
19, 000 adol escent males, and you'll see that 53
percent were involved in child sexual abuse; 32
percent | ooking at pornography.

COW SSI ONER HOWELL: Could | go back to
Conm ssioner Carr's question? Are these 19,000, the
85, 000, the 3,200 wonen, are they people who cane in
for an assessnent because they were referred by | aw
enforcenent? Are these people who have been —

DR ABEL: It's about a third | aw
enforcenent, and two-thirds other sources.

COW SSI ONER HONELL: | see.
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DR ABEL: Fromthroughout the United
St ates.

COW SSI ONER HONELL: Ckay. And they were
referred for assessnment for sonme kind of deviant
sexual behavior?

DR ABEL: Sone kind of sexual problem
And the kinds that they are involved inis |listed
along the vertical line, various things that they
were involved wth.

So you see the child sexual abuse really
common in adol escent boys. This would be 12 to 17
years of age. Here's 853 adol escent fenales. You
can see child sexual abuse. Forty-eight percent were
involved in child sexual abuse. And a high percentage
wer e | ooki ng at pornography.

Here's a list of how nolesters go about
nol esting. |I'mnot going to give you any detail
about this, but it's kind of the standard way t hat
t hey operate.

Here's a scary piece of information. Look
at the top two bars going off to the right. O 7,495

adol escent mal es, 35 percent reported they'd never
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been bl amed for nolesting a child but they had. The
sane nunber, 35 percent of adol escent femal es who
wer e questioned about this, who answered the question
"have you ever been blaned for nolesting a child?"
they said, "no." The next question was: "D d you
nol est a child?" The answer is "Yes." Scary
i nf ormati on.

Now there's a standardi zed treatnent for
any kind of paraphilia, including individuals who
| ook at child pornography, or pedophiles. | amnot
going to go into the details of that, other than we
can objectively neasure sexual interest in the
| aboratory. And the treatnent really boils down to
itemnunber 13. That is, the standard treatnent
around the United States is cognitive behavioral
treatnment with a strong rel apse preventi on conponent.

How effective is that treatnent? It's
quite effective. Treating adults, 93 to 95 percent
success if probation is involved, and if pol ygraphs
are done every six nonths, and if cognitive
behavi oral treatnent is used.

The reason |'mpresenting this data is
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because initially we did a study in 2004, got these
results, and then Stephen Gray out in Arizona took

t he sanme treatnent nodel, the standard cognitive
behavi oral treatnment with a strong rel apse prevention
conponent, and applied that to a population there in
Ari zona.

Qur followup was six-and-a-half years.
Hs followup was 12 years. This is the success
rate —provided, probation is involved so there's
teeth to ensure treatnent, and pol ygraphs we find
exceedi ngly hel pful.

How effective is treatnment for adol escent
child sexual abusers? It's effective. Not quite as
good, maybe because they're younger, nore inpul sive,
93 percent success. There's the reference at the
bottom of the slide.

Now what increases the |ikelihood that a
nol ested child will nolest others? Here's an
inmportant thing I wanted you to understand. A nunber
of kids are nolested. W are quite concerned about

their victimzation. But at the sane tine, a certain

percentage of those —not all, by a | ong shot —devel op
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into having sexual interest in children and nol est
ot her children.

W have actually been investigating that
for quite sone tine. And once again, renenber the
maj ority of abused children do not becone abusers.
But we did a study of 2,800 sexual |y abused boys,
divided themin two, and you'll see here's five itens
fromtheir histories that separate those who are
going to nolest others fromthe boy victins who are
not going to nolest others. There's five of the
itens. Here's the rest of the itens. There's nine
of them

So actually if we're concerned about
preventing individuals becomng child abusers, we
ought to be attentive to the characteristics of the
abuse that separate out abused boys who wi |l abuse
ot hers from abused boys who won't.

W did a simlar study with fenal es.
Here's the results. There aren't as many itens with
femal es, but these are the itens. Mny of themare
identical to the factors for boys going on to

nol esting ot her boys.
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I think this is inportant to present, just

so you have a better understanding of the background

of this problem Actually, when these kids are

abused, whether they're girls or boys, it's about age

seven, and they start abusing —I'mjust tal king about the

ki ds who were abused who beconme abusers —they becone

abusers about four years |ater.

In other words, there's a four-year w ndow of

opportunity to do sonethi ng about stopping these kids

from goi ng on to abusing others.

por nogr aphy.

Now let's get nore to the point of

Here's the data on the four age groups:

adult nmales, adult fenml es, adol escent nal es,

adol escent fenal es,

and you see the percentages that

were involved in | ooking at pornography.

pretty good answer for is:

And the question I'mgoing to give you a

|s the use of child

por nography related to child nolestation in the past?

|s there sonething el se? And we specifically | ooked

at solicitation.

That's the jargon.

let's deal

with the first thing,

Solicitation neans travel ers.

They go to neet a child. But

t hose who | ook at
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child pornography.

This gets a little conplicated. If you'l
bear with ne, | |ove nunbers, unfortunately. And so
these are ny crib notes. W have four groups of
i ndi vi dual s we | ooked at.

G oup one: Yes, they'd | ooked at child
por nogr aphy. No, they had not solicited —gone to
neet a child.

G oup two: No, they hadn't | ooked at
chil d pornography. Yes, they had gone to neet a
child. These were frequently sting operations.

G oup three: Had done both, |ooked at
chil d pornography and solicited.

G oup four: Now these were child —in this
group, these were child nolesters included in this
group. There's 23 percent of them 23 percent had
been involved in child sexual abuse. On this group
on the right, no pornography, no solicitation.

Now we took those 1,000 individuals. In
this case, these were nales. And we tried to | ook at
what is correlated with individuals actually

nol esting a child. So here is the big take-hone



10

11

12

13

14

15

16

17

18

19

20

21

22

23

97

nmessage, and those dark nunbers are inportant.

First of all, when we | ooked at all of
these 1,000 together and we tried to see could we
separate out those who had nol ested, dependi ng upon
their child pornography use, or the referral source,
but we couldn't. But we fortunately asked a sinple
guestion: Wre you referred to the crimnal justice
systen? Wre you arrested for viewing child
por nogr aphy? And what is the relationship between
that and actually nolesting a child?

Now t hese are odds ratios. |If you're
twice as likely to nolest a child, the odds ratio
would be 2.0. If you're less likely to nolest a
child, the answer would be sonething |ike .5.

It's peculiar, looking at this, that
individuals referred for view ng child pornography
had a |l ess, snmaller odds ratio for having nol ested a
child. The sane with those referred for soliciting
children. That doesn't make sense.

And the reason is because if individuals
are referred for having been arrested for view ng

chi Il d pornography, they shut up about what kind of
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behavi or they' ve been involved in. And those who are
arrested for soliciting a child, they shut up about
what kind of child sexual abuse they've been invol ved
in.

So where do we find informati on about the
rel ati onshi p between vi ewi ng pornography and
soliciting? |If you recall, in group four, these
i ndi vi dual s had cone through the door not because
t hey had been arrested for child pornography, for
t hat reason, not because of solicitation; they were
child nolesters. And we | ooked at that group. And
when we | ooked at that group, that is where we found
the data: that view ng child pornography increases
the |ikelihood of an individual having nol ested a
child in the past by 2.3. That neans tw ce as
likely. Renenber, if it's not one way or another, it
woul d be 1.0.

Soliciting a child, that's nuch nore
correlated with a history of having nolested a child;
it's 4.3, four tines as likely.

And then, we said well what does this

nmean? People who are arrested for child pornography,
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they shut up. People who are arrested for

soliciting, neeting a child, they shut up about their
past behavior. But if you |look at a group of child
nol esters not referred for those reasons, then you
see the relationship. That is, these two behavi ors,
soliciting or the use of child pornography, increased
the odds ratio that they' d been involved in child

nol estation in the past.

And then we conbined the two, and the
i ndi vi dual s who have the highest rates of nolesting
are those that both | ook at child pornography and
solicit —have gone to solicit children. Now the odds
ratiois 9.9, or 10 tines as nore likely to have
nol ested children in the past.

The reason this is inportant is that, if
you | ook at a large group of individuals who have
been arrested and you try and see a relationship
between themin sone way and nolesting a child, if
you | ook at —you have to | ook at why they were
referred. Wat was the reason for the arrest?
That's what is inportant.

You have to separate out those people who
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were arrested for |ooking at child pornography, those
who were arrested for soliciting, and you try and get
hi story about having you nol ested? And what you find
inthe literature is it's a low occurrence. It is a
| ow occurrence.

Wiy is that? Because they' ve |unped them
all together. Wen you ask what's the reason for the
referral, they hide what they' ve been involved with
in the past. |If you get people who are arrested for
child nol estation, then they cone cl ean about having
| ooked at child pornography in the past, having
solicited in the past. Then you see these high
rati os, odds ratios.

So what I'mtrying to point out to you is,
the literature, the scientific literature, is
confusi ng because everyone is | unped together and you
have to separate out those who were referred for
t hese specific reasons because they're going to
conceal what they' ve done in the past, and take a
| ook at individuals who are just addressed for child
nol estation —a terrible crine, but |ook at that group

and that's where you can see this relationship
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bet ween the use of child pornography and the
solicitation being really critical for increasing
their risk for having nolested in the past.

You conbine it together, the nunber is
really large, a ten tines' increase.

Try and ignore this slide. | just want to
point out that in the United States heterosexual
mal es normal |y have sexual attraction to 14, 15, 16,
17-year-old girls. And honosexual nales normally
have sexual interest in adol escent 13, 14, 15, 16,
17-year old boys. |It's normal. You' re not supposed
to act on that. You' re not supposed to do sonething
about it, but it is the norm As a matter of fact,
when we | ooked at these | arge nunbers of sexua
interest, what we found was in | ooking at younger age
i mages versus adol escent inages versus adult inmages,
we found that the adol escent inmages did not correlate
with the younger age. They correlated with the ol der
age. Do you follow that?

Ckay, let ne say it again. W have a
tremendous anmount of information related to what sex

of fenders, child nolesters, those who use
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por nogr aphy, |ook at. W have inmages, all clothed;
and we have inmages of individuals five or under
individuals 6 on up to age 12; then we have inmages of
adol escents, 14, 15, 16, 17; then we have inages of
ol der people. And you do what's called a factor

anal ysis and you see what clings together.

The two younger groups cling together.

The adol escents cling with the adults. It's nornal.
You' re not supposed to act on it, but it's normal. |
nmention this because there is a lot of interest in
teen porn, right? It's so easily available. Can we
identify individuals who have a high risk of

nol esting children? The answer to that is: Yes.

The reason we got interested in this is
because the Bureau of Justice statistics reported
that of children in custody in the United States,
10. 3 percent have been nolested while they were in
custody. 10. 3.

if you | ook at the breakdown, it's about
9.3 were nolested by staff, not by other kids in that
system W went to the FBI. Ken Lanning had been

reporting on what are the characteristics of
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i ndi vidual s who nolest children for quite sone tine?
W went to sonme earlier work by Big Brothers and Big
Sisters, done by Attorney Wl ff for that organization,
and there was a study out of Chicago attenpting to
develop a fornmula for identifying people at risk

And actually, we can do that using
information fromthe FBI. R ght now, nost of these
organi zations use crimnal background checks.

Crim nal background checks are really crumy at
identifying people at risk. |It's less than .2
percent. And we can get that percentage up to 70.

I let you know this because you m ght not
know that we're actually able to say this is a person
of high risk and they shouldn't be working wth
children. Does that change their risk? No. But if
you don't allow themto work with children, that
hel ps protect the children.

CHAIR SARIS: W're in the red. How nuch
| onger do you have?

DR ABEL: Ch, it |ooks |Iike none.

CHAIR SARIS: | love hearing you, it's

just —
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DR ABEL: It |ooks like none.

CHAIR SARIS: No, no, no. | want you to
keep goi ng, but —

DR ABEL: Well, you'll have —what | have
left are some specific answers to the questions
that —

CHAIR SARI'S: Keep going, then because we
have sone extra tine left over fromthe other panel

DR ABEL: Watever you say. The
guestions that | was given by Kira Antell, what
per cent age of offenders view ng child pornography are
for sexual gratification? W assune it's the
majority.

Wiy do heterosexual nen buy Playboy —if
anybody buys Pl ayboy anynore? To |ook at the
pictures. Wwy? Because they're interested in the
pi ctures.

Thi s whol e | andscape has changed. Forty
years ago the Postmaster General would just wait for
the information to cone in fromEurope by mail, and
it would land in the mail box, and they'd go arrest

t he person.
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Now, a 14-year-old boy or girl can use
their smartphone, take pictures of their boyfriends
or girlfriends, send themto other people, or send
pi ctures of thensel ves back, or they can downl oad
5gi gs of pornography in no tine at all.

The | andscape has changed, and wth that
unfortunately your dilemas have increased because
now you are forced to deal with younger and younger
i ndi vidual s who can nmanufacture, so to speak, child
por nography. | nmean, that's just the reality.

If you want to take pictures that are
exciting to pedophiles, they can go to the mall, or
go to a water park. Unfortunately, kids will take
pictures simlar to what pedophiles who are
interested in child pornography want to see.

What factors cause people to seek sexua
gratification fromchild pornography? Early sexua
experiences, nasturbation fantasies, being abused,
are sone of the factors. | think these early
experiences are really inportant, and we know very
[ittle about them

Here is a nice article | wote but didn't
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have the answers, but it really does | ook at what are
the earliest factors |eading individuals to devel op
sexual interest in kids. W aren't doing any
research in that area.

Nunber three: Do nost offenders who
obtain child pornography do it for sexual
gratification or pedophilia tendencies? And the
answer is: Yes, and yes.

M/ experience with sex offenders,
pedophi | es, those who collect kiddy porn, is pretty
extensive. Maybe 60 to 70 percent of all the cases
referred nowadays cone through the vehicle of being
arrested for child porn. This is very common. This
isthe way it is in the United States. People |ook
at things because they find them sexually exciting.

Which are the nore likely to nolest?
Pedophi | es or nonpedophi |l es who obtain child
por nogr aphy? W assune pedophiles. W assune
pedophi | es.

Now a | ot of people say, | really don't
have any interest in these child pictures, this child

por nography. I'mnot interested in that, | just

106



10

11

12

13

14

15

16

17

18

19

20

21

22

23

107

collect it. That's a bunch of baloney. It sounds
good initially, but when you talk to these peopl e
that really doesn't turn out to be the case.

Do child pornography viewers have
i ncreased histories of past sexual contact with
mnors? Yes. That's why | nade the two points about
t hose slides.

Are there valid risk assessnent
instruments to predict the sexual recidivismby child
por nogr aphy of fenders? W don't have that —I don't
have that, at present. That is a next-project,
probably for Dr. Seto who you will be talking to a
little later.

In ny view, nunber eight, in ny view
sentencing for child pornography when no child has
been abused shoul d be significantly less than for
child sexual abuse, but probation should remain. |
woul d agree that individuals who are into conceali ng,
making it easy for people to downl oad, hey, get after
them But as the defense attorney reported seeing a
| ot of cases by dunb peopl e who downl oad i nformation

they don't even know many tinmes what they were
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downl oading, that is a reality.

And outside of the federal system in
state systens where |'ve testified on these cases
before, the judges are really in desperate straits
because they don't have good information about naking
t hese ki nds of deci sions.

Lastly, fromthe clinician's point of view
the crimnal justice systemmnust be prepared to dea
with nore 12- to 17-year-ol ds generating, obtaining,
and view ng child pornography. Sorry about that.
That's just what's happeni ng.

And ' m done.

CHAIR SARIS: Thank you. Well worth the
extra few m nutes.

DR ABEL: Thank you.

CHAIR SARIS: M. MCarthy. Do you have a
clicker, too?

M5. McCARTHY: | think there's only one
clicker. |Is that right?

DR ABEL: No, this is it. There it is.

M5. McCARTHY: Al right. | want to thank

t he Conm ssion for having ne here today al so. Today
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| amgoing to tal k about the assessnent, treatnent,

notivating factors that mght | ead sonme people to

downl oad child porn, and treatnent interventions.
Wth regard to the assessnent of child

porn of fenders, these are the issues that we deal

with., Initially we will do —well, not necessarily
“initially,” all in this order —but a clinical
interview, which will |look at an individual's

hi story, pertaining to childhood history, nedical
hi story, psychiatric history, education, crimnal
hi story, substance abuse, et cetera, et cetera.

Also we will do an assessnent of
personal ity, psychopat hol ogy, probably using the
MCM, or MWI; an assessnent of the sexual history
offline. Also, the Internet sexual history online.
Assessnent of sexual interest by the Abel Assessnent
or the PPG Al so we | ook at social skills: How
soci al | y adequate, socially inadequate an individual
may be. Cognitive distortions with regard to child
abuse in general, or child pornography. And also
there may be ot her assessnent neasures based on the

per son t hensel ves.
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For exanple, if they have cognitive
limtations, neuropsychol ogical deficits, they m ght
be included in the assessnent process.

If collateral information is avail able, we
wi Il obviously also review that, which is not always
the case, unfortunately. And also if | do have the
opportunity to ook at the child porn collection
itself, I will do that.

Al right. Mtivations to collect this
material. Essentially, according to the research
t hey can be broken down into nonsexual / sexual
noti vati ons.

There is reason to believe that sone
people do |look at this material for curiosity, and it
| eads no further than that. Al so, we have
collectors. And essentially the gratification is
gotten fromcollecting the material alone. They may
be collecting adult porn; they may be collecting
ot her types of porn related to fetishes or different
paraphelias, and it is not necessarily the content of
the material. It is essentially the gratification is

gotten fromthe collection —the collecting behavior
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itself.

Al so, negative affective states to
alleviate avoiding real-life problenms —for exanpl e,
depression, |oneliness, social isolation, et cetera,
et cetera —and facilitating social relationships.

Wth regard to that, I'mnot tal king about
the guys who are into it for sexual purposes who get
invol ved in pedophile communities. | amtalking
about socially inadequate individuals who gain sone
status fromactually having certain inmages or
conpl ete series that they can share with other
people. And these are socially inadequate, again,
i ndi vi dual s who possibly have no friends offline.
However, because of the status gai ned because they
can provide certain inmages, it gives thema sense of
confidence, self-worth, their self-esteemi nproves,
et cetera, purely frombeing able to provide these
images within a comunity online.

And al so then we have the guys that are
not sexually notivated but it's a purely comerci al
endeavor for financial gain.

As far as the sexually notivated



10

11

12

13

14

15

16

17

18

19

20

21

22

23

i ndi vidual s are concerned, these guys have an
interest in mnors. W have the type that is purely
fantasy only, that they have no interest in taking

t he behavior offline. They want to collect as many
pi ctures as possi bl e because they are sexual ly
interested in mnors, but it is purely to feed their
own fantasy.

And then we have probably the nore
dangerous ones that have a sexual interest in mnors,
and they actually use the pornography —whether it's
child or adult pornography —to potentially groom
victinms online, or to groompotential victins |
shoul d say, sorry, online.

And then we have the guys who have
i ndi scrimnate sexual interests. They have an
interest in pornography in general. They may have an
interest in violent thenes in adult pornography, as
wel |l as child pornography. They may have ot her
paraphiliac interests, and they collect adult
por nogr aphy because of that.

They may have cybersex with adults online.

They may, how should | say, basically essentially
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t hey have paraphiliac sexual interests. So they run
the ganut. There is no specific interest. They
possi bly need nore serious, nore violent inmages to
satiate and they get habituated to the porn that
they' re | ooking at online, so they need nore and nore
and nore serious and violent stuff to satisfy their
sexual needs.

Ckay, the treatnent with these guys, as
Dr. Abel did say, would usually follow a cognitive
behavi oral framework. However, | nust stress that it
needs to be individually based. W can't just treat
themall the same, one-size-fits-all. It never
wor Ks.

Al so, we've got to consider, as opposed to
treati ng sex offenders who have no online activity,
they're not child pornography offenders, with the
child pornography guys we've got to consider the
dynam c process of the Internet itself. Wat | nmean
by that is, you know, we've got to look at it as a
continuum D d the guy start out |ooking at adult
por nogr aphy and then as the process conti nued he

ended up with the child pornography because he has
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got indiscrimnate sexual interests? D d he get
online and go straight away for the child
por nography? FEt cetera, et cetera.

Did his activity escalate fromisol ation
with regard to downl oading the material? O did he
start getting involved with online comunities? D d
he trade it with other people? D d he start out
straight away trading it? O can we see it as a
process, a dynam c process, throughout his tine on
the Internet prior to arrest?

Also a major consideration, the function
of collecting this material. Going back to the
notivations, was it because he's primarily interested
in having sex with mnors? O interested in sexual
activity depicted in these inmages with m nors?

The | evel of enotional disconnection to
the material. A lot of the tines, you know, and it
kind of goes to the next point |I nmake about cognitive
di stortions, you know, these guys will say as part of
their thinking errors, "they're only pictures.”
Qoviously they're not "only pictures.”

And this also can speak to their |evel of
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intimacy deficits and antisociality as well wth
regard to "lI'mnot seeing these kids as victins."
And then, as | said, the cognitive distortions with
regard to collecting the material: They're only
pictures. | didn't take the pictures. |'ve never
nol ested anyone. FEt cetera, et cetera. So they are
attenpting to distance thensel ves enotionally and
cognitively fromresponsibility for having these
pi ctures.

Wth regard to treatnent interventions,
here again the assessnent and their idea of what

noti vates an i ndividual to be involved with child

pornography will informthe interventions we're going

to use with them

Qobviously with sonebody that has a prinary

sexual interest in mnors, we're going to seriously
| ook at high-risk factors in relation to we're goi ng
to use behavi or nodification techni ques, possibly.
W're going to really keep tabs on their sexua
fantasies, their masturbation habits, their
engagenent in high-risk environnments, behaviors, et

cetera, et cetera, et cetera.
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O her aspects of the treatnent
interventions, as Dr. Abel said, are rel apse
prevention, identifying high-risk factors, and
educating them and hel pi ng them manage t hese
factors.

As part of the interventions, too,
psychophar macol ogy nmay be used with regard to the
nore conpul sive ones, |ike SSRI's, which are usually
used for OCD or depression actually, or anything |ike
that. And then you nove on to the antiandrogen
nmedi cation. Like I nmean these are for seriously high
ri sk, because there's a lot of side effects to this
medi cati on.

So, you know, there's a |lot of thought
t hat goes into considering whether suggesting even
whet her sonebody shoul d take these anti androgen
nmedi cations. If this is the case, they obviously
woul d neet with the psychiatrist to discuss the side
effects, et cetera. Nobody is going to be forced to
take these nedications. It would just be
r econmended.

Al so, we get involved, you know, in life-
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enhanci ng trai ning based on the Good Lives nodel
with regard to what their values and their norals are
inlife, and what kind of goals they may have in
life. And basically design treatnent around hel ping
t hem achi eve those goals in a heal thy manner

Li ke I nmean you could see for exanple
sonebody with relationship deficits who possibly went
on the Internet to be nore social, et cetera, et
cetera. So you could see it as a copi ng nechani sm
Al so, for sexual/enotional self-regulation

So we could point out that their use of
the Internet and the whol e behavi or invol ved around
downl oadi ng child pornography was an attenpt to neet
a specific goal in their life; however, it was an
unhealthy attenpt to neet the goal. So what we need
to do is teach themand work with themto cone up
with healthy mechani sns to reach the same goal s that
maybe the Internet activity or involvenment in child
por nogr aphy provi ded for them

W al so use the polygraph in treatnent, as
Dr. Abel pointed out the relevance of that. Three

types of pol ygraphs. W' ve got the sexual history
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pol ygraph, which is usually done —well, | should say
it usually takes into consideration behavior prior to
the arrest. |It's usually done about four to six
nonths after they enter treatnent.

Qovi ously one of the main questions on a
sexual history polygraph for a child pornography
of fender is whether they have ever had sexual contact
with a mnor. That's a primary question. |If the guy
cones in with a child pornography offense and not a
solicitation offense —and | agree with Dr. Abel,
based on ny own research, that it's very inportant to
| ook at whether they've solicited mnors online as
wel|l as being involved in child pornography, because
in nmy own research guys that engage in both of these
behaviors were nore likely to be in a contact group.

So if a child pornography of fender cones
inwth just child pornography alone, we will |ook at
t he sexual history —on the sexual history polygraph
if he has had contact with mnors online in a sexual
manner .

Al so, for exanple, if a guy tells us he

never masturbated to child pornography, that would be
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a typical question on the sexual history polygraph
O her questions may involve |ooking at, we'll say,
child nodeling websites, erotic stories involving
mnors. So now we're taking it above and beyond
just the child pornography, which kind of serves to
informus the |level of involvenent this guy has, or
his level of interest in children, for exanple.

Because if you have the guy with the child
por nogr aphy, he's al so | ooking at nodeling websites,
he's also involved in erotic stories, obviously | can
safely say that this guy has probably a sexua
interest in mnors.

The next type of pol ygraph, we don't do
these in order, specifically. The sexual history
pol ygraph will cone first, probably. But we have
speci fic-issue pol ygraphs that will deal wth
literally one issue in relation to this offense.
W' || say a person took a sexual history polygraph
but he failed the question on contact.

Now essentially, to ny know edge, you fail
one question on a pol ygraph, you fail the whole

pol ygraph. W mght go back after talking to him
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about the failure in treatnment for a couple of weeks.
We m ght go back and just give hima specific-issue
pol ygraph, neaning one issue about the contact
guesti on.

The mai nt enance nonitoring pol ygraph,
mai nt enance pol ygraphs usually deal with treatnent
i ssues. For exanmple —and this is |ike throughout
treatnment we woul d gi ve these pol ygraphs —for
exanple, if | have a guy that we have established he

has a prinmary sexual interest in mnors, and he's

telling us, no, | have no nore fantasies, | never
fantasize. Al adults, adults, adults. You know, |
never masturbate to ny fantasies. |'mreally working

the program et cetera, et cetera. oviously on a
mai nt enance pol ygraph | want to know if this guy is
fant asi zi ng about m nors —because he's telling us
he's not.

W do know he is interested primarily in
mnors. So it would nmake sense that he is
fant asi zing about mnors. So on a nai ntenance
pol ygraph we woul d ask these kind of questions.

If he says, you know —and we do
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guestionnaires before the polygraphs in order to
prepare them and gi ve them anpl e opportunity to tel
us if they' re engaging in behavior that is deviant or
unheal thy, et cetera, et cetera. Al so a naintenance
pol ygraph m ght include if they're | ooking at adult
por nogr aphy, because in the grand schenme of their

of fense cycle or their offense process, adult

por nogr aphy may have been a contributing factor to
the ongoing, | guess the trajectory of their

i nvol venent with child pornography.

The nonitoring pol ygraph usually deal s
with probation issues. And sonetines the treatnent
and probation issues would overlap. Obviously
probation is interested in if they've had contact
with mnors, if they're using unauthorized conputers
as the treatnent providers are interested in, are
t hey using unaut hori zed conputers, and what are you
using themfor?

Al so, unauthorized contact with mnors
woul d cone up on either/or polygraph, essentially.
This is an extrenely useful tool with regard to

treatnment conpliance and gathering nore infornmation
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that infornms the treatnent goals, the treatnent
needs, and the interventions we need to give them

When, as far as our programis concerned,
we use —when we're doi ng pol ygraph exans, there's
contact between the probation officer and obvi ously
t he pol ygraph examiner. So we're all involved in the
process. And | think Dr. Abel referred to this. W
use the Contai nnent Mddel, which essentially neans
t hat each of us are involved: the treatnent
provi der, the polygraph examnner, the referra
agent —whether it's the, you know, the probation
departnent, et cetera, et cetera. W all work
together in order to manage this offender. W all
share information, et cetera, et cetera.

Now as far as the digital evidence is
concerned, obviously fromthe previous testinony they
know better than | do what you can do with, as far as
a forensics analysis is concerned. However, | want
to stress that when we get referrals for treatnent,
it is very rare these days now we can get the
presentence investigation report. And I'mkind of

wor king on that with one of the prosecutors and the
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Department of Probation in the Eastern District to
see if we can —I| think the Departnment of Probation is
witing the court to see if we can have access to
that material.

However, even in the day we coul d get
them pertaining to the instant offense, the only
information we got in the presentence report with
regard to the instant offense is basically an exanple
of the inmages the person had in their collection.

Now | am not talking about the whole
collection. | amtalking about the inmages this guy
was convicted of. There nmay be sone infornmation
about the interview at the tine of arrest, and nore
times than not the guy is going to tell ne later "I
never said that, | never said that," et cetera, et
cetera.

So obviously the historical information
about the person's life is very val uabl e because it
may contradict or agree with what he's told us, as
well. But as far as the evidence pertaining to the
actual crime, it is very sparse with regard to the

presentence investigation reports.
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Never have | ever seen a forensic anal ysis
report, ever, as far as in the assessnent or
treatnent of these individuals. And | actually, even
listening to the testinony this norning, was shocked
and amazed at what these anal yses can tell us. And
there would be for us in treatnent, or even
assessnment with regard to what treatnent needs a
person needs, or interventions they need, if we have
information fromthe report to say this guy focused
primarily on inmages that were depicting mnors under
the age of 12, that's extrenely val uable information
with regard to treatnent.

Al so, the trajectory of the online
activity, as | talked about earlier. D d he start
out with the adult porn? O when did you | ast —he
first downl oaded the inages, we'll say, in July 2010,
and that's when he | ast accessed the images. O he
accessed thema week | ater and has not accessed them
since, eight nonths later, nine nonths later. That
will give us sone idea with regard to the interest
this guy has in this material.

Also —and | didn't hear anybody tal k about
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the idea of a ratio between child pornography and
other activity online with regard to pornography;
like the ratio, hypothetically, between adult porn
and child porn on the Internet. In ny own research
| found that it was not necessarily the amount of
child porn in an individual's collection; it was the
rati o between adult porn and child porn that was a
significant factor that distinguished contact from
noncont act of f enders.

So | think —and obviously —1 spoke with a
forensic anal yst | ast week, and the things that —the
issues that | —the points that |1've nmade up here is
what he told ne that they are capabl e of doing, and
obvi ously, you know, based on the testinony
previously it has been reinforced.

The ratio of inages: Wre they
predom nantly adol escents? Wre they predom nantly
m nor —you know, prepubescents? The type of
activity. The gender. These are all crucial —this
is all crucial information that would informthe
treatnment process, and also help us inform

supervision as we work with probati on and pol ygraph
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examners with regard to what we need to focus to
prevent reoffense.

Qobviously, it was on the previous slide,
but another interesting thing is whether sonebody
specifically searched for specific types of activity
involving children is different from sonebody who
foll ows popup Iinks. W'Il say sonebody was invol ved
in adult pornography and they start |ooking at the
nore barely legal kind of stuff, or they put in
"young girls.” And because they put in "young
girls,” they get popups for nore child pornography
related stuff, and they start clicking on the popups.
| woul d consider, psychol ogically speaking, that type
of person may be different fromthe type that just
general ly goes into a search engi ne or a peer-to-peer
network and says "12-year-olds with their daddies."
There's a difference between these two people as far
as risks is concerned.

Al so, the history of the websites visited
agai n would show us —oh, |I'mon red.

CHAIR SARIS: You know what —

M5. McCARTHY: Sorry, okay, you get the
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gi st.

CHAIR SARIS: This is so interesting and
i nportant, and we've got tinme. So finish.

M5. McCARTHY: No, | didn't even | ook at
the red whatever it is. |I'moff on a tangent. |'m
on a roll here.

CHAIR SARIS: Not at all. It's
extraordinarily interesting.

M5. McCARTHY: But anyway, okay, | won't
keep it —essentially what I'mtrying to say is,
digital evidence is extrenely, extrenely inportant
with regard to informng the assessnent, the
treatnent, and the managenent of these guys in the
community. Utinmately, the goal is to prevent
reof fense and hol d peopl e responsible. And the nore
col lateral informati on we have as far as the
treatnment provider is concerned, the nore we can
address it and chall enge and hol d peopl e responsible
for their actions, basically.

Thank you.

CHAIR SARI'S: Thank you.

MB. McCARTHY: You're wel cone.
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CHAIR SARIS: So, questions?

VI CE CHAIRVAN CARR  Dr. Abel, what's the
definition of "paraphiliac"?

DR ABEL: That's the general termfor the
various kinds of unusual sexual interests. It neans
that they've had this interest for at |east six
nonths in duration; they have fantasies about it;
they have urges to get it. You know, |ike a public
mast ur bat or woul d be a paraphilia, a voyeur woul d be
a paraphilia. Pedophilia is a paraphilia. There is
alist of these in DSMIV-TR  That is the official
nonencl ature for the American Medi cal Association,
and it is what you guys nust rely upon because those
are the definitions.

VI CE CHAIRVAN CARR  And | think you
mentioned that if the kids were abused by the tine
they' re seven, they often will start nolesting other
children by the time they're 117

DR ABEL: Well first of all, nost kids
who are abused do not becone abusers.

But we now know, what are the

characteristics of the abuse that generally occurs at
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age seven, and four years later they then start to

act, pointing out that, ny goodness, |ook for these
characteristics of the abuse and you coul d prevent

sone of these kids becom ng pedophil es.

VI CE CHAI RVAN CARR:  And of course those
kids, by definition, are not yet pedophil es because
they're only 11?

DR ABEL: That's correct. But —

VI CE CHAIRVAN CARR  But do they tend to
becone pedophil es?

DR ABEL: Yes, that's what |I'm —oh, yes,
t hey do, because persistent sexual interest over tine
equal s pedophil es; when they're ol d enough, then they
coul d be diagnosed as sonething like this. M point
is that these sexual interests develop at a very
early age. That's sonething you ought to be aware
of , because it's going to cause you all sorts of
grief. Because now wi th technol ogy, a 14-year-old
can take pictures and do videos and it's going to
change the environnment that you're dealing with. But
of course that's why we're having this neeting,

because of your awareness of that.
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CHAIR SARIS: Ketanji?

VICE CHAIR JACKSON: | had m stakingly
assuned that child pornography of fenders are
pedophiles. So I'mtrying to understand this
cat egory of nonpedophiles who obtain child
por nogr aphy. And are those the people who you are
saying are the nonsexual ly notivated of fenders?

MS. McCARTHY:  Um hnm

VICE CHAIR JACKSON: Do | have that right?

DR ABEL: | think you ought to keep your
previous definition, quite frankly.

VI CE CHAIR JACKSON:  Ch, okay.

DR ABEL: There are individuals who
collect. And sonetinmes they'Il collect ten gigs of
i mages, and they won't |ook at them They are
collectors. But that's kind of rare.

There are people who collect just for
col l ecting purposes, you know, but the mpjority of
t hese individuals are collecting over tinme. |If
they' re collecting over tinme, then they have interest
over tine. |If it's greater than six nonths, they

neet the definition of pedophilia. So that's why I
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say in general | would keep your old definition as
bei ng accurate.

But | would agree that there are other
reasons that people get involved in |ooking at child
por nography, but I'Il put ny nickel on pedophili a.

COW SSI ONER HOWNELL: | thought —

VI CE CHAIR JACKSON:  And —sorry.

COW SSI ONER HOWNELL: That's interesting,
because | thought that part of the definition of
pedophilia is they had to act on their sexual contact
with children?

DR ABEL: Not true.

COW SSI ONER HOWELL: No? kay.

DR ABEL: |If you |look at the definition
again, it could be "or." And nost peopl e think,
wel |, all pedophiles have to have acted. Wile | was
in New York Gty we | ooked at 530 child nolesters in
a Nl MH supported grant project. M job was to talk
to any individual who said that they had this
interest but hadn't acted on it.

| eval uated about five people out of the 500

who said they'd not acted on it. |In reality what
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they neant was, |'mnot a pedophile because | just
fondled the child. O |1'mnot a pedophil e because
just had oral sex but not penetration anally or
vaginally. O, I'"'mnot a pedophile because | did not
use viol ence during ny sexual contact. They have al
of these excuses for why they weren't pedophiles.

| want you to understand that we believe
everyone lies. W don't trust any of these folks.
|"msorry. W just assune they are all lying to us.
That's why we are —and we agree that pol ygraphs are
not perfect. W know that. But they are exceedingly
useful, and we assune that they lie a |lot.

You al so ought to be aware that it's only
6.6 percent of individuals who had sexual interest in
children have that interest only. The mgjority, the
vast majority, have adult sexual preferences just
like you and I. It's as if these things run on
separate tracks. They have an adult track, and they
have this child track. But it's a snall percentage
who are exclusively interested in children and
not hi ng el se.

COW SSI ONER HOWELL:  Sorry.
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VICE CHAIR JACKSON: That's okay. | was
just going to say as a followup to that, M.
McCarthy, is it your experience that this category of
nonsexual |y notivated child pornography offenders is
very small? Because you had them broken out in your
slide: the nonsexually notivated. And that | found
just so interesting, because | assuned that everyone
who was involved in this kind of activity was
sexual ly notivated. So the people who are in this
for either the collection, or the people who are
loners and find status in their participation in the
communi ty, but would be categorized as nonsexual ly
noti vated, how many are we tal ki ng about ?

M5. McCARTHY: Well to best help give you
a certain kind —a nunber related to it, when | did ny
dissertation, | did it on child pornography offenders
and the relationship to child nolestation. | think
had 271 participants. And 52 percent of themwere
di agnosed wi th pedophilia; 48 percent were not. And
not all of them masturbated to child pornography,
either. And that was based on either (a) they told

us they did or —if they told us they did, okay they
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did. If they told us they didn't, we pol ygraphed
them So we didn't just go by their self-report.

And the nunbers were high there with
regard to —like they were in the forties as well,
percent agewi se, with regard —

CHAIR SARIS: Is that 40 percent?

VI CE CHAIR JACKSON:  Forty-eight percent.

M5. McCARTHY: Forty-eight percent were not —
52 percent were diagnosed with pedophilia. | think only
6 percent, as Dr. Abel said a second ago, were
di agnosed with primary interest in mnors. The rest
of them were di agnosed, as we woul d say,
nonexcl usi ve, also had an interest in adults, which
is good for treatnent because you can focus on that
interest, basically. But also there was upwards of
40- sonet hing percent that did not masturbate to child
por nogr aphy.

COW SSI ONER HONELL: One of the
responsibilities that we have is making
recomendati ons to sentencing judges about how | ong
peopl e shoul d, once they've served an incarcerative

peri od, how |l ong they have to be on supervised
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pr obat i on.

So you' ve both tal ked about how treat nment
of peopl e who possess child pornography can be
effective. How long does the treatnent last? Three
years? Two years? | mean, | know it may vary by
i ndi vidual, but howlong is the variance and how | ong
is sort of the average tine, at a mninum that you
need?

DR ABEL: Well if you |ook at recidivism
it usually occurs within the first five years. So
woul d say certainly for five years. But in studies
in Engl and where they followed untreated pedophiles
for long periods of tinme, 22 years, there were still
of fenses 22 years out. But ny point is that the
majority of these individuals are going to rel apse
soon. And so ny personal thought on this —this is
just ny personal thought —is that the amount of tine
that they serve in prison should be [imted, so that
they can nake a living and care for their famlies,
but the probation should be | ong because that's
really inmportant. So if it went 10 years, | wouldn't

at all want to fight against that.
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COW SSI ONER HOWELL: That was ny —I had a

separate question, not about the risk of recidivism
but how | ong does effective treatnent take? | nean,
you said that treatnent can be effective. How |ong
do people have to stay in treatnment for it to be
effective?

DR ABEL: You're talking about the first
part, the inportant part of inplenenting cognitive
behavi oral treatnent, it takes about 120 contacts.
That could be done in a year, or that could be done
inthree nonths if they cane every day, four hours a
day. It could be bunched up.

But then the maintenance of that, the
mai ntenance is really long, and the nai ntenance as
far as I'mconcerned is just as inportant as the
treatnent. Because | don't care what treatnent you
have, it doesn't count unless it's maintained over
time.

CHAIR SARIS: And "really long" is how
| ong, would you say?

DR ABEL: Well at least five years.

CHAIR SARIS: At least five years.
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DR ABEL: | tell ny patients, we think
you shoul d be in maintenance until you die, plus
t hr ee nont hs.

(Laughter.)

DR ABEL: Maybe that's too long, but I
woul d say five years for sure, and | woul dn't argue
about ten.

VI CE CHAl RVAN CARR  And when you tal k
about recidivism are you talking primarily of
vi ewi ng pornography? O nolesting a child?

DR ABEL: Both.

VI CE CHAI RVAN CARR  But which is the nore
common reci di vi sn?

DR ABEL: Well the easiest is to | ook at
child pornography. That's the easiest. And so the
recidivismis going to be a little higher there
because it's so easy to access.

COW SSI ONER HOAELL: And, Dr. Abel, | did
have sone difficulty reconciling two different
concepts. Because | know that you said that there's
no valid risk assessnent tool for neasuring

recidivism but at the sanme tine —I think
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under stood that correctly?

DR ABEL: For predicting.

COW SSI ONER HONELL:  For predicting
recidivism and you also say that it is possible to
identify those at high risk to nolest children, which
is sonewhat different, you know, a contact offense as
opposed to view ng child pornography, but clearly
contact offenses on the mnds of federal judges when
they' re sentencing a child porn offender.

So can you use your tool for identifying
those at high risk to nolest children as in sone
ways, you know, a hel pmate in assessing the risk of
recidivisn? O are the two totally separate, or how
can one effective tool be used and the other —

DR ABEL: The problemis, we have
hundreds and hundreds of individuals that can be used
to predict their risk to reoffend against a child.
The nunbers are large. Therefore, our ability to do
| ogi stical equations to predict is really good.

However, | ooking at relapse with child
porn, that's new. And therefore the nunber is |ower.

And the problemis the nunbers. Renenber that we're
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dealing with individuals who woul d go back in the
slamer if they were caught, right? |If they rel apse,
they have a high risk of going back into the slanmrer.

So they're going to nmake every effort to
protect the truth of the matter. So the dilemma here
is you have to therefore get sone |arge nunbers.

And, quite frankly, we don't have the |arge enough
nunbers in part because there's no cooperation in the
United States between one state and another. They
aren't very cooperative. Everyone wants to be

i ndependent .

Canada has a real advantage. They've got
great researchers there, and they have a coordi nat ed
effort. They are able to gather information
systematically across the various territories. That
is wonderful. And it is unfortunate that in the
United States we don't have that.

So the answer to your question is: Yes.
Appl ying that scientific approach could be applied to
child pornography users? Yes. Has it? No. But |
defer to Dr. Seto because that's his —I'mcertain

he's working on that. | bet you he will give you a
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t hough, but he shoul d have the answer for that.

COM SSIONER FRIEDRICH: ['d like to
address this question to both of you.

Dr. Abel, certainly in your testinony you
poi nted out clearly that the actual incidence of
child abuse statistics are nuch greater than what's
actually reported, right?

DR ABEL: Not today, but | have put that
in great detail in the past.

COW SSI ONER FRIEDRICH Wl | anyway, ny
question is: Looking at not just child pornography
and not just sex abuse, but basically any crim nal
danger ous behavior, is the incidence, the actual
occurrence of that, much greater than what actually
is officially reported? And by that, | nean either
in a presentence report, or an arrest report?

| have heard statistics nmentioned that
that nunber is potentially twice as high, if not
hi gher? Can either of you comment on that?

DR ABEL: | can conmment, because | was

the culprit in reporting this informati on when we had
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a certificate of confidentiality fromthe federa
governnment, and that is why I was in New York Gty
doing this study that can't be done now because you'd
never pass an ethics commttee. But back in the day,
inthe early '70s, that's the very thing that we were
| ooki ng at.

What we found was that there was
tremendous variance in the nunber of nol estations
that had occurred, for exanple, or the nunber of
ot her behaviors that had occurred, trenmendous
variance, and the nedia grabs the outlyers. That is,
if you have 500 people in it, and you have one person
who has really abused a | ot of kids, the media wll
| ook at the average, because the average is inflated
by this one person.

You should | ook a the nedians. The
nmedi ans are roughly, roughly about ten nol estations
for individuals who nol est kids, especially the boys.
For those who nolest girls, it's about 2-point-
sonething. If you look at the nedians, if you | ook
at the nedian nunber, kind of the center of the data

so you don't get tricked by the very high nunber of a
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few people. So it's kind of a surprise to people
that a | ot of boys are abused. And the reason for
that is because if you | ook at the victimstatistics,
it's going to be predomnantly femal es who report
bei ng abused.

But if you take a |l ook at that data and
you separate out those who weren't touched, just
| ooking at the touched people, it's predom nantly
boys, about 63 percent; the others are fenales. And
it's because those who nol est boys nol est at a high
nunber. They're smaller nunbers, but they are higher
nunbers.

W are just starting to realize that
nol estation of boys is occurring with all this stuff
in the news, but that's been known a |ong tine.

COW SSIONER FRIEDRICH:  So this data is
just referring to actual child abuse, not child
por nogr aphy?

DR ABEL: Absolutely. This was back in
the ' 70s when we were focusing on how many abuses
were occurring, and we had that certificate of

confidentiality so that we didn't have to report. O
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course we didn't have the details of any known
victins, so there wouldn't be a victimto report.
But that was the study supported by NIMH that we did
at that tine.

COW SSIONER FRIEDRICH:  So to nmake sure |

under stand, that nunber ranged between two to eight

times as nuch abuse as is actually reported, depending

on whet her —

DR ABEL: No, it's about —those who
nol est boys nol est on average, nedian, is about ten.
COMWM SSI ONER FRI EDRI CH: Ten.

DR ABEL: Those who nolest girls is 2-
poi nt - somet hi ng vi cti ns.

COW SSI ONER FRI EDRI CH: Ckay.

COW SSIONER FRIEDRICH  Dr. McCarthy —

VI CE CHAI RVAN CARR  The nean nunber of
boys nolested is ten? That neans —

DR ABEL: No, the nean nunber of abuses
by a person who abuses boys is ten.

VI CE CHAI RVAN CARR  Ten boys.

DR ABEL: Yes, ten boys.

VI CE CHAl RVAN CARR:  Ckay. Now each of
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t hose boys coul d have been abused many tinmes?

DR ABEL: That's correct.

VI CE CHAIRVAN CARR  And they stop? O
it's just ten over many, many years? O it's all over
the map, and it tends to be ten boys?

DR ABEL: W gathered the information
goi ng back as far as we could, from designated points
intheir lives when they weren't and were nol esti ng,
and we counted those up by yearly —Dr. Judith Beck
and |, Becker, and | did that —at the tinme that we
saw them Then we stopped counti ng.

VI CE CHAI RVAN CARR  And sone of those
i ndi vi dual boys were abused for years?

DR ABEL: Absolutely.

CHAIR SARIS: And, Dr. MCarthy, did you
have a vi ew?

M5. MCCARTHY: It is reported throughout
the literature that the sexual abuse of mnors is
under-reported. And this could be because of various
like cultural aspects. Also, the frequency with
whi ch boys reported, like fromthe victims

per spective thensel ves, boys report versus girls
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report. So it's always been known that even with the
crimnal justice statistics, we don't really know if
we're actually getting an accurate account.

COW SSI ONER FRIEDRICH: But also isn't
that true with respect to any sexual abuse offense,
not just mnors?

M5. MCARTHY: |'msorry?

COW SSIONER FRIEDRICH:  Isn't that true
with respect to all sex abuse offenses, that they're
under - report ed?

M5. McCARTHY: Yes, in general; yes.

COW SSI ONER FRIEDRI CH: By minors.

M5. McCARTHY: Yeah, and as well as that,
you know, like the relationship to the perpetrator,
as far as predom nantly victins know their
perpetrators. And depending on the age of the
victim if the victimis older, they m ght understand
the crimnal consequences if | do report that ny
father or ny brother has nolested ne. O, the effect
it is going to have on the famly.

So there's various reasons why victins

t hensel ves will not, unfortunately, report the abuse.
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COW SSI ONER FRIEDRI CH: Do you agree that
t he actual nunber is at |east tw ce as high?

M5. McCARTHY: | honestly coul d not
coment on that. | don't know | could not say
tw ce as high.

CHAIR SARI'S: Commi ssi oner W obl ewski ?

COW SSI ONER WROBLEWSKI : Thank you very
much, Judge Saris. And thank you both, Dr. MCarthy
and Dr. Abel, for being here. The testinony has been
fasci nati ng.

One thing that 1've been trying to do as |
was listening to you is translate between the world
that you live in, the world of clinicians and
research, to the world that we live in, which is
crimnal justice.

So in your world, you're talking to these
of fenders at great length for great periods of tine
doing all kinds of assessnents. In crimnal justice,
that nost of the tine doesn't happen because
of fenders have a constitutional right not to talk to
us, and they have | awers who tell themnot to talk

tous. And so we are left in a very, very different
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situation than the world that you are in.

But here are sone of the takeaways that |
heard fromyou that | think help in the world that we
live in, and | just want you to tell nme if you think
|'ve gotten this right, or not so right.

Nunber one, that the assessnents
t hensel ves actually hel p, but not all that nuch
because | think the words you said, Dr. Abel, they
all lie. And especially those who are involved in
child pornography Iie about their involvenent in
nol estation, or contact offenses, or solicitation.

Two, what | heard was, forensics, conputer
forensics are very, very valuable information, maybe
t he best information.

And so, Dr. McCarthy, | heard you say,
ook, | talk to themat great length, but if | could
only get access to this conputer, because the
conputer will tell nme what they | ooked for, what they
were searching for, and so forth

You al so said, Dr. McCarthy, that the
i mages and the collection help —not conpletely —but

help define the risk. And | think you both said that
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t he invol venent with community, that when they go
beyond just | ooking by thenselves and work in
conmmunities, that that hel ps define the risk. And,
that the forensics have to go far beyond, though, the
collection to help define the risk

Is all of that a fair characterization of
what | heard?

DR ABEL: On the first part, you live in
your world. Wen we see child nolesters through the
door, they've cleared the crimnal justice system
nostly. It's a conpletely different animal. They
are surprisingly forthcom ng.

It isn't because we have sparkling
insight, or wonderful personalities, it's that we're
inadifferent systemand we are trying to help them
bl ock, stop, and never do this again. Wereas, up to
the point that they are convicted, it's an entirely
different thing.

Any lawyer in his right mnd wll say:
Shut up. Don't say anything. Don't tell anything.
And | have to be in the roomany tine you talk.

Soit's adifferent world we live in. |
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agree with you that you are late in the ganme from our
vantage point in that offenders are surprisingly
straightforward, and surprisingly —surprisingly not
crazy and not antisocial. |It's surprising.

Anyone who works with offenders with
arrests, they find themto be —except for this
issue —they're rather straightforward folks. [It's
startling. W expect themto be wild and crazy.

They are not. And they are not crazy that they're
going to report everything in front of the crimnal
justice system They are not going to do that. And
that's the very point | was trying to make with that
two conplicated slides, that when they have been
arrested for (a) child pornography, they don't tell
you what their actual behavior has been, whether

t hey' ve been arrested for and referred for going to
nmeet a child. They clamup about that.

But if you ask people who are just regul ar
child nolesters, they will reveal these other things.
And that's very informative. | point that out
because the literature is m sunderstandi ng that

i ssue.
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Sorry for —

CHAIR SARI'S: Ms. MCarthy?

M5. McCARTHY: Can | just respond to that?
| don't know if you can look at it as "they all lie."

| would look at it as they possibly mnimze what

they did.

Li ke I mean obviously soneone will cone in
and say "I never did it." Soneone accessed ny
conputer. | had nothing to do with it. M conputer

was hacked. Et cetera, et cetera. You know, you
could wite a book on it.

But then you have the other guys, which
' mtal ki ng about the guys |I've seen, the majority
will mnimze what they' ve done. They possibly say,
"I only had nude pictures.” There again, if we had
the forensics analysis: No, you didn't. And we've
got to tal k about that.

Wth regard to the comunity issue, there
again there's different |levels of community. You can
have j ohnny of fender involved in a pedophile
comunity online where they're actually discussing

nol esting kids, as we speak, so to speak. And you
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have of fenders saying, oh, can you send ne the

pi ctures of you doing this with her, or him et
cetera, or the video. | would consider that a nore
dangerous person than a guy that's in a chat room
tal ki ng about pictures, and can you just send ne
what ever you have.

The first instance, we have an individual
that is actually contributing literally to the
nol estation of a particular child, because they're
requesting pictures depicting a, b, ¢, or videos.
That's one kind of community.

Then you have the other community where
essentially they're trading or asking about pictures,
but not specifically requesting certain types of
pi ctures.

CHAIR SARIS: (kay, so Judge H nojosa and
t hen Judge Howel |, and then we're going to try and
take a qui ck break.

COW SSI ONER HI NQJOCSA: Do you have an
opinion with regards to the effectiveness of
i n-custody treatnment progranms versus prograns that

are like yours where people conme in voluntarily as
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opposed to in-custody treatnment prograns? And how

I ong woul d those need to be in order to be effective?
And what is your opinion, if you have any, with
regards to that?

M5. McCARTHY: | don't have an opi nion
with regard to whether they're nore effective than in
the community, or how effective they are, to be
honest. However, what | will say is, in-custody
prograns have different issues to deal with than
those in the community.

Li ke when we're dealing with offenders in
the community in treatnent, we have to be aware of
what they are doing right now In-custody, they're
not going to have access to the Internet. They're
not going to be wal king around the streets,
obvi ously, where children are. Et cetera, et
cetera.

So we have to consider all these other
i ssues about what they are doing right nowin the
comunity, and we there again enploy the pol ygraph.
| don't know to the extent they enploy polygraphs in

in-custody, in prison situations. There are not that
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many treatnent prograns, unfortunately, in the
federal systemfor these offenders.

| have had of fenders who have cone out of
in-custody treatnment prograns, and this could purely
be because of the offenders thenselves, and they're
still reticent about, or resistant to tal ki ng about
their offense, to which I usually respond, you've
been in treatnent for two years. | would

i magi ne —not "assunme" because that's a thinking

error —| would inmagine that by now after two years in

treatnent you woul d be nore confortabl e tal king about
your of fense.

So it gives ne sone inclination to the
extent of which they participated in treatnment while
they were in custody, if after two years of treatnent
they can't identify the fact that they mnim zed and
justified their involvenent with their offense. O
they're still in a level of denial

Again, | have to stress, | amnot saying
this is because of the treatnent programitself.

It's possibly related to the individual.

COW SSI ONER HOWELL: Well | actually was
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of a Butner Study from 2009, as a sentencing judge,
by prosecutors; the letter that our chairman just
mentioned this norning fromsenior Menbers of the
House and Senate Judiciary Commttee specifically
cite the results of this 2009 Butner study.

So, and specifically I'mquoting Chairman
Sm th, Ranking Menber G assley, you know. "A 2009
study by M chael Bourke and Andres Hernandez found
that as many as 85 percent of inmates convicted of
child pornography possession also admtted to
nol esting a child."

So the criticisns that have been made, and
| think we're going to hear testinony |ater today
from peopl e who criticize the research nethodol ogy
used in the Butner Study, and | think that Dr.

Her nandez has hi nsel f subsequently, after the report
cane out, has also said hinself that there are sone
resear ch met hodol ogi cal issues that raise questions

about the reliability of sone of the information that
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he obt ai ned because, not that the inmates in that
study were truthful and forthright, or were
mnimzing, but that in fact quite contrary to what
you' ve both said they were exaggerating their prior
conduct .

Faced with this, as nere | awers or
j udges, on the Conmm ssion with what the research and
the critique that different people are giving to
people who are in treatnent and how reliable the
information is, how are we supposed to reconcile
that? And | guess, to be nore specific, do you think
that of fenders who are in custody treatnent say
different things than when they're out of custody and
intreatment with one of you guys, for exanple?

DR ABEL: The Hernandez study at Butner
has a lot of critiques, and as a matter of fact it
was originally sent for publication, wthdrawn,

di scussed, sent back, and there's still criticisns
about it. And that's all inthe literature, the
criticisnms of it. That's one study. | wouldn't get
t oo excited about one study.

M/ experience —
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COW SSI ONER HOWELL: It's a study with a
| ot of traction, though.

DR ABEL: Yes. |I'minpressed that it
cones forward now, at this tine, when there's been so
much criticismof it. | nean, it reflects the
traction that it has.

COW SSI ONER HOWELL: And that's what |'ve
told some of the prosecutors who have presented it to
me in court: Hasn't this been highly criticized?

But what |'m hearing fromyou, maybe we
shoul d be giving it nore credence than | thought the
critics were saying we should. Because they're in
treatnment, and instead of mnimzing they mght be
maki ng nore forthright coments.

DR ABEL: Well if you don't participate
in that program you' re out of the program So it's
a very sel ect group.

COW SSI ONER HOVMELL:  Ri ght.

DR ABEL: And | don't think the
incarcerated treatnent prograns are very extensive
t hr oughout the United States.

Canada is a different story. But in the
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United States, they are very |imted because they
don't have the resources. And many tines they are
viewed as an education about treatnent so when you

| eave the prison you will know what to expect when
real treatnent begins. Quite frankly, that's what it
is in Ceorgia.

You know, they are taught that they can't
really —they don't have the resources, they don't
have the facilities, they don't have the specialists
to do the treatnent, and so they say, well, we give
you, they don't call it "treatnment light" but that's
what it is, and I just want to tell you | believe
that's what it is because when individuals conme out
of that treatnment they have m ni mal understanding, as
was al ready pointed out. Except in Canada. | think
Canada is nuch nore organized in that regard. But ny
basis is the United States.

CHAIR SARI'S: Anyone el se? 1|s anyone
dyi ng —because | think everyone here is dying to take
a break.

(Laughter.)

CHAIR SARIS: This was extrenely hel pful
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and informative, and I wi sh —you know, |'m hoping we
can reflect a lot of this in our report, and thank
you very nuch

DR ABEL: Sure. Thank you.

M5. McCARTHY: Thank you.

CHAIR SARIS: How about we cone back here,
we're going to be a little late now, at 11:30, a 15-
m nut e break

(Wher eupon, a recess was taken.)

CHAIR SARIS: That was the qui ckest break
we coul d have had, but we need to stay on schedul e.
W' re maybe running ten mnutes behind, but this is a
fabul ous panel and it is on Possible Relationships
Bet ween Sexual | y Danger ous Behavior and Child
Por nogr aphy.

On the panel is Mchael Seto, who is a
consultant in the Integrated Forensic Programof the
Royal Otawa Health Care Group. Previously Dr. Seto
wor ked at the Center for Addiction and Mental Health
in Toronto, Canada. He is also an associate
prof essor at the University of Toronto, and teaches

as an adjunct professor at a nunber of universities.
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Hs research is mainly in the area of pedophili a,
sexual offending agai nst children, child pornography,
ri sk assessnment, nentally disoriented of fenders,
psychopat hy, and program eval uati on, a nout hful .

Richard Wl |l ert provides psychol ogi cal
services as a solo private practitioner specializing
in the assessnent and treatnment of sex offenders.
Previ ously he worked under contract to provide nental
health services to offenders convicted of federal sex
of fenses, and also directed a nental health clinic
focused on assessnent and treatnent of sex offenders.
He served on the faculties of Lewis & O ark Coll ege,
the University of Saskatchewan, and Portland State
Uni versity.

Wl cone. | don't know if you were here
for the earlier iteration, which is basically we have
this light system Wen it's getting towards the
end, a yellow light goes off, and then a red. But
typically we're so enthralled, if you want anot her
couple of mnutes go for it.

So, Dr. Seto.

MR SETO Thank you very nuch, and good
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norning. | want to thank the Comm ssion first for
the opportunity to appear and speak today.

| have prepared a witten subm ssion, so
for this presentation what | wuld like to do is
focus on what | hope are the key points in order to
maxi m ze the tine for questions. | was really
i npressed with the scope and quality of the questions
this norning, and I would |like to make sure we have
as much time as possible for that.

My aimtoday is to present you with the
scientific research on child pornography offenders
and their offenses, starting first with an overview
of what we know about these individuals in terns of
their characteristics; and then spending the majority
of ny tinme tal king about what we know about their
sexual offense histories, their risk to offend, and
the kinds of factors that are useful in know ng which
i ndi viduals are at higher risk for further sexual
m sconduct .

Here's the overview. It sounds |like a
lot, but I"'mactually going to try and be as brief as

possi bl e.
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The first thing, and |I think everyone in
the roomis aware of this, is, ny interest certainly,
both froma research and clinical point of view is
with regards to the increasing pressures on the
crimnal justice and nental health and social service
systens, for that matter, with regard to this
category of crines.

And so this is a report fromthe U S
Department of Justice | ooking at federally sentenced
of fenders. You can see here that the inportant part
is the red line. The nunbers of individuals comng
into the federal systemfor transportation of fenses,
or contact sexual offenses, has been relatively
stabl e over a period of years; whereas you can see
fromthe red line that the nunber of child
por nogr aphy cases has been increasing steadily. And
there's data froma variety of sources.

Later today we're going to hear fromJanis
Wl ak, fromthe Cines Agai nst Research —the Crines
Agai nst Children, not crines against research —

(Laughter.)

MR SETO W all make m st akes, but
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Crinmes agai nst Children Research Center, show ng that
the nunber of arrests has tripled in the United
States from 2001 to 2009. So obviously of great
concern to everyone invol ved.

In terms of what we know about the
characteristics of child pornography offenders, this
is nmy summary of a nunber of different studies. The

citations there aren't necessarily the only studies

that speak to that; they're just | think particularly

hel pful citation.

I amintroducing this here because sone of
this information | think is quite relevant to
t hi nki ng about risk assessnment and naki ng deci si ons
about people down the line.

I understand of course that sentencing
serves a variety of functions: punishnent,
deterrence, and so forth, reflecting social values.
But in ny mnd, sentencing is al so about protecting
the public, and protecting children in particular in
this case, and so risk for future sexual offending
is, | hope, a central concern.

The first thing I would |like to point out
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is, quite remarkably this is an extraordinarily male
phenonmenon. Across studies in the United States and
Canada, typically 99 percent or nmore —so essentially
very few femal e child pornography of fenders have been
identified. That m ght not be surprising to sone
folks, but it is surprising to nme because it's an
even nore nal e preval ence than for sexual offending
in general where you typically see in Canadi an and
U S. data perhaps 90 to 93 percent of let's say
incarcerated sex offenders are nal e.

Quite striking for nme, | don't know what
t he explanation for this is, child pornography
of fenders are disproportionately Caucasian. They're
di sproportionate to the of fender population. They're
di sproportionate to the general population. There's
sonet hi ng about perhaps some cultural or ethnicity
factors that mght explain why there's this
di sproportionality.

Thi s question has cone up in the coments
and questions fromearlier presentations. Qur
research, and | think the research of others,

suggests that on average child pornography offenders
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are likely to have pedophilia. In the study cited
there where we were | ooking at their sexual arousal
patterns in the | aboratory, about 61, 62 percent of
chil d pornography offenders clearly showed a sexual
preference for children.

And across studies, | wuld say it's
reasonable to say that a majority of child
por nogr aphy of fenders woul d be di agnosed with
pedophilia. Now that does |eave room for other
noti vations, which was one of the issues that cane
up. People have tal ked about nore indiscrimnate
sexual behavi or where they may not only be accessing
chil d pornography, but also accessing other unusual
por nogr aphi es such as bestiality, sadomasochi sm
fetishism and so forth. [1'Il talk alittle bit
about that |ater.

There's sone research that shows that on
average child pornography of fenders have a higher 1Q
score higher on intelligence tests than contact
of fenders, and are better educated than contact
of fenders. That isn't to suggest that they' re super

bright or particularly educated. They're just closer
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to the popul ati on average than contact offenders who
tend to be bel ow average on those two di nensi ons.
And certainly relevant, as I wll discuss
later in ny presentation, conpared to contact sex
of fenders, child pornography of fenders have | ess
crimnal history in terns of prior felony
convictions, in terns of —you know, however you | ook
at it, in terns of nunber of priors, or do they have
a juvenile history, and so forth. They have |ess
crimnal history.
VI CE CHAI RVAN CARR:  These cont act
of fenders include adult-on-adult offenders, right?
MR SETO  Sone of these studies, that's
true. The studies that |I'mpaying the nost attention
to are where they conpare themto contact offenders
agai nst children as the nost, | think, direct
conpari son group
Actual ly, before | get to that part, the
other thing | want to talk about is —and it's not
represented in the slides —but it's in ny witten
subm ssion, is that there's been a nunber of

conpari son studi es now that have conpared child
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por nogr aphy offenders to contact offenders with child
victinms on a variety of other dinensions.

Sone of the things | want to highlight
there, | tal ked about age and education and cri m nal
history. There's also research done by ny research
team and also the teans of others present in the
room that have | ooked at psychol ogical risk factors
t hat have been identified in the sex offender
research literature.

In particular, child pornography offenders
seemto be distinguished fromcontact offenders in
ternms of the |ikelihood of pedophilia, or other
devi ant sexual interests. They differ on
psychol ogi cal neasures of sexual preoccupation where
on average child pornography of fenders score higher
in terns of being preoccupied by sexual thoughts and
fantasies, having difficulty controlling their sexua
urges and so forth.

And those are all psychol ogical factors
that in the at | east mainstream sex offender research
field have been shown to be predictive of sexua

offending in the future. So those are inportant
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differences to highlight.

VICE CHAIR JACKSON: Sorry? You said they
differ as to pedophilia?

MR SETO  Pedophilia, yes.

VICE CHAIR JACKSON: Are they nore or |ess
i kely than the contact offender?

MR SETO Thank you for the question.
They are nore likely to have pedophilia than contact
of fenders, which m ght seemcounterintuitive. |
think a |l ot of people would inmagi ne, why woul d anyone
have sexual contact with a child if they weren't
sexually interested in children?

And | think the best explanation is that
certainly sexual notivations are an inportant
noti vation, the domnant notivation, but sonme of the
of fenders who sexual ly victimze children aren't
necessarily notivated by a sexual preference for
children. They could be opportunistic offending;
hi ghly antisocial individuals, for exanple, mght be
| ess di scrimnating about the choice of the sexual
target. Substance abuse cones into play. A lot of

contact sexual offending against children is

167



10

11

12

13

14

15

16

17

18

19

20

21

22

23

168

commtted in the context of incest, which has sonme
di fferent dynam cs at play.

Whereas, in our view given the anount and
scope of pornography that's available online to
anyone, really, purposely selecting a particular kind
of content to ne says sonething about your sexua
i nterests.

So even if | never had an —and this |
think has conme up in terns of having that digita
evi dence, having those forensic anal yses
avai |l able —even if | never spoke to a person about
their sexual history and about their sexual
interests, if I knew the contents of their harddrive
and their browsing behavior, | would be able to say
sonet hi ng nmeani ngful about their sexual history.

You know, if somebody denies pedophilia,
deni es any sexual interest in children, yet they have
| arge anounts of child pornography and rel atively
smal | amounts of other kinds of pornography, | am
pretty skeptical in that case.

Speaking to that, 1've nentioned a nunber

of studies that have | ooked at the notivati ons of
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child pornography offenders. And | think it is fair
to say that that evidence is consistent in the sense
of many child pornography of fenders, but not all,
bei ng sexually interested in children, being sexually
interested in this material.

This relationship | think is robust enough
that | know that for the task force that is |ooking
at the psychiatric diagnostic criteria for the next
version of this diagnostic manual, the DSMthat's
been nentioned today, persistent use of child
por nogr aphy i s being considered as one of the factors
t o consi der

So not only what are your sexual thoughts,
fantasi es, what are your sexual arousal patterns,
what is your history of sexual contact with children,
but what is your use of child pornography.

CHAIR SARIS: And does it also cone into
play in the paraphilia?

MR SETO Ch, paraphilia being the
br oader category, and pedophilia being one exanple of
par aphi li a.

The associ ati on between pedophilia and
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chil d pornography offendi ng, however, is not one-to-
one, as we've been discussing. Sonme child

por nogr aphy of fenders are not pedophilic, and other
expl anati ons have been proffered, including
conpul si ve sexual behavior, so-called pornography or
sexual addiction, and | think that there's sonme room
for those other notivations or explanations for this
conduct. But ny sense is that those are mnority
explanations. | think the domnant —certainly the
ones to start with as a kind of working hypothesis is
pedophi |l i a.

Ckay, now I'mready to nove onto this. In
terns of contact offending history —and | want to
break this into two different issues, because | want
to make sure, as nuch as possible, that | amclear
here. This is |ooking backwards. This is, once
soneone is identified in a clinical setting or in a
crimnal justice setting as having commtted child
por nogr aphy of f enses, | ooking backwards what is their
history in terns of contact sexual offending?

These are the results of a peer-revi ened

study that was published in early 2011 where we
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identified a total of 21 studies by different

researchers. A lot of those studies were fromthe

United States, but not exclusively so, representi

total of over 4,400 online offenders, nost of who

were in trouble for child pornography offending.

What we were able to glean fromthose

ng a

m

studi es were the percentages who had contact sexual

of fending histories based on official crimnal

records for 21 studies of those 22 studies, and

smal | er subset of studi

€s,

6 of those studies, wh

there was self-report information as well.

So typically in the context of either

self-report provided in treatnent, or as a result

pol ygraph intervi ew ng.

n a

ere

of

And you can see here that about one in eight

of the online offenders had an official record.

about 12, 13 percent.

So it's

But approximately one in two, a

little over half, admtted having commtted contact

sexual offense in the past for those six studies that

had sel f-report.

So to nme the inpact of this review of

avai |l abl e research i s,

one,

it does highlight the
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di screpancy, which | think was one of the questions
that came up, a discrepancy between what has happened
and what is officially known. You can see there the
size of the discrepancy. But | think also, even if
one assumes that those individuals who did have
contact offenses in their past but still denied it
even upon treatnent, and even upon pol ygraph
interviewing, even if we assune that there are sone
nunber of those individuals as well, | think that the
self-report data belie the assunption that all child
por nogr aphy of fenders have necessarily sexually

of fended directly agai nst children.

So in other words, 55 percent we can argue
or debate what the adjustnent factor ought to be, but
| don't think there's a plausible set of explanations
to bring that 55 percent up to close to 100 percent.

Now earlier today there was nention of the
so-cal l ed Butner Study by Bourke and Her nandez
published in 2009 which | ooked at the sexual offense
histories of a sanple of federally incarcerated child
por nogr aphy of fenders at the Butner Institution.

| think it is worth pointing out that, I
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know that that is frequently cited in the federa
courts, and certainly it is relevant because it is
t he federal population, but in our analysis of the
avai | abl e research that one study was a statistica
outlier.

What they found in their sanple of 155
chil d pornography offenders is about a quarter had an
official crimnal record of contact offending, but 85
percent admtted to a history of contact offending
upon treatnent, and | think about half of those cases
t hey al so underwent pol ygraph exam nati ons.

And so what |I'msaying is that that 85
percent value is unusually high conpared to the other
research that is avail able.

COW SSI ONER HONELL: So does that nean
that that was not one of the studies you included in
the six studies —

MR SETO It is one of the studies —

COW SSI ONER HOWELL: —you included in
your self-report?

MR SETO Yes, it is one of the six

st udi es.
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COW SSI ONER HOAELL:  So it —okay.

MR SETO It is one of the six studies.
It certainly is relevant data. It counts. But what
|'msaying is, when you | ook at that set of six
studies, this is an unusual study in terns of the
hi gh value that it reported.

Now | know that different explanations
have been proposed for this finding, and, you know,
there's certainly a ot of debate about the nmerits of
these criticisnms. But | know that, you know, one
criticismthat's been raised is about the conposition
of this study sanple.

M/ understanding is that at the tine the
But ner sex offender treatnent programwas the only
treatnent program avail able for child pornography
offenders in the federal system and so there m ght
have been sone sel ection effect going on, that people
were purposely sent to Butner because there was this
treatnment programthere, and perhaps that sel ection
was associated with their perceived risk

And | al so know that there's been clains

made in courts that there was an incentive for
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di scl osing offenses, even if they didn't occur. |'m
not here to be the final arbiter there, but | just
wanted to nmake sure that the Conm ssion is aware of
this study, which | knowit is, but also aware of
those criticisns and how it plays out relative to —

COW SSI ONER HOWELL: But you certainly
thought it was sufficiently reliable for you to
include it in your own study, and include it as one
of the six self-reports.

MR SETO Yes. Yes. | nean, the thing
about reviews of this kind is, if we want to, we
coul d | ook at each individual study and | know with
confidence, including ny owmn research, that there are
legitimate criticisns of each of those studies in
ternms of nethodology, in terns of sanpling, in terns
of sometines the anal yses that were conduct ed.

I think the value of these kinds of
reviews is that, contrary to the idea it's garbage
i n/ garbage out, | think that one of the advantages of
this kind of reviewis you are taking up studies that
are quite diverse in terns of those various issues,

and you are trying to like see the signal despite the
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noi se in them

So in other words, if all of the studies
had the sane problem then | would really question
t he conclusion that could be drawn fromthose
studies. But the criticisns specifically of this
But ner study don't necessarily apply to the other
studies that had self-report, or they apply to a
| esser degree.

In ternms of the second question —so that's
| ooki ng backwards. That's in terns of their prior
contact sexual offending history. Nowthis slide is
about | ooking forward. |In the sane review, we're
able to identify nine studies where they follow child
por nogr aphy of fenders after they' ve been convi cted,
after release fromcustody. Early days, because this
is an energing area of research, but followed for an
average of 3-1/2 years post-opportunity.

You can see here the recidivismrates that
were reported after those —in those nine studies.

Br oken down according to contact sexual offenses,
which is approximately 2 percent, 2.1 percent to be

precise. And for new child pornography offenses
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specifically, which was 3.4 percent.

Sone individuals commtted both kinds of
offenses. And if you conbi ned these two ki nds of
of fenses and just say did sonebody sexual |y reoffend,
it was 5 percent of the sanple who sexually
reof fended in that tine.

Now | realize one of the caveats of this
kind of research that relies on official records is
that not all new offenses are reported to
authorities. Not all new offenses result in
successful prosecution and conviction. And of course
it's afairly short followup period. |'msure that
the observed recidivismrates will go up with tine,
although | also agree with Dr. Abel in his comrent
earlier that typically in offender foll ow up studies
you see a lot of new offenses, if they are going to
take place, in that first five, six, seven years
post - opportunity.

CHAIR SARIS: And when you say
"recidivism" this is —

MR SETO Oficially recorded new

crimnal —depending on the study, it's new crim nal
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charges or convictions.

CHAIR SARIS: And for child porn or
contact ?

MR SETO Correct.

So to nme, the inport of these studies is
that | think this does al so contradict an assunption
t hat necessarily child pornography offenders are a
high risk to sexually reoffend, either in terns of
further child pornography offending, or in terns of
contact sexual offending agai nst children.

I think the fairest conclusion to draw is,

i ke other offender popul ations, there's

heterogeneity in risk to reoffend, and in ny mnd the

inportant task for —certainly for ny research team an

inmportant task is to identify the factors that are
useful in identifying the high-risk individuals,
because | think that all the purposes of sentencing
and forward, treatnment, supervision, et cetera, |
think that they all could be nore effective and nore
efficient if they are informed by know edge of ri sk.
VI CE CHAIR JACKSON: Do these recidivism

studi es say anything about treatnment? |In other
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words, are these people —is this pool of people
peopl e who underwent treatnent, and so therefore we
have these ratios? O are they just people who were
rel eased?

MR SETO It's sort of average. There's
m xes of treatnment. | see | have the orange |ight,
sothisis atest of if I"'minteresting enough or
not .

(Laughter.)

CHAIR SARIS: W don't need to take a vote
to say keep going.

MR SETO [I'Il either be cut off md-
sentence, or I'll be able to make it through

CHAIR SARIS:  You know, sone of the
circuit courts do that. Boonp, you' re done.

(Laughter.)

CHAIR SARIS: But you can keep going.

MR SETO Ckay, well I'"mglad to hear

that. This is actually the last slide | want to

present. | was going to also summari ze what we've
di scussed, but | feel Iike we've covered it very
wel | .
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This is energing research as well on the
risk factors for sexual recidivismacross a nunber of
studies. And | won't read themall. They're there
on the list for everyone to see. But | think the
wort hwhil e comment to nmake here is that a | ot of
these factors aren't going to be a surprise to any
judge who has dealt with crimnal cases.

These are established crimnal risk
factors. R ght? Things |ike the age of the
offender. Things like their crimnal history.

Things |ike have they failed on supervised probation
or parole before? Do they have substance abuse
probl ens? These are classics, if you wll.

So | find reassurance in that, because it
tells ne that we are certainly on sone solid
foundation in terns of understanding the factors that
predi ct who goes on to sexually reoffend anongst this
popul ati on, and that we can build on existing
know edge. W don't have to start fresh and say we
have to throw everything out the wi ndow and try and
identify the unique factors, or the special factors

for this population. W've got a solid base in terns
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of things like crimnal history, age, and so forth.
VI CE CHAI RVAN CARR  You have "Non-
I nternet child pornography” up there.

MR SETO Yes. This is a study, actually
the Faust, et al., study which was with a federally
i ncarcerated popul ati on of child pornography
offenders. And they found in their analysis of their
followup data that having nondigital —I shoul dn't
really say non-Internet because it's not about how
they got it, it's whether it was digital or not
digital.

So the fact that sonebody still is old-
school in terns of having actual photographs or
vi deos or mmgazi nes, or other kinds of real objects,
that was predictive of sexual rearrest in that study,
as opposed to sonebody who had exclusively a digital
col I ection.

Now one thing that's not listed there,
because we're still |ooking at those data and
preparing it for a peer-reviewed publication, is —and
| want to nmake this point, and this is ny final

point —to echo sone of the comments that you've heard
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earlier this norning, is the value of know ng not

j ust whet her sonebody has been convicted of child

por nogr aphy of fenses, but having sone sense of the
scope and the paranmeters of those of fenses down the
line, is that in one of our studies, which was really
focused actually on available information to | aw

enf orcenment because —and this is a study wth ny
col | eague, Angel a Eke, who works with the Ontario
Provincial Police, their focus was really on we're
overl oaded with cases. W're overwhel nred. W cannot
catch up.

More cases cone over the transomthan we
are even prepared to have them now even with nore
officers and nore resources. W have to prioritize.
So can you help us identify a short checklist of
factors that we can use to prioritize our
i nvestigati ons and pursue those? W're not saying
we're ignoring the rest, but we have to prioritize.

And so we focused really in that study on
factors that could be available to police in their
investigations. And one of the factors that's com ng

out as predictive of sexual recidivismis the ratio
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of child pornography content depicting boys, relative
to the [content] depicting girls.

Now ny sense of child pornography | aw by
and large is it's focused on the age of the depicted
person, and there's other factors that are
consi dered, but the | aw doesn't distinguish between
whether it's pictures of —inmages of boys or inmages of
girls. But froma risk assessnent point of view,
that information is inportant.

So sonmebody coming into a risk assessnent
situation where all we knowis that they were
convi cted of child pornography, we don't know as nuch
about their risk to offend as if we knew that their
chi I d pornography offending was really focused on
boys as opposed to girls.

CHAIR SARIS: So just a higher risk for
boys?

MR SETO A higher risk, correct, which
very nmuch parallels what we know about sex offender
risk in general, where those offenders who have
victimzed boys are at a higher risk to reoffend than

t hose who victimze girls. So that is very much in
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keeping wi th what we know about the role of
pedophilia and sexual interests of this kind and the
l'i keli hood of doing it again.

CHAIR SARI'S: Thank you.

MR SETO Wth that, | thank you very
much for your patience.

CHAIR SARI'S: Thank you.

Doctor Wl lert, right?

MR WOLLERT: Doctor Wllert, yes. Yes.
Doctored around for 32, 33 years now.

| want to tell the Conmm ssion before |
start that I'msonething of a skeptic. So what you
are going to hear fromne is probably different from
what you heard fromother people. Dr. Seto and |
agree that it is good to disagree, because that
stinmul ates the advance of science.

I amal so not very nuch on high tech, so |
may not be able to coordinate this, but | wll do ny
best. | also want to thank Dr. Seto for going into
the red zone there, because | expect I'mgoing to do
t he sanme thing.

(Laughter.)
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MR WOLLERT: Thank you, M chael.

MR SETO  Sure.

MR WOLLERT: Chairperson Saris, other
menbers of the United States Sentenci ng Conm ssion,
t hank you very much for giving nme this opportunity to
present ny views on research results and treatnent
observations that bear on the sentencing guidelines
for federal child pornography offenders.

I ama forensic clinical psychol ogist,
| ead devel oper of the MATS-1 actuarial test, forner
full professor of psychology. From 1999 to 2009 |
treated federal sex offenders, including child
por nogr aphy offenders —and | shall refer to themas
CPCs —in the Portland, O egon, area.

I have consulted with federal public
def enders, probation officers, and judges. | have
also testified in federal and state courts in CPO
cases. | know that many believe that pedophiles and
undet ected nol esters are predi sposed to watch child
por nogr aphy on the Internet.

It is also believed that this causes

recurrent sexual msconduct. | call this the
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Por nographic Attraction Theory, or the PAT. The PAT
has probably influenced the child pornography

sent enci ng gui delines of the Conmm ssion to some

ext ent.

Al so, since 2006, the Bureau of Prisons
has invoked the PAT as a rationale for certifying
federal prisoners as sexually dangerous persons who
are eligible for post-prison civil commtnent. |
have been involved in 200 state and federal sexually
danger ous person proceedi ngs. This may account for
sone of the differences between ny view of pedophilia
and Dr. Seto's view of pedophilia.

The critical elenments of the PAT are
unconfirmed. Considerable study of the PAT wll
undoubt edl y be | aunched by behavioral scientists in
t he next decade. The rest of ny testinony consists
of four sections.

The first reviews aspects of the
Conm ssion's guidelines for sentencing CPGCs that may
reflect the PAT s influence.

The second summarizes Dr. Mchael Seto's

net a- anal ysis of online sex offenders as it relates to
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t he PAT.

The third focuses on what research with
federal CPCs tells us about the PAT

The | ast conbi nes these findings from
science with ny views as a clinician.

The Conm ssion was established as an
i ndependent entity under the Judicial Branch in 1984.
One- hundred and twel ve CPCs were sentenced under the
guidelines from'94 to '95. Federal prosecution was
pursued in 37 percent of 306 charged cases. Twenty
percent of the prosecution cohort was involved with
t he production of child pornography. Only 31 percent
of the cases involved use of the conputer.

From'94 to '06, the nunber of federal
prosecutions for child pornography increased
relatively nore than the nunber of prosecutions for
ot her sex offenses. This increase is charted in
Figure 1 froma 2007 Bureau of Justice Statistics
Bulletin. | believe Dr. Seto showed the sane chart.

Going to 2007 to 2009 prosecution cohorts,
only 10 percent to 11 percent of all pornography

def endants were sentenced for production in that era;
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97 percent used conputers by this tine. Only 20
percent had previously been convicted of a fel ony.
The prosecution rate had risen to 60 percent.

The gui del i nes have becone nore punitive,
in spite of their application to a current popul ation
t hat seens | ess dangerous than the popul ation from
the early '90s. Table 1 shows the average sentence
length for a first-time CPOis now three tinmes what
it was for both first-tinme and recidivist CPGs in
'94. So, '94 to now.

The average sentence length for first-tine
CPCs is also nowonly ten nonths |less than what it is
for pornography recidivists. Judges are concerned
about applying the CPO gui delines. Fornmer Senator
Arlen Specter observed that each year the federal
judges' departure rate for child pornography
increases significantly. 1In '09, over 1600 CPCs were
sentenced in cases involving possession and
distribution. Fifty-three percent were sentenced bel ow
the guideline range. The departure rate was 58 percent
in 2010. It was 62 percent in 2011

In 2009, the Comm ssion established a
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review of the child pornography guidelines as a
policy priority for the guidelines anmendnent cycle
ending May 1st, 2010. It subsequently extended this
commtnent. The present hearing provides a chance to
reconsi der the guidelines in |light of research on the
PAT.

Most studies, as Dr. Seto nentioned to ne
earlier, and as research indicates, that relate to
t he PAT were dissem nated after 2008. M chael Seto
and col | eagues condensed the results of 22 studies
into a couple of averages that estinmated the percent

of online sex offenders who had commtted contact sex

of fenses. They al so averaged nine followup studies to

estimate a single recidivismrate for the future.
Most online sex offenders were CPGs in
Dr. Seto's study. H's teamfound that over 12
percent of over 4,000 offenders had an officially
known contact sex offense history. A
nonr epresentative group of 523 offenders provided
self-report information. Fifty-five percent, as you
heard earlier, reported contact sex offending.

The Seto group al so stated that nost
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followup times were under four years; 3.4 percent of
the online offenders recidivated with a contact sex
of fense, and 3.6 percent recidivated with a child

por nogr aphy of f ense.

Such findings led themto concl ude that
there is a distinct group of online of fenders whose
only sex crinmes involve child pornography. Online
of fenders rarely go on to conmt contact sex
of fenses. Seto's averagi ng approach, |ike al
research, has limtations —and Dr. Seto has
acknow edged t hat.

One is that it focuses on online
of fenders, not federal child pornography offenders.

Two, it m sses studies di ssem nated
recently.

Three, it gives equal weight to studies
that vary in quality of design. This is inportant
because many studi es are poorly designed.

The nost rel evant body of research for
eval uating the PAT's applicability to federal CPGs
consi sts of studies on federal CPCs. This category

i ncludes three projects.
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Data on incarcerated federal sex offenders
in treatment at Butner were reported in the first
project. That is, CPCs. M colleagues and | argued
that the Butner results were artifacts of a badly
fl awed research design

As an alternative, we reported data for
federal CPCs in comunity-based treatnment. Most
recently, U S. Probation Oficer Lawence Andres
reported another —reported data for another group
like ours in a neno to senior U S. Judge Jack
Wi nst ei n.

The next section describes the Butner
studies, our criticisns, our research, and
M. Andres's data. Wiere are we now? Ckay.

This is the Butner Study. In 2000,

Her nandez proposed that CPGCs can be equal ly predatory
and dangerous as extrafamlial offenders after he

adm ni stered questionnaires and pol ygraphs to 54 CPGCs
in treatnment at Butner.

The reason for this claimwas that the
CPGCs under study disclosed nore nolestations in

treatnent than they did during their federal PSIs.
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They adm ni stered the sane procedures, Bourke and
Her nandez, to a larger group of CPGCs after this.
They estimated 26 percent in this group had
previously commtted either a charged or undetected
nol estation per their presentence reports, which
described a total of 75 sex crimes.

The percentage figure grew to 85 percent,
from26 percent to 8 —oh, I'msorry; | told you
was going to have technical difficulties [referring
to Power Point].

So, anyway, sone 26 to 85 percent when
treatnment disclosures were added in. Wile the
nunber of reported victins at the end of treatnent
was 1,777. It also concluded that the findings of
this study underscore the inportance of prison-based
sex offender treatnment for CPGCs.

My colleagues and | criticized stringently
and trenchantly the Butner studies because of their
research design flaws. One troubling feature was
that the wel fare of Hernandez's subjects was
dependent on their standing in his program W

personal ly interviewed or counsel ed CPCs who had been
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there. They told us they were fearful of program
term nation and being transferred to a general prison
popul ati on where they'd be harassed as sex of fenders.

Anot her probl emwas that Hernandez coul d
define a "sex offense” any way he wanted. He could
even count a dating relationship between a coll ege
freshman and a high school junior as an offense. It
was al so possible —inpossible to verify the accuracy
of reports, because CPCs were told not to identify
their victins.

Finally, we were told that staff nenbers
expected each program participant to add to his |ist
of disclosed of fenses as he progressed through
treatnment, and conpl eted pol ygraph exans.

Now it is well known in psychol ogy that
in experinments subjects will act the way a researcher
wants themto act, if they know what the researcher
wants. Aspects of the research situation that tip
subj ects off to these hopes are called "denmand
characteristics."

In the Butner study, it was a sinple

matter for offenders —it was obviously a sinple
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matter for offenders in treatnent to figure out what
Her nandez wanted fromthem That is, disclosures of
of fenses. we concluded that al nost any offender
faced with the pressures built into the Butner
program woul d generate many possible fal se

di scl osures.

W al so criticized Hernandez for
concentrating on the nunber of self-reported sex
crimes escapi ng adjudi cati on because it is peripheral
to addressing the issue of nost inport for the public
and for probation supervisors. And that is the
actual rate, the obtained rate, of recidivism

| have personally treated 3,000 sex
of fenders convicted of either contact sex offenses or
noncont act offenses |i ke peeping or public indecency.
Bet ween 1999 and 2009 | provided psychol ogi cal
services to 55 CPGs under federal supervision in the
Portl and area.

This set represented a near-exhaustive
sanpl e of federal CPCs in Portland. | treated all of
the CPCs nyself. My inpression of this group

conflicted with the picture presented by Hernandez.
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Overall, they struck nme as ashanmed of their
por nogr aphy of fenses, notivated to succeed, well
educat ed, responsive to treatnment, conpliant with
supervi sion, and nonrecidivistic.

To further analyze the features of this
group, | conpiled a conputerized spreadsheet in '09
on all CPGs who had been in ny programfromtheir
file docunents. | recorded each CPO s birth date,
marital status, his date of adm ssion, and his status
on ten possible offense-related risk factors such as
Dr. Seto showed you on the last slide. They are
basically risk factors fromthe static 99, which
i ncl udes a noncontact sex offense.

| also recorded the date whenever a client
absconded from supervi sion, died, or was taken into
custody. This nmade it possible to automatically
cal cul ate each person's tinme at risk in the
comuni ty.

Identical information for another 17 CPGs
under a federal contract in lowa by Dr. Jason Smth
was obtained after this to increase the size of our

dat abase.
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Anal yzi ng our survival data, we found that

two out of 72 CPCs were taken into custody for

possessi ng child pornography over an average ri sk

period of four years. No one was arrested on charges of

child nolestation. N nety-two percent succeeded in

conpl eting their supervision wthout being revoked.

No one who successfully conpl eted supervision was

charged with a contact or noncontact sex offense.

Fourteen percent had previously been convicted of

contact sex offenses, which was simlar to the rate

reported by Dr. Seto earlier.

W used our raw data to conpute point

totals for Static-99R an actuarial for estinated

sexual recidivismrisk anmong contact sex offenders.

The average 99R score for our cohort was one point.

In this case, the 99R s actuarial table |leads to a

five-year expected recidivismrate of 4 percent.

The average 99R score for the 11 CPGCs with

prior convictions for contact sex offenses was 3

poi nt s.

In this case, the 99R table leads to a five-

year expected recidivismrate of 7.5 percent. These

resul ts,

bei ng over-estimates of our obtai ned CPO
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recidivismrate, supports the view that the 99

devel opers have stated that it should not be used to
estimate recidivismrisk anmong CPCs with no contact
sex of fenses.

Qur results parallel results obtained by
Wakel ing in another study. She found one percent of
a cohort —one percent of a cohort of CPGs had high
scores, only one percent, on the R sk Matrix 2000
actuarial instrunent.

She also found that the 6.7 percent sex
recidivismrate for generalist sex offenders —which
is those with contact sex offenses —with | ow
actuarial scores, was four tines higher than the 1.6
percent rate for child pornography offenders.

In the case of US v. CR, US
Judge Jack Weinstein directed the Eastern District of
New York to prepare a report on the treatnent and
supervi sion of CPGs under the district's supervision.
You have heard fromDr. MCarthy about that program
These individuals were in her program

Probation O ficer Lawence Andres sent

Judge Weinstein a nmeno in May of 2011 indicating the
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District had supervised a total of 108 CPGs since
1999. M. Andres stated that approximately 20
percent disclosed a prior victimeither via clinical
pol ygraph exam nation or self-report during the term
of supervi si on.

M. Andres told ne a "prior victim' was
defined as a person under 18 years old. So a prior
victimcoul d be soneone who was being dated by a
col I ege freshman.

Regardi ng the issue of recidivism M.
Andres informed Judge Winstein that only one CPO had
commtted a new contact sex of fense while under
supervi sion. Eighty-seven percent of the New York cohort
al so succeeded in not having their supervision viol ated.

Ckay, | don't know what's happening with
ny [ Power Point] —thank you.

So the tinme frame for M. Andres's group
was the sane as ours. The groups were nuch the sane.
When you conbine the data for ours with M. Andres's,
they're federal CPGCs, they' re fromthe sane
under | yi ng popul ation, the overall base rate of

contact sex offense recidivismis six-tenths of 1
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percent. That is a very |ow nunber

The New York district also used sone of
the sel f-report neasures that Bourke and Her nandez
used: 20 percent of the New York supervi sees nmade
new di scl osures —20 percent, not 59. Fifty-nine
percent did so in the Hernandez and Bour ke program

Statistical testing indicated that that
difference is highly significant. This analysis
shows how easy it is to manipulate self-report data
inaclinical setting. It is also possible that a
conparison group of offenders, which was not taken
on supervision for nonsexual crines, say for
subst ance abuse or sone other sort of crime, m ght
have reported the sanme nunber of undetected sex
crimes as the New York CPGCs.

So here are five concl usions about federal
CPCs that emerge fromour research

The average estimated risk per existing
actuarials was low. The recorded contact sex offense
recidivismrate was very low. A mnority, about 15
percent, had been convicted of contact sex offenses

prior to their index pornography conviction. N nety
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percent successfully conpl eted probation

Lastly, using self-report to count prior
of fenses produces unreliable results —at |east the
way it has been done so far.

Qur findings hold diagnostic and
prognostic inplication at odds with the PAT. For
exanpl e, they suggest a fairly | ow percentage of CPGCs
nmeet criteria for pedophilia as defined by the
Anmeri can Psychiatric Associ ation.

They al so suggest that nost CPGCs succeed
on supervi sion and avoi d recidivating because they do
not neet the criteria for what the Code —or what the
Federal Register defines as "Serious difficulty in
refraining fromsexually violent conduct or child
nol est ati on.

CHAIR SARIS: | wanted to flag that we
want to nmake sure there's tinme for questions here.

Do you have anot her few m nutes?

MR WOLLERT: Two m nutes.

CHAIR SARIS: Two mnutes is perfect.

MR WOLLERT: 1'll be done.

CHAIR SARIS:  Ckay.
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MR WOLLERT: [|'Il be done and out of
here. Thank you.

These concl usions are consistent with the
results of four studies of Internet CPGCs in other
countries by Andres, by Frye, by Wakeling, and by
Webb. CQur findings also apply to the feasibility of
devel opi ng actuarials for identifying prior contact
of fenders and predicting future contact offenders.

The base rate occurrence of these probl ens
is low The level of accuracy attainable by
actuarial instruments is noderate, or nodest. There
are | egal constraints to consider:

Uncharged crim nal conduct may generally
only be considered in sentencing if proved by a
preponderance of the evidence. What does
"preponderance” nean? | don't know. Perhaps 50 to
80 percent certainty. Well, if you conbine the
assunmed base rates |'ve tal ked about and the test
accuracy probabilities, it is mathematically unlikely
that the expected identification rate of prior and
future m sconduct wll reach this preponderance

st andar d.
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Wakel i ng has conducted research on this,
and she found no significant ROC curves. None w ||
be found, given these | ow base rates and noderate
test accuracy.

| agree with Dr. Seto that there's a
di stinct group of online sex offenders. | would say
that the PAT is a highly contagious theory. It's
refractory to strong doses of evidence to the
contrary.

I"mnot saying that we shouldn't be
concerned with safety, accountability, or human
suffering. Life involves endless uncertainty and we
cannot prevent all possible tragedies. If we
habi tual | y dedi cate scarce resources to guard agai nst
| ow i nci dence events, we won't have resources to
attain other objectives of nore utility.

My viewis that we should invest on this
|atter side of the equation. Wth this in mnd, |
have three reconmendati ons:

One is to increase efforts to support the
reintegration of CPGCs into the comunity sooner

rather than | ater.
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Most of the online offenders | have
treated didn't view child pornography the first tine
t hey obtained sexually explicit information or
material over the Internet. They started with adult
por nogr aphy, went to adol escent, went to child.

This is not consistent with a pedophilic
expl anati on of accessing child pornography. It is
nore consistent with a | earning theory expl anati on of
chi I d pornography where the person started at one
point, satiated to that exposure, perhaps reinforced
it by masturbating, went on to another |evel.

Conpar ati ve research shoul d therefore
study the value of these alternative theories and not
just focus in on a nental disorder theory.

My |ast recommendation is to |ook at child
por nogr aphy offending froma public health
perspective as well as a crimnological one. Each
pack of cigarettes, for exanple, inforns the consuner
that snoking is hazardous to your health. | have not
seen any warnings on the Internet or TV that view ng,
possessing, and distributing child pornography is a

very serious crine that will result in a ten-year
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federal prison sentence. | believe they should be
added, however, to the nenus of options we use to
conbat this crine.

I want to thank you again very nuch for
asking ne to testify at this inportant hearing.

Thank you.

CHAIR SARIS: Thank you. Questions?

COW SSI ONER HOWELL: Wel |l actual ly you
ended on one of the questions that | have, and that
when we' re deci di ng whet her and what recommendati ons,
if any, to nmake to Congress about child porn
penal ti es, one question that loons to mnd is: Do
nore severe penalties deter this type of offender?

As both of you have said, you know, child
porn offenders are better educated, they're smart
peopl e —

MR WOLLERT: No.

COW SSI ONER HOWELL: —t hey have
resources. So if you increase the penalties, they'll
probably have the resources to know nore about it.

Sois —

MR WOLLERT: No. | nean, |'ve had people
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who have had all types of penalties. One year of
probation. One year in work release. Five years.
And the recidivismrate is very |low regardless. |
think the nost effective thing to do is, | do think
that interventions are useful. | believe in the
deterrence logic. That is, a person should be
exposed to penalties for commtting crines.

I think that there's a di mnishing margin
of returns as far as punishnment. The best —I1 believe
the best policy is to have a proportionate sentence
followed by treatnent in the community where a person
can try out things that they' ve learned in treatnent,
pl us the supportive help of a federal probation
officer, which I believe is invaluable for comunity
outreach as far as a treatnent provider is concerned.

COW SSI ONER HONELL: Does it make any
difference in your studies of risk factors, or for
ri sks of recidivismhow | ong people served in prison?

MR WOLLERT: No.

COW SSI ONER HOWELL: | nean, your
findings seemfairly uniform actually. So | guess

their prior crimnal history doesn't nmake a —
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MR WOLLERT: No, the | ow base rate —

COW SSI ONER HOWELL: —difference, and
also the time they've spent in prison doesn't nake a
di fference?

MR WOLLERT: The | ow base rate will
prevent you fromfinding any really seriously
meani ngful correl ations. Wen you have a base rate
of recidivismthat is on the order of 1 percent to
say 3 percent for contact sex offenses, you cannot
predict either forwards or backwards what a person
had in the past, or what they have in the future.
You just can't get there with a base rate |like that.
It's mathematical ly inpossible.

So figure out how to invest your resources
inapolicy that will support the integration of a
person in the community while providing for
managenent so that the comunity is safe.

CHAIR SARIS: Dr. Seto, do you agree?

MR SETO Wth which part?

(Laughter.)

MR SETO I'll start with the begi nning

guestion, which is: Wuld nore severe penalties
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det er behavi or?

The thing about punishnent is, we know
fromlots and |lots of research, in order for it to be
effective it needs to be speedy, and it needs to be
highly certain, or close to certain.

And the thing about child pornography
offending is, it's clear to ne that the nunbers of
peopl e involved in this far exceeds the capacity to
arrest, investigate, and prosecute. And so, even
faced with very stiff penalties, you know, nunbering
many years, each individual user is probably naking
at least a sem -rational decision that their
particul ar chance of getting caught is quite | ow
And realistically that's true.

If you | ook at studies that have | ooked at
| P addresses, which doesn't quite correspond to
nunber of people but is an approxi mation, the nunber
of I P addresses involved in this kind of traffic far
exceeds the nunber of people who have been identified
by the crimnal justice system

And so, you know, also evidence | didn't

cite in ny presentation, we have a study we're just
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fini shing up now where we | ooked at a nationally
representative survey of Scandi navian —young
Scandi navi an nen. And one of the questions in this
anonynous survey was whet her they had viewed child
por nogr aphy. And 4 percent of those individuals said
yes. Now it mght have been only once, and they
m ght have been horrified and shut down their browser
and never |ooked at it again, but, you know, we're
not going to be able to address this problem in ny
mnd, sufficiently with just increasing crimnal
justice penalties.

I mean, obviously penalties are part of
it. Cimmnal justice is a very inportant part of it.
But I would say that a conprehensive response to this
probl em of child pornography of fending has got to
involve crimnal justice. It's got to involve
prevention. |It's got to involve nental health,
soci al services, and so forth.

I mean one of the things | —I was here in
the fall at the Attorney General's summt on child
expl oitation, and one of the people who got up and

spoke was a federal district attorney, a U S.
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attorney, pardon ne, and he said sonething which I
t hought | woul d never hear actually in the United
States, which was: "This is not a problemwe can
arrest our way out of."

| thought, he's absolutely right. It is
part of the response, but it is not a sufficient
response.

To ny mnd —sorry, the last comment is, to
ny mnd sentencing has to serve nmultiple functions,
but if one of those functions is protection of the
public, then | think it needs to be proportionate to
the risk posed.

So there mght be a need for quite severe
penalties, but in ny mnd those severe penalties
ought to be reserved for this higher risk group who
are involved, let's say, in production of child
por nogr aphy, who have a known hi story of contact
of fendi ng, who have a prior crimnal history of any
kind, et cetera, et cetera.

There are certainly factors that can help
drive those kinds of sentencing decisions, but just

sort of upping the ante for everyone | don't think
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is going to have the desired inpact.

Last comment —I lied. That was —

(Laughter.)

MR SETO That was a penultinmate comment.
M/ last coomment is, and | realize this is an
i mperfect analogy certainly in terns of perceptions
of the seriousness of the crinme and our noral outrage
at it, but I think the Sentencing Commssion is in a
simlar situation as it has been with regards to drug
of fenses, right, where the systens have been
over| oaded with people who are charged and convi ct ed
for possession of illegal narcotics.

I know that that has caused, you know,
huge repercussions in terns of overcrowding in
prisons and, you know, strain on the crimnal justice
system the courts, and everything else. | think we
are in a simlar boat here. You know, so these kinds
of considerations | think are very inportant because,
though it's a small percentage of the federal prison
popul ation at this tinme, given these trends that
peopl e have been describing here you could see, or at

| east | could see, over the next 10, 20 years a
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situation where the federal systemis essentially
over| oaded wi th possession of child pornography
of fenders. And then, what are we going to do?

MR WOLLERT: | agree with Dr. Seto, with
t he exception of the drug of fense situation, which I
haven't studied. But in ternms of the child
por nogr aphy of fender resolution and how to deal with
it, | agree with him

CHAIR SARI'S: Commi ssi oner W obl ewski ?

COW SSI ONER WROBLEWSKI @ Just one qui ck
correction for the record is that the vast, vast
majority, 90-plus percent, of the federal drug
of fenders are distributors. They' re not possessors.

But, Dr. Willert, | just want to ask you —
| want to get back to sort of the facts in the
studi es that you were tal king about.

MR WOLLERT: Yes, yes.

COW SSI ONER WROBLEWSKI @ Because |
actually didn't hear all that nuch di sagreenent
between you and Dr. Seto. Your studies seened to
focus on recidivism The studies by the probation

officer, M. Andres, focused on recidivism
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MR WOLLERT: Yes.

COW SSI ONER WROBLEWSKI :  Dr. Seto said
that in his studies there's not a |lot of recidivism
He quoted a total of 5 percent, including contact and
chi I d pornography recidivists conbi ned.

MR WOLLERT: Right.

COW SSI ONER WROBLEWSKI @ So there |
didn't see —I didn't hear a |lot of disagreenent.

MR, WOLLERT: No.

COW SSI ONER WROBLEWSKI @ But | heard you
create this strawman called "the PAT," —

MR WOLLERT: Yes.

COW SSI ONER WROBLEWBKI : —and then knock
it down.

MR WOLLERT: Yes.

COW SSI ONER WROBLEWSKI @ And | want to
under stand why you were knocking it down so nuch, and
why you disagreed not just with Dr. Seto but
apparently Dr. Abel, Dr. MCarthy, many other studies
whi ch suggest that nore than half of child
por nogr aphy of fenders are pedophil es.

MR WOLLERT: R ght.
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COW SSI ONER WROBLEWEKI @ And that a very
significant nunber —I think Dr. Seto's nunber was 10
percent had a conviction or sone sort of crimnal
justice signal for a contact offense, but there was
over 50 percent had admtted, self reported a contact
of fense, conbining lots of other studies, and
obvi ously | ooking at the assessnent.

Tell me why, nunber one —

MR JACOBSON: And in answering, can you
start by defining it? Help ne to understand what you
mean by "the PAT."

MR WOLLERT: There are two assunpti ons.
One is that pedophiles are prone to |ook at child
pornography. So it is assunmed that child pornography
of fenders are pedophil es.

MR JACOBSON: Ckay.

MR WOLLERT: The second is that by
viewi ng child pornography offenses, it predisposes
them —or view ng child pornography predi sposes them
to commt sex crines. And neither of those are
confi r med.

Now t his was a conpound, conpound,
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conpound question, so you may have to get —I'm going
to try to address each one of those things.

COW SSI ONER WROBLEWSKI @ The short
version is, your research is about recidivism |
don't doubt what you're saying about recidivism A
| ot of other of the researchers tal k about what
happened before the arrest. And I don't understand
why the two can't |ive side by side.

MR WOLLERT: Well, there's two points.
The idea that you're able to identify soneone who is
a past sex offender, which seens to flow fromthe 55
percent assunption, | don't think that's necessarily
been shown.

I think that the assunption is that
sonehow sel f-reported recidivismrates bear sone
senbl ance to the truth as far as what has actually
happened. The self-reported recidivismrates, or
prior contact sex offenses, range fromthe teens, in
the teens, up into 59, 60 percent.

Now that is a huge variation. The chances
of being able to identify prior-contact sex offenses

using any sort of instrunment if you have a | ow rea
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rate is going to be low | don't know how you're
going to ever find out who has and who has not
comm tted these sex of fenses.

So the assunption that self-reported
rates, and that everybody who is a pedophile is —is
potentially I think very msleading. Because | can
see that in a court setting the argunent woul d be
made that this is true when | don't think that there
is any solid evidence that it's true.

On the other hand, there is solid evidence
that we have a lowrecidivismrate. So this is not
to have one thing tal k against the other. | think
t hat we should recognize that the self-reported rates
using that is nmuch nore likely to be unreliable than
usi ng actual behavioral dat a.

And as far as the whol e i ssue of
pedophi lia, you know that —I'm concerned about a
serious nmental disorder. Fromny background, the
peopl e that | am nost concerned about is those people
who have a preferential attraction to children, or
sone devi ant sexual object. Preferential. Not an

alternative attraction; preferential is the dangerous
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group, who have a current and stable attraction.

That is, who had the attraction in the past, had the
attraction in the interim and have the attraction
currently. You nust have a current disorder in order
to have a DSM di agnosis. It nust be currently
present, not sonething fromthe past.

And last, intensity is inportant to a DSM
disorder. That is, it has to be intense enough to
noti vate behavi or insistently pressuring the person,
insistently for expression, and where the person has
sone volitional inpairment. They lack volitional —
t hey have a volitional conflict that part of them
does not want to do what it is that they have urges
to do, and part of themdoes. And the part that does
want to do those things becones volitionally
dom nant .

It is a —because of ny clinical experience
and ny experience in sexually dangerous person
proceedi ngs, | regard that individual as sonebody you
particularly need to focus on in treatnent and
super vi si on

CHAIR SARIS: Thank you. |'mjust going
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to go to Dabney.

COW SSIONER FRIEDRICH:  Dr. Seto, just to
follow up on a point you nade a few nonents ago, if
we're going to try to draw distinctions between the
nost dangerous child pornography defendants and
others, did | hear you correctly to say we shoul d
consider things like crimnal history and actual
crimnal record, but also other evidence of sexual
acts? In other words, evidence beyond just purely
convi ctions? Sexual behavior that's reliable of
course, but that's in the defendant's past, apart
from actual convictions?

MR SETO Sorry, could you give ne an
exanpl e of the kind of sexual behavior you'd be
referring to?

COW SSIONER FRIEDRICH: Wl |l it could be
anything fromprior evidence of using child
por nogr aphy, or touching, or any other sort of
sexual | y dangerous behavi or but that has not been
charged and convicted. |Is that the sorts of —because
| understood you in your testinony to say that it's

not just the prior convictions but it's also this
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ot her sexual behavior that we know t hese offenses
aren't reported, we know they don't always result in
convi ctions, but nonetheless it's inportant evidence
for a judge or for the Conm ssion to consider in
separating the nore dangerous fromthe other child
por nogr aphy —

MR SETO | didn't understand the
gquestion at first. | would agree with that
statenment. That, you know, in an ideal world, which
we don't currently live in, sentencing would be able
to take into account a risk assessnent that | ooked at
all these relevant factors. Oficial crimnal record
is part of that, but there's other information.

Li ke you say, for exanple a substanti ated
child protection conplaint that never resulted in
prosecution, but where, you know, the investigators
found credi bl e evidence of sexual contact with a
child. That would be relevant behavior. 1It's not
crystallized, if you will, in terns of a crimnal
justice finding, but certainly to ne that's rel evant
evi dence.

It's rel evant evidence, you know, a
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clinical assessnent of pedophilia. Not all child

por nogr aphy of fenders are pedophiles. W do agree on
that point. And so it would be useful to know

whet her the person would neet the clinical definition
or not.

I mentioned that one of the variabl es that
people are identifying in our research that we're
identifying in the followup work is that admtted
sexual interest in children was actually one of the
factors that predicted sexual recidivism It seens
hard to believe that sonebody mght be willing to
acknow edge that in the context of being investigated
by police, but we have found that, at least in the
Canadi an context where there actually m ght be an
effect of the fact that the penalties are an order of
magni tude lower than in the U S. context, in the
course of the interviews with police sonme of these
men do admt they were turned on by the naterial.
They were attracted to children.

And typically that is in the context of
them saying, and this was a substitute, you know, so

that | never ever would sexually touch or offend
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against a child. But nonethel ess, that adm ssion
turns out to be predictive.

MR WOLLERT: May | just add ny two cents
worth there?

COW SSI ONER FRI EDRI CH: Sur e.

MR WOLLERT: You know, undetected crinmes
have never been —we've never been able to factor them
into actuarials, which is the best prediction of
behavi ors —not past behavior, it's actuarials —and
we' ve never been able to factor undetected crines
into that. So you would have to face that hurdle and
sonehow be able to factor this into an actuari al

The second point is, regarding the issue
of pedophilia, Rheinhard did a very interesting study
in Germany —or Austria, fromAustria. He diagnosed
peopl e with exclusive pedophilia. | talked earlier
about having to be specific when you have a severe
ment al di sorder versus those who are just genera
pedophi |l es wi t hout exclusively being interested in
chil dren.

The probability —the correlation was .3

for the exclusive pedophiles —they were nol esters,
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but with subsequent nolestation or contact sex
offenses. It was a .3 correlation. For the genera
pedophiles, it was O.

Now i f you translate that into conditiona
probabilities, the probability of exclusive
pedophi | es reoffendi ng after being taken, convicted
of one crine, is over 40 percent. The probability of
a contact sex offender who is diagnosed with
pedophilia reoffending is about 10 percent. Big
difference. So in terns of severity, it really is
worthwhile to do a careful assessnment |like Dr. Seto
said admtting sexual interest in children in the
sense of enough to perhaps experience intense urges
that could be translated into action. That is a
significant part of assessnent.

CHAIR SARIS: | think it is lunch tine.

So this was fabul ous. Thank you so nuch. W are
going to cone back here, ny aspiration is 1:30, but |
know a | ot of you have to go sonewhere and get |unch
so I'"'mgoing to try and make it as close to 1:30 as |
can. The norning has been amazi ng, and the afternoon

will be as well. Al right, we will go for 1:40, I'm

221



=

N

10

11

12

13

14

15

16

17

18

19

bei ng encouraged by Conm ssioner Carr. So 1:40. See

you t hen.

recessed,

Thank you, very much

MR SETO Thank you.

MR WOLLERT: Thank you.
(Wher eupon, at 12:47 p.m,

to reconvene at 1:40 p.m,

t he hearing was

this same day.)
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AFTERNOON SESSI ON
(1:46 p.m)

CHAIR SARIS: Let's get going. Thank you
all who have returned, and we have this afternoon a
| aw enf orcenment perspective. W are going to start
off wth Janis Wl ak —did | pronounce that correctly?

M5. WOLAK:  Yes.

CHAIR SARIS: (kay, great —is a senior
researcher at the Crinmes Against Children Research
Center at the University of New Hanpshire. She has
directed national studies about youth Internet use
and three national juvenile online victimzation
studi es which are national surveys of |ocal, state,
and federal |aw enforcenent agencies about crines
related to the Internet and ot her new technol ogi es.
She has provided training and served on expert panels
nationally and globally in the field of Internet-
rel ated child sexual exploitation. Wl cone.

St even DeBrota has served as an AUSA, an
assistant United States attorney in the Southern
District of Indiana since 1991; is a nenber of the

General Crinmes Unit. He specializes in child



10

11

12

13

14

15

16

17

18

19

20

21

22

23

224

expl oitation cases, conputer crinme, conplex fraud
cases, and environnmental crine. He is a special
enphasi s coordinator for child exploitation cases,

t he chai rperson of the Indiana |nteragency

Envi ronmental Cinmes Task Force, and the chairperson
of the Project Safe Chil dhood Task Force. Welcone to
you.

MR DeBROTA: Thank you.

CHAIR SARIS: And Kirk Marlowe is a 23-
year veteran of the Virginia State Police. Captain
Marl owe currently serves as the commander of the
Departnent's H gh Tech Cines Division and 45-agency
Northern Virginia-D strict of Colunbia Internet
Crimes Against Children Task Force.

Ms. Wl ak.

M5. WOLAK:  Thank you. Thank you for
inviting nme. It is really an honor to speak to you.

| do want to say, this panel is the |aw
enf orcenent perspective. | have enornous respect for
the work that | aw enforcenent does in this area, and
al so amincredibly grateful for the assistance they

have given us in our research. But | amnot speaking
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fromthe | aw enforcenent perspective. | am speaking
here as a researcher who has done a | ot of research
with the assistance of |aw enforcenent agencies.

My col | eagues and | at the Crinmes Against
Chi | dren Research Center have studied the crimna
justice response to child pornography and ot her
technol ogy-facilitated child sexual exploitation
crimes for nore than a decade now. And what | am
going to talk about today is our data that talks
about sentencing discrepanci es between state and
federal court.

| do want to warn you that | amgoing to
nmention the word "statistics" nore than once, and |
hope that doesn't have people nodding off. [|I'm
really not going to go into details about our
nunbers. | put tables and figures and nunbers into
the witten statenent that you all have, and ny
col l eagues and | are preparing a paper on this topic
that will have even nore detail. But today |I'm
really just going to talk to you about our findings.

So first to tell you sone about our

research so you understand how we did it and what the
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[imtations are.

The data cone fromthree systematic
surveys of local, state, and federal |aw enforcenent
agenci es that were funded by the Departnent of
Justice QJJDP.

How we did our research: Well, the goa
of our research was to | ook at the nunbers of
technol ogy-facilitated child sexual exploitation
crimes. And by that, | mean —and by that, | include
child pornography possession, child pornography
producti on, cases where people are soliciting
under cover, investigators who are posing online as
m nors, and cases where sex offenders are using the
Internet to neet mnors, and al so cases of nore
conventional child sexual abuse cases where people
are using technology in various ways to facilitate
t hose cri nes.

Qur net hodol ogy was to create a stratified
sanpl e of nore than 2,500 | aw enforcenent agenci es.
W did this back before we did our first study. And
our first study was done in the year 2000, or m d-

2000 to 2001; and then we did subsequent studies that
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covered 2006 and 2009.

W have a stratified sanple of |aw
enf orcenent agenci es, over 2,500. It includes all of
the agencies that are nost |likely to have Internet-
rel ated cases. W send themnmail surveys. W say,
have you had any of these —have you nmade arrests in

any of these types of cases?

If they say 'yes,' we ask themto list the

case nunbers and give us contact information for the
investigators. W call up the investigators. W do
very detailed interviews with the investigators about
t hese cases and about the dynam cs of the cases, the
characteristics of offenders, and also ultimately
what happened in the case.

It's alittle nore conplicated than that.
| won't go into all our sanpling nmethods and all of
that, but just so you understand where our data cone
from

So we' ve exam ned nationally
representative sanpl es of cases where of fenders were
arrested for child pornography possession, as | said,

in 2000, 2006, and 2009. And | should say, quite a
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few people who were arrested for child pornography

al so conmt other types of offenses. Wat |'ve done
for this analysis is exclude everyone who has
commtted any other type of sexual offense. So these
are child pornography —these crines only invol ve
child pornography possession and soneti nmes
distribution. Anyone who produced child pornography
has been excl uded.

What we found in 2000 was that there were
about 1,000 arrests for child pornography possession.
About one-quarter of those cases resulted in federal
charges. About three-quarters of them were handl ed
in state courts.

And the sentenci ng, when you conpare state
and federal, the sentencing was fairly simlar.

About 80 percent of the offenders who were sentenced
to incarceration were sentenced to five years or |ess,
and about 15 percent were sentenced to nore than five
years incarceration

In our nost recent study in 2009, we found
there were about 3,800 arrests that only invol ved

chil d pornography possession. About one-third of
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these were handled at the federal |evel, and two-
thirds were handl ed at the state |evel.

Most of the offenders in the federal
cases —65 percent —were sentenced to nore than five
years in prison, conpared to only about 20 percent of
the offenders in the state cases that were sentenced
to nore than five years in prison. |In other words,
the sentences in federal courts have increased
substantially at least in terns of the nunber, the
percent age of of fenders who get nore than five years,
whil e the sentences in state courts have increased a
little bit but not really substantially.

Now t he federal cases were nore serious in
sone ways than the cases that were seen in courts.
We had variables that represented nost of the
sent enci ng enhancenents as | understand themin the
federal sentencing guidelines. And they didn't
exactly correspond because we created nost of the
survey back in 2000. But there were nore cases in
federal courts that had nore than 1,000 i nmages, that
i nvol ved violent or sadistic imges, that involved

of fenders who distributed inmages.
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W al so had vari abl es for whether they had
past of fenses, past sexual offenses, past arrests for
nonsexual offenses, that | ooked at the ages of the
children in the images, although that didn't
differenti ate between state and federal |ike sone of
t he other variabl es did.

So as | said, the federal cases were nore
serious in sone ways but we can control statistically
for those el enents of seriousness through an anal ysis
called "logistic regression” is what we used. And
when we did this, we found that offenders in federa
cases were still twice as likely to be sentenced to five
or nore years even when we controlled for whether the
case involved violent or sadistic inmages, nore than
1,000 i mages, an offender that distributed, or the
various variables that | just described to you.

So even accounting for these differences
in seriousness, sinply being charged in federal
rather than in state court increases the |ikelihood
t hat someone is going to get five or nore years.

Now ny col | eague, David Fi nkel hor, and I

did do sone thinking about what could have —you know,
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what could influence this result. And first of all,
our data does have sone |limtations. W got all of
our data fromlaw enforcenent investigators. They
didn't always know the outcone of cases, or they
didn't always know the exact sentence soneone got.
W didn't doubl echeck with records or anything Iike
t hat .

And there may have been el enents of
seriousness that we didn't neasure and so we coul dn't
capture in our analysis. So that is certainly one
possibility. A though we do have a | ot of confidence
in our data, we always have to | ook at the
[imtations.

And secondly, the federal sentencing
guidelines may sinply explain the difference in and
of thensel ves.

But we al so think there are other things
that could contribute —oh, and there also —I do want
to mention one other Iimtation of our data. W
coul d not account for variations anong states, and we
do know there are variations anong states, but we

didn't have enough cases to do that. So we had to
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glone themall together —"glonme" being one of those
techni cal statistical terns.

(Laughter.)

M5. WOLAK:  But we also think it could
happen that judges and prosecutors in state courts
may have a different orientation than the ones in
federal courts. For exanple, they may see nore cases
that involve child nolestation, or child sexua
abuse, and so when they see a child pornography
possession case they may view it in contrast to these
ot her cases.

On the other hand, in federal courts
prosecutors and judges may have nore training about
t he seriousness of child pornography possession
crimes. They may have nore experience that shows
t hem how serious those cases are.

They nmay al so see nore advocacy anong | aw
enforcenent investigators. For exanple, the
i nvestigators that feel the nost strongly about child
por nogr aphy possessi on cases nmay press to have
federal charges brought, and so that could inpact the

sorts of sentences.
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Now | do want to stress that the
di screpancy between state and federal sentencing that
we' ve identified doesn't address the question of what
is an appropriate sentence. Because sone people wll
say the federal sentences are too harsh, and sone
people will say the state sentences are too | enient.
We are sinply docunenting that there does appear to
be a considerable difference in cases of equal
seriousness based on whether or not federal charges
are brought.

Thank you.

MR DeBROTA: Thank you for the
opportunity to address you. It mght help in
understanding ny perspective a little bit if | just
give you slightly nore information on ny contact with
t hese cases.

| began prosecuting crinmes against
children cases and child pornography cases in 1991,
working with the Indiana State Police and the Postal
| nspection Service. At that tine, those cases
principally were cases involving the produced images

by a contact offender who took pictures typically
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with a Polaroid canera, sonetinmes 35 mllineter
canera, or they involved the delivery of videotapes
in a sting operation.

In 1993, we began working with the FB
when they did a wiretap on Innocent |nages chat
roons, which at the tinme were a place offenders could
nmeet and trade i mages. And we began thereafter
seeing a wide variety of the evolution of these
cases.

Froma fairly early perspective, | cane to
believe that a prosecutor or investigators in this
area had a responsibility to visually exam ne the
images, principally to see if we could |ocate the
child victimwho mght be in the inages.

So to this end —in the early days this was
controversial —we | ooked at many, many thousands of
i mages that we had available at the tinme, and we
began noticing that you could find the kids. And
havi ng done that a couple of tines, the inpetus to do
so, as you could imagine, was very great.

So fromthe early days of doing these

cases, | personally exam ned a very |arge anount of
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this material. In 1996, | think the |argest

col l ection of child pornography recovered in the
world was recovered in Indiana froma man whose
screen nanme was neli x.

He had 300, 000 i nages with no duplicates,
and he had themsorted into thousands of folders, and
he got those principally in tw ways: through soci al
networking in a group that was prosecuted as part of
what was call ed Operati on Winderl and. Wnderl| and was
a chat roomthat had people worldw de, including him
And anot her chat roomcalled Qur Pl ace.

W gai ned sonme insight into their
activities in tw ways. One, through visually
examning all the pictures; and two, he turned on the
chat | ogging feature thereby for a nine-nonth period
essentially wi retapped the group, generating a
6, 000- page chat | og which I read personally, as well
as the investigators.

During the course of that, we identified
pictures in his collection that were produced by
ot her people we caught in Indiana in unrel ated cases.

So it again proved the point, we had to carefully
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exam ne these images. |In particular, the sorting of
the coll ections, because it becane very easy to
identify his paraphilias by |ooking at what he
col l ected and valued. W think that's an accurate,
obj ective nmeasure of his true interests and
activities and, nore to the point, we noticed in
readi ng the chat and | ooking at what other people in
the group are collecting and taking fromhimand so
forth, we could tell what their paraphilias were as
wel | .

This was an insular group that traded in a
password-protected I RC chat roomin 1996. | think
t he nost dangerous group of offenders worl dw de.
Peopl e in that group were responsible for producing a
nunber of the inmages that you would see in any case
you have involving girl offenders, including a very
widely trafficked i mage, set of inages, whose victim
is now around 19.

Ckay, in that process | can tell you that
in 1996 there were no readily traded series on the
Internet involving infants and toddlers in any

nunbers. There were none.
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In 1998, we prosecuted David Condiff. He
was using | RC FServe distribution. You saw an
exanpl e of that earlier today. At the tinme, that was
running wild —FServe distribution was. And it was
very easy to find a public IRC chat roomand w th
very little sophistication you could downl oad files
fromhim He had 635 people he sourced files to, we
knew from various information.

He had one series involving a toddler or
younger. It was called the "tot rape series.” This
left an indelible mark on ny work, because | really
wanted to find that kid. W did not succeed. So |
can tell you that readily traded child pornography in
1998 did not include, to ny certain know edge,
infants and toddl ers.

In Novenber of 2010, we caught in
Bl oom ngton, Indiana, a target named David Bosti c.
Davi d Bostic has pled guilty and been sentenced to
produci ng child pornography involving victins who
were under age four. The youngest victins were only a
fewnmonths old. He did this on 36 occasions. He

distributed this material to about 60 people
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wor | dwi de who were nepiphiles. There's been a | ot of
guestions today with precision on who's a pedophil e.
He's a nepiphile. He's not interested in anyone
after they clear about age five.

CHAIR SARIS: Could you spell that?

MR DeBROTA: N-E-P-1-phile. Nepiphile.

They even call thensel ves that, because we
have chat and e-mails as well where they refer to
t hensel ves as nepi fans, nepiphiles, and so forth.

Ckay, now the amount of material they
trafficked pointing at that particul ar sexua
attraction, that fetish, was vast. And they al so,
wi thin the group, encouraged each other to produce
the material because it was hard to find, and that
occurred. And then they trafficked that newy
created material .

W charged a bunch of them and we're
still prosecuting that case. But what it points up
is, | think it is an absolute fact that the nature of
this material fromwhen | started in 1991 to the
present has gotten much worse. And | don't see how

anyone | ooking at that sane data set could reach any
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ot her concl usi on.

I will note, sadly, there's probably one
ot her person in the world that can answer that
question other than nyself, and that happens to be
M. Fottrell, because he's al so been doi ng these
cases that long. But al nost everyone el se you coul d
talk to will tell you they've been doing X nunber of
exans for Y period of tine, but there's frankly
hardly anyone el se that's been involved in the cases
for this period of tinme, or who thought it was
val uabl e to sort of analyze the behavioral pattern of
t hese offenders the way we did in thinking we could
get in their head by seeing what they collected and
val ued.

I think it is critical to know what
soneone col l ects and values as a neasure of their
true interest and activities, imune fromthe bias of
what they may say, or what their history is, or the
uncertainty of anything else. So I still think there
isutility, for exanple, in the sentencing guidelines
sayi ng soneone has sadi stic inmages, because that

tells us a bit about them or the nunber of inages
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because it tells us maybe how | ong they were doi ng
it, which was one of your concerns, and a valid one.
And it also could tell you the degree of harm
because how many children were affected and those

t hi ngs.

But right now, there is no obvious way to
differenti ate between nepi phil es and soneone ol der,
and | think that is a flaw Because | do think it
matters that the target group they're attracted to is
i ncapabl e of speech. And froma |aw enforcenent
per spective, you can inmagi ne how conplicated it would
be to prove a case involving the nolest of an infant
or a toddler.

Ckay, we basically have self-reported
information fromthe offender. W have sonebody who
w t nessed sonething. W have the pictures. And we
hopeful | y have chat or sonething |ike that.

Now i f you take a | ook at collections of
of fenders and you worry about the question of
duplicates, |I can tell you that in 20 years |'ve
prosecuted directly about 200 cases, probably

consul ted on 400 nore, |'ve never charged a duplicate



10

11

12

13

14

15

16

17

18

19

20

21

22

23

or used it as a sentencing consideration because |'ve
never had to.

kay, so | appreciate that's a totally
valid concern, but on the ground it hasn't been a
problemthat |I've really encountered. | don't count
duplicates even though the |law mght say | could
because it's never cone up. |It's not been a problem

Ckay. | do know there are technol ogi ca
ways of dealing with the duplicates such as hashi ng.
That's pretty easy to do, okay? So that was one of
t he questi ons.

A second question though was aski ng about

t he percentage of certain material as against a total

collection. That's frighteningly conplex. Here's why.

I f you want to know what percentage of child

por nography there is in an offender's conputer, you

woul d have to know how nuch adult material they have.
For exanple, we don't have a data set of

all the Internet adult material. |1'mgoing to guess

that's probably half a billion pictures and vi deos.

W don't have that. W would have to accunul ate that

to have an automated nmechanism And we woul d have to
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run that against a conputer and get a nunber. Then
we' ve got to run the child pornography and get a
nunber and do the math.

I think we shouldn't set sentencing
guestions, unless they' re of paranount value to you,
on that basis because the overhead to the judicial
systemw || be vast. Judges will have to call balls
and strikes in that calculation, and I'mworried how
much tine that would take —unless it's got paranount
value for you. And I'mnot sure that it would.

Now tel ling how sorted sonmeone's
collection is, or how long they' ve been doing
sonething, is much, nuch easier to do. If it's of
val ue to know t he answer of how | ong soneone has been
doi ng sonething —and | agree that's greatly val uabl e;
do they have a | ong-standi ng persistent pattern of
behavior? D d they collect six weeks, six years? O
a guy we caught |ast week, 15 years, chatting every
day. That matters, and it ought to. That is pretty
easy to determ ne.

First off, we interview these people.

They may tell us. GCkay. And nost of the tine, if
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they think we'll get the answer anyway forensically,
they're going to say |'ve been doing this eight or ten
years, or two to three years, or whatever. That's a
normal question we see. And we could get at that by

| ooki ng at sone forensic information in their conputer
inarelatively straightforward manner. | think we
coul d do that.

But the nore forensics we need to answer a
particul ar sentencing question, the nore vital that
guestion needs to be for you. So if you think it's
going to have utility in predicting the harmtheir
behavi or caused, their future recidivism whatever
el se you want, | can try to give you a scal ed answer
on how bad the burden would be on an investigator.

Now t he people | work with from Honel and
Security, the FBlI, the Postal Service, the State
Police, all the 1Gs, lots of state and | ocal
agenci es, these are people who are very proud of
their work. They are very dedi cated.

And |'ve got to tell you, there's the
guestion of sentencing policy, frankly, and then

there's what | need themto do. Wat | need themto
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do is help find kids. Gay? So | don't need themto
| ook through a collection principally to drive a
sentencing conputation; | need themto | ook through
the collection to find the kid. That's really what |
need t hem doi ng.

So we want to have sentencing cal cul ati ons
as efficient as possible to getting you what you
need. Wen you tal k about the information | provide
courts, that's the last step in the process. Wen I
prepare information for a presentence, |I'mnot doing
an el aborate description of everything in the
investigation. |'mnot giving thema forensic exam
report. I'mtrying to lay out why the specific
of fense characteristics apply as they do.

So presentence reports in ny district and in
ny state, and in the prosecutors' offices federally
that |'ve talked to, the sane thing is true. So you
cannot get an accurate neasure of soneone's true
interests and activities exhaustively by reading just
a PSR You' d have to do nore than that.

So if you need nore information, or the

sentencing criteria ought to be greater to call us to
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do nore things, certainly we could do that. But we
shoul d constantly bal ance the drain on the judicial
resources and the litigant's resources versus do you
really need that piece of information.

Now i n many instances, | know few federal
judges spend tine |ooking at these pictures. But if
we have sentenci ng enhancenents that call for, for
exanpl e, a nunber of inmages at 100, 000 as an
enhancenent, no one will agree to that and you'l
have to call balls and strikes on that.

I have had cases where we counted up to a
few t housand because of how we al |l eged the case, and
it takes quite a while, actually. You have to worry
about the angle the child is in, the degree of
clarity. You may have to match up pictures. You
have their face and chest over here with their
genital or pubic hair over there. [It's conplicated.
It would take a long tine.

So again, forensic rules, forensic
demands, judicial demands, play into the sentencing
policy. It has to be worth it, you know, to really

advance what you want to try to do.
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The peopl e who work these cases are
volunteers. W're giving themrequests for
information, boots on the ground. Wat they try to
do is they get information to do a search warrant.

W go and we do a danger assessnent.

It doesn't matter very nmuch to us what the
opening allegation is, whether they' re a peer-to-peer
cases, or a known nolester wth a canera, we don't
really care very nmuch. W want to go in and do a
danger assessnent first based on the interview of the
target. And what we do in Indiana is we do an on-
scene triage of their conputer. W actually |ook at
the stuff, and we interview them about that.

In other districts they do it different
ways. Not everyone does that. In sone districts
t hey use pol ygraphs at that tine. But our goal is to
do an obj ective danger assessnent and decide what to
do then forward.

If we think they are an of f ender working
inisolation, we will do one |evel of forensic exam
W'l call that a level one. That's a confirmation

exam We want to confirmwhy we were there and get
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sone ideas about them and so forth.

If we think they are networking with other
peopl e where we can trace conmmuni cation links to
victins, to other offenders and so forth, we can
catch groups, that's a level two exam It is nuch
nore robust, nuch nore tine consumng and so forth.
So when we caught the group of nepiphiles, we did
t hat .

A level three examis one where there is
sone forensic issue |like sonmeone is claimng that
they didn't understand sonething, or the conputer did
it automatically. That's sort of a trial examfor
sort of trial purposes.

About 90 percent of ny cases are resol ved
in level one and two, because the person will confess
on-scene nore than 90 percent of the tinme. The child
por nogr aphy we al ready knew they had, they wl|
identify and confirm And we can go on to then work
on finding kids and doing those things. So that's
what happens about 90 percent of the tine.

One in ten cases goes to trial either

because there's a fact issue, or because the person
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is in so nmuch trouble there's no incentive to plead.
We prioritize in our ICAC and with the U S.
Attorney's office high-inpact offenders.

CHAIR SARIS: | CAC?

MR DeBROTA: ICAC, I'msorry, Internet
Crinmes Agai nst Children Task Force, | CACs, yeah. And
he works with one, as well.

H gh-inpact offenders, which neans al nost
all of the offenders we've prosecuted the |ast three
or four years were not just generic passive recipient
peer-to-peer people. They were the other kind.

And we principally wrked at putting
toget her collective cases. So we hel ped do Qperation
Nest Egg. That group, the Cache PBS had 535 nenbers,
down from 1, 000.

Now a question that was asked earlier:
coul d sonebody be a nmenber of a collective group and
still be a neophyte? That was a question. It's an
excel | ent questi on.

In ny experience, that's inpossible. In
the 535 nmenbers of that group, to get in it you had

to already denonstrate you were willing to distribute
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chil d pornography within the group. You had to do
that, so they knew you weren't a cop. And you had to
be vouched for by anot her nenber.

Then they periodically culled the
menbership. That's howit went from 1,000 to 535.
That same net hodol ogy was true all the way back to
t he Wonderl and and Qur Pl ace cases in 1996. So
doubt there is an exanple of a person in a collective
group who is not there for a good reason.

So that gives you a general idea of what
our approach is here. | can provide any kind of
forensic result information to what sort of a
sentencing factor you may want, but | see ny tine has
expired. So thank you for this opportunity.

CHAIR SARI'S: Thank you.

MR MARLOWE: Thank you for the
opportunity. M coments are very brief. | would be
nore than happy to answer any foll ow up questions
related to the information.

Qur task force is conbined of 43 state,
federal, and |local agencies. So the mssion itself

ki nd of extends beyond the jurisdictional boundaries,
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t he badge color, and the uniformcolor, and that sort
of thing. So it's admrable on their part there.

| selected a couple of major dynam cs that
the task force as a whole faces. One seens to be the
m si nformati on that continues to grow that the fol ks
that we're dealing with are nerely | ooking at nude
pi ctures of youth, when in fact there are gruesone
acts of violence against the nost innocent citizens
that we have. So we are in a constant battle there
to bring it back to the real issue at hand.

The other issue is when we do the forensic
work we are only able to recover a small anount of
the images fromthe actual nedia that we have in
front of us. So the inmages, once they're out into
the virtual world, they continue to circulate. The
victins are revictim zed over and over again from
that situation.

And then the direct correl ation between
t hose who choose to possess this type of material and
bei ng hands-on offenders. Qite often the child
por nography is a way into the door, and then we find

out there's a whole other sinister world there that
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we ot herwi se woul d not have known about had we not

initiated this type of investigation.

Anot her chal | enge that we are encountering

deals with the fact that nmany of the predators that
we encounter are professional people within their
respective conmunities. They are |aw enforcenent
of ficers, teachers, doctors, |lawers, this sort of
thing. So they don't cone before the courts with
these long, lengthy crimnal histories in a |lot of
situations. It may be their very first tinme that

they come into the system So they may be vi ewed

differently. There's inconsistencies with regards to

t hat .

Wth regards to the images thensel ves, our

investigators and exam ners who are forced to view
t housands of these images maybe even for a single
case, they're discussed with the prosecutors, but
there's inconsistencies with the pictures being

vi ewed beyond that point. They are left to a
description froma prosecutor to describe that.
Frankly, just like in all lines of work, sone are

better at that than others, and so often the true
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nature of the gruesone act is not conveyed to the
court.

My col | eague here nentioned the forensic
situation. |It's done differently all around the
country. W do on-scene triage with regards to
forensics to get information, but quite often those
cases still need a full-blown forensics before they
go to trial. So that backlogs the systemfor three
to six nmonths on any given case.

The last point 1'd just |like to enphasize
is dealing with, as technology is inproving the
el ectronic service providers are better at reporting
to the National Center. So that volune continues to
grow. And so as that volunme conmes into the Nationa
center, they are vetting that and pushing that out to
t he | CACs.

Just an exanple. Last year, our snall
| CAC wor ked 534 cyber tips fromthe National Center.
That is up from351 the year before. So we can only
anticipate that nunber to continue to grow. And as
that grows, that forces us into nore of a reactive

strategy, thereby we're responding to tips fromthe
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public, fromthe service providers, instead of being
proactive and goi ng out and conbatting this problem
So | offer those as just a little insight
into sone of the dynamcs that we face. There are
certainly many variables that affect the system so
no one person or one discipline is to blane. It's a
teameffort to try to nove forward and nake it better
for everyone.
Thank you.
CHAIR SARIS: Well thank you. Questions?
COW SSI ONER HONELL: M. DeBrota and
M. Marlowe, | appreciate your comments about the
resources that it takes to do the forensics
examnations. And it is one of those issues that,
shoul d the Comm ssion deci de to nmake any
nodi fications to our child porn possession guideline
internms of what the specific offense characteristics
are, as you could tell fromthe thrust of ny earlier
guestions, it's that bal ancing of resources in
i nvestigation for 90-plus percent of the cases where
t he defendant has pleaded guilty and is not going to

trial requiring a full-blown forensic exam nati on,
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but al so makes sense to sentencing judges and why
penal ties should be increased in particular cases is
one of those issues that the Comm ssion has to work
Wi t h.

I mean, we have heard from a nunber of
judges and other critiquers of the current guideline
that it is broken. And one of the reasons it is
broken i s because of overl appi ng specific offense
characteristics, and so on. And so having specific
of fense characteristics that nmake sense to judges in
terns of neasuring culpability, and at the sane tine
not taxing the resources of |aw enforcenent so that
t he backl ogs grow even |larger in these cases, is one
of the challenges that we have.

And so if the Comm ssion gets to the point
of maki ng changes to the guidelines, | know that
we're going to call on, you know, expertise as to the
burdens that nodified specific offense
characteristics woul d pose.

The question that | have, and | was very
interested in Ms. Wl ak's testinony about the

conparison between penalties for state versus federa
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crimes. And it does seem even though you didn't go
into specifics about what the state statutory schenes
were, but just based on your analysis that generally
federal defendants convicted of child porn offenses
are serving less tinme than simlarly —than defendants
convicted of simlar crinmes at the state |evel.

M5. WOLAK:  More tine.

COW SSI ONER HOWNELL: They're serving nore
time in the federal level. I'msorry if | m sspoke.

So if I could ask M. Marlowe and M.
DeBrota, what —I'msorry, Captain Marlowe, |I'm
sorry —

MR MARLONE: That's all right.

COW SSI ONER HONELL: What are sone of the
factors that do go into whether you take a case
federally or take it to the state? And does it
confirmthe research that Ms. Wl ak's organi zation
has come up with in terns of the severity and that
sort of thing?

MR MARLOAE: W find it varies, too,
depending on the rural jurisdictions versus the nore

urban jurisdictions, as well. W've had simlar
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of fenses where we' ve encount ered sonebody with the
sane nunber of inmages, a simlar case in a rural
jurisdiction may be sentenced to 30 years, to where
in an urban jurisdiction it's three to five years.

So —and that varies. As far as whether we
take it federal or state, in that situation usually
we're talking to the prosecutor, |ooking at the
totality of the case to see if that particul ar
prosecutor is technically savvy enough to deal wth
that particul ar case.

Because in a lot of situations we're
encountering jurisdictions that haven't prosecuted
these type of cases. And so they're not confortable
with the technology. O we're dealing with a
traveler that traveled to neet a young person to have
sex wth them and they never showed up. So they're
wondering, can we prosecute this type of case? So
they lack that.

So in that case, we may go to our federa
partners and ask for assistance, or our attorney
general's office, or sonething of that nature. So

there's no one thing that | can say, well, if this



10

11

12

13

14

15

16

17

18

19

20

21

22

23

257

happens then we go federal. W kind of take a step
back and |l ook at the totality of the case. W're
fortunate in that our geographical region is somewhat
small, so we have the prosecutors attend our neetings
and we know them personally, and this sort of thing;
as opposed to an I CAC or Internet Cinmes Against

Chil dren Task Force that has a | arge geographi cal
regi on where they may not be in close contact with
all of their prosecutors.

So | would say the majority of our cases
go federal sinply because we're right here. You
know, this is a topic that is very inportant. The
federal prosecutors in this region are very
interested in dealing with this issue, and so they're
very energetic to take the cases.

COMWM SSI ONER HOAELL: M. DeBrota? |
nmean, for exanple what do the —how does the state,
you're from —

MR DeBROTA: | ndi ana.

COMM SSI ONER HOWNELL: — I ndi ana, how do
the Indiana State penalties conpare to the federal ?

Does that play a role do you think in whether you
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take a case or don't take a case?

MR DeBROTA: It absolutely does. I1'min
one of the states where the federal penalties are
substantial ly higher, depending on what crinme we're
conparing it to.

So for exanpl e the possession of child
por nogr aphy crinme under Indiana |law carries a nmaxi mum
penalty of three years; where you woul d expect they would
serve 18 nonths of that. |If the presunptive sentence
is 18 nonths, they woul d serve ni ne nonths.

So the decision to refer a case, a
federal -qual ity possession case to state court is to
basically potentially convey a fairly serious
sent enci ng benefit.

The Seventh Grcuit has said —and | can't
speak for the rest of them —they've said, this
doesn't matter. The one argunent foreclosed in the
Seventh Crcuit on disparity as the state versus
federal, they've said it's irrelevant. So that's not
a big argunent that | see in ny cases.

Where this issue hits ny desk first is on

t he question of prosecutive screening. So there's a
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| arge nunber of factors | use to decide whether to do
a case. | think I work in a zero sumgane. |If |
decide to do a case of one type, it forecloses in the
sane anmount of tine with the same resources ny
ability to do a different case.

For exanple, |ast year we charged
approximately 42 crines against children cases. The
vast majority of those were cases involving actual
production of child pornography, mass distribution,
definitely one-to-one distribution.

W had a couple of cases that woul d be
passi ve recipient cases of the sort of —there's been
sone questions about these kinds of cases up to
today, and I'Il just state as a parenthetical, this
is not the heartland of cases you should worry about.
It's not. It may be in sonme jurisdictions; it's not
everywhere true that that's what all this is about,
but | didn't want to create a safe harbor for one
type of case by not doing any LineWre cases.

So we do a couple of them W tend to do
themw th val ue- added defendants —a teacher, a day

care worker, soneone with a prior conviction, and so
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forth. And even there we tune those cases to their
behavi or .

So for exanple you coul d use peer-to-peer
file trading and use very specific searches. You
could, for exanple, search for the nane of a series
famliar to you, or that you think you created and
you want to see if soneone el se who you gave it to is
betraying you. So the tool can be used by
sophi sticated of fenders as well as unsophi sticated
ones.

But in the main we concentrate on people
who are active distributors with social networking,
because what we've noticed is high technology in
soci al networking has fundanental |y changed how
of fenders interact wth each other and their child
victins.

VW have to recognize that reality. So the
nunber one criteria for nme is: How does this person
engage in social networking? And I woul d suggest
that froma sentenci ng nodel you shoul d be concerned
about that.

Also, | want to know if they have a | ong-
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standi ng persistent pattern of behavior. Because

frankly | don't prosecute anyone that doesn't have

one. Gkay? |If this was a one-off accident, |'ve not
seen that case. | have not prosecuted that case in
20 years. | don't know if anybody el se has. But the

peopl e that | prosecute intentionally did what they
did, intentionally collected what they collected.
As an aside, if it was an accident they're

not even guilty, you don't have to sentence that

person. But what | try to look for, I |ook for
social networking. | look at the nature of the
material. W alnost all the time consider a danger

factor if they have S&M material, bestiality,
nepi philia material. A |large nunber of inages,
that's a screening factor. The forensic trai
between the offenders. W like to foll ow those
trails. W |look for that.

W | ook for contact offending. W I|ook
for children in the hone or they have access to with
their job. W look for prior convictions or
adm ssi ons of sexual abuse.

By the way, |'ve never had one exanpl e of
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nol ested a kid where it was not true. | have no
fal se negatives of that in 20 years. Gkay? And in
the last year or two, we're getting that adm ssion
wel | over 50 percent of the tine.

W al so ask the question: Wo are you
sexual ly attracted to? And we get, children. W
don't get sonething else. W're getting that answer.
And we ask: Do you nmasturbate to the image? And
we're getting, "Yes."

COW SSI ONER HONELL: Can | just ask you
one foll owup questions about that? Because, you
know, oftentines before people are sentenced you get
a lot of information about them clearly, including
their famly/comunity ties, or that they have a

famly. And, you know, oftentines you hear, for

every defendant who has a famly, they really want to

see their child grow up. GCkay? Very conmon.

When you're dealing with a person
convi cted of child porn possession and they have
smal|l children at hone, you could raise a question of

whet her or not, you know, that person has access to
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smal | children and whet her those children are at
risk.

Have you seen cases involving child
por nogr aphy possessors where, or producers, where
they have put at risk their own children?

MR DeBROTA: Ch, certainly. Yes.

COW SSI ONER HOWNELL: They use their own
chil dren?

MR DeBROTA: Most producers produce
material, with an exception, nost produce materi al
invol ving children they have sonme control over. So,
and one way of scaling that is, there's a sentencing
enhancenent for are you the parent, custodian of the
child. That applies virtually every tine in ny
production cases. That's a way of scaling that.

The narrow exception is we have peopl e
using the Internet to chat wwth a child, and getting
themon the other end to display thenselves in a way,
or engage in sone conduct. Qur youngest victins of
that go down to age eight and nine. But we're seeing
that, as well.

So that is going to be a stranger, but
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it's going to be an Internet scenario. But the vast
majority of the production cases involve
interfamlial or a close circle of access to the
offender in the cases that |'ve seen

As to the question of whether or not an
of fender poses an acute risk to their children, the
only real good way to answer that question, other
t han obviously yes, is if you had a very detail ed
analysis of a kind that we hear is the goal fromthe
nmental health professionals. W never have that at a
sentencing hearing. There's a lot of tactics to
this. Very few defense attorneys want their clients
really to go through an assessnent. They don't want
to be pol ygraphed or pl et hysnographed.

COW SSI ONER HOWELL: Right. So —

CHAIR SARIS: One nore and then we're
going to go to Judge H nojosa, Vice Chair Jackson,
and then Comm ssi oner Friedrich.

COW SSI ONER HOWELL: As a regul ar course,
you know, | typically in child porn cases, |
typically order that the presentence investigation

report be dissemnated to any treatnent providers,
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either in prison or out of prison during supervised
release. This is a standard part of the order.

| have never considered whether or not to
direct that the forensic exam nation of the conputer
al so be dissemnated. And it sounded as if fromthe
social scientists and the clinicians that we heard
fromthis norning that that would be incredibly
val uabl e informati on. Have you ever seen that done?

MR, DeBROTA: No.

COW SSI ONER HOWELL:  And what woul d be
your reaction to that, fromlaw enforcenent's
per spective?

MR DeBROTA: W have a practical
difficulty we'd have to surnount.

COW SSI ONER HOWELL: Wi ch woul d be what ?

MR DeBROTA: The inages thensel ves
attached to the forensic report.

COW SSI ONER HONELL: 1" m not tal ki ng
about the conputer. |'mtalking about the forensic
exam nation results, whatever that mght be.

MR, DeBROTA: Yes.

COW SSI ONER HOWELL:  Which are not al ways
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fully disclosed in the PSI. But clearly fromthe
clinician's perspective actually having the forensic
exam nation results or report would be hel pful to
themin their treatnent.

So have you ever seen that done, that a
court orders as part of the sentencing, in addition
to the PSI going to treatnment providers, also the
forensic exam nation results?

MR, DeBROTA: Never. Never.

COW SSI ONER HOWELL: What woul d you think
about that?

MR DeBROTA: Done in a controlled way
with sonme rules put in place, if it's going to be
hel pful to them that m ght work. Sonme forensic exam
reports, though, don't have a lot of words in them
They tend to be hyperlinks on a FTK report. [If you
haven't seen one of these, it's hard to conceptualize
this —

COW SSI ONER HOWELL: |'ve seen them

MR DeBROTA: Ckay. |It'd be a click here
for sadistic inmages, click here for child

por nography. So to get any neani ng out of that,
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you' d have to click there and read it. That's the
st andar d.

Now our reports have words in them and
they say things. So those reports woul d nmake sense.
| ve never had anyone ask for one, actually, either,
though. But in our district, all of the judges do

make avail abl e the presentence for this purpose. |

hope that's standard. | don't actually know that.
COW SSI ONER HONELL: | think it is
st andar d.
MR DeBROTA: | hope it is. It should be
st andar d.

The other thing we learned is, then the
Bureau of Prisons will read the PSR and nake
decisions that mght affect treatnent. So what goes
in PSRs actually turns out to be quite critical.

What's frequently not in PSRs is what the
person actually did. |In our district, for exanple,
there's testinony on the factual basis for the plea,
and there's a separate sentencing neno. And you
would really need all of that, because we actually

tell the story nore in the factual -basis docunent



10

11

12

13

14

15

16

17

18

19

20

21

22

23

than we do in the presentence.

CHAIR SARI'S: Judge H noj osa.

COW SSI ONER HIE NQJGCSA: Ms. Wl ak, back to
the state/federal disparity, and you touched on this
in your study, | nmean it's obviously very easy on the
federal side to | ook at the nunber of images based on
t he enhancenents that have been used with the
sent enci ng gui deli nes and whether there's sadi sm and
masochi smand all the other enhancenents. It can't
be that easy with regard to sone of the state cases,
can it, so that someone can just nake the statenent
t hat obviously there are nore severe cases in federal
court versus state cases?

O did you find in your study that you
were easily able to determ ne the nunber of inmages in
the state cases as well as the sadismand the
masochi smand all the other enhancenents that are
used in the federal systen?

M5. WOLAK:  When we intervi ewed
investigators, we asked the sane questions, whether
they were federal investigators or state

investigators. And we asked them questions |ike:
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How many i mages did this of fender have? D d any of
t he i mages show vi ol ence beyond sexual abuse? For
exanpl e, bondage or brutal rape?

So we asked a whol e series of questions
like that. And that's what we based our —and t hat
becane our data that we used in the anal ysis.

COW SSI ONER HI NQJOSA:  And so you did
find that there were nore serious cases in the
federal systemthan in the state systenf Because |
know at the end you close —you’'re saying that there were
simlar types of cases being sentenced differently
between the state and the federal system So then
you nmust have found that in the state systemthey
were | ess serious than the federal systen?

M5. WOLAK: Vel |l what we found was, when
we conpare —when we put the state cases in one
colum, the characteristics of seriousness, and we
put the federal in the other, we find that a higher
proportion of federal cases had certain qualities
that we called "seriousness."

They were nore likely to have 1, 000 i mages.

They were nore likely to involve soneone who
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distributed i mages. They were nore likely to involve
sadi stic or violent inages, for exanple.

So that's what we neasured. And then we
used anot her anal ysis techni que where we coul d put
each factor in and control for all the other factors.
So we found you're nore likely to get a sentence of
five or nore years if you have nore than 1, 000
i mages.

But even controlling for all of those
t hi ngs, when you add in federal charges the
likelihood is twice as high that you'll get a
sentence of five or nore years, if that explains it.

CHAIR SARI'S: Conmi ssioner Carr.

VI CE CHAIRVAN CARR M. DeBrota, | think
you nentioned, maybe not in your district, but that
in some districts at the point when they first
confront a person they do pol ygraphs right there, if
t hey can.

MR DeBROTA: That's correct.

VI CE CHAIRVAN CARR  And | was j ust
wondering if you know, anecdotally, what the results

have been of those?
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MR DeBROTA: | do. | think Ms. Hakes is
going to describe that in greater detail. The
district is the Northern District of Chio, and |
think you will find it illumnating. It's around 70
percent, but I'Il let her describe that nore fully.

In our cases, because we're there focusing
on are they a contact offender, we get a high nunber
of disclosures. So it happens a lot. For exanple,
just in January, four out of four.

But I'll say this, too. W are deciding
what house to search based on crimnal trade craft we
can associate with the |ikelihood of offending. A
cl assic exanple is people who do G gaTri be are nore
likely to be contact offenders than people who do
LimeWre, inny view So if | have a choice between
one of those two cases, other things being general
deterrence off the table, 1'"'mgoing to do the
G gaTri be case first because we keep getting a
hi gher-quality target that way. So it just depends.

CHAIR SARI'S: Conmm ssi oner Jackson.

VICE CHAIR JACKSON: Yes. M. DeBrota, |

appreci ate your practical on-the-ground view of how
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this works. And | just had two questions about the
things you said that | didn't think I understood.

One was about duplicates not being a
pr obl enf

MR DeBROTA: Yes.

VICE CHAIR JACKSON: Is that because the
of fenders that you see are culling, and organi zi ng,
or they're not getting duplicates?

MR DeBROTA: Ch, | see.

VI CE CHAIR JACKSON: Do you under st and
what | nean?

MR DeBROTA: Yes, | do. It depends. To

give you an idea of the degree of the obsessions

t hese defendants have, |I'maware of a case from 2009,

a nenber of a collective group, he had 980, 000 JPEGs.

That's just one type of file.
He had no duplicates. They were all in
fol ders, perfectly accurately sorted, with no S&M

material, none; no boys. No adult nmen. Al little

girls. No one over 12. Ckay? And he testified at a

trial and said he sorts his collection every night

for a few hours.
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So that's one net hodol ogy of | ooking at
sort of degree of the file sorting. Now not
everybody does that kind of file sorting. He didn't
have any duplicates because he checked. GCkay? So
his lack of duplicates is extrenely enlightening,
right? | nmean, it's proof of intent.

In a generic case, if you have a | arge
nunber of files, in order to not have a | egal issue,
or have a jury wonder are we picking on sonebody, |
don't charge duplicates. And |I've never had a case
where the nunber of inage enhancenent really turned
onit. But | will say this:

Two of ny selection criteria for cases are
how many i nmages does this person have? Frankly,
videos at 75 inmages, that never causes trouble
ei ther, because the cases that | tend to prosecute,
t he peopl e usually have well in excess of 600 files,
| et alone inmages or videos, and so forth.

VI CE CHAIR JACKSON: M second question
was about this notion of the adult material, the
child material. W heard earlier, and | certainly

appreci ate your true statenment, the bigger the burden
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the nore inportant the question should be, but we've
heard testinony that suggested that this notion of
what the ratio is between adult pornography and child
por nography is a predictor —

MR DeBROTA: Yes.

VI CE CHAI R JACKSON: — of future
dangerousness. And so | didn't quite understand what
you were sayi ng about whether or not it's hard to
figure that out, or not. And why would you need to
know t he universe of —couldn't you just |ook at the
person's conputer and figure out what the ratio is?

MR DeBROTA: Well let's take David
Condi ff, for exanple. He has 300,000 child
por nogr aphy i mages, but he probably had half again
that many adult material images. So he has 600, 000
total files. W counted them okay? So he's a 50
percent collector of child pornography conpared with
adult material, right? But is that very significant
as conpared with he has 300, 000 child pornography
i mages?

| nmean, maybe we don't really need to know

t he percentage when you get to 300,000. | hope not.
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But what | can tell you is, if we need to have a
district judge sonewhere call balls and strikes on
that, they're going to have to start |ooking at
images. And |I'mvery concerned that —I can tell you
from personal experience what it takes out of you to
do this kind of work.

VI CE CHAI R JACKSON:  Sure.

MR DeBROTA: And | don't want to have
court staff have to do this, federal judges have to
do this, unless it's just really inportant. kay?
But the nunber-of-inmages enhancenent | think tells
you a | ot about |ong-standing pattern of behavior.

But really what it tells you is how nuch harmthere
was fromthis crime: how many kids are in these
pi ctures.

W can do that relatively straightforward.
But the percentage nunber, although it woul d be nice,
it would be enlightening and | agree it would be nice
to knowis it 50 percent of their collection or 5, do
we really need to know t hat?

If we do, okay, we'll try to find a

mechani sm W have hashed val ues for sone of the
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chi I d pornography inmages, although not the new ones,
the ones | really want to focus on —I want to find
the kid. W don't have hashed val ues of adult
por nography. W would have to create that. How
woul d we do that?

And someone woul d have to | ook at a
picture and go, it's an adult, it's not an adult. W
don't want to have to do that to sonebody. The group
t hat woul d have the best information about this
t hough is NCMEC. They have dozens of peopl e who have
the obligation, and we should honor it to | ook at
these pictures. They're doing that. They can tell
you what would really be involved in that burden

| really don't want to have to litigate it
unless it's of paranmount inportance to our sentencing
decisions. | don't think it is, actually. | would
decline a case if sonebody had a mllion images and
two or three child pornography inmages. That's a
state case. That's not what |'m seeing.

I"mseeing big collections with screening
factors that |I think would be sentencing factors.

VI CE CHAI R JACKSON:  Thank you.
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CHAIR SARI'S: Commi ssi oner Friedrich.

COW SSI ONER FRIEDRI CH: M. DeBr ot a,
earlier you tal ked about sone of the selection
criteria you use in deciding whether to accept a
case —

MR, DeBROTA: Yes.

COW SSI ONER FRI EDRI CH: —federally. And
' mwondering, when we | ook at our data across the
country, we see just enornous disparities in the way
in which prosecutors are charging these child
por nography offenses. In | think |ess than half of
t he cases where prosecutors could charge the receipt
with the five-year man-mn, they're charging, nore
often than not, sinple possession.

So I"'mwondering. |s there kind of an
i nformal guideline systemusing sone of the criteria
you' ve mentioned that influences your decisions in
that way? O is it just individual prosecutors
across the country applying the Hol der Menorandum i n
the way they want? Because we just see it nmakes an
extraordi nary difference in sentencing.

MR DeBROTA: | think there's two answers.
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On step one, do we open a case and begin an

i nvestigation pre-search warrant, are we going to
| ook at this case? The nore we know about the

of fender the nore we can nake a decision that is
based on danger assessnent.

If the search has al ready been done, and |
al ready know what kind of material they have, is it
S&M or not, how many i mages, nost of the tine in ny
district we open the case before the search. And
it's a federal warrant. That's our nodel.

W are not doing a | ot of adoptive cases.
So we usually don't know that when we decide to do
the investigation. So we're basing it on their known
crimnal trade craft and our perception of their
degree of sophistication.

So lets's say we see sonebody doi ng
sonet hing not very sophisticated, but we're going to
go do a search warrant and then see. W're going to
do a danger assessnent there, and then we're going to
start maki ng the next decision. Do we prosecute the
per son?

There will be sonme nunmber of offenders —
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the classic is a juvenile. If it's a juvenile, it's
a state case. | don't prosecute juveniles. So
that's going this way. It doesn't happen very nuch

but it coul d.

I"mgoing to then do a danger criteria on
deciding am| prosecuting this person? |n ny cases,
| don't tend to charge people | don't think should
not receive a five-year mandatory mnimum | work in
ny analysis. AmI| prepared to stand in front of one
of you and say this person deserves five years?

If I"'mnot, that's a state case. Ckay?

COW SSI ONER FRIEDRI CH: So you personal |y
don't charge the possession —

MR DeBROTA: Wth rare —

COW SSI ONER FRI EDRI CH: —you just nake
sure it goes —I| nean, because possession and recei pt
are one and the sanme?

MR DeBROTA: Wth rare exceptions. M
possessi on cases usually are because of a forensic
difficulty, and 1'Il give an exanple in a second, or
t he person has a nmandatory m nimumten years because

they have a prior and we caught themw th a fl oppy
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the library, and we don't have the library conputer,
sonet hing along those lines, a lack of proof. So
we'll use the mandatory mninmumof ten, with a prior
no probl em

M/ believe is if you have a prior and we
catch you | ooking at nore child pornography, that's
inmportant. So | will do that case.

There's a | ot of confusion sonetinmes on
the ease with which we can junp between possession
and receipt. In areal-world context wwth a jury,
they don't want to hear he got it fromthe Internet.
They want to hear in June of 2010 he got it through
Li mreWre.

Sonetinmes we can't tell how exactly they
got the file. 1 also have cases where we can't —we
don't know that they —

COW SSIONER FRIEDRICH: Wait, can | stop
you there?

MR, DeBROTA: Yes.

COW SSI ONER FRIEDRI CH: Can you expl ain

that nore? Because | think it's the rare case where

280
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you're not going to be able to show through your
f orensi cs.

MR DeBROTA: | can give a sinple exanple.
Sonebody downl oads. This was brought out earlier
today. Let's say hypothetically sonebody marks for
downl oad on LineWre 10,000 files, and downl oads all
10, 000. kay? They then |ook at them and they
determne 1,000 of themare child pornography. And
then they nove themto an archival folder called "M
Chil d Pornography.” That's where we find them

I[f I don't have an adm ssion to them
intentionally getting them if | don't have any
nmet adat a because they used web wi ping software or
sonething, | may not have the full story of exactly
what day and how they got them But | know they
collected them They valued them They're guilty of
know ng possession. GCkay? There's a |ack of proof
on the receipt.

Now we have recei pt cases where we know
the whole story. They did a web search for PTHC or
sonething. And then they got the file. And we can

forensically tell the whole story.
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But in ny opinion, forensically proving
recei pt has been oversold. |It's actually easier to
prove where they're doing it, distribution, than it
is receipt. Receipt is tricky. Distribution, the
forensics evidence tends to be easier. But there's a
| ot of m sunderstandi ng about you can always flip
between the two, and it's not always the case.

| can only speak for our charging
decisions. If I'"'mnot prepared to stand up and ask
for five years, why am| charging the case? Because
it's a zero sumgane. | have an, unfortunately,
infinite supply of people that | can prosecute for
these crines. So | have to put these resources where
we can best use them And in ny judgnent we should
go for the nore serious cases, and that is our nodel.
That is the one we train people to do, go for high-

i npact of f enders.

CHAIR SARIS: When you say "our nodel," is
that Indiana or is that the national nodel?

MR DeBROTA: Ckay, for what it's worth,
|'ve trained probably 10,000 people on the Indiana

Mbdel on how to catch contact offenders, how to use
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on-scene triage. The way the Indiana | CAC does it,

it's one of the ICACs that's a | eader in offender

i ntervi ew ng,

on-scene conputer forensics, trying to

cat ch hi gh-inpact offenders.

W also are very much interested in

i nking together and doing collective cases. So you

m ght not have seen this, but we will prosecute

people in other states and bring themto Indiana and

prosecute them for conspiracy, and so forth,

enterprises i

n Indiana. So we do those.

That's what we think is our best use of

t he resources we have.

COW SSI ONER FRI EDRI CH:  But across the

country, do you think nearly 48 percent are charging

recei pt because they really can't prove it? Putting

your practices aside in your district, do you think

it's a problem —

MR DeBROTA: Sone percentage they

probably can't prove it. Sone percentage they don't

have the resources to tell the difference. Sone

pl aces they don't think that that will be supported

by the | ocal

bench and they may be getting pressure
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to not charge it.

Vell, but there are offices that if they
get a lot of pushback they're going to adjust their
practices to get through the day. So | don't work in
one of those places. There's seven judges |'ve
worked with in the Southern District of |Indiana, and
t hey have repeatedly said that the sentences they
i nposed were appropriate for them and they
appreciated the informati on we were giving them

So | can just speak to that.

COW SSI ONER FRIEDRICH: Ch, | understand.
But those offices that are reacting to the bench, do
you know whet her they have informal criteria that
they apply in deciding which one of those they're
really going to fight the bench on and charge that

five-year?

MR DeBROTA: | hope so. | don't really
know that. |If you heard ne give a lecture to
conference, | say to ny fellow AUSAs, we really need

totry to catch the worst of the worst. W need to
bel i eve that we can actually locate kids. It does

wor k.
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An operation we started involving the
nepi philes, we had 24 children that we took away from
t he hands of those offenders in just an 18-nonth
period of time. And | think that has to be the goal
And the rest of it, getting a sentence in a
particul ar case, you know, advocating for the
governnment, all of those things, it has to fit with
t hat goal .

But I want to get through the sentencing
process as efficiently as possible, and so do ny
friends at the Federal Public Defender's office.
Frankly, we argue about 3553 factors way nore than we
argue about the guidelines. That's how it works in
I ndiana. W go on to that where everybody seens to
be confortable we can nmake the argunments we need to
make. W're not arguing about the nunber of inmages,
or whether there's S&M we're argui ng about 3553
factors, the rest of the story, right? And that
seens to be what the people are interested in on the
bench, and so forth, as well.

That's our approach.

CHAIR SARIS: |Is there anyone el se?
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(No response.)

CHAIR SARI'S: Thank you very nuch for
comng in and for the work you all do. Thank you.

W are going to take just a five-mnute
break, and then we'll switch over for the Victims
Per specti ve.

(Wher eupon, a recess was taken.)

CHAIR SARIS: Wl cone. Sonebody is

pl ayi ng mnusi c.

VICE CHAIR JACKSON: It's pretty. | heard

CHAIR SARIS: So it's getting late in the

day, but a very inportant perspective is the victims

perspective. On this panel is Mchelle Collins, who
is the director of the Exploited Child Unit at the
National Center for Mssing and Exploited Children,
NCMVEC? |Is that what you call it?

M5. COLLINS: That's right.

CHAIR SARIS: She directly oversees the
cyber tip Iine, the congressionally nmandated
reci pient of reports on child exploitation for the

public and all U. S.-based Internet service providers.
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Ms. Collins spearheaded the creation of the Child

Victimldentification Program and worked with

programers to create the Child Recognition and

| dentification System

Then we have Sharon Cooper, an adjunct

prof essor of pediatrics at the University of North

Carolina, Chapel H Il School of Medicine; and the

executive director of Devel opnental Forensic

Pedi atrics PA, which provides clinical care for

children with disabilities and victins of child

mal treatment. She is also a forensic pediatrician at

t he Sout hern Regional Area Health Education Center,

and a physician in the Child Medical Eval uation

Program under the auspices of the University of North

Carolina, Chapel HII.

And Susan Smth How ey is the chair of the

Conm ssion's Victins Advisory Group, a position she's

hel d since 2009. She's worked with the Nati onal

Center for Victinms of Crinme since 1991, serving as

its director of Public Policy since 1999. She also

currently serves on the National

on Vi ol ence Agai nst Wnen.

Advi sory Committee
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Wl conme to all three of you. We'll start
with Ms. Collins. Thank you.

M5. COLLINS: Well thank you very nuch for
inviting the National Center for M ssing and
Exploited Children to cone today and speak with you.

I would like to start just briefly by
explaining the role of the National Center for
M ssing and Exploited Children, and how it is that we
have sone information to offer you today as you're
hol di ng this hearing.

As you know, the National Center is a not-
for-profit organization authorized by Congress,
working in partnership with the Departnent of
Justice. W are a public-private partnership, and
for 27 years we have acted as the Nation's
cl eari nghouse on m ssing and expl oited chil dren.

One of our key programs is the Cyber
Tipline that was referenced just a few m nutes ago.
It's the online reporting nmechanismfor incidents of
child sexual exploitation. Menbers of the public, as
well as electronic service providers, are able to

report incidents of child sexual exploitation, for
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the nost part child pornography and ot her types of
crimes against children.

W receive reports in eight types of
crimes against children. The majority of those are
regardi ng child pornography, possession, nanufacture,
and distribution.

Reports are being made by nenbers of the
public as well as a federal |aw that requires that
el ectronic service providers report any incidents of
apparent child pornography. |f they becone aware of
content on their servers that they believe to be
apparent child pornography, they report it to | aw
enforcenment via the Cyber Tipline.

To date we have received over 1.3 mllion
Cyber Tipline reports, and that is since 1998. N nety-
two percent of those were related to child pornography.
And those conpanies | was nentioning, the electronic
servi ce providers, they have provided and reported
9.8 mllion inmages and videos of child pornography to
t he Cyber Tipline.

The ot her key programthat we operate is

the Child Victimldentification Program and the
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acronymis CVIP. So if | say that, that's what that
nmeans. It was created in 2002 and it has a dual
rol e.

First, we assist federal, state, and | ocal
| aw enf orcenent agencies as well as prosecutors with
determ ni ng which seized i mages contain children who
have al ready been identified by |aw enforcenent.

And secondly, we assist |aw enforcenent in
identifying and | ocating those children who still may
be in an abusive situation.

CVIP, the Child Victimldentification
Program was created because the NCMEC anal ysts were
repeatedly seeing the same i mages of child victins.
So we began keeping track when we | earned that |aw
enforcenent had actually identified them and rescued
them fromthe abusive situation

This project took on additional
significance after the Suprene Court held that if a
real child was not used in the production of an
image, it was protected speech.

So what CVIP anal ysts do each day is we

assi st | aw enforcenent by anal yzing and revi ew ng
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col l ections of child pornography that they seize from
of fenders, and we determ ne which contain child
victinms who have already been identified.

Local and federal |aw enforcenent officers
can submt these copies of seized images to federa
| aw enf orcenent agents who are stationed, or |ocated
at the National Center headquarters in Al exandri a,
Virginia. By conbining our proprietary software and
visual reviews, our analysts are able to identify
which files contain children who have been identified
by | aw enf or cenent.

W then provide a report back to the
subm tting | aw enforcenent agent providing themwth
that information. Qur reports act as a pointer
system containing detailed information about the |aw
enforcenent officers who identify each child. W do
not have child victiminformation, and we do not
distribute child victiminformation. W provide the
information to the | aw enforcenent officer who can
provi de assi stance.

These officers then can provide the

evidence for the child s identity to be used in
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court. To date we have reviewed nore than 62 mllion
sei zed i mages and vi deos of child pornography at the
request of | aw enforcenent.

So what is child pornography, and what is
it that we're seeing? And that's what we're really
here to tal k about today.

As you know, child pornography images are
evi dence of the crimnal sexual victimzation of a
child. The images are viewed, collected, and traded
anongst of fenders for their personal sexua
gratification.

For a little bit of termnology, the term
"series." Collectors often try to get every inmage
available within a particular series, a child victim
series. And oftentines they refer to these with a
child' s nane or a series nane.

A series mght contain ten i mages, or
hundreds of inmages. However, not all inmages wll
depi ct the same content. For exanple, a series my
contain a large anount of inmages. Sone are
nonabusi ve and sone are abusive. In addition, within

a series you may have one child, or nmultiple

292



10

11

12

13

14

15

16

17

18

19

20

21

22

23

chil dren.

Wil e the series nanes are not al ways the
victimnames, and typically not, we don't disclose
publicly series nanes in order to protect the child's
privacy.

Today we would i ke to share sone data
that we have fromw thin our program Because of our
specific role of assisting |aw enforcenent, we review
an enornous anmount of child pornography. And as a
result, we are uniquely situated to provide a
snapshot of what the problemof child pornography
| ooks |i ke fromour perspective.

Law enf orcenent has been doing a
remar kabl e job of identifying these cases and rescuing
the child victins. And in fact, at the end of 2011
| aw enforcenent had identified 4,103 child victins.
And that's globally. The majority of the children
that we know who have been identified are here in the
United States, but that can very nmuch be pointed to
the fact that | aw enforcenent here in the US. 1is
aware of CVIP and provides us with that information.

So in 2010, |aw enforcenent agencies
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submtted nearly 14.2 mllion images and videos to
CVIP for review The follow ng year, |ast year, 2011
they submtted nore than 22 mllion inmages and vi deos
to be revi ewed.

This increase can be partially attributed
to nore | aw enforcenent agencies who are aware of
this resource. However, the increase may al so be due
to hi ghspeed Internet access and digital storage
capacity, which has nade it easier for child
por nogr aphy possessors to collect a |arge vol une of
illegal material.

And to prepare for today's hearing, we
took a | ook at sone of the images that are nost
frequently submtted by | aw enforcenent. And we did
find some useful information about the kinds of
material that these offenders are trading, as well as
about the victins.

O the identified victins whose i nages
were frequently submtted to us by I aw enforcenent,
43 percent of the children depicted in the inmages
wer e boys, and 57 percent depicted in the images were

girls.
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And regarding the age of the victins, 76
percent of these inmages depict the abuse of
prepubescent children, including 10 percent which
depict infants and toddlers. And 24 percent depi ct
pubescent chil dren.

Now we use the term "prepubescent” to
descri be any child who does not show signs of sexual
maturation, and the term "pubescent” is used to
descri be children who show signs of sexua
maturation. Oten those are mddl e and hi gh school
st udent s.

Fromthe inception of the CVIP program

t here have al ways been a percentage of inages

subm tted by | aw enforcenent which depict infants and

toddlers. This suggests that there always has been a

demand for pornographic i mages of these very young
children, yet this demand fuels the production of
nore of these inmages.

These victins are often pre-verbal and
therefore they are nore isolated fromthe outside
world. And as a result, there are fewer

opportunities to be able to identify these child
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victins of abuse.

W continue to receive many sei zed i nmages
and videos of infants and toddl ers who are not yet
identified for those reasons. And within the data
that 1'mgiving you today, | amnot including
unidentified child victins. W are counting this
based on the children that we know and their ages
t hat we know.

So the nost frequently submtted i mages of
identified victins for the last five years reveal ed
t he ki nd of sexual abuse that is nost often inflicted
upon these child victins who are abused and
phot ogr aphed.

Ei ghty-four percent of the series contain
i mages or videos depicting oral copul ation; 76
percent of the series contain inmages depicting anal
or vagi nal penetration; 52 percent, nore than half,
of the series contain inages depicting the use of
foreign objects or sexual devices; 44 percent of the
series contain inmages depicting bondage or
sadomasochi sm 20 percent of the series contain

i mages depicting urination and/ or defecation; and 4
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percent of the series contain inmages depicting
bestiality. And those are the identified children
that we're seeing day in and day out. That's the
type of abuse they are being subjected to.

To note, this data should not be applied
to individual offenders' collections. This is a
reflection of the types of sexual abuse seen in
popul arly traded i nages.

Wil e | aw enforcenment has identified 4,103
victinms of child pornography, we know that there are
many nore unidentified victinms who have not yet been
rescued fromtheir abusive situations. And unti
these children are identified by | aw enforcenent,
they will continue to be at risk to be sexually
expl oi t ed.

W | ook at who is abusing these children,
the children that we're seeing in the images in the
vi deos bei ng sexual |y abused. Mst of the child
por nogr aphy victinms are being abused by sonebody t hat
t hey know.

These offenders have legitimate access to

the children they're abusing. These are people the

297



10

11

12

13

14

15

16

17

18

19

20

21

22

23

children shoul d have been able to trust. O the
child victinms that have been identified by |aw
enforcenent, the vast majority were victimzed by an
adult that they knew and they trusted.

In 22 percent of the cases it was a parent
or a guardian. In 10 percent it was anot her
relative. Forty-seven percent of the children that we
see depicted in child pornography were sexually abused
by a famly friend.

Not ably, and this was brought up earlier,
a small but growing percentage of identified victins
produced the sexually explicit material of
t hensel ves. According to NCMEC data, these inages
are not as frequently found in child pornography
col l ections that | aw enforcenent are seizing.
However, the frequency with which they' re being
submtted to NCMEC i s increasing.

And regardl ess of how their inmages are
collected, the child victins depicted nonethel ess
sustai n harm and damagi ng consequences, suffering
shanme and fear of public enbarrassnent.

Congress, the Suprene Court, issue experts



10

11

12

13

14

15

16

17

18

19

20

21

22

23

and this Comm ssion have all recognized the extrene
harminflicted upon the victins of child pornography.
Child victins suffer at the hands of the offender who
has sexual |y abused them and this harmis conpounded
when the abuser nenorializes the abuse by taking
photos and distributing themon the Internet.

Child victins al so suffer know ng t hat
of fenders may use images of their abuse to entice or
mani pul ate other children into sexual |y abusive acts.
Congress has addressed each of these distinct harns,
crimnalizing the production, distribution,
possessi on, receipt, and viewing of child
por nogr aphy.

Child victinms may experience depression,
wi t hdrawal , anger, feelings of guilt, responsibility
for the abuse, as well as betrayal and a sense of
power| essness and | ow self-esteem It is inpossible
to cal culate how many tines a child" pornographic
i mage may be possessed and distributed online. Each
and every tine an inmage is viewed, traded, printed,
or downl oaded, the child in that inmage is being

revictim zed.
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As one child victim who is now an adul t,
said in a victiminpact statenent to the court,
gquote: "Wien | was told how many peopl e had vi ened

t hese i mages and vi deos, | thought ny pul se would

stop. Thinking of all those sick perverts view ng ny

body being ravished and hurt |ike that nakes ne feel

like | was raped by each and every one of them" End

quot e.

So how are the offenders able to view
these illegal inmages and videos? Recent technol ogy
such as snartphones and thunb drives and cl oud
conputing have nade it easier for offenders to
col lect and store their child pornography.

O her technol ogical tools such as
anonym zers and encryption have enhanced an
offender's ability to evade detection by |aw
enforcenment. And the size of an offender’'s
collection is not necessarily a nmere reflection of
t hese technol ogi cal advances, it suggests an active
participation in the child pornography market, which
is a market in which the demand fuel s the ongoing

victimzation of children.
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So in closing, NOVEC is proud of the
services we provide to federal, state, and |local |aw
enforcenment and will continue to work with these
agencies in their efforts to investigate and
prosecute these crines, to identify and rescue child
victinms. However, there are many nore child victins
of sexual abuse who have not yet been found, and who
still suffer at the hands of their abusers.

Because chil d pornography victins often do
not disclose their abuse, they are relying on | aw
enforcenent to identify and rescue them And, they
are relying on all of us. This public hearing is
rai sing awareness that these inmages are a reflection
of sexual abuse, and that children are being abused
and phot ographed in comunities across this nation.

Wil e today | have di scussed NCMEC data in
a very enpirical way, we never forget that the
victins depicted in these inages are real children
Their inmages are evidence of their sexual abuse.

Once | aw enforcenent identifies a child
victim they learn the child' s story and they | earn

that these children are in our communities. They may
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play on your child' s baseball team or dance in your
daughter's ballet class, or sit next to your child on
a school bus.

VW will continue to work with | aw
enforcenent to ensure that all child victins get the
hel p and the justice they deserve.

Thank you for your tine.

CHAIR SARIS: Thank you. Dr. Cooper

DR COOPER  Thank you very much
Chai rwoman Saris. And it is truly an honor for nme to
be able to chat with you this afternoon about the
issue of the victimzation of children who have been
por nogr aphi cal | y phot ogr aphed.

As a pediatrician who has seen children
who are abused for 35 years, the last 15 years of ny
career | have been focused on children who have been
sexual | y expl oited.

I will be referring to child pornography
i mages predom nantly for the rest of ny testinony as
chil d abuse images, or child sexual abuse inages.
This is the internationally accepted termfor this

ki nd of contraband because it hel ps to debunk the
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nyth that these are images of children who are
voluntarily nodeling; that these are not really
children, they're all norphed i mages; that these are
adults made to | ook like children; and nost of all,
to do anay with the nyth that this is a victinless
crime.

Because peopl e have thought for a | ong
tinme that this was a victinmess crine, in 2005 nyself
and ot her coll eagues wote the first major textbook
on child sexual exploitation to discuss and provide
for the field, the nmedical field, the legal field,
and the social science field, this issue of what
really happens to children and adults who are
involved in this particular form of abuse.

Chi I d pornography or child sexual abuse
images is what | called "insult to injury.” The
injury is child sexual abuse. The nenorialization is
the insult to those children who have been sexual ly
abused.

There are several types of child sexua
exploitation, and I want to just outline themfor you

because child sexual abuse inmages are a conmon t hread
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t hrough each of the types of child sexua
expl oitation that we recogni ze today.

The first of course is what we have been
tal king about all day today, and that is the issue of
chil d pornography. However, | have been asked by
judges in the past on many occasions: Help ne to
under st and how when a person downl oads, possesses, or
trades these images it's revictimzing a child.

And so in one particular case that |
testified in, | explained to the judge that these are
cases very simlar to voyeurismcases where the child
i s being abused inside her hone, or wherever she may
be, and the offender is a voyeur who is looking in a
virtual wi ndow at this child being abused. And the
offender is not there looking in the wi ndow in order
to rescue the child, but they're there for the
pur pose of gaining sexual gratification.

And not only are they gaining sexua
gratification, they are calling others to cone and
ook in that window, as well. Wich is the epitone
of just extraordinarily egregious invasion of privacy

for a child, and for their worst nightmare, that form
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of child sexual abuse.

It was in the University of Cork Coll ege,
Ireland, where | first becane nore know edgeabl e
regardi ng some of the issues of offenders, and we've
had those who have al ready spoken about offenders so
| won't spend a great deal of tine in that particul ar
area except to say that in the textbook by Max Tayl or
and Ethel Quayle called "Internet Child Pornography,"
published in 2003, the nost comon notives of
of fenders for collecting these inages was, first, for
sexual gratification, but second, as a plan for
action.

I think recognizing this plan for action
needs to remain on the front part of our agenda when
we think about what kind of threat these individuals
are to children.

So the second type of sexual exploitation
aside fromthat formthat we call child pornography,
isinterfamlial prostitution of children. For a
long tine we failed to recognize interfamli al
prostitution. It was the research of Dr. R chard

Estes fromthe University of Pennsylvania in 2001
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that hel ped us to recogni ze that one of the |eading
causes of children running away from hone was the
fact that they were being prostituted fromw thin
their hone.

Now this prostitution is not necessarily
just for noney. Sonetines it's for food, clothing,
and shelter by a non-offending parent. And sonetines
it's for influence.

It was an aha-nonent for Child Protective
Servi ces workers whom | have been training now for
the last at least 10 or 12 years about this
phenonenon to come to recogni ze that those children
who say, "but | did tell ny nomthat he was sexual |y
abusing ne," and the nother who said, "No, that's not
true," we always thought that that nother just was in
denial. W never considered the fact that the nother
may in fact be nmaking that child available to that
boyfriend or stepfather, whoever else has stepped
into that hone, for good, clothing, and shelter and
iswlling to sell her child for that purpose.

So this issue of interfamli al

prostitution now, today, often entails the use of
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child sexual abuse images. | would |ike to draw your
attention to a case recently in North Carolina of
Frank Lonbard who had sold his five-year-old adopted
child, a son, a foreign-national child that he had
adopted, to nunerous of fenders who travel ed to Durham
for the purpose of having sex with that child.

And, fortunately, an undercover agent was
the | ast person that he attenpted to sell his child
to. Frank Lonbard' s screen nane was "pervdad4fun”
and he was in fact in a network with other
i ndi viduals who were selling children, and who were
intentional ly adopting children for the purpose of
selling themfor the production of child pornography
and interfamlial prostitution —not for noney, but
f or networki ng.

| think that the third type of child
sexual abuse is that of cyber enticenent. Wen we
t hi nk about cyber enticenent today, it's giving a new
definition to the term"child sex ring." Back in the
early '90s and late '80s, we used to think of satanic
wor shi pers as individuals involved in child sex

rings, but that's not what a child sex ring is today.
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Today a child sex ring is often a famly
that is sexually abusing their child on demand by
live webcamm ng, who is involved with other famlies
who neet on a regular basis, and where there's live
di scussi on about what type of sexual abuse they'd
like to see depicted in the live stream ng video.

When we think about individuals who are
cyber enticers, we recognize that these are the types
of individuals who contact youth on a regul ar basi s,
according to Janis Wl ak's research and others, and
in at |east 64 percent of the tinme they have
contacted youth from anywhere fromone to six nonths
on a daily basis, groomng themto finally becone
what our literature nowrefers to as "conpliant
victinms," children who readily | eave their hone
because they think they are in |ove with the person
who has been groom ng them for sone period of tine.

It is within this context that we
frequently see a cajoling of those victins to self-
produce images, and to respond to the request for the
fact that if you truly love me you'll send ne a

pi cture of you pleasuring yourself, one of the nore
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comon terns that's usually used in these types of
victi ns.

In those children that | have eval uated
who have been victins of cyber enticenent, the guilt
and sel f-blane and shane is nuch greater than we
woul d see in your typical child sexual abuse victim
Because not only has the child been sexually abused
after they've net with this person, but all of their
famly, and all of their sphere of nurturers in their
lives continue to point a finger at them and how
could they be so stupid as to have done this?

Wien | talk to parents in ny clinics of
chil dren who have been cyber enticed, | try to rem nd
them Wy are you holding a child to have the sane
cognitive skill level as a 36-year-old offender? Wy
woul d you think your child should be that smart?

It is yet another one of those unrealistic
expectations that exist for children who are
exploited in this manner. Today, enticenent
i nvol ving the production of child abuse inmages, self-
produced inmages, is comng into the world of video

gamng for our children. And in fact we have
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children as young as ni ne who have been cajoled to send
i mages of thenselves to those who are playing online
video ganes with them And that is one of the

reasons that this particul ar Sentenci ng Conmm ssion

di scussion with all of the ramfications of the
producti on of images, but also the collecting and
distribution of inmages, is so inportant.

The fourth type of sexual exploitation is
child sex tourism usually associated with a person
who is going to travel in order to have sex with a
child. The child may reside at the destination point
for those offenders, or the child may be taken to a
destination point wwth an offender —often a child's
thenme park. That's a very comon way in which child
sex tourists will neet.

The resulting sexual abuse inages that are
distributed to collectors fromthese particul ar types
of environnments are often going to be traded and
possessed in many places, and we know that the United
States is both a country of origin and destination
for child sex tourists.

The fifth type of child sexua
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exploitation is comercial sexual exploitation of
children, sonetinmes for domestic m nor sex
trafficking when we're tal king about children who are
not trafficked fromoutside our country into our
country.

W are focusing quite a bit these days on
donestic mnor sex trafficking victins, but many of
us fail to recognize that child pornography is
anot her conponent of the victimzation here.

Sonetinmes these i mages are produced as a
form of breaking down the resilience of a child who
may try to escape froma trafficker. This process of
sexual assault associated with videotaping of that
sexual assault by the trafficker early on in the
process of groomng and breaking in of a victimis
wel | described by victins to us. And in sone federal
i nvestigati ons, evidence of those DVDs found at the
hormes of offenders have validated the fact that these
children have been exploited in this manner.

Researchers have found that in 49 percent
of Anerican trafficked wonen, pornography was nade

during the exploitative victimzation. And the
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overwhel mng majority of wonmen who have been brought
into trafficking were brought in as underage m nors.

The addi tional inpact upon children who
are being trafficked with respect to the issue of
producti on of pornographic images entails the use of
conmuni cati on technol ogy through 3G and 4G
t echnol ogy.

When 3G technology first cane out in Japan
in 2003, the incidence in the prostitution of
children in Japan rose by 49 percent. And so it
hel ps us to understand how taking a picture of a
child and sending it to a potential client and saying
is this the one that you want takes us away fromthe
Internet, takes us away from a conputer-based form of
victimzation, but yet nevertheless is why the United
Nations' study on viol ence agai nst children in 2005
said we can't refer to these just as | CAC cases
anynore, Internet crines against children, we have to
refer to themas ICT cases, information and
conmuni cati on technol ogy crines agai nst children,
just because it's not always on the Internet.

When | have conducted clinical interviews
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of victinms of sexual abuse inages, there is an
i nevitabl e and constant thene that children share
with ne: the invasion of their privacy.

Even when | have eval uated m ddl e- school -
aged children who were exploited as preschool ers and
whose i nmages are circul ated today on the Internet,
the invasion of privacy is what they speak of the
nost .

These children and adults often tell me
that they live what | refer toin ny witing as "the
double life." A double life is where a child tries
to go to school, and tries to interact with other
people as if all is well. But, who are highly
vigilant and fearful whenever they cone into contact
with a computer, especially a conputer within a
soci al gat heri ng.

They have maybe an irrational belief that
sonehow or anot her when kids are video gam ng or
doi ng other things, the pictures of their sexual
abuse are going to come up. And it causes themto
feel constantly concerned.

It has added to the diagnosis that we
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typically see of child sexual abuse victins, those

di agnoses of post-traumatic stress di

sor der,

depression, and anxiety. W now have a new di agnosi s

for these types of victins. And that

is,

"nondel usi onal paranoia.” Children who are

constantly worried all the tinme, as are their

parents, that other people are |ooking at them

One victimdi scussed with
and how she couldn't sleep at night,

get up and wal k around t he house and

me her i nsomi a

and often woul d

| ook out the

wi ndows. And | asked her what was she | ooking for

when she | ooked out the wi ndows? And she said, "I'm

| ooki ng for the people who are | ooking back in at

rre. n

Despite the fact that the

Nat i onal Center

for Mssing and Expl oited Children has captured 45

mllion, now 63 mllion inmges, these nunbers are

still under-estinmated because nost investigators who

are determning that child pornography inmges exi st

are going to | ook at only prepubescent i mages.

W know t hat puberty begins at the age of

nine for girls in the United States,

and is conplete by

314



10

11

12

13

14

15

16

17

18

19

20

21

22

23

the tinme they are 13 to 14. So when you have a child
who is 14 or 15 whose images have been nmade, they are
still children but they won't be counted as child

por nogr aphy i mages because their bodies will not be
di scernabl e fromthose of adult wonen.

For boys, that age of onset of puberty is
around 11 to 12. So we know that we still have a
hi ghl'y underesti mated nunber of inages and victins on
the Internet.

O fenders who downl oad, possess, and trade
in child sexual abuse inages with a certain typol ogy
such as sadistic inmagery pronote the further
comm ssion of these kinds of crines against children.

One victi mwho was abused in this manner
described to me: In the seven years after she had
been abused, that she still lived in a state of being
terrified. She had a conpulsion that | found as
evi dence of this nondel usional paranoia that when she
and her nother would go to the mall, she would al ways
| ook around and | ook at the security caneras in the
mal |, and she woul d ask her nother, even though this

was a straight-A student who froma cognitive
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per spective shoul d have been better, she would ask
her nother were people watching her on those caneras.

Fromthe perspective of nental health
treatnment for victins of sexual abuse inmages,
research has shown that the majority of clinicians
feel ill-prepared in order to provide appropriate
t her apeuti c purposes and services for these
chil dren.

And though clinicians are often
experienced in the treatnment of child sexual abuse,
they will readily tell you: W don't know. W don't
have an understanding of how to handl e children who
have been pornographically —we just don't know.

In a case that | testified in in Kentucky
where three eight-year-old children were sexually abused
and por nographi cal ly phot ographed for a year, and who
then had nental health services by three separate
t herapi sts for two years before we went to trial, in
reviewi ng the nental health records not a single
t her api st had ever touched on the pornographic
victimzation of these children —in two years of

therapy —which is a wakeup call. Because we do know
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that these children deny the fact, or will not bring
up the fact that they have been abused in this
manner .

Research out of the UK has hel ped us to
understand why. Children, nearly 100 children who
were evaluated said: | don't talk about this because
the images nmake it look like I just let it happen; |
don't talk about it because sonetines he nmade ne
smle; | don't talk about it because | was the
recruiter for other kids in ny school that he said
for me to have cone and spend the night on a
sl eepover and then he sexually abused themy | don't
tal k about it because |I had to have sexual contact
with another child and it nmakes nme feel worse. And
the fifth reason that children said they don't talk
about it with therapists, or they don't tell in the
first place, is because the offender says, "You shoul d
have stopped this. It's your fault this all
happened. "

I would like to conclude ny comments and
remarks with you, as the red light is on, by telling

you that when we think about the issue of children
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who are victimzed in this manner, | so applaud the
fact that you are trying to figure out the best way
to keep them safe.

W have had a | ot of discussion earlier
about recidivismrates of children, but please

remenber that nost of the netanal ysis studies of

reci di vi sm have been based upon rearrest rates. Wen

you recogni ze that children who have been sexual ly
abused and pornographi cal |l y phot ographed don't tell
nore than peopl e who have been sexual | y abused

wi t hout pornography, then you wi Il understand that
t hese are the type of children who are not going to
make a di scl osure.

This will be a major hindrance to rearrest
rate, and | think it wll help us have to think
careful Iy about recidivismin child pornography
victim zation.

Thank you very much for your attention.

CHAIR SARI'S: Thank you. Ms. How ey?

M5. HOALEY: Good afternoon, Madam Chair,
and nmenbers of the Conm ssion:

Before | launch into ny testinony, | feel
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like | do need to clarify that I amno |onger a
menber of the NAC for OYWW M termended. But | do
want to give you a note of hope that | am headi ng an
effort funded by OV/C to address the very problemthat
Dr. Cooper just nentioned, that we don't really know
how to respond and hel p these victins.

So with the University of New Hanpshire
and the National Children's Alliance, we wll be
| ooki ng at how can therapists and ot her professionals
best respond to victins of these child sexual abuse
i mages.

The Victins Advisory Goup today wll
focus our testinony on the danger of this offense and
the inpact on direct victins. And then, what that
i nformation suggests for the response to
perpetrators.

As has al ready been di scussed a | ot today,
the proliferation of child abuse inmages increases the
risk of future victimzation and harns the victins
who are the subject of those inages.

Firstly, it increases the risk of

victim zation because repeated exposure to those
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i mages normalizes the sexual assault of children
pronoting cognitive distortions. A neta anal ysis of
publ i shed research on the effects of pornography
found that the results of clear and consistent
exposure to pornographic material puts one at an

i ncreased risk for devel opi ng sexual | y devi ant

t endenci es, commtting sexual offenses, experiencing
difficulties in one's intimate rel ationshi ps, and
accepting the rape nyth.

Those who col |l ect such images al so
i ncrease the demand for additional inmages, raising
the risk of future victimzation. And, as you've
heard, child sexual abuse inmages are often used to
groomfuture victinse in an attenpt to persuade t hem
that such acts are normal and pl easurabl e.

And of course these crines risk
significant harmto the children who are the subject
of these abusive inages.

Firstly, each of these victinms who is
depicted suffers the harns nornmally associated with
being a victimof sexual abuse. Those are |ong

docunent ed and include a higher risk of devel opi ng
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significant nmental health disorders such as anxiety
or depression or post-traumatic stress disorder; a
hi gher risk for substance abuse; sexual behavior
probl ens; sexual dysfunction; an increased risk of
future sexual victimzation; an increased risk of
sui cide; and higher rates of life-time health

probl ens including obesity, heart disease, stroke,
and many ot her health issues.

The connection of child sexual abuse to
these |ifel ong outconmes can becone cl earer when
considered in the Iight of the framework proposed by
Doctors David Fi nkel hor and Angel a Browne, who
identified four traumageni c dynam cs that |ink such
abuse to psychol ogi cal injury.

These are: traumageni c sexualization
betrayal ; stigmatization; and powerl essness.

Traumatic sexualization refers to, quote,
"a process in which a child' s sexuality, including
bot h sexual feelings and sexual attitudes, is shaped
in a devel opnental |y i nappropriate and

i nterpersonal |y dysfunctional fashion as a result of

sexual abuse.” And in ny witten testinony | include
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a longer explanation of just exactly how that happens
t hrough child sexual abuse.

"Betrayal " refers to the child s discovery
t hat someone on whom he or she depended has har ned,
lied to, used, manipulated, or blaned the victim
Because child sexual abusers are generally known to
the victim as you've heard before, and groomtheir
victinms over time, betrayal is a logical reaction to
t he abuse.

"Power | essness” results fromthe repeated
violation of a child s body or personal space and the
inability to stop the abuse. 1t increases when
children are unable to get help fromother adults.

"Stigmatization" refers to the shane,
guilt, and negative self-image resulting fromthe
abuse. This feeling may be increased when the
of fender stresses the need for secrecy, or insists
the victimis at fault or brought on the abuse. It
i ncreases when others react with shock or hysteria
after the abuse is reveal ed, or when they bl ane the
victimor inpute other negative characteristics to

the victim
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Such a framework for thinking about the
harm caused by sexual abuse hel ps to explain the
resulting anxiety, depression, |ack of self-worth,
increased risk for suicide and substance abuse,
sexual dysfunction, and ot her consequences. So
victins of child sexual abuse inmagery suffer all
t hose consequences and, in addition, they suffer new
| ayers of inpact.

For exanpl e, perpetrators nmay use inages
of the child to perpetuate the crinme by maintaining
the child s continued cooperation by threatening to
reveal the images to parents or others, reinforcing
that stigmatization and powerl essness that cones from
t he original abuse.

Wien victins learn that the offender not
only sexually abused them but then benefitted with
the distribution of inmages of that abuse, whether
financially or through increased status as you heard
about earlier, this can conmpound that sense of
betrayal that they already suffered as a result of
t he abuse.

As child victins cone to understand t he
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nature of the Internet and the permanence of the

i mage, they may fear that any person they know,
whet her cl assmates, co-workers, church nenbers,
nei ghbors, or any stranger they pass on the street
may have seen images of their abuse.

As one victimdescribed it, | wonder if
the people | know, if the men | pass in the grocery
store, have seen then? This realization can
intensify the victims feelings of stigmatization
that they already had fromthe original abuse.

Victins may be further sexually
traumati zed by realizing that nmen they know, and nany
t hey may never know, have received pl easure, have
recei ved sexual gratification, by the inmages of their
rape or abuse. And by recognizing that this could be
happeni ng at any nonment in the day.

As one victimstated: Wenever her inage
i s discovered in another collection, quote, "it nakes
me feel again like | was being abused by anot her man
who had been | eering at pictures of ny naked body
being tortured.”

Victins' feelings of self-blame may be
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increased if, as you heard, they were smling in the
i mages —and nmany offenders insist the victimsmle,
because they know that will be used by collectors of
the images to deny the wongful ness of the abuse.
And, they fear that it will be used by perpetrators
to groom anot her child.

And above all, victins suffer feelings of

power | essness from knowi ng they can never put an end

to this; that there is no way to guarantee the inages

of their abuse will all be found and destroyed, and

in every likelihood they will continue in circulation

or in private collections.

It is inportant to realize that many of
t hese additional inpacts may be triggered every tine
anot her offender is found to have a copy of the

victims images in his collection. Wile the

greatest effect of the creation, trading, and view ng

of child abuse inmages is on the individual victim
others are harned as well, particularly the
nonof f endi ng parent of the victim

So these effects include: blamng

t hensel ves for not discovering the abuse; not know ng
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how to help their child cope with the psychol ogi ca
and ot her effects; being powerless to put an end to
the circulation of the images —and |'ve attached the
statenment of a nonoffending stepparent to ny
testinony to further illustrate this.

| turn nowto the VAGs attenpt to answer
the very questions posed by this Conm ssion:

You asked first about offender typol ogies
and how gui delines m ght appropriately distinguish
between | ess and nore serious offenders.

W certainly can't speak to the typol ogy
of offenders, but we note that all offenses involving
the creation, distribution, and collection of child
sexual abuse inmages are harnful, whether or not they
are coupled with a hands-on of fense, because they all
work to normalize the sexual abuse of children

You asked about offender culpability
regardi ng the nature of the inages.

Again, all inmages pronoting the sexua
abuse of children are harnful, but we would agree, as
has been said earlier, that those that depict

viol ence or in some way dehumani ze the child should
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be dealt with nore severely. It would al so be useful
to consider indications that an offender specifically
sought such inmages, indicated by requests for such

i mages, or the nunber of such inmages in a collection.

You asked about whether the vol une of
i mages possessed or distributed should be a factor.

Certainly the nunber of inages reflects
t he nunber of victins harnmed and thus is rel evant.
And the nunber of inmages of a particular victimmy
be rel evant because victins may feel nore distressed
to know that an of fender had nore than one inmage of
t hem

As one victimstated, if soneone has one
picture of me, it's different than sonmeone who has
numer ous pi ctures because then | feel as though they
enj oyed | ooking at nme and nakes ne feel even nore
victim zed.

But as has already been said today, the
nmere vol ume of images no | onger connotes the sane
intentionality that it once did when i mages were
traded through the mail. So other factors may be

i nportant such —as you' ve already heard today —such
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as the nunber of tinmes inmages were collected, the
span of time over which inmages were collected; the
extent to which the inages were catal ogued; anyt hi ng
that indicates an offender's real intentionality and
i nvol venent with this large collection of inmages.

Wth regard to the volune of distribution
victins note that any distribution is harnful because
even one distribution opens the door to further
di stribution.

As one victimnoted: M father supposedly
only shared the images of me with one peer, and they
becane the nost prolific series of child pornography
in the world.

But other factors that relate to the
degree of distribution may be rel evant, including the
extent to which the of fender took deliberate actions
to facilitate distribution such as taking steps to
provi de easier access to specific inmages in his
collection; the frequency of distribution, the span
of time over which inmages were distributed; and
whet her images were intentionally distributed w dely.

In exam ning the formof distribution,
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again any distribution increases both the actual harm
and the risk of future victimzation, but courts
m ght best consider whether the inages were nade
publicly avail abl e, which potentially increases
access to or exposure to child abuse i nmages beyond an
establ i shed comunity of perpetrators; whether the
i mages were shared with mnors, which could indicate
groom ng of future victins; whether distribution was
in response to comunication with the recipient and
indicated an intention to facilitate or pronote other
offending or simlar factors.

You asked about other types of offender
behavi or that m ght be rel evant.

W woul d say that these woul d include
whet her child abuse i nages were shown to anot her
child. Again that would be an indication of
groom ng. Wether the participant participated in a
chat room or other social group dedicated to child
abuse i nmages, thereby contributing to the
normal i zati on of child sexual abuse and | owering
i nhi bi tions against offending. Wether the child

partici pated —whether the offender participated in a
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chat roomthat incited additional production of child
abuse inmages, or sexual abuse of children. And, in
addition, if after participating or observing such a
group he or she failed to report that activity to
authorities. And whether a producer of child sexual
abuse inmages threatened to expose a victimunless the
victimcooperated in the production of additional
i mages.

You' ve asked about accounting for an
of fender's past and future sexual dangerousness.

W bel i eve sentencing judges shoul d have
as much information as possi bl e about the
danger ousness of an of fender beyond cri m nal
convi cti ons.

Most child sexual abuse remains undetected
for reasons well understood. Dr. Cooper listed a
nunber of those. They can include enbarrassnent and
shanme; expectations of blane; fear of not being
bel i eved; the expectation that disclosure mght not
hel p.

Children may fail to disclose exploitation

and child abuse i mages because they don't understand
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havi ng participated in sonething that was wong; they
may be trying to block out the nenories.

So for all these reasons, it has been
estimated that fewer than ten percent of those who
wi || acknow edge the abuse state that their abuse was
ever reported to authorities.

What's nore, much of the abuse that is
reported is not going to result in a conviction due
to either lack of evidence, unw llingness of the
child's famly to undergo the strain of a crimna
case, concern about the offender, |ack of support for
the child and famly by other famly nmenbers, or many
ot her reasons.

So first of all, nost child sexual abuse
w Il never be disclosed. Mst of what's disclosed is
not going to result in a conviction.

At the sanme tine, many studies out there
i ndi cate that many of fenders who have been convi ct ed
only of possession offenses have in fact commtted
hands-on offenses that they will self-identify. |
referenced the Butner Study and another one. The

poi nt being that sinply |ooking at prior convictions
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does not tell you whether soneone has commtted a
hands-on of f ense.

So we woul d suggest anything that can give
judges nore information about the |ikelihood that an
of fender commtted a hands-on of fense, including
arrests, including reports to child protective
servi ces —whet her substantiated or unsubstanti ated,
especially in states where "unsubstanti ated" just
means not enough evidence. Now it's not that one
unsubstanti ated of f ense nmeans anything, but if you
see a pattern —there's an unsubstantiated of fense
here, and here, and here, and here —that starts to be
rel evant. Because renenber, this is a crinme that is
| argely hidden. So you're going to have to figure
out ways to get at indications that an offender is
danger ous.

You asked about the proper roles of
i nprisonment and judicial supervision.

Certainly the sentences in cases involving
child abuse images should reflect the seriousness of
t hese offenses. Even for those convicted only of

possessi on of fenses, the fact that an of f ender
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intentionally collected such i mages indicates they
recei ved sonme sort of pleasure or sexua
gratification, and they could not have received that
benefit if soneone else did not abuse the child. So
t hese are child sexual abusers by proxy.

| npri sonnent and supervi sion should al so
reflect the need to protect the safety of victins and
ot her chil dren.

I know I'mout of tinme. | want to nmake
anot her coupl e of points because you specifically
asked about possible changes to statutes or
gui delines that could account for the different types
of harmsuffered by the victins of child pornography.

The first change that we would Iike to see
woul d have to be nmade by Congress, and that woul d be
to amend the restitution statute for child
por nogr aphy offenses. That's 18 U S.C. 2259. That
statute defines the full amount of a victims loss to
i nclude costs for nedical services, physical and
occupational therapy, transportation, tenporary
housi ng, and child expenses, child care expenses,

| ost incone, attorney's fees, and, quote, "any other
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| oss suffered by the victimas a proxi mate result of
the of fense.™

A question has arisen whether that
"proxi mate cause" requirenent applies to all of those
ot her costs. Victins' advocates would say, no, it
does not even as witten, but clarification would be
very hel pful

Remenber, the nature of this offense is
such that the victims harmresults fromthe totality
of the offense. Commtting the sexual abuse, the
capturing of the inmages, the dissem nation of the
i mages, the collection of inmages by other people
around the country, these types of harns are all
reasonably foreseeabl e.

Requiring a victimto artificially
apportion the psychol ogi cal harm and the tangible
results such as substance abuse probl ens, or school -
or work-related problens, to each defendant who
contributed is overly burdensone and thwarts the
public policy goal of providing full reconpense to
t hese victins.

Beyond maki ng that inportant statutory
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change, we woul d recommend —as this Comm ssion is
wel | aware, judges have differed widely in the
amounts of restitution that has been ordered, ranging
up to $3 mllion, as low as $2,000. W would
recommend that Congress set a presunptive anount of
restitution due in such cases, which could be

i ncreased where a victimcan articulate specific
addi ti onal harns.

As gui dance, Congress could | ook at 18
U S. C 2255, which sets out a civil renedy for child
sexual exploitation offenses, including child sexua
abuse image offenses. That statute allows a victim
to recover actual damages and states that a victim
guote, "shall be deened to have sustai ned damages of
no |l ess than $150, 000 in val ue".

Any type of floor for restitution orders
woul d provide a nore just and uniformresponse to
victins.

Finally, you asked about the proper role
of sentencing as an effort to reduce the nmarket for
chi I d pornography.

W agree that sentencing does not appear



10

11

12

13

14

15

16

17

18

19

20

21

22

23

to be the perfect tool to reduce the market for child
sexual inmages, but it is one of the few tools
avai | abl e. Through sentencing we express to society
and to the individual and fam |y nenbers harned that
we recogni ze the seriousness of this offense.

| do want to draw your attention to the
fact that the VAG received answers to each of these
questions froma victim and those are attached to ny
t esti nony.

Finally, the seriousness of crines
i nvol ving child sexual abuse inmages warrants a strong
response to offenders. As one victimhas stated:

Unli ke other forns of exploitation, this
one is never ending. Every day people are trading
and sharing videos of ne as a little girl being raped
in the nost sadistic ways. They are being
entertained by ny shane and pain. | only ask that
t hose who have exploited ne be brought to justice, to
hopeful | y deter sone others from doing the sane, and
to | essen ny shane.

Thank you.

CHAIR SARIS: Thank you. Do you have a
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guesti on?

VICE CHAIR JACKSON: | do have a questi on.
Gosh, there are so many horrible, horrible inpacts
that it is hard to know where to begin, but one that
is particularly interesting to nme is this idea of
traumati c sexualization that you raised, Ms. How ey.

And | wanted to get a sense actually from
Dr. Cooper. W had testinony earlier about the fact
that not the majority, not nost, but some victins of
sexual abuse go on to abuse others. And |I'mtrying
to get a sense of whether in your work with victins
you follow victins, and do you concur with the
previous testinony about this, you know, four-year
window, it's usually a certain period of tinme within
whi ch soneone who has been victimzed, if they're
going to go on to victimze soneone el se, that that
m ght happen. Do you see that in your work?

DR COCPER  Not in child pornography
victinms. | haven't seen that in child pornography
victins specifically. | have seen that in sone child
sexual abuse victins, and |I've seen it nore comonly

in boy victins as conpared to girl victins.
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What we al so know, though, is that the
research of Dr. Cathy Spatz Wdomreveal s that when
children are —when girl children have any type of
crimnal justice, juvenile justice outcone related to
their lives, girls who have been sexual |y abused are
28 times nore likely to be arrested as juveniles for
prostitution than a child who has never been sexually
abused.

So we may see an offender in a male victim
versus a child who ultimately sexually self-
objectifies and becones a victimin female victins.
So hopefully that hel ps to answer your question.

VICE CHAIR JACKSON: | think so. | nean,
I'"'mtrying to figure out, | guess, what we do with
prior sexual abuse history for current offenders.

And maybe this doesn't conme into play based on your
experience in child pornography cases because you're
sayi ng that doesn't happen very much —

DR COCPER Well | think we don't have
that trajectory yet —

VICE CHAIR JACKSON: Yes, to figure it

out .
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DR COOPER —t o show that.

VICE CHAIR JACKSON: I'mtrying to get ny
m nd around whether or not prior abuse is an
aggravator, as we've heard, because it makes peopl e
who have prior abuse in their past nore likely to be
at risk of offending; or, is it a mtigator because
t hey thensel ves were victins of this behavior, and
perhaps their crinmes reflect, you know, the traumatic
sexual i zation effects that you' re tal king about.

DR COOPER If | could respond to that, |
think first of all nost children who have been
sexual | y abused do not go on to becone of f enders.

But | think what nakes a big difference is any type
of cognitive behavioral therapy or trauma focused
behavi or therapy that children receive. The
majority, unfortunately, still in our country of
children who have been sexual |y abused don't get any
nmental heal th services.

Qur country, as you know, has a paucity of
mental health services' availability. And because of
this, the children at greatest risk to go on to

becone offenders are going to be those children who
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have no nental health —have not had any nental health
intervention, nunber one.

Nunber two, who have been nulti —victins
of polyvictimzation, not just child sexual abuse but
al so negl ect, and physical abuse, and who therefore
are going to be at higher risk to have really
unresol ved i ssues of anger, self-blanme, and potenti al
antisoci al behaviors as the outcone.

So | would say that those victins who do
go on to becone of fenders —and there's a great study
out of DePaul School of Law entitled "The VictimAs A
Victimzer," is the nane of the study, and it's
really looking at traffickers, sex traffickers, 25
sex traffickers, 100 percent of whomall are nmale and
100 percent of them had been sexually abused as
children. Just as another reference for you to
consi der.

CHAIR SARI'S: Conmi ssioner Carr.

VICE CHAIRVAN CARR  Ms. Collins, | think
you were here when M. DeBrota, the federa
prosecutor, testified earlier. And it was the first

ti me, maybe just because | haven't heard it presented
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before, that he seenmed as or nore interested in
finding the kids as in what the sentence was going to
be. And he also said that unfortunately there are so
many cases that he can prosecute, he can really
concentrate on the ones that are going to get at
| east a five-year mandatory m ni mum or sonet hi ng
above that.

But have you seen a greater interest anong
federal prosecutors in, you know, a |ot of what I
need to do here is go find the kids? Because that
was a sonewhat novel presentation to ne.

M5. COLLINS: It was wonderful to hear.
And, honestly, | have seen an amazing difference in
the last ten years. | feel that obviously all the
i ndi viduals, prosecutors, federal/local |aw

enforcenent officers, obviously care about the
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children and would love to find them

I feel much like Steve DeBrota nentioned.
When you see sone successful cases, people recognize
it can be done, but it can only be done wth gl obal
networ ks. Because individuals are seizing conputers

here in the United States containi ng photographs of
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children who may actually be in Germany. So we need
to have that networKking.

I think what | kind of noticed years ago
was that when the Suprene Court ruling happened in
2002 and all of a sudden, you know, there have —we
only know of about a dozen children at that tinme who
had been identified, and it was just word-of-nouth
that we heard of it. Once this ruling came out and
| aw enf orcenment —or the prosecutors were really
dependi ng on know ng whet her the children had been
identified, people started submtting information
saying, hey, | just worked a case. This child is now
IDd. And soreally | think that that's the silver
'ining around, you know, that ruling also is that it
really encouraged cooperation and col | aboration and
sharing information

And you have the Project Safe Chil dhood
initiative that also did an awful lot in raising the
awar eness of who the victins are, who the offenders
are, that started in 2006. And we are very
ent husi asti ¢ about seeing the interest of federal

prosecutors and | aw enforcenment in identifying the
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ki ds.

CHAIR SARI'S: Conmmi ssi oner Jackson?

VICE CHAIR JACKSON:  I'msorry, |I'm
nonopol i zing, so two questi ons.

One i s whether NCMVEC receives information
fromboth state and federal? O is this just a
f ederati on operation?

M5. COLLINS: It's both state, federal,
and international.

VICE CHAIR JACKSON: So it's anybody —

M5. CCOLLINS: Yes, yes.

VI CE CHAI R JACKSON:  Then the ot her
question was the issue of child pornography victins
being victimzed by the know edge of their photos
being out there. Howis it that they know?

I mean, you know, there was talk of each
time, you know, the child victim—just procedurally,
who tells then? And can they opt out of being told
if they don't want to know?

V5. HOALEY: Yes, they can. Wat happens
in federal cases is that victins have a right under

the CVRA, the Gine Victinse Rights Act, to be
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notified. So often it's the parents who get
notification for the first few years until the child
reaches majority, and then they have their own right
to be notified.

And yes, the parents can opt out. The
child can opt out. O the child, now adult, can opt
out. But many victins feel that they have an
obligation not to opt out because soneone shoul d nmake
an inpact statenment and nmake it clear to the court
that this causes real harm So they're putting their
own healing off so that they can continue to do this,
because they feel an obligation to.

VI CE CHAIR JACKSON: I nteresting.

CHAIR SARIS: D d you have a question?

COMM SSI ONER WROBLEWEKI @ | ' ve got
actually two questions, one for Ms. Howl ey and Ms.
Coll'ins, and one for Dr. Cooper.

On restitution, one way to address the
i ssue you were just talking about is, instead of
goi ng about restitution case by case, one at a tine,
where the victimhas to put a victiminpact statenent

and so forth, one idea that's been floated around is
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to create a victimrestitution fund where there would
be a presunptive anount of noney that woul d be
ordered in every case, or based on the nunber of

i rages, or sone such

Does your organi zation, does the Victins
Advi sory G oup, does your organization support
sonething like that in ternms of |egislation?

And whil e you're thinking about that, Dr.
Cooper, you nentioned that you were at least a little
suspi ci ous about the narrative that was presented in
a couple of the earlier panels about recidivism The
narrative that was presented about perpetrators, or
that in these kinds of crinmes they're largely
educat ed, when they're caught they're ashaned,
they' re nonrecidivists. You seemto have sone
skepti ci sm about that?

DR COOPER No, what | was speaking of
was the often-touted studies regarding recidivism
rates in child sexual exploitation, child sexua
abuse, nost comonly Dr. Karl Hanson's research
which is really focused on rearrest rates, with the

recidivismrate cited as 13 percent.
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| get asked that question even though I'm
a pediatrician, I don't want to know the answer, but
| get asked that question on the witness stand. So
sonetinmes | have to respond to it. And | think that
when we | ook at recidivism we have to know that nost
reci divismstudi es are based upon rearrest rates.

And if you are waiting for an of fender who has

al ready been incarcerated to then be rearrested for
havi ng sexual | y abused yet another child, you are
likely not to see that rearrest right away.

Those individuals wll have becone
smarter, and children are not going to tell. So that
is why I think that |ooking at very |ow recidivism
rates based upon rearrest may give us a fal se sense
of security.

COW SSI ONER WROBLEWSKI : Thank you.

M5. COLLINS: Regarding your question
also following up on Ms. How ey's answer regarding
notification, the actual process of what's in place
is that when OVA, the Ofice of Victins Assistance,
hears fromthe famlies or the child who is now an

adult whether or not they' ve opted in or opted out of
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notification, they will then contact the Nati onal
Center and informus that on this series that child
victimor that famly wants to be notified.

In our internal systemwe flag that that
series wants to be notified, this series opted out,
this series opted in. For any federal subm ssions
that | aw enforcenent send us, we review all of the
images. |If we find images of one particular series
where the victimwants to be notified, our system
al ready includes that on the report.

So when we send it back out to the
subm tting agency, at the sane tine we notify themwe
notify the Ofice of Victins Assistance so they can
begin the initial process of notifying the victim
And then al so the prosecutor woul d have the
information to use in terns of getting a victim
i npact statenent that would also be on file with the
Department of Justice.

| don't have the exact nunber in front of
me, but it is over 300 victins or their famlies are
now asking for notification when their child's

i mages, or when their own inages are being seen.
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Havi ng spoken with sonme of the famlies and sone of
the parents regarding this decision, very nmuch what
you nentioned, Ms. Howl ey, was they don't want to not
know. But at the sane tine, sonme of themstart
getting the notifications and in sone cases they're
getting dozens and dozens and dozens a week on sone
of the nore popul ar traded series.

W woul d certainly support any effort that
woul d streamline the ability for these famlies and
for these children to get restitution, as well as to
get the help that they need. In many cases, you have
sone victins who do have representation, who have
found sonebody who may actually take on their cause
and push this forward. But in many cases we have
local victins who aren't even aware of any of the
resources that may actually be available to them So
sonehow, you know, evening the playing field I think
for many of the victins is absolutely necessary.

CHAIR SARIS: Specifically, would you |ike
this fund? 1Is this a good idea? Wuld that be the
streanmtining you're thinking of?

M5. COLLINS: | think it would certainly
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add sone consistency to the fact that sonme victins
now have representati on who are fighting, rightfully,
for them and then others sinply don't. So having
sonet hing stream i ned and organi zed woul d be hel pful.
CHAIR SARIS: Do you all agree?
M5. HOALEY: Well we haven't taken a

formal position, but | agree there is a lot of nerit

in considering a restitution fund. Because right now

there's so nuch disparity, depending on how the
assets a particular of fender may have, which
particul ar cases the victims inmage was di scovered
in. There's so many victins who m ght not know unti l
after the fact that their inmage was part of a
collection. So having a restitution fund | think
woul d solve a ot of those disparity issues and give
nore victins access to restitution.

CHAIR SARI'S: Commi ssi oner Friedrich.

COW SSIONER FRIEDRICH  Ms. Col lins, |
wanted to follow up with you about your testinony on
the Victimldentification Programyou have.
Dr. Cooper | think testified that NCMEC does not

cat al ogue anyt hi ng except prepubescent children? |Is
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that right?

DR COCPER  Predom nantly.

M5. COLLINS: Well actually it's a matter
of what |aw enforcenent is submtting to us. Law
enforcenent, when they identify a child who has been
sexual | y abused or pornographically phot ographed,
they will submt the inages to us. That is why
within our systemwe have classified, of our
identified child victins, 76 percent of themare
prepubescent, typically under the age of ten.

The smaller version, | believe what
Dr. Cooper may have been referencing, the fact that
it |ooks very small percentagew se of the pubescent
is that | aw enforcenent are not necessarily working

t hose investigations and identifying those children.

They may | ook at the photograph and think that it may

be an adult or an 18-year-old, when in fact it's a

15-year-old. So it never gets to the point that they

actually submt it.

COW SSI ONER FRIEDRICH: But the 24

percent that you say depict pubescent children, those

you' ve identified because | aw enforcenent has
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happened to say this person is —

M5. COLLINS: Yes.

COW SSI ONER FRI EDRI CH Ckay. And then
you broke down the kinds of sexual abuse that are
nost often depicted in the images. Do you have that
br oken down by these different categories, like the
infants and toddl ers, and the prepubescent? 1s that
information you could provide us? O is it only —

M5. COLLINS: No, that's absolutely —I
don't have it here, but we could crunch those nunbers
and get that to you

COW SSI ONER FRI EDRI CH: Because we hear
frequently that the infants and toddlers are pictures
of naked infants and toddlers. And I'mwondering to
what extent these percentages are —would apply to the
various subgroups as well as across the board.

Do you have a sense, even though you don't
know t he exact nunbers, do you have a sense that you
coul d comment on that now?

M5. COLLINS: Well certainly we can crunch
t hose nunbers for you. | think that woul d be very

interesting for us to know al so.
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Secondly, unfortunately the —I1' mthinking
of one of the really commonly seen series of an
infant, a young boy. You see bondage. You see oral
copul ation. You see penetration. [|'mthinking —and
that's certainly a very, very violent series, but I'm
actual ly thinking of nultiple infant series, inmages
and videos, I'mnot —off the top of ny head, we'll
need to denonstrate it with nunbers —but |'m not
really seeing very nmuch of a difference in terns of
the type of sexual abuse being inflicted on them W
do have oral copulation. W have penetration. W
have bondage. And a |ot of sadomasochistic type
tendencies with some of those inmages in terns of
urination and so forth.

So the inmages of the infants | do believe,
just beyond their age, the sexual abuse depicted is
very common to what | stated there. But we wll pul
t oget her those nunbers for you.

COW SSI ONER FRI EDRI CH: Thank you.

VI CE CHAIR JACKSON: Coul d I ask about the
infants? |Is the identification process nore

difficult with the younger children? | nean, | would
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assune that it is, so that your pool of unidentified
children victins may contain a | arger percentage of
younger children because it's harder to identify
them Am| wong about that?

M5. COLLINS: You're absolutely correct.
And it kind of runs counterintuitive to what | would
initially think would be, you know, the younger they
are the nore |likely sonebody woul d notice that
sonething was wong. But the fact is, in terns —you
know, the children are obviously in different home
envi ronnents where nmuch of this is occurring.

The children, you know, when we actually
have information | eading to where a child m ght be,
or a region, |law enforcenent don't have as nmany
options. They can go to pediatricians, they can go
to daycare centers, but if those two don't recognize
them very often a baby |ooks |ike a baby and they
have to ook for the adults in the pictures as the
best cl ue.

DR COOPER And if | could add to that,
as we |earned in our case in Del aware where we had

nmore than 100 children who were infants and toddl ers
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and who were sexual |y abused and pornographically
phot ographed, there is not this index of suspicion.
Peopl e woul d not ever suspect that an infant or a
toddl er would be a victimof child sexual abuse.

So the issue of protection is not as
vigilant as it is wth older children.

CHAIR SARI'S: Judge H noj osa.

COW SSI ONER HI NQJOSA: | guess back to
the restitution point, the courts have varied as to
what anmounts of restitution, and whether it's full
anounts or partial anounts, and sonme courts have said
they are not necessarily direct victins, and the
restitution statute doesn't cover this. But how
effective has this been if people are being sent to
prison for long periods of tine, and | guess the
guestion is to Ms. Collins, do you keep records as to
how much, if any, of these restitution anounts have
been pai d?

M5. COLLINS: W do not. W are actually
not involved in any of the restitution proceedi ngs.
When asked, we provide hel pful information to the

victinms or the victims representatives to | et them
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know about the proliferation of their series, but
perhaps that m ght be a better question to another
panel i st.

M5. HOMEY: Right. W actually don't
know t he percentage of restitution that's paid, and
that itself is a problemthat we don't know that.
But the National Center for Victins of Oine just
finished a project to show how rel atively easy it
woul d be to increase the amount of collection if only
the crimnal justice systemw || focus on the
col I ection.

| mean, one probl em has been that too
often that's not been a priority for probation, or
parol e, or whoever.

COW SSI ONER HI NQJCSA:  And is this a
study on child pornography, or cases in general, as
to how nmuch restitution has been paid?

M5. HOALEY: Onh, the nunbers that we do
have about restitution are just in general.

COW SSI ONER HI NQJGSA:  Chi | d por nogr aphy
as well as any other case?

MS. HOALEY: R ght.
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CHAIR SARIS: Anything el se?
(No response.)

CHAIR SARIS: Al right, thank you very

much. We will nove on to our |ast panel for the day.

(Pause.)

The | ast, but by no neans |east, is our
panel on Courts, the Executive Branch, and the
Def ense Bar.

Qur panel is Judge Casey Rodgers, the
chief judge of the United States District Court for
the Northern District of Florida. Previously, Chief
Judge Rodgers was a magistrate judge in the Northern
District of Florida, and before that practiced both
as i n-house counsel and in private practice. She
also served in the US. Arny. So, welcone.

JUDGE RODCGERS: Thank you.

CHAIR SARI'S: Thank you for com ng.

Francey —is that Francey?

V5. HAKES: Yes, ma'am

CHAIR SARIS: Francey Hakes —I'm Patti —

Francey —

(Laughter.)
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CHAI R SARI S —is the National
Coordi nator for Child Exploitation Prevention and
Interdiction in the Ofice of the Deputy Attorney
Ceneral at the Departnment of Justice where she is
charged with formul ating and inplenenting a nati onal
strategy to conbat child exploitation. M. Hakes
al so serves as an assistant United States attorney
for the Northern District of Georgia. Welcone.

M5. HAKES: Thank you.

CHAIR SARIS: Deirdre von Dornunf? |[s that
right? Has been an assistant federal defender
representing indigent defendants in the Southern and
Eastern Districts of New York, the Court of Appeals
for the Second CGrcuit, and the U S. Suprene Court,
for ten years. Her practice involves trial and
appel late litigation of a full range of federal cases
from housing fraud to child pornography, to piracy —

M5. von DORNUM  The poor Somnali pirates.

(Laughter.)

CHAIR SARIS: Al right. Wlcone. W
begin with Judge Rodgers.

JUDCE RODGERS: (Good afternoon. Thank you
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for inviting ne. It looks like I'"'min the other
unenvi abl e position of keeping you all awake at what
| know has been a very long day and we're at the end
of it now

But it is ny pleasure to be here. 1 am
honored to be here on behalf of the Cimnal Law
Conmttee, and | appreciate the opportunity to
address the Conm ssion this afternoon on such an
important issue to the Judiciary in the area of the
child pornography guidelines.

W do appl aud the Conmm ssion for setting
t hese guidelines. As you know, these guidelines have
becone increasingly troubl esome for judges. Today,
as has been nentioned earlier 1'"msure in other
testinony, but there is an overwhel m ng percentage of
district judges who are dissatisfied with these
guidelines, particularly the guideline in the area of
possession and receipt. And that is where | would
like to focus ny comment.

| want to stress fromthe begi nning that
judges | think would be the first to agree that child

sex crines are gravely serious offenses. |In our
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courtroons we see and we hear about the unspeakabl e
acts of sone of these offenders, and the uni magi nabl e
harmthat's suffered by the child victins. And thus,
we do appreciate the need for severe punishnment in
this area.

However, judges al so know fromtheir own
experiences with their own dockets that within the
spectrumof child sex crines there are a nunber of
of fenses rangi ng from aggravated child sexual abuse
on the one end, to child pornography and obscenity
of fenses on the other, all representing varying
degrees of harmand | evels of culpability, and thus
j udges understand that these sentences, although
punitive, they nust be neasured and proportionate to
the seriousness of the particular offense that is
i nvol ved.

Unfortunately, with all due respect, in
the area of child pornography the guidelines have not
produced neasured and proportionate sentences. And
as a result, we have seen a grow ng numnber of
departures and variances by judges in these cases.

| think this is due in large neasure to
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the way that these guidelines have evol ved over the
past two decades or so with congressional directive
after congressional directive, even direct

| egi sl ative anendnent, all ained at increasing
penalties in this area, elimnating judicial
flexibility, and often w thout any evi dence-based

i nput fromthe Comm ssion.

And these guidelines thus have actually,
inmnmy view, frustrated rather than pronoted the goals
of proportionality and uniformty that |awrakers
sought with the passage of the Sentenci ng Reform Act.

The Judi ci al concern over
di sproportionality is a valid one. As you have
heard, | know you had regional hearings in 2010, |
bel i eve, maybe 2011, but as you've heard from
countl ess judges across the country, the nultiple
| arge-1evel offense characteristics enhancenent in
section 2Q&2.2 have been applied too frequently, and
they fail to distinguish harnful conduct. And many
judges feel that the base offense |evels for
possessi on and recei pt are set too high.

These factors conbi ne to produce what |
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have outlined in ny witten testinony as the skewed
result that even a first-tinme possession or receipt
offender with no pattern of activity enhancenent and
no crimnal history wll not receive a recommended
gui del i nes sentence near the bottom of the statutory
range, or even one that includes the nandatory
m ni mum sentence for receipt cases.

If this type of offender doesn't get the
benefit of the |ow end of the statutory range under
t he guidelines, | doubt that anyone ever will. And

in fact in ny experience, no one ever does, or can,

the way that these guidelines are currently designed.

This has created a frustrati ng sentencing
anomaly for judges. On the one hand, Congress has
provided a broad statutory range for possession and
recei pt offenses. This indicates that Congress
contenpl ated both a wi de spectrum of cul pable
conduct, as well as a broad range of appropriate
sentences for these two of fenses.

On the other hand, Congress has issued
directives in past anendnents to these guidelines

that ratchet sentences up to the high end of the
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statutory range, in effect ignoring the very
statutory framework that they gave us judges to work
wit h.

Congress insists that judges should not be
departing and varying from2Q&. 2, but the guideline,
this guideline, is conpletely at odds with the
Sent enci ng Ref orm Act, which as you know requires
judges to consider not only the guidelines but also
ot her factors, including the nature and circunstances
of the offense, and the history and characteristics
of the defendant.

This is inpossible to do under 2Q&2.2 which
in many cases conpletely renoves even crimna
history fromthe sentencing equation. This
irreconcilable conflict is what is actually driving
the high rates of departure and variances. This
occurs as judges struggle to i npose sentences that
are just and reasonable for the of fenders who stand
bef ore t hem

This scene is routinely played out in
courtroons across the country, including in ny own

district. |In preparation for ny testinony, | asked
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ny probation office in ny district to conpile a
report setting out the characteristics of our typical
possessi on and recei pt offenders, and also the
frequency with which the specific offense
characteristics apply.

And before | go any further, if it's al
right with you, I would like to publicly thank ny
probation office for the work that they did in
assisting me with that report.

A lot of these statistics are provided for
you in ny witten testinony and set forth nore fully
there. | do have charts, and the source data if you
are interested, back in ny chanbers and 1'l|l be happy
to provide that. But | would |like to enphasize a few
of these statistics today, because | amfairly
confident that these statistics are representative of
what you will find in other districts.

I would note that the filings of child
por nogr aphy cases in our district, in the Northern
District of Florida, have consistently been above the
nati onal average. And in the past two years, they

were nore than doubl e the national average.
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But in our district, the statistical
profile for the typical possessor and receiver of
child pornography is nearly identical for those two
of fenders. These stats are al so consistent with what
you all heard presented this norning by Drs. Seto and
Wl lert —Seto, excuse ne, and Wllert. But 100
percent of the offenders in our cases are white
mal es; 38 percent are between the ages of 35 and 45;
90 percent were enployed at the tinme of the
conm ssion of the offense; a majority are educated,
havi ng graduated either from high school or in many
i nstances col | ege; and over 80 percent have little or
no crimnal history.

As for the frequency of the offense
characteristics, our statistics showthe followng in
recei pt and possessi on cases:

In 90 percent of the cases, the level, two
| evel s for use of a conputer is applied; 100 percent
of receipt cases —100 percent of receipt cases —and
46 percent of possession cases, the two |evels for
material involving a prepubescent child is applied,

80 percent of receipt cases, and 61 percent of
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possessi on cases, the four levels for sadistic,
masochi stic, or violent conduct is applied. And in
nore than 80 percent of possession and receipt cases,
the 5-1evel increase for over-600 images fromthe
image table the five levels is applied.

And in fact, we usually see nunbers that
extend wel|l beyond the image table. Mst frequently,
our images, the nunbers span fromthe range of 1,000
to 100, 000 i nages.

The inpact of these four offense
characteristics, which again apply in the
overwhel mng majority of these cases, creates, |
t hink you can characterize it, as a serious
i nbal ance, unlike anything else that we see in the
gui del i ne.

As | nentioned, in these cases no one
scores out anywhere near the bottomof the range. In
fact, in our district not one person charged or
convi cted of receipt and sentenced for receipt in the
seven years from 2004 to 2011, had a guideline range
that included the mandatory mnimum Al began well

above it. And again, that is despite the fact that
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in receipt cases in our district anyway, 85 percent
of those offenders were Crimnal Hi story Category I.

Thi s i nbal ance has al so created a probl em
of proportionality within the guidelines as a whol e.
W see crinmes involving simlar yet arguably nore
egregi ous conduct that carry | ower ranges.

For exanple, in section 2A3.2, which is
the guideline for Crimnal Sexual Abuse of a M nor
Under the Age of Sixteen, the guideline range is 51
to 63 nonths for a first-tine offender. That's after
appl yi ng of fense enhancenents and before adjusting
for acceptance.

In 2A3. 3, which addresses crimnal sexual
abuse of a ward, a first-tinme offender who uses a
conputer to msrepresent his identity to persuade a
mnor to participate in sexual conduct scores out at
27 to 33 nonths. And that is before adjusting for
accept ance.

The sanme cal culation for a first-tine
of fender under 2@&2.2 for possession or receipt, the
ranges are nuch higher. Possession yields a range of

108 to 130 nonths. Receipt, 135 to 168 nont hs.
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Again, this is before acceptance, adjustnent for
accept ance.

But these unwanted sentencing disparities
not only frustrate judges, they erode the public's
confidence in the fair admnistration of justice.
And in our view, a conplete restructuring of the
chil d pornography guideline is needed, and | would
respectfully recommend that you consider starting by
separating out recei pt and possession from
trafficking.

This was the original design of the child
por nogr aphy gui del i nes when possessi on was added, and
inny viewit nmakes nuch nore sense than the current
framework. Receipt is, by nature, nore akin to
possession and in fact, as the Conm ssion has
acknow edged, it is a logical predicate to
possessi on.

Possessi on and recei pt could be separated
fromthe trafficking guideline, and a downward
departure could be applied, or adjustnent could be
applied for possession cases in those small, very

smal | nunber of cases that include, | hate to use the

367



10

11

12

13

14

15

16

17

18

19

20

21

22

23

word "sinple" for possession, but I think you know
what | nean, sinple possession.

Separating recei pt and possession fromthe
trafficking guideline would al so permt the
Comm ssion to construct a set of offense
characteristics that are nore finely tuned to the
actual facts of receipt and possession cases that we
see as judges.

The specific offense characteristics in
Chapter Two are supposed to take into account the
different ways that a crine may be comnmtted that
m ght not be distinguished in the statute, but that
shoul d nake an inportant difference in the terns of
t he puni shnment that is inposed. They are intended to
identify real aggravating or mtigating factors.

There is a wide range of cul pabl e conduct
in child pornography of fenses, even anong receipt and
possessi on offenders that should be incorporated into
t he of fense characteristics.

| have noted distinctions in ny own
possessi on and recei pt cases over the years. Sone of

the things that | have noted that have stood out to
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me include the following. | just nade these notes.
This is not inny witten testinony:

The |l engths to which an of fender has gone
to obtain material, such as using specific search
terns to pinpoint particularly graphic and viol ent
materi al s;

Usi ng I nternet nessage boards and chat
r oons;

Paying to obtain access to nenber-only
websites, or to join files, or networks, peer-sharing
net wor ks through which material is shared or viewed;

Usi ng various paynent nethods or |ayers of
transactions to make the purchase appear legitinate,
such as using a PayPal account;

Obtai ning material fromforeign countries
where production is nore preval ent and | ess regul at ed
and beyond the reach of |aw enforcenent in the United
St at es;

And then finally, using technology to
execute and conceal the offense, such as highly
techni cal or advanced conputerized security mneasures,

or encrypting sites.
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These types of conduct | think are nore
reflective of possession and receipt offenses, and
thus they paint a nore realistic picture of the
increasingly harnful conduct in those cases, as
opposed to the currently overly broad enhancenents
that are nuch nore relevant | think to production,
advertisenment, and in many instances trafficking or
di stribution.

Al so, in separating out the possession and
recei pt cases fromtrafficking, I would urge you to
promul gate base offense | evels for these offense that
are independent of the mandatory m ni num for receipt.
Tethering the base offense |levels to the nmandatory
m ni mum especially for possession offenses to which
it doesn't apply, has | think contributed to this
probl em of di sportionate ranges.

I would al so urge the Conm ssion to seek
repeal of the mandatory m ni num sentence for receipt
of fenders. Again, there does not appear to be any
meani ngful di stinction between recei pt or possession,
yet the 60-nmonth mandatory m ni num applies to one and

not to the other.
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To make matters worse, because of the
mandat ory m ni num we have wi dely disparate charging
practices for what in nmany cases is essentially the
sanme conduct .

Drug cases aren't treated like this. In
such cases, the user, although that individual is
still in the chain of culpability and responsible for
creating demand in the market, is not subject to a
mandatory m ninum Presumably because the user or
possessor of drugs does not reflect the typical
wor st - case of fender for whom the mandatory m ni mum
was desi gned.

Alternatively, if Congress is not anenable
to repealing the mandatory m ni mnum sentence wth
regard to receipt, then | would urge the Comm ssion
to recommend repeal of the congressionally inposed
restrictions on departures and to recomend t hat
Congress provide a safety valve for receipt, at |east
for recei pt and possession offenders. Permtting
nore gui del i nes-based departures | think will pronote
uniformty by giving judges nuch-needed flexibility

in fashioning appropriate sentences.
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Regar di ng the of fender side of the
equation and the need to protect the public from
further crimes or future crines of these offenders, |
woul d ask the Conm ssion to consult the science,
whi ch you are now doi ng.

This would be to determ ne, obviously,
whet her there is a reliable neasure of the risk of
danger ousness for child pornography offenders,
particularly those involved in the view ng of these
i mages. The issue of dangerousness and the judge's
need to protect the public, indeed protect our
children, of future crinmes by sex offenders is what
keeps many us us judges awake at night, particularly
those of us who see a | arge nunber of these cases.

But we sinply cannot |unp everyone
t oget her —and you have heard this today —but |unp
everyone together and assunme that everyone charged
with a sex offense poses the sane | evel of risk, and
t herefore nmust be taken out of society for |engthy
periods of tinme, or supervised for life.

Judges need reliable, evidence-based

factors to informus of the risk posed by these



10

11

12

13

14

15

16

17

18

19

20

21

22

23

373

of fenders, including the |ikelihood that they wll
engage in a contact offense, and further study |
think on this is inperative.

In conclusion, the Gimnal Law Conm ttee
comends the Commi ssion for the val uable role that
it's played in the evolution of the guidelines as a
whol e.

W al so agai n appl aud the Conmm ssion for
consi dering now the particular problens that are
posed by this particular guideline. Al though no one,
and certainly not me, is suggesting that these
def endants do not deserve to be punished, these
sentences nust be proportionate to the sentences —to
t he seriousness, excuse ne, of the particular
offenses in the cases that are before us. And we
nust al so take into account the actual risk that is
posed by the particul ar defendant who stands before
us in the courtroom

So | thank you very nuch for | guess
allowing ne to go over, but listening to ny conments
t oday.

CHAIR SARIS: You're wel cone.
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JUDGE RODCGERS: Thank you.

CHAIR SARI'S: Thank you, Judge Rodgers.
Ms. Hakes.

M5. HAKES: Thank you. | wanted to thank
the Comm ssion for inviting ne to cone and speak here
on behal f Departnent of Justice on this critical
i ssue of the child pornography guidelines.

First 1 have to start off with an apol ogy.
| know that you got our witten statenent |ate | ast
night, and | apologize for that. 1| hope that you
have had a chance to read it, and if you haven't that
you take the tinme toread it. | amnot going to
rehash what's already in the testinony. | would |ike
to summarize it for you, especially in the interest
of tinmne.

There have been a | ot of questions today,
and | suspect there m ght be sone questions still,
and | want to nake sure | leave tinme for that.

| wanted to give you a little bit nore
about where I'mcomng fromand ny perspective as the
National Coordinator for Child Exploitation

Prevention and Interdiction.
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| have been a prosecutor now for just
about 16 years. | started in 1996 as a state
prosecutor and specialized in crinmes agai nst

children. M first trial as a state prosecutor was

an aggravated child nol estati on case three weeks into

the DA's office in Ceorgia.

In 2002, | joined the U S. Attorney's
Ofice and becane a specialist in child exploitation
crimes, specifically those crines facilitated by the
Internet, as we're here to tal k about today,
typically.

Wien | cane to the Deputy Attorney
Ceneral's Ofice on a detail fromny US. Attorney's
Ofice in Atlanta in January of 2010, | was charged
with overseeing the Departnment of Justice's efforts
with respect to child exploitation. That is,
preventing, protecting, deterring, and interdicting
t hese of f enses.

W al so have recently formul ated and are
in the process of inplenenting the first ever

nati onal strategy for child exploitation prevention

and interdiction. The Attorney Ceneral announced the
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strategy and | aunched it in August of 2010, and we
submtted it to Congress.

In that national strategy, the Departnent
for the first time ever conpiled a | ot of data,
information, and interviews with prosecutors,
investigators, and social scientists in what was for
us the first-ever threat assessnment of the threat
that these kinds of crinmes pose to the children of
our country.

It also contained inside the national
strategy a review of all of the efforts that are
currently ongoing inside the Departnent of Justice to
fight against these crines.

And third, set out certain goals and
priorities for us to acconplish as a way forward.
Chi efly anong them was enhanced col | aborati on and
cooperation anmong all of our partners, like the
National Center for Mssing and Exploited Children,
the Internet Crinmes Against Children Task Forces,
whi ch we fund, the FBI, our global partners, all of
our nongovernnental partners |ike PROTECT and ot her

child advocacy organi zations.

376



10

11

12

13

14

15

16

17

18

19

20

21

22

23

One of the things that was very
di sturbing, as you've heard from sone of the
wi tnesses today, in the threat assessnent were
trends. And | wanted to talk for just a nonent about
what |'ve seen as a prosecutor since 1996.

| don't quite have Steve DeBrota's

experience —he indicated he was first experienced in

these crines back in the early "90s; | conme a little
bit later because |I'm so nuch younger than Steve
DeBrota is —

(Laughter.)

M5. HAKES: —don't tell himl said that.

But in 1996, ny first contact was for
victinms who had been of fended agai nst in contact
offenses. | didn't becone aware really of the child
por nography or child sexual abuse inmages until |
joined the U S. Attorney's Ofice.

And | used to say when | was an assi st ant
district attorney that the hardest thing |I've ever
done as a professional was |ook into the eyes of a
child who had been sexual |y abused and try to fight

for justice for her or for him | was w ong.
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Because it is much, nuch harder, as Steve
DeBrota indicated, it is nmuch, much harder | ooking

into the eyes of the victins in these child

por nogr aphy cases, nost of whomwe'l|l never know,
nost of whomwe'l|l never identify, and nost of whom
we' || never rescue.

One of the things that we keep in mnd as
prosecutors and policynmakers at the Departnent of
Justice are words fromour victins. And one
particular victimmade a huge inpression on ne in the
| ast fewyears. It is specifically why the
Departnment of Justice believes that these cases nerit
serious sentences.

Thi s victi mwhen she was rescued by the
Postal Inspection Service, fromyears of very serious
abuse from an offender who was close to her, she told
the Postal Inspector in a letter to him | knew that
you' d cone. | was waiting for you. | know that you
saw ny pictures, and | hoped that you saw in ny
pictures that in ny eyes, while |I was doing these
horrible things, while these horrible things were

happening to ne, ny eyes were asking you to cone and
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rescue ne. And | knew that you would cone.

And that is what we face. W face
hundr eds, thousands, hundreds of thousands, mllions
of images of these sexual victimzation of children,
and chil dren whose eyes are begging us to cone and
rescue them

And so we al ways keep that in mnd when we
formul ate our policy, when we prosecute our cases,
when we nake our deci sions.

In the last ten years of working in the
US Attorney's Oficel, like Steve DeBrota and as
M chelle Collins from NCOVEC testified, have seen a
dramatic increase in the absolute horrific nature of
these images. Like Steve and Mchelle, |I too have

had to see images of infants and toddl ers being

abused in the vilest ways that —well, | would say
"that you can inmagine,” but 1'll be honest, you
can't.

It is absolutely beyond the inmagination of
nost of us what these children are experiencing. And
as Mchelle and Steve indicated, infants and toddlers

are especially difficult to |ocate and rescue.
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Because they are so young, it is so difficult for us
to find people who can recogni ze t hem

So first of course primarily when crafting
appropriate sentences and when consi deri ng whet her or
not the guidelines need to be anended, changed, or
reconsi dered, or recalibrated as the Depart nent
indicates in the statenent that we submtted, we
think primarily first of the victins and the harm
that these crines, including sinple possession, cause
to victins.

You heard very eloquently fromthe | ast
panel of the harmthat is caused to victins. One of
the things | think Judge Rodgers touched on a little
bit that I would like to re-enphasize is that
sentencing is about many things —as of course you
know. One thing it is about is punishnent.

Tradi tional, good ol d-fashi oned puni shnent for the
crime that's been commtted.

There's been a ot of talk today, and it
has been fascinating, and |'ve worked frequently with
Dr. Seto, about risk. And Dr. Abel talked about

risk. And there's been a lot of tal k about future
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harmand risk to victins and the comunity,
dangerousness. | as a prosecutor have argued about
dangerousness many tinmes, but | certainly would ask
the Comm ssion to keep in mnd, as |I'msure you wll,
t hat punishnment is also —sentencing is al so about
puni shnment, and these crines are very serious crines
i ndeed.

The harmto the victins, as you have
heard, is really sinply i measurable. | have heard,
and | heard the question earlier about sone people
have said that we oursel ves, the Departnent of
Justice, or |law enforcenent generally, are actually
t he ones kind of victimzing these children by
sendi ng them constant notifications. | think
Mchelle Collins said sone get 10 or 12 a week: Hey,
you're a victim

And so then | think sone people think that
we' re arguing you should be punished, and you shoul d
give restitution, and these victins are being harned,
but yet we're the ones telling themthat they're
bei ng harnmed. But what other kind of crine is there

where we question the victinmis right to be notified
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that they've been victimze? Wat other kind of
crime would we hesitate to tell themthat they have a
right to restitution for nental health services?

What ot her kind of crinme would we not do everything
we can to find the victins so that we can rescue
them so that they can get services, so that they can
be treated?

W know t hat of fenders possessing these
i mages drive the market. And | know all of you have
heard this, but I want to give you a real-world
exanpl e.

In 2006 officials in Australia first
started seeing a series of inmages, and in deference
to the National Center I will not nanme the title of
the series, but began seeing a series of inmages of a
young girls who over a period of two years where they
hunted for her, she appeared to have progressed in
age fromaround age five to around age ni ne.

Thi s becane a gl obal search for this child
because, as she got older, the inmages becane ever
nore horrific. Her abuser started taking video

i mages of her. There was sound. He was using
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horrific techniques on the child in what can only be
descri bed as incredibly painful sexual assaults.

I ncreasingly, he was using inmages of a
but cher knife placed against the child s genitals,
her throat, her eye, in a very threatening way. He
wor e masks while he was abusing this child, to
protect his own identity.

In 2008, this offender, Janes Barthol onew
Huskey, was identified and | ocated in the Northern
District of Georgia, where | prosecuted him

Wien the defendant was interviewed, he was
asked when this child over whom he had conpl ete
control was five, what pronpted you to begi n abusing
her? And his answer was that he was trading child
por nogr aphy before that, and he ran out of child
por nography to trade. And he could no | onger receive
fresh images if he didn't have anything new to trade,
and he had conplete access to this five-year-old gir
and so began four years of a nightrmare for that child
who will for the rest of her |ife experience the
horror over and over again, and who is now one of the

nost top-traded series in the world.
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W al so know fromthings |ike the Butner
Study, which there's been certain criticismof —I
wi Il say that having worked closely with Dr. M chae
Bour ke, who is one of the co-authors of the Butner
Study and is now the head of the BAU at the U. S
Marshal s Service, that there has —

CHAIR SARIS: "BAU' is?

M5. HAKES: |'msorry, Behavioral Analysis
Unit, | apol ogi ze, Behavioral Analysis Unit at the
Marshal s Service, that the Butner study used
pol ygraphs to verify both when an offender had not
di scl osed conduct and when he had.

So there's been sone all egation that
of fenders had reasons to nake up incidences of prior
sexual nolestation of children, and I just wanted the
Conm ssion to know that the authors of the study
indicated to nme that they used pol ygraphs to verify
that information in addition to a |ack of disclosure.

So | will conclude —I think I am over
time —but I will conclude with saying that the
Departnent in our testinony has indicated that we

bel i eve that the guideline could and shoul d be
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recalibrated, and that there are sonme things that we
believe are factors for the Conm ssion to consider
that | think have al ready been nenti oned today.

First, a deeper |look at the offender's
rel evant conduct is obviously critical, and sonething
that is definitely inpactful when it cones to the
sentencing court's full picture of the defendant's
conduct. So we think that |ooking at chats, and
e-mails, and conduct with groups, those things are
all incredibly relevant and shoul d be exam ned by the
Conm ssi on.

| heard earlier today soneone on one of
the panel's say that they did not think that
socialization —that is, a person's participation in
t hese kind of groups —was relevant to a sentencing
determ nation or a determnation of whether or not
t he person poses a future risk. And | would argue
that it is in fact fonenting and fostering the
environnent as is exenplified in the Huskey case, of
t he sexual abuse of children.

And lastly, | think —the Departnent thinks

that technol ogy that is purposely defeating | aw
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enf orcenent, encryption techni ques —the judge

menti oned sone of these —the Departnent believes that
t hese are also factors that the Comm ssion should
consider in any recalibration of the guideline, as
wel |l as, lastly, things Iike images involving infants
and toddl ers, especially those that involve
bestiality.

There was a question earlier about whether
or not the inmages of infants and toddl ers contain
t hose sort of full horrific panoply of Kkinds of
abuse, and Mchelle Collins answered that. And
wll say that in nmy own experience, the inmages of the
infants and toddl ers appear to ne to be even nore
violent than those of the ol der children.

And, you know, I'mcertainly not a
psychol ogi st or a psychiatrist, | have no background
in that whatsoever, | wll say, though that it
appears to nme that there is a really good reason for
that. That is, because these children sinply are
def ensel ess. They cannot tell. They cannot cry out.
They cannot say, "No." They cannot resist or fight.

And so | think that is a great way for us to | ook at
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another factor that is inportant for the
consi deration of the Comm ssion in recalibrating the
gui del i nes.

I am happy to take any questions after M.
von Dornum has an opportunity to speak to the
Comm ssion. Thank you very much

CHAIR SARIS: Thank you. Ms. von Dornum

M5. von DORNUM  Thank you for inviting nme
here. | amin the fortunate position of echoing nuch
of what Judge Rodgers has already said to you. The
defenders are not always in that position, but we're
certainly happy to be here today.

Really I wanted to start off by saying
that the news from New York on the ground is very
positive. You heard sone of that fromDr. MCarthy,
but I think it is inportant to know that in New York
we have seen that child pornography of fenders can be
managed safely in the community. Not only can they
be, they have been and they are being so.

| amtal king about the mne run of
of fenders, the offenders that Judge Rodgers was

tal king about. | know obviously these hearings are
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wi derangi ng on a nunber of topics, but | know that a
core issue in front of you is what to do about the
maj ority of possession and receipt offenders, the
of fenders for whomroutinely variances and downward
departures are being granted, and the reason why the
Second G rcuit, anong many other circuits, have said
that this guideline is broken. 1t is those offenders
for whomthis guideline as it is currently witten is
not based on enpirical data and who is not accurately
capturing those offenders who we see as the majority
of our cases and who are in fact the mgjority of
child pornography of fenders being convicted in the
federal system

For those offenders, it is clear fromthe
work of the Probation Ofice in the Eastern D strict
of New York —and | know you' ve seen the nenorandum
submtted that's been referred to in the earlier
testinony as well —that those of fenders can be
treated through this contai nnent nodel, through a
speci al i zed programin conjunction with treatnent
providers like Dr. McCarthy who testified this

nor ni ng.
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In the Eastern District of New York, they
have supervised in a period of 13 years —which gives
you a great deal of data —over 100 child pornography
of fenders, not just possession and receipt, also
distribution offenders, and in that tine they have
only seen one new contact offense in a 13-year
period. And that is not sinply based on was there
only one person that was convicted of a new crine.
That's based on pol ygraph, |ocation surveill ance,
surveil l ance of their conmputers, very cl ose
noni t ori ng.

This is not sinply a question of did only
one person get caught. They are really watching
t hese people and testing them and only one person
out of all of themwent on to comnmt a new contact
of f ense.

| think that is a significant nmarker for
t he types of sentences that shoul d be contenpl at ed
for this majority popul ation, especially given that
t he experience in New York is borne out by the social
sci ence research

You heard it this norning fromDr. Seto
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and of course you' ve seen it in many of the papers
that I know you' ve been reviewi ng closely in these
anal yses, the recidivismrates for child pornography
of fenders who are arrested and convi cted and
sentenced and supervised, the recidivismrate is very
| ow.

They do not need long jail terns to be
rehabilitated, and they appear to do very well wth
probationary ternms and carefully tail ored supervision
and treatnent.

And 1I'm not tal king here about M.
DeBrota's worst-case scenarios. He is seeing what we
woul d consider certainly outliers. The nationw de
def ender perspective shows that Indiana has a
different category of cases, and he certainly
descri bed sonme horrific cases. Those are not the
cases for which | believe the Conm ssion is seeing
this high variance rate.

It's the run-of-the-ml| possession,
recei pt, and the nore passive distribution cases.
Based on our experience, as well as all the social

sci ence data, we believe that the current guideline
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has resulted in excessively severe sentences for
noncont act child pornography offenders |argely, as
Judge Rodgers said, because of this failure to
di stingui sh anong the different categories of
of fenders and offenses so that everyone is lunped in
at the top. And the enhancenents, as witten, apply
to everybody and don't tell the Judiciary anything
about who is nore dangerous.

I wanted to talk a little bit about our
experience of who the typical child porn
of fender —t he pornography offender is. It is a
different offender than what M. DeBrota descri bed.

The majority of our clients either access
chil d pornography out of curiosity or inpulse wthout
a specific sexual interest in children —which is one
of the things that Dr. MCarthy described that she
sees treating people day in and day out, as well as
in her dissertation research. O, they do access
child pornography to satisfy sexual fantasies but
they don't commt contact sex offenses.

W do not see a |arge nunber of child

por nogr aphy of fenders who are involved for financial



10

11

12

13

14

15

16

17

18

19

20

21

22

23

gain, or who are using the Internet to facilitate

t hese contact sex offenses. And the data shows that
the typical offender who is a first-tine of fender
with no previous convictions, no arrests for child
sex offenses, and no prior contact with authorities
who are responsi ble for investigating child sexual
abuse, that they're not predators. They're not
maki ng soci al contact basically with anyone, |et
alone certainly with children.

These are offenders who have been shown to
be extrenmely susceptible to supervision and
treatnment. And | wanted to tal k about just one case
that | had a little over five years ago, and enough
time has now gone by that we could see whether this
person woul d reci divate.

Now about five years ago | represented
soneone in the Southern District of New York before
Judge Denise Cote who was a first-tinme child
por nography offender. He was indicted initially on
two counts, one for possession and the other one for
distribution and receipt. And he had been sharing

chil d pornography inmages in online chat roons,
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sonet hing el se we've tal ked about today.

So he initially faced the five-year
mandat ory m ni nrum sentence. And when | nmet him |
qui ckly learned that he was a 44-year-old man who
suffered from severe | ong-term depressi on, which he
had suffered from since high school. He was a
col | ege graduate who had worked steadily his entire
life. He worked in his college's athletic departnent
after he graduated doing statistics and publicity.

He —because he was a very insecure person,
and in particular insecure because he was not
athletic unlike the people he so | ooked up to, he
rarely dated anyone. He didn't have many friends.
He was lonely. He was isolated. So he went on the
| nt ernet for conpani onshi p.

In sports chat groups he began chatting
with other nen, talking first about sports and then
t hey began sendi ng hi m adult pornography. That then
turned into himbeing sent images of adol escent
girls, and in time to prepubescent girls.

And he was so desperate to have friends

that this was his community, and these were the
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peopl e that he felt |ike would accept him He

fant asi zed about being a teenage boy again, and being
a teenage boy in relation to these teenage inages,

not dom nating them but as though he could go back
and redo his high school dating life.

And hi s pornography collection was a whol e
range of sone adult wonen, sone cl othed wonen —and
this goes back to sone of the questions raised
earlier about do we care what the rest of the
collection is. H's showed that he had maybe hal f
that were adult wonen. Even sone, as | say, clothed.
The other half was adol escent and then prepubescent
girls.

And as soon as the FBI tracked hi mthrough
this online chat room they went to his apartnent.

He i mmedi ately confessed, you know, to having been in
t hese chat roons and havi ng swapped i nmages.

He voluntarily —there was no i medi ate
arrest; they were just there talking to him He
stopped all involvenent, not just with child
por nogr aphy but stopped going on the Internet. He

t ook nedical |eave fromhis job. He noved back in
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with his parents, and he was truly shocked by this
sort of shame and realization of how this had sort of
unfol ded step by step frombeing in a ESPN chat room
to talking to the FBI about having prepubescent
girls. And horrified that he'd gone down that road
t hrough his | oneliness.

He underwent a psychosexual eval uation
that showed only a noderate sexual interest in
adol escent girls, which the eval uator thought was
normal, and no interest at all in prepubescent girls
despite his possession of these inages. And he'd
never had any contact with a child sexually.

And his initial guidelines' calculation
put himat 97 to 121 nonths with a mandatory m ni mum
of five years. So, you know, he was facing that
mandat ory m ni nrum plus eight to ten years for having
started to |l ook at these pictures through this sports
conmuni ty, someone who woul d never have touched a
teenage girl, certainly not a young girl.

So we negotiated with the governnent, and
they investigated himfurther, had the FBI

investigate himfurther, and they agreed that he
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posed absolutely no risk to children, despite having,
you know, engaged in this conduct.

So they agreed to drop the mandatory
m ni mum count despite the fact it applied, and I know
this is a lot of what you' ve seen in your coding
project and your research is this sort of informa
end-run around the mandatory m ni num and around t he
guidelines. And they offered a plea agreenent to
possession alone, with a stipulated range of 46 to 57
nont hs, half of what had been originally called for.

Wen we got to sentencing, Judge Cote —who
if you know her, you will know she is not at all a
soft touch; she's a fornmer prosecutor herself and
t akes these cases extrenely seriously —she took into
consideration all of these mtigating factors about
how he got invol ved, what kind of person he was, the
steps he'd taken, how wel|l he'd done on supervision,
as well as the seriousness of the offense, and she
gave hima termof five years of probation with no jail
tinme at all. So that he could be under the court's
supervision for a I engthy period but could be

incarcerated if he had any further involvenent, if
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there was recidivism That was hangi ng over him

He, because he lived in the Eastern
District, although he'd been prosecuted in the
Sout hern District, he was supervised by the office
whose report you' ve seen that was so successful, and
he hasn't had a single violation. He's concluded his
probation. Not a single problem Not even a failure
to report. Nothing.

And if you think about it, if he had been
placed in federal prison for five years, or for ten
years, then his comunity woul d have becone cont act
sex offenders. He would have been conpletely
isolated fromhis famly. He would have had no hope
probably of getting enpl oyed once he got out. And
his depression |ikely would have turned himinto a
far nore dangerous person than he was to start wth.
Because, as you know, in the Bureau of Prisons, child
por nogr aphy of fenders and contact offenders are not
separ at ed.

There is very limted treatnent, and the
treatnent there is is everyone |unped together, the

child rapists in with the child pornography
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possessors. And it just shows you that the guideline
as witten does not capture these people who are the
majority of the offenders, and that the Judiciary and
the Departnment of Justice are being forced to cone up
with these creative solutions.

W have put forth in our witten

testinony —and |'malready out of tinme —but we've put

forth —

CHAIR SARIS: That's okay.

M5. von DORNUM |'msorry.

CHAIR SARIS: Go for it.

(Laughter.)

V5. von DORNUM VW've put in our witten
testinony the problens that we see concretely with
the guideline as witten. [|'Il just be very brief on
this because | know you have it there. The base
of fense levels start out too high, as Judge Rodgers
said, for receipt and possessi on.

W al so think a distinction needs to be
made, or at |east be possible of being nade under the
gui del i ne between the passive distribution, the file

sharing, versus an active dissem nation of images.
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The enhancenents as witten, many of them
are froman era either before conputers or are ones
that just bear no correlation to actua
dangerousness. And | understand the Departnent of
Justice's positionis that if you have a | ot of
images it nmakes you nore dangerous, and that has a
superficial appeal, it sounds worse to have a | ot of
i mages, but if you picture a single file sharing
wher e suddenly you have 10, 000 i nages, you have no
idea what's in there, there's not any proven
correl ati on between nunber of inmages and
dangerousness. So | think that to be seriously
guestioned, and certainly the video aspect.

And the nature of inage enhancenents, as
we've said in the regional hearings as well, are very
probl emati ¢ because they inpose this strict liability
framewor k where there doesn't even have to be a
showi ng that the person knew he had sadistic or
masochi stic inmage, or an image of a child under 12.

And we think that has to be nodified so
that it cannot be applied unl ess soneone actually

accesses the image and knew he had it, and even
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better whether they sought it out, which would seem
to be a greater indicator of dangerousness than
sinply receiving it.

And | would just add that we do think
there are ways that actually nore dangerous offenders
could be identified. Certainly people who view live
webcam i mages of sex abuse, people who order custom
made por nography from producers, people who are
involved in this for financial reasons, a person who
first introduces an inmage to a wider market —and this
is alot of what Ms. Hakes and M. DeBrota were
tal king about. These are the people who are really
having a direct inpact on the victins.

And it's not that possession of child
por nography is not harnful, but it is the people who
are introducing new i nrages and creating those inmages
who are really directly inpacting those victins.

So we woul d ask the Comm ssion to
seriously consider setting base offense |levels for
this mne-run population at a | evel that permts
probation and closely tailoring the aggravators, the

speci fic of fense enhancenents, to conduct and role,



10

11

12

13

14

15

16

17

18

19

20

21

22

23

as opposed to the sort of forensic analysis of what's
on the conputer, because the forensics don't answer
t he dangerousness question; they just answer the
question of what kind of software did you have? O
did you have a file-sharing progran? And it doesn't
take us far enough, and it is not calibrated enough.

So thank you again for allowing ne to
testify, and I'mcertainly happy to answer any
guesti ons.

CHAIR SARIS: Thank you. Comm ssi oner
Friedrich.

COW SSI ONER FRI EDRI CH: Judge Rodgers and
Ms. von Dornum both of you touched in your witten
testinmony —not as nuch in your oral testinony here
today —on this pattern of activity involving the
sexual abuse or exploitation of a mnor provision
that's currently in 2&.2. And both of you —I think
Judge Rodgers, you've said historically the Crimna
Law Conmittee has opposed that being in the guideline
as opposed to Chapter Four.

So ny first question is: Wat do both of

you nmean by that? Do you nean we shoul dn't
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consi der —that that should not be a factor in the
sent enci ng deci sion, except if there's a prior
conviction? |Is that the point you' re making?
Because Chapter Four, you know, we do tal k about
convi ctions as opposed to —

JUDCE RODGERS: R ght. No, that's not ny
position, that it should not be considered. | think
sonet hing can be constructed for Chapter Four. That is
the section of the guidelines that deals with the
offender. And this offense adjustnment that's in
Chapter Two that deals with the pattern, to ne that's
an of fender-based factor to consider. |t doesn't
make the of fense nore serious, in ny view, it makes
the of fender nore serious, as we've heard froma | ot
of the researchers and clinicians here today —but not
[imted to prior convictions.

COW SSI ONER FRIEDRICH: So you agree with
the testinony of the experts that that does make an
of fender who i s appearing before you appear nore
dangerous, and that they may be nore likely to
reoffend in the future?

JUDGE RODCGERS: Let ne stress, obviously |
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amnot a clinician, but that is definitely sonething
that | would want to know as part of any sentencing.
And | can't imagine that | wouldn't factor it inin
some way in a sentence.

I would prefer to have it evaluated in
Chapter Four, because to ne that just structurally makes
nore sense. You know, if | wasn't |ooking at the
guidelines and | was just |ooking at 3553, | would
factor it in under the offense and —excuse ne,
hi story and characteristics of the offender. | would
not ook at it as an offense characteristic because |
just don't see it as aggravating the specific
of f ense.

COW SSI ONER FRIEDRI CH: But you do see it
as an aggravating factor whether it neans the
defendant, himor herself, is nore dangerous in the
future, or is sinply nore cul pable with respect to
the instant offense?

JUDGE RODCGERS: | don't think it makes
them nore cul pabl e, because I think it nmakes them
arguably nore dangerous and nore likely —

COW SSI ONER FRI EDRICH: But you don't
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t hink that a defendant who has done it before, and
there's reliable evidence that the defendant has done
it before, regardl ess of whether there's a

convi ction, you don't think that defendant should be
sentenced nore severely sinply because this is a
second or third or fourth tinme?

JUDGE RODCGERS: | do, under Chapter Four.

COW SSI ONER FRIEDRI CH: But not —t hat
doesn't nmake them nore cul pable in your mnd, just
nor e danger ous?

JUDGE RODCGERS: It doesn't nmake the —to
me, culpability | ooks at whether the offense is nore
serious based on that conduct that that individual
engaged in. And so | just —you know, really, it's
just a structural inconsistency in ny mnd. You
don't treat other offenses this way in the guidelines
with the exception of the inmgration 2L1.1 and 1. 2.
And actually I've had this argunment presented to ne
on a nunber of occasions in the courtroom by defense
attorneys in those types of cases with the 16-1| evel

enhancenent for prior aggravated felonies.
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In any event, | made | think the position
clear in ny witten testinony, and it nmakes nore
sense to ne as a judge to find that factor weighted
in Chapter Four. It could be an enhancenent.

COW SSI ONER FRI EDRI CH: An enhancenent in
Chapt er Four?

JUDGE RODCGERS: Yes. You have enhancenent
now in Chapter Four with career offenders. And it may
fall under, you know, a serious violent felony. But,
you know, those are going to be convictions.

I think that you could construct sonething
in Chapter Four to address this. It doesn't necessarily
have to be crimnal convictions. Chapter Four addresses
recidivism likelihood of recidivism and need to
protect the public.

COW SSI ONER FRIEDRI CH: Al so advocated as
an alternative a safety valve provision with respect
to these sex offenses.

JUDCE RODGERS: Correct.

COW SSI ONER FRIEDRICH: Wul d that be a
favor? You know, the pattern, the prior activity of

a defendant's sexual abuse activity? Wuld that be
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sonething in your view that should preclude a
defendant fromgetting safety valve relief like it
does in the drug context?

JUDGE RODCGERS: Sitting here today,
woul d say —1 don't want to be held to this in the
future in a specific case —but theoretically, yes, it
woul d be a part of the —it would be an excl udi ng
factor.

CHAIR SARIS: Did you have —

M5. von DORNUM Sure. Certainly as to
convi ctions, which seemto be the greatest predictor
of recidivismin this area, we believe those shoul d
be counted certainly as part of Chapter Four.

As you know, the defenders have | ong
objected to this broad use of relevant conduct, which
is sort of what this falls under, this idea of an
al  egati on having been nade in the past and now it
can be counted against the offender. So it would
have to be done | think extrenely carefully.

COW SSI ONER FRIEDRI CH: Wl | obviously
there has to be sufficient reliability and

substantiation for a judge to even consider it, but
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' m sayi ng assum ng there's a preponderance of the
evi dence the defendant has done this before on two
occasions. |s that not sonething, in your view that
you think justifies a higher sentence, either because
that defendant is potentially nore dangerous in the
future, or is nore culpable in commtting the instant
of f ense?

M5. von DORNUM | certainly think that a
judge could take that into consideration under 3553.
| think we woul d be very concerned about the exact
wording in the same way that this |anguage that's in
the current guideline, the pattern of activity sweeps
so broadly that it includes, you know, statutory acts
with a high schooler or a college student, that sort
of thing.

So we woul d be concerned, as we are with
ot her parts of the guidelines, about the use of
acqui tted conduct, about the use of unsubstanti ated
allegations. That's not to say, | certainly believe
that a judge could consider reliable substantiated
al | egations as part of 3553.

VW woul d have to see a specific proposa
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as to language in Chapter Four, but certainly | agree
wi th Judge Rodgers that's sonething that a judge
could consider if it had sufficient indicia of
reliability.

CHAIR SARI'S: Conm ssi oner Jackson.

VICE CHAIR JACKSON:  Yes. | just wanted
to ask Ms. von Dornum about the study that you tal ked
about at the beginning of your testinmony with respect
to recidivism and the fact that there was only one
new contact offense.

From what | understood from previous
testinony, the child pornography offense is itself a
serious crime. So even if the person doesn't go on
to becone a contact offender, to what extent does
your study show recidivismw th respect to child
por nogr aphy whi ch revictimzes the person who is
depicted in the pictures and drives the market with
respect to that offense?

Do you understand what —

M5. von DORNUM | do understand what
you're saying. And certainly both offenses are

serious. | know that a large part of what we're
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tal ki ng about today is do people who | ook at inages
go on to touch?

And that's not that child pornography
itself is not an offense, but | know part of what
underlies what we're all tal king about is does
| ooking | ead to touching, because that's why | was
focused on that. But certainly the Eastern District
al so tracked were there new child pornography
of fenses. And | hope you have the study, but if not
' m happy to submt it to you.

In that study there was only the one
contact offense, and there were | believe —let nme
just check the nunber —I1 believe there were two
peopl e who reof fended as to possessing child
por nogr aphy. No one who reoffended as to
di stribution or production, anything |ike that, but
there were two people who were found with child
por nogr aphy on their conmputers out of the hundred.

VI CE CHAl RVAN CARR  Ms. Hakes, you're as
famliar as anyone in this roomwth the criticism of
this guideline and its uneven application, and you

have spoken eloquently and I would say accurately
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about how horrible the victimzation is to the
children that are involved in these things and the
need for punishnent for people who traffick, receive,
and possess these things.

As | look at your witten materials, the
Department does a good job of identifying sone things
that are aggravating factors that are not currently
addressed in the guideline. But | want to ask you
this, because it's sonmething | can't tell fromyour
presentati on.

For the first-tinme offender who is a nere
possessor or receiver, if you will, who gets the
conput er enhancenent, the horrible nature of the
i mages enhancenent, the nunber of inages, but we're
left to conplete speculation as to whether this
particul ar defendant has or would touch a child.

Are the current guidelines too harsh in
the run-of-the-m | case for that individual?

M5. HAKES:. The Departmnent is not prepared
today to say whether or not we think any particul ar
guideline or in any particul ar case the guidelines

are too harsh.
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What | will say about the current
guideline with respect to punishnment |ike you' ve just
descri bed, where a first-tine possessor but he checks
all the boxes for the enhancenents for nunber of
i mages, severity, et cetera, but no prior crimnal
hi story or maybe even no pattern of conduct, no
all egation of any other kind of conduct that we have
or know about, your question focuses on whether or
not it's too harsh in the sense that we don't know
whet her or not he's such a high risk to reoffend. By
i nplication, and by sone of the testinony today, he
could at alowrisk to reoffend. And certainly there
woul d be peopl e who would claimhe was at a | ow ri sk
to reof fend.

And | respect the question, and | respect
the thrust of it, but I would ask you just to focus
on the underlying guideline that at this nonent, one
of the reasons for the enhancenent for nunber of
i mages i s because —you know, | think sonetines it's
just really easy to forget. Nunber of inmages? W
throw it around. W talk about "inmages."

Vel we're tal ki ng about nunbers of
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victins.

VI CE CHAI RVAN CARR  Absolutely. And I'm
not di scounting that for a nonent. And of course the
risk to reoffend is also sonething that can be taken
care of to sonme extent by supervision, you know,

t hi ngs that happen once you' re out of prison.

But what Judge Rodgers refers to is, you
know, the extraordinary nunber of downward departures
and variances | think for the circunstances that I
descri be where, who i s anywhere near the bottom of
t he prescribed range of sentences here?

M5. HAKES: Well, so one of the things
that we talk about in our witten testinony is |
t hi nk sonme of the questioning by Judge Rodgers, and
many ot her judges, sone of the questioning of whether
or not that particular sentence, say 108 nonths for
the kind of person that you' ve described —and |I' m not
maki ng a judgnent today, nor does the Departnent have
a position on whether or not that, in and of itself,
i's appropriate.

What we're saying is that the guidelines

are taking into account certain factors. But what
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we' ve brought up in our testinony is that what you
don't know is very inportant. And we believe that
what you don't know about what other kind of things
t hat of fender is doing online, how he received the
images, is there a certain focus on kind of inages
inside the collection, all the other things that we
argue in our witten testinony that would help you
understand the offender better, not just the fact
that he has 750 inmages and the fact that he has used
a conputer, and the fact that he has chil dren under
12, and the fact that he has S&M No, no, but ot her
t hings that enable you to understand the full
character of the offense |I think is what has caused
many judges to believe that the guidelines are out of
bal ance and that the penalties such as you've
descri bed are too harsh

These cases —you know, one of the things
we don't see questioned a |lot are the noney anounts
that we talk about in fraud cases, which are
driven —the penalties are driven by noney and by
nunber of victins.

Vel | here we are driving a guideline for
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very simlar things: nunber of victins, and
character. And so we don't really question whether
or not what's his name from New York whose nane |
can't now renmenber —

CHAIR SARIS: Madoff.

M5. HAKES: Madoff, thank you. Sorry, |I'm
fromAtlanta. We're so far fromNew York we forget.
Whet her or not Madoff merited that ungodly sentence,
and practically no one argued against that —I'msure
his attorneys did —but practically no one argued
agai nst that because the nunber of victins was vast,
and the anount of noney, and the damage in the
financi al system was enor nous.

Wl | the sane analogy really applies in
t hese cases. And while we do believe that there are
things for the Conm ssion to consider to recalibrate
the guideline to better informsentencing courts and
prosecutors and the public of the nature of these
of fenses and the offender, we also believe that
nunber of victins and character of inages is a
critical factor because of the harmthat it causes,

because of the market that it drives.
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| nmean, | don't use the exanple of Janes
Bar t hol onew Huskey just to throw out a producer at
you. | understand we're not here to tal k about those
who produce, but those who collect. M point is that
M. Huskey produced so that he could collect. The
guy who told him he needed new i nages caused Huskey
in a sense to produce. And so therefore these crines
of possession, while 108 nonths sounds high, you are
tal ki ng about a massive inpact on the lives of every
child depicted in those i mages whet her we know who
they are or not.

VICE CHAIRVAN CARR  And | started by
saying that | recognized that.

M5. HAKES: Yes, sir.

VI CE CHAI RVAN CARR But | think one of
the problens the judges seemto have is that the way
the guideline is structured is that the unknowns
about the defendant and his proclivities are resol ved
against himin the way that the guidelines are
currently witten. And as you said, you can't cone
before us and say that the Departnent thinks 108

nonths is too harsh for that person as to whomit's a
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first-time person who's a nmere possessor that gets
all the boxes checked, but | think maybe we ought to
be able to expect the Departnent to take a position
on sonmething like that.

| don't nean you, today.

M5. HAKES: Thank you.

VI CE CHAIR JACKSON: And the further
probl em —

M5. HAKES:. Because | take the position
that, you know, I'mcleared to take, just so you
know.

VICE CHAIR JACKSON: And | think the
additional problemis the resource allocation problem
that we heard from previ ous panels; that sone of the
unknowns that would permt judges to have a fuller
pi cture of the defendant and either ratchet down or
up based on that information are things that can't
collected in an efficient manner. O that, you know,
we woul d rather spend the resources actual ly hel ping
these child victins rather than, you know, running
t hese el aborate forensic investigations.

So | think that's a further conplication
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to this notion of we need nore information.

M5. HAKES: Well certainly there is a
balancing act. And | will say that we have indicated
that we do think a recalibration shoul d be considered
by the Comm ssion, and we have indicated the factors
that we think mght be hel pful to you.

Wiile that's not taking a position on
whet her 108 nonths is too harsh, | do think that goes
a long way toward indicating to you that we believe
there are things that can be done to inprove the
gui del i ne.

Wth that being said, Steve DeBrota is
much smarter than I amwhen it cones to forensics.
He's a real whiz about it and | eads the nation in a
| ot of respects when it cones to new technol ogi es and
how to use it to better capture the best kind of
cases that show us the nost serious offender that we
shoul d be focused on.

However, as we've said in our witten
testinony, we do believe there are factors that woul d
give you a better understanding of an offender or the

of fense conduct, and possi bly even dangerousness in
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the future and risk to society, and it woul d take
forensic resources.

Now I will be the first to admt that we
are stretched beyond all limts with respect to
forensic resources. NCMEC gets 20,000 cyber tips a
nmonth fromlnternet service providers and the
public —20,000. That mght just be Internet service
providers. Twenty thousand a nonth from I nternet
servi ce providers.

W don't have enough agents, cops, and
prosecutors to handle that. |It's inpossible. So
whil e | acknow edge requesting further information on
the forensic front, and | certainly agree with Steve
DeBrota that if nore answers are going to require
nore resources then those questions that require
t hose answers should be pretty inportant questions.
We acknow edge that those are questions that should
be answered —you shoul d have answers to. And while
t hat m ght cause difficulty, and resources are
stretched, let's face it, there's nothing nore
i nportant.

The Attorney Ceneral has | abeled this as
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one of his top priorities. Therefore, we will get it
done. If you need it, we will get it done.

CHAIR SARI'S: Judge Rodgers, and then
Judge H noj osa —

JUDCGE RODGERS: (Ch, go ahead.

CHAIR SARIS: No, you go.

COW SSI ONER HI NQJCSA:  Go ahead.

CHAIR SARIS: Go ahead.

JUDCGE RODCGERS: Just to respond or speak
to that, judges —we nmake deci si ons based on facts.
mean, not on unknowns. And this is what we face in
the courtroom at least in ny experience, is an
assistant U S. attorney in the courtroom presenting
argunent along the lines of Ms. Hakes, which you' ve
presented here.

It's appealing. And, and no one wants to
ignore that. Again, no judge wants the horrific
tragedy to occur on his or her watch. And so we
listen to those argunents.

Then we're presented on the defense side
of the courtroomw th testinony, in many cases, from

psychol ogi sts, witnesses. That's the evidence in the
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case before us, and that's what we have to base our
deci si ons on.

So, you know, | understand budgetary
concerns and stretched resources, but that's the kind
of information, reliable information, that judges
need in the courtroom

And with all due respect, if | could
respond, Conmm ssioner H nojosa, very quickly to
sonething —clarify sonething that Conm ssi oner
Friedrich asked ne a nonent ago about that four-Ievel
pattern of fense characteristic enhancenent:

That would apply —I feel like | need to
clarify that —that would apply in a case of rel evant
conduct because it woul d nake that offense nore
serious. And I've had that situation in nmy own
cases, one in particular that I'mthinking of as I
was sitting here going over in ny head ny response to
you just a nonent ago, was an of fender father who —he
was a father. He was charged with receipt and
distribution, |I'mal nost positive, but definitively
receipt. He was not charged with production.

He had thousands of inmages. Well, | don't
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know nuch about the investigation, obviously, but
t hose i mages contai ned —t he photos contai ned i nages
of himw th his daughter, abusing his daughter.

Qobviously, in that situation the receipt
of fense was nmade nore serious by virtue of that
conduct. And | didn't hesitate to apply the four
levels in that instance. And | don't know why he
wasn't charged with production, but he wasn't. That
was the case that was before ne, the charge that was
before ne. Maybe they didn't identify the fenmale as
hi s daughter until late in the gane, | don't know,
but | didn't hesitate to apply it in that case
because it was clearly rel evant conduct.

CHAIR SARI'S: Judge H noj osa.

COW SSI ONER H NQJOSA: | was going to
touch on that also as a corment with regards to Judge
Rodgers' response, and especially when she nenti oned
2L1.2, the illegal entry, which the reason it's in
there | think is because of the fact that the statute
itself goes fromtwo years, to ten years, to 20 years,
dependi ng on whether you had committed a felony or an

aggravat ed fel ony.
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On 2L1.1, on the other hand, it is nore
anal ogous to what you have just nentioned because it
is a specific offense characteristic of that
particul ar of fense, the snuggling and transportation
or harboring, that that nmakes that defendant nore
cul pabl e than sonebody who doesn't have these prior
convi cti ons.

But a | ot has been —obviously, a |ot of
our di scussions about sentencing involves Title 18,
section 3553, and that has been nentioned today, in
relationship to child pornography for exanple.

I know there are certain parts of, for
exanpl e, 3553(a) that defense attorneys like to
enphasi ze nore than others, and prosecutors nore than
ot hers, and judges sonetines rely on portions of it
rather than the whole thing of the 3553(a), as well
as 3553 in general.

And comments have been nmade about
directives to the Comm ssion by Congress. | think we
all can agree that Congress can set nmandatory
m ni muns as well as maxi muns. They wote 3553. They

send directives to the Conmssion wth regards to how
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t he Conm ssion should read 3553. And so the question
t hen becones: Can we as judges really say, well,
that's just for the Conm ssion and not for us?
Especially in light of the fact that 3553 has a whol e
section on child crimes and sexual offenses.

And so can we as judges just say: Well,

t hat nmakes these guidelines | ess, and these are
directives to the Comm ssion, and Congress, yes, they
didit, yes they wote 3553, but it doesn't nean
anything to ne as a sentencing judge when |I'mtrying
to determne what the 3553(a) factors nean because it
wasn't nmeant for ne?

Can we honestly say that?

And the next question is: you also ask
the Conmm ssion to urge that Congress do away with the
recei pt mandatory mninmum And the question is: Has
t he Judi ci al Conference taken a stand? And have they
urged Congress to do away with that nandatory
m ni mun?

JUDGE RODCGERS: Not specifically, but I
think you will hear perhaps tonorrow conments from

j udges about, perhaps about mandatory mni nuns. But
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| think the Conference has nade its position clear on
mandatory m ni muns i n general . So |I'm assum ng, but
| don't speak for themin that regard. |[|'mjust
assumng that it would be no different with regard to
t he specific mandatory m ni num

And | don't —you know, I'mnot —I nean, |
hope it was clear that even possession and receipt
cases are deserving of punishnment. | nean, if you
have all, I'msure, done your homework, you know what
ny sentences look like. And I think | varied in two
cases in the dozens of child pornography cases that
|'ve had. And | haven't inposed a sentence bel ow 60
nonths in any case. And | have sentences where |'ve
departed upward ten tines and i nposed |ife sentences
i n abuse cases, not possession or receipt.

So | don't want you to be left with the
impression that |1'm here advocating probation. |
just —I'm advocating a guideline that nakes nore
sense within the framework that we've been given by
Congress. And | just don't believe, we don't see it
in any other —in any of the other cases, any of the

ot her of fenses, excuse nme, this kind of ratcheting
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up. And | think part of this, and | may have all uded
tothis, | believe | did, inny witten testinony,
that reading between the lines, and I may not be
correct, that the Comm ssion m ght not have
contenpl at ed when that guideline —the base of fense
| evel, noving off of the mandatory m ni mum but the
base offense | evel was set, that perhaps it wasn't
contenpl ated how often and with what frequency that
nine |evels was going to apply for the sadistic,
masochi stic, and violent conduct, and then the five
| evel s for the inmages.

You knew how often the two | evels for
conputer and the two | evels for prepubescent m nor
depicted in the i mages, you knew how often that
applied, but I don't know that you realized —perhaps
you did —but that that would nmake sense to nme if that
wasn't cont enpl at ed.

COW SSI ONER HI NQJCSA:  What about the
directives to the Comm ssion in how we as sentenci ng
j udges should | ook at those in trying to determ ne
how to read 35537

JUDGE RCDGERS: Wl |, Conmi ssi oner
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H nojosa, | have said in the courtroomon a nunber of
occasions that | have a great deal of respect for
Congress's authority to set sentencing policy. And
|'ve said that in these types of cases. And | still
do.

But we as judges, we have to work within
that framework of 3553(a), and | just don't see that
it's workable with this specific guideline. Again,
we haven't seen this in any other category of
offenses. | don't go into the courtroomfrustrated
in other cases as | do in these cases, and | don't
think I"'m—I think I"'mfairly reflective of other
judges. You |ook |ike you —

COW SSI ONER WROBLEWSKI @ Yes, | do. |
think one of the reasons that you're frustrated, at
| east one of the things that we've heard over and
over during the day, is that in these kinds of
offenses there is oftentines a |lack of information,
which is what you're | ooking for.

JUDCE RODCGERS:  Yes.

COW SSI ONER WROBLEWEKI @ The i nfornmati on

that we have, that the governnent has, that's
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presented to you is limted. 1t's not conplete.
It's not a conplete set of information about this
person's background.

So we | ook to the science. And the
scientists who have testified here today have said,
quite differently than what Ms. von Dor num suggest ed,
that the majority of those who were | ooking at these
images are in fact pedophiles; that the mgjority of
those, Dr. Seto's testinony was that 55 percent under
self-report have in fact had contact offenses.

Now that information is not typically in
front of the judge. What's in front of the judge?
There's no victimin front of the judge. In fact,
many judges won't even |l ook at the pictures. There's
no live victimin front of the judge.

And so this is a different kind —and |
understand why it's difficult for a judge when you're
presented with a forensic analysis that says in sort
of a very cold way there's X nunber of images, the
i mages canme froma peer-to-peer network, the forensic
analysis is sonewhat |imted, and that's all you

know.
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JUDGE RODCGERS: W don't even have that.
Excuse ne. W don't even have that froma w tness.
W m ght have an argunent, but we don't have it
tying —we don't have anyone tying that to the
specific facts in a case.

COW SSI ONER WROBLEWEKI : Right. And so
t hi nk what the Conm ssion is going to —is struggling
with and is going to be struggling with is how, given
the limted forensic resources that are out there,
given the explosion of this kind of crinme and the
nunber of perpetrators out there and the nunber of
arrests that are now occurring, how do we get the
i nformati on?

And | think what the Departnent's point of
view is, the guideline needs to be recalibrated. How
do we recalibrate it so that all the information that
needs to be in front of the court is in fact in front
of the court so that appropriate decisions can be
made?

And | think that is the struggle that we
have in front of us as we cl ose today and sort of

nmove on to the next —
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M5. von DORNUM  Excuse ne, may | just
respond briefly?

CHAIR SARI'S:  Yes.

M5. von DORNUM Just so the record is
clear, | certainly did not say that anyone had
testified that a large proportion of child
por nogr aphy of fenders were not pedophiles. Wat I
said is that the testinony was certainly from
Dr. Seto that there's a very lowrate of recidivism
And that's exactly what he testified to this norning.
Not that they're not pedophiles, but that they don't
reci di vat e.

He al so testified that there is varying
studi es about prior contact offenses. But what we're
tal king about is future recidivism WII they
reoffend? WII they have contact offenses, or child
por nogr aphy of fenses? Not are they pedophiles. W
do not sentence people on their thoughts; otherw se,
every fraudster would be sentenced |ike Bernie
Madoff, right? Everyone wants to go big. You can't
sentence every fraudster |ike that, and you can't

sentence every child pornographer |ike that. You
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have to |l ook at the risk of recidivism

The studi es show that there's a very | ow
rate here, and a very high rate of success on
supervision, and that's exactly what our testinony
is, consistent with Dr. Seto.

CHAIR SARIS: Are we done? A long, but
fabul ous day. You ended in a perfect way, but let ne
just say this.

W couldn't have done this without all of
you comng. No one felt sleepy, because this was so
dynam c and | want to thank you for com ng, everybody
here. Many of you stayed here the entire day, and I
just have to particularly thank the staff here who
put together such an amazing day for us, Ken Cohen.
So thank you —and who else is here? Kira. Kira,
there you are. Ckay, thank you very nuch. It was
very educational. Thank you.

(Wher eupon, at 5:35 p.m, Wdnesday,
February 15, 2012, the Conm ssion neeting was
recessed, to reconvene at 8:30 a.m, Thursday,

February 16, 2012.)



