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VIl. Risk Assessment and Internal Audit Plan for Fiscal Year 2009

The attached annual audit plan for the University of North Texas System
was approved by the Board of Regents on August 21, 2008.
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University of North Texas System
Internal Audit Department
FY 2009 Risk Assessment and Annual Audit Plan

Overview

The University of North Texas System Internal Audit Department operates in
accordance with the Texas Internal Auditing Act, Government Code Chapter
2102. Under the Act, the purpose of internal auditing is:

“to assist agency administrators and governing boards by furnishing
independent analyses, appraisals, and recommendations about the
adequacy and effectiveness of a state agency's systems of internal control
policies and procedures and the quality of performance in carrying out
assigned responsibilities.”

The Institute of Internal Auditors (IIA) is recognized as the authoritative body for a
program of internal auditing. Under the Il1A Professional Practices Framework,
internal auditing is defined as:

“an independent, objective assurance and consulting activity designed to
add value and improve an organization's operations. It helps an
organization accomplish its objectives by bringing a systematic, disciplined
approach to evaluate and improve the effectiveness of risk management,
control, and governance processes.”

The UNT System Internal Audit Department conforms to the International
Standards for the Professional Practice of Internal Auditing, the Code of Ethics
contained in the Professional Practices Framework as promulgated by the IIA,
and generally accepted government auditing standards.

At UNT, the Chief Internal Auditor reports directly to the UNT System Board of
Regents with access to the Chancellor of the UNT System as needed. The Chief
Internal Auditor is supported by Directors of Internal Audit at the Health Science
Center and Denton Campuses, as well as a professional staff of ten and 1.5 FTE
support staff.
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Risk Assessment Background

Internal audit departments overall, serving in an advisory and support capacity to
management, traditionally face limited audit resources and budget constraints in
the performance of their responsibilities. As such, internal audit departments
must rely on establishing priorities in developing work plans to address and
evaluate risks to their organization in fulfilling their mission.

The purpose of business risk assessment is to allocate limited resources to areas
of the organization that are most critical, or carry higher business risk, to the
success of the organization in reaching its goals and fulfilling its mission.
Knowing the areas to audit and where to commit resources is critical to a
successful internal audit department. Internal audit department efficiency and
effectiveness is increased when audit effort is matched to business risk in the
organization.

A well-developed business risk assessment model provides an efficient and
systematic process to:

e |dentify the business risks that impact the organization at a point in time;

e |dentify the auditable areas of an entity impacted by these business risks;
Measure the risk of each unit and identify activities of highest business
risk;

Rank the units by business risk;

Determine the time necessary to complete reviews;

Distribute available resources in the most efficient manner; and

Develop annual valid, business risk-based project plans that address the
business risks in priority order.

Scope

Risk is a measure of impact to an organization. Though often thought of as the
probability that an event or action could adversely affect the organization, risk is
also the potential that a positive result will not be achieved because the
organization is overly risk-averse. In a positive context, risk is considered from a
cost-benefit viewpoint. Analysis of positive risks assures that optimal outcomes
will be achieved.

However, in its most commonly understood form, risk is defined as the degree to
which activities are exposed to the potential for financial loss, the inappropriate
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disclosure of data, or other negative results from the absence or inadequacy of
internal control. Using this frame of reference, risk is a measurement of the
likelihood that an organization’s goals and objectives will not be achieved. Any
action that reduces negative risk or improves positive risk increases the
likelihood that goals and objectives will be achieved. In general, increased
internal control and improved efficiency and effectiveness mean less risk.

Business risks facing an organization generally include the following categories:

e Strategic: Decisions may be based on incorrect, unreliable, fraudulent, or
incomplete information, or may result in failure to accomplish objectives
and goals.

e Financial: Record keeping, accounting, and financial reporting may be
subject to inaccuracy, fraud, theft or financial loss, or exposure, and
assets may not be adequately safeguarded.

e Operational: Resources may be managed poorly, uneconomically, or may
be used inefficiently or ineffectively.

e Compliance: Appropriate adherence to organizational policies, plans or
procedures, relevant federal, state, and local laws, or various regulations
may not occur consistently.

e Reputational: The organization’s reputation may be subjected to customer
dissatisfaction, negative publicity, or damage.

Methodology

As already stated, the goal of business risk assessment is to identify elevated
business risk, and to allocate limited Internal Audit resources appropriate to the
level of risk identified in the appropriate areas. Steps to accomplish this purpose,
which ultimately results in project selection and inclusion in the annual project
plan, include the following:

1. Select the criteria (risk factors) used to identify the significance of, and
likelihood that, conditions and/or events may occur that would adversely
affect the organization.

2. Weight the selection (risk) factors in terms of importance to management,
external influences, and the internal auditor.

3. ldentify and catalog auditable activities (the "audit universe") of the
organization, including budgetary impact.

University of North Texas System Page 4
Annual Internal Audit Report Fiscal Year 2009



4. Prepare a risk matrix that includes the factors for each audit universe item.

Compute the weighted score for each universe item and the cumulative
factor score.

6. ldentify mandated projects required to be performed by the State of
Texas, federal regulatory bodies, and other stakeholders in the operations
of the University System.

7. Select and prioritize the risk-based projects to be performed.

8. Apply available resources in a systematic manner to address the largest
portion of identified mandatory and risk-based areas possible.

Staffing and Operating Budget

The UNT System Internal Audit Department salary and operating budget for
fiscal year 2009 is projected to be approximately $1,077,000. This level of
support will allow Internal Audit to begin to address the most significant risk areas
identified in the risk assessment. Remaining high and medium risk areas will be
prioritized and audits performed to the extent allowed by available resources.

The increase of “required” statutory, THECB, and senior administrator-requested
projects, as well as vacant positions resulting from below-market salaries for all
Internal Audit positions is impacting the ability of the Internal Audit Department to
complete its risk-based audit plan. This balancing of risk-based versus required
projects will be considered in coming budgetary discussions for FY 2010.

Summary

Internal Audit objectives, and scopes of work, are aligned with the overall mission
of the UNT System. The attached UNT System Internal Audit Plan for fiscal year
2009, for the UNT System, and the Denton, Health Science Center, and Dallas
campuses, represent the results of this business risk assessment identification
and assignment process. The project plan attempts to make the most efficient
and effective use of limited UNT System Internal Audit Department resources.

The attached project plan was developed and is presented on a component
basis, based on risk, materiality, existing internal controls, state, federal and
other audit requirements, audit staff capabilities, results of prior audits,
knowledge of the UNT System and its personnel, current trends in higher
education, and the general business environment overall.
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- UNT Denton
Fiscal Year Ending August 31, 2009

Staff Size by Position
Total Hours Available
Less:

Vacation**

Sick leave

Holidays

Professional Development
Total Non-audit Hours
Net Hours Available
Administrative Activities

Direct Audit Hours

Total Hours - Denton

Assistant
Director Director Auditor Il
1) (1) @)
2,080 2080 6,240
222 96 480
310 96 288
120 120 360
40 40 120
692 33.3% 352 16.9% 1248

1,388 66.7% 1,728 83.1% 4,992
700 33.7% 400 19.2% 360

688 33.1% 1,328 63.8% 4,632

Auditor Il
()]
8,320

444
384

480

160

20.0% 1468
80.0% 6,852
5.8% 480

74.2% 6,372

17.6%

82.4%

5.8%

76.6%

3,760
14,960

1,940
13,020

18,720

** Hours Earned for FY 2009-doesnot include leave accrued but not taken from prior years. Vacation and Sick leave for the Director include an additional 280 hours for maternity leave.

University of North Texas System
Annual Internal Audit Report Fiscal Year 2009

20.1%

79.9%

10.4%

69.6%

100.0%
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- UNT Health Science Center
Fiscal Year Ending August 31, 2009

Staff Size by Position
Total Hours Available
Less:
Vacation**
Sick leave
Holidays
Professional Development
Total Non-audit Hours
Net Hours Available

Administrative Activities

Direct Audit Hours

Total Hours HSC

Assistant
Director Director Auditor Il
1) (1) @
2,080 2080 4,160
108 204 192
96 96 192
120 120 240
40 40 80
364 17.5% 460 22.1% 704 16.9%

1,716 82.5% 1,620 77.9% 3,456 83.1%
400 19.2% 200 9.6% 120 2.9%

1,316 63.3% 1,420 68.3% 3,336 80.2%

** Hours Earned for FY 2009-doesnot include leave accrued but not taken from prior years,
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- Chief Internal Auditor
Fiscal Year Ending August 31, 2009

Staff Size by Position
Total Hours Available
Less:

Vacation**

Sick leave

Holidays

Professional Development
Total Non-audit Hours
Net Hours Available
Administrative Activities

Direct Audit Hours

Total Hours - CIA

Chief IA

2,080

364 17.5%

1,716 82.5%

818 39.3%
898  43.2%
2,080 100.0%

** Hours Earned for FY 2009-doesnot include leave accrued but not taken from prior years.
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- System Summary
Fiscal Year Ending August 31, 2009

Staff Size by Position
Total Hours Available
Less:

Vacation**

Sick leave

Holidays

Professional Development
Total Non-audit Hours
Net Hours Available
Administrative Activities

Direct Audit Hours -- System

Total Hours - System

Assistant
Chief IA Director Director

1) @] 2
2080 4,160 4160
108 330 300
96 406 192
120 240 240
40 80 80

0

364 17.5% 1056 25.4% 812
1,716 82.5% 3,104 74.6% 3,348
818 39.3% 1100 26.4% 600
898 43.2% 2,004 48.2% 2,748

** Hours Earned for FY 2009-doesnot include leave accrued but not taken from prior years.
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672
480
600
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Auditor Il

10,400

540

480

600

200

18.8% 1820
81.2% 8,580
4.6% 600

76.6% 7,980

Total
(15)
31,200

1,950

1,654

1,800

600

17.5% 6.004
825% 25,196

5.8% 3.59
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --

UNT - Denton
Fiscal Year Ending August 31, 2009

Budget Percent of

Projects in Progress Hours Direct Hours
NCAA Compliance Review 260
Fiscal Year 2008 Investments/Commercial Paper Review 200
Athletics Camps Review 150
Libraries Review 150
Speech & Hearing Sciences 120
School of Visual Arts Review 120

Total Projects In Progress 1,000 7.68%

Required Projects

NCAA Agreed-Upon Procedures Review 750
Fiscal Year 2009 Investments/Commercial Paper Review 300
ARP Grant Review 0
Facilities Audit Certification (using THECB Facilities Audit Protocol) 240
Student Managed Investment Fund Review 200
Chancellor's Expenditure Review 150
NTIEVA Grant Review 150
Joint Admission Medical Program (JAMP) Review 150
President's Expenditure Review 150
TWD - Texas Workforce Development Grants 0
Compliance Office Review 280
Total Required Projects 2,370 18.20%

System Assigned Projects

UNT Denton - Dormitory Construction Contract Audit 350
UNT Dallas - Financial Aid Process 160
UNT Dallas - Bldg. #1 Construction Contract Review 140
Total System Assigned Projects 650 4.99%
University of North Texas System Page 10
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Projects Based on Risk Assessment

Financial Statement Review

Governance Review (Tone at the Top)

Financial Aid Process Review

International Programs - Thailand Project

Grants Review - Effort Reporting

Review of Emerald Eagle Scholarship Program
Research Services - Post-Award Process Assessment
Research Services - Pre-Award Process Assessment
Automotive Services Review (Fuel Usage and Controls)
Research Development Funds Expenditure Review
Money Management Center Review

Facilities - Scrap Recycling

Hourly Termination Process Review

Leave Administration Review

Murchison Ticketing Office Review

Crisis Management Follow-up Review

College of Education - Fundraising Review

Theatre Box Office Review

Equity and Diversity Follow-up Review

Endowment Review (use of selected Foundation distributions to UNT)

Total Projects Based on Risk Assessment

Co-sourced IT Projects

Follow-Up Activities

Other Direct Audit Activity

Internal Audit Training Activities

Contingency for Special Requests, Investigations, etc.

Total Direct Project Hours -- Denton

University of North Texas System
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300
300
250
240
240
240
240
240
240
240
240
240
220
220
200
200
180
180
180
160

4,550

34.95%

400
600

1,300

3.07%
4.61%

9.98%

200

1,950

1.54%

14.98%

13,020

69.12%
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --

Health Science Center
Fiscal Year Ending August 31, 2009

Budget Percent of
Projects in Progress Hours Direct Hours
Biomedical Stores & Pharmacy Lab 80
UNT Health Patient Care Clinic - Front Office Operations Review 240
UNT Health Business Office Review 300
UNT Health Fund Balance Agreed-Upon Procedure 80
Total Projects In Progress 700 9.11%
Required Projects
Graduate Medical Education 100
Family Practice Residency Program 150
Advanced Research /Advanced Technology Programs - ARP/ATP 0
Public Funds Investment Act (Investments) 220
UNT Health Expenditure Review 200
Joint Admissions Medical Program (JAMP) 120
President's Contract Compliance Review 150
UMA Contract - Agreed Upon Procedures Review 150
Anatomical Lab Review 0
Compliance Program Effectiveness Review 200
Total Required Projects 1,290 16.80%
System Assigned Projects
HSC Building #2 - Construction Progress Payment Audit 300
Total System Assigned Projects 300 3.91%
University of North Texas System Page 12
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Projects Based on Risk Assessment

Admissions Process Review (TCoM & School of Biomedical Sciences) 300
Advancement Follow Up Review 150
UNT Health Federal Bureau of Prisons Contract Compliance Review 240
UNT Health Medical Malpractice Self Insurance Review 180
UNT Health Revenue Cycle Review 530
UNT Health Allocation of Expense 240
Clinical Research Compliance and Process review 180
Grants and Contracts Sub-recipient Monitoring 180
Clinical Drug Trials Follow Up Review 120
Professional and Continuing Education (PACE) 170
Animal Lab Medicine 200
Private Grants Compliance Review 180
Technology Transfers and Commercialization 200
Information Technology Services 240
Human Resource Services Process Review 200

(Total UNT Health Projects = 2,160 hours (28.13% of Total Direct Hours, 35.6% of Risk Based hours)

Total Projects Based on Risk Assessment 3,310 43.10%
Co-sourced IT Projects 0 0.00%
Follow-Up Activities 0 0.00%
Other Direct Audit Activity 900 11.72%
Internal Audit Training Activities 30 0.39%
Contingency for Special Requests, Investigations, etc. 1,150 14.97%
Total Direct Project Hours -- Health Science Center 7,680 100.00%

University of North Texas System Page 13

Annual Internal Audit Report Fiscal Year 2009



University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --

Chief Internal Auditor
Fiscal Year Ending August 31, 2009

Percent of
Direct Hours

Budget
Projects in Progress Hours
Total Projects In Progress 0
Required Projects
Total Required Projects 0
System Assigned Projects
Electronic Record Retention 200
Total System Assigned Projects 200
Projects Based on Risk Assessment
UNT Dallas - Financial Aid Process 160
UNT Dallas - Bldg. #1 Construction Contract Review 200
Total Projects Based on Risk Assessment 360
Co-sourced IT Projects 0
Follow-Up Activities 0
Other Direct Audit Activity 100
Internal Control Training Activities 100
Contingency for Special Requests, Investigations, etc. 138
Total Direct Project Hours -- Chief Internal Auditor 898

University of North Texas System
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0.00%

0.00%

22.27%

22.27%

40.09%
0.00%
0.00%

11.14%

11.14%

15.37%

100.00%
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --

UNT System Summary
Fiscal Year Ending August 31, 2009

Total Projects In Progress

Total Required Projects

Total System Assigned Projects

Total Projects Based on Risk Assessment
CO-sourced IT Projects

Follow-Up Activities

Other Direct Audit Activity

Internal Audit Training Activities

Contingency for Special Requests, Investigations, etc.

Total Direct Project Hours -- System Summary

University of North Texas System
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Budget Percent of
Hours Direct Hours
1,700 7.87%
3,660 16.95%
1,150 5.32%
8,220 38.06%
400 1.85%
600 2.78%
2,300 10.65%
330 1.53%
3,238 14.99%
21,598 100.00%
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UNT System Internal Audit
Department Status Report
Fiscal Year 2009

1. Progress Report - Denton

Budgeted Actual
Hours Hours Variance
Audit Reports Issued Year to Date

08-002-D UNT Dallas Cashier Office Review 0 3 3
08-002 2008 Investments/Commercial Paper Review 200 191 9)
08-011 NCAA Compliance - Financial Aid Review 260 127 (133)
08-015 Computer System Security Risk Analysis Review 0 17 17
08-019 EIS Business Continuity Plan Review 0 14 14
08-022 Hazardous Materials Management Review 0 318 318
08-023 UNT-International Review 0 142 142
08-024  Libraries Review 150 1 (149)
08-030 PCIDSS Follow-up Review 0 207 207
08-032 Annuity Payments Review (UNT & System) 0 3 3
08-038-D UNT Dallas P-Card Review 0 1 1
08-039 Purchasing Card Review Follow-Up 0 3 3
08-040 Speech & Hearing Sciences Review 120 42 (78)
08-041 Physics Timekeeping 0 3 3

08-043 College of Visual Arts and Design (CVAD) Fundraising
and Purchasing Card Review 120 260 140
08-044 Faculty/Staff Scholarship Follow-Up Review 0 0 0
09-001 NCAA Agreed Upon Procedures Review 750 499 (251)
09-003 Facilities Certification Audit 240 138 (102)
09-004 Student Managed Investment Fund Review 200 224 24
09-005 Chancellor's Expenditure Review 150 245 95
09-006 NTIEVA Grant Review 150 151 1
09-007 Joint Admission Medical Program Review 150 28 (122)
09-008 President's Expenditure Review 150 269 119
09-011-D UNT Dallas - Financial Aid Process Review 170 173 3
09-013 Financial Statement Review 360 348 (12)
09-018 Emerald Eagle Scholars Review 290 261 (29)
09-021  Automotive Services Review 380 456 76
09-022 Research Development Funds Expenditure Review 240 259 19
09-023 Student Money Management Center Review 240 270 30
09-024 Facilities - Scrap Recycling 200 193 (7)
09-025 Hourly Termination Process Review 220 266 46
09-027 Murchison Ticketing Office Review 200 147 (53)
09-030 Theatre Box Office Review 180 160 (20)
09-035 Philsophy and Religion P-Card Review 32 67 35
09-037 ISP Sponsorship Review 140 99 (42)
09-039 Emergency/Administrative Leave Review 120 111 (9)
09-041 Facilities Audit Certification - Health Science Center 240 203 (37)
09-044 Physics Sick Leave Review 120 117 (3.0
Total Budget vs. Actual Hours For Completed Audits 5772 6016 244

1 Allocated from Annual Audit Plan contingency hours (1092 used/1950 budgeted)
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1. Progress Report - Denton (continued)

UNT System Internal Audit
Department Status Report
Fiscal Year 2009

Budgeted Actual
Hours Hours Variance
Audits in Progress

08-014 Athletic Camps Review 150 147 3)
09-002 Annual Investments/Commercial Paper Review 270 51

09-009 Compliance Office Review 250 233 a7)
09-010 UNT Denton - Dormitory Construction Contract Review 350 82 (268)
09-015 Financial Aid Process Review 250 181 (69)
09-016 Thailand Project Review 160 203 43
09-017 Grants Review - Effort Reporting 240 205 (35)
09-022 Research Development Funds Expenditure Review 240 259 19
09-026 Leave Administration Review 260 280 20
09-029 College of Education - Fundraising Review 180 285 105
09-031 Equity and Diversity Follow-Up Review 220 229 9
09-032 Endowment Review 160 22 (138)
09-040 Management Certification Review 145 148 3
09-042 1-9 Review 180 204 24
09-044 Physics Sick Leave Review 120 136 16
09-046 North Texas Daily Review 200 278 78
09-049 COCI Scholarship Review 200 155 (45)
09-050 Facilities Rehab/Renovation Review 500 406 (94)
09-051 CALL Review 230 43 (187)
09-052 Art/Collections Insurance Coverage Review 200 197 3)
09-053 Mechanical and Energy Engineering Purchasing 180 106 (74)

Review
09-054 Center for Learning Enhancement, Assessment 185 318 133
and Redesign (CLEAR) DeptlD/Grant Account Review
Time Allocation Among Budgeted Activities
Budgeted Actual
Percentage Percentage Variance
Vacation 6.6% 7.9% 1.3%
Sick Leave 5.7% 6.7% 1.0%
Holidays 5.8% 5.6% (0.2)%
Continuing Education 1.9% 2.9% 1.0%
Administrative Activities 10.4% 9.6% (0.8)%
Direct Audit Hours 69.6% 67.3% (2.3)%
University of North Texas System Page 17
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UNT System Internal Audit
Department Status Report
Fiscal Year 2009

2.Progress Report - Health Science Center

Budgeted Actual
Hours Hours Variance
Audit Reports Issued Year to Date
08-012 Controlled Substances 120 544 424
08-013 UNT Health Fund Balance Agreed-Upon Procedures 350 360 10
08-014 Donated Body Program Compliance 160 49 (111)
08-015 Advanced Research/Advanced Technology Program 240 108 (132)
08-019 HSC Investigations - Pharmacology 200 86 (114)
09-002 Family Practice Residency Program 144 207 63
09-003 Public Funds Investment Act 200 155 (45)
09-004 UNT Health Expenditure Review 275 343 68
09-005 HSC Joint Admissions Medical Program 120 141 21
09-006 President's Contract Compliance Review 150 175 25
09-011 Advancement Office Follow-Up Review 150 176 26
09-025 TIOPA Investigation 160 167 7
09-026 Performance Measures - AUP Timekeeping 160 190 30
Total Budget vs. Actual Hours For Completed Audits 2309 2157 (152)
1 Allocated from Annual Audit Plan contingency hours (108 used/1150 budgeted)
Audits in Progress
08-008 Procurement Card Review (Selected Cards) 83 194 111
08-016 Investigation - School of Public Health/Biomedical 0 94 94
09-008 Compliance Program Effectiveness Review 280 283 3
09-014 UNT Health Revenue Cycle Review 240 124 (116)
09-017 Federal Grant and Contract Sub-Recipient Monitoring 300 364 64
09-018 Clinical Drug Trials Follow-Up Review 120 17 (103)
09-019 Professional and Continuing Education 160 122 (38)
09-020 Animal Lab Medicine 300 314 14
09-027 Cashier Office Cash Loss 40 23 (7)
10-001 Investment Review 170 46 (124)
10-002 President's Contract Review 150 24 (126)
Time Allocation Among Budgeted Activities
Budgeted Actual
Percentage Percentage Variance
Vacation 5.8% 7.9% 2.1%
Sick Leave 4.6% 3.9% (0.7)%
Holidays 5.8% 5.3% (0.5)%
Continuing Education 1.9% 3.8% 1.9%
Administrative Activities 8.1% 8.4% 0.3%
Direct Audit Hours 73.8% 70.7% (3.1)%
University of North Texas System Page 18
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UNT System Internal Audit
Department Status Report
Fiscal Year 2009

3.Progress Report - Chief Internal Auditor

Budgeted Actual
Percentage Percentage Variance
Vacation 5.2% 7.6% 2.4%
Sick Leave 4.6% 5.2% 0.6%
Holidays 5.8% 5.7% (0.1)%
Continuing Education 1.9% 3.8% 1.9%
Administrative Activities 39.3% 35.6% B.7)%
Direct Audit Hours 43.2% 42.1% (1.1)%
University of North Texas System Page 19
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Il. External Quality Assurance Review (Peer Review)

In accordance with the Texas Internal Auditing Act, an independent,
external peer review team performed an external quality assurance review
of the work of the UNT System Internal Audit Department. A copy of the

Summary Letter is attached.
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Frances E. GROGAN
CerTIFIED PUBLIC ACCOUNTANT
CERTIFIED FRAUD EXAMINER

5534 WOODBINE LANE * SAN ANGELO, TEXAS 76904 » 325-942-9802 - Fax 325-942-9803 - ftgcpa@aol.com

PEER REVIEW REPORT ON THE
EXTERNAL QUALITY ASSESSMENT
OF THE UNIVERSITY OF NORTH TEXAS

Internal Audit Department

May 2007

PERFORMED BY:

Frances E. Grogan CPA, CFE
Chief Audit Executive, Retired
Texas Tech University System

Randy C. Ross, CPA
Director of Internal Audit, Retired
University of North Carolina at Charlotte

Amy Hughes, CPA, CISA, CIA
Director, Internal Audit Department
Michigan Technological University

Mark Eisenman, CPA, CFE
Senior Internal Auditor
Boise State University

Memeer AICPA - Memeer ITA - Memper ACFE - Memser TSCPA
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Frances E. GROGAN
CERTIFIED PUBLIC ACCOUNTANT
CEeRTIFIED FRAUD EXAMINER

5534 WoODBINE LANE » SAN ANGELO, TExas 76904 » 325-942-9802 - Fax 325-942-9803 - figcpa@aol.com

June 29, 2007

Regent Robert Nickell

Chair, Finance and Audit Committee
Board of Regents

University of North Texas System

P OBox 311220

Denton, Texas 76203-1220

RE: Report of Quality Assurance Review for the Internal Audit Department
Dear Regent Nickell:

In accordance with the Texas Internal Auditing Act, we have conducted an external
quality assurance review of the work of the University of North Texas Internal
Audit Department. The principal objective of the quality assurance review (QAR)
was to assess the Internal Audit Department’s conformity to the Institute of Internal
Auditor’s (ITA) International Standards for the Professional Practice of Internal
Auditing (Standards), the Code of Ethics, and the Internal Auditing Act of the State
of Texas (The Act).

The review was performed by persons independent of the University’s Internal
Audit Department and covered audit activity conducted during the period May 1,
2006, through April 30, 2007. The scope of our review included an evaluation of
selected documents; a review of a sample of internal audit reports issued during the
period under review, together with the applicable work papers; a survey of
institutional personnel with whom the Internal Audit Department interacts:
interviews with key university management; and interviews with staff members
within the Internal Audit Department.

The II4 Quality Assurance Manual, 5th Edition, was used as a guideline in
performing the QAR. General guidelines for evaluation include “generally
conforms”, “partially conforms™, and “does not conform”. Based on our review,
we determined that the University of North Texas Internal Audit Department
generally conforms, in all aspects but one, with the IIA Standards, Code of Ethics,
and the Act. “Generally conforms” means the review team has concluded that the
relevant structures, policies, and procedures of the activity, as well as the processes
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by which they are applied, comply with the requirements of the Standards, the
Code of Ethics and The Act in all material respects.

The department partially conforms with Standard 2100 — Nature of Work.
“Partially conforms” means that the department is making good faith efforts to
comply with the requirements of the Standards, but has fallen short of achieving
some of their major objectives. Standard 2100 requires that the internal audit
activity should evaluate and contribute to the improvement of risk management,
control, and governance processes using a systematic and disciplined approach.
One of the major areas of risk in today’s society is that presented by the pervasive
use of information technology (IT). The IA department does not have a qualified
IT auditor on staff. Even though IA has done as much audit work as possible in the
area of IT security and controls without a certified IT auditor, they do not have the
expertise to do in-depth audit work in this area of high risk.

Additionally, in order to comply with Standard 2100, the department needs to
become more involved in the governance processes within the university. There is
a fine line between getting involved in the governance of an organization and
maintaining independence and objectivity required by Standards. One of the ways
this charge can be met is by being active in an ex-officio capacity on key
committees and councils of the university administration. Such involvement keeps
the audit activity informed of what is happening within the university and allows
IA to act in an advisory capacity to see that controls are being established in the
early stages of new endeavors. Such a practice is one avenue that will help to set a
proper tone at the top of an organization.

In all other aspects of its scope of work, the department conforms to Standard 2100
and, therefore, is deemed to partially conform with the standard.

We found that IA is independent, objective, and able to render impartial and
unbiased judgments on the audit work performed. The staff is qualified, proficient,
and knowledgeable in the areas they audit. Individual audit projects are planned
using risk assessment techniques, audit conclusions are supported in the working
papers, and findings and recommendations are communicated clearly and
concisely.

The IA department is well managed internally. In addition, the department has
effective relationships with the Board of Regents and is well respected and
supported by management. Surveys and interviews conducted during the quality
assessment indicate that management considers internal audit to be a useful part of
the overall agency operation and finds that the audit process and report
recommendations add value and help improve the university’s operations.
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The peer review team met with IA management throughout the course of the
review, including an exit conference on May 10, 2007. We shared experiences,
approaches, and other insights to consider that might further enhance the work of
the department.

We appreciate the courtesy and cooperation extended to us by the Chief Auditor,
the audit staff, Regent Nickell, Chancellor Jackson, Presidents Bataille and
Ransom, and the senior managers who participated in the interview process. We
would also like to thank each person who completed surveys for the quality
assessment. The feedback from the surveys and the interviews provided valuable
information regarding the operations of the internal audit department and its
relationship with management.

Q,{M'r/ LT s 7

Daté/

Frances E. Grogan CPA, CFE
Peer Review Team Leader
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lll.  List of Audits Completed Showing High-Level Objectives,
Observations/Findings, Recommendations, and Status
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University of North Texas — Denton

Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-002 12/16/08 | Annual ¢ Determine if the management | No findings/recommendations. N/A N/A
Invest- of investment transactions is
ments/ compliant with Regents Rules
Commer- 10.100, Regents Rules
cial Paper 10.300, University Investment
Review Policy 11.5, and the Public

Funds Investment Act (PFIA).

e Verify that investments are
adequately and appropriately
inventoried and safeguarded.

e Review the recording and
reporting of investment trans-
actions for accuracy and
compliance with the Higher
Education Investment Report-
ing Requirements Report is-
sued by the State Auditor’s
Office.

e Evaluate the commercial pa-
per program for compliance
with Regents Rules 10.100,
and Regents Rules 10.300,
and UNT Investment Policy
11.5.

! Definitions of implementation status are as follows:
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Fully Implemented: Successful development and use of a process, system, or policy to implement a prior recommendation.
Substantially Implemented: Successful development but inconsistent use of a process, system, or policy to implement a prior recommendation.
Incomplete/Ongoing: Ongoing development of a process, system, or policy to address a prior recommendation.
Not Implemented: Lack of a formal process, system, or policy to address a prior recommendation.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-002- 9/15/08 UNT Dal- Review cash handling processes Cash from vending machines is Implementation will Fully Implemented
D las Cash- and procedures at the UNT Dallas | not controlled and secured in ac- provide assurance
ier Office campus for compliance with UNT cordance with University policy. that cash collected
Review Policies: will be properly sa-

e 2.1.10.1 Cash Handling Con-
trols;

e 2.1.3 Petty Cash, Demand
Deposits, Working Funds; and

e 2.2.1 Sales and Receipts of
Funds.

1. Implement a process of carry-
ing the collected cash to the
secure counter area for count-
ing, documenting, and
processing for deposit.

feguarded, ac-
counted for, and do-
cumented.

2. Implement a process where
two trained cash handling
employees collect the cash
from the ladies room vending
machines.

Same as above.

Fully Implemented

3. Initiate the securing of the
ladies room vending machine
keys in the secure counter
area.

Same as above.

Fully Implemented

4. Include processes and proce-
dures in the Student Ac-
counting Policy and Proce-
dures Manual.

Same as above.

Fully Implemented (on-going up-
dates/modifications to procedures
as needed)

University of North Texas System
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

Reconciliations are not consistent-
ly performed on the Dallas cam-
pus.

5. Develop and implement local
reconciliation processes and
procedures for all payments
received at UNT Dallas.

Implementation will
provide assurance
that a reconciliation
process will be in
place as UNT Dallas
prepares for the
transition to a stand-
alone University.

Incomplete/Ongoing.

Due to the untimely death of the
Director of Administration and
Finance and the search to fill this
position, as well as the Texas Leg-
islative session, progress had not
been made on this item. A new
Executive Director of Finance and
Administration has been hired. He
is overseeing the implementation
of the recommendations and will
send Internal Audit new target
completion dates very soon.

Additional follow-up scheduled for
April 2010.

6. Include processes and proce-
dures in the Student Ac-
counting Policy and Proce-
dures Manual.

Same as above.

Incomplete/Ongoing.

Due to the untimely death of the
Director of Administration and
Finance and the search to fill this
position, as well as the Texas Leg-
islative session, progress had not
been made on this item. A new
Executive Director of Finance and
Administration has been hired. He
is overseeing the implementation
of the recommendations and will
send Internal Audit new target
completion dates very soon.

Additional follow-up scheduled for
April 2010.

University of North Texas System
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

Checks and money orders re-
ceived are not restrictively en-
dorsed consistently.

7. Review UNT Policy 2.1.10.1
Cash Handling Controls.

Implementation will
provide assurance
that UNT Dallas will
be in compliance
with UNT Policy
2.1.10.1 and the risk
of misappropriation
of funds will be miti-
gated.

Fully Implemented

8. Instruct cash handling em-
ployees to restrictively en-
dorse checks/money orders
immediately upon receipt.

Same as above.

Fully Implemented

9. Include restrictive endorse-
ment procedures in the UNT
Dallas Student Accounting
Policies and Procedures Ma-
nual.

Same as above.

Fully Implemented

Two deposit bank bags were mis-
placed and never recovered.

Deposit procedures at that time
called for the courier service to
pick up deposit bank bags from
the Vice Chancellor’'s Office.
There is no record that the bags
were ever picked up by the courier
in this instance. Since this inci-
dent, the deposit bank bags are
picked up at the secure counter
area by a new courier service.

10. Review and adhere to UNT
Policy 2.1.3.

Implementation will
provide assurance
that UNT Dallas is in
compliance with UNT
Policy 2.1.3.

Fully Implemented

11. Contact the UNT Dallas Po-
lice and make a full disclosure
of events concerning the
missing deposit bank bags.

Same as above.

Fully Implemented

University of North Texas System
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

The secure counter area door is
not always properly secured.

12. Keep the secure counter area
door closed and locked at all
times.

Implementation will
provide assurance
that the counter area
will be secure, and
that the risk of loss of
funds will be miti-
gated.

Fully Implemented

UNT enrollment application pay-
ments are being collected in an
unsecure area.

13. Implement procedures that all
payments accepted be col-
lected in a secure area.

Implementation will
provide assurance
that payments are
accepted and
processed in a se-
cure area. Addition-
ally, supervision of
employees and pro-
cedures will occur
from the proper chain
of command.

Fully Implemented

14. Initiate restrictive endorse-
ment of received funds.

Same as above.

Fully Implemented

15. Begin a process that supervi-
sorial approval is granted be-
fore implementing a proce-
dure.

Same as above.

Fully Implemented

Memorial Loan checks were left
unclaimed past the repayment
deadline.

16. Enhance notification proce-
dures to include weekly mon-
itoring of student’s receipt of
Memorial Loan checks.

Implementation will
provide assurance
that students are not
incurring interest
expense without the
use of funds

Fully Implemented

17. Encourage students to use
direct deposit from UNT
SAUCS office.

Implementation will
assist in providing
the funds to the stu-
dents on a timely
basis.

Fully Implemented

University of North Texas System
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

18. Communicate with the Stu-
dent Money Management
Center when a check has not
been accepted by student.

Same as number 16
above.

Fully Implemented

19. Coordinate the return of un-
collected checks to the Stu-
dent Money Management
Center by repayment dead-
lines.

Same as number 16
above.

Fully Implemented

Staff enhancement training in the
cash handling areas is not being
performed.

20. Provide training for all em-
ployees that have been au-
thorized for new tasks.

Implementation will
provide assurance
that employees are
properly trained in
cash handling prac-
tices, and that proper
segregation of duties
is maintained.

Fully Implemented

21. Initiate a dialogue with the
proper chain of command to
seek funding for additional
staffing at UNT Dallas to as-
sure adequate segregation of
duties.

Same as above.

Fully Implemented

University of North Texas System
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-011 4/29/09 NCAA Verify compliance with NCAA by- 1. Develop atimeline for UNT Implementation will Follow-up currently in progress.
Com- laws pertaining to Student Finan- Athletics and SFAS with due strengthen commu-
pliance — cial Aid including, but not limited dates for the receipt of infor- nication between
Financial to, eligibility, financial aid limits, mation for processing pur- UNT Athletics and
Aid Re- award letters, team and sport limi- poses, expected completion SFAS. It will also
view tations, and additional institutional dates for implementation, and | provide assurance

support. Verification of compliance
included a review of UNT Athletics
policies and procedures as well as
procedures employed by the Stu-
dent Financial Aid and Scholar-
ships Office in distributing athletic
student aid.

means of notification when
requests are completed.

that financial aid and
athletic scholarships
for student athlete
recipients will be
processed in an effi-
cient and timely
manner based on
mutually agreed-
upon and docu-
mented procedures.

2. Prepare and provide a com-
pleted ‘UNT Competitive
Scholarship Waiver for Non-
Resident or Citizen’ form to
SFAS for each waiver ap-
proved by UNT Athletics.

Implementation
should provide as-
surance to SFAS
management that the
issuance of waivers
by UNT Athletics is in
compliance with Uni-
versity Policy 18.3.5.

Follow-up currently in progress.

3. Prepare comprehensive writ-
ten procedures documenting
the current processes and
procedures for both UNT Ath-
letics and SFAS with respect
to administering (e.g., approv-
ing, processing, issuing, re-
porting and/or monitoring)
athletic scholarships and oth-
er aid to student athletes.

Implementation will
provide assurance
that appropriate per-
sonnel resources are
allocated, and that
departmental steps
are performed in an
efficient and timely
manner regarding
athletic scholarships
and other financial
aid for student ath-
letes.

Follow-up currently in progress.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-015 10/31/08 | Computer Review CITC's Computing Sys- No findings/recommendations. N/A N/A
System tems Security Risk Analysis for
Security 2008 and compare it to the 2005
Risk Anal- | Risk Analysis to identify unre-
ysis Re- solved security risks, emerging
view risks, and controls put it place.
Verify that the Risk Analysis was
completed as required by the Tex-
as Administrative Code, Rules
202.70 - 202.77
08-019 10/27/08 | EIS Busi- Evaluate the plan and verify com- 1. CITC should develop an ap- Implementation will Fully Implemented
ness Con- | pliance with State laws and regu- praisal for recovery alterna- provide assurance
tinuity Plan | lations, inclusion of all compo- tives to be documented in the | that UNT is com-
Review nents of EIS as well as systems Business Continuity Plan. pliant with state

attached to it, and to verify testing
and updates were made.

mandated guidelines.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-022 2/2/09 Hazardous | Determine whether: 1. Include in inspection reports Implementation will Fully Implemented
Materials 1. Controls related to hazardous the results of inspection and provide assurance
Manage- materials management re-inspection activities that that inspection re-
ment Re- processes (purchasing, re- fully outline lab inspection ports provide a clear,
view ceiving, distribution, labeling, findings, recommendations, concise, and com-
storage, identification, dis- suggestions, and other in- plete record of in-
posal, and reporting) comply structional communications. spection and re-
with state regulations; inspection activities.
2. Training received by the Envi- Additionally, readi-
ronmental Services (ES) divi- ness for external
sion employees and training investigations and
provided by ES employees to compliance reviews
UNT employees is appropti- will be strengthened
ate; and increased com-
3. Identification and reporting of pliance with UNT
hazardous materials comply policy and safety
with Department of Homeland manual requirements
Security requirements; and will be achieved.
4. Emergency planning activities

related to the Risk Manage-
ment Services’ (RMS) re-
sponse to catastrophic events
are appropriate.

2. Perform follow-up activities
with specific labs to determine
whether training provided to
attend to low hazard inspec-
tion issues has effectively ad-
dressed the issue and the de-
sired results achieved.

Implementation will
provide assurance
that training provided
is effective in ad-
dressing and mitigat-
ing low hazard in-
spection issues.

Fully Implemented

University of North Texas System
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
3. Obtain from Facilities a writ- Implementation will Fully Implemented
ten record of total quantities provide assurance
of diesel and gasoline pur- that total fuel inven-
chased and on hand and re- tories reported to the
tain the documentation as a Texas Department of
part of the RMS departmental | State Health Servic-
records. es and other state or
federal agencies
were received from
an authoritative
source. Additionally,
written documenta-
tion of fuel inventory
amounts received
from the Facilities
Department minimiz-
es potential discre-
pancies regarding
the validity and accu-
racy of reported fuel
amounts and streng-
thens the overall
reporting process.
08-023 1/30/09 UNT- Review departmental policies and 1. Establish a workgroup includ- | Implementation will Fully Implemented
Interna- procedures within UNT- ing SAUCS, UNT-I, and the provide assurance
tional Re- International (UNT-I), and evaluate Registrar’s Office to develop that cash handling
view, Audit | compliance with UNT policies and procedures to transfer all occurs in the most

to assess risk mitigation strate-
gies.

payment and cash handling
responsibilities from UNT-I to

SAUCS.

secure environment
on campus and the
risk of theft, loss, and
misuse of funds is
minimized.

University of North Texas System
Annual Internal Audit Report Fiscal Year 2009

Page 35




Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

2. All funds collected from the
food fair should be deposited
into a dept ID, and checks
should be made payable to
the student organizations.

Implementation will
provide assurance
that the funds are
monitored and prop-
erly accounted for,
and in compliance
with UNT Policy.

Fully Implemented

3. Disburse all cash currently
stored in the safe in the UNT-I
cashier’s office to the appro-
priate student organizations.

Same as above.

Fully Implemented

4. The cashier should be ac-
companied by another em-
ployee or officer from UNT
Police while transporting the
bank bags from Kendall Hall
to SAUCS.

Implementation of
the recommenda-
tions should occur
prior to SAUCS tak-
ing over cash collec-
tions. Implementation
will provide assur-
ance that the risks
associated with re-
ceiving and trans-
porting large vo-
lumes of cash and
checks are limited.

Fully Implemented

5. The bank bags should be
transported in another bag out
of direct sight.

Same as above.

Fully Implemented

6. Cash receipts should be de-
posited at the close of each
business day.

Same as above.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
7. A working (i.e. petty cash) Implementation will Fully Implemented
fund in the amount of $250.10 | provide assurance
was not established through that the funds are
Purchasing and Payment monitored and prop-
Services. The change fund erly accounted for,
within UNT-I was discovered and in compliance
during the surprise cash with UNT Policy.
count. The associate director
of international education
stated that she was not aware
of how the funds were origi-
nally generated, and that the
funds were there when she
was first employed.
Deposit the funds into a dept
ID.
8. Establish working funds by a Same as above. Fully Implemented
request to Purchasing and
Payment Services.
08-024 10/22/08 | Libraries Review, evaluate, and document 1. Develop and approve a writ- Implementation will Fully Implemented
Review the operational controls and ten disaster response plan for | provide assurance

processes for the UNT Library
Annex pertaining to technical ser-
vices, preservation, and remote
storage operations.

property recovery specifically
for the Library Annex location.

that essential emer-
gency contact indi-
viduals are contacted
and appropriate ac-
tion is taken to limit
property losses
should an emergen-
cy or disaster occur.

2. Communicate to Library An-
nex personnel that the annex
facility has developed a writ-
ten disaster response plan for
property recovery, and also
convey the location of this
plan to use as a guide should
disaster emergencies occur.

Same as above.

Fully Implemented
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

3. Review periodically, and up-
date as needed, the disaster
plan to assure that emer-
gency contact names and
phone numbers are current
and all appropriate asset re-
covery steps are included.

Same as above.

Fully Implemented

4. Discontinue the practice of
allowing student workers to
store their backpacks and
personal items in the secured
remote storage area.

Implementation will
provide assurance
that only authorized
removal of library
items are removed
from the secured
remote storage area.

Fully Implemented

5. Instruct department cardhold-
ers to follow current (March
2008) UNT Purchasing Card
Program Guide guidelines by
not allowing other individuals
to use their UNT issued p-
card.

Implementation will
provide assurance
that UNT Purchasing
Card Program Guide
guidelines are being
followed.

Fully Implemented

6. Instruct department p-card
cardholder's to monitor their
cumulative monthly dollar p-
card purchases to assure that
the total cumulative amount
for a cycle month does not
exceed their established total
monthly cycle p-card pur-
chasing limit.

Implementation
should assist a card-
holder in not exceed-
ing their monthly p-
card cycle purchas-
ing card limit.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
7. Contact Purchasing Card Same as above. Fully Implemented
Administrator in Purchasing
and Payment Services to ob-
tain a p-card exception re-
quest form for completion to
increase a cardholder’s pur-
chasing limit, if the cardholder
expects future monthly pur-
chases to exceed their
monthly cycle p-card pur-
chasing limit.
08-030 4/29/09 PCI DSS Follow-up on prior audit recom- 1. Ensure that all internal mer- Implementation will Follow-up currently in progress.
Follow-Up | mendations from Departmental chants complete a PCI Self provide assurance
Review Credit Card Review, Audit No. 06- Assessment Questionnaire that the potential for
017, and determine the Universi- annually, and independent breach of security,
ty’s compliance with UNT Policy scans are performed consis- compromised data,
2.2.31, Accepting Credit Cards, tently on all systems in which identity theft, and the
and the Payment Card Industry credit card information is risk of penalty will be
Data Security Standard. processed electronically. minimized.
2. Develop and enforce sanc- Same as above. Follow-up currently in progress.
tions for non-compliance with
PCI DSS including, but not li-
mited to, denial of credit card
acceptance.
3. Conduct yearly follow-up as- Implementation will Follow-up currently in progress.
sessments to determine if the | provide assurance
service provider and payment | that the University
application version being will be compliant with
used is certified as compliant the PCI DSS.
with the PCI DSS.
08-032 10/22/08 | Annuity Evaluate annuity payments to 1. Identify payments that are not | Implementation will Fully Implemented
(@ Payments UNT staff for compliance with used to purchase an annuity provide assurance
Review agreed annuity amounts. as supplemental pay, or in- that all payments
(UNT) clude payments as part of made in addition to

monthly base income rather
than separate annual pay-
ments.

base pay are clas-
sified accordingly.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
2. Evaluate procedures for es- Implementation will Fully Implemented
tablishing supplemental pay- provide assurance
ments. that supporting do-
cumentation for
payments is main-
tained, and that
payment procedures
are evaluated in ac-
cordance with best
business practice.
Adding an additional
approval signature to
the budget document
will provide assur-
ance of an additional
reviewer and ap-
prover for UNT pay-
ment amounts.
3. Establish a method for docu- Same as above. Fully Implemented
menting supplemental pay-
ments and maintain docu-
mentation in a central loca-
tion.
4. Revise fiscal year budget doc- | Same as above. Fully Implemented
ument to include signature of
the President and/or Asso-
ciate Vice President of Hu-
man Resources.
08-032 10/3/08 Annuity Evaluate annuity payments for 1. Identify payments that are not | Implementation will Fully Implemented
(b) Payments UNT System staff for compliance used to purchase an annuity provide assurance
Review with agreed annuity amounts. as supplemental pay, and in- that all payments
(System) clude the identified supple- made in addition to

mental compensation as part
of monthly base income ra-
ther than separate annual
payments.

base pay are clas-
sified accordingly.
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

2. Evaluate procedures for es-
tablishing annuity payments
and establish a method for
documenting annuity pay-
ments and maintain docu-
mentation in a central loca-
tion.

Implementation will
provide assurance
that supporting do-
cumentation for
payments is main-
tained, and em-
ployment agree-
ments are reviewed
and maintained in
accordance with best
business practice.
Adding an additional
approval signature to
the budget document
will provide assur-
ance of an additional
reviewer and ap-
prover for all UNT
System payment
amounts.

Fully Implemented

3. Review procedures for eva-
luating employment agree-
ments to verify that the
agreement is current, and that
an annuity amount was sti-
pulated in the agreement.

Same as above.

Fully Implemented

4. Revise fiscal year annuity
budget documents to include
signature of the Chancellor
and/or Associate Vice Presi-
dent of Human Resources.

Same as above.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-038- 9/16/08 UNT Dal- Review p-card purchases for 1. Provide refresher p-card Implementation will Fully Implemented
D las P-Card | compliance with UNT P-Card Pol- training for all p-cardholders, improve the card-
Review icy. reconcilers, and approvers at holders’, reconciler’s,
the UNT Dallas campus. and approver’s un-
derstanding of p-card
controls, restrictions
on use, and guide-
lines governing the
utilization of the p-
card.
2. Evaluate the need for Same as above. Ongoing/Incomplete.
additional p-card reconcilers
at UNT Dallas. UNT Dallas management has
been in the process of reviewing
the addition of staff that would
assume these duties.
Additional follow-up currently in
progress.
3. Reaffirm the importance of p- | Same as above. Fully Implemented
card holders, reconcilers, and
approvers to direct questions
concerning appropriateness
of purchases to PPS.
08-039 8/18/08 Purchas- Evaluate the actions taken in re- Purchasing and Payment Services | N/A N/A
ing Card sponse to the recommendations had addressed all of the 36 rec-
Review reported in Audit No. 07-008, Pur- ommendations that were made in
Follow-Up | chasing Card Process Review. previous audit, 07-008. All but four

recommendations had been suc-
cessfully implemented and the
remaining four were considered to
be in progress and were sche-
duled for implementation in fiscal
year 2009. Additional follow-up
reported in February 2009 indi-
cated all four were fully imple-
mented.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

1. Amend Purchasing Card
Guidelines, Section 3.6, Pur-
chasing Card Account Sum-
mary, Documentation, Re-
conciliation and Approval, pa-
ragraphs 6 and 8 of the Pur-
chasing Card Guidelines to
indicate that suspected fraud
should be reported to the Of-
fice of Internal Audit.

Implementation will
provide assurance
that possible fraud is
investigated and
reviewed in accor-
dance with policy by
trained investigators,
and reflects purchas-
ing card industry best
practice.

Fully Implemented

2. Amend Purchasing Card
Guidelines to include the des-
ignated contact person for
fraud.

Same as above.

Fully Implemented

3. Enforce all applicable p-card
sanctions when failure to
comply with purchasing card
guidelines is documented via
purchasing card audits

Implementation will
provide assurance
that the p-card guide-
lines are enforced,
best practices are
followed, and will
strengthen overall
compliance with the
p-card guidelines.

Fully Implemented

4. Document and include the

tabulation of the dollar
amount indicated with each
finding in all Purchasing and
Payment Services purchasing
card audits.

Implementation will
provide assurance
that purchasing card
monitoring processes
are in place in oper-
ating units to assure
proper use of cards
and documentation
of purchases and
that management is
aware of the extent
of purchasing card
non-compliance.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
5. Modify purchasing card guide- | Implementation will Fully Implemented
lines section 3.8, Review of provide assurance
Purchasing Cards, to indicate | that p-card audits are
that PPS will conduct p-card labeled accordingly.
audits.
08-040 3/25/09 Speech Perform an operational review of 1. Modify the cash handling Implementation will Follow-up currently in progress.
and Hear- Speech and Hearing Sciences for process to include restrictive provide assurance
ing compliance with UNT Policies. endorsements at the begin- that the Speech and
Sciences ning of the collection process. | Hearing Sciences
Review Additionally, review and evaluate Center will be in

the cash handling processes and
procedures for compliance with
UNT Policy 2.1.10.1, Cash Han-
dling Controls.

compliance with UNT
Policy 2.1.10.1 and
the risk of loss of
funds will be miti-
gated.

2. Modify procedures to place
payments in a securely locked
desk drawer

Same as above.

Follow-up currently in progress.

3. Implement a process of re-
conciling the payments to the
receipts in the front desk re-
ceipt book.

Implementation will
provide assurance
that payments are
properly accounted
for when transferred
between employees.
Additionally, this mi-
tigates the risk of
loss of funds.

Follow-up currently in progress.

Six assets purchased with the P-
card did not have Controlled Item
Code (CIC) Equipment form.

4. Complete CIC forms for all
qualified purchases.

Implementation will
provide assurance
that the Speech and
Hearing Sciences
Department and
Center will be in
compliance with the
UNT P-Card Guide-
lines.

Follow-up currently in progress.

5. Contact PPS to have qualified
equipment tagged.

Same as above.

Follow-up currently in progress.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

One P-Card infraction was noted
(one transaction log was not
signed by the department head).

6. Review and adhere to the
UNT P-Card Guidelines.

Same as above.

Follow-up currently in progress.

Only one employee is trained to
post payments to the X-Med billing
system.

7. Implement a process of cross
training employees to back up
other employees in case of
illness, vacation, or change of
position.

Implementation will
provide assurance
that the risk of inter-
rupted workflow
would be mitigated.

Follow-up currently in progress.

The Administrative Assistant | may
have the responsibilities and work
activities commensurate with a
higher position.

8. Review the job description,
work and pay grade of the
Administrative Assistant I's
position with comparable po-
sitions at other UNT Depart-
ments.

Implementation will
provide assurance
that the Administra-
tive Assistant I's po-
sition is reasonably
compensated for the
work and responsibil-
ities performed. Addi-
tional staff will assist
in alleviating the
work load of the one
employee.

Follow-up currently in progress.

9. Initiate a discussion with the
College of Arts and Sciences
Dean’s office for guidance in
re-classification of position or
promotion of the Administra-
tive Assistant | if warranted.

Same as above.

Follow-up currently in progress.

10. Evaluate the need for addi-
tional full time staff in the De-
partment.

Same as above.

Follow-up currently in progress.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-041 10/6/08 Physics Evaluate the Physics Department 1. Eliminate emails and use only | Implementation will Fully Implemented
Timekeep- | controls related to timekeep- timecards to document time provide assurance
ing ing/time reporting and compliance worked. that employees are

with University Policy 1.4.11, Time
and Attendance Leave Records,
state, and federal laws. The ob-
jective was expanded, during the
audit to include reviewing fiscal
year 2008 purchasing card (p-
card) transactions for one card-
holder.

paid for the correct
hours worked. This
would allow the
Physics Department
to reconcile leave
balances for all sa-
laried employees and
identify and correct
any leave balance
discrepancies.

2. Review and compare physics
payroll emails with salaried
timesheets for fiscal year
2008 to ensure that all time
worked has been accurately
recorded, and enter any
needed corrections.

Same as above.

Fully Implemented

3. Ensure that all UPO-15s are
signed, dated, approved, and
correspond with salaried
timesheets monthly.

Implementation will
provide management
the ability to confirm
that all time recorded
on the UPO-15 is
correct and leave is
approved or disap-
proved and provide
assurance that the
department is in
compliance with UNT
Policy 1.4.11 Time
and Attendance
Records, Texas
Government Code,
and Fair Labor Stan-
dards Act.

Fully Implemented
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

4. Review and compare UPO-
15s with salaried timesheets
for fiscal year 2008 to ensure
that all leave taken and/or
compensatory time earned is
accurately recorded, and en-
ter any necessary corrections.

Same as above.

Fully Implemented

5. Review and adhere to Pur-
chasing Card Guidelines and
applicable University policies.

Implementation will
provide assurance
that Purchasing Card
Guidelines and Uni-
versity policies are
being followed.

Fully Implemented

6. Require cardholder to attend
purchasing card refresher
training.

Same as above.

Fully Implemented

7. Require all University owned
departmental items (e.g. as-
sets, equipment, etc.) are
used for University business
only and maintain items in the
department.

Implementation will
provide assurance of
compliance with Uni-
versity Ethics Policy,
1.2.9, section 8.4
and Texas Govern-
ment Code.

Fully Implemented

8. Re-emphasize to faculty and
staff, that all items purchased
with University funds are not
to be used for personal use,
and should be maintained in
the department.

Same as above.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-043 4/7/09 College of | Evaluate the College of Visual Arts | The Office of Development should | Implementation will Follow-up currently in progress.
Visual Arts | and Design fundraising process develop a fundraising/event provide assurance
and De- for compliance with University process and procedures guide for | that future University
sign Policy, State, and Federal laws, use by all University colleges, sponsored events
(CVAD) and review fiscal year 2008 pur- schools, and/or departments. are handled accord-
Fundrais- chasing card (p-card) transactions ing to University poli-
ing and for compliance with established cy and the Office of
Purchas- guidelines. Development policies
ing Card and procedures.
Review

CVAD:
1. Coordinate all future exhibits

and/or fundraising events with

the Office of Development.

Same as above.

Follow-up currently in progress.

2. Develop departmental proce-
dures for cash handling that
follow University policy and
State cash handling rules.

Implementation will
provide assurance
that cash is con-
trolled and deposited
in accordance with
University policy and
State rules.

Follow-up currently in progress.

3. Re-emphasize to faculty and

staff the importance of follow-

ing UNT cash handling pro-
cedures and policies.

Same as above.

Follow-up currently in progress.

4. Assign a new accountholder
to the CVAD accounts with
the deceased primary ac-
countholder.

Implementation will
provide assurance
that all primary ac-
countholders are
active and are able
to perform his/her
accountholder re-
sponsibilities.

Follow-up currently in progress.

5. Review CVAD’s list of ac-
countholders annually and

identify and make any neces-

sary corrections.

Same as above.

Follow-up currently in progress.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
6. Review and adhere to Pur- Implementation will Follow-up currently in progress.
chasing Card Guidelines. provide assurance
that Purchasing Card
Guidelines and Uni-
versity policy are
being followed.
7. Require cardholders, reconci- | Same as above. Follow-up currently in progress.
lers, and accountholders to
attend purchasing card re-
fresher training.
08-044 9/15/08 Facul- Review scholarship recipients for Internal Audit identified three reci- | N/A N/A
ty/Staff the period Summer 2007 to Sum- pients that did not meet GPA re-
Scholar- mer 2008 to verify whether GPA quirements. Internal Audit notified
ship Fol- requirements were met in accor- SAUCS of the observations and
low-Up dance with UNT Policy 2.2.14. the scholarships were removed.
Review
09-001 1/12/09 Auditor’s Perform the agreed-upon proce- Discrepancies identified in the N/A N/A
Report on dures as prescribed by the Na- financial statements were primarily
the Appli- tional Collegiate Athletic Associa- category misclassifications, which
cation of tion Bylaws for the University of were subsequently corrected. In-
Agreed North Texas Athletics' statements | ternal Audit identified no variances
Upon Pro- | of revenue and expenses for the for which University officials could
cedures year ended August 31, 2008. not provide satisfactory explana-
tions.
09-003 12/19/08 | Facilities Determine if projects and acquisi- No findings/recommendations. N/A N/A
Certifica- tions of real property submitted to
tion Audit the THECB received required ap-

provals, and were completed with-
in the parameters specified in the
project applications approved by
the THECB.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-004 4/24/09 Student- Evaluate Student-Managed In- Three reports were not prepared Implementation will Follow-up scheduled for FY 2010
Managed vestment Fund compliance with in a timely manner in accordance provide assurance as part of Internal Audit’'s annual
Investment | donor requirements. with best business practices. that the quarterly review of the Student-Managed
Fund reports are com- Investment Fund.
1. Develop and implement a pleted and dissemi-
quarterly report completion nated in a timely
timeline at the beginning of manner.
each calendar year.
09-005 3/30/09 Chancel- Review the UNT System Chancel- | No findings/recommendations N/A N/A
lor's Ex- lor's business, travel, and enter-
penditure tainment expenses for which the
Review Chancellor was reimbursed, or
expenses that were paid on the
Chancellor’s behalf, for com-
pliance with Regent’s Rules, UNT
Policy, and the Chancellor's em-
ployment agreement.
09-006 3/25/09 North Tex- | Determine if the North Texas Insti- | No findings/recommendations N/A N/A
as Institute | tute for Educators on the Visual
for Educa- | Arts (NTIEVA) expended grant
tors on the | funds in accordance with terms
Visual Arts | and conditions outlined in the
Grant Re- award agreement of the Robert
view and Ruby Priddy Charitable Trust.
09-007 10/16/08 | Joint Ad- Determine compliance with the No findings/recommendations. N/A N/A
mission JAMP Expenditure Guidelines and
Medical Agreement for fiscal years 2007
Program and 2008.
Review
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-008 4/22/09 President’s | Review the President’s business, No findings/recommendations. N/A N/A
Expendi- travel, and entertainment ex-
ture Re- penses for which the President
view was reimbursed, or expenses that
were paid on the President’s be-
half, for compliance with UNT Pol-
icy and the President’'s employ-
ment agreement.
Review payroll disbursements to
verify compliance with compensa-
tion provisions of the President’s
employment agreement.
09-011- 5/5/09 UNT Dal- Review and evaluate existing con- | No findings/recommendations. N/A N/A
D las Scho- trols in issuing scholarships, and
larship ensure that only eligible students
Review receive scholarships.
09-013 6/22/09 Financial Determine if material line items No findings/recommendations. N/A N/A
Statement | from UNT financial statements for
Review year ending August 31, 2008,
match information in the general
ledger and/or other supporting
documentation.
Verify that reasonable explana-
tions exist for significant fluctua-
tions between current and prior
year amounts for the material line
items selected.
09-018 4/1/09 Emerald Evaluate the Emerald Eagle Scho- | No findings/recommendations. N/A N/A
Eagle lars Program for:
Scholars e  Compliance with eligibility
Review requirements;

e Process and procedures of
funds disbursement; and
e Retention of participants.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-021 6/29/09 Automo- To evaluate the gasoline man- The gasoline pump keys are not Implementation will Follow-up scheduled for January
tive Ser- agement process (receiving, stor- used as intended when gasoline is | provide assurance 2010.
vices Re- ing, dispensing, inventorying, and dispensed into gas cans. that gasoline pump
view recording) in Automotive Services keys are used as

to determine whether controls are
in place to safeguard against gas-
oline loss, waste, and misuse.

To review and evaluate the gaso-
line credit card process employed
by University units (administrative,
academic, auxiliary) to manage
their departmental gasoline pur-
chasing activity.

To verify compliance with Univer-
sity and state guidelines.

1. Issue written instructions, as
well as periodic reminders, to
appropriate departments to
emphasize that gasoline
pump keys must be used
solely for the vehicle or piece
of equipment to which it is as-
signed.

intended, and gaso-
line is used solely for
University purposes.
The potential for mi-
suse or abuse of
gasoline will be mi-
nimized, and gaso-
line will be accounted
for appropriately.
Departmental
records will more
accurately reflect
gasoline usage for
specific vehicles and
equipment, and the
accuracy of gasoline
usage data reported
to the State will be
enhanced.

2. Obtain a signed statement
from the deptid holder (or de-
signee) to indicate his/her un-
derstanding and agreement
regarding the use of gasoline
pump keys.

Same as above.

Follow-up scheduled for January
2010.

3. Program gas can pump keys
with the maximum capacity of
five gallons.

Same as above.

Follow-up scheduled for January
2010.

4. Perform periodic reviews of
the fuel transactions module
located on Facilities website
to monitor compliance.

Same as above.

Follow-up scheduled for January
2010.
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

The fuel management process
(receiving, storing, dispensing,
inventorying, and recording) is not
formally documented.

5. Document the fuel manage-
ment process to include the
receiving, storing, dispensing,
inventorying, and recording
components of the operation.

Implementation will
provide assurance of
compliance with
rules, regulations,
laws, and statutes
that may be man-
dated by regulatory
or government au-
thorities, and consis-
tent performance
among employees
will be achieved.
Capturing and com-
municating data and
important information
will be enhanced,
and achievement of
operational objec-
tives will be streng-
thened.

Follow-up scheduled for January
2010.
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

Gasoline usage is not monitored
on a per unit (vehicle) basis.

6. Monitor gasoline usage on a
per unit (vehicle) basis that
includes, but is not limited to,
the following activities:

e Compare miles per gallon
data for each vehicle
over a period of time to
detect irregularities
(highs or lows) in the da-
ta;

¢ Review the frequency in
which gasoline is pur-
chased for each vehicle
to determine whether
miles driven and Univer-
sity business conducted
supports such frequency.

e  Encourage departments
to monitor gasoline
usage for vehicles as-
signed to them through
development, implemen-
tation, and sharing of
gasoline monitoring tech-
nigues.

Implementation will
provide assurance
that Automotive Ser-
vices’ fuel manage-
ment program is
functioning as in-
tended and that gas-
oline is used to con-
duct University busi-
ness; thus, minimiz-
ing the potential for
misuse or abuse of
gasoline.

Follow-up scheduled for January
2010.
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/ Oth-
er Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”

Limited guidance is provided to
assist University units in managing
gasoline credit card purchasing
activity.

7. Develop a documented gaso-
line credit card guide that pro-
vides direction to user de-
partments regarding the ap-
propriate use, security, and
management of the gasoline
credit card. The guide should
address, but not be limited to,
the following areas:

e The application process
(what is required to ob-
tain a GCard).

e Responsibility of individ-
uals or departments that
are issued a card.

e  Security requirements
and liability for loss,
damage, and unautho-
rized use.

e Departmental manage-
ment and processing (re-
viewing, reconciling, doc-
ument retention) re-
quirements.

e Reporting requirements
for equipment (gas cans,
boats, vehicles, etc) ac-
quired outside the pur-
view of Automotive Ser-
vices for which the
GCard will be used.

e Training; sanctions; card
termination.

Implementation will
provide assurance
that expectations
required of user de-
partments will be
documented. User
departments will re-
ceive consistent di-
rection and guidance
to manage GCard
purchasing activities.
GCard safeguards
will be improved,
departmental pro-
gram performance
will be enhanced,
and the overall con-
trol environment will
be strengthened.

Follow-up scheduled for January
2010.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
8. Perform routine, periodic re- Same as above. Follow-up scheduled for January
views of departmental GCard 2010.
purchasing documents.
9. Perform continuous monitor- Same as above. Follow-up scheduled for January
ing activities to assess risks to 2010.
program objectives and to
evaluate the effectiveness of
the overall gasoline credit
card program.
09-023 6/29/09 Student Review the Memorial and NT Promissory notes are not retained | Implementation will Follow-up scheduled for January
Money Green Loan programs for com- for five years following the repay- provide assurance 2010.
Manage- pliance with eligibility requirements | ment of the loan as required by that the SMMC is in
ment Cen- | for the period September 1, 2007 UNT Policy 10.10, University compliance with UNT
ter Review | through August 31, 2008. Records Retention Schedule and Policy 10.10, the

the State of Texas Records Reten-

tion Schedule.

1. Follow UNT Policy 10.10,
University Records Retention
Schedule and the State of
Texas Records Retention
Schedule which requires
promissory notes to be re-
tained for five years following
repayment of the loan.

State of Texas
Record Retention
Schedule, and best
practice for the final
disposition of docu-
ments.

2. Implement the use of a dis-
posal log to record the final
disposition of all loan docu-

ments with personally identifi-
able information, including but

not limited to, promissory
notes.

Same as above.

Follow-up scheduled for January
2010.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
Memorial Loan fees must be ma- Implementation will Follow-up scheduled for January
nually transferred to the fee dept provide assurance 2010.
ID from the principal dept ID by that there is an accu-
request. rate accounting of
the principal and fees
3. Research possibilities for received from the
Memorial Loan fees to be au- | repayment of Me-
tomatically transferred to the morial Loans.
appropriate dept ID when the
loan/fees are repaid through
EIS.
Cash that is received from the Implementation will Follow-up scheduled for January
repayment of NT Green Loans is provide assurance 2010.
not deposited within five days of that the SMMC is in
receipt. compliance with UNT
Policy 2.2.1 and the
4. Deposit funds within five days | risk of theft or loss of
of receipt as required by UNT | funds is minimized.
Policy 2.2.1.
09-024 6/12/09 Facilities Evaluate Facilities Scrap Recy- Facilities Scrap Recycling receives | Implementation will Follow-up scheduled for Decem-
Scrap Re- | cling Services for cash for aluminum can recycling. improve cash han- ber 2009.
cycling e  Security over scrap materi- dling controls and
Review al/property before a sale or 1. Contact Fulton Supply to dis- | reduce the risk of

transfer to a third party; and
e Cash handling controls after

the sale of scrap materi-

al/property to a third party.

cuss receiving a monthly
check and accompanying
statement to reconcile with
aluminum can recycling re-
ceipts rather than cash.

loss of recycling re-
ceipts.

Documents collected from the
Radisson Hotel have been held for
over one year.

2. Shred/destroy the Radisson
Hotel documents within 180
days.

Implementation will
provide assurance
that the liability from
the loss of sensitive
information, whether
accidental or inten-
tional, would be miti-
gated.

Follow-up scheduled for Decem-
ber 2009.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-025 5/26/09 Hourly Review and evaluate the UNT Supporting documentation: Implementation will Follow-up scheduled for Novem-
Termina- Human Resources department e Documentation was not avail- | provide assurance ber 2009.
tion hourly termination processes and able for review to support that each employee
Process controls used for University em- eighteen of fifty-one hourly hourly termination
Review ployees including the timeliness of terminations (35% of the test that is recorded in

the posting of hourly termination
information into EIS.

sample).

e Documentation was not avail-
able to support timely
processing of eleven of fifty-
one hourly terminations re-
viewed (22% of the test sam-

ple).

1. Review and update HR hourly
termination process proce-
dures and establish neces-
sary internal controls to de-
crease the risk of generating
paychecks for hourly termi-
nated employees.

EIS by HR personnel
is supported by accu-
rate and complete
documentation.

2. Provide applicable staff train-
ing to ensure that accurate
and complete support docu-
mentation (e.g. hourly termi-
nation information, email do-
cumentation, and/or HR date
stamp receipt documentation)
is retained to support all hour-
ly terminations processed by
HR into EIS.

Same as above.

Follow-up scheduled for Novem-
ber 2009.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-027 12/15/08 | Murchison | Review cash handling processes No findings/recommendations. N/A N/A
Ticketing and procedures at the Murchison
Office Re- | Ticket Office for compliance with
view UNT Policies:
e 2.1.10.1 Cash Handling Con-
trols;
e 2.1.3 Petty Cash, Demand
Deposits, Working Funds; and
. 2.2.1 Sales and Receipt of
Funds.
09-030 3/25/09 Theatre e Evaluate departmental poli- Improve cash and credit card han- | Implementation will Follow-up currently in progress.
Box Office cies and written procedures dling practices as per UNT Policy provide assurance
Review on ticket sales for effective- 2.1.10.1 Cash Handling Controls that cash and credit

ness and compliance with
UNT Policy 2.2.1 Sales and
Receipt of Funds.

o Determine if adequate con-
trols are in place for theatre
tickets;

e Verify cash and check pay-
ments are collected, record-
ed, safeguarded, deposited,
and reconciled according to
UNT policy 2.1.10.1 Cash
Handing Controls.

e  Verify credit card payments
are collected, recorded, safe-
guarded, deposited, and re-
conciled according to UNT
policy 2.2.31 Accepting Credit
Cards and the Payment Card
Industry Data Security Stan-
dards (PCI DSS).

and the PCI DSS, such that:

a. Credit card numbers are de-
stroyed at the point when the
credit card transaction is
complete;

b. Procedures are updated to
include the elements required
by policy;

c. Checks are endorsed at the
time of receipt;

d. Consideration is given to
changing locks and combina-
tions to box office area and
safe; and

e. Cashiering deposits are re-
conciled so that amount de-
posited is properly supported
with documentation of sales.

card handling prac-
tices are in com-
pliance with UNT
Policies and that the
risk of cash losses or
misappropriation of
funds is minimized.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-035 4/21/09 Depart- Determine if use of the purchasing | 1. Require deptID holders who Implementation will Follow-up currently in progress.
ment of card was in compliance with UNT are currently signing Account | provide assurance
Philosophy | Purchasing Card Program Guide. Summaries but have not yet that University staff is
and Reli- fulfilled the p-card training re- | properly trained in
gion Stu- quirement to attend PPS the use and monitor-
dies P- training. ing of p-cards.
card Re-
view

2. Instruct reconcilers to docu-
ment on-line in Smart Data
the completion of their review
by checking-off the appropri-
ate supervisor's reviewed-by
box in Smart Data.

Implementation will
provide assurance
that on-line review of
purchase transaction
information in Smart
Data for a cardholder
has been performed
by the reconciler.

Follow-up currently in progress.

3. Require the deptID holder to
sign applicable p-card Ac-
count Summaries to show
evidence of review and ap-
proval for purchases, and re-
tain a copy of signed Account
Summaries in the departmen-
tal p-card Account Summary
files.

Implementation will
provide assurance
that the UNT Pur-
chasing Card Pro-
gram Guide is being
followed.

Follow-up currently in progress.

4. Obtain refresher training
(face-to-face or CBT) for all
cardholders, reconcilers, and
approvers in the department.

Implementation will
provide assurance
that all cardholders,
reconcilers, and ap-
provers are aware of
their responsibilities
for proper use, man-
agement, and moni-
toring of p-card pur-
chases.

Follow-up currently in progress.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Oth- Current Status
No. Date Report Recommendations er Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
09-039 4/8/09 Emergen- Review and evaluate the usage of | No findings/recommendations. N/A N/A
cy/Adminis | emergency/administrative leave
trative for compliance with Texas Gov-
Leave ernment Code 661.902 and re-
Audit lated UNT policies.
09-041 4/22/09 Facilities Determine if projects and acquisi- No findings/recommendations. N/A N/A
Audit Cer- | tions of real property submitted to
tification — | the Coordinating Board received
Health required approvals and were com-
Science pleted within the parameters spe-
Center cified in the project applications

approved by the Texas Higher
Education Coordinating Board.
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University of North Texas Health Science Center

Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Date Report Recommendations Other Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented”
08-012 6/30/09 Controlled | Assess the control environment, A comprehensive program for Implementation will Follow-up scheduled for January
Sub- including the handling and safe- controlled substance manage- create an environ- 2010.
stances guarding over controlled sub- ment has not been implemented. | ment to ensure

stances housed within the Health
Science Center.

1. Document and implement a
comprehensive program of
controlled substance man-
agement including but not
limited to:

e Develop a training and
compliance monitoring
program;

e  Establish procedures to
ensure the safe contain-
ing controlled sub-
stances remains locked
unless access is
needed,;

e Establish and document
procedures for disposing
of outdated controlled
substances;

adequate security
and accounting of
controlled sub-
stances.

! Definitions of implementation status are as follows:

University of North Texas System
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Incomplete/Ongoing: Ongoing development of a process, system, or policy to address a prior recommendation.
Not Implemented: Lack of a formal process, system, or policy to address a prior recommendation.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

e  Separate the duties of
ordering, receiving,
record keeping, and is-
suing of controlled sub-
stances. As an alterna-
tive, establish compen-
sating controls to ensure
substances received are
accurately recorded and
accounted for in invento-
ry records; and

e Limit key access to the
pharmacy.

Follow-up scheduled for January
2010.

Access to controlled substances
is not limited to individuals re-
quired to have custody of or han-
dle controlled substances as part
of their job duties.

2. Implement measures to en-
sure that all orders are deli-
vered in accordance with
federal policy.

Implementation will
provide assurance
that controlled sub-
stances are being
ordered and deli-
vered according to
federal and HSC
requirements.

Follow-up scheduled for January
2010.

3. Establish practices to ensure
all controlled substances are
ordered through the pharma-
cy for inventory control as
stated in the Purchasing
Handbook.

Same as above

Follow-up scheduled for January
2010.

4. Review the distribution
process to eliminate any un-
necessary steps in the han-
dling of Controlled Sub-
stances.

Same as above.

Follow-up scheduled for January
2010.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Date Report Recommendations Other Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*
Complete and accurate records Implementation will Follow-up scheduled for January
are not kept for each controlled provide assurances | 2010.
substance to be tracked from the | that all controlled
time it is received to the time itis | substances are be-
dispensed to the end user as ing tracked from
required by the DEA. receipt to end user
to avoid unexplain-
5. Establish complete and ac- able losses, and
curate log book entries to comply with federal
track purchasing, receiving, requirements.
distribution, dispensing and
disposing.
6. Establish policies on accept- | Same as above. Follow-up scheduled for January
able/unacceptable amounts 2010.
for drug loss and procedures
to document.
08-014 10/22/08 | Donated Evaluate the procedures and The Department of Cell Biology Implementation will Fully Implemented
Body Pro- methods for receiving, storing, and Genetics did not have a reduce the risk of
gram using, and transporting bodies or | process in place to review card- unauthorized
Com- anatomical specimens and dis- key holders to ensure unautho- access of anatomy
pliance posing of remains at the Center rized individuals do not have facilities and con-

as required by the Texas Admin-
istrative Code.

access to the Anatomy Lab and
Embalming Room.

1. Review the lists of individu-
als with access to facilities
holding anatomical parts,
and remove access for unau-
thorized persons including
former students and em-
ployees.

tents.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

2. Implement a process to pe-
riodically, perhaps in con-
junction with the annual pro-
curement report and end of
classes, review the list of
persons with laboratory
access. This process should
be in addition to Center
cardkey procedures already
in place.

Same as above.

Fully Implemented

State Anatomical Board forms
were submitted several months
after bodies were received.

3. Submit all outstanding State
Anatomical Board forms.

Implementation will
ensure the Center
has the approval of
the State Board
when the Center
receives and holds
a body.

Fully Implemented

4. Change the process for
submitting State Anatomical
Board Form A to make more
frequent submissions, pre-
ferably at least monthly or
quarterly.

Same as above.

Fully Implemented

State Anatomical Board fees
were not submitted for periods of
one month to almost two years
after bodies were received.

5.  Submit all owed fees to the
State Anatomical Board.

Implementation will
provide assurance
that the Center is
current on fees
owed to the State
Anatomical Board.

Fully Implemented

6. Implement a more frequent,
systematic process for pay-
ing State Board fees. The
procedure should be com-
patible with the practice de-
veloped for submitting SAB
forms.

Same as above.

Fully Implemented
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

The Yearly Report of Cadaver
Procurement and Use for the
periods ending July 31, 2007 and
July 31, 2008 were not filed in the
timeframe required.

7. Prepare and submit the year-
ly report of cadaver pro-
curement and use for the pe-
riod ended July 31, 2008.

Implementation will
provide assurance
that State Anatomi-
cal Board reporting
compliance is met.

Fully Implemented

8. Establish a procedure to
ensure future reports are
submitted by the due date.

Same as above.

Fully Implemented

Payments of $18,147.50 for
goods and services provided by
the Center were deposited in a
Foundation account.

9. Transfer the balance in
Foundation Account 97410,
Cell Biology and Genetics
Foundation Development
Fund, to a Center account.

Implementation will
ensure revenues
generated from
Center expenditures
are deposited in
Center accounts

Fully Implemented

10. Establish a practice to depo-
sit revenues generated from
Center funds to Center ac-
counts from which related
expenses were disbursed.

Same as above.

Fully Implemented

Payments for goods and services
provided by the Center were paid
directly to an employee.

11. Discontinue the practice of
having customer payments
made directly to an em-
ployee.

Implementation will
ensure revenues
generated from
Center expenditures
are deposited in
Center accounts
and salary matters
are handled in ac-
cordance with Cen-
ter policies.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Date Report Recommendations Other Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*
08-015 10/22/08 | Advanced Determine if Advanced Research | One progress report, two final Implementation will Fully Implemented
Research/ | Program (ARP) awards were progress reports, and one final provide assurance
Advanced | administered in accordance with financial report were submitted that THECB due
Technolo- | THECB guidelines, Center poli- 12 to 52 days past the due dates | dates for filing grant
gy Pro- cies, and to follow up on recom- set by THECB. reports are met.
gram mendations and actions taken in

prior ARP/ATP Compliance Audit,
Audit No. 06-06.

1. Evaluate and improve the
process for reminding prin-
cipal investigators of due
dates, and improve the fol-
low up procedures to deter-
mine whether reports have
been submitted.

2. Develop a procedure that
would notify the principal in-
vestigator and their supervi-
sor when the due date has
passed and a report has not
been filed.

Same as above.

Fully Implemented

Two grants had unexpended
amounts totaling $4,118.99 that

has not been returned to THECB.

3. Return unexpended funds to
THECB.

Implementation will
provide assurance
that all unexpended
funds are returned
and reports are filed
in accordance with
THECB require-
ments.

Fully Implemented

4. Amend the final financial
documents submitted to the
THECB.

Same as above.

Fully Implemented
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Date Report Recommendations Other Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*
09-002 12/19/08 | Family Determine whether: No findings/recommendations N/A N/A
Practice
Residency | ¢ THECB program funds were
Program expended in accordance with
Review the terms and conditions of
the contract; and
e Annual Financial Report was
prepared in accordance with
THECB guides.
09-003 2/5/09 Annual e Determine whether invest- A monthly review of pledged col- Implementation will Fully Implemented
Investment ment transactions are ma- lateral to assure the market value | assure compliance
Review naged in accordance with of the pledged securities equals with UNT Health

the Center Investment Poli-
cy, Public Funds Investment
Act (PFIA), and with me-
thods prescribed by the Leg-
islative Budget Board (LBB);

¢ Review management con-
trols over investing activities;

e Verify that investments are
adequately and appropriately
safeguarded; and

e Verify the accuracy of quar-
terly and annual investment
reports.

or exceeds the related bank bal-
ance is not being performed.

1. Implement a process to per-
form a monthly review of
pledged collateral to assure
that the market value of
pledged securities equals or
exceeds the related bank
balance.

Science Investment
Policy.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Date Report Recommendations Other Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*
09-004 7/6/09 UNT e Evaluate requisition A comprehensive written policy Implementation will Follow-up scheduled for March
Health processes unique to UNT for the processing of Plan travel provide assurance 2010.
Expendi- Health expenditures. expenses has not been devel- that travel policies
ture Re- e Determine whether expendi- | oped. are documented,
view tures were allowable per compliant with IRS

Plan policies.

e Determine whether expendi-
tures were made in accor-
dance with State and Center
guidelines including docu-
mentation requirements.

e Determine whether expendi-
tures were allowable per IRS
guidelines.

e Follow-up on prior year audit
recommendations.

1. Develop consistent and
coordinated policies for UNT
Health travel expenses in-
cluding, but not limited to,
complying with all applicable
IRS guidelines.

regulations, made
available for users,
and consistently
applied.

2. Distribute policy and train
UNT Health travelers, pre-
parers and reviewers on the
new travel procedures.

Same as above.

Follow-up scheduled for March
2010.

Travel vouchers were not submit-
ted within seven working days of
return to work as required by
Center policy.

3. Inform travelers requesting a
travel advance of the seven
day submission requirement.

Implementation will
provide assurance
that advance funds
are available when
needed, advanced
funds are properly

accounted for, and
UNTHSC policy is

followed.

Follow-up scheduled for March
2010.

4. Sanction employees that
have outstanding travel ad-
vances as permitted by Cen-
ter policy.

Same as above.

Follow-up scheduled for March
2010.
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Report Report Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Date Report Recommendations Other Impact (Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*
An award given to an employee Implementation of Follow-up scheduled for March
was not reported as income and these actions will 2010.
withholdings were not made as provide assurance
required by IRS guidelines. of UNT Health’s
compliance with IRS
5. Determine and report any regulations.
taxable awards as required
by IRS regulations.
6. Develop a procedure to as- Same as above. Follow-up scheduled for March
sure that future program 2010.
awards are reported to pay-
roll for proper processing.
09-005 11/17/08 | Joint Ad- Provide reasonable assurance No findings/recommendations N/A N/A
mission that the Center complies with the
Medical JAMP Agreement and the JAMP
Program Expenditure Guidelines.
Review
Audit
09-006 1/16/09 Presi- Determine whether: A payroll authorization form was Implementation will Fully Implemented
dent's e Travel, entertainment, and not properly processed resulting provide assurance
Expendi- business expenses reim- in the that terms of the
ture Re- bursed to or paid on behalf President’s gross pay to be un- employment agree-
view of the President were rea- derpaid by $10,000. ment with the Presi-
sonable and appropriate to dent are honored by
Center business; 1. Review the first amendment | the Center.
e  Elements of the President’s to the President's employ-
compensation package ment agreement and take
(base salary, employee ben- the necessary payroll meas-
efits, increases in compensa- ures to ensure the terms of
tion, housing and automobile the agreement are met.
allowances, and salary sup-
plement) were accurately
paid; and
e The President’s expenditures
and employment compensa-
tion complied with Center
policy, state law, and the
employment agreement.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

The process for billing personal
or third party expenses did not
ensure reimbursements were
made during the vendor’s next
billing cycle.

2. Establish or revise practices
for personal or third party
expenses to ensure reim-
bursements are made during
the billing period following
the period charges were
made. As an alternative, the
President could make per-
sonal payments directly to
vendors eliminating the need
for reimbursements to the
Center.

Implementation will
provide assurance
that reimbursements
for expenses are not
overlooked and are
made in a reasona-
ble time period.

Fully Implemented

09-011

4/21/09

Advance-
ment Of-
fice Fol-
low-Up
Review

e Evaluate the actions taken to
implement recommendations
made in Audit Report 07-
012.

e Determine whether addition-
al actions were necessary to
address the issues noted.

Management has successfully
implemented 13 recommenda-
tions and the remaining 8 are
considered to be in progress and
are scheduled for implementation
by December 31, 2009. See de-
tail below.

N/A

N/A

Departmental policies, proce-
dures, and processes are not all
formalized and documented.

1. Document the policies in
place and procedures used
routinely, beginning with the
most complex and those that
present the most risk expo-
sure.

Documented, stan-
dardized policies
and procedures
promote uniformity
in execution of rou-
tine processes, and
increase efficiency
and effectiveness by
serving as a guide
for new employees
to perform their du-
ties

Incomplete/Ongoing.

A substantial Manual of Opera-
tions has been completed. Man-
agement indicates the remaining
processes and practices will be
developed and added to the ma-
nual by December 2009.

Follow-up scheduled for January
2010.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

2. Atleast annually, review
written policies and proce-
dures to determine whether
they are applicable and re-
vise as necessary.

Same as above.

Incomplete/Ongoing

The Vice President for Develop-
ment stated that he will meet with
the Director of Development and
Director of Advancement Servic-
es formally at least three times a
year so that they can proactively
add procedures that address their
risk exposure. In addition, he will
continue to ask staff to document
procedures and policy decisions
that are part of daily business.
Full implementation is expected
upon completion of the Manual of
Operations.

Follow-up scheduled for January
2010.

The Advancement Office does
not have documented procedures
or guidelines to provide guidance
to assist schools, colleges, and
department personnel in planning
and conducting fundraiser activi-
ties.

3. Prepare written guidelines
and procedures that ad-
dress, at a minimum, the
best practices noted in the
report.

Implementation will
provide general
assistance and
guidance to Center
personnel in orga-
nizing fundraising
activities.

Incomplete/Ongoing

The Manual of Operations in-
cludes best practices in the field.
Recommendation will be fully
implemented upon completion of
the Manual of Operations.

Follow-up scheduled for January
2010.
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Report
No.

Report
Date

Name of
Report

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

4. Coordinate with UNT Den-
ton, or refer to policies and
procedures developed, and
implement a Relationship
Management Program and
Advancement Development
Network based on their ex-
periences and as practical
for the Center.

Same as above.

Incomplete/Ongoing

Management indicates that UNT-
Denton has offered to set up a
series of meetings to review re-
spective policies at the three
campuses and coordinate consis-
tent documentation.

Follow-up scheduled for January
2010.

Advancement has not imple-
mented all features of PeopleSoft
Contributor Relations or an effec-
tive alternate donor management
system.

5. Identify the Contributor Rela-
tions modules providing the
most benefit to Advancement
and phase in implementation
or pursue an alternate donor
management system.

Implementation will
enhance the effi-
ciency and effec-
tiveness of donor
relations manage-
ment.

Incomplete/Ongoing

Management plans for EIS-
Contributor Relations to be up-
graded to 9.0 this year. The Vice
President for Development will
review the modules that may
benefit them after the upgrade is
complete. He also plans to ex-
plore with UNT-Denton other
potential systems. Follow-up
scheduled for January 2010.

The written agreement between
the Center and the UNTHSC
Foundation has not been revised
or reaffirmed since September
1994.

6. Review and update the
agreement between the Cen-
ter and the Foundation in-
cluding a “right to audit
clause.” Refer to Legal
Counsel and the AGB-CASE
model agreement for guid-
ance.

Implementation will
provide assurance
that the agreement
meets legal, fiscal,
and administrative
requirements, and is
distributed to those
primarily responsi-
ble for contract
compliance.

Incomplete/Ongoing

The Vice President for Develop-
ment states this item was dis-
cussed at the April 2009 Founda-
tion Board meeting and will be
completed by the June meeting.

Follow-up scheduled for January
2010.
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Name of
Report

Report Report
No. Date

High-Level Audit Objective(s)

Observations/ Findings and
Recommendations

Fiscal Impact/
Other Impact

Current Status

(Fully Implemented, Substan-
tially Implemented, Incom-
plete/Ongoing, or Not Imple-
mented) (with brief description
if not yet implemented*

7. Distribute or make available
the reaffirmed agreement to
stakeholders including Cen-
ter administrators, Ad-
vancement Office em-
ployees, and the Foundation
Board of Directors.

Same as above.

Incomplete/Ongoing

The Vice President for Develop-
ment states this item was dis-
cussed at the April 2009 Founda-
tion Board meeting and will be
completed by the June meeting.
The updated agreement will be
then be distributed upon approval
of appropriate Center and Foun-
dation administrators.

Follow-up scheduled for January
2010.

The process for handling gifts-in-
kind does not assure the Ad-
vancement Office is notified of all
gifts received.

8. Develop written policies and
procedures for the handling
of gifts-in-kind including
communications between
Advancement and Property
Control.

Implementation will
reduce the risk of
gifts-in-kind being
handled and re-
ported inappro-
priately.

In process.

The Vice President for Develop-
ment states that he will develop
formal policies for in-kind giving
consistent with UNT-Denton and
UNT has offered to set up a se-
ries of meetings to review policies
at the three System campuses to
coordinate consistent practices.

Follow-up scheduled for January
2010.
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V. List of Consulting Engagements and Non-audit Services
Completed Showing High-Level Objectives, Observations/
Results, Recommendations, and Status
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University of North Texas — Denton

Internal Audit maintains an availability to consult with all University entities. Topics range from policy and procedural is-

sues, safeguarding of assets, and implementation of appropriate controls, to fraud and misappropriation.

provides independent reviews and/or clarification on certain control issues.

Additionally,

Project Report/ Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Presen- Report Recommendations Other Impact (Fully Implemented, Substan-
tation tially Implemented, Incomplete/
Date Ongoing, or Not Implemented)
(with brief description if not yet
implemented*
N/A N/A Follow-Up Determined if previously agreed- N/A N/A N/A
Ongoing Ongoing Reviews upon actions have been taken and
are functioning as intended.
N/A N/A Investiga- Reviewed allegations of possible Provided independent verification N/A N/A
Ongoing Ongoing | tions improprieties. Types of Issues of facts.
reviewed included purchasing
expenditure processes, grant
compliance, purchasing-card, sick
leave, and independent contractor
policies.
N/A N/A Consulting/ Provided or assisted in training for | N/A Provide UNT de- N/A
Ongoing Ongoing | Training operating units as requested. partments and indi-
viduals with infor-
mation regarding
risks, controls, and
enhanced fraud
awareness.
N/A N/A SAO SAO audit coordination and sup- N/A N/A N/A
Ongoing Ongoing port as needed. Types of support

include coordinating the A-133,
State Funded Financial Aid, and
Enroliment audits.

! Definitions of implementation status are as follows:

o Fully Implemented: Successful development and use of a process, system, or policy to implement a prior recommendation.

e Substantially Implemented: Successful development but inconsistent use of a process, system, or policy to implement a prior recommendation.
¢ Incomplete/Ongoing: Ongoing development of a process, system, or policy to address a prior recommendation.
o Not Implemented: Lack of a formal process, system, or policy to address a prior recommendation.
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University of North Texas Health Science Center

Internal Audit maintains an availability to consult with all Center entities. Topics range from policy and procedural issues,
safeguarding of assets, and implementation of appropriate controls, to fraud and misappropriation. Additionally, provides
independent reviews and/or clarification on certain control issues.

Project Report/ Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status

No. Presen- Report Recommendations Other Impact (Fully Implemented, Substantial-
tation ly Implemented, Incomplete/
Date Ongoing, or Not Implemented)

(with brief description if not yet
implemented*

08-013 4/29/09 UNT Health At the request of the Center’'s Pres- | Internal Audit, UNT Health, and N/A N/A
Fund Bal- ident, performed an agreed-upon UNT HSC accounting staff worked
ance Recon- | procedures review of the reconcilia- | collaboratively to review and to
ciliation tion of the UNT Health Statement of | improve the fund balance reconcil-
Fund Balance to the fund balance iation process. Management has
reported in the Enterprise Informa- committed to transparency and
tion System (EIS) for the fiscal year | consistency in financial compila-
ending August 2007, the first and tion and an all funds approach to
second quarters of FY2008, the financial reporting.

fiscal year ending August 2008, and
the first quarter of FY2009.

! Definitions of implementation status are as follows:
. Fully Implemented: Successful development and use of a process, system, or policy to implement a prior recommendation.
. Substantially Implemented: Successful development but inconsistent use of a process, system, or policy to implement a prior recommendation.
. Incomplete/Ongoing: Ongoing development of a process, system, or policy to address a prior recommendation.
. Not Implemented: Lack of a formal process, system, or policy to address a prior recommendation.
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Project Report/ Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Presen- Report Recommendations Other Impact (Fully Implemented, Substantial-
tation ly Implemented, Incomplete/
Date Ongoing, or Not Implemented)
(with brief description if not yet
implemented*
09-026 4/8/09 Performance | At the request of the Center’'s Pres- | Internal Audit made suggestions to | These actions will N/A
Measure ident, reviewed specific perfor- enhance the processes used to provide assurance
Review mance measures. report performance measures: that performance
metrics are reported
The following performance measure accurately and in a
computations were traced to their consistent manner.
source and reconciled, and the cal-
culations were reviewed for accura-
cy:
¢  Number of Enrolled Students —
Headcount ;
e Number of Enrolled Students —
FTE;
e Dollars of Extramural Research
Award Funding
e Days of Cash on Hand (UNT
Health);
e  Number of Employee Do-
nors/Gifts;
e  Total Amount of Gift Dollars;
and
e Number and Dollars of Alumni
Donors/Gifts
N/A N/A Purchasing Met with the Purchasing Card Ad- N/A N/A N/A
Card Follow- | ministrator for a post transaction
Up Reviews review of randomly selected card-
holders.
N/A N/A Cash Han- Made surprise cash counts and N/A N/A N/A
dling-UNT observations of cash handling pro-
Health Clin- cedures at two UNT Health clinics
ics and at the HSC cashiering window.
N/A/ N/A/ Follow-up Determined if previously agreed- N/A N/A N/A
On-going | Ongoing Reviews upon actions have been taken and

are functioning as intended.
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Project Report/ Name of High-Level Audit Objective(s) Observations/ Findings and Fiscal Impact/ Current Status
No. Presen- Report Recommendations Other Impact (Fully Implemented, Substantial-
tation ly Implemented, Incomplete/
Date Ongoing, or Not Implemented)
(with brief description if not yet
implemented*
N/A N/A Consulting Provided or assisted in training for N/A Provide UNT HSC N/A
On-going | On-going operating units as requested. departments and
individuals with in-
Provided other consulting support to formation regarding
operating units as requested. risks, controls, and
enhanced fraud
awareness.
N/A N/A Investiga- Reviewed allegations of possible Provided independent verification N/A N/A
Ongoing Ongoing | tions improprieties. Types of Issues re- of facts.
viewed included misappropriation of
funds, cash losses and potential
conflict of interest.
N/A/ N/A/ SAO SAO audit coordination and sup- N/A N/A N/A
On-going | On-going port. Type of support included follow

up on SEFA, circular OMB-133 au-
dit, and participation in discussions
with SAO regarding proposals to
modify the D-6 format

University of North Texas System
Annual Internal Audit Report Fiscal Year 2009

Page 79




V. Organizational Chart

The UNT System Internal Audit Department reports directly to the UNT System
Board of Regents with access to the Chancellor of the System. The Audit
Committee of the UNT System Board of Regents is comprised of four Board
members, and the Chief Internal Auditor meets quarterly with this committee.

Organizational charts included are the following:
e UNT System
e UNT System Internal Audit Department
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University of North Texas System
2008-2009 Organizational Chart

Assistant to the

Board of Regents
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Chancellor

UNT System
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Vice Chancellor Vice Chancellor for
and General Governmental
Counsel Relations

|
Staff Attorneys

Associate Vice

Chancellor for

Governmental
Relations

Vice Chancellor for Finance /
Vice President for Finance and
Administration, UNT

Vice Chancellor for
Administrative
Services

Associate Vice
Chancellor for
System Facilities

Vice Chancellor for
UNT Dallas

Associate Vice

Chancellor for

Governmental
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Controller / Associate Vice
President for Finance and
Administration, UNT
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—

Director of
Internal Audit-
Denton

Susan Edwards

Chief Internal Auditor
Donald Holdegraver
CIA, CFE, CIG

I

MS, CIA, CICA

—]

Assistant Director-
Internal Audit
Gary Pankake
CIA, CFSA

|

Administrative Services
Officer |
Belinda Firth

Director of
Internal Audit-
Health Science Center
Laurel Slezak
CPA, CFE

Administrative
Assistant

Jane Niblett

Assistant Director-
Internal Audit
Dennis Pavlas
BBA, CICA

Internal Auditor |1
Al Winder
BBA

Internal Auditor |1
Carissa Baughman
MBA

Internal Auditor |1
Andrea Lillie
MPA

Internal Auditor |1
Nicole Eleazar
BA, CIA, CGAP
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Internal Auditor 11
John McDermott
MBA, CIA, CICA

Internal Auditor 111
Joseph Diaz
CIA

Auditor 1l
Michael Humphries
CIA, CMA

Auditor 1l
Cindy York
CPA

Auditor Il
Catrina Schmittou
BBA
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VI. Report on Other Internal Audit Activities
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University of North Texas System

Activity

Impact

Automated Auditing Software — All modules
of TeamMate have been implemented for risk
assessment, time and expense, and report
tracking. Hardware issues are being resolved as
needed.

Automated auditing software provides for a
more efficient and effective internal audit
process.

Certifications — The Director for UNTHSC was
issued a Texas Certified Public Accountant
(CPA) license and also earned the Certified
Fraud Examiner (CFE) designation; one auditor
earned the Certified Internal Auditor (CIA) de-
signation; and, one auditor received a Masters
of Public Administration.

Certification designations and advanced de-
grees reflect competence in the principles and
practices of the specific professional fields. The
UNT System Internal Audit staff has certifica-
tions as follow:

7 Certified Internal Auditors (CIA)

2 Certified Public Accountants (CPA)

3 Certified Fraud Examiners (CFE)

1 Certified Inspector General (CIG)

1 Certified Government Auditing Professional
(CGAP)

1 Certified Financial Services Auditor (CFSA)

4 Certified Internal Controls Auditors (CICA)

Committees/Staff Meetings — Participated
in activities related to:

UNT Denton —

e Meets monthly with the President to discuss
audit activities.

e Attends monthly Policy Advisory Group
meetings.

e Attends meetings of the Process Work
Group.

e Attends weekly Finance and Business
Administration staff meetings.

e Attends weekly Student Development
staff meetings.

e Attends Committee on Student Con-
duct meetings.

e Assisting with Fraud and Investigation
Policy Development.

UNT Health Science Center —

e Attends President’s Executive Team meet-
ings as needed.

e Meets monthly with the President to discuss
audit activities.

o Meets quarterly with fiscal administrators.

e Attends meetings of the Institutional Com-
pliance Council.

e Member of the Fraud Response Team.

e Conducted fraud awareness training.

Chief Internal Auditor —
e Serves on the Compliance Council for the
UNT Denton campus.

Assist the system and its components in ad-
dressing both short- and long-range issues.
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Activity

Impact

Continuing Education (Professional De-
velopment) — Participated in training/
workshops sponsored by the following or-
ganizations:

e Association of College and University Audi-
tors.

Association of Healthcare Internal Auditors.
Association of Certified Fraud Examiners.
State Auditor’s Office.

Institute of Internal Auditors.

Institute of Internal Auditors, Fort Worth
Chapter.

Institute of Internal Auditors, Dallas Chap-
ter.

Texas Society of CPAs.

Jefferson Wells.

Deloitte, LLP.

Learnlive Technologies.

e CCH TeamMate.

Assists staff to maintain and develop technical
competencies and to keep informed about cur-
rent developments in the internal auditing pro-
fession, and assures compliance with provisions
of the Texas Internal Auditing Act.

Presentations to Other Organizations — The
Chief Internal Auditor was an invited speaker for
the following topics and organizations:

e Receivable Product and Package Risks,
Association of Healthcare Internal Auditors
annual meeting.

e The Expectation of Accountability for Busi-
ness Administrators and Risk Assessment
Strategies for Business Administrators,
Georgia College and State University ad-
ministrators and faculty.

Strengthens professional commitments and
knowledge base.
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VIl. Risk Assessment and Internal Audit Plan for Fiscal Year 2010

The attached annual audit plan for the University of North Texas System
was approved by the Board of Regents on August 20, 2009.
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UNT

UNIVERSITY OF

NORTH-TEXAS

Internal Audit

University of North Texas University of North Texas University of North Texas
Health Science Center at Fort Worth Dallas Campus

FY 2010 Risk Assessment
and Audit Planning Process

Goal
Develop a comprehensive internal audit planning risk assessment process to define the
internal audit work plan for FY 2010.

Challenge

Develop risk assessment and planning processes that fulfill the expectations of the UNT
Board of Regents and UNT administration, while still meeting the requirements of the
International Standards for the Professional Practice of Internal Auditing, Generally
Accepted Government Auditing Standards, and Chapter 2102 of the Texas Government
Code, the Texas Internal Auditing Act.

Internal Audit uses the control environment and risk assessment, and audit work plan
development process, shown in the follow paragraphs.

1. Review higher education publications and websites, and consult with internal
audit peers at other universities.

2. Develop, distribute, and tabulate an anonymous control environment and risk
survey addressed to a comprehensive group of System and campus
administrators and management staff. (300+ individual surveys).

3. Develop, distribute, and tabulate an anonymous control environment and risk
survey addressed to members of the Board of Regents.

4. Perform risk assessment interviews with selected campus and System
administrators, and Board members, to identify cross-functional, campus, and
system risks.

1155 Union Cirde, H#311579 940-565-2153 - 940-369-8652 'Y
Denton, Texas 76203-5017 940-565-2534 A% www.unt.edu
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5. Coordinate and communicate with Institutional Compliance about their risk
assessment efforts and ERM risk assessment plans.

6. Update the risk matrix structure summarizing risks, budgetary impact, previous
audit activity, and other risk factors.

7. Prioritize risks identified business on the risk matrix.

8. Develop the risk assessment risk map, one for each campus, and one for
System/UCD.

9. Develop the internal audit work plan based on risk assessment results.

10. Present the risk assessment risk map and the internal audit work plan to the
Board of Regents and System and campus administrators, and obtain Board
approval.

11.Implement the approved work plan.

This process provides substantially more input about the prospective risks, and provides
valuable information about the perceived control environment of the components of the
UNT System. It allows graphic presentation of the trends of the survey as part of the
materials presented to the Board.

Exhibit 1 shows the presentation process that is used for categorizing risks. The format
is based on a standard impact/probability scheme in a four-quadrant graph. The risk
presentation highlights:

1) risks of low probability-low impact (green), which are low risk but regulatory-
required audits in most cases for which no immediate management action is
needed,;

2) risks of low probability/high impact and high probability/low impact (yellow), for
which management monitoring and possible corrective action may be needed,
and

3) risks of high probability/high impact (red), for which immediate management
corrective action is needed.

Internal Audit planning focuses by priority on red, then yellow, then green risks identified
to the extent that resources are available. As noted, required audits in the green
guadrant are completed at the time required, despite their relatively low risk overall.
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Projects on the internal audit work plan are keyed to risks identified on the risk
assessment quadrant graph. The four-quadrant graph replaces the narrative that has
been prepared and distributed in prior years.
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High
Enrolilment Management

Facilities Deferred Maintenance

Emergency Planning (Audit in Progress for FY
2009)

NCAA Compliance

Cash Management

Compliance with Regulations — Federal & State
UNT Dallas Transition

(PFIA) Investments

Enterprise Risk Management Process
Implementation

Information Technology Security and Support
Research Services (Time & Effort Reporting, Post
Award management, cost transfers, tech
transfer, sub-recipient monitoring)
Advancement/Fundraising Efforts

Annual Required Audits -
President’s Employment Contract and
Expenses
NCAA Agreed-upon Procedures
ARP/ATP Audits (bi-annual)
NTIEVA
SMIF
JAMP (bi-annual)
TWD Grant
Compliance Program Assessment

- P> O —

Cash Audits
VP Office Reviews

International Programs Growth

Compensation & Classification Study

Legislative Changes

Space Shortfalls/Lack of Funding for Space Needs
Lack of System Strategic Plan to Direct
Components

Auxiliary Operations

Policy Changes & Non-Compliance

Student Fees Collection & Usage

Low
University of North Texas System
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High

- AA> o= —

Low

SACS Accreditation Review

New program/degree Growth

Faculty Compensation Program

Purchasing Process (HUB, P-card)

Student Affairs (FERPA, Federal Financial Aid)
Budgetary Process (course fees, transfers,
allocation of expenses)

Investments Review

Enterprise Risk Management Process
Implementation

Information Technology (Governance, Security
and Support)

Research Services (Time & Effort Reporting, Post
Award management, cost transfers, tech
transfer, conflict of interest, sub-recipient
monitoring, ARRA funding)

UNT Health (Billing Compliance, financial
reporting, HIPAA)

Institutional Review Board Effectiveness

Annual required Audits —

President’s Employment Contract and
expenses,

ARP/ATP Audits,

Family Practice Residency Program,

Graduate Medical Education Audit,

UNT Health Expenditures,

JAMP (bi-annual)

Compliance Program Effectiveness Assessment
Provost Office Expense Review

Cash Audits
Physical Plant (construction cost, space
utilization)

University of North Texas System
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Dallas Risk Graph— FY 2010 Internal Audit Plan Risk Assessment

A

High
Building #2 Construction
Caruth Police Institute at UNT Dallas

Annual Required Audits

(Vice Chancellor/President Designate
employment contract and expenses

Cash Audits

Compliance Program Effectiveness Assessment

10> vwv< —

Low > High
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System/UCD Risk Matrix — FY 2010 Internal Audit Plan Risk Assessment

A

High
Facilities Management —
School of Law Construction /Renovation
School of Law Financial Aid Processes
School of Law Registrar and Admissions
Processes
Dual Responsibility Positions — System/Campus

Annual Required Audits
Chancellor’s Employment Contract and
Expenses
Compliance Program Effectiveness Assessment

- 0>V —

Low > High
University of North Texas System Page 93
Annual Internal Audit Report Fiscal Year 2009 Pro b a b i | ity




University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- UNT Denton
Fiscal Year Ending August 31, 2010

Staff Size by Position
Total Hours Available
Less:

Vacation**

Sick leave

Holidays

Professional Development
Total Non-audit Hours
Net Hours Available
Administrative Activities

Direct Audit Hours

Total Hours - Denton

Assistant
Director Director Auditor Il
1) 1) (3)
2,080 2080 6,240
156 96 456
96 96 288
112 112 336
40 40 120
404 19.4% 344 16.5% 1200 19.2%

1,676 80.6% 1,736 83.5% 5,040 80.8%
624 30.0% 312 15.0% 360 5.8%

1,052 50.6% 1,424 68.5% 4,680 75.0%

Auditor Il
(4)
8,320

474
384
448
160

1466

6,854

480

6,374

17.6%

82.4%

5.8%

76.6%

Total

[
~
\I
(o]

** Hours Earned for FY 2009-does not include leave accrued but not taken from prior years. Vacation and Sick leave for the Director include an additional 280 hours for maternity leave.
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- UNT Health Science Center
Fiscal Year Ending August 31, 2010

Staff Size by Position
Total Hours Available
Less:
Vacation**
Sick leave
Holidays
Professional Development
Total Non-audit Hours
Net Hours Available

Administrative Activities

Direct Audit Hours

Total Hours HSC

Assistant
Director Director Auditor 1l
1) 1) )
2,080 2080 4,160
108 204 192
96 96 192
112 112 224
40 40 80
56 17.1% 452 21.7% 688 16.5%

1,724 82.9% 1,628 78.3% 3472 83.5%
416 20.0% 200 9.6% 240 5.8%

1,308 62.9% 1,428 68.7% 3,232 77.7%

** Hours Earned for FY 2009-does not include leave accrued but not taken from prior years.
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Auditor Il
1)
2,080

16.5%

83.5%

5.8%

77.7%

Total

®)
10,400

’g) ’,H
a (o]
(o)) B
o o

©
\‘
»

7,584

H
o
>
o
o
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- Chief Internal Auditor
Fiscal Year Ending August 31, 2010

Staff Size by Position
Total Hours Available
Less:

Vacation**

Sick leave

Holidays

Professional Development
Total Non-audit Hours
Net Hours Available
Administrative Activities

Direct Audit Hours

Total Hours - CIA

Chief IA

2,080

108
96
112
40

(@)

356 17.1%

1,724 82.9%

832 40.0%
892 42.9%
2,080 100.0%

** Hours Earned for FY 2009-does not include leave accrued but not taken from prior years.
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University of North Texas System
Internal Audit Department
Allocation of Hours by Position -- System Summary
Fiscal Year Ending August 31, 2010

Staff Size by Position
Total Hours Available
Less:

Vacation**

Sick leave
Holidays

Professional Development

Total Non-audit Hours

Net Hours Available

Administrative Activities

Direct Audit Hours -- System

Total Hours - System

Assistant
Chief 1A Director Director

1) ) )
2080 4,160 4160
108 264 300
96 192 192
112 224 224
40 80 80

0

356 17.1% 760 18.3% 796
1,724 82.9% 3,400 81.7% 3,364
832 40.0% 1040 25.0% 512
892 42.9% 2,360 56.7% 2,852

** Hours Earned for FY 2009-does not include leave accrued but not taken from prior years.
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Auditor Il
%)
10,400

648
480
560
200
19.1% 1888
80.9% 8,512
12.3% 600

68.6% 7,912

Auditor Il
(%)
10,400

570

480

560

200

18.2% 1810
81.8% 8,590
5.8% 600

76.1% 7,990
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --
UNT - Denton
Fiscal Year Ending August 31, 2010

Budget Percent of
Projects in Progress Hours Direct Hours
Fiscal Year 2009 Investments/Commercial Paper Review 260
Facilities Rehab/Renovation Review 200
Insurance Coverage Review - Art/Collections 180
Liability Insurance Review - CALL Events 125
COCI Scholarship Review 125
Effort Reporting Review 100
Endowment Review 100
Total Projects In Progress 1,090 8.18%
Required Projects
NCAA Agreed-Upon Procedures Review 750
Fiscal Year 2010 Investments/Commercial Paper Review 300
ARP Grant Review 240
Student Managed Investment Fund Review 200
President's Expenditure Review 200
TWD Grant Review
NTIEVA Grant Review 150
Facilities Audit Protcols
Joint Admission Medical Program (JAMP) Review
Compliance Office Review
Total Required Projects 1,840 13.80%
System Assigned Projects
Criminal Justice Grant Review 300
UNT Dallas Bldg. 2 Construction Review 300
UNT Dallas SACS Accreditation 300
Chancellor's Expenditure Review 200
President Designate Expenditure Review 200
Total System Assigned Projects 1,300 9.75%
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Projects Based on Risk Assessment

Course Fees Review

Compensation & Classification Study Review
Facilities and Administrative Costs Review
Enterprise Risk Management Progress Review
University Union Review

Dining Services Inventory Review

Human Resources New Service Delivery Model Evaluation
COBA India Venture

Coliseum/Gateway Facilities Rental

TBD - Pending hiring of new VP Advancement
UNT Reserves Assessment

New Position Process Evaluation

Selected Academic Departmental Reviews
Enrollment Management Evaluation

Housing Review

VP Office Review - Student Development

VP Office Review - URCM

Provost's Office Review

Dining Services Cash Handling Review
Follow-up - Sunbelt Conference Review

Total Projects Based on Risk Assessment

Quality Assurance Review Self Study

Co-sourced IT Projects

Follow-Up Activities

Other Direct Audit Activity

Internal Audit Training Activities

Contingency for Special Requests, Investigations, etc.

University of North Texas System
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33.76%

3.00%

3.00%

4.50%

9.00%

1.50%

1,800

13.50%
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --
Health Science Center
Fiscal Year Ending August 31, 2010

Budget Percent of

Projects in Progress Hours Direct Hours
Biomedical Stores & Pharmacy Lab 80
UNT Health Patient Care Clinic - Front Office Operations Review 240
UNT Health Business Office Review 300

Total Projects In Progress 620 8.92%
Required Projects
Graduate Medical Education 100
Family Practice Residency Program 150
Advanced Research /Advanced Technology Programs - ARP/ATP 150
Public Funds Investment Act (Investments) 220
UNT Health Expenditure Review 200
Joint Admissions Medical Program (JAMP) 120
President's Contract Compliance Review 150
UMA Contract - Agreed Upon Procedures Review
Anatomical Lab Review 0
Compliance Program Effectiveness Review 200
Total Required Projects 1,290 18.56%
System Assigned Projects
HSC Building #2 - Construction Progress Payment Audit 300
Total System Assigned Projects 300 4.32%
University of North Texas System Page 100

Annual Internal Audit Report Fiscal Year 2009



Projects Based on Risk Assessment

Admissions Process Review (TCOM & School of Biomedical Sciences)

UNT Health Federal Bureau of Prisons Contract Compliance Review
UNT Health Medical Malpractice Self Insurance Review

UNT Health Revenue Cycle Review

UNT Health Allocation of Expense

Clinical Research Compliance and Process review

Professional and Continuing Education (PACE)

Private Grants Compliance Review
Technology Transfers and Commercialization
Information Technology Services

Human Resource Services Process Review

300

240
180
530
240
180

170

180
200
240
200

(Total UNT Health Projects = 2,160 hours (28.13% of Total Direct Hours, 35.6% of Risk Based hours)

Total Projects Based on Risk Assessment

Co-sourced IT Projects

Follow-Up Activities

Other Direct Audit Activity

Internal Audit Training Activities

Contingency for Special Requests, Investigations, etc.

University of North Texas System
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2,660 38.27%

0 0.00%

0 0.00%

900 12.95%

30 0.43%

1,150 16.55%
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --
Chief Internal Auditor
Fiscal Year Ending August 31, 2010

Budget Percent of
Projects in Progress Hours Direct Hours

Total Projects In Progress 0 0.00%
Required Projects

Total Required Projects 0 0.00%
System Assigned Projects

0.00%

Total System Assigned Projects 0 0.00%

Projects Based on Risk Assessment
UNT Dallas - Bldg. #2 Construction Contract Review 200

Total Projects Based on Risk Assessment 200 37.17%
Co-sourced IT Projects 0 0.00%
Follow-Up Activities 0 0.00%
Other Direct Audit Activity 100 18.59%
Internal Control Training Activities 100 18.59%
Contingency for Special Requests, Investigations, etc. 138 25.65%
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University of North Texas System
Internal Audit Department
Schedule of Planned Projects and
Detail of Direct Audit Hours --
UNT System Summary
Fiscal Year Ending August 31, 2010

Budget Percent of
Hours Direct Hours

Total Projects In Progress 1,710 8.37%
Total Required Projects 3,130 15.33%
Total System Assigned Projects 1,600 7.84%
Total Projects Based on Risk Assessment 7,360 36.05%
CO-sourced IT Projects 400 1.96%
Follow-Up Activities 600 2.94%
Other Direct Audit Activity 2,200 10.77%
Internal Audit Training Activities 330 1.62%
Contingency for Special Requests, Investigations, etc. 3,088 15.12%
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VIILI. External Audit Services
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University of North Texas — Denton

FY 2008 Billing & Accounting Servicing-Federal Perkins Student Loan
Program, Campus Partners. FY 2008

Outsourced refunding system, HigherOne Inc., 2008.

University of North Texas Compliance Review, First Southwest Management
Inc, 2009.

Accounting Services-Tabulation of points for individuals and teams during
preliminary rounds of moot court, Jim Perry.

University of North Texas Health Science Center

Actuarial Services (plan solvency and rate analysis) for the UNTHealth Self-
Insurance Plan, Fred A. White Company Inc.

TRS UNTHSC Portfolio Compliance Review, First Southwest Asset
Management Inc.

Preparation of Form 1023 Hispanic Wellness Coalition, Hartman, Leito & Bolt
LLP

Review of F&A Accounting Support, Jim Vitale & Associates Inc.

University of North Texas System

e Commercial paper fee and quarterly fee, Moody'’s Investors Service, FY 2007.

e Rating of UNT’'s commercial paper program, Fitch Inc., 2008.

e Rating of UNT’s commercial paper program, Standard & Poor’s, 2008.

e Financial advisor fees and expenses in connection with the increase in the

UNTS Commercial Paper program, First Southwest Company, 2008.

e Annual commercial paper monitoring fee, Moody'’s Investors Service.

e Remarketing fees for commercial paper program, Barclays Capital Inc, 2008.
University of North Texas System Page 105

Annual Internal Audit Report Fiscal Year 2009



IX. Reporting Suspected Fraud and Abuse
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Each entity under UNT System presently references Fraud Reporting under Article IX,
Section 17.05 of the General Appropriations Act, (81 Legislature). The System is
currently working to standardize the location and format of the required reporting,
including referring to the SAO fraud hotline and link to the SAO web page for fraud
reporting. These references correspond to the general fraud reporting requirements, as
well as, ARRA reporting requirements.
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