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Federal Trade Commission
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Offce of the Secretary?:Ro?t; H..:l59
600 Pennsylvania AveI)ue N:W.. 
Washington, DC 580

CO 80908

ORIGINAL

Subject: CoiTeni on the (:ardSys ms Solutions Conserit Order FileNo. 0523148

Dear Go ssioneI:

I am wrting o make RlJ.blic cQmm on the subje TC Order.

First? you' have omitted a highy competent class of professionals from Section n in the fist paragraph on page 5.

Certain state-licensed Professional Engineers (p.E.) are also exceedingly competent to perform the Assessment
Functions contained in this Order. In many cases? Professional Engineers ' skills and education far exceed the
qualifications and rainig of the certifcated-only security persons you have cited. It is recommended that you
add "State,.LicensedPrp.fessional Engineers" to this list.
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very )fIportant element is glanngly missing froin "thir Order. You fail to require CardSystems to report
faiures and breaches! Your reporting requirements specify that CardSystems attest to measures, methods
systems

, p

rsons, e y, u d to i ple otections to prevent future breaches. However? this is no guarantee
that these Mil be compteiely effective. Thusyou rillisffequu-ethat tliey reporrlmmediately any and all failures
and breaches and yog ctive measures taken. You must also require that they notif all consumers affected by
any breach whatsoey i.flnd d cribe in detail the extent of the breach with respect to each consumer. Without
these measqresthePt,blic. ,Wil,not b adequately protected nor armed with the information to deal with the
enormous" costly, time;- pnsumig process to undo the damage such a breach wil cause.

-Third, this:Order fails to require Card Systems to properly notif the consumers afected by this current massive
breach. This is unconscionable. The Judge s reported statement "

...

there was no imediate threat of ireparable
harm to consumers. is absolutely preposterous! The breached inormation itemied in the Complaint and Order
does cause long- rnproblemsand burdens for the affected cons4mers. ; Also, many consumers do not carefully
examine credit card statements every time. A fraudulent charge resulting from CardSystem s actions can easily

be missed. Besides, by the time a fraudulent charge appears the damage has been done where the charge can
only be an indication that much more fraud is underway. Damage is very hard to stop at that point especially 
Social Security Numbers are involved where the effects are not likely to appear in credit card statements anyway.
Immediate consumer notice detailig the extent of the breach is a must.

Respectfully,
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