Cover Letters to Congress

The Honorable Newt Gingrich
Speaker of the House of Representatives
Washington, D.C. 20515

Dear Mr. Speaker:

Submitted herewith, pursuant to the provisions of
5 USC § 552 (e), is the Central Intelligence Agency’s (CIA’s)
report summarizing its administration of the Freedom of
Information Act (FOIA) for calendar year 1996.

Calendar year 1996 was characterized by continued high
numbers of public requests, with litigation and special search
activities impacting on available resources and hence our
processing of requests under the FOIA, the Privacy Act (PA), and
the mandatory declassification review provisions of Executive
Order (EO) 12958. The Agency’s receipt of 6,173 requests is its
second highest total in the last 20 years. It is 9.5 percent
higher than last year, 35 percent higher than five years ago, 99
percent higher than 10 years ago, and 171 percent higher than the
benchmark for the 20 years. Our completion of 5,227 responses,
while fourth highest in the previous 20 years, is nevertheless
slightly less (-4.7 percent) than last year. That said, we are
today completing 30 percent more cases than five years ago, 46
percent more than 10 years ago, and 154 percent more than the
benchmark for the 20 years.

This level of productivity is even more significant when we
consider the additional work from special searches and non-FOIA
litigation where government information is a significant issue.
These additional demands now consume an estimated 25 percent of
our FOIA office’s total personnel resources. This year has seen
in excess of 30 special search taskings originating from various
Congressional, executive, and diplomatic entities. They range in
subject from Gulf War Veterans' Illness (Department of Defense)
to human rights (Intelligence Oversight Board, National Security
Council, and Government of Honduras) to Congressionally-proposed
Intelligence Community reorganization documentation (HPSCI)--all
with very exacting deadlines.

This year has also seen 13 new FOIA/PA civil litigations
(involving 46 separate requests) in addition to 37 ongoing
FOIA/PA civil actions. These range from cases seeking
information on international terrorism (Terry Anderson) to cases
seeking information on historical matters such as asserted CIA
relations with specified foreign nationals. All claims of
exemption from disclosure made by CIA and considered by the
courts this past year were upheld and no adverse opinions were
issued concerning any aspect of CIA performance under the
FOIA/PA. Outside the scope of this letter and report are the



many other non-FOIA litigations which are relevant to our
performance in that they further stretch our limited information
review and release resources to the limit.

A detailed breakdown of the 1996 CIA workload is enclosed at
Tab A and supplemental information, as required, is enclosed at
Tabs B, C, and D.

There are several additional factors of note. First, the
redrafting and refining of our public regulations are complete
and soon will be published in the Code of Federal Regulations.
These regulations address the implementation of wvarious changes
in the law; e.g., EO 12958 and the Electronic FOIA Amendments of
1996. The new regulations reflect our adoption of technology;
i.e., we accept requests via facsimile and will soon provide
electronic release where possible. Moreover, the regulations
were written in a more conversational rather than a traditional
legal style. We believe these revised regulations will be of
significant benefit to the public.

Second, with respect to resources and as was the case in the
previous two years, 1996 was a year of personnel downsizing at
CIA. Despite such pressures, personnel resources devoted to
FOIA, PA, and EO 12958 processing increased to the equivalent of
106 full-time personnel which represents an increase of 11.6
percent and 22.3 percent over 1995 and 1994, respectively. With
regard to the expenditure of funds for personnel, space, and
equipment, 1996 also saw an increase over 1995. Since 1975, we
estimate that CIA has spent $76.8 million in personnel costs for
processing information requests--$47.6 million of that for FOIA
alone.

Third, with respect to the fee provisions of the FOIA, we
note that fees collected represent a very small portion of the
total costs expended. In the past 22 years, the Agency has
collected only $134,791 in fees. When compared with funds
expended for administering FOIA, this continues to represent a
return of less than one-half cent on the dollar.

Because of the fee provisions contained in the Freedom of
Information Reform Act passed in late 1986, the Agency collected
only $4,477.90 in fees in 1996--considerably below the amounts
collected in years preceding 1986. 1In this regard, we would also
note that servicing of requests from foreign citizens and foreign
media at US taxpayer expense is becoming a significant portion of
our costs.

Fourth, we would emphasize that the burgeoning requirements
from the public and the potential for budget reductions are
challenging us to find innovative ways to respond to requesters

and to improve our internal processes. For example, 1997 will
see the delivery of a new computer assisted tool--MORI
(Management of Officially Released Information). MORI will

provide database management of cases, image management of



documents, and ASCII file management to permit full-text search
and retrieval. The final months of 1997 should also see on-line
redaction of documents including automatic compilation of
multiple reviews of individual documents.

Lastly, we believe that MORI also well positions the CIA to
meet and indeed exceed the various requirements of the recent
amendments to the FOIA. Although MORI is a classified system, we
are currently in a design phase for an adjunct system which would
be available to the public over the Internet and which would
contain image and ASCII files for all documents released by the
CIA over the years, not merely those released since November
1996. We will use our best efforts to ensure that the public
system is available by the Congressionally-mandated time.

In sum, we are confident that the individual commitment of
CIA officers responsible for administering the provisions of the
FOIA, PA, and EO, as well as our automation efforts, will
increase accuracy and consistency which, in turn, should improve
our performance in responding to information requests even
further in 1997 and the years to come.

Sincerely,

Richard D. Calder
Deputy Director for Administration

Enclosure:
Report w/Tabs A, B, C, and D

cc: The Honorable Richard Shelby, Chairman
Senate Select Committee on Intelligence

The Honorable J. Robert Kerrey, Vice Chairman
Senate Select Committee on Intelligence

The Honorable Porter Goss, Chairman
House Permanent Select Committee on Intelligence

The Honorable Norman D. Dicks, Ranking Democratic Member
House Permanent Select Committee on Intelligence



The Honorable Albert Gore, Jr.
President of the Senate
Washington, D.C. 20510

Dear Mr. Vice President:

Submitted herewith, pursuant to the provisions of
5 USC § 552 (e), is the Central Intelligence Agency’s (CIA’s)
report summarizing its administration of the Freedom of
Information Act (FOIA) for calendar year 1996.

Calendar year 1996 was characterized by continued high
numbers of public requests, with litigation and special search
activities impacting on available resources and hence our
processing of requests under the FOIA, the Privacy Act (PA), and
the mandatory declassification review provisions of Executive
Order (EO) 12958. The Agency’s receipt of 6,173 requests is its
second highest total in the last 20 years. It is 9.5 percent
higher than last year, 35 percent higher than five years ago, 99
percent higher than 10 years ago, and 171 percent higher than the
benchmark for the 20 years. Our completion of 5,227 responses,
while fourth highest in the previous 20 years, is nevertheless
slightly less (-4.7 percent) than last year. That said, we are
today completing 30 percent more cases than five years ago, 46
percent more than 10 years ago, and 154 percent more than the
benchmark for the 20 years.

This level of productivity is even more significant when we
consider the additional work from special searches and non-FOIA
litigation where government information is a significant issue.
These additional demands now consume an estimated 25 percent of
our FOIA office’s total personnel resources. This year has seen
in excess of 30 special search taskings originating from various
Congressional, executive, and diplomatic entities. They range in
subject from Gulf War Veterans' Illness (Department of Defense)
to human rights (Intelligence Oversight Board, National Security
Council, and Government of Honduras) to Congressionally-proposed
Intelligence Community reorganization documentation (HPSCI)--all
with very exacting deadlines.

This year has also seen 13 new FOIA/PA civil litigations
(involving 46 separate requests) in addition to 37 ongoing
FOIA/PA civil actions. These range from cases seeking
information on international terrorism (Terry Anderson) to
cases seeking information on historical matters such as asserted
CIA relations with specified foreign nationals. All claims of
exemption from disclosure made by CIA and considered by the
courts this past year were upheld and no adverse opinions were
issued concerning any aspect of CIA performance under the
FOIA/PA. Outside the scope of this letter and report are the
many other non-FOIA litigations which are relevant to our



performance in that they further stretch our limited information
review and release resources to the limit.

A detailed breakdown of the 1996 CIA workload is enclosed at
Tab A and supplemental information, as required, is enclosed at
Tabs B, C, and D.

There are several additional factors of note. First, the
redrafting and refining of our public regulations are complete
and soon will be published in the Code of Federal Regulations.
These regulations address the implementation of wvarious changes
in the law; e.g., EO 12958 and the Electronic FOIA Amendments of
1996. The new regulations reflect our adoption of technology;
i.e., we accept requests via facsimile and will soon provide
electronic release where possible. Moreover, the regulations
were written in a more conversational rather than a traditional
legal style. We believe these revised regulations will be of
significant benefit to the public.

Second, with respect to resources and as was the case in the
previous two years, 1996 was a year of personnel downsizing at
CIA. Despite such pressures, personnel resources devoted to
FOIA, PA, and EO 12958 processing increased to the equivalent of
106 full-time personnel which represents an increase of 11.6
percent and 22.3 percent over 1995 and 1994, respectively. With
regard to the expenditure of funds for personnel, space, and
equipment, 1996 also saw an increase over 1995. Since 1975, we
estimate that CIA has spent $76.8 million in personnel costs for
processing information requests--$47.6 million of that for FOIA
alone.

Third, with respect to the fee provisions of the FOIA, we
note that fees collected represent a very small portion of the
total costs expended. In the past 22 years, the Agency has
collected only $134,791 in fees. When compared with funds
expended for administering FOIA, this continues to represent a
return of less than one-half cent on the dollar. Because of the
fee provisions contained in the Freedom of Information Reform Act
passed in late 1986, the Agency collected only $4,477.90 in fees
in 1996--considerably below the amounts collected in years
preceding 1986. In this regard, we would also note that
servicing of requests from foreign citizens and foreign media at
US taxpayer expense is becoming a significant portion of our
costs.

Fourth, we would emphasize that the burgeoning requirements
from the public and the potential for budget reductions are
challenging us to find innovative ways to respond to requesters

and to improve our internal processes. For example, 1997 will
see the delivery of a new computer assisted tool--MORI
(Management of Officially Released Information). MORI will

provide database management of cases, image management of
documents, and ASCII file management to permit full-text search
and retrieval. The final months of 1997 should also see on-line



redaction of documents including automatic compilation of
multiple reviews of individual documents.

Lastly, we believe that MORI also well positions the CIA to
meet and indeed exceed the various requirements of the recent
amendments to the FOIA. Although MORI is a classified system, we
are currently in a design phase for an adjunct system which would
be available to the public over the Internet and which would
contain image and ASCII files for all documents released by the
CIA over the years, not merely those released since November
1996. We will use our best efforts to ensure that the public
system is available by the Congressionally-mandated time.

In sum, we are confident that the individual commitment of
CIA officers responsible for administering the provisions of the
FOIA, PA, and EO, as well as our automation efforts, will
increase accuracy and consistency which, in turn, should improve
our performance in responding to information requests even
further in 1997 and the years to come.

Sincerely,

Richard D. Calder
Deputy Director for Administration

Enclosure:
Report w/Tabs A, B, C, and D

cc: The Honorable Richard Shelby, Chairman
Senate Select Committee on Intelligence

The Honorable J. Robert Kerrey, Vice Chairman
Senate Select Committee on Intelligence

The Honorable Porter Goss, Chairman
House Permanent Select Committee on Intelligence

The Honorable Norman D. Dicks, Ranking Democratic Member
House Permanent Select Committee on Intelligence



FREEDOM OF INFORMATION ACT
ANNUAL REPORT TO THE CONGRESS FOR
THE CALENDAR YEAR 1996

1. Total number of initial determinations not to comply with
requests for records made under subsection 552 (a): 720

In addition to the 720 requests noted above, there were 1,173
other FOIA requests in which the requesters were neither given
access to nor denied the records sought. These requests are not
considered denials, however, inasmuch as the CIA was either
prepared to act upon the request or there proved to be no records
to act upon. These instances included those requests where
searches produced no relevant records (339), where searches
produced only other agency records which were referred for direct
response (11), where the information requested was not related to
the CIA's activities and the requester was referred to another
agency or agencies having cognizance over the records (127),
where the requesters withdrew their request after processing had
commenced but before action on them could be completed (10), and
where requests were canceled by the Agency because of the failure
of requesters to provide requested clarification, identifying
information, privacy releases, or fees or fees commitments (635).
Lastly, in 51 instances, the initial processing was terminated
but the request continued in administrative appeal (16) or
litigation (35) based on our failure to respond within the
statutory deadline. The 1996 workload data are described in
detail at Tab A.

Authority relied upon for each such determination:

(a) Exemptions in 552 (b):

Number of Times
Exemption Invoked (i.e., Requests) Invoked

728
2
773
7

8
25
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(b) Statutes invoked pursuant to Exemption No. 3:




Number of Times
Statutory Citation (i.e., Requests) Invoked

50 USC 403-3(c) (5) 773
and/or 50 USC 403g

(¢) Other authority: None

(d) Denying official for initial reguests:

Lee S. Strickland, Information and Privacy
Coordinator

2. Appeal determinations:

(a) Total number of administrative appeals from adverse initial

decisions received in 1996 made pursuant to subsection (a) (6):
112

(b) Number of all appeals closed in 1996 in which, upon review,

request for information was granted in full: 1

(c¢) Number of all appeals closed in 1996 in which, upon review,

request for information was denied in full: 83

(d) Number of all appeals closed in 1996 in which, upon review,

request was denied in part: 20

Authority relied upon for each such appeal determination:

(a) Exemptions in 552 (b) :

Number of Times

Exemption Invoked (i.e., Appeals) Invoked
(b) (1) 112
(b) (2) 2
(b) (3) 110
(b) (4) 0
(b) (5) 1
(b) (6) 0
(b) (7) 0
(b) (8) 0
(b) (9) 0

(b) Statutes invoked pursuant to Exemption No. 3:

Number of Times
Statutory Citation (i.e., Appeals) Invoked

50 USC 403-3(c) (5) 110
and/or 50 USC 403g



3. Names and titles of those persons who, on appeal, were
responsible for the denial in whole or in part of records
requested and the number of instances of participation of each:

No. of Instances

Name Title of Participation

Information Review 8
Officer for the
Director of Central

Intelligence Area

Dyer, Kathryn TI.

Information Review 26
Officer for the
Directorate of

Intelligence

Flynn, Richard J.

Information Review
Officer for the
Directorate of
Administration

Hatch, Eldon I.

Review 76
the

of Operations

Information
Officer for
Directorate

McNair, William H.

Frasketi,

Wilcox,

4.

Anthony R.

Teresa F.

Information
Officer for
Directorate
Science and

Information
Officer for
Directorate
Science and

Review

the

of
Technology

Review

the

of
Technology

Provide a copy of each court opinion or order giving rise to

a proceeding under subsection

(a) (4

) (F) :

None

Include a report of disciplinary action taken against the

officer or employee who was primarily responsible for improperly
withholding records or an explanation of why disciplinary action
was not taken: Not Applicable

5. Provide a copy of all rules or requlations issued pursuant to

or in implementation of the FOIA (5 USC 552)

Handbook HHB 70-1 submitted with the 1983 report is still
valid but currently under review for update. See Tab B for our



public regulations to be published in the Code of Federal
Regulations.

6. Provide a copy of the fee schedule adopted and the total
amount of fees collected for making records available:

See Tab C for a copy of the fee schedule.

The total amount collected and transmitted for deposit in the
U.S. Treasury during 1996 was $4,477.90

7. Such other information as indicates efforts to administer
fully the FOIA:
(a) Availability of records:

As the CIA does not promulgate materials as described in 5
USC 552 (a) (2) (A)-(C), no new categories have been published.

In the case of each request made pursuant to the FOIA, all
reasonably segregable portions of records are released.

(b) Costs:

A total of 221,364 actual person-hours of labor were devoted
during calendar year 1996 to the processing of FOIA, PA, and
mandatory declassification review requests, appeals, and
litigations. This would equate to approximately 106 full-time
personnel. We estimate the average grade for professional
employees at GS-13/6, and for administrative support employees at
GS-09/6. The funds expended during calendar year 1996 on
personnel salaries and overtime payments would thus amount to
$5.3 million. If fringe benefits such as retirement and
hospitalization are factored in, the total personnel costs come
to $6.4 million. Of this total, approximately $4.3 million was
expended on FOIA.

(c¢) Compliance with time limitations for Agency determinations:

(1) Provide the total number of instances in which it was
necessary to seek a 10-day extension of time: None

The Agency's workload has been such that in almost all
instances the deadlines for responding to requests and appeals
expired prior to our actually working on them. We were seldom in
a position, for that reason, to assert that any of the three
conditions upon which an extension must be based existed. We
have, accordingly, explained the problem to requesters and
appellants and apprised them of their rights under the law.

(11) Provide the total number of instances in which court
appeals were taken on the basis of exhaustion of administrative

10



procedures because the Agency was unable to comply with the request
within the applicable time limits:

Two actions were brought under the FOIA, 33 actions were
brought under the PA, and 35 actions were brought under both the
FOIA and the PA.

(i1i) Provide the total number of instances in which a
court allowed additional time upon a showing of exceptional
circumstances, together with a copy of each court opinion or
order containing such an extension of time:

There were three instances in which courts allowed
additional time upon a showing of exceptional circumstances.
Copies of these orders are attached at Tab D.

(d) Internal Memoranda: None

11



TAB A

CIA PRODUCTION/WORKLOAD
STATISTICS FOR 1996

Workload:

Cases carried over
from 1995
(39.7)

Cases logged
during 1996

(60.3)

Totals

Actions taken:

Granted in full
(52.4)
Granted in part
(15.6)
Denied in full
(9.6)
No records found
(6.5)
No CIA records found
(0.2)
Canceled
635 (12.1)
Withdrawn
(0.2)
Referred elsewhere
127 (2.4)
Early appeal
(0.3)
Early litigation
35 _(0.7)
Totals:
(100.0)

Cases carried over to 1997:

FOIA PA
TOTALS PERCENTAGE
2871 475 714
2300 3220 653
5171 3695 1367
496 2011 233
339 132 342
381 64 56
108 229 2
8 3 0
274 353
8 2 0
126 1
6 10 0
2 33
1748 2838 641
3423 857 726

12

4060

2740

813

501

339

11

10

16

‘O

5227

5006



Change in workload:
+552 +382 +12 +946

* These are requests processed under the mandatory
declassification review provisions of Executive Order 12958.
Most of them are either referrals from the Presidential Libraries
or declassification requests from other Federal agencies.

13



TAB B:

Has been updated to agree with Federal Register / Vol. 62,
No. 115 / Monday, June 16, 1997 / pg. 32479 through 32500

[Billing Code 6310-02-M]

CENTRAL INTELLIGENCE AGENCY

32 CFR Parts 1900, 1901, 1907, 1908, and 1909

Freedom of Information Act; Privacy Act; Executive Order 12958.
AGENCY: Central Intelligence Agency

ACTION: Notice of Interim Rule and Proposed Final Rule

SUMMARY: The Central Intelligence Agency is hereby promulgating
interim rules and soliciting comments prior to adoption of final
rules to implement its obligations under (a) the Freedom of

Information Act, (b) the Privacy Act, and (c) Executive Order
12958 (or successor Orders) provisions relating to (i)

classification challenges by authorized holders, (ii) requests
for mandatory declassification review, and (iii) access by
historical researchers. Public comment is invited during the 40

days following this publication.

DATES: The interim rules for 32 CFR Parts 1907, 1908, and 1909
concerning Executive Order 12958 became effective 14 October
1995. Public comments are solicited for the interim rules for
revised 32 CFR Parts 1900 and 1901, concerning the Freedom of
Information Act and the Privacy Act, respectively, and for 32 CFR
Parts 1907, 1908, and 1909. These rules will be considered final
and effective 40 days after publication in the Federal Register,
unless comments are received which would result in a contrary
determination.

ADDRESS: Comments may be submitted to the Information and
Privacy Coordinator, Central Intelligence Agency, Washington,
D.C. 20505.

FOR FURTHER INFORMATION CONTACT: Lee S. Strickland, Information
and Privacy Coordinator, Central Intelligence Agency, Washington,
D.C. 20505; telephone (703) 613-1287; facsimile (703) 613-3007.
SUPPLEMENTARY INFORMATION:

On 8 December 1987, the CIA published in the Federal

Register the most recent regulations governing public access to
its documents and records and its handling of declassification
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requests. See 32 Code of Federal Regulations (CFR) Chapter XIX
Part 1900. The latest publication of 32 CFR 1901 is included in
the Federal Register Privacy Act Issuances - 1993 Compilation.

This Notice promulgates interim rules and seeks public
comment prior to adoption of a final rule. These rules do not
alter substantially any existing rights of members of the public.
Rather, certain changes were required, in light of changes in the
applicable laws or judicial decisions, in order to clarify
provisions that have proven confusing to requesters and to
improve the processing of requests. 1In addition, the Agency is
pleased to announce that all sections of the regulations have
been rewritten in standard, conversational English. These
revisions should greatly enhance the public’s understanding of
the regulations. The more significant changes are summarized
below and the rules in their entirety are set forth in the
following sections.

In the Part 1900 regulations implementing the Freedom of
Information Act:

(a) all provisions relating to requests under the Executive
Order on classification are removed from Part 1900 and codified
together in new Parts 1907, 1908, and 1909 for greater clarity;

(b) the section entitled "Definitions” is amended to
include additional terms common to the processing of FOIA
requests and to expand the definition of news media to include
foreign media having a substantial impact on the American
public’s understanding of the operations or activities of the
United States Government; see Southam News v. Immigration and
Naturalization Service, 674 F. Supp. 881, 882 (D.D.C. 1987) and
32 CFR 1900.02;

(c) the section now entitled "“Contact for general
information and requests” is amended to indicate that the Agency
will accept facsimile requests and inquiries; see
32 CFR 1900.03;

(d) the subsections relating to fee waivers are amended to
broaden the time a requester may seek a fee waiver or appeal an
initial denial of a fee waiver and to permit the processing of a
request during the pendancy of a request or appeal, provided that
the requester commits to payment of fees in the event of an
adverse decision; see 32 CFR 1900.13(b)-(d);

(e) the subsection relating to our schedule of fees is
amended in part to reflect current costs and to be more
consistent with other federal agencies; personnel costs reflect
current average grades and salaries, reproduction costs reflect
equipment and personnel costs, and computer costs are unchanged
since improvements in capability have generally negated increases
in costs; see 32 CFR 1900.13(9g) ;

15



(f) a new section entitled "“Procedures for information
concerning other persons” is added to reflect the established
guidelines utilized by the Agency in the past to address such
information and to reflect judicial determinations in this
regard; see, e.g., Beck v. Department of Justice, 997 F.2d 1489,
1492-94 (D.C. Cir. 1993), The Nation Magazine v. Department of
State, Civ. No. 92-2303 (D.D.C. 18 August 1995), and 32 CFR
1900.32;

(g) a new section relating to expedited processing is
added; the first subsection concerning requests for expedited
processing prior to 2 October 1997 reflects the established
guidelines adopted and utilized by the Agency in the past to
consider such requests; see 32 CFR 1900.34(b); the second
subsection concerning requests for expedited processing on or
after 2 October 1997 reflects new statutory provisions set
forth in the Electronic Freedom of Information Act Amendments of
1996; see 32 CFR 1900.34(c);

(h) all sections relating to administrative appeals and the
CIA Information Review Committee (IRC) are amended to reflect a
change of name to the Historical Records Policy Board (HRPB) and
a change of membership by inclusion of the Executive Director,
the General Counsel, the Director of Congressional Affairs, the
Director of the Public Affairs Staff, the Director, Center for
the Study of Intelligence, and the Associate Deputy Director for
Administration/ Information Services, or their designees, and a
corresponding deletion of the Inspector General; see 32 CFR
1900.41;

(i) those sections relating to administrative appeals are
also amended to reflect the creation of a new administrative
review body, the Agency Release Panel (ARP), subordinate to the
HRPB, in order to provide an Agency-wide perspective to the
information review and release process and to reduce the time
required for the processing of appeals; see 32 CFR 1900.41 and 32
CFR 1900.44; and

(j) the section now entitled "Right of appeal and appeal
procedures” is amended to provide that appeals are accepted from
requesters who have received a determination that no records were
located; see Oglesby v. Department of the Army, 920 F.2d 57, 67
(D.C. Cir. 1990) and 32 CFR 1900.42(a).

In the Part 1901 regulations implementing the Privacy Act:

(a) the section entitled "Definitions” is amended to
include additional terms common to the processing of Privacy Act
requests and to reflect a redesignation under the Freedom of
Information Reform Act of 1986, Public Law 99-570 § 1802 (b); see
32 CFR 1901.02;

16



(b) the section now entitled "“Contact for general
information and requests” is amended to reflect that Privacy Act
requests with the required identification statement must be filed
in original form by mail, but that subsequent communications and
inquiries will be accepted by facsimile; see 32 CFR 1901.03;

(c) the section now entitled "“Requirements as to form” is
clarified so that it applies clearly to both requests for copies
of records and requests to amend records; see 32 CFR 1901.12;

(d) the section now entitled "“Requirements as to
identification of requester” is clarified for requests concerning
children, broadened to address requests by attorneys on behalf of
clients, and further amended to permit any request to be made
under a penalty of perjury declaration pursuant to 28 U.S.C. §
1746 in addition to the more familiar notarization procedure; see
Summers v. Department of Justice, 999 F.2d 570, 572-73 (D.C. Cir.
1993) and 32 CFR 1901.13;

(e) the section now entitled "“Special procedures for
medical and psychological records” is amended to conform the
release of these types of records to the requester's designated
physician who has agreed to (1) review the records with the
requesting individual, (2) explain the meaning of the records,
and (3) offer counseling designed to temper any adverse reaction;
see Benavides v. Bureau of Prisons, 995 F. 2d 269, 272 (D.C. Cir.
1993) and 32 CFR 1901.31;

(f) a new section entitled "Requests for expedited
processing” is added to reflect the established guidelines
adopted and utilized by the Agency in the past to consider such
requests; see 32 CFR 1901.32;

(g) all sections relating to administrative appeals and the
CIA Information Review Committee (IRC) are amended to reflect a
change of name to the Historical Records Policy Board (HRPB) and
a change of membership by inclusion of the Executive Director,
the General Counsel, the Director of Congressional Affairs, the
Director of the Public Affairs Staff, the Director, Center for
the Study of Intelligence, and the Associate Deputy Director for
Administration/ Information Services, or their designees, and a
corresponding deletion of the Inspector General; see 32 CFR
1901.41 through 32 CFR 1901.45;

(h) those sections relating to administrative appeals are
also amended to reflect the creation of a new administrative
review body, the Agency Release Panel (ARP), subordinate to the
HRPB, in order to provide an Agency-wide perspective to the
information review and release process and to reduce the time
required for the processing of appeals; see 32 CFR 1901.41
through 32 CFR 1901.45;

(i) the section now entitled "“Limitations on disclosure” is
amended to regulate disclosures not only to another person but

17



also to another federal agency or other authorized entity; see 32
CFR § 1901.51;

(j) the section entitled "“Criminal penalties” is amended to
authorize the Coordinator and the Inspector General to conduct
surveys to ensure that no records or file systems are maintained
in contravention of the Privacy Act; see 32 CFR § 1901.52;

(k) the sections entitled "“Purpose and authority” and
"General exemptions” are amended to add new subsections to
implement § 17 of the CIA Act of 1949, as amended, 50 U.S.C. §
403g(e) (3) which provides a general exemption for the identity of
individuals providing information to the Inspector General of the
CIA; see 32 CFR 1901.61(d) and 32 CFR 1901.62(d) (3); and

(1) all sections relating to exemptions are now grouped
together for convenience and clarity; see 32 CFR 1901.62.

In the new Part 1907 regulations implementing the
§ 1.9 “Classification Challenges” Provisions of Executive Order
12958:

This new Part is intended to implement the provisions of §

1.9 of Executive Order (E.O.) 12958 which permits authorized
holders of classified information to challenge the classified
status of that information. This provision and these regulations
confer no rights upon members of the general public who shall
continue to request reviews of classification under the Mandatory
Declassification Review provisions set forth at § 3.6 of E.O.
12958 and at 32 CFR 1908.

In the new Part 1908 regulations implementing the § 3.6
“Mandatory Declassification Review” provisions of Executive Order
12958:

This new Part is intended to implement the provisions of §
3.6 of Executive Order (E.O.) 12958 which permits members of the
public to request a declassification review of any information
classified under this or predecessor orders. While substantially
similar to the regulations implementing this provision in prior
Orders, it does include new sections addressing the right of
appeal to the new Interagency Security Classification Appeals
Panel which was established pursuant to § 5.4 of E.O. 12958.
This Executive Order provision and these regulations do not
create any right or benefit, substantive or procedural,
enforceable at law by a party against the United States, its
agencies, officers, or employees.

Lastly, in the new Part 1909 regulations implementing the §
4.5 “Access by Historical Researchers and Former Presidential
Appointees” provision of Executive Order 12958:

This new Part is intended to implement the provisions of §
4.5 of Executive Order (E.O.) 12958 which provides a waiver of
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the need-to-know principle in limited circumstances for
historical researchers and former Presidential appointees. These
rules are substantially similar to those implementing this
provision in prior Orders. These rules do not create any right
or benefit, substantive or procedural, enforceable at law by a
party against the United States, its agencies, officers, or
employees. The decision of the Agency in this regard is final.

List of Subjects in 32 CFR Parts 1900, 1901, 1907, 1908, and
19009:

Central Intelligence Agency
Freedom of Information Act
Privacy Act

Executive Order on Classification
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For the reasons set forth herein, the CIA hereby promulgates
the following interim rules and proposes to adopt same subsequent
to public comment and consideration.

Dated:

Richard D. Calder
Deputy Director for Administration
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§ 19500.0 GENERAL

§ 1900.01 Authority and purpose.

This CFR Part is issued under the authority of and in order
to implement the Freedom of Information Act (FOIA), as amended (5
U.S.C. 8 552); the CIA Information Act of 1984 (50 U.S.C. § 431);
§ 102 of the National Security Act of 1947, as amended (50 U.S.C.
§ 403); and § 6 of the Central Intelligence Agency Act of 1949,
as amended (50 U.S.C. § 403g). It prescribes procedures for:

(a) requesting information on available CIA records, or the
CIA administration of the FOIA, or estimates of fees that may
become due as a result of a request;

(b) requesting records pursuant to the FOIA; and

(c) filing an administrative appeal of an initial adverse
decision under the FOIA.

§ 1900.02 Definitions.

For purposes of this CFR Part, the following terms have the
meanings indicated:

(a) "Agency” or "“CIA” means the United States Central
Intelligence Agency acting through the CIA Information and
Privacy Coordinator;

(b) "days" means calendar days when the Agency is operating
and specifically excludes Saturdays, Sundays, and legal public
holidays. Three (3) days may be added to any time limit imposed
on a requester by this CFR Part if responding by U.S. domestic
mail; ten (10) days may be added if responding by international
mail;

(c) M"control" means ownership or the authority of the CIA
pursuant to federal statute or privilege to regulate official or
public access to records;

(d) “"Coordinator” means the CIA Information and Privacy
Coordinator who serves as the Agency manager of the information
review and release program instituted under the Freedom of
Information Act;

(e) ™“direct costs” means those expenditures which an agency

actually incurs in the processing of a FOIA request; it does not
include overhead factors such as space; it does include:
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(1) T"“pages” means paper copies of standard office size
or the dollar value equivalent in other media;

(2) “reproduction” means generation of a copy of a
requested record in a form appropriate for release;

(3) T"“review” means all time expended in examining a
record to determine whether any portion must be withheld pursuant
to law and in effecting any required deletions but excludes
personnel hours expended in resolving general legal or policy
issues; it also means personnel hours of professional time;

(4) T“search” means all time expended in looking for
and retrieving material that may be responsive to a request
utilizing available paper and electronic indices and finding
alds; it also means personnel hours of professional time or the
dollar value equivalent in computer searches;

(f)  T“expression of interest” means a written communication
submitted by a member of the public requesting information on or
concerning the FOIA program and/or the availability of documents
from the CIA;

(9) “federal agency” means any executive department,
military department, or other establishment or entity included in
the definition of agency in 5 U.S.C. 8552 (f);

(h) ™“fees” means those direct costs which may be assessed a
requester considering the categories established by the FOIA;
requesters should submit information to assist the Agency in
determining the proper fee category and the Agency may draw
reasonable inferences from the identity and activities of the
requester in making such determinations; the fee categories
include:

(1) “commercial” means a request in which the
disclosure sought is primarily in the commercial interest of the
requester and which furthers such commercial, trade, income or
profit interests;

(2) “non-commercial educational or scientific
institution” means a request from an accredited United States
educational institution at any academic level or institution
engaged in research concerning the social, biological, or
physical sciences or an instructor or researcher or member of
such institutions; it also means that the information will be
used in a specific scholarly or analytical work, will contribute
to the advancement of public knowledge, and will be disseminated
to the general public;

(3) “representative of the news media” means a request

from an individual actively gathering news for an entity that is
organized and operated to publish and broadcast news to the
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American public and pursuant to their news dissemination function
and not their commercial interests; the term "“news” means
information which concerns current events, would be of current
interest to the general public, would enhance the public
understanding of the operations or activities of the U.S.
Government, and is in fact disseminated to a significant element
of the public at minimal cost; freelance journalists are included
in this definition if they can demonstrate a solid basis for
expecting publication through such an organization, even though
not actually employed by it; a publication contract or prior
publication record is relevant to such status;

(4) “all other” means a request from an individual not
within categories (1), (2), or (3) immediately above;
(1) “Freedom of Information Act” or "“FOIA” means the

statutes as codified at 5 U.S.C. §552;

(j) M"interested party" means any official in the executive,
military, congressional, or judicial branches of government,
United States or foreign, or U.S. Government contractor who, in
the sole discretion of the CIA, has a subject matter or physical
interest in the documents or information at issue;

(k) "originator" means the U.S. Government official who
originated the document at issue or successor in office or such
official who has been delegated release or declassification
authority pursuant to law;

(1) “potential requester” means a person, organization, or
other entity who submits an expression of interest;

(m) “reasonably described records” means a description of a
document (record) by unique identification number or descriptive
terms which permit an Agency employee to locate documents with
reasonable effort given existing indices and finding aids;

(n) “records” or "“agency records” means all documents,
irrespective of physical or electronic form, made or received by
the CIA in pursuance of federal law or in connection with the
transaction of public business and appropriate for preservation
by the CIA as evidence of the organization, functions, policies,
decisions, procedures, operations, or other activities of the CIA
or because of the informational value of the data contained
therein; it does not include:

(1) “books, newspapers, magazines, journals, magnetic
or printed transcripts of electronic broadcasts, or similar
public sector materials” acquired generally and/or maintained for
library or reference purposes; to the extent that such materials
are incorporated into any form of analysis or otherwise
distributed or published by the Agency, they are fully subject to
the disclosure provisions of the FOIA;
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(2) “index, filing, or museum documents” made or
acquired and preserved solely for reference, indexing, filing, or
exhibition purposes; and

(3) “routing and transmittal sheets and notes and
filing or destruction notes” which do not also include
information, comment, or statements of substance;

(o) “responsive records” means those documents (i.e.,
records) which the Agency has determined to be within the scope
of a FOIA request.

§ 1900.03 Contact for general information and requests.

For general information on this CFR Part, to inguire about
the FOIA program at CIA, or to file a FOIA request (or expression
of interest), please direct your communication in writing to the
Information and Privacy Coordinator, Central Intelligence Agency,
Washington, D.C. 20505. Such inguiries will also be accepted by
facsimile at (703) 613-3007. For general information or status
information on pending cases only, the telephone number is (703)
613-1287. Collect calls cannot be accepted.

§ 1900.04 Suggestions and complaints.

The Agency welcomes suggestions or complaints with regard to
its administration of the Freedom of Information Act. Many
requesters will receive pre-paid, customer satisfaction survey
cards. Letters of suggestion or complaint should identify the
specific purpose and the issues for consideration. The Agency
will respond to all substantive communications and take such
actions as determined feasible and appropriate.

§ 1900.1 FILING OF FOIA REQUESTS

§ 1900.11 Preliminary Information.

Members of the public shall address all communications to
the CIA Coordinator as specified at 32 CFR 1900.03 and clearly
delineate the communication as a request under the Freedom of
Information Act and this regulation. CIA employees receiving a
communication in the nature of a FOIA request shall expeditiously
forward same to the Coordinator. Requests and appeals on
requests, referrals, or coordinations received from members of
the public who owe outstanding fees for information services at
this or other federal agencies will not be accepted and action on
all pending requests shall be terminated in such circumstances.
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§ 1900.12 Requirements as to form and content.

(a) Required information. No particular form is required.
A request need only reasonably describe the records of interest.
This means that documents must be described sufficiently to
enable a professional employee familiar with the subject to
locate the documents with a reasonable effort. Commonly this
equates to a requirement that the documents must be locatable
through the indexing of our various systems. Extremely broad or
vague requests or requests requiring research do not satisfy this
requirement.

(b) Additional information for fee determination. In
addition, a requester should provide sufficient personal
identifying information to allow us to determine the appropriate
fee category. A requester should also provide an agreement to
pay all applicable fees or fees not to exceed a certain amount or
request a fee waiver.

(c) Otherwise. Communications which do not meet these
requirements will be considered an expression of interest and the
Agency will work with, and offer suggestions to, the potential
requester in order to define a request properly.

§ 1900.13 Fees for record services.

(a) In general. Search, review, and reproduction fees will
be charged in accordance with the provisions below relating to
schedule, limitations, and category of requester. Applicable
fees will be due even if our search locates no responsive records
or some or all of the responsive records must be denied under one
or more of the exemptions of the Freedom of Information Act.

(b) Fee waiver requests. Records will be furnished without
charge or at a reduced rate whenever the Agency determines:

(1) that, as a matter of administrative discretion,
the interest of the United States Government would be served, or

(2) that it is in the public interest because it is
likely to contribute significantly to the public understanding of
the operations or activities of the United States Government and
is not primarily in the commercial interest of the requester; the
Agency shall consider the following factors when making this
determination:

(i) whether the subject of the request concerns

the operations or activities of the United States Government;
and, 1if so,
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(ii) whether the disclosure of the requested
documents is likely to contribute to an understanding of United
States Government operations or activities; and, if so,

(iii) whether the disclosure of the requested
documents will contribute to public understanding of United
States Government operations or activities; and, if so,

(iv) whether the disclosure of the requested
documents is likely to contribute significantly to public
understanding of United States Government operations and
activities; and

(v) whether the requester has a commercial
interest that would be furthered by the requested disclosure;
and, i1f so,

(vi) whether the disclosure is primarily in the
commercial interest of the requester.

(c) Fee waiver appeals. Denials of requests for fee
waivers or reductions may be appealed to the Chair of the Agency
Release Panel via the Coordinator. A requester is encouraged to
provide any explanation or argument as to how his or her request
satisfies the statutory requirement set forth above.

(d) Time for fee waiver requests and appeals. It is
suggested that such requests and appeals be made and resolved
prior to the initiation of processing and the incurring of costs.
However, fee waiver requests will be accepted at any time prior
to the release of documents or the completion of a case, and fee
waiver appeals within forty-five (45) days of our initial
decision subject to the following condition: if processing has
been initiated, then the requester must agree to be responsible
for costs in the event of an adverse administrative or judicial
decision.

(e) Agreement to pay fees. In order to protect requesters
from large and/or unanticipated charges, the Agency will request
specific commitment when it estimates that fees will exceed
$100.00. The Agency will hold in abeyance for forty-five (45)
days requests requiring such agreement and will thereafter deem
the request closed. This action, of course, would not prevent an
individual from refiling his or her FOIA request with a fee
commitment at a subsequent date.

(f) Deposits. The Agency may require an advance deposit of
up to 100 percent of the estimated fees (1) when fees may exceed
$250.00 and the requester has no history of payment, or (2) when,
for fees of any amount, there is evidence that the requester may
not pay the fees which would be accrued by processing the
request. The Agency will hold in abeyance for forty-five (45)
days those requests where deposits have been requested.
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(g) Schedule of fees.
(1) In general. The schedule of fees for services
performed in responding to requests for records is established as
follows:

Personnel search and review

Clerical/Technical guarter hour S 5.00
Professional/Supervisory guarter hour 10.00
Manager/Senior Professional quarter hour 18.00

Computer search and production

Search (on-line) flat rate 10.00
Search (off-line) flat rate 30.00
Other activity per minute 10.00
Tapes (mainframe cassette) each 9.00
Tapes (mainframe cartridge) each 9.00
Tapes (mainframe reel) each 20.00
Tapes (PC 9mm) each 25.00
Diskette (3.5") each 4.00
CD (bulk recorded) each 10.00
CD (recordable) each 20.00
Telecommunications per minute .50
Paper (mainframe printer) per page .10
Paper (PC b&w laser printer) per page .10
Paper (PC color printer) per page 1.00

Paper production

Photocopy (standard or legal) per page .10
Microfiche per frame .20
Pre-printed (if available) per 100 pages 5.00
Published (if available) per item NTIS

(2) Application of schedule. Personnel search time
includes time expended in either manual paper records searches,
indices searches, review of computer search results for
relevance, personal computer system searches, and various
reproduction services. In any event where the actual cost to the
Agency of a particular item is less than the above schedule
(e.g., a large production run of a document resulted in a cost
less than $5.00 per hundred pages), then the actual lesser cost
will be charged. Items published and available at the National
Technical Information Service (NTIS) are also available from CIA
pursuant to this CFR Part at the NTIS price as authorized by
statute.

(3) Other services. For all other types of output,
production, or reproduction (e.g., photographs, maps, or
published reports), actual cost or amounts authorized by statute.
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Determinations of actual cost shall include the commercial cost
of the media, the personnel time expended in making the item to
be released, and an allocated cost of the equipment used in
making the item, or, if the production is effected by a
commercial service, then that charge shall be deemed the actual
cost for purposes of this CFR Part.

(h) Limitations on collection of fees.

(1) In general. No fees will be charged if the cost
of collecting the fee is equal to or greater than the fee itself.
That cost includes the administrative costs to the Agency of
billing, receiving, recording, and processing the fee for deposit
to the Treasury Department and, as of the date of these
regulations, is deemed to be $10.00.

(2) Requests for personal information. No fees will
be charged for requesters seeking records about themselves under
the FOIA; such requests are processed in accordance with both the
FOIA and the Privacy Act in order to ensure the maximum
disclosure without charge.

(i) Fee categories. There are four categories of FOIA
requesters for fee purposes: "commercial use" requesters,
"educational and non-commercial scientific institution"
requesters, "representatives of the news media" requesters, and
"all other" requesters. The categories are defined in
§ 1900.02, and applicable fees, which are the same in two of the
categories, will be assessed as follows:

(1) "commercial use" requesters: charges which
recover the full direct costs of searching for, reviewing, and
duplicating responsive records (if any);

(2) "educational and non-commercial scientific
institution" requesters as well as "representatives of the news
media" requesters: only charges for reproduction beyond the
first 100 pages;

(3) "all other" requesters: charges which recover the
full direct cost of searching for and reproducing responsive
records (if any) beyond the first 100 pages of reproduction and
the first two hours of search time which will be furnished
without charge.

(j) Associated requests. A requester or associated
requesters may not file a series of multiple requests, which are
merely discrete subdivisions of the information actually sought
for the purpose of avoiding or reducing applicable fees. 1In such
instances, the Agency may aggregate the requests and charge the
applicable fees.

§ 1900.14 Fee estimates (pre-request option).
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In order to avoid unanticipated or potentially large fees, a
requester may submit a request for a fee estimate. The Agency
will endeavor within ten (10) days to provide an accurate
estimate, and, i1f a request is thereafter submitted, the Agency
will not accrue or charge fees in excess of our estimate without
the specific permission of the requester. Effective 2 October
1997, the ten (10) day provision is modified to twenty (20) days
pursuant to the Electronic Freedom of Information Act Amendments
of 199e6.

§ 1900.2 CIA ACTION ON FOIA REQUESTS

§ 1900.21 Processing of requests for records.

(a) In general. Requests meeting the requirements of
§§ 1900.11 through 1900.13 shall be accepted as formal requests
and processed under the Freedom of Information Act, 5 U.S.C. §
552, and these regulations. Upon receipt, the Agency shall
within ten (10) days record each request, acknowledge receipt to
the requester in writing, and thereafter effect the necessary
taskings to the CIA components reasonably believed to hold
responsive records. Effective 2 October 1997, the ten (10) day
provision is modified to twenty (20) days pursuant to the
Electronic Freedom of Information Act Amendments of 1996.

(b) Database of "“officially released information.” As an
alternative to extensive tasking and as an accommodation to many
requesters, the Agency maintains a database of “officially
released information” which contains copies of documents released
by this Agency. Searches of this database, containing currently
in excess of 500,000 pages, can be accomplished expeditiously.
Moreover, requests that are specific and well-focused will often
incur minimal, if any, costs. Requesters interested in this
means of access should so indicate in their correspondence.
Effective 1 November 1997 and consistent with the mandate of the
Electronic Freedom of Information Act Amendments of 1996, on- the
public. Detailed information regarding such access will line
electronic access to these records will be available to be
available at that time from the point of contact specified in §
1900.03.

(c) Effect of certain exemptions. In processing a request,
the Agency shall decline to confirm or deny the existence or
nonexistence of any responsive records whenever the fact of their
existence or nonexistence is itself classified under Executive
Order 12958 or revealing of intelligence sources and methods
protected pursuant to
§ 103 (c) (5) of the National Security Act of 1947. 1In such
circumstances, the Agency, in the form of a final written
response, shall so inform the requester and advise of his or her
right to an administrative appeal.
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(d) Time for response. The Agency will utilize every
effort to determine within the statutory guideline of ten (10)
days after receipt of an initial request whether to comply with
such a request. However, the current volume of requests require
that the Agency seek additional time from a requester pursuant to
32 CFR 1900.33. 1In such event, the Agency will inform the
requester in writing and further advise of his or her right to
file an administrative appeal of any adverse determination.
Effective 2 October 1997, the ten (10) day provision is modified
to twenty (20) days pursuant to the Electronic Freedom of
Information Act Amendments of 1996.

§ 1900.22 Action and determination(s) by originator(s) or any
interested party.

(a) Initial action for access. CIA components tasked
pursuant to a FOIA request shall search all relevant record
systems within their cognizance which have not been excepted from
search by the provisions of the CIA Information Act of 1984.

They shall:

(1) determine whether a record exists;

(2) determine whether and to what extent any FOIA
exemptions apply;

(3) approve the disclosure of all non-exempt records
or portions of records for which they are the originator; and

(4) forward to the Coordinator all records approved
for release or necessary for coordination with or referral to
another originator or interested party.

In making these decisions, the CIA component officers shall be
guided by the applicable law as well as the procedures specified
at 32 CFR 1900.31 and 32 CFR 1900.32 regarding confidential
commercial information and personal information (about persons
other than the requester).

(b) Referrals and coordinations. As applicable and within
ten (10) days of receipt by the Coordinator, any CIA records
containing information originated by other CIA components shall
be forwarded to those entities for action in accordance with
subsection (a) of this section and return. Records originated by
other federal agencies or CIA records containing other federal
agency information shall be forwarded to such agencies within ten
(10) days of our completion of initial action in the case for
action under their regulations and direct response to the
requester (for other agency records) or return to the CIA (for
CIA records). Effective 2 October 1997, the ten (10) day
provision is modified to twenty (20) days pursuant to the
Electronic Freedom of Information Act Amendments of 1996.
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§ 1900.23 Payment of fees, notification of decision, and right of
appeal.

(a) Fees in general. Fees collected under this CFR Part do
not accrue to the Central Intelligence Agency and shall be
deposited immediately to the general account of the United States
Treasury.

(b) Notification of decision. Upon completion of all
required review and the receipt of accrued fees (or promise to
pay such fees), the Agency will promptly inform the requester in
writing of those records or portions of records which may be
released and which must be denied. With respect to the former,
the Agency will provide copies; with respect to the latter, the
Agency shall explain the reasons for the denial, identify the
person(s) responsible for such decisions by name and title, and
give notice of a right of administrative appeal.

(c) Availability of reading room. As an alternative to
receiving records by mail, a requester may arrange to inspect the
records deemed releasable at a CIA “reading room” in the
metropolitan Washington, D.C. area. Access will be granted after
applicable and accrued fees have been paid. Requests to review
or browse documents in our database of “officially released
records” will also be honored in this manner to the extent that
paper copies or electronic copies in unclassified computer
systems exist. All such requests shall be in writing and
addressed pursuant to 32 CFR 1900.03. The records will be
available at such times as mutually agreed but not less than
three (3) days from our receipt of a request. The requester will
be responsible for reproduction charges for any copies of records
desired.

§ 1900.3 ADDITIONAL ADMINISTRATIVE MATTERS

§ 1900.31 Procedures for business information.

(a) In general. Business information obtained by the
Central Intelligence Agency by a submitter shall not be disclosed
pursuant to a Freedom of Information Act request except in
accordance with this section. For purposes of this section, the
following definitions apply:

(1) “"Business information” means commercial or
financial information in which a legal entity has a recognized
property interest;

(2) ™“Confidential commercial information” means such
business information provided to the United States Government by
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a submitter which is reasonably believed to contain information
exempt from release under exemption (b) (4) of the Freedom of
Information Act, 5 U.S.C. § 552, because disclosure could
reasonably be expected to cause substantial competitive harm;

(3) “Submitter” means any person or entity who
provides confidential commercial information to the United States
Government; it includes, but is not limited to, corporations,
businesses (however organized), state governments, and foreign
governments; and

(b) Designation of confidential commercial information. A
submitter of business information will use good-faith efforts to
designate, by appropriate markings, either at the time of
submission or at a reasonable time thereafter, any portions of
its submission that it considers to be confidential commercial
information and hence protected from required disclosure pursuant
to exemption (b) (4). Such designations shall expire ten (10)
yvears after the date of the submission unless the submitter
requests, and provides justification for, a longer designation
period.

(c) Process in event of FOIA request.

(1) Notice to submitters. The Agency shall provide a
submitter with prompt written notice of receipt of a Freedom of
Information Act request encompassing business information
whenever: (i) the submitter has in good faith designated the
information as confidential commercial information, or (ii) the
Agency believes that disclosure of the information could
reasonably be expected to cause substantial competitive harm, and
(1iii) the information was submitted within the last ten (10)
years unless the submitter requested and provided acceptable
justification for a specific notice period of greater duration.

(2) Form of notice. This notice shall either describe
the exact nature of the confidential commercial information at
issue or provide copies of the responsive records containing such
information.

(3) Response by submitter. Within seven (7) days of
the above notice, all claims of confidentiality by a submitter
must be supported by a detailed statement of any objection to
disclosure. Such statement shall:

(i) specify that the information has not been
disclosed to the public;

(ii) explain why the information is contended to
be a trade secret or confidential commercial information;

(iii) explain how the information is capable of
competitive damage if disclosed;
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(iv) state that the submitter will provide the
Agency and the Department of Justice with such litigation defense
as requested; and

(v) Dbe certified by an officer authorized to
legally bind the corporation or similar entity.

It should be noted that information provided by a submitter
pursuant to this provision may itself be subject to disclosure
under the FOIA.

(4) Decision and notice of intent to disclose. The
Agency shall consider carefully a submitter's objections and
specific grounds for nondisclosure prior to its final
determination. If the Agency decides to disclose a document over
the objection of a submitter, the Agency shall provide the
submitter a written notice which shall include:

(i) a statement of the reasons for which the
submitter's disclosure objections were not sustained;

(ii) a description of the information to be
disclosed; and

(iii) a specified disclosure date which is seven
(7) days after the date of the instant notice.

When notice is given to a submitter under this section, the
Agency shall also notify the requester and, if the Agency
notifies a submitter that it intends to disclose information,
then the requester shall be notified also and given the proposed
date for disclosure.

(5) Notice of FOIA lawsuit. If a requester initiates
a civil action seeking to compel disclosure of information
asserted to be within the scope of this section, the Agency shall
promptly notify the submitter. The submitter, as specified
above, shall provide such litigation assistance as required by
the Agency and the Department of Justice.

(6) Exceptions to notice requirement. The notice
requirements of this section shall not apply if the Agency
determines that:

(i) the information should not be disclosed in
light of other FOIA exemptions;

(ii) the information has been published lawfully
or has been officially made available to the public;

(iii) the disclosure of the information is
otherwise required by law or federal regulation; or
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(iv) the designation made by the submitter under
this section appears frivolous, except that, in such a case, the
Agency will, within a reasonable time prior to the specified
disclosure date, give the submitter written notice of any final
decision to disclose the information.

§ 1900.32 Procedures for information concerning other persons.

(a) In general. Personal information concerning
individuals other than the requester shall not be disclosed under
the Freedom of Information Act if the proposed release would
constitute a clearly unwarranted invasion of personal privacy.
See 5 U.S.C. § 552 (b) (6). For purposes of this section, the
following definitions apply:

(1) “personal information” means any information about
an individual that is not a matter of public record, or easily
discernible to the public, or protected from disclosure because
of the implications that arise from Government possession of such
information.

(2) "public interest” means the public interest in
understanding the operations and activities of the United States
Government and not simply any matter which might be of general
interest to the requester or members of the public.

(b) Determination to be made. In making the required
determination under this section and pursuant to exemption (b) (6)
of the FOIA, the Agency will balance the privacy interests that
would be compromised by disclosure against the public interest in
release of the requested information.

(c) Otherwise. A requester seeking information on a third
person is encouraged to provide a signed affidavit or declaration
from the third person waiving all or some of their privacy
rights. However, all such waivers shall be narrowly construed
and the Coordinator, in the exercise of his discretion and
administrative authority, may seek clarification from the third
party prior to any or all releases.

§ 1900.33 Allocation of resources; agreed extensions of time.

(a) In general. Agency components shall devote such
personnel and other resources to the responsibilities imposed by
the Freedom of Information Act as may be appropriate and

reasonable considering:

(1) the totality of resources available to the
component,

(2) the business demands imposed on the component by
the Director of Central Intelligence or otherwise by law,
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(3) the information review and release demands imposed
by the Congress or other governmental authority, and

(4) the rights of all members of the public under the
various information review and disclosure laws.

(b) Discharge of FOIA responsibilities. Components shall
exercise due diligence in their responsibilities under the FOIA
and must allocate a reasonable level of resources to requests
under the Act in a strictly “first-in, first-out” basis and
utilizing two or more processing queues to ensure that smaller as
well as larger (i.e., project) cases receive equitable attention.
The Information and Privacy Coordinator is responsible for
management of the Agency-wide program defined by this Part and
for establishing priorities for cases consistent with established
law. The Director, Information Management through the Agency
Release Panel shall provide policy and resource direction as
necessary and render decisions on administrative appeals.

(c) Requests for extension of time. When the Agency is
unable to meet the statutory time requirements of the FOIA, it
will inform the requester that the request cannot be processed
within the statutory time limits, provide an opportunity for the
requester to limit the scope of the request so that it can be
processed within the statutory time limits, or arrange with the
requester an agreed upon time frame for processing the request,
or determine that exceptional circumstances mandate additional
time. In such instances the Agency will, however, inform a
requester of his or her right to decline our request and proceed
with an administrative appeal or judicial review as appropriate.
Effective 2 October 1997, the definition of exceptional
circumstances is modified per § 552 (a) (6) (C) of the Freedom of
Information Act, as amended.

§ 1900.34 Requests for expedited processing.

(a) In general. All requests will be handled in the order
received on a strictly "first-in, first-out" basis. Exceptions
to this rule will only be made in accordance with the following
procedures. In all circumstances, however, and consistent with
established judicial precedent, requests more properly the scope
of requests under the Federal Rules of Civil or Criminal
Procedure (or other federal, state, or foreign judicial or quasi-
judicial rules) will not be granted expedited processing under
this or related (e.g., Privacy Act) provisions unless expressly
ordered by a federal court of competent jurisdiction.

(b) Procedure prior to 2 October 1997. Requests for

expedited processing shall be granted only in circumstances that
the Agency deems to be exceptional. In making this
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determination, the Agency shall consider and must decide in the
affirmative on all of the following factors:

(1) that there is a genuine need for the specific
requested records; and

(2) that the personal need is exceptional; and

(3) that there are no alternative forums for the
records or information sought; and

(4) that it is reasonably believed that substantive
records relevant to the stated needs may exist and be deemed
releasable.

In sum, requests shall be considered for expedited processing
only when health, humanitarian, or due process considerations
involving possible deprivation of life or liberty create
circumstances of exceptional urgency and extraordinary need.

(c) Procedure on or after 2 October 1997. Requests for
expedited processing will be approved only when a compelling need
is established to the satisfaction of the Agency. A requester
may make such a request with a certification of “compelling need”
and, within ten (10) days of receipt, the Agency will decide
whether to grant expedited processing and will notify the
requester of its decision. The certification shall set forth
with specificity the relevant facts upon which the requester
relies and it appears to the Agency that substantive records
relevant to the stated needs may exist and be deemed releasable.
A “compelling need” is deemed to exist:

(1) when the matter involves an imminent threat to the
life or physical safety of an individual; or

(2) when the request is made by a person primarily
engaged in disseminating information and the information is
relevant to a subject of public urgency concerning an actual or
alleged Federal government activity.

§ 1900.4 CIA ACTION ON FOIA ADMINISTRATIVE APPEALS

§ 1900.41 Establishment of appeals structure.

(a) In general. Two administrative entities have been
established by the Director of Central Intelligence to facilitate
the processing of administrative appeals under the Freedom of
Information Act. Their membership, authority, and rules of
procedure are as follows.

(b) Historical Records Policy Board (“HRPB” or "“Board”).
This Board, the successor to the CIA Information Review
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Committee, acts as the senior corporate board in the CIA on all
matters of information review and release.

(1) Membership. The HRPB is composed of the Executive
Director, who serves as its Chair, the Deputy Director for
Administration, the Deputy Director for Intelligence, the Deputy
Director for Operations, the Deputy Director for Science and
Technology, the General Counsel, the Director of Congressional
Affairs, the Director of the Public Affairs Staff, the Director,
Center for the Study of Intelligence, and the Associate Deputy
Director for Administration/Information Services, or their
designees.

(2) Authorities and activities. The HRPB, by majority
vote, may delegate to one or more of its members the authority to
act on any appeal or other matter or authorize the Chair to
delegate such authority, as long as such delegation is not to the
same individual or body who made the initial denial. The
Executive Secretary of the HRPB is the Director, Information
Management. The Chair may request interested parties to
participate when special equities or expertise are involved.

(c) Agency Release Panel ("ARP” or "“Panel”). The HRPB,
pursuant to its delegation of authority, has established a
subordinate Agency Release Panel.

(1) Membership. The ARP is composed of the Director,
Information Management, who serves as its Chair; the Information
Review Officers from the Directorates of Administration,
Intelligence, Operations, Science and Technology, and the
Director of Central Intelligence Area; the CIA Information and
Privacy Coordinator; the Chief, Historical Review Group; the
Chair, Publications Review Board; the Chief, Records
Declassification Program; and representatives from the Office of
General Counsel, the Office of Congressional Affairs, and the
Public Affairs Staff.

(2) Authorities and activities. The Panel shall meet
on a regular schedule and may take action when a simple majority
of the total membership is present. The Panel shall advise and
assist the HRPB on all information release issues, monitor the
adequacy and timeliness of Agency releases, set component search
and review priorities, review adequacy of resources available to
and planning for all Agency release programsg, and perform such
other functions as deemed necessary by the Board. The
Information and Privacy Coordinator also serves as Executive
Secretary of the Panel. The Chair may request interested parties
to participate when special equities or expertise are involved.
The Panel, functioning as a committee of the whole or through
individual members, will make final Agency decisions from appeals
of initial adverse decisions under the Freedom of Information Act
and such other information release decisions made under 32 CFR
Parts 1901, 1907, and 1908. 1Issues shall be decided by a
majority of members present; in all cases of a divided vote, any
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member of the ARP then present may refer such matter to the HRPB
by written memorandum to the Executive Secretary of the HRPB.
Matters decided by the Panel or Board will be deemed a final
decision by the Agency.

§ 1900.42 Right of appeal and appeal procedures.

(a) Right of Appeal. A right of administrative appeal
exists whenever access to any requested record or any portion
thereof is denied, no records are located in response to a
request, or a request for a fee waiver is denied. The Agency
will apprise all requesters in writing of their right to appeal
such decisions to the CIA Agency Release Panel through the
Coordinator.

(b) Requirements as to time and form. Appeals of decisions
must be received by the Coordinator within forty-five (45) days
of the date of the Agency’s initial decision. The Agency may,
for good cause and as a matter of administrative discretion,
permit an additional thirty (30) days for the submission of an
appeal. All appeals shall be in writing and addressed as
specified in 32 CFR 1900.03. All appeals must identify the
documents or portions of documents at issue with specificity and
may present such information, data, and argument in support as
the requester may desire.

(c) Exceptions. No appeal shall be accepted if the
requester has outstanding fees for information services at this
or another federal agency. In addition, no appeal shall be
accepted if the information in question has been the subject of a
review within the previous two (2) years or is the subject of
pending litigation in the federal courts.

(d) Receipt, recording, and tasking. The Agency shall
promptly record each request received under this CFR Part,
acknowledge receipt to the requester in writing, and thereafter
effect the necessary taskings to the Deputy Director(s) in charge
of the directorate(s) which originated or has an interest in the
record(s) subject to the appeal. As used herein, the term Deputy
Director includes an equivalent senior official in the DCI-area
as well as a designee known as the Information Review Officer for
a directorate or area.

(e) Time for response. The Agency shall attempt to
complete action on an appeal within twenty (20) days of the date
of receipt. The current volume of requests, however, often
requires that the Agency request additional time from the
requester pursuant to 32 CFR 1900.33. In such event, the Agency
will inform the requester of the right to judicial review.

§ 1900.43 Determination(s) by Deputy Director(s).
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Each Deputy Director in charge of a directorate which
originated or has an interest in any of the records subject to
the appeal, or designee, is a required party to any appeal; other
interested parties may become involved through the request of the
Coordinator when it is determined that some or all of the
information is also within their official cognizance. These
parties shall respond in writing to the Coordinator with a
finding as to the exempt status of the information. This
response shall be provided expeditiously on a “first-in, first-
out” basis taking into account the business requirements of the
parties and consistent with the information rights of members of
the general public under the various information review and
release laws.

§ 1900.44 Action by appeals authority.

(a) Preparation of docket. The Coordinator, acting in the
capacity of Executive Secretary of the Agency Release Panel,
shall place administrative appeals of FOIA requests ready for
adjudication on the agenda at the next occurring meeting of that
Panel. The Executive Secretary shall provide a summation
memorandum for consideration of the members; the complete record
of the request consisting of the request, the document (s)
(sanitized and full text) at issue, and the findings of the
concerned Deputy Director(s) or designee(s).

(b) Decision by the Agency Release Panel. The Agency
Release Panel shall meet and decide requests sitting as a
committee of the whole. Decisions are by majority vote of those
present at a meeting and shall be based on the written record and
their deliberations; no personal appearances shall be permitted
without the express permission of the Panel.

(c) Decision by the Historical Records Policy Board. 1In
any cases of divided vote by the ARP, any member of that body is
authorized to refer the request to the CIA Historical Records
Policy Board which acts as the senior corporate board for the
Agency. The record compiled (the request, the memoranda filed by
the originator and interested parties, and the previous
decision(s)) as well as any memorandum of law or policy the
referent desires to be considered, shall be certified by the
Executive Secretary of the Agency Release Panel and shall
constitute the official record of the proceedings and must be
included in any subsequent filings.

§ 1900.45 Notification of decision and right of judicial review.
The Executive Secretary of the Agency Release Panel shall
promptly prepare and communicate the decision of the Panel or

Board to the requester. With respect to any decision to deny
information, that correspondence shall state the reasons for the
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decision, identify the officer responsible, and include a notice
of a right to judicial review.
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1901.61 Purpose and authority.
1901.62 General exemptions.
1901.63 Specific exemptions.

AUTHORITY: National Security Act of 1947, as amended;
Central Intelligence Agency Act of 1949, as amended; Privacy Act,
as amended; and Executive Order 12958 (or successor Orders).

§ 1901.0 GENERAL

§ 1901.01 Authority and purpose.

(a) Authority. This CFR Part is issued under the authority
of and in order to implement the Privacy Act of 1974 (5 U.S.C. §
552a); § 102 of the National Security Act of 1947, as amended (50
U.S.C. § 403); and § 6 of the Central Intelligence Agency Act of
1949, as amended (50 U.S.C.

§ 403g).

(b) Purpose in general. This CFR Part prescribes
procedures for a requester, as defined herein:

(1) to request notification of whether the Central
Intelligence Agency maintains a record concerning them in any
non-exempt portion of a system of records or any non-exempt
system of records;

(2) to request a copy of all non-exempt records or
portions of records;

(3) to request that any such record be amended or
augmented; and

(4) to file an administrative appeal to any initial
adverse determination to deny access to or amend a record.

(c) Other purposes. This CFR Part also sets forth detailed
limitations on how and to whom the Agency may disclose personal
information and gives notice that certain actions by officers or
employees of the United States Government or members of the
public could constitute criminal offenses.

§ 1901.02 Definitions.

For purposes of this CFR Part, the following terms have the
meanings indicated:

(a) “"Agency” or "“CIA” means the United States Central

Intelligence Agency acting through the CIA Information and
Privacy Coordinator;
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(b) "days" means calendar days when the Agency is operating
and specifically excludes Saturdays, Sundays, and legal public
holidays. Three (3) days may be added to any time limit imposed
on a requester by this CFR Part if responding by U.S. domestic
mail; ten (10) days may be added if responding by international
mail;

(c) "control"” means ownership or the authority of the CIA
pursuant to federal statute or privilege to regulate official or
public access to records;

(d) “Coordinator” means the CIA Information and Privacy
Coordinator who serves as the Agency manager of the information
review and release program instituted under the Privacy Act;

(e) “federal agency” means any executive department,
military department, or other establishment or entity included in
the definition of agency in 5 U.S.C. § 552 (f);

(f) M"interested party" means any official in the executive,
military, congressional, or judicial branches of government,
United States or foreign, or U.S. Government contractor who, in
the sole discretion of the CIA, has a subject matter or physical
interest in the documents or information at issue;

(9) “"maintain” means maintain, collect, use, or
disseminate;
(h) "originator" means the U.S. Government official who

originated the document at issue or successor in office or such
official who has been delegated release or declassification
authority pursuant to law;

(i) "“Privacy Act” or “PA” means the statute as codified at
5 U.S.C. § 552a;

(j) "“record” means an item, collection, or grouping of
information about an individual that is maintained by the Central
Intelligence Agency in a system of records;

(k) “requester” or “individual” means a citizen of the
United States or an alien lawfully admitted for permanent
residence who is a living being and to whom a record might
pertain;

(1) “responsive record” means those documents (records)
which the Agency has determined to be within the scope of a
Privacy Act request;

(m) “routine use” means, with respect to the disclosure of

a record, the use of such record for a purpose which is
compatible with the purpose for which the record is maintained;
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(n) “system of records” means a group of any records under
the control of the Central Intelligence Agency from which records
are retrieved by the name of an individual or by some identifying
number, symbol, or other identifying particular assigned to that
individual.

§ 1901.03 Contact for general information and requests.

For general information on this CFR Part, to inguire about
the Privacy Act program at CIA, or to file a Privacy Act request,
please direct your communication in writing to the Information
and Privacy Coordinator, Central Intelligence Agency, Washington,

D.C. 20505. Requests with the required identification statement
pursuant to 32 CFR 1901.13 must be filed in original form by
mail. Subsequent communications and any inquiries will be

accepted by mail or facsimile at (703) 613-3007 or by telephone
at (703) 613-1287. Collect calls cannot be accepted.

§ 1901.04 Suggestions and complaints.

The Agency welcomes suggestions or complaints with regard to
its administration of the Privacy Act. Many requesters will
receive pre-paid, customer satisfaction survey cards. Letters of
suggestion or complaint should identify the specific purpose and
the issues for consideration. The Agency will respond to all
substantive communications and take such actions as determined
feasible and appropriate.

§ 1901.1 FILING OF PRIVACY ACT REQUESTS

§ 1901.11 Preliminary information.

Members of the public shall address all communications to
the contact specified at § 1901.03 and clearly delineate the
communication as a request under the Privacy Act and this
regulation. Requests and administrative appeals on requests,
referrals, and coordinations received from members of the public
who owe outstanding fees for information services at this or
other federal agencies will not be accepted and action on
existing requests and appeals will be terminated in such
circumstances.

§ 1901.12 Requirements as to form.
(a) In general. No particular form is required. All

requests must contain the identification information required at
§ 1901.13.
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(b) For access. For requests seeking access, a requester
should, to the extent possible, describe the nature of the record
sought and the record system(s) in which it is thought to be
included. Requesters may find assistance from information
described in the Privacy Act Issuances Compilation which is
published biannually by the Federal Register. In lieu of this, a
requester may simply describe why and under what circumstances it
is believed that this Agency maintains responsive records; the
Agency will undertake the appropriate searches.

(c) For amendment. For requests seeking amendment, a
requester should identify the particular record or portion
subject to the request, state a justification for such amendment,
and provide the desired amending language.

§ 1901.13 Requirements as to identification of requester.

(a) In general. 1Individuals seeking access to or amendment
of records concerning themselves shall provide their full (legal)
name, address, date and place of birth, and current citizenship
status together with a statement that such information is true
under penalty of perjury or a notarized statement swearing to or
affirming identity. If the Agency determines that this
information is not sufficient, the Agency may request additional
or clarifying information.

(b) Requirement for aliens. Only aliens lawfully admitted
for permanent residence (PRAs) may file a request pursuant to the
Privacy Act and this CFR Part. Such individuals shall provide,
in addition to the information required under § (a) of this
section, their Alien Registration Number and the date that status
was acquired.

(c) Requirement for representatives. The parent or
guardian of a minor individual, the guardian of an individual
under judicial disability, or an attorney retained to represent
an individual shall provide, in addition to establishing the
identity of the minor or individual represented as required in §§
(a) or (b) of this section, evidence of such representation by
submission of a certified copy of the minor's birth certificate,
court order, or representational agreement which establishes the
relationship and the requester's identity.

(d) Procedure otherwise. If a requester or representative
fails to provide the information in §§ (a), (b), or (c) of this
section within forty-five (45) days of the date of our request,
the Agency will deem the request closed. This action, of course,
would not prevent an individual from refiling his or her Privacy
Act request at a subsequent date with the required information.
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§ 1901.14 Fees.

No fees will be charged for any action under the authority
of the Privacy Act, 5 U.S.C. § 552a, irrespective of the fact
that a request is or may be processed under the authority of both
the Privacy Act and the Freedom of Information Act.

§ 1901.2 ACTION ON PRIVACY ACT REQUESTS

§ 1901.21 Processing requests for access to or amendment of
records.

(a) In general. Requests meeting the requirements of 32
CFR 1901.11 through 1901.13 shall be processed under both the
Freedom of Information Act, 5 U.S.C. § 552, and the Privacy Act,
5 U.S.C. § 552a, and the applicable regulations, unless the
requester demands otherwise in writing. Such requests will be
processed under both Acts regardless of whether the requester
cites one Act in the request, both, or neither. This action is
taken in order to ensure the maximum possible disclosure to the
requester.

(b) Receipt, recording and tasking. Upon receipt of a
request meeting the requirements of §§ 1901.11 through 1901.13,
the Agency shall within ten (10) days record each request,
acknowledge receipt to the requester, and thereafter effect the
necessary taskings to the components reasonably believed to hold
responsive records.

(c) Effect of certain exemptions. In processing a request,
the Agency shall decline to confirm or deny the existence or
nonexistence of any responsive records whenever the fact of their
existence or nonexistence is itself classified under Executive
Order 12958 or revealing of intelligence sources and methods
protected pursuant to § 103 (c) (5) of the National Security Act of
1947. 1In such circumstances, the Agency, in the form of a final
written response, shall so inform the requester and advise of his
or her right to an administrative appeal.

(d) Time for response. Although the Privacy Act does not
mandate a time for response, our joint treatment of requests
under both the Privacy Act and the FOIA means that the Agency
should provide a response within the FOIA statutory guideline of
ten (10) days on initial requests and twenty (20) days on
administrative appeals. However, the current volume of requests
require that the Agency often seek additional time from a
requester pursuant to 32 CFR 1901.33. In such event, the Agency
will inform the requester in writing and further advise of his or
her right to file an administrative appeal.
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§ 1901.22 Action and determination(s) by originator(s) or any
interested party.

(a) Initial action for access. CIA components tasked
pursuant to a Privacy Act access request shall search all
relevant record systems within their cognizance. They shall:

(1) determine whether responsive records exist;

(2) determine whether access must be denied in whole
or part and on what legal basis under both Acts in each such
case;

(3) approve the disclosure of records for which they
are the originator; and

(4) forward to the Coordinator all records approved
for release or necessary for coordination with or referral to
another originator or interested party as well as the specific
determinations with respect to denials (if any).

(b) Initial action for amendment. CIA components tasked
pursuant to a Privacy Act amendment request shall review the
official records alleged to be inaccurate and the proposed
amendment submitted by the requester. If they determine that the
Agency’s records are not accurate, relevant, timely or complete,
they shall promptly:

(1) make the amendment as requested;

(2) write to all other identified persons or agencies
to whom the record has been disclosed (if an accounting of the
disclosure was made) and inform of the amendment; and

(3) inform the Coordinator of such decisions.

(c) Action otherwise on amendment request. If the CIA
component records manager declines to make the requested
amendment or declines to make the requested amendment but agrees
to augment the official records, that manager shall promptly:

(1) set forth the reasons for refusal; and

(2) inform the Coordinator of such decision and the
reasons therefore.

(d) Referrals and coordinations. As applicable and within
ten (10) days of receipt by the Coordinator, any CIA records
containing information originated by other CIA components shall
be forwarded to those entities for action in accordance with
subsections (a), (b), or (c) of this section and return. Records
originated by other federal agencies or CIA records containing
other federal agency information shall be forwarded to such
agencies within ten (10) days of our completion of initial action
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in the case for action under their regulations and direct
response to the requester (for other agency records) or return to
the CIA (for CIA records).

(e) Effect of certain exemptions. This section shall not
be construed to allow access to systems of records exempted by
the Director of Central Intelligence pursuant to subsections (3)
and (k) of the Privacy Act or where those exemptions require that
the CIA can neither confirm nor deny the existence or
nonexistence of responsive records.

§ 1901.23 Notification of decision and right of appeal.

Within ten (10) days of receipt of responses to all initial
taskings and subsequent coordinations (if any), and dispatch of
referrals (if any), the Agency will provide disclosable records
to the requester. TIf a determination has been made not to
provide access to requested records (in light of specific
exemptions) or that no records are found, the Agency shall so
inform the requester, identify the denying official, and advise
of the right to administrative appeal.

§ 1901.3 ADDITIONAL ADMINISTRATIVE MATTERS

§ 1901.31 Special procedures for medical and psychological
records.

(a) In general. When a request for access or amendment
involves medical or psychological records and when the originator
determines that such records are not exempt from disclosure, the
Agency will, after consultation with the Director of Medical
Services, determine (1) which records may be sent directly to the
requester and (2) which records should not be sent directly to
the requester because of possible medical or psychological harm
to the requester or another person.

(b) Procedure for records to be sent to physician. In the
event that the Agency determines, in accordance with § (a) (2),
that records should not be sent directly to the requester, the
Agency will notify the requester in writing and advise that the
records at issue can be made available only to a physician of the
requester's designation. Upon receipt of such designation,
verification of the identity of the physician, and agreement by
the physician (1) to review the documents with the requesting
individual, (2) to explain the meaning of the documents, and (3)
to offer counseling designed to temper any adverse reaction, the
Agency will forward such records to the designated physician.

(c) Procedure if physician option not available. If within

sixty (60) days of the § (a) (2) notice, the requester has failed
to respond or designate a physician, or the physician fails to
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agree to the release conditions, the Agency will hold the
documents in abeyance and advise the requester that this action
may be construed as a technical denial. The Agency will also
advise the requester of the responsible official and of his or
her rights to administrative appeal and thereafter judicial
review.

§ 1901.32 Requests for expedited processing.

All requests will be handled in the order received on a
strictly "first-in, first-out" basis. Exceptions to this rule
will only be made in circumstances that the Agency deems to be
exceptional. In making this determination, the Agency shall
consider and must decide in the affirmative on all of the
following factors:

(a) that there is a genuine need for the records; and
(b) that the personal need is exceptional; and

(c) that there are no alternative forums for the records
sought; and

(d) that it is reasonably believed that substantive records
relevant to the stated needs may exist and be deemed releasable.

In sum, requests shall be considered for expedited processing
only when health, humanitarian, or due process considerations
involving possible deprivation of life or liberty create
circumstances of exceptional urgency and extraordinary need. In
accordance with established judicial precedent, requests more
properly the scope of requests under the Federal Rules of Civil
or Criminal Procedure (or equivalent state rules) will not be
granted expedited processing under this or related (e.g., Freedom
of Information Act) provisions unless expressly ordered by a
federal court of competent jurisdiction.

§ 1901.33 Allocation of resources; agreed extensions of time.
(a) In general. Agency components shall devote such
personnel and other resources to the responsibilities imposed by

the Privacy Act as may be appropriate and reasonable considering:

(1) the totality of resources available to the
component,

(2) the business demands imposed on the component by
the Director of Central Intelligence or otherwise by law,

(3) the information review and release demands imposed
by the Congress or other governmental authority, and

50



(4) the rights of all members of the public under the
various information review and disclosure laws.

(b) Discharge of Privacy Act responsibilities. Components
shall exercise due diligence in their responsibilities under the
Privacy Act and must allocate a reasonable level of resources to
requests under the Act in a strictly “first-in, first-out” basis
and utilizing two or more processing queues to ensure that
smaller as well as larger (i.e., project) cases receive equitable
attention. The Information and Privacy Coordinator is
responsible for management of the Agency-wide program defined by
this Part and for establishing priorities for cases consistent
with established law. The Director, Information Management
through the Agency Release Panel shall provide policy and
resource direction as necessary and shall make determinations on
administrative appeals.

(c) Requests for extension of time. While the Privacy Act
does not specify time requirements, our joint treatment of
requests under the FOIA means that when the Agency is unable to
meet the statutory time requirements of the FOIA, the Agency may
request additional time from a requester. In such instances the
Agency will inform a requester of his or her right to decline our
request and proceed with an administrative appeal or judicial
review as appropriate.

§ 1901.4 ACTION ON PRIVACY ACT ADMINISTRATIVE APPEALS

§ 1901.41 Establishment of appeals structure.

(a) In general. Two administrative entities have been
established by the Director of Central Intelligence to facilitate
the processing of administrative appeals under the Freedom of
Information Act. Their membership, authority, and rules of
procedure are as follows.

(b) Historical Records Policy Board (“HRPB” or "“Board”).
This Board, the successor to the CIA Information Review
Committee, acts as the senior corporate board in the CIA on all
matters of information review and release.

(1) Membership. The HRPB is composed of the Executive
Director, who serves as its Chair, the Deputy Director for
Administration, the Deputy Director for Intelligence, the Deputy
Director for Operations, the Deputy Director for Science and
Technology, the General Counsel, the Director of Congressional
Affairs, the Director of the Public Affairs Staff, the Director,
Center for the Study of Intelligence, and the Associate Deputy
Director for Administration/Information Services, or their
designees.
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(2) Authorities and activities. The HRPB, by majority
vote, may delegate to one or more of its members the authority to
act on any appeal or other matter or authorize the Chair to
delegate such authority, as long as such delegation is not to the
same individual or body who made the initial denial. The
Executive Secretary of the HRPB is the Director, Information
Management. The Chair may request interested parties to
participate when special equities or expertise are involved.

(c) Agency Release Panel ("ARP” or "“Panel”). The HRPB,
pursuant to its delegation of authority, has established a
subordinate Agency Release Panel.

(1) Membership. The ARP is composed of the Director,
Information Management, who serves as its Chair; the Information
Review Officers from the Directorates of Administration,
Intelligence, Operations, Science and Technology, and the
Director of Central Intelligence Area; the CIA Information and
Privacy Coordinator; the Chief, Historical Review Group; the
Chair, Publications Review Board; the Chief, Records
Declassification Program; and representatives from the Office of
General Counsel, the Office of Congressional Affairs, and the
Public Affairs Staff.

(2) Authorities and activities. The Panel shall meet
on a regular schedule and may take action when a simple majority
of the total membership is present. The Panel shall advise and
assist the HRPB on all information release issues, monitor the
adequacy and timeliness of Agency releases, set component search
and review priorities, review adequacy of resources available to
and planning for all Agency release programsg, and perform such
other functions as deemed necessary by the Board. The
Information and Privacy Coordinator also serves as Executive
Secretary of the Panel. The Chair may request interested parties
to participate when special equities or expertise are involved.
The Panel, functioning as a committee of the whole or through
individual members, will make final Agency decisions from appeals
of initial adverse decisions under the Freedom of Information Act
and such other information release decisions made under 32 CFR
Parts 1901, 1907, and 1908. 1Issues shall be decided by a
majority of members present; in all cases of a divided vote, any
member of the ARP then present may refer such matter to the HRPB
by written memorandum to the Executive Secretary of the HRPB.
Matters decided by the Panel or Board will be deemed a final
decision by the Agency.

§ 1901.42 Right of appeal and appeal procedures.

(a) Right of Appeal. A right of administrative appeal
exists whenever access to any requested record or any portion
thereof is denied, no records are located in response to a
request, or a request for amendment is denied. The Agency will
apprise all requesters in writing of their right to appeal such
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decisions to the CIA Agency Release Panel through the
Coordinator.

(b) Requirements as to time and form. Appeals of decisions
must be received by the Coordinator within forty-five (45) days
of the date of the Agency’s initial decision. The Agency may,
for good cause and as a matter of administrative discretion,
permit an additional thirty (30) days for the submission of an
appeal. All appeals to the Panel shall be in writing and
addressed as specified in 32 CFR 1901.03. All appeals must
identify the documents or portions of documents at issue with
specificity, provide the desired amending language (if
applicable), and may present such information, data, and argument
in support as the requester may desire.

(c) Exceptions. No appeal shall be accepted if the
requester has outstanding fees for information services at this
or another federal agency. In addition, no appeal shall be
accepted if the information in question has been the subject of
an administrative review within the previous two (2) years or is
the subject of pending litigation in the federal courts.

(d) Receipt, recording, and tasking. The Agency shall
promptly record each administrative appeal, acknowledge receipt
to the requester in writing, and thereafter effect the necessary
taskings to the Deputy Director(s) in charge of the
directorate(s) which originated or has an interest in the
record(s) subject to the appeal. As used herein, the term Deputy
Director includes an equivalent senior official within the DCI-
area as well as a designee known as the Information Review
Officer for a directorate or area.

§ 1901.43 Determination(s) by Deputy Director(s).

Each Deputy Director in charge of a directorate which
originated or has an interest in any of the records subject to
the appeal, or designee, is a required party to any appeal; other
interested parties may become involved through the request of the
Coordinator when it is determined that some or all of the
information is also within their official cognizance. These
parties shall respond in writing to the Coordinator with a
finding as to (1) the exempt or non-exempt status of the
information including citations to the applicable exemption
and/or (2) their agreement or disagreement as to the requested
amendment and the reasons therefore. Each response shall be
provided expeditiously on a “first-in, first-out” basis taking
into account the business requirements of the parties and
consistent with the information rights of members of the general
public under the various information review and release laws.

§ 1901.44 Action by appeals authority.
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(a) Preparation of docket. The Coordinator, acting as the
Executive Secretary of the Agency Release Panel, shall place
administrative appeals of Privacy Act requests ready for
adjudication on the agenda at the next occurring meeting of that
Panel. The Executive Secretary shall provide a summation
memorandum for consideration of the members; the complete record
of the request consisting of the request, the document (s)
(sanitized and full text) at issue, and the findings of the
concerned Deputy Director(s) or designee(s).

(b) Decision by the Agency Release Panel. The Agency
Release Panel shall meet and decide requests sitting as a
committee of the whole. Decisions are by majority vote of those
present at a meeting and shall be based on the written record and
their deliberations; no personal appearances shall be permitted
without the express permission of the Panel.

(c) Decision by the Historical Records Policy Board. 1In
any cases of divided vote by the ARP, any member of that body is
authorized to refer the request to the CIA Historical Records
Policy Board which acts as the senior corporate board for the
Agency. The record compiled (the request, the memoranda filed by
the originator and interested parties, and the previous
decision(s)) as well as any memorandum of law or policy the
referent desires to be considered, shall be certified by the
Executive Secretary of the Agency Release Panel and shall
constitute the official record of the proceedings and must be
included in any subsequent filings.

§ 1901.45 Notification of decision and right of judicial review.

(a) In general. The Executive Secretary of the Agency
Release Panel shall promptly prepare and communicate the decision
of the Panel or Board to the requester. With respect to any
decision to deny information or deny amendment, that
correspondence shall state the reasons for the decision, identify
the officer responsible, and include a notice of the right to
judicial review.

(b) For amendment requests. With further respect to any
decision to deny an amendment, that correspondence shall also
inform the requester of the right to submit within forty-five
(45) days a statement of his or her choice which shall be
included in the official records of the CIA. 1In such cases, the
applicable record system manager shall clearly note any portion
of the official record which is disputed, append the requester’s
statement, and provide copies of the statement to previous
recipients (if any are known) and to any future recipients when
and if the disputed information is disseminated in accordance
with a routine use.

§ 1901.5 PROHIBITIONS

54



§ 1901.51 Limitations on disclosure.

No record which is within a system of records shall be
disclosed by any means of communication to any individual or to
another agency, except pursuant to a written request by, or with
the prior written consent of, the individual to whom the record
pertains, unless disclosure of the record would be:

(a) to those officers and employees of this Agency which
maintains the record who have a need for the record in the
performance of their duties;

(b) required under the Freedom of Information Act,
5 U.S.C. § 552;

(¢) for a routine use as defined in § 1901.02(m), as
contained in the Privacy Act Issuances Compilation which is
published biannually in the Federal Register, and as described in
§§ (a) (7) and (e) (4) (D) of the Act;

(d) to the Bureau of the Census for purposes of planning or
carrying out a census or survey or related activity pursuant to
the provisions of U.S.C. Title 13;

(e) to a recipient who has provided the Agency with advance
adequate written assurance that the record will be used solely as
a statistical research or reporting record, and the record is to
be transferred in a form that is not individually identifiable;

(f) to the National Archives and Records Administration as
a record which has sufficient historical or other value to
warrant its continued preservation by the United States
Government, or for evaluation by the Archivist of the United
States or designee to determine whether the record has such
value;

(g) to another agency or to an instrumentality of any
governmental jurisdiction within or under the control of the
United States for a civil or criminal law enforcement activity if
the activity is authorized by law, and if the head of that agency
or instrumentality has made a written request to the CIA
specifying the particular information desired and the law
enforcement activity for which the record is sought;

(h) to a person pursuant to a showing of compelling
circumstances affecting the health or safety of an individual if
upon such disclosure notification is transmitted to the last
known address of such individual;

(i) to either House of Congress, or, to the extent of
matter within its jurisdiction, any committee or subcommittee
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thereof, any joint committee of Congress or subcommittee of any
such joint committee;

(j) to the Comptroller General or any of his authorized
representatives in the course of the performance of the duties of
the General Accounting Office; or

(k) to any agency, government instrumentality, or other
person or entity pursuant to the order of a court of competent
jurisdiction of the United States or constituent states.

§ 1901.52 Criminal penalties.

(a) Unauthorized disclosure. Criminal penalties may be
imposed against any officer or employee of the CIA who, by virtue
of employment, has possession of or access to Agency records
which contain information identifiable with an individual, the
disclosure of which is prohibited by the Privacy Act or by these
rules, and who, knowing that disclosure of the specific material
is so prohibited, willfully discloses the material in any manner
to any person or agency not entitled to receive same.

(b) Unauthorized maintenance. Criminal penalties may be

imposed against any officer or employee of the CIA who willfully
maintains a system of records without meeting the requirements of
§ (e) (4) of the Privacy Act, 5 U.S.C.
§ 552a. The Coordinator and the Inspector General are authorized
independently to conduct such surveys and inspect such records as
necessary from time to time to ensure that these requirements are
met.

(c) Unauthorized requests. Criminal penalties may be
imposed upon any person who knowingly and willfully requests or
obtains any record concerning an individual from the CIA under
false pretenses.

§ 1901.6 EXEMPTIONS

§ 1901.61 Purpose and authority.

Purpose of exemptions. This CFR Part sets forth those
systems of records or portions of systems of records which the
Director of Central Intelligence has determined to exempt from
the procedures established by this regulation and from certain
provisions of the Privacy Act:

(a) The purpose of the following specified general
exemption of polygraph records is to prevent access and review of
records which intimately reveal CIA operational methods. The
purpose of the general exemption from the provisions of §§ (c) (3)
and (e) (3) (A) - (D) of the Privacy Act is to avoid disclosures that
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may adversely affect ongoing operational relationships with other
intelligence and related organizations and thus reveal or
jeopardize intelligence sources and methods or risk exposure of
intelligence sources and methods in the processing of covert
employment applications.

(b) The purpose of the general exemption from §§ (d),
(e) (4) (G), (f) (1), and (g) of the Privacy Act is to protect only
those portions of systems of records which if revealed would risk
exposure of intelligence sources and methods or hamper the
ability of the CIA to effectively use information received from
other agencies or foreign governments.

(c) It should be noted that by subjecting information which
would consist of, reveal, or pertain to intelligence sources and
methods to separate determinations by the Director of Central
Intelligence under the provision entitled "“General exemptions,”
32 CFR 1901.62 regarding access and notice, an intent is
established to apply the exemption from access and notice only in
those cases where notice in itself would constitute a revelation
of intelligence sources and methods; in all cases where only
access to information would reveal such source or method, notice
will be given upon request.

(d) The purpose of the general exemption for records that
consist of, pertain to, or would otherwise reveal the identities
of employees who provide information to the Office of the
Inspector General is to implement § 17 of the CIA Act of 1949, as
amended, 50 U.S.C. § 403g(e) (3), and to ensure that no action
constituting a reprisal or threat of reprisal is taken because an
employee has cooperated with the Office of Inspector General.

(e) The purpose of the specific exemptions provided for
under § (k) of the Privacy Act is to exempt only those portions
of systems of records which would consist of, reveal, or pertain
to that information which is enumerated in that section of the
Act.

(f) In each case, the Director of Central Intelligence
currently or then in office has determined that the enumerated
classes of information should be exempt in order to comply with
dealing with the proper classification of national defense or
foreign policy information; protect the identification of persons
who provide information to the CIA Inspector General; protect the
privacy of other persons who supplied information under an
implied or express grant of confidentiality in the case of law
enforcement or employment and security suitability investigations
(or promotion material in the case of the armed services);
protect information used in connection with protective services
under 18 U.S.C. § 3056; protect the efficacy of testing
materials; and protect information which is required by statute
to be maintained and used solely as statistical records.
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§ 1901.62 General exemptions.

(a) Pursuant to authority granted in § (j) of the Privacy
Act, the Director of Central Intelligence has determined to

exempt from all sections of the Act -- except §§ 552a(b); (c) (1)
and (2); (e) (1), (4)(@A) - (F), (5), (6), (7), (9), (10), and
(11); and (i) -- the following systems of records or portions of

records in a system of record:
(1) Polygraph records.

(b) Pursuant to authority granted in § (j) of the Privacy
Act, the Director of Central Intelligence has determined to
exempt from §§ (c) (3) and (e) (3) (A) - (D) of the Act all systems
of records maintained by this Agency.

(c) Pursuant to authority granted in § (j) of the Privacy
Act, the Director of Central Intelligence has determined to
exempt from notification under §§ (e) (4) (G) and (f) (1) those
portions of each and all systems of records which have been
exempted from individual access under § (j) in those cases where
the Coordinator determines after advice by the responsible
components that confirmation of the existence of a record may
jeopardize intelligence sources and methods. In such cases the
Agency must neither confirm nor deny the existence of the record
and will advise a requester that there is no record which is
available pursuant to the Privacy Act of 1974.

(d) Pursuant to authority granted in § (j) of the Privacy
Act, the Director of Central Intelligence has determined to
exempt from access by individuals under § (d) of the Act those
portions and only those portions of all systems of records
maintained by the CIA that:

(1) consist of, pertain to, or would otherwise reveal
intelligence sources and methods;

(2) consist of documents or information provided by
any foreign government entity, international organization, or,
any United States federal, state, or other public agency or
authority; and

(3) consist of information which would reveal the
identification of persons who provide information to the CIA
Inspector General.

(e) Pursuant to authority granted in § (j) of the Privacy
Act, the Director of Central Intelligence has determined to
exempt from judicial review under § (g) of the Act all
determinations to deny access under § (d) of the Act and all
decisions to deny notice under §§ (e) (4) (G) and (f) (1) of the Act
pursuant to determination made under paragraph (c) of this
section when it has been determined by an appropriate official of
the CIA that such access would disclose information which would:
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(1) consist of, pertain to, or otherwise reveal
intelligence sources and methods;

(2) consist of documents or information provided by
any foreign government entity, international organization, or,
any United States federal, state, or other public agency or
authority; and

(3) consist of information which would reveal the
identification of persons who provide information to the CIA
Inspector General.

§ 1901.63 Specific exemptions.

Pursuant to authority granted in § (k) of the Privacy Act,
the Director of Central Intelligence has determined to exempt
from § (d) of the Privacy Act those portions and only those
portions of all systems of records maintained by the CIA that
would consist of, pertain to, or otherwise reveal information
that is:

(a) classified pursuant to Executive Order 12958 (or
successor or prior Order) and thus subject to the provisions of 5
U.S.C. 8§ 552(b) (1) and 5 U.S.C. § 552a(k) (1);

(b) investigatory in nature and compiled for law
enforcement purposes, other than material within the scope of §
(j) (2) of the Act; provided however, that if an individual is
denied any right, privilege, or benefit to which they are
otherwise eligible, as a result of the maintenance of such
material, then such material shall be provided to that individual
except to the extent that the disclosure would reveal the
identity of a source who furnished the information to the United
States Government under an express promise of confidentiality,
or, prior to the effective date of this section, under an implied
promise of confidentiality;

(c) maintained in connection with providing protective
services to the President of the United States or other
individuals pursuant to 18 U.S.C. § 3056;

(d) required by statute to be maintained and used solely as
statistical records;

(e) investigatory in nature and compiled solely for the
purpose of determining suitability, eligibility, or
qualifications for federal civilian employment, military service,
federal contracts, or access to classified information, but only
to the extent that the disclosure of such material would reveal
the identity of a source who furnished information to the United
States Government under an express promise of confidentiality,
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or, prior to the effective date of this section, under an implied
promise of confidentiality;

(f) testing or examination material used solely to
determine individual qualifications for appointment or promotion
in the federal service the disclosure of which would compromise
the objectivity or fairness of the testing or examination
process; or

(g) evaluation material used to determine potential for
promotion in the armed services, but only to the extent that the
disclosure of such material would reveal the identity of a source
who furnished information to the United States Government under
an express promise of confidentiality, or, prior to the effective
date of this section, under an implied promise of
confidentiality.
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§ 1907.0 GENERAL

§ 1907.01 Authority and purpose.

(a) Authority. This CFR Part is issued under the authority
of and in order to implement § 1.9 of Executive Order (E.O.)
12958, § 102 of the National Security Act of 1947, and § 6 of the
CIA Act of 1949.

(b) Purpose. This CFR Part prescribes procedures for
authorized holders of information classified under the various
provisions of E.O. 12958, or predecessor Orders, to seek a review
or otherwise challenge the classified status of information to
further the interests of the United States Government. This CFR
Part and § 1.9 of E.O. 12958 confer no rights upon members of the
general public, or authorized holders acting in their personal
capacity, both of whom shall continue to request reviews of
classification under the mandatory declassification review
provisions set forth at § 3.6 of E.O. 12958.

§ 1907.02 Definitions.

For purposes of this CFR Part, the following terms have the
meanings as indicated:

(a) “"Agency” or "“CIA” means the United States Central
Intelligence Agency acting through the CIA Information and
Privacy Coordinator;

(b) M"authorized holders" means any member of any United
States executive department, military department, the Congress,
or the judiciary (Article III) who holds a security clearance
from or has been specifically authorized by the Central
Intelligence Agency to possess and use on official business
classified information, or otherwise has Constitutional authority
pursuant to their office;

(c) ™"days" means calendar days when the Agency is operating
and specifically excludes Saturdays, Sundays, and legal public
holidays. Three (3) days may be added to any time limit imposed
on a requester by this CFR Part if responding by U.S. domestic
mail; ten (10) days may be added if responding by international
mail;

(d) "challenge" means a request in the individual's
official, not personal, capacity and in furtherance of the
interests of the United States;

(e) "control"” means ownership or the authority of the CIA

pursuant to federal statute or privilege to regulate official or
public access to records;
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(£) “"Coordinator” means the CIA Information and Privacy
Coordinator acting in the capacity of Executive Secretary of the
Agency Release Panel;

(9) "information" means any knowledge that can be
communicated or documentary material, regardless of its physical
form, that is (1) owned by, produced by or for, or under the
control of the United States Government, and (2) lawfully and
actually in the possession of an authorized holder and for which
ownership and control has not been relinquished by the CIA;

(h) "interested party" means any official in the executive,
military, congressional, or judicial branches of government,
United States or foreign, or U.S. Government contractor who, in
the sole discretion of the CIA, has a subject matter or physical
interest in the documents or information at issue;

(i) M"originator" means the CIA officer who originated the
information at issue, or successor in office, or a CIA officer
who has been delegated declassification authority for the
information at issue in accordance with the provisions of this
Order;

(j) M"this Order" means Executive Order 12958 of
17 April 1995 and published at 60 Federal Register 19825-19843
(or successor Orders).

§ 1907.03 Contact for general information and requests.

For information on this CFR Part or to file a challenge
under this CFR Part, please direct your inquiry to the Executive
Secretary, Agency Release Panel, Central Intelligence Agency,
Washington, D.C. 20505. The commercial (non-secure) telephone
is (703) 613-1287; the classified (secure) telephone for voice
and facsimile is (703) 613-3007.

§ 1907.04 Suggestions and complaints.

The Agency welcomes suggestions or complaints with regard to
its administration of the Executive Order. Letters of suggestion
or complaint should identify the specific purpose and the issues
for consideration. The Agency will respond to all substantive
communications and take such actions as determined feasible and
appropriate.

§ 1907.1 FILING OF CHALLENGES
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§ 1907.11 Prerequisites.

The Central Intelligence Agency has established liaison and
procedures with many agencies for declassification issues. Prior
to reliance on this CFR Part, authorized holders are required to
first exhaust such established administrative procedures for the
review of classified information. Further information on these
procedures is available from the point of contact, see 32 CFR
1907.03.

§ 1907.12 Requirements as to form.

The challenge shall include identification of the challenger
by full name and title of position, verification of security
clearance or other basis of authority, and an identification of
the documents or portions of documents or information at issue.
The challenge shall also, in detailed and factual terms, identify
and describe the reasons why it is believed that the information
is not protected by one or more of the § 1.5 provisions, that the
release of the information would not cause damage to the national
security, or that the information should be declassified due to
the passage of time. The challenge must be properly classified;
in this regard, until the challenge is decided, the authorized
holder must treat the challenge, the information being
challenged, and any related or explanatory information as
classified at the same level as the current classification of the
information in dispute.

§ 1907.13 Identification of material at issue.

Authorized holders shall append the documents at issue and
clearly mark those portions subject to the challenge. If
information not in documentary form is in issue, the challenge
shall state so clearly and present or otherwise refer with
specificity to that information in the body of the challenge.

§ 1907.14 Transmission.

Authorized holders must direct challenge requests to the CIA
as specified in § 1907.03. The classified nature of the
challenge, as well as the appended documents, require that the
holder transmit same in full accordance with established security
procedures. In general, registered U.S. mail is approved for
SECRET, non-compartmented material; higher classifications
require use of approved TOP SECRET facsimile machines or CIA-
approved couriers. Further information is available from the CIA
as well as corporate or other federal agency security
departments.
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§ 1907.2 ACTION ON CHALLENGES

§ 1907.21 Receipt, recording, and tasking.

The Executive Secretary of the Agency Release Panel shall
within ten (10) days record each challenge received under this
CFR Part, acknowledge receipt to the authorized holder, and task
the originator and other interested parties. Additional
taskings, as required during the review process, shall be
accomplished within five (5) days of notification.

§ 1907.22 Challenges barred by res judicata.

The Executive Secretary of the Agency Release Panel shall
respond on behalf of the Panel and deny any challenge where the
information in question has been the subject of a classification
review within the previous two (2) years or is the subject of
pending litigation in the federal courts.

§ 1907.23 Response by originator(s) and/or any interested party.

(a) In general. The originator of the classified
information (document) is a required party to any challenge;
other interested parties may become involved through the request
of the Executive Secretary or the originator when it is
determined that some or all of the information is also within
their official cognizance.

(b) Determination. These parties shall respond in writing
to the Executive Secretary of the Agency Release Panel with a
mandatory unclassified finding, to the greatest extent possible,
and an optional classified addendum. This finding shall agree to
a declassification or, in specific and factual terms, explain the
basis for continued classification including identification of
the category of information, the harm to national security which
could be expected to result from disclosure, and, if older than
ten (10) years, the basis for the extension of classification
time under §§ 1.6 and 3.4 of this Order. These parties shall
also provide a statement as to whether or not there is any other
statutory, common law, or Constitutional basis for withholding as
required by § 6.1(c) of this Order.

(c) Time. The determination(s) shall be provided on a
“first-in, first-out” basis with respect to all challenges
pending under this section and shall be accomplished
expeditiously taking into account the requirements of the
authorized holder as well as the business requirements of the
originator including their responsibilities under the Freedom of
Information Act, the Privacy Act, or the mandatory
declassification review provisions of this Order.
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§ 1907.24 Designation of authority to hear challenges.

The Deputy Director for Administration has designated the
Agency Release Panel and the Historical Records Policy Board,
established pursuant to 32 CFR 1900.41, as the Agency authority
to hear and decide challenges under these regulations.

§ 1907.25 Action on challenge.

(a) Action by Agency Release Panel. The Executive
Secretary shall place challenges ready for adjudication on the
agenda at the next occurring meeting of the Agency Release Panel.
The Executive Secretary shall provide a summation memorandum for
consideration of the members; the complete package consisting of
the challenge, the information at issue, and the findings of the
originator and interested parties shall also be provided. The
Agency Release Panel shall meet and decide challenges sitting as
a committee of the whole. Decisions are by majority vote of
those present at a meeting and shall be based on the written
record and their deliberations; no personal appearances shall be
permitted without the express permission of the Panel.

(b) Action by Historical Records Policy Board. In any
cases of divided vote by the ARP, any member of that body is
authorized to refer the request to the CIA Historical Records
Policy Board which acts as the senior corporate board for the
Agency. The record compiled (the request, the memoranda filed by
the originator and interested parties, and the previous
decision(s)) as well as any memorandum of law or policy the
referent desires to be considered, shall be certified by the
Executive Secretary of the Agency Release Panel and shall
constitute the official record of the proceedings and must be
included in any subsequent filings.

§ 1907.26 Notification of decision and prohibition on adverse
action.

The Executive Secretary of the Agency Release Panel shall
communicate the decision of the Agency to the authorized holder,
the originator, and other interested parties within ten (10) days
of the decision by the Panel or Board. That correspondence shall
include a notice that no adverse action or retribution can be
taken in regard to the challenge and that an appeal of the
decision may be made to the Interagency Security Classification
Appeals Panel (ISCAP) established pursuant to § 5.4 of this
Order.

§ 1907.3 RIGHT OF APPEAL
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§ 1907.31 Right of appeal.

A right of appeal is available to the ISCAP established
pursuant to § 5.4 of this Order. Action by that body will be the
subject of rules to be promulgated by the Information
Security Oversight Office (ISOO).
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§ 1908.0 GENERAL

§ 1908.01 Authority and purpose.

(a) Authority. This CFR Part is issued under the authority
of and in order to implement § 3.6 of Executive Order (E.O.)
12958 (or successor Orders); the CIA Information Act of 1984 (50
U.S.C. § 431); § 102 of the National Security Act of 1947, as
amended (50 U.S.C. § 403); and § 6 of the CIA Act of 1949, as
amended (5 U.S.C.
§ 403g).

(b) Purpose. This CFR Part prescribes procedures, subject
to limitations set forth below, for members of the public to
request a declassification review of information classified under
the various provisions of this or predecessor Orders. § 3.6 of
E.O. 12958 and these regulations do not create any right or
benefit, substantive or procedural, enforceable at law by a party
against the United States, its agencies, officers, or employees.

§ 1908.02 Definitions.

For purposes of this CFR Part, the following terms have the
meanings as indicated:

(a) “"Agency” or "“CIA” means the United States Central
Intelligence Agency acting through the CIA Information and
Privacy Coordinator;

(b) M"days" means calendar days when the Agency is operating
and specifically excludes Saturdays, Sundays, and legal public
holidays. Three (3) days may be added to any time limit imposed
on a requester by this CFR Part if responding by U.S. domestic
mail; ten (10) days may be added if responding by international
mail;

(c) "control" means ownership or the authority of the CIA
pursuant to federal statute or privilege to regulate official or
public access to records;

(d) “"Coordinator” means the CIA Information and Privacy
Coordinator who serves as the Agency manager of the information
review and release program instituted under the mandatory
declassification review provisions of Executive Order 12958;

(e) “federal agency” means any executive department,
military department, or other establishment or entity included in
the definition of agency in 5 U.S.C. § 552(f);

(f) m"information" means any knowledge that can be
communicated or documentary material, regardless of its physical

69



form that is owned by, produced by or for, or under the control
of the United States Government; it does not include (1)
information within the scope of the CIA Information Act, or (2)
information originated by the incumbent President, White House
Staff, appointed committees, commissions or boards, or any
entities within the Executive Office that solely advise and
assist the incumbent President;

(g) M"interested party" means any official in the executive,
military, congressional, or judicial branches of government,
United States or foreign, or U.S. Government contractor who, in
the sole discretion of the CIA, has a subject matter or physical
interest in the documents or information at issue;

(h) “"NARA” means the National Archives and Records
Administration;
(1) "originator" means the CIA officer who originated the

information at issue, or successor in office, or a CIA officer
who has been delegated declassification authority for the
information at issue in accordance with the provisions of this
Order;

(j) “Presidential libraries” means the libraries or
collection authorities established by statute to house the papers
of former Presidents Hoover, Roosevelt, Truman, Eisenhower,
Kennedy, Nixon, Ford, Carter, Reagan, Bush and similar
institutions or authorities as may be established in the future;

(k) "referral” means coordination with or transfer of
action to an interested party;

(1) "this Order" means Executive Order 12958 of 17 April
1995 and published at 60 Federal Register 19825-19843 (or
successor Orders) ;

§ 1908.03 Contact for general information and requests.

For general information on this CFR Part or to request a
declassification review, please direct your communication to the
Information and Privacy Coordinator, Central Intelligence Agency,
Washington, D.C. 20505. Such inquiries will also be accepted by
facsimile at (703) 613-3007. For general or status information
only, the telephone number is (703) 613-1287. Collect calls
cannot be accepted.

§ 1908.04 Suggestions and complaints.
The Agency welcomes suggestions or complaints with regard to

its administration of the mandatory declassification review
program established under Executive Order 12958. Many requesters
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will receive pre-paid, customer satisfaction survey cards.
Letters of suggestion or complaint should identify the specific
purpose and the issues for consideration. The Agency will
respond to all substantive communications and take such actions
as determined feasible and appropriate.

§ 1908.1 FILING OF MANDATORY DECLASSIFICATION REVIEW (MDR)
REQUESTS

§ 1908.11 Preliminary information.

Members of the public shall address all communications to
the point of contact specified above and clearly delineate the
communication as a request under this regulation. Requests and
appeals on requests received from members of the public who owe
outstanding fees for information services under this Order or the
Freedom of Information Act at this or another federal agency will
not be accepted until such debts are resolved.

§ 1908.12 Requirements as to form.

The request shall identify the document (s) or material (s)
with sufficient specificity (e.g., National Archives and Records
Administration (NARA) Document Accession Number or other
applicable, unique document identifying number) to enable the
Agency to locate it with reasonable effort. Broad or topical
requests for records on a particular subject may not be accepted
under this provision. A request for documents contained in the
various Presidential libraries shall be effected through the
staff of such institutions who shall forward the document (s) in
question for Agency review. The requester shall also provide
sufficient personal identifying information when required by the
Agency to satisfy requirements of this CFR Part.

§ 1908.13 Fees.

Requests submitted via NARA or the various Presidential
libraries shall be responsible for reproduction costs required by
statute or regulation. Requests made directly to this Agency

will be liable for costs in the same amount and under the same
conditions as specified in 32 CFR 1900.

§ 1908.2 AGENCY ACTION ON MDR REQUESTS
§ 1908.21 Receipt, recording, and tasking.
The Information and Privacy Coordinator shall within ten

(10) days record each mandatory declassification review request
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received under this CFR Part, acknowledge receipt to the
requester in writing (if received directly from a requester), and
shall thereafter task the originator and other interested
parties. Additional taskings, as required during the review
process, shall be accomplished within ten (10) days of
notification.

§ 1908.22 Requests barred by res judicata.

The Coordinator shall respond to the requester and deny any
request where the information in question has been the subject of
a classification review within the previous two (2) years or is
the subject of pending litigation in the federal courts.

§ 1908.23 Determination by originator or interested party.

(a) In general. The originator of the classified
information (document) is a required party to any mandatory
declassification review request; other interested parties may
become involved through a referral by the Coordinator when it is
determined that some or all of the information is also within
their official cognizance.

(b) Required determinations. These parties shall respond
in writing to the Coordinator with a finding as to the classified
status of the information including the category of protected
information as set forth in § 1.5 of this Order, and, if older
than ten (10) years, the basis for the extension of
classification time under §§ 1.6 and 3.4 of this Order. These
parties shall also provide a statement as to whether or not there
is any other statutory, common law, or Constitutional basis for
withholding as required by § 6.1(c) of this Order.

(c) Time. This response shall be provided expeditiously on
a “first-in, first-out” basis taking into account the business
requirements of the originator or interested parties and
consistent with the information rights of members of the general
public under the Freedom of Information Act and the Privacy Act.

§ 1908.24 Notification of decision and right of appeal.

The Coordinator shall communicate the decision of the Agency
to the requester within ten (10) days of completion of all review
action. That correspondence shall include a notice of a right of

administrative appeal to the Agency Release Panel pursuant to §
3.6(d) of this Order.

§ 1908.3 AGENCY ACTION ON MDR APPEALS
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§ 1908.31 Requirements as to time and form.

Appeals of decisions must be received by the Coordinator
within forty-five (45) days of the date of mailing of the
Agency's initial decision. It shall identify with specificity
the documents or information to be considered on appeal and it
may, but need not, provide a factual or legal basis for the
appeal.

§ 1908.32 Receipt, recording, and tasking.

The Coordinator shall promptly record each appeal received
under this CFR Part, acknowledge receipt to the requester, and
task the originator and other interested parties. Additional
taskings, as required during the review process, shall be
accomplished within ten (10) days of notification.

§ 1908.33 Determination by Deputy Director(s).

Each Deputy Director in charge of a directorate which
originated or has an interest in any of the records subject to
the appeal, or designee, is a required party to any appeal; other
interested parties may become involved through the request of the
Coordinator when it is determined that some or all of the
information is also within their official cognizance. These
parties shall respond in writing to the Coordinator with a
finding as to the classified status of the information including
the category of protected information as set forth in § 1.5 of
this Order, and, if older than ten (10) years, the basis for
continued classification under §§ 1.6 and 3.4 of this Order.
These parties shall also provide a statement as to whether or not
there is any other statutory, common law, or Constitutional basis
for withholding as required by § 6.1(c) of this Order. This
response shall be provided expeditiously on a “first-in, first-
out” basis taking into account the business requirements of the
parties and consistent with the information rights of members of
the general public under the Freedom of Information Act and the
Privacy Act.

§ 1908.34 Establishment of appeals structure.

(a) In general. Two administrative entities have been
established by the Director of Central Intelligence to facilitate
the processing of administrative appeals under the mandatory
declassification review provisions of this Order. Their
membership, authority, and rules of procedure are as follows.

(b) Historical Records Policy Board (“HRPB” or "“Board”).
This Board, the successor to the CIA Information Review
Committee, acts as the senior corporate board in the CIA on all
matters of information review and release. It is composed of the
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Executive Director, who serves as its Chair, the Deputy Director
for Administration, the Deputy Director for Intelligence, the
Deputy Director for Operations, the Deputy Director for Science
and Technology, the General Counsel, the Director of
Congressional Affairs, the Director of the Public Affairs Staff,
the Director, Center for the Study of Intelligence, and the
Associate Deputy Director for Administration/Information
Services, or their designees. The Board, by majority vote, may
delegate to one or more of its members the authority to act on
any appeal or other matter or authorize the Chair to delegate
such authority, as long as such delegation is not to the same
individual or body who made the initial denial. The Executive
Secretary of the HRPB is the Director, Information Management.
The Chair may request interested parties to participate when
special equities or expertise are involved.

(c) Agency Release Panel ("ARP” or "“Panel”). The HRPB,
pursuant to its delegation of authority, has established a
subordinate Agency Release Panel. This Panel is composed of the
Director, Information Management, who serves as its Chair; the
Information Review Officers from the Directorates of
Administration, Intelligence, Operations, Science and Technology,
and the Director of Central Intelligence Area; the CIA
Information and Privacy Coordinator; the Chief, Historical Review
Group; the Chair, Publications Review Board; the Chief, Records
Declassification Program; and representatives from the Offices of
General Counsel and Congressional Affairs, and the Public Affairs
Staff. The Information and Privacy Coordinator also serves as
the Executive Secretary of the Panel. The Panel advises and
assists the HRPB on all information release issues, monitors the
adequacy and timeliness of Agency releases, sets component search
and review priorities, reviews adequacy of resources available to
and planning for all Agency release programs, and performs such
other functions as deemed necessary by the Board. The Chair may
request interested parties to participate when special equities
or expertise are involved. The Panel, functioning as a committee
of the whole or through individual members, will make final
Agency decisions from appeals of initial denial decisions under
E.O. 12958. Issues not resolved by the Panel will be referred by
the Panel to the HRPB. Matters decided by the Panel or Board
will be deemed a final decision by the Agency.

§ 1908.35 Action by appeals authority.

(a) Action by Agency Release Panel. The Coordinator, in
his or her capacity as Executive Secretary of the Agency Release
Panel, shall place appeals of mandatory declassification review
requests ready for adjudication on the agenda at the next
occurring meeting of the Agency Release Panel. The Executive
Secretary shall provide a summation memorandum for consideration
of the members, the complete record of the request consisting of
the request, the document (s) (sanitized and full text) at issue,
and the findings of the originator and interested parties. The
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Panel shall meet and decide requests sitting as a committee of
the whole. Decisions are by majority vote of those present at a
meeting and shall be based on the written record and their
deliberations; no personal appearances shall be permitted without
the express permission of the Panel.

(b) Action by Historical Records Policy Board. In any
cases of divided vote by the ARP, any member of that body is
authorized to refer the request to the CIA Historical Records
Policy Board which acts as the senior corporate board for the
Agency. The record compiled (the request, the memoranda filed by
the originator and interested parties, and the previous
decision(s)) as well as any memorandum of law or policy the
referent desires to be considered, shall be certified by the
Executive Secretary of the Agency Release Panel and shall
constitute the official record of the proceedings and must be
included in any subsequent filings.

§ 1908.36 Notification of decision and right of further appeal.

The Coordinator shall communicate the decision of the Panel
or Board to the requester, NARA, or the particular Presidential
Library within ten (10) days of such decision. That
correspondence shall include a notice that an appeal of the
decision may be made to the Interagency Security Classification
Appeals Panel (ISCAP) established pursuant to § 5.4 of this
Order.

§ 1908.4 FURTHER APPEALS

§ 1908.41 Right of further appeal.

A right of further appeal is available to the ISCAP
established pursuant to § 5.4 of this Order. Action by that
Panel will be the subject of rules to be promulgated by the
Information Security Oversight Office (IS0O0).
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§ 1909.0 GENERAL

§ 1909.01 Authority and purpose.

(a) Authority. This CFR Part is issued under the authority
of and in order to implement § 4.5 of Executive Order 12958 (or
successor Orders); the CIA Information Act of 1984 (50 U.S.C. §
431); § 102 of the National Security Act of 1947, as amended (50
U.S.C. § 403); and § 6 of the Central Intelligence Agency Act of
1949, as amended (50 U.S.C. § 4039g).

(b) Purpose. This CFR Part prescribes procedures for:

(i) requesting access to CIA records for purposes of
historical research, or

(ii) requesting access to CIA records as a former
Presidential appointee.

Section 4.5 of Executive Order 12958 and these regulations do not
create any right or benefit, substantive or procedural,
enforceable at law by a party against the United States, its
agencies, officers, or employees.

§ 1909.02 Definitions.

For purposes of this CFR Part, the following terms have the
meanings indicated:

(a) "Agency” or "“CIA” means the United States Central
Intelligence Agency acting through the CIA Information and
Privacy Coordinator;

(b) “"Agency Release Panel” or "“Panel” or “ARP” means the
CIA Agency Release Panel established pursuant to 32 CFR 1900.41;

(c) M"days" means calendar days when the Agency is operating
and specifically excludes Saturdays, Sundays, and legal public
holidays. Three (3) days may be added to any time limit imposed
on a requester by this CFR Part if responding by U.S. domestic
mail; ten (10) days may be added if responding by international
mail;

(d) "control" means ownership or the authority of the CIA
pursuant to federal statute or privilege to regulate official or
public access to records;

(e) ™“Coordinator” means the CIA Information and Privacy

Coordinator who serves as the Agency manager of the historical
access program established pursuant to § 4.5 of this Order;
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(£) “Director, Center for the Study of Intelligence” or
“D/CSI” means the Agency official responsible for the management
of the CIA’'s various historical programs including the management
of access granted under this section;

(9) "Director of Personnel Security” means the Agency
official responsible for making all security and access approvals
and for effecting the necessary non-disclosure and/or pre-
publication agreements as may be required;

(h) “federal agency” means any executive department,
military department, or other establishment or entity included in
the definition of agency in 5 U.S.C. § 552 (f);

(1) “former Presidential appointee” means any person who
has previously occupied a policy-making position in the executive
branch of the United States Government to which they were
appointed by the current or former President and confirmed by the
United States Senate;

(3) “historian” or “historical researcher” means any
individual with professional training in the academic field of
history (or related fields such as journalism) engaged in a
research project leading to publication (or any similar activity
such as academic course development) reasonably intended to
increase the understanding of the American public into the
operations and activities of the United States government;

(k) m"information" means any knowledge that can be
communicated or documentary material, regardless of its physical
form that is owned by, produced by or for, or is under the
control of the United States Government;

(1) m"interested party" means any official in the executive,
military, congressional, or judicial branches of government,
United States or foreign, or U.S. Government contractor who, in
the sole discretion of the CIA, has a subject matter or physical
interest in the documents or information at issue;

(m) TM"originator" means the CIA officer who originated the
information at issue, or successor in office, or a CIA officer
who has been delegated declassification authority for the
information at issue in accordance with the provisions of this
Order;

(n) "this Order" means Executive Order 12958 of 17 April
1995 and published at 60 Federal Register 19825-19843 (or
successor Orders) .

§ 1909.03 Contact for general information and requests.
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For general information on this CFR Part, to inguire about
historical access to CIA records, or to make a formal request for
such access, please direct your communication in writing to the
Information and Privacy Coordinator, Central Intelligence Agency,
Washington, D.C. 20505. Ingquiries will also be accepted by
facsimile at (703) 613-3007. For general information only, the
telephone number is (703) 613-1287. Collect calls cannot be
accepted.

§ 1909.04 Suggestions and complaints.

The Agency welcomes suggestions or complaints with regard to
its administration of the historical access program established
pursuant to Executive Order 12958. Letters of suggestion or
complaint should identify the specific purpose and the issues for
consideration. The Agency will respond to all substantive
communications and take such actions as determined feasible and
appropriate.

§ 1909.1 REQUESTS FOR HISTORICAL ACCESS

§ 1909.11 Requirements as to who may apply.
(a) Historical researchers:

(1) In general. Any historian engaged in a historical
research project as defined above may submit a request in writing
to the Coordinator to be given access to classified information
for purposes of that research. Any such request shall indicate
the nature, purpose, and scope of the research project.

(2) Additional considerations. In light of the very
limited resources for the Agency’s various historical programs,
it is the policy of the Agency to consider applications for
historical research privileges only in those instances where the
researcher's needs cannot be satisfied through requests for
access to reasonably described records under the Freedom of
Information Act or the mandatory declassification review
provisions of Executive Order 12958 and where issues of internal
resource availability and fairness to all members of the
historical research community militate in favor of a particular
grant.

(b) Former Presidential appointees. Any former
Presidential appointee as defined herein may also submit a
request to be given access to any classified records which they
originated, reviewed, signed, or received while serving in that
capacity. Such appointees may also request approval for a
research associate but there is no entitlement to such
enlargement of access and the decision in this regard shall be in
the sole discretion of the Agency. Requests from appointees
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shall be in writing to the Coordinator and shall identify the
records of interest.

§ 1909.12 Designations of authority to hear requests.

The Deputy Director for Administration has designated the
Coordinator, the Agency Release Panel, and the Historical Records
Policy Board, established pursuant to 32 CFR 1900.41, as the
Agency authorities to decide requests for historical and former
Presidential appointee access under Executive Order 12958 (or
successor Orders) and these regulations.

§ 1909.13 Receipt, recording, and tasking.

The Information and Privacy Coordinator shall within ten
(10) days record each request for historical access received
under this CFR Part, acknowledge receipt to the requester in
writing and take the following action:

(a) Compliance with general requirements. The Coordinator
shall review each request under this Part and determine whether
it meets the general requirements as set forth in 32 CFR 1909.11;
if it does not, the Coordinator shall so notify the requester and
explain the legal basis for this decision.

(b) Action on requests meeting general requirements. For
requests which meet the requirements of 32 CFR 1909.11, the
Coordinator shall thereafter task the D/CSI, the originator(s) of
the materials for which access is sought, and other interested
parties. Additional taskings, as required during the review
process, shall be accomplished within ten (10) days of
notification.

§ 1909.14 Determinations by tasked officials.

(a) Required determinations. The tasked parties as
specified below shall respond in writing to the Coordinator with
recommended findings to the following issues:

(1) that a serious professional or scholarly research
project by the requester is contemplated (by D/CSI);

(2) that such access is clearly consistent with the
interests of national security (by originator and interested
party, if any);

(3) that a non-disclosure agreement has been or will
be executed by the requester (or research associate, if any) and
other appropriate steps have been taken to assure that classified
information will not be disclosed or otherwise compromised (by
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Director of Personnel Security and representative of the Office
of General Counsel);

(4) that a pre-publication agreement has been or will
be executed by the requester (or research associate, if any)
which provides for a review of notes and any resulting manuscript
(by Director of Personnel Security and representative of the
Office of General Counsel);

(5) that the information requested is reasonably
accessible and can be located and compiled with a reasonable
effort (by D/CSI and originator);

(6) that it is reasonably expected that substantial
and substantive government documents and/or information will be
amenable to declassification and release and/or publication (by
D/CSI and originator) ;

(7) that sufficient resources are available for the
administrative support of the researcher given current mission
requirements (by D/CSI and originator); and,

(8) that the request cannot be satisfied to the same
extent through requests for access to reasonably described
records under the Freedom of Information Act or the mandatory
declassification review provisions of Executive Order 12958 (by
Coordinator, D/CSI and originator).

(b) Time. These responses shall be provided expeditiously
on a “first-in, first-out” basis taking into account the business
requirements of the tasked offices and consistent with the
information rights of members of the general public under the
Freedom of Information Act and the Privacy Act. The Agency will
utilize its best efforts to complete action on requests under
this CFR Part within thirty (30) days of date of receipt.

§ 1909.15 Action by hearing authority.

Action by Agency Release Panel. The Coordinator, in his or
her capacity as Executive Secretary of the Agency Release Panel,
shall place historical access requests ready for adjudication on
the agenda at the next occurring meeting of the Agency Release
Panel. The Executive Secretary shall provide a summation
memorandum for consideration of the members, the complete record
of the request consisting of the request and the findings of the
tasked parties. The Panel shall meet and decide requests sitting
as a committee of the whole on the basis of the eight factors
enumerated at 32 CFR § 1909.14 (a). Decisions are by majority
vote of those present at a meeting and shall be based on the
written record and their deliberations; no personal appearances
shall be permitted without the express permission of the Panel.
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§ 1909.16 Action by appeal authority.

In any cases of divided vote by the ARP, any member of that body
is authorized to refer the request to the CIA Historical Records
Policy Board which acts as the senior corporate board for the
Agency. The record compiled (the request, the memoranda filed by
the originator and interested parties, and the previous
decision(s)) as well as any memorandum of law or policy the
referent desires to be considered, shall be certified by the
Executive Secretary of the Agency Release Panel and shall
constitute the official record of the proceedings and must be
included in any subsequent filings. In such cases, the factors
to be determined as specified in 32 CFR § 1909.14(a) will be
considered by the Board de novo and that decision shall be final.

§ 1909.17 Notification of decision.

The Coordinator shall inform the requester of the decision
of the Agency Release Panel or the Historical Records Policy
Board within ten (10) days of the decision and, if favorable,
shall manage the access for such period as deemed required but in
no event for more than two (2) years unless renewed by the Panel
or Board in accordance with the requirements of 32 CFR §
1909.14 (a) .

§ 1909.18 Termination of access.

The Coordinator shall cancel any authorization whenever the
Director of Personnel Security cancels the security clearance of
a requester (or research associate, if any) or whenever the
Agency Release Panel determines that continued access would not
be in compliance with one or more of the requirements of 32 CFR §
1909.14 (a) .

TAB C

82



Fee Schedule from the CFR

§ 1900.1 FILING OF FOIA REQUESTS

§ 1900.11 Preliminary Information.

Members of the public shall address all communications to
the CIA Coordinator as specified at 32 CFR 1900.03 and clearly
delineate the communication as a request under the Freedom of
Information Act and this regulation. CIA employees receiving a
communication in the nature of a FOIA request shall expeditiously
forward same to the Coordinator. Requests and appeals on
requests, referrals, or coordinations received from members of
the public who owe outstanding fees for information services at
this or other federal agencies will not be accepted and action on
all pending requests shall be terminated in such circumstances.

§ 1900.12 Requirements as to form and content.

(a) Required information. No particular form is required.
A request need only reasonably describe the records of interest.
This means that documents must be described sufficiently to
enable a professional employee familiar with the subject to
locate the documents with a reasonable effort. Commonly this
equates to a requirement that the documents must be locatable
through the indexing of our various systems. Extremely broad or
vague requests or requests requiring research do not satisfy this
requirement.

(b) Additional information for fee determination. In
addition, a requester should provide sufficient personal
identifying information to allow us to determine the appropriate
fee category. A requester should also provide an agreement to
pay all applicable fees or fees not to exceed a certain amount or
request a fee waiver.

(c) Otherwise. Communications which do not meet these
requirements will be considered an expression of interest and the
Agency will work with, and offer suggestions to, the potential
requester in order to define a request properly.

§ 1900.13 Fees for record services.
(a) In general. Search, review, and reproduction fees will

be charged in accordance with the provisions below relating to
schedule, limitations, and category of requester. Applicable
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fees will be due even if our search locates no responsive records
or some or all of the responsive records must be denied under one
or more of the exemptions of the Freedom of Information Act.

(b) Fee waiver requests. Records will be furnished without
charge or at a reduced rate whenever the Agency determines:

(1) that, as a matter of administrative discretion,
the interest of the United States Government would be served, or

(2) that it is in the public interest because it is
likely to contribute significantly to the public understanding of
the operations or activities of the United States Government and
is not primarily in the commercial interest of the requester; the
Agency shall consider the following factors when making this
determination:

(i) whether the subject of the request concerns
the operations or activities of the United States Government;
and, i1f so,

(ii) whether the disclosure of the requested
documents is likely to contribute to an understanding of United
States Government operations or activities; and, if so,

(iii) whether the disclosure of the requested
documents will contribute to public understanding of United
States Government operations or activities; and, if so,

(iv) whether the disclosure of the requested
documents is likely to contribute significantly to public
understanding of United States Government operations and
activities; and

(v) whether the requester has a commercial
interest that would be furthered by the requested disclosure;
and, 1if so,

(vi) whether the disclosure is primarily in the
commercial interest of the requester.

(c) Fee waiver appeals. Denials of requests for fee
waivers or reductions may be appealed to the Chair of the Agency
Release Panel via the Coordinator. A requester is encouraged to
provide any explanation or argument as to how his or her request
satisfies the statutory requirement set forth above.

(d) Time for fee waliver requests and appeals. It is
suggested that such requests and appeals be made and resolved
prior to the initiation of processing and the incurring of costs.
However, fee waiver requests will be accepted at any time prior
to the release of documents or the completion of a case, and fee
waiver appeals within forty-five (45) days of our initial
decision subject to the following condition: if processing has
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been initiated, then the requester must agree to be responsible
for costs in the event of an adverse administrative or judicial
decision.

(e) Agreement to pay fees. In order to protect requesters
from large and/or unanticipated charges, the Agency will request
specific commitment when it estimates that fees will exceed
$100.00. The Agency will hold in abeyance for forty-five (45)
days requests requiring such agreement and will thereafter deem
the request closed. This action, of course, would not prevent an
individual from refiling his or her FOIA request with a fee
commitment at a subsequent date.

(f) Deposits. The Agency may require an advance deposit of
up to 100 percent of the estimated fees (1) when fees may exceed
$250.00 and the requester has no history of payment, or (2) when,
for fees of any amount, there is evidence that the requester may
not pay the fees which would be accrued by processing the
request. The Agency will hold in abeyance for forty-five (45)
days those requests where deposits have been requested.

(g) Schedule of fees.
(1) In general. The schedule of fees for services
performed in responding to requests for records is established as

follows:

Personnel search and review

Clerical/Technical guarter hour S 5.00
Professional/Supervisory guarter hour 10.00
Manager/Senior Professional quarter hour 18.00

Computer search and production

Search (on-line) flat rate 10.00
Search (off-line) flat rate 30.00
Other activity per minute 10.00
Tapes (mainframe cassette) each 9.00
Tapes (mainframe cartridge) each 9.00
Tapes (mainframe reel) each 20.00
Tapes (PC 9mm) each 25.00
Diskette (3.5") each 4.00
CD (bulk recorded) each 10.00
CD (recordable) each 20.00
Telecommunications per minute .50
Paper (mainframe printer) per page .10
Paper (PC b&w laser printer) per page .10
Paper (PC color printer) per page 1.00

Paper production
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Photocopy (standard or legal) per page .10
Microfiche per frame .20
Pre-printed (if available) per 100 pages 5.00
Published (if available) per item NTIS

(2) Application of schedule. Personnel search time
includes time expended in either manual paper records searches,
indices searches, review of computer search results for
relevance, personal computer system searches, and various
reproduction services. In any event where the actual cost to the
Agency of a particular item is less than the above schedule
(e.g., a large production run of a document resulted in a cost
less than $5.00 per hundred pages), then the actual lesser cost
will be charged. Items published and available at the National
Technical Information Service (NTIS) are also available from CIA
pursuant to this CFR Part at the NTIS price as authorized by
statute.

(3) Other services. For all other types of output,
production, or reproduction (e.g., photographs, maps, or
published reports), actual cost or amounts authorized by statute.

Determinations of actual cost shall include the commercial cost
of the media, the personnel time expended in making the item to
be released, and an allocated cost of the equipment used in
making the item, or, if the production is effected by a
commercial service, then that charge shall be deemed the actual
cost for purposes of this CFR Part.

(h) Limitations on collection of fees.

(1) In general. No fees will be charged if the cost
of collecting the fee is equal to or greater than the fee itself.
That cost includes the administrative costs to the Agency of
billing, receiving, recording, and processing the fee for deposit
to the Treasury Department and, as of the date of these
regulations, is deemed to be $10.00.

(2) Requests for personal information. No fees will
be charged for requesters seeking records about themselves under
the FOIA; such requests are processed in accordance with both the
FOIA and the Privacy Act in order to ensure the maximum
disclosure without charge.

(i) Fee categories. There are four categories of FOIA
requesters for fee purposes: "commercial use" requesters,
"educational and non-commercial scientific institution"
requesters, '"representatives of the news media" requesters, and
"all other" requesters. The categories are defined in
§ 1900.02, and applicable fees, which are the same in two of the
categories, will be assessed as follows:
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(1) "commercial use" requesters: charges which
recover the full direct costs of searching for, reviewing, and
duplicating responsive records (if any);

(2) "educational and non-commercial scientific
institution" requesters as well as "representatives of the news
media" requesters: only charges for reproduction beyond the
first 100 pages;

(3) "all other" requesters: charges which recover the
full direct cost of searching for and reproducing responsive
records (if any) beyond the first 100 pages of reproduction and
the first two hours of search time which will be furnished
without charge.

(j) Associated requests. A requester or associated
requesters may not file a series of multiple requests, which are
merely discrete subdivisions of the information actually sought
for the purpose of avoiding or reducing applicable fees. 1In such
instances, the Agency may aggregate the requests and charge the
applicable fees.

§ 1900.14 Fee estimates (pre-request option).

In order to avoid unanticipated or potentially large fees, a
requester may submit a request for a fee estimate. The Agency
will endeavor within ten (10) days to provide an accurate
estimate, and, i1f a request is thereafter submitted, the Agency
will not accrue or charge fees in excess of our estimate without
the specific permission of the requester. Effective 2 October
1997, the ten (10) day provision is modified to twenty (20) days
pursuant to the Electronic Freedom of Information Act Amendments
of 199e6.

TAB D:
1996 CIA Annual Report to Congress
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Court Actions for Extensions of Time

Oglesby Versus Department of the Army
Carl Oglespy, Plaintiff, v. Department of the Army, et al., Defendants.
Civil Action No. 87-3349 NHJ

United States District Court for
the District of Columbia.

Filed Dec. 11, 1996, Clerk, U.S. District Court, District of Columbia.
ORDER
UPON CONSIDERATION of defendant’s Consent Motion to modify Schedule for Filing
Declarations, Nunc Pro Tunc, the grounds stated therefor, and the entire record herein, it is on
this 11th day of December, 1996, hereby
ORDERED that said motion should be and hereby is granted; and it is
FURTHER ORDERED that defendant Army shall file its VVaughn declaration on or

before January 31, 1997, and defendants CIA and NSA shall file their respective Vaughn
declarations on or before February 28, 1997.

Is/
Norma Halloway Johnson
UNITED STATES DISTRICT JUDGE

Copies to:

James H. Lesar

918 F Street NW

#509

Washington, D.C. 20004

Sherri Evans Harris
Assistant U.S. Attorney
Judicicary Center, 10th Floor
555 4th Street, N.W.
Washington, D.C. 20001

Harbury Versus Central Intelligence Agency
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Jennifer Harbury, Plaintiff, v. Central Intelligence Agency, Defendant.
Civil Action No. 95-1431 TFH (KAY)

United States District Court for
the District of Columbia.

Filed Sep. 11, 1996, Clerk, U.S. District Court, District of Columbia.
SCHEDULING ORDER

Pursuant to an agreement between the parties, it is by the Court this 10th day of
September, 1996, hereby

ORDERED, that Defendant shall have until March 15, 1997, within which to complete
the processing of all CIA records responsive to plaintiff’s Freedom of Information Act (“FOIA”)
and Privacy Act requests; and it is

FURTHER ORDERED, that Defendant shall make one interim response to plaintiff no
later than November 26, 1996; and it is

_ FURTHER ORDERED that plaintiff shall have to and including March 25, 1997, to
notify defendant of the information withheld which plaintiff would like defendant to address in a
Vaughn index; and it is

_ FURTHER ORDERED that defendant shall have to and including April 7, 1997, within
which to inform plaintiff and the Court as to the amount of time defendant anticipates it will
need to prepare its Vaughn index; and it is

FURTHER ORDERED that on or before April 18, 1997, the parties shall file a joint
_SC_hedullng order for further proceedings in this case or, if an agreement cannot be reached for a
joint schedule, the parties shall file separate proposed schedules on that date.

Is/
Alex Kay
UNITED STATES MAGISTRATE JUDGE

Marina Utgoff Braswell
Assistant United States Attorney
555 4th Street, N.W.

Room 10-820

Washington, D.C. 20001

Robert H. Loeffler, Esquire
Morrison & Foerster

2000 Pennsylvania Avenue, N.W.
Washington, D.C. 20005

Jose Pertierra, Esquire
1010 Vermont Avenue, N.W.
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Suite 620
Washington, D.C. 20005

James X. Dempsey, Esquire
The National Security Archive
Gelman library

Suite 701

2130 H Street, N.W.
Washington, D.C. 20037

Beth Stephens, Esquire
Jennifer M. Green, Esquire
Center for Constitutional Rights
666 Broadway

7th Floor

New York, New York 10012
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Devine Versus Central Intelligence Agency, et al.

Carole Devine, Plaintiff, v. Central Intelligence Agency, U.S. Department of Justice, U.S.
Department of Defense, U.S. Department of State, Defendants.

Civil Action No. 96-0588 NHJ

United States District Court for
the District of Columbia.

Filed Jul. 22, 1996, Clerk, U.S. District Court, District of Columbia.
SCHEDULING ORDER

Pursuant to Local Rule 206, based on the parties submissions, it is by this Court this 22nd
day of July, 1996, hereby

ORDERED in view of the Rﬁrties’ agreement to treat defendant Department of State’s
(“DOS”) discretionary releases of May 3 and June 28, 1996, as responsive to plaintiff’s Freedom
of Information Act (“FOIA”) requests to which DOS has assigned case numbers 9501943,
9501945 and 9501946, defendant DOS shall have until August 30, 1996, to provide plaintiff with
a release and denial letter |nd|cat|n8 what has been withheld and the ground of withholding, and
that on or before September 21, 1996, plaintiff’s counsel shall file with the Court a report stating
what objections plaintiff has with regard to the disclosure determinations made by DOS and
\f/vhag aspects of the DOS disclosure plaintiff intends to challenge in this litigation; and it is

urther

ORDERED that defendant Central Intelligence Agency (“CIA”) shall have until March
15, 1997, to complete processing of all CIA records responsive to plaintiff’s FOIA requests, and
dege_nd_ar}t CLA shall make one interim response to plaintiff not later than November 15, 1996;
and it is further

~ ORDERED that the Office of Inspector General (“OIG”) of defendant Department of
Justice (“*D0OJ”) shall have until September 15, 1996, to complete processing of all OIG records
responsive to plaintiff’s FOIA requests; and it is further

~_ ORDERED that the Federal Bureau of Investigation (“FBI”) of defendant DOJ shall have
until September 15, 1996, to complete processing of all FBI records responsive to plaintiff’s
FOIA requests; and it is further

ORDERED that the Office of the United States Attorney for the District of Columbia of
defendant DOJ shall have until December 16, 1996, to complete processing of all records
responsive to plaintiff’s FOIA requests; and it is further

ORDERED that the Drug Enforcement Administration (“*DEA”) of defendant DOJ shall
have until August 12, 1996, to file a Vaughn Index relatmg\tc_) documents which are responsive
to plaintiff’s FOIA request but have been withheld by DEA, it is further

ORDERED that defendant Def)artment of Defense (“DOD”) shall have until September
30, 1996, to complete processmg9 of all DOD records responsive to plaintiff’s FOIA requests, and
that on or before October 19, 1996, plaintiff’s counsel shall file with the Court a report stating
what objections plaintiff has regarding the disclosure determinations made by DOD and what
aspects of DOD’s disclosure plaintiff intends to challenge; AND IT IS FURTHER

ORDERED that counsel for the parties appear for a Status Conference Friday,
November 15, 1996, at 4:00 p.m. in Courtroom 4.
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Is/
Norma Halloway Johnson

UNITED STATES DISTRICT JUDGE



