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The mission of the Office of Inspector General (OIG), as mandated by Public Law 95-452, as amended,
is to protect the integrity of the Department of Health and Human Services (HHS) programs, as well as
the health and welfare of beneficiaries served by those programs. This statutory mission is carried out
through a nationwide network of audits, investigations, and inspections conducted by the following
operating components:

Office of Audit Services

The OIG's Office of Audit Services (OAS) provides all auditing services for HHS, either by conducting
audits with its own audit resources or by overseeing audit work done by others. Audits examine the
performance of HHS programs and/or its grantees and contractors in carrying out their respective
responsibilities and are intended to provide independent assessments of HHS programs and operations in
order to reduce waste, abuse, and mismanagement and to promote economy and efficiency throughout the
Department.

Office of Evaluation and | nspections

The OIG's Office of Evaluation and Inspections (OEI) conducts short-term management and program
evaluations (called inspections) that focus on issues of concern to the Department, the Congress, and the
public. The findings and recommendations contained in the inspections reports generate rapid, accurate,
and up-to-date information on the efficiency, vulnerability, and effectiveness of departmental programs.

Office of I nvestigations

The OIG's Office of Investigations (Ol) conducts criminal, civil, and administrative investigations of
allegations of wrongdoing in HHS programs or to HHS beneficiaries and of unjust enrichment by
providers. The investigative efforts of Ol lead to criminal convictions, administrative sanctions, or civil
monetary penalties. The Ol aso oversees State Medicaid fraud control units which investigate and
prosecute fraud and patient abuse in the Medicaid program.

Office of Counsal to the I nspector General

The Office of Counsel to the Inspector General (OCIG) provides general legal services to OIG, rendering
advice and opinions on HHS programs and operations and providing al legal support in OIG’s internal
operations. The OCIG imposes program exclusions and civil monetary penalties on health care providers
and litigates those actions within the Department. The OCIG also represents OIG in the global settlement
of cases arising under the Civil False Claims Act, develops and monitors corporate integrity agreements,
develops model compliance plans, renders advisory opinions on OIG sanctions to the health care
community, and issues fraud alerts and other industry guidance.




EXECUTIVE SUMMARY

OBJECTIVE

To determine whether information contained in the Unique Physician/Practitioner |dentification
Number database is complete and accurate.

BACKGROUND

The Consolidated Omnibus Budget Reconciliation Act of 1985 required the Centers for
Medicare & Medicaid Services (CMS) to establish unique identifiers for al physicianswho
provide services to Medicare beneficiaries. As part of the Medicare enrollment process, CMS
began assigning Unique Physician/Practitioner |dentification Numbers (UPINS) to dl physicians
who bill or perform services for Medicare payment. The use of UPINs was later expanded to
include non-physician practitioners and medica group practices. Information on dl UPINsis
gtored in anationa database called the Unique Physician/Practitioner 1dentification Number
System, aso known asthe UPIN Registry. The Medicare enrollment process should ensure
that services are performed only by qudified providers and enable CM S to reduce the potentia
for inappropriate payments.

In order to receive a UPIN, a hedth care provider must enroll with the Medicare

Part B carrier serving his or her geographic area. The carrier assigns a separate Provider

| dentification Number (PIN) to each of the provider’s practice locations and submits the
provider’ sinformation to the UPIN Regidtry. The Regidtry then assgnsa UPIN to the
provider. Hedlth care providers must inform the gppropriate Part B carrier when changes
occur in their enrollment informeation. Carriers are required to maintain and update enrollment
data and deactivate practice settings that are no longer active.

For this ingpection, we sdected a ratified random sample of 500 UPINs from CMS s active
UPIN database. We contacted providers and asked them to verify information contained in the
UPIN database for each of their active practice settings. Each practice setting record contains
aprovider’'s biographical data and data specific to the practice location, including the Medicare
billing number. We dso reviewed the universe of active UPIN database records to identify
incong stent, missing, and questionable information.
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FINDINGS

Fifty-two percent of providers in the active UPIN database had inaccurate
information in at least one of their practice setting records

Forty-four percent of PINs have never been used or are no longer used to bill
Medicare

Nine percent of providers could not be contacted by mail

The UPIN record layout and data entry instructions may adversely affect the
accuracy of data

By performing an automated review of the entire UPIN database, CMS could
identify inconsistent, missing, and questionable information

CONCLUSION AND RECOMMENDATIONS

We recognize that CM S has made an effort to improve the completeness and accuracy of the UPIN
Registry. However, the findings of our report demondtrate that the information housed in the UPIN
Regigry continuesto be inaccurate. The UPIN Regidry isthe most comprehensive source of
information on al hedth care practitioners who provide services for which payment is made under
Medicare. When information housed in this Registry is unrdiable, CMS s oversght functions may
become less effective. For instance, inaccurate UPIN data may jeopardize CM S s ahility to identify
unusud billing activity, both in the performance of services and the ordering of services. It may dso
inhibit CM S from verifying that sanctions are correctly imposed. Given that information in the UPIN
database is used to update Medicare s Participating Provider Directory, unreiable UPIN Registry data
could also adversdly affect beneficiaries ability to make informed choices about hedlth care providers.
Furthermore, CMSintends to use UPIN Registry data to enumerate the National Provider System
(NPS), which will issue and house new Nationa Provider Identifiers (NPIs). The creation of these
gandard identifiers was mandated by the Hedlth Insurance Portability and Accountability Act of 1996.
NPIswill replace UPINs in the Medicare program, and are expected to enhance CMS s ability to
safeguard Medicare and its beneficiaries againgt fraud, abuse, and ingppropriate payments. However,
if inaccurate data are used to populate NPS, the new identifierswill not meet their full potentid asa
protection for the Medicare program and the people it serves.
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Werecommend that CM S:

> Correct inaccurate and incomplete information in the UPIN Registry and
deactivate practice settingsthat have never been or are no longer used by
Medicare providers. In addition, CM Sand its contractors should periodically
review data contained in the UPIN Registry to ensurethat it iscomplete,
accur ate, and consistent. Automated reviews can be used to target potentialy
inaccurate datain the UPIN database. We will provide CM S with information
regarding the specific inaccuracies we identified in the UPIN Registry. Complete and
accurate UPIN data are essentid given that CM S intends to transfer provider data from
the UPIN Registry to the NPS.

> Conduct areview of providerswho billed Medicarefor Part B servicesin the
year 2000 but could not be contacted by mail.

> Review and revise existing UPIN Registry data entry guidelines, induding
format requirements and response categories, to ensure that data are accurately
recorded. For instance, CMS may want to provide a uniform format for state license
numbers; expand the length of certain variables, such as street address; and revise the
categoriesthat carriers use to classify schools, credentids, and specidties. CMS
should aso ensure that changes specified in program memoranda be reflected in the
Medicare Carriers Manud and that carriers implement those changes. When
developing the structure of the new NPS, CM S should consider how formatting, space
alotment, and response categories will affect the accuracy of data.

AGENCY COMMENTS

CMS concurred with our recommendations and indicated that they are taking steps to correct
inaccurate and incomplete information in the UPIN Registry, deectivate inactive Medicare
billing numbers, review providers who billed Medicare in the year 2000 but could not be
contacted by mail, and review and revise exising UPIN Registry data entry guidelines. CMS
recently developed a UPIN Registry quality assurance plan to improve the accuracy of datain
the UPIN Regidry. In an effort to enhance existing UPIN data and obtain information needed
for the NPS, CM Sintends to purchase, vaidate, and replace UPIN information currently
identified asinaccurate, missing, and incomplete. In addition, CMS will instruct Medicare
contractors to improve UPIN reporting through education and training; update the UPIN
ingructions contained in the Medicare Carriers Manua; develop consistency edits; and increase
monitoring of contractors UPIN ectivities. The full text of CMS' s commentsis presented in
Appendix C.
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INTRODUCTION

OBJECTIVE

To determine whether information contained in the Unique Physiciarn/Practitioner Identification
Number database is complete and accurate.

BACKGROUND
Overview of UPIN Registry Data

The Consolidated Omnibus Budget Reconciliation Act of 1985 required the Centers for
Medicare & Medicaid Services (CMS) to establish unique identifiers for al physicianswho
provide services to Medicare beneficiaries. As part of the Medicare enrollment process, CMS
began assigning Unique Physician/Practitioner Identification Numbers (UPINS) to dl physicians
who bill or perform services for Medicare payment, or who order servicesthat result in
Medicare payment. The use of UPINs was later expanded to include non-physician
practitioners and medica group practices.

Information on dl UPINsis stored in anationa database cdled the Unique
Physician/Practitioner Identification Number System, or UPIN Registry. CMS contracts with a
sngle Medicare Part B carrier to maintain the UPIN Registry. The Medicare enrolIment
process is designed to ensure that Medicare beneficiaries are recelving services performed only
by qualified providers. It may aso enable CMS to reduce the potentia for ingppropriate
payments. By summarizing databy UPINS, CMS can identify aberrant ordering and billing
patterns. In addition, information in the UPIN Registry, such as providers names, credentias,
addresses, and specidties, is used to update the * Participating Physician Directory,” an internet
tool designed to assst Medicare beneficiaries in locating appropriate providers. This
information is directly available to the public via the Medicare website.

Provider Enrollment

In order to receive a UPIN, a hedth care provider must complete and submit an enrollment
gpplication to the Medicare Part B carrier serving hisor her geographic area. If the provider
intends to bill for servicesin multiple carrier jurisdictions, a separate enrollment form must be
sent to each carrier. Enrollment forms require gpplicants to provide carriers with biographica
information such as full name, Socid Security number, education, medica specidties, and date
licenang information. Applicants must aso provide information for each of their practice
settings (i.e., physicd locations where they provide medica services), including business and
billing addresses.
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Cariers are responsible for verifying the information provided in an enrollment application,
particularly the provider’s credentiads, state license, certifications, and sanctions. Upon
completion of the verification process, the carrier assigns a separate Provider Identification
Number (PIN) to each of the gpplicant’s practice locations and eectronicaly submitsthe
gpplicant’sinformation to the UPIN Registry. PINs are Medicare hilling numbers. One record
is submitted per PIN, and each record contains a provider’ s biographica data as well as data
specific to the practice location.

The UPIN Registry contractor then performs additiond vaidation checks on providers
records. These checks include comparisons against the American Medical Association’s
database of physicians. If the Registry contractor identifies discrepanciesin or across records,
anoticeis sent to the respongble carrier who investigates the issue, makes the appropriate
changes, and resubmits the record to the Regigtry. If no discrepancies are identified, the
Regigtry assignsa UPIN to the provider. Each provider is assgned only one UPIN; however,
providers may have multiple listings in the UPIN Registry depending upon the number of PINs
assigned to them.

Maintenance of UPIN Registry Data

The enrollment gpplication ingtructs hedlth care providersto dert the gppropriate Part B carrier
to any changes in enrollment information within 90 days of the effective date of the change.
According to the Medicare Carriers Manud, carriers should maintain provider enrollment data
and notify the Registry within 5 days of any additions, changes, or deletions reported by
providers. The Registry contractor aso periodically reviews the UPIN database and notifies
carriers about the suspected death or sanction of a provider. Carriers then have 30 daysto
update the file accordingly. Ultimately, Medicare requires that provider information in the
UPIN Regidry beidenticd to information in the carriers: adminigrative files.

Carriers are dso responsible for deactivating practice setting records that have had no
Medicare clams activity for 12 consecutive months. A UPIN remains active aslong asthere is
clams activity from at least one associated practice setting. If thereis no cdlams activity from
any of the practice settings for 12 consecutive months, the UPIN becomes inactive as well.
CMS dividesthe UPIN Regidtry into two files, one containing active records and the other
containing inactive records. Both of thesefiles are updated on a monthly basis.

Previous OIG Work Involving UPINs

The Office of Inspector Generd (OIG) hasissued severd reports relating to UPINS. These
reports address the accuracy of UPIN dataas well asthe use of inactive and invalid UPINs on
Part B clams. In 1999, the OIG issued areport entitled “ Accuracy of Unique Physician
|dentification Number Data’ (OEI-07-98-00410). This report found that, despite CMS's
efforts to enhance the accuracy of information contained in the UPIN Regisiry, problems with
the data persisted. For instance, 88 percent of gate license numbersin the UPIN Registry did
not exactly match license numbers provided by State
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licensing boards; 28 percent of records did not contain a Socia Security number; and dmost
one-fourth of the active UPINs had no clams activity for 12 months. This report dso found
inconsigtencies in providers biographica information across different practice setting records.
Additiond problems wereidentified by a 2001 report, “Inaccuracies in the Unique Physician

| dentification Number Registry: Incorrect Addresses for Menta Hedlth Service Providers’
(OEI-03-99-00131). According to thisreport, addresses listed in the UPIN Registry database
were inaccurate for 28 percent of providers, and carriers did not aways have correct
addresses for the providers. Another 2001 report, “Medica Equipment and Supply Claims
with Invalid or Inactive Physician Numbers’ (OEI-03-01-00110), found that Medicare paid
$32 miillion for medica equipment and supply cdlamswith invaid UPINsin 1999. It dso found
that Medicare paid $59 million in 1999 for medica equipment and supply clamswith UPINs
that were inactive on the date of service.

National Provider Identifier Initiative

For the purposes of adminigrative smplification, the Health Insurance Portability and
Accountability Act of 1996 mandated the adoption of a*“standard, unique hedth identifier for
each individud, employer, hedth plan, and hedth care provider for use in the hedth care
sysem.” Theseidentifiers, known as Nationa Provider Identifiers (NPIs), will beissued by the
Nationa Provider System (NPS). The new identifiers are designed to facilitate the exchange of
provider data across hedlth plans and assst in the prevention of fraud, abuse, and inappropriate
paymentsin hedth care programs. NPIswill eventudly replace UPINs in the Medicare
program. At thistime, CMS intends to use UPIN Registry datato initialy populate the NPS.
To ensure an effective trangtion to the new provider identifier syssem, CM S and its contractors
have taken steps to improve the accuracy of the UPIN file. Program memorandaissued in
1998 and 2000 ingruct Part B carriers to deactivate inactive practice settings and update
UPIN Registry records with correct addresses, states of licensure, school codes, dates of birth,
and specidties.

METHODOLOGY
Sample Design

We obtained an August 2001 copy of CMS s active UPIN database containing information
about UPINs and their associated PINs. Each PIN represents a unique practice setting. We
divided the universe of active UPINsfor individua hedth care providers into two strata based
on the number of active practice settings associated with each provider. Thefirst stratum
consisted of providers with 10 or more active practice settings, and the second stratum
consigted of providers with lessthan 10 active practice settings. We selected arandom sample
of 100 UPINs from the firgt stratum and 400 UPINs from the second stratum for atota sample
of 500 UPINs. We then sdlected dl of the active practice setting records associated with each
of the sample providers. A description of the sampleis provided in Table 1 on the next page.
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Table 1. Sampleof Health Care Providersand their Associated Practice Settings

Strata | Description UPINs UPINs PINs PINs
in Universe in Sample in Universe in Sample
1 Providers with 10 or More
) . ,207 1 108,4 1,314

Practice Settings 820 0 08,499 3
2 Providers with Fewer Than

10 Practice Settings 868,319 400 1,876,491 882
Total 876,526 500 1,984,990 2,196

Data Collection

We obtained sample providers current mailing addresses from Part B carriers, or when carrier
addresses were incorrect or unavailable, from the UPIN file. We contacted sample providers
by overnight mail and asked them to verify information contained in the UPIN database for
each of thelr active practice settings. We made up to three written attempts to contact
providers. Providers were asked to verify the following information: UPIN, name, Socid
Security number, credentids, date of birth, professona school, year of graduation, specidties,
certifications, state licensing information, group practice participation, Medicare participation,
practice setting addresses, whether PINs were ever used to bill Medicare, and whether PINs
are currently used to bill Medicare. If providersidentified any inaccurate information, we asked
them to provide us with the correct information.

We received responses from 387 of the 500 providersin our sample. However, responses
from 22 of these providers were not included in our analysis. Of these 22 providers, responses
from 13 did not contain information sufficient for analys's, and responses from 9 were received
after the data collection cutoff. Responses from the remaining 365 providers were used asthe
basisfor the andyss of sample data. The 365 providersin our sample represent 652,342
providers and 1,400,476 practice settingsin the universe.

We did not receive responses from 65 providers after 3 written requests. We were unable to
contact the remaining 48 providers because the mailing addresses provided by carriers or the
UPIN database were incorrect or insufficient, and our mailings were returned as unddiverable.

Data Analysis

Analysis of sample data. We andyzed sample providers responses to determine whether
providers could verify their UPINS, whether providers have ever used their PINs to hill
Medicare, and whether providers currently use their PINsto bill Medicare. We did not
determine whether providers notified carriers about PINs that they never or no longer use. We
identified inaccurate information only for those PINs that providers reported using at the time of
our review. There were 21 data dements used in our andys's of inaccurate information
included in the UPIN Registry database. According to the UPIN
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record layout outlined in the Carriers Manud, 18 of the 21 data elements are required. The
remaining three data e ements (primary specidty certification, secondary specidity, and
secondary specidty certification) should be included in the UPIN Regidtry “if available.”

When providersidentified inaccurate information, we asked them to provide us with correct
information. When reviewing this corrected information, we identified cases where data
contained in the UPIN Registry was inaccurate due only to certain restrictions imposed by
ether the UPIN file record layout or the data entry guiddines specified in the Medicare
Carriers Manual or CMS s UPIN data dictionary. For instance, the UPIN Registry record
layout dlows only six characters for aprovider’s middle name. If the provider’s middle name
exceeded Sx characters, the name was truncated and the provider indicated that the truncated
name was incorrect. We recoded these types of responses to capture issues relating to record
layout and data entry guidelines. We did not consider these cases to be inaccurate.

We estimated the proportion of practice setting records with inaccurate information, as well as
the proportion of sample UPINs with at |east one inaccurate practice setting record. In
addition, we determined whether providers with alarge number of practice locations are more
likely to have inaccurate information in their records.

The reaults of our andlysis of sample data are projectable to the responding universe. Point
edimates and confidence intervals for al satitics presented in the findings of this report are
provided in Appendix A.

Analysis of all active UPIN records. We reviewed the universe of active UPIN Registry
records to identify instances where the content and format of a provider’s biographica
information was incong stent from one practice setting to the next. We dso andyzed the entire
active UPIN Regidiry database to determine whether the universe of UPIN Registry records
contained any missing or questionable entries. We reviewed records to determine if entries for
the following information were either missing or questionable: name, address, date of birth,
header Socia Security number (the Socia Security number submitted with the provider' sinitia
practice setting), credentiads, state license, professional school code, graduation year, primary
specidty code, secondary specidty code, resdent/intern status, and practitioner type.

This ingpection was conducted in accordance with the Quality Standards for Inspections
issued by the Presdent’s Council on Integrity and Efficiency.
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FINDINGS

Our review of the entire active UPIN Registry (1,984,990 records) reveded that the UPIN
database contained incongstent, incomplete, and questionable data. Furthermore, areview of
responses from a gtratified random sample of 500 Medicare providers, who were asked to
verify information contained in the UPIN Regidiry for each of their active practice settings,
found that the UPIN Registry aso contains inaccurate information. The combination of these
findings provides strong evidence that the UPIN Regidiry contains unreliable information.
Unrdiable UPIN Regisiry data undermines the effectiveness of the Medicare clams review
process. It may aso lead to the provision of erroneous information to Medicare beneficiaries.
Moreover, unrdiable UPIN Registry information may be transferred into the new Nationd
Provider System (NPS). The Nationa Provider Identifiers (NPIs) housed in this new system
are expected to prevent fraud, abuse, and ingppropriate payments. However, if inaccurate
data are used to populate the system, the new nationd identifiers will not meet their full potentia
as aprogram safeguard.

Fifty-two percent of providers in the active UPIN database had
inaccurate information in at least one of their practice setting
records

Based on our sample, we estimate that over half of providers listed in the active UPIN database
had a least one practice setting record with inaccurate information. Providers can have one or
more practice settingsin the UPIN database. In our sample, the number of active practice
Settings per provider ranged from 1 to 30. Providers with a higher number of practice settings
(10 or more) were more likely to have active UPIN Regisiry records with inaccurate
information.

We estimate that 35 percent of al practice setting records in the active UPIN database
contained at least one inaccurate item; and the number of incorrect items on individua
inaccurate practice setting records ranged from 1 to 9. We identified inaccurate information
only for those practice settings that providers reported using &t the time of our review.
Information that was most often inaccurate included: whether the provider is certified in hisgher
primary specidty, the provider's secondary speciaty, whether the provider is certified in hisher
secondary specidty, professiond school, sate license number, and Socia Security number.
Addresses for practice locations (street, city, zip code) were often inaccurate aswell. Table 2
on the next page shows the items that were most frequently inaccurate, and Appendix B
provides a complete listing of inaccurate items.
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Table 2. UPIN Registry Information That Was Most Often | naccurate

Inaccurate I nformation Percent of Active Practice Settingswith
Inaccurate I nformation
Primary Specialty Certification 32.61%
Secondary Specialty 23.16%
Secondary Specialty Certification 18.15%
Street Address of Practice Location 17.48%
Zip Code of Practice Location 13.40%
Professional School 10.98%
State License Number 9.69%
Group Practice Participation 8.91%
Medicare Participation Status 6.60%
Primary Specialty 5.31%
Social Security Number 5.11%

Source: Analysis of sample providers' responses from 2001 OIG survey

When information in the UPIN Regidtry isinaccurate, CM S cannot effectively identify aberrant
ordering and hilling activity. For example, CMS s contractors have used speciaty information
to identify cases where psychiatrists were listed as ordering physicians on Medicare clams for
whedlchairs. Psychiatrists would not typicaly order whedlchairs for beneficiaries. If speciadty
information in the UPIN Regidtry isinaccurate, CMS may not be able to correctly identify this
kind of aberrant ordering activity. CMS could dso use practice location address information in
the UPIN file to identify cases where physicians bill or order services for beneficiaries who live
adggnificant distance from any of the physcian offices. However, CMS may not be adle to
detect these unusud casesif address information in the UPIN Regitry isinaccurate. In
addition, inaccurate provider names, credentias, addresses, and speciatiesin the UPIN
database may prevent beneficiaries who use Medicare s Participating Provider Directory from
making informed choices about hedth care providers. Findly, inaccurate UPIN Registry data
may be used to populate the NPS. Thiswould compromise CMS s ability to use the new
identifiers contained in the NPS to safeguard Medicare againgt fraud and abuse.

Forty-four percent of PINs have never been used or are no
longer used to bill Medicare

An estimated 619,105 of 1,400,476 practice settings (44 percent) should no longer bein the
active UPIN database. According to providers responses, 16 percent of PINslisted in the
active UPIN database have never been used to bill for Medicare services. Providers also
reported that an additional 28 percent of “active’ PINs are no longer being used to
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bill Medicare and should therefore be deactivated. Forty-nine percent of providers had at least
one inactive practice setting in the active UPIN Regidtry.

Seventeen percent of providers no longer bill Medicare using any of the PINslisted in the
active UPIN file. Of these providers, over 14 percent are deceased, and 26 percent indicated
they hed retired. A provider's UPIN should be deactivated if dl of the practice settings
associated with that UPIN are no longer active.

Nine percent of providers could not be contacted by mail

We were unable to contact 9 percent of providers due to incorrect or insufficient address
information either provided by Medicare Part B carriers or listed in the UPIN database. More
than half (52 percent) of these providers billed Medicare for Part B servicesin the year 2000.
Actua Medicare payments to sample providers who could not be contacted by mail ranged
from $34 to $513,255 in the year 2000, with one-quarter of providers receiving more than
$40,000 in payments.

For most of the providers who could not be reached, we used every practice location address
liged in the active UPIN Regidiry in our attempt to make contact. Although we did not include
the practice setting records for these providersin our analysis of inaccurate UPIN data, we
believe the mall returns indicate that addressinformation in the UPIN Registry may not have
been complete and accurate for these providers.

The UPIN record layout and data entry instructions may
adversely affect the accuracy of data

Information contained in the UPIN Registry could be construed as inaccurate due to data entry
guidelines specified in the Medicare Carriers Manua. In some cases, formatting ingtructions or
space alotment affected the accuracy of data. In other cases, the accuracy of information was
affected by the categories that carriers use to classify data. Because carriers appear to have
been following the data entry guidelines when inputting this information, we did not include these
itemsin our error rate for inaccurate records.

Formatting. Some of the state license numbers contained in the active UPIN Registry were
adversdly affected by formatting requirements. The Medicare Carriers Manud stipulates that
entries for sate license number should be 12 charactersin length, right justified, and preceded
by zeros. For example, we found that the license number “35-07-8566-Y” was input as
“00035078566Y,” a change that could make the number difficult to verify with Sate licensng
agencies. A January 1998 program memorandum (B-98-3) issued by CMS confirms this
concluson, gating that the convention is* creating a problem in identifying the correct license
number.”  Although this memorandum ingructs carriers to left judtify license numbers and to
eliminate leading zeras, there has been no change to the data entry guiddines outlined in the
Carriers Manud.
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Redtrictions regarding the length of certain variables could dso produce errorsin UPIN
Regigtry records. Three percent of practice settings that were currently used by providers
contained middle names that were truncated either because the UPIN record layout alows only
gx charactersfor that field or because carriers entered the first initia only. The UPIN record
layout allows only 25 characters for street address, aredtriction that caused 1 percent of active
practice setting records to lose important information, such as suite numbers.

Categorization. The accuracy of some information may be affected by the categories that
cariersuseto classfy data. Six percent of practice settings currently used by providers
contained school codes that may not accurately reflect the specific schools attended by
Medicare providers. Although carriers use specific codes to identify schools for medica
doctors, osteopaths, chiropractors, podiatrists, and optometrigts, they use only genera codesto
categorize foreign schools, nursing schools, dental schools, and schools attended by other types
of hedth care providers. Carriersaso use alimited list of codes to record providers
professiond credentials. For 6 percent of active practice settings, the codes used to classify
credentias may not accurately capture providers qudifications. For instance, two providers
listed their credentids as“ CRNA” (certified registered nurse anesthetist). However, this
credentia was not a code that carriers could use. The contractor for one of these providers
recorded the credentia as“CNA,” which the UPIN data dictionary defines as “certified nurse
anesthetist.” The contractor for the other provider recorded the credential as“RNA,” which
the UPIN data dictionary defines as “ certified registered nurse.” Similar categorization
problems can occur with primary and secondary specidty codes.

By performing an automated review of the entire UPIN
Regsitry, CMS could identify inconsistent, missing, and
guestionable information

According to our own automated review of the universe of active UPIN Registry records, 19
percent of providersin the UPIN Regisiry had one or more of the following problems: at least
one active practice setting record with missing data, at least one active practice setting record
with questionable data, or biographica information that was inconsstent from one practice
setting to the next. Although an automated review would not detect al of the inaccurate UPIN
information that could be found by verifying information with providers, computer programs
could eeslly identify missing, questionable, and inconsistent data.

Missing data. According to our andysis of the entire UPIN database, required information
was not always recorded in practice setting records. Sixteen percent of providers had at least
one active practice setting record with missing information. Missing information included Socid
Security numbers, street addresses of practice locations, and cities of practice locations.
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Questionable data. One percent of providersin the active UPIN Regisiry had at least one
record that contained either questionable data or data that did not comply with data entry
guidelines. Examples of questionable entries include school codes that are not specified in the
Medicare Cariers Manud, implausible dates of birth, and implausible graduation years.

Inconsistent data. An anaysis of the entire active UPIN database reveded that a provider's
biographical information, such as credentidss, resdent/intern status, and practitioner type, was
not aways cons stent from one practice setting to the next. Two percent of providers had
UPIN data that was not consstent across dl of their practice settings.
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CONCLUSION

We recognize that CM S has made an effort to improve the completeness and accuracy of the
UPIN Regidry. However, the findings of our report demongrate that the information housed in
the UPIN Registry continuesto be inaccurate. The UPIN Regidtry isthe most comprehensive
source of information on al hedth care practitioners who provide services for which payment is
made under Medicare. When information housed in this Regidtry is unreliable, CMS's
oversght functions may become less effective. For ingtance, inaccurate UPIN data may
jeopardize CM S s ahility to identify unusud billing activity, both in the performance of services
and the ordering of services. It may dso inhibit CM S from verifying that sanctions are correctly
imposed. Given that information in the UPIN database is used to update Medicare' s
Participating Provider Directory, unrdiable UPIN Registry data could aso adversely affect
beneficiaries ability to make informed choices about hedlth care providers. Furthermore,
CMSintends to use UPIN Registry data to enumerate the Nationa Provider System (NPS),
which will issue and house new Nationd Provider Identifiers (NPIs). The cregtion of these
gtandard identifiers was mandated by the Hedlth Insurance Portability and Accountability Act of
1996. NPIswill replace UPINs in the Medicare program, and are expected to enhance

CMS s ahility to safeguard Medicare and its beneficiaries againgt fraud, abuse, and
inappropriate payments. However, if inaccurate data are used to populate NPS, the new
identifierswill not meet their full potentid as a protection for the Medicare program and the
peopleit serves.

RECOMMENDATIONS

Werecommend that CM S:

> Correct inaccurate and incomplete information in the UPIN Registry and
deactivate practice settingsthat have never been or are no longer used by
Medicare providers. In addition, CM Sand its contractors should periodically
review data contained in the UPIN Registry to ensurethat it iscomplete,
accur ate, and consistent. Automated reviews can be used to target potentialy
inaccurate datain the UPIN database. We will provide CM S with information
regarding the specific inaccuracies we identified in the UPIN Registry. Complete and
accurate UPIN data are essentid given that CM S intends to transfer provider data from
the UPIN Registry to the NPS.

> Conduct areview of providerswho billed Medicarefor Part B servicesin the
year 2000 but could not be contacted by mail.
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> Review and revise existing UPIN Registry data entry guidelines, induding
format requirements and response categories, to ensure that data are accurately
recorded. For ingance, CM'S may want to provide a uniform format for state license
numbers, expand the length of certain variables, such as Street address; and revise the
categories that carriers use to classify schools, credentias, and specidties. CMS
should aso ensure that changes specified in program memoranda be reflected in the
Medicare Carriers Manua and that carriers implement those changes. When
developing the structure of the new NPS, CMS should consider how formeatting, space
alotment, and response categories will affect the accuracy of data.

AGENCY COMMENTS

CMS concurred with our recommendations and indicated that they are taking steps to correct
inaccurate and incomplete information in the UPIN Registry, deactivate inactive Medicare
billing numbers, review providers who billed Medicare in the year 2000 but could not be
contacted by mail, and review and revise exising UPIN Registry data entry guidelines. CMS
recently developed a UPIN Registry quality assurance plan to improve the accuracy of datain
the UPIN Regidry. In an effort to enhance existing UPIN data and obtain information needed
for the NPS, CMS intends to purchase, vaidate, and replace UPIN information currently
identified asinaccurate, missing, and incomplete. In addition, CMS will ingtruct Medicare
contractors to improve UPIN reporting through education and training; update the UPIN
ingtructions contained in the Medicare Carriers Manua; develop consistency edits; and increase
monitoring of contractors UPIN activities. Thefull text of CMS's commentsis presented in
Appendix C.
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APPENDIX A

Estimates and Confidence Intervals

The tables below contain statistical estimates presented in the Findings section of this report. These
estimates are weighted based on the Stratified random sample design and are reported at the 95 percent
confidence leve.

Table 1.
Providers and Practice Settings with Inaccurate UPIN Data
Point Estimate 95% Confidence Interval
Percent of Providers with at Least One 52.49% 46.86% - 58.12%

Inaccurate Practice Setting Record

Percent of Practice Setting Records Containing at 34.95% 31.34% - 38.56%
Least One Inaccurate Item

Table 2.
Providerswith Inaccurate UPIN Data
by Number of Active Practice Settings Per Provider
Per cent of 95% Confidence Interval
Providers
10 or More Practice Settings 68.66% 57.47% - 79.85%
Less Than 10 Practice Settings 52.35% 46.67% - 58.03%

Difference between percentages is significant at above the 95% confidence level. (Chi-square statistic=6.49, df=1, p=0.011)
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Table 3.
UPIN Registry Information That Was Most Often I naccurate
I naccur ate I nfor mation Percent of Active 95% Confidence Interval
Practice Settings with
I naccur ate I nfor mation
Primary Specialty Certification 32.61% 27.42% - 37.80%
Secondary Specialty 23.16% 17.95% - 28.37%
Secondary Specialty Certification 18.15% 13.39% - 22.91%
Street Address of Practice Location 17.48% 13.31% - 21.65%
Zip Code of Practice Location 13.40% 9.64% - 17.16%
Professional School 10.98% 7.53% - 14.43%
State License Number 9.69% 6.44% - 12.94%
Group Practice Participation 8.91% 5.72% - 12.10%
Medicare Participation Status 6.60% 3.86% - 9.34%
Primary Specialty 5.31% 2.86% - 7.76%
Social Security Number 5.11% 2.68% - 7.54%
Table 4.
PINsin Active UPIN Database
That Have Never Been Used or Are No Longer Used
Point Estimate 95% Confidence Interval
Percent of PINs in Active UPIN Database That 44.21% 40.47% - 47.95%

Have Never Been Used or Are No Longer Used

Percent of PINs in Active UPIN Database That 16.33%
Have Never Been Used to Bill Medicare

13.61% - 19.05%

Percent of PINsin Active UPIN Database That 27.88%
Are No Longer Used to Bill Medicare

24.49% - 31.27%
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Table 5.
Providers with I nactive Practice Settings in the Active UPIN Database
Point Estimate 95% Confidence Interval

Percent of Providers with at Least One Inactive 49.01% 43.37% - 54.66%
Practice Setting in the Active UPIN Database
Percent of Providers Who No Longer Bill Using 16.75% 12.54% - 20.96%
Any of the PINs in the Active UPIN Database
Percent of Providers with No Active PINs Who 13.98% 4.42% - 23.54%
are Deceased
Percent of Providers with No Active PINs Who 25.83% 13.74% - 37.92%
Are Retired

Table 6.

Providers Who Could Not Be Contacted by Mail

Point Estimate 95% Confidence Interval

Percent of Providers Who Could Not Be 8.79% 6.05% - 11.53%
Contacted by Mail
Percent of Providers Who Could Not Be 51.67% 35.32% - 68.02%

Contacted Who Billed Medicare in 2000
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Table 7.
Information in Active Practice Settings That May Be I naccurate
Dueto UPIN Data Entry Guidelines
Point Estimate 95% Confidence Interval

Percent of Active Practice Settings Containing 3.43% 1.39% - 5.47%
Truncated Middle Names
Percent of Active Practice Settings Containing 0.64% 0% - 1.52%
Truncated Street Addresses
Percent of Active Practice Settings Containing 5.58% 3.03% - 8.13%
School Codes that May Not Be Accurate Due to
Categorization
Percent of Active Practice Settings Containing 5.76% 3.17% - 8.35%
Credentials that May Not Be Accurate Due to
Categorization
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Frequency of Inaccurate Information in the UPIN Registry

Inaccurate | nformation Percent of Active Practice Settings
with I naccurate Information
Primary Specialty Certification 32.61%
Secondary Specialty 23.16%
Secondary Specialty Certification 18.15%
Street Address of Practice Location 17.48%
Zip Code of Practice Location 13.40%
Professional School 10.98%
State License Number 9.69%
Group Practice Participation 8.91%
Medicare Participation Status 6.60%
Primary Specialty 5.31%
Socia Security Number 5.11%
City of Practice Location 4.87%
Date of Birth 4.46%
Year of Graduation 2.26%
Middle Name 1.80%
First Name 1.60%
Last Name 1.28%
Suffix 0.78%
Credentids 0.64%
State of Practice Location 0.64%
State of Licensure 0.32%

Source: Analysis of sample providers' responses from 2001 OIG Survey
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APPENDIX C

Comments from the
Centers for Medicare and Medicaid Services

.>"°'“m e,
é: DEPARTMENT OF HEALTH & HUMAM SERVICES Carers for Medicare & Medizaid Services
v s - o Adrnrimistrator .
‘Washnpgtar. DG 20201
DATE: APH 18 2003
T Tanet Rehnguist

Inspector General
’/ -
FROM: Thomas A. Scully o
Administrator 'L/!'"w “

SURJECT: Office of Inspector General (O1G) Draft Report: decwracy of Unigue Plisichsn
fdentification Number {UPIN) Data (OEI-03-01 -3 807}

Thank vou for the epportunity to review and comment on the above-referenced drafl raport. The
Centers for Medicare & Medicaid Services (CMS) appreciates the effort that went into this report
anl e vpperiunily o review and comment on the issues it raises. We ook forward 1o working
with OIG on this and other issues pertinent to the use of UPTNs in the Medicare program. Our
responses to the recommendations are discussed below,

013G Recommendation

The CMS should correct inaccurate end incomplete information in the UPIN Registry and
deactivate practice settings that have never been or are no longer used by Medicare providers. In
addition, CMS and its contractors should periodically review data contained in the UPIN
Registry to ensure that they are complete, accurate, and consistent,

CMS Response

We concur with OGS recommendations that CMS should take steps to correct inaceurate and
incomplete information in the UPIN Registry and deactivate inactive Medicare billing numbers,
We agree that the carriers should periodically purge their provider/'supplier files of inactive
providers and practice locations. Asa positive step, the UPIM requirements established a means
lim umainlaining avcurale provider number information on the providers of health services. Prior
Lo October 1998, the Medicare Carrier Manual required deactivation of numbers after 3 vears of
no claims acivity. In November 1998, these instructions were changed to deactivate Medicare
billing numbers (PINs) and UPINs after | vear of no claims activity. Due to the size of the UPIN
file, CMS has always conducted automated periodic review of the UPIN Registry data to ensure
that thew are complete, accurate, and consistent.

O1G Recommendation

The CMS should conduct a review of providers who hilled Medicare for Part B services in the
year 2000 but could not be contacted by mail.
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ChS Response

We agree with this recommendation that we review providers who billed Medicare during the
vear 2000 but could not be reached by mail. The CME released s program memorandum

B 00 36 in August 2000 instruciing contractors and the UPIN Registry to research, update,
correct, and where necessary, deactivate adiresses on he UPIN Registry. In September 2001,
CMS selected a quality assurance contractor, Health Market Science (HMS), to review UPTN
Regisiry addresses. The HMS provided werkload reports, electronic exception lists, and
management Teports o assist owe carriers asd us in mantaining, wpdating, and verifying acenrate
address information. The results have greatly reduced the number of providers’ PINs and
inactive addresses.

010 Rl_kc'.r_'ummr_-!:lr_:@' Ham

The CMS should review and revise existing UPIN Registry data entry guidelines, including
format requirements and response categories, to ensurs that data sre accurately recorded,

CMBS Response

We agree that some of the data entry instructions for the UPIN process can be improved, The
CMS relessed program memoratdum B-98-03 in Janvary 1998, which instructed contréctors to
correct the state license mumber format, school code, and other fields in order to improve the
guality, consistency, and accuracy of the U*IN Registry in prepamtion for the National Provider
Identifier initiative. The CMS expects to release additonal instructions to contractors in October
2003 to address format requiremrents, updat: the Medicare Carrier Manual, update response
categories, and mmpreve data guality of the UPIN Registry. The National Provider Swvstem (NPS)
is being designed, to the exlent possible, to ensure adequate space allotment, format
requirements, response calegories, and thei: effect on the accuracy of the data,

Tn the last few months, CM% imalemented several initiatives to improve the accuracy of the
LIPIN Registry. Those initiatives include developing & UPIN Registry quality assurance plan and
gelecting ¢ UPIN quality assurance contracior, The quality assurince plan includes expanding
the UPIN Registry's scope of work to purchase, validate, and replace UPIN information
currently identified ai inaccurate, missing, or inconsisient.

The infortation will be obtained from existing databases (e.g., Choice Point, Lexus-MNexus,
Healih Mzrket Science). The UPIN quality assurance contractor will coordinate quality
assurance activities, which will angment and enhance existing data as well as obtain {when
missing) and validate informaticn needed for the NPS.

The quality assurance plan activities include, but are not limited to, instructing Medicars
contractors to improve UPTN reporting through education and training, updaing the Medicare
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Carrier Manual UPIN instructions, developing consistency edits, and increasing the monitoring
of contracters’ UPTN activities, Each of these initiatives will improve the overall accuracy of the

UPIN data.

Accuracy of UPIN Data 21 OEI-03-01-00380



ACKNOWLEDGMENTS

This report was prepared under the direction of Robert A. Vito, Regiond Inspector Genera for
Evauation and Inspections in Philadel phia, and Linda M. Ragone, Deputy Regiona Ingpector Generd.
Other principa Office of Evauation and Inspections staff who contributed include:

Lauren McNulty, Project Leader
Jana Garber, Program Analyst
TriciaDavis, Program Specialist
Bambi Straw, Program Specialist

For information or copies of this report, please contact
the Office of Inspector Generd’s
Public Affairs office at (202) 619-1343.

Reports are dso available on the World Wide Web &t our home page address:
http:/AMmww.oig.hhs.gov/

Accuracy of UPIN Data 22 OEI-03-01-00380



