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INTRODUCTION

The “Supervision of Technology Service Providers” booklet is one of a series of updates
to the 1996 FFIEC Information Systems Examination Handbook and rescinds chapters 2—
7 of that handbook. This booklet primarily governs the supervision of technology service
providers (TSPs)' and briefly summarizes the Federal Financial Institutions Examination
Council (FFIEC) member agencies’ (agencies) expectations of financial institutions in the
oversight and management of their TSP relationships. This booklet outlines the agencies’
risk-based supervision approach, the supervisory process, and the examination ratings
used for information technology (IT) service providers®. In addition, this booklet dis-
cusses two special IT-related programs administered by the FFIEC agencies: the Multi-
Regional Data Processing Servicer (MDPS) Program, geared towards examining large
TSPs, and the Shared Application Software Review (SASR) Program aimed at reviewing
mission-critical software packages.

Many financial institutions outsource IT processing to a TSP. A financial institution’s
use of a TSP to provide needed products and services does not diminish the responsibility
of the institution’s board of directors and management to ensure that these activities are
conducted in a safe and sound manner and in compliance with applicable laws and regu-
lations. Financial institutions should have a comprehensive outsourcing risk management
process to govern their TSP relationships. Such processes should include risk assess-
ment, selection of service providers, contract review, and monitoring of service provid-
ers’. Many TSP relationships should be subject to the same risk management, security,
privacy, and other internal controls and policies that would be expected if the financial
institution were conducting the activities directly. This handbook primarily focuses on
how the agencies review TSPs based upon risk. For more details on how to assess insti-
tutional risk, refer to the other booklets in this series.

To help ensure that the client financial institutions operate in a safe and sound manner,
the services performed by TSPs are subject to regulation and examination.* The federal

" The term TSP generally includes independent data centers including Multi-Regional Data Processing Servicers,
joint venture/limited liability corporations, and bank service corporations.

2 NCUA follows the outlined supervision approach, supervisory process, and examination rating methodology
for TSP reviews that it conducts or participates under the auspices of the FFIEC. NCUA utilizes its established
supervision approach, supervisory process, and examination rating methodology for the voluntary reviews of
TSPs that it independently conducts.

* Additional information on appropriate due diligence and oversight of outsourced technology services and third-
party vendor relationships can be found in FFIEC Bulletin “Risk Management of Outsourced Technology Ser-
vices” (November 28, 2000) and in other sections of the FFIEC IT Handbook.
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financial regulators have the statutory authority to supervise all of the activities and re-
cords of the financial institution whether performed by the institution or by a third party
on or off of the premises of the financial institution. Accordingly, the examination and
supervision of a financial institution is not hindered by a transfer of the institution’s re-
cords to another organization or by having another organization carry out all or part of
the financial institution’s functions.’

4 See 12 USC 1867 (c)(1) and 12 USC 1464 (d)(7). The NCUA does not currently have independent regulatory
authority over TSPs.

5S. Rep. No. 2105, 87th Cong. 2d Sess. 3 (1962) reprinted in 1962 U.S. Code Cong. & Ad. News 3878, 3880.
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RISK-BASED SUPERVISION

The FFIEC agencies base their IT examination process on the concept of on-going, risk-
based supervision. Risk-based supervision of TSPs is designed to

» Identify existing or potential risks associated with the TSP that could
adversely affect serviced financial institutions;

» Evaluate the overall integrity and effectiveness of the TSP’s risk
management systems and controls;

* Determine compliance with any applicable laws or regulations that
affect the services provided to financial institutions;

» Communicate findings, recommendations, and any required correc-
tive actions in a clear and timely manner to TSP management, and as
appropriate, to client financial institutions and supervisory person-
nel;

* Obtain commitments to correct significant deficiencies and verify
the effectiveness of corrective actions; and

= Monitor any significant changes in a TSP’s products, services, or

risk management practices that would adversely affect its risk profile
or those of its client financial institutions.

The FFIEC agencies’ risk-based supervision consists of the identification and selection of
TSPs warranting examination by IT examiners, followed by the development of a risk-
based supervisory strategy for each entity including any necessary follow-up reviews.
This approach provides for examination coverage of selected TSPs including core appli-
cation processors, electronic funds transfer switches, Internet banking providers, item
processors, etc.

To assist in the scheduling and prioritization of TSP examinations, the FFIEC agencies
use an “Examination Priority Ranking Sheet” (Appendix B). This worksheet groups
TSPs into various supervisory priorities, based on the relative risk of their business lines,
their client base, and their overall controls and risk management oversight. Higher-risk
TSPs are subject to more frequent and extensive examinations and reviews.

Examiners develop an initial risk profile for a TSP from information gathered during ex-
aminations, from supervisory activities, and from reports prepared by independent third
parties, for example, external audits.

When conducting IT examinations, examiners should focus on the underlying risk issues
that are common to all IT activities:
* Management of Technology—The planning and overseeing of

technological resources and services and ensuring they support the
strategic goals and objectives of the financial institution or TSP.
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» [ntegrity of Data—The accuracy and reliability of automated in-
formation and associated management information systems.

» Confidentiality of Information—The protection of information
from intentional or inadvertent disclosure to unauthorized individu-
als.

* Availability of Services—The effectiveness of business continuity
programs and adherence to service-level agreements.

» Financial Stability—The maintenance of capital to support ongo-
ing operations and the ability to generate a profit to support capital
levels and the adequacy of liquidity due to potentially overvalued
technology assets or cash shortages during times of rapid growth.
Financial difficulties at the TSP can negatively affect the serviced fi-
nancial institution through deteriorating quality of service, reliability
of service, or adequacy of controls.

RISK ASSESSMENT

Transaction risk (also referred to as operational risk) is the primary risk associated with
TSP processing. Transaction risk may arise from fraud, error, or the inability to deliver
products or services, maintain a competitive position, or manage information. It exists in
each process involved in the delivery of TSPs’ products or services. Transaction risk not
only includes operations and transaction processing, but also areas such as customer ser-
vice, systems development and support, internal control processes, and capacity planning.
Transaction risk also may affect other risks such as credit, interest rate, compliance, li-
quidity, price, strategic or reputation. Some other TSP risks include

* Reputation risk—Errors, delays, or omissions in information tech-
nology that become public knowledge or directly affect customers
can significantly affect the reputation of the serviced financial insti-
tutions. For example, a TSP’s failure to maintain adequate business
resumption plans and facilities for key processes may impair the
ability of serviced financial institutions to provide critical services to
their customers.

»  Strategic risk—Inaccurate information from TSPs can cause the
management of serviced financial institutions to make poor strategic
decisions.

» Compliance (legal) risk—Inaccurate or untimely data related to
consumer compliance disclosures, or unauthorized disclosure of con-
fidential customer information could expose financial institutions to
civil money penalties or litigation. For example, TSPs often agree to
keep disclosures or calculations in compliance with banking regula-
tions, and their failure to track regulatory changes could increase
compliance risk for their serviced financial institutions.
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= [nterest rate, liquidity, and price (market) risk—Processing er-
rors related to investment income or repayment assumptions could
increase interest rate risks of serviced financial institutions.

Examiners should determine the degree of risk and the quality of risk management of the
TSP at each examination. Their assessments of a TSP’s degree and quality of risk man-
agement should be discussed with TSP management and factored into the TSP’s “Exami-
nation Priority Ranking Sheet” and its supervisory ratings. Examiners also should ex-
plain how the TSP’s deficiencies increase the risk to the serviced institutions. For exam-
ple, inadequate business resumption plans at the TSP may increase the transaction and
reputation risks at serviced institutions.

The quantity of transaction/operational risk at a TSP is the level or volume of risk that
exists. Examiners should consider the following factors in evaluating the quantity of
transaction/operational risk:

* Financial condition of the TSP

= Number of client institutions serviced

* Volume (both dollar value and quantity) of transactions processed
for serviced financial institutions

= Aggregate size (both dollar value and quantity) of all regulated fi-
nancial institutions serviced

* Number and type of product lines provided

» Reliability of the technology used

* Adequacy of business continuity planning
The quality of transaction/operational risk management is an assessment of how well
risks are identified, measured, controlled, and monitored. Examiners should consider the
following factors in evaluating the quality of transaction/operational risk:

= The quality of the TSP’s policies;

» The adequacy of the TSP’s control and operational processes;

* The extent of the TSP’s technical and managerial expertise;

» Directorate oversight; and

» The timeliness and completeness of management information sys-
tems that are used to measure performance, make decisions about
risk, and assess the effectiveness of processes

UNIFORM RATING SYSTEM FOR INFORMATION
TECHNOLOGY

The FFIEC agencies use the Uniform Rating System for Information Technology
(URSIT) to assess and rate IT-related risks of financial institutions and TSPs. The pri-
mary purpose of the rating system is to identify those entities whose condition or per-
formance of information technology functions requires special supervisory attention.
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This rating system assists examiners in making an assessment of risk and compiling ex-
amination findings. Examiners should use the rating system to help evaluate the entity’s
overall risk exposure and risk management performance, and determine the degree of su-
pervisory attention necessary to ensure that weaknesses are addressed and that risk is
properly managed. The FFIEC agencies require the use of URSIT for all nonbank TSPs
selected for examination.

The URSIT is based on a risk evaluation of four critical components: audit; management;
development and acquisition; and support and delivery (AMDS). These components are
used to assess the overall performance of IT within an organization (e.g., the composite
rating). Examiners evaluate the functions identified within each component to assess the
institution’s ability to identify, measure, monitor and control information technology
risks. Please refer to Appendix D for additional information on composite and compo-
nent URSIT ratings.

RISK MANAGEMENT

The FFIEC agencies recognize that management practices, particularly as they relate to
risk management, vary considerably among financial institutions and TSPs, depending on
their size and sophistication, the nature and complexity of their business activities, and
their risk profile. Accordingly, the FFIEC agencies also recognize that for less complex
information systems environments, detailed or highly formalized systems and controls

may not be required.

Financial institutions should oversee their TSPs and perform due diligence in selecting
their vendors, including a review of the risk management systems used by the TSP. Such
reviews should include measures taken by the TSPs to protect information about financial
institutions’ customers. Financial institutions should monitor their TSPs to confirm that
they implement adequate security measures. As part of this monitoring, financial institu-
tions should review information such as TSP service-level reports, audits, internal control
testing results, and other equivalent evaluations of their TSPs.

Examiners may identify situations where a TSP has weak risk management controls re-
quiring corrective action. In such situations, the TSP’s serviced institutions may also
have to take remedial actions since they have the ultimate responsibility to properly man-
age their risks.

TSPs and financial institutions should monitor changes in laws, regulations, and guidance
that affect the services provided to financial institutions.
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AUDIT AND INTERNAL CONTROL

Well-planned, properly structured audit programs are essential to strong risk management
and effective internal control systems. Effective internal and external audit programs are
also a critical defense against fraud and provide vital information to the board of directors
about the effectiveness of internal control systems. The FFIEC agencies encourage the
use of well-supported risk-based auditing. Through this process, the board, management,
and auditors can focus their resources on the areas of greatest risk.

Examiners’ assessments of the adequacy of audit and internal control assist in effectively
using supervisory resources, establishing the scope of current and future supervisory ac-
tivities, and assessing the quality of risk management. TSPs with an effective risk-based
auditing program typically require less examination work by regulatory agencies.

Additional guidance on what examiners review in information system audit and internal
control functions can be found in the “Audit” and “Management” booklets of the FFIEC
IT Handbook.

SUPERVISORY STRATEGIES

A supervisory strategy is a plan to provide effective, efficient examinations for each or-
ganization. The supervisory strategy should address the supervisory objectives, specific
work plans, and the planned supervisory activities. The examiner-in-charge (EIC) pre-
pares the supervisory strategy that directs the examination activities and reflects
» Statutory and policy-based examination requirements
= Knowledge of the institution including
Risk profile and risk management system;

Strengths and weaknesses, including areas where examiners have noted
exceptions in the past;

Supervisory history; and

Market factors.

OBJECTIVES

The EIC should base supervisory objectives for a TSP examination on the TSP’s risk pro-
file and appropriate statutory or agency standards. The supervisory objectives are the
foundation for all activities and work plans. Well-defined objectives provide for focused
and efficient activities and ensure consistent and appropriate application of supervisory
policy. Supervisory objectives must be clear, attainable, specific, and action oriented.

WORK PLANS

Examination work plans provide the documented methodology for achieving the TSP su-
pervisory strategies. Work plans detail the scope, timing, and resources needed to meet
supervisory objectives and strategies.
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ACTIVITIES

Supervisory activities detail the steps that will achieve supervisory objectives. Each ac-
tivity should link directly to one or more of the supervisory objectives. They should be
focused on ensuring that risk management systems operate effectively. Activities should
include a plan for communicating with the TSP (e.g., reports of examination, meeting
with the board of directors).

FFIEC IT Examination Handbook Page 8
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SUPERVISORY PROCESS

This section reviews the process for examining a TSP. It explains the different types of
FFIEC work products and details the responsibilities of IT examiners for TSP examina-
tions.

FFIEC WORK PRODUCTS

» Technology Service Provider (TSP) Examinations—TSPs in-
clude independent data centers, joint venture/limited liability corpo-
rations, and bank service corporations. The FFIEC agencies exam-
ine these entities to identify existing or potential risks that could ad-
versely affect serviced financial institutions.

*» Multi-Regional Data Processing Servicer (MDPS) Examina-
tions—MDPS companies may be regional or national in scope and
service more than one class of financial institution. The FFIEC IT
subcommittee selects TSPs for the MDPS program based upon their
systemic risk to the banking industry. For MDPS companies, the
FFIEC agencies supplement on-site examination coverage with the
Enhanced Supervisory Program (ESP). The ESP provides for in-
terim reviews of material changes in the company’s activities or
condition. The ESP allows each agency to more promptly recognize
and supervise risks associated with systemically significant service
providers. An ESP visitation usually results in a letter to the board
of directors communicating any findings or concerns.

» Shared Application Software Review (SASR)—An SASR is
typically an interagency review of software programs or systems in
use at financial institutions. The primary objective of these reviews
is to identify potential systemic risks posed by such programs or sys-
tems. SASRs can help reduce the time and resources needed to ex-
amine software systems at individual financial institutions.

» Follow-Up Review—The purpose of these reviews is to maintain
communications with TSPs between on-site examinations; to iden-
tify significant changes in management, products, services, or risk
management practices affecting serviced financial institutions; to fol-
low up on any issues or concerns previously identified; and to con-
firm business-line and service provider risk designations and the re-
sulting examination priority, and to update supervisory strategies.

FREQUENCY OF IT EXAMINATIONS

The frequency of IT examinations varies based on the risk profile of the TSP (i.e., the
lower the risk, the less often examinations need to be done). Examiners determine risk
based upon the TSP’s risk factors noted on the FFIEC “Examination Priority Ranking
Sheet” in Appendix B. The ranking sheet contains the business line risk rankings, TSPs’
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risk categories, and recommended examination priority. Having established the examina-
tion priority, examiners use the “Summary of Supervisory Approach”, contained in Ap-
pendix B, to determine the required frequency for supervisory activities. Occasionally,
examiners will need to perform an unscheduled examination for areas of evolving super-
visory interest or concern. In all cases, the IT examinations of TSPs that service more
than one type of financial institution must be coordinated among the regulatory agencies
during scheduling meetings held at the district/region or subcommittee levels, depending
on the TSP involved.

EXAMINATION RESPONSIBILITIES

The EIC is responsible for the administration and overall performance of the IT examina-
tion. These responsibilities include, but are not limited to

* Developing and maintaining an effective risk-based strategy and ex-
amination scope;

* Communicating and coordinating all supervisory activities including
examination planning, meetings, and written communication with
the appropriate supervisory office, agency-in-charge, and participat-
ing agencies;

= Assisting in scheduling interagency examinations;

* Communicating examination plans with the TSP to coordinate on-
site activity before the examination begins;

= Supervising the examination team to ensure the ratings, examination
conclusions, procedures, work papers, and workdays are consistent
with, and completed in accordance with, the approved supervisory
strategy;

* Holding exit conferences with management and the board of direc-
tors, as appropriate, to review examination findings and recommen-
dations for follow-up; and

*  Writing the report of examination.
The supervisory office for the agency-in-charge (AIC) will assist the examiners by

» (Coordinating interagency reviews;

* Ensuring that TSPs within its areas of responsibility receive IT ex-
aminations consistent with FFIEC policy outlined in Appendix B;

* Enforcing compliance with interagency agreements relating to TSP
supervision;

* Ensuring appropriate staffing for examinations;
= Attending exit meetings, as appropriate;

= Reviewing and distributing the report of examination (ROE) to the
TSP and the appropriate FFIEC agency offices; and
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= Overseeing the potential distribution of ROEs to its regulated, ser-
viced financial institutions. Each FFIEC agency is responsible for
distributing ROEs to the serviced financial institutions it regulates.

EXAMINATION PLANNING

Examination planning is essential to effective supervision. Planning helps examiners de-
velop risk-based strategies to effectively and efficiently examine each TSP. Planning be-
gins with an examiner’s assessment of current and anticipated risks. Examiners should
give special attention to mergers and acquisitions, new products or services offered, and
management changes. The EIC must gather, organize, and analyze available information
prior to beginning an on-site IT examination. The extent of advance preparation depends
on the complexity of the TSP’s structure and on the type of services provided. Sources of
information include, but are not limited to

* Approved supervisory strategy;

» Prior examination reports, work papers, and recommendations;

= Supervisory actions and correspondence;

= Internal and external audit reports, when available;

» Internal risk assessments or other reviews including security testing;
* Interim correspondence and memoranda related to the TSP;

* Financial statements and stock research reports;

= News reports;

= The TSP’s Web site, as applicable; and

= SEC filings for public companies.

A work program to assist with planning is located in Appendix A.

EXAMINATION SCOPE

The EIC should determine the scope of examination work and estimate the workdays re-
quired for completion. For examinations of TSPs that have more than one data process-
ing center, the EIC should evaluate the subsidiary data centers for risk. The scope should
cover the headquarters location and any data center chosen in the planning stage. The
EIC should prepare a scope memorandum that identifies the risks highlighted in the last
examination, areas for further review, and examination schedule information. The scope
memorandum also should outline the objectives of the examination, assignments, work-
day budget, and other relevant information.

During the task of setting the scope and throughout an examination, EICs should main-
tain regular communications with their supervisor and other agencies, if appropriate.
EICs should promptly communicate any significant anticipated changes in scope, pro-
jected staffing, or completion dates to the supervisory office and their examination team.
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REQUEST INFORMATION

At least four weeks prior to the start of the examination, the EIC should communicate
with the TSP, notifying it of the upcoming examination. The communication should re-
quest items the TSP should have ready when the examiners arrive.

ENTRANCE MEETING

The EIC should schedule an entrance meeting with key TSP staff members to introduce
the examination team and to identify primary points of contact for specific areas of re-
view. The agenda of the entrance meeting should, at a minimum, include the following:

= Significant management or audit concerns;

* Significant planned or anticipated changes and developments in IT
hardware or software;

= Effects of new developments since the last examination (e.g.,
changes in control or management);

» Actions taken to correct issues discussed in prior examination and
audit reports;

* Financial performance;

* Significant changes in operations, strategies, services offered or cli-
ent base;

» Economic and competitive conditions in market area;

» Plans for meetings with management or audit to update them on ex-
amination status; and

» Standard contract provisions between the TSP and its customers.

The EIC should also plan to meet frequently with TSP management to inform them of the
progress of the review.

WORK PAPERS

Work papers are used to document IT examination procedures and support conclusions.
Work papers should be prepared for every area reviewed during the examination. They
must provide sufficient documentation for a reviewer to understand what was done, why
it was done, and how conclusions were reached. The work papers for each area should
contain only essential information that supports conclusions, violations of law or regula-
tions, or any applicable corrective actions. The work papers should also clarify what
needs to be done about the conclusions, either by the TSP or the AIC.

All conclusions must be properly documented and maintained in the examination’s work
papers. Examiners may obtain documentation by inspection, observation, inquiry, con-
firmation, or analytical tests. The EIC has the responsibility for reviewing all examina-
tion-related work papers prior to leaving the examination. The review should ensure that
the overall quality of work papers is consistent with member agency standards.
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Work papers are the joint property of the FFIEC agencies noted in the ROE. Examiners
must secure work papers at all times. The IT examiner may not release examination
work papers or ROEs outside of the FFIEC agencies without proper authorization.

Examiners and FFIEC agencies’ staff must maintain control over all sensitive examina-
tion-related information on their portable computers. Following the completion of the
examination, examiners and staff should promptly remove examination-related informa-
tion from their portable computers. If work papers are kept in an electronic format,
agency personnel should protect the confidentiality of work papers by sharing them only
through secure communications that protect the documents from unauthorized access.

EXIT CONFERENCE

The objective of the exit conference is to communicate clearly the examiner’s findings,
conclusions, and recommendations, and to obtain/confirm management’s commitment to
any recommended corrective action. The EIC arranges the exit conference and prepares
an agenda. The agenda should include the main issues contained in the draft examination
report. All potential attendees should be informed of the meeting time and location sev-
eral business days before the meeting date.

Before the meeting, the EIC should review all conclusions and recommendations with
lower and mid-level management of the TSP. The EIC should research any disagree-
ments before the exit conference to both validate the examination concern and to build
additional support where needed.

BOARD MEETING

The EIC has the responsibility for presenting the ROE findings and conclusions at board
meetings for composite 3-, 4-, and 5-rated TSPs. The AIC of the TSP examination should
notify other FFIEC member agencies’ supervisory office prior to issuing URSIT compos-
ite ratings of 3, 4 or 5 or engaging in informal or formal enforcement actions. A represen-
tative from the AIC should attend the meetings.

Examiners have the discretion to schedule board meetings for TSPs rated 1 or 2 when
justified by the issues or other factors.

FFIEC IT REPORT OF EXAMINATION

The FFIEC has a uniform ROE format for IT examinations at TSPs. The ROE and
preparation instructions are contained in Appendix C. The ROE contains an “Open Sec-
tion,” which is distributed to the TSP, and an “Administrative Section” that contains in-
formation for FFIEC agencies use only. All significant findings and conclusions, includ-
ing management comments, should be presented in the open section (i.e., unsafe and un-
sound practices, noncompliance with statutes and regulations, and deficiencies noted).
Matters of a proprietary nature and administrative information for agency use should be
reported in the administrative section of the report.
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The report should be completed by the EIC within 45 days of leaving the TSP or MDPS
site. The supervisory office has an additional 15 days to review, revise, approve, and is-
sue the report.

REPORT DISTRIBUTION

The ROE is generally distributed to three primary groups: the TSP, FFIEC agencies and
serviced financial institutions. The ROE is distributed according to the following table:

Serviced
ROE Components Service Provider | FFIEC Agencies Financial
Institutions

Transmittal Letter®

Open Section’ X X x®

Administrative Section®

Each FFIEC agency distributes TSP examination reports to serviced financial institutions
either automatically or upon request. Reports are automatically distributed to serviced
financial institutions when the TSP receives a composite IT rating of 4 or 5. In addition,
all serviced financial institutions can receive a copy of the ROE from their primary regu-
lator if the financial institution is on the customer list of the respective ROE or the institu-
tion can provide documentation reflecting that it contracted with the TSP subsequent to
the examination.

6 A transmittal letter accompanies the ROE to remind recipients of the confidential disclosure requirements. It
also includes the TSP rating.

" Includes examiners’ conclusions and supporting comments.
¥ Only comments relevant to the services for which the financial institution contracted are transmitted.

? Confidential and for regulatory use only. It includes information of administrative use to the agencies.
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MULTI-REGIONAL DATA
PROCESSING SERVICER PROGRAM

An organization is considered for the Multi-Regional Data Processing Servicer (MDPS)
Program when it processes:

* Mission-critical applications for a large number of financial institu-
tions that are regulated by more than one agency, thereby posing a

high degree of systemic risk; or

* Work from a number of data centers located in different geographic
regions.

The FFIEC agencies examine MDPS organizations because these entities pose a systemic
risk to the banking system should one or more have operational or financial problems or
fail. Since these companies service banks, thrifts, and credit unions, the FFIEC conducts
interagency IT examinations of these large TSPs. Interagency IT examinations provide a
single examination report for the TSP management and the board of directors.

The MDPS program represents a cooperative arrangement among FFIEC agencies for the
achievement of shared common supervisory goals and objectives. All FFIEC agencies
participate in key decisions on MDPS examinations through the FFIEC IT Subcommittee.
Prior to September 30th of each year, the FFIEC IT Subcommittee of the Task Force on
Supervision determines a schedule of MDPS examinations designating the servicer, the
date of the examination, and the agency-in-charge (AIC) for the following cycle. The IT
subcommittee agency representatives distribute the schedule to their respective re-
gional/district offices.

The following MDPS examination guidelines supplement the policies and procedures
contained in FFIEC SP-1: “Interagency IT Examination, Scheduling and Distribution
Policy” and SP-11: “Enhanced Supervision Program for MDPS.”

RESPONSIBILITIES OF AGENCY-IN-CHARGE
(AIC)

The FFIEC IT subcommittee selects one AIC for the supervision of each MDPS com-
pany. The AIC administers the MDPS examination on behalf of all participant FFIEC
agencies during the rotating cycle.

The AIC assigns the EIC for the MDPS examination. The EIC is responsible for includ-
ing the requirements of participating agencies in the supervisory strategy and scope of
supervisory activities, leading the on-site examination, assigning the ratings, writing the
ROE, communicating the status of the examination to participating agencies, and con-
ducting follow-up activities. The EIC will also conduct periodic reviews as required by
agency policy. As overall lead of the examination, the EIC must work closely and com-
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municate frequently with appropriate representatives of participating agencies including
headquarters, district/region, and field personnel.

It is the responsibility of the upcoming AIC to ensure that the examiner who will be re-
sponsible for the supervision of the TSP/MDPS in the future participates in the current
examination to facilitate and ensure a smooth transition. Participation in the current ex-
amination ensures that the EIC for the next cycle is familiar with the entire MDPS opera-
tion.

RISK RANKING OF MDPS EXAMINATIONS

Examiners will use the “Examination Priority Ranking Sheet” contained in Appendix B
to risk-rank each MDPS organization. Occasionally, examiners will need to perform an
unscheduled examination for areas of evolving supervisory interest or concern. Examin-
ers should monitor the ongoing condition of MDPSs between examinations through regu-
lar off-site or informal reviews. This information should be coordinated with the FFIEC
IT Subcommittee.

GENERAL PROCEDURES

PRE-EXAMINATION PROCEDURES

The pre-examination review is conducted by the EIC of the AIC to determine the scope
of the overall examination, identify resource requirements, schedule events, and deter-
mine which data centers, based on their level of risk, should be examined. Based on this
review, the EIC should prepare a document providing details on the organization’s corpo-
rate history, corporate and organizational structure, scope of the upcoming examination,
data centers included in the examination, data centers excluded from examination and the
reason why they are excluded, schedule of examinations, and examiner resource require-
ments. The pre-examination review may include meetings with MDPS management to
discuss changes that have taken place since the prior examination, or that may occur in
the near future.

MDPS EXAMINER-IN-CHARGE RESPONSIBILITIES

In addition to the duties previously assigned to the IT examiner-in-charge in the supervi-
sory process section of this booklet, the MDPS EIC is also responsible for the following:
» Scheduling and setting the scopes of MDPS examinations of corpo-
rate headquarters and remote data centers, based on input from all af-
fected agencies;
= Coordinating resources to conduct examinations;

= Reviewing individual MDPS data center ROEs and resolving exami-
nation issues with the other agencies and MDPS management;
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» Preparing the MDPS ROE, assigning ratings, signing the ROE and
sending the ROE to the appropriate supervisory office for review and
approval;

= Reviewing MDPS responses to ROE findings and recommending the
appropriate response; and

* Adhering to the current FFIEC policies in place throughout the su-
pervisory cycle.

SCOPE OF EXAMINATION

The EIC for the MDPS company develops the scope of the examination during the pre-
examination review and selects the data centers to be examined. The AIC’s headquarters
presents the scope document to the FFIEC IT subcommittee for review and approval.

The EIC should complete the scope document and forward it to the AIC’s Washington
office for review by the IT subcommittee at least 150 days before the target date for the
first on-site activity. The subcommittee should have 30 days to review and approve the
scope document. The agency’s headquarters office will distribute the examination scope
document to the other regulatory agencies.

SUPERVISORY TIMELINE

The EIC sets the time frames for examining the data centers and for the submission of
reports. Examinations of subsidiary data centers should generally not begin more than 30
days prior to the target date of the headquarters examination. The completed reports on
these data centers should be submitted to the EIC for consolidation prior to the start of the
headquarters examination. These reports should be sent within 30 days of completion of
the on-site activity.

PRESENTATION OF FINDINGS AND RECOMMENDATIONS

The EIC will notify agency headquarters’ staff of the date, time, and location of the pres-
entation of examination findings and recommendations to management of the MDPS
company. Each participating agency will have the opportunity to review the examination
findings and be represented at the presentation. Normally, MDPS examination findings
are presented first to senior management and then to the board of directors.

WORK PAPERS AND WORKPROGRAMS

The lead examiner for each subsidiary data center must review work papers to ensure that
the examination findings are accurate and well documented. The AIC should retain work
papers and workprograms in its Washington, regional, district, or field office as deemed
appropriate by the AIC. If work papers are electronic, the AIC will store them in a man-
ner consistent with its existing internal policies. If the AIC duties rotate, the current AIC
will provide an index of electronically stored work papers and copy specific work paper
documents at the request of the upcoming AIC.
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REGULAR OFF-SITE REVIEWS

The MDPS AIC is responsible for completion of regular off-site and any interim ESP re-
views. These reviews are used to assist in assessing controls, confirm the URSIT ratings
and assigned examination priority, and maintain ongoing communications with the
MDPS organization. These reviews should focus on identifying significant changes in
management and risk management, new products and services, and mergers and acquisi-
tions; determining inherent risk to supervised financial institutions; and following up on
any issues or concerns. These reviews will generally be completed at least once between
regularly scheduled examinations. Reviews may be conducted through correspondence,
telephone interviews, or any other means determined to be appropriate by the AIC.

REPORT PREPARATION AND DISTRIBUTION

REPORT PREPARATION

The AIC is responsible for preparing a consolidated ROE. The ROE should give an
overall view of the organization and include an evaluation of each data center examined.
The ROE should contain an assessment of the major risks to the financial institutions ser-
viced by the MDPS organization, recommendations for reducing or managing those risks,
and management’s responses to the findings and recommendations. The ROE should be
prepared following the guidelines in this handbook.

The reports for any subsidiary data centers examined should be summarized and consoli-
dated in the corresponding sections of the final ROE. To facilitate distribution of the
ROE to the serviced financial institutions, the examiner should document findings for
each subsidiary data center on a separate page of the report. Or, as an alternative, a sepa-
rate subsidiary data center report may be issued with the approval of the MDPS EIC,
AIC, and other regulatory agencies. Deviations from the consolidated report format
should be approved by the AIC’s headquarters office and by the other participating
FFIEC agencies.

RATING

Each on-site MDPS examination will include one set of component ratings and one com-
posite rating, based upon the overall condition of its entire operation. The MDPS ratings
will follow URSIT (see Appendix D). Each MDPS subsidiary data center examined re-
quires a separate rating. The ratings are disclosed to the subsidiary data center in a
transmittal letter that accompanies the report of examination to the TSP. Ratings are not
reported in the open section of the MDPS ROE; however, they are included in the admin-
istrative section, which is not provided to serviced financial institutions.

The AIC of the MDPS examination should notify other FFIEC agencies’ supervisory of-
fices prior to issuing URSIT composite ratings of 3, 4, or 5, or engaging in informal or
formal enforcement actions.
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RECOMMENDATIONS

At the end of the examination, the MDPS EIC will provide recommendations to the
AIC’s supervisory office on resource requirements and the scope of subsequent examina-
tions. These recommendations will assist in planning future MDPS examinations.

DISTRIBUTION

The AIC’s headquarters office is responsible for distributing the final MDPS ROE to the
TSP. The EIC will send the MDPS consolidated ROE to the appropriate supervisory of-
fice within his/her agency for review and approval before its distribution, as defined by
his/her agency’s procedures. The MDPS board of directors receives the open section of
the final ROE. The ROE is also routed to the FFIEC IT subcommittee members for their
distribution to their respective regulated, serviced financial institutions. Serviced institu-
tions should only receive those portions of the report applicable to the services they re-
ceive. Some agencies’ policies also call for further distribution to appropriate state su-
pervisory agencies.
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SHARED APPLICATION SOFTWARE
REVIEWS

The FFIEC established the Shared Application Software Review (SASR) Program to em-
ploy interagency resources in uniform reviews of major software packages. These pack-
ages include stand-alone software and integrated (turnkey system) packages. Criteria for
selection include, but are not limited to, purchased software that involves mission-critical
applications used by a large number of financial institutions or high-risk applications.
These applications include, but are not limited to, wire transfer, capital markets, securities
transfer, loans, deposits, and general ledger. SASRs are for use by FFIEC agencies only.
Their contents are not shared with the software vendor or the user financial institutions
because FFIEC agencies do not have the authority to share SASRs with these respective
entities.

PURPOSE OF THE SASR PROGRAM

The SASR program was designed to provide reviews of major software systems while
conserving examiner resources. Only experienced IT examiners should prepare SASRs.
Because of the continuing demand by all agencies for senior IT examiner resources, the
performance of SASR reviews must be clearly beneficial when compared to costs. The
FFIEC IT subcommittee has the responsibility for the selection of turnkey software pack-
ages included in the SASR reviews, and the scheduling of these reviews. The benefits of
the program include

» Ensuring a cost effective use of agency/interagency IT examiner re-
sources; and

» Equipping examiners with information and tools to assist in doing
more comprehensive and accurate reviews of institutions using these
systems and applications.

The use of SASR procedures is not limited to the review of community financial institu-
tion turnkey systems. The agencies can also use SASRs to support interagency safety
and soundness initiatives when focusing on higher-risk applications in larger financial
institutions. A SASR could evaluate financial institution software packages for use in
wire transfer, capital markets, derivatives development/record keeping, securities trans-
fer, asset management, or other lines of business.

OBJECTIVES OF THE SASR PROGRAM

The objectives of the SASR program are to

* Augment the IT examination work in community financial institu-
tions;
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= Provide examiners with information that can reduce time and re-
sources needed to examine turnkey software systems;

= Reach conclusions on the adequacy of the software product and
identify where compensating controls are needed to ensure financial
institutions operate in a safe and sound manner;

= Identify potential systemic risks by reviewing software packages
used by a large number of financial institutions; and

* Maintain a continuing knowledge of software upgrades and changes.

RESPONSIBILITY

The IT subcommittee has the ultimate responsibility for oversight of the national SASR
program. The selection of packages for review should be made by September 30 of each
year. In some cases, FFIEC regional offices will oversee SASRs conducted on software
products that are not a part of the national SASR program. Annually, the IT subcommit-
tee will

* Select the agency-in-charge (AIC) for each vendor/software product;
* Identify vendors and software packages for SASR review; and

= Establish and monitor schedules. The supervisory strategy of MDPS
companies that have products subject to review should include the
SASR activity, if applicable.

PROGRAM ADMINISTRATION

The designated AIC conducts the review in an institution that it supervises, and, with au-
thorization from the vendor, at the vendor’s location. The part of the review done at an
institution should be part of the regular IT examination. The AIC also performs the fol-
lowing steps:

= Examiner-in-Charge Selection—The AIC should select an experi-
enced IT examiner to supervise the review.

» Notification—The AIC must provide other agencies with at least six
months’ prior notice of the upcoming review to assure the availabil-
ity of specialized IT examiners.

» Research—The AIC should perform preliminary research of the se-
lected software product before beginning the review. The research
information should include background data and a description of the
organizational structure of the firm and any user group activity. In-

formation collected before the review aids in setting its scope.

» Location Selection—The AIC has the responsibility for selecting the
best location to conduct the software review and for notifying the
participating agencies of the target review date.

* Scope document—A scope document for the review must be pre-
pared in a manner similar to that of a MDPS. If a software review is
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part of the MDPS examination, the AIC may include in the scope
document for the MDPS examination the information discussed un-
der “Research” and “Location Selection” bullets.

» Vendor Notification—The AIC should notify the vendor of the up-
coming software review and request the designation of a contact per-
son. The vendor may provide information and suggestions that en-
hance the review. The AIC should inform the vendor that the final
product of the review is a confidential report for regulatory agencies’
purposes only. The AIC should caution the vendor that it should not
publicize his or her participation in the SASR program and no one
should construe the review as an endorsement of the software pro-
gram.

= Report—An internal confidential report, summarizing the review
findings, must be completed and be strictly for regulatory purposes
only.

= Exit Meeting—The AIC must conduct an exit meeting at the mutual
convenience of the vendor and the participating examiners, unless
the vendor refuses to meet. Ideally, the EIC will make a draft report
available for this meeting with the vendor. The EIC may discuss the
draft report with the vendor representative to ensure the accuracy of
the information. However, the vendor cannot copy the draft and
must return the draft to the examiners after the meeting. In addition,
the EIC may request comments on planned enhancements to the
software program. During the exit meeting, examiners should dis-
cuss significant areas of concern identified in the review. With the
approval of the IT subcommittee or regional FFIEC contacts, the
EIC may document significant concerns in a follow-up letter to the
vendor.

= Review Submission—The EIC should complete and forward the
SASR report for approval to the supervisory office of the AIC within
30 days from the completion of the on-site review.

* Document Review and Distribution—The AIC will review, approve,
and distribute the final SASR report to the FFIEC agencies for inter-
nal agency use only. Each agency will distribute the final document
to its respective regional office or district.

» Follow-up—The vendor should be requested to keep the AIC ap-
prised of major software changes and enhancements.

» Scheduled Updates—Feedback from field examiners and other
events can trigger a subsequent review. These events may include
changes of ownership, significant software changes, or other devel-
opments.
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APPENDIX A: EXAMINATION PLANNING
PROCEDURES

This section assists examiners in planning the examination of a TSP. The examiner
should consider the following steps when planning an examination.

1.

Coordinate with appropriate agency personnel any preliminary materials, procedures,
or other documentation that need review or development for the examination. De-
velop and mail examination request/first day letter and review any material received.

Review the following matters relevant to the current examination:

= The previous report of examination and any other reports used to
monitor the condition of the TSP;

» The correspondence file, including any memoranda relevant to the
current examination; and

» Audit reports and third party reviews of outside servicers.

During planning, discuss with appropriate management and obtain current informa-
tion on significant planned developments or important developments since the last
examination. This may include relocations, mergers, acquisitions, major system con-
versions, changes in hardware and software, new products/services, changes in major
contract services, staff or management changes and changes in internal audit opera-
tions. Consider:

* Significant planned developments;
» Important changes in IT policies;
= Additions or deletions to customer service; and
= Level of IT support the provider receives from outside servicers, if
any.
Request information about the financial condition of any major servicer(s) who pro-

vide IT servicing to the TSP, if applicable.

Determine if the TSP offers Internet banking services. Indicate the vendor and func-
tions performed.

Begin the process for obtaining data on serviced customers. This must include insti-
tution name, type of institution, city and state. Sort by regulatory agency first, fol-
lowed by state.
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CONCLUSIONS

1. From the materials reviewed, determine if significant changes occurred in operations
that may affect the timing, staffing, and extent of testing necessary in the examina-
tion.

2. Assign assisting examiners to the applicable areas.

3. Provide any additional information that will facilitate future examinations.
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APPENDIX B: EXAMINATION PRIORITY

RANKI

NG SHEET

l. Agency-In-Charge: FDIC FRB NCUA ocCC oTS
Agency Representative Phone
Location (Office) Email
Technology Service Provider
Il. Name:
Corporate Ad-
dress:
lll. Business Line Risk Ranking Higher Average Lower

Business Lines: (Check ALL that apply)

Higher Risk:

Asset Management Processing

Clearing and Settlement

Core Bank Processing

Corporate Electronic Banking/Cash
Management

Disaster Recovery Services
Wholesale Payments

Lower Risk:

Bill Payment Services

Check Processing

Credit Card Issuance
Imaging and Electronic Safekeeping

Web Site Hosting (informational)

Average Risk:

ACH Processing

Aggregation & Other Emerging Technolo-
gies

ATM/POS Processing and Switching
Asset/Liability Management

Credit Card Merchant Processing
Credit Card Network/Switching

Credit Scoring

Employee Benefit Account Processing
Loan and Mortgage Processing
Investment Processing

Retail Electronic Banking/Transactional
Web Site Hosting
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IV. TSP Risk Category: Higher Average Lower

Risk Factors: (Select only ONE, Higher, Average, or Lower for each Factor)

Factor Higher Risk: Average Risk: Lower Risk: NA*

1 U Large client base (250 U Moderate-sized client base (at [ Small client base (less than [
or more supervised fi- least 25 but not more than 25 supervised financial
nancial institutions, or 249 supervised financial insti- institutions, or based on
based on other meas- tutions, or based on other other measures, e.g., ag-
ures, e.g., aggregate measures, e.g., aggregate gregate client assets af-
client assets affected, assets affected; transaction fected; transaction volume).
transaction volume) volume).

2 U Company rated URSIT [ Company rated URSIT 2 at 0 Company rated URSIT 1 at [
3, 4, or 5 at last exami- last examination. last examination.
nation.

3 U Client institutions do not U Client institutions provide lim- U Client institutions provide [
provide effective over- ited oversight; SAS 70 reports effective oversight; SAS 70
sight; SAS 70 reports and audits cover most areas. reports and other audit re-
and other audit reviews views are comprehenswe.
are not comprehensive.

4 U Company is usingnew [ Company is using stable [l Company is using stable [T
or untested technology technology and products but technology and products.
or products. Company is implements significant up- Company has stable organ-
undergoing significant grades. Company has mini- izational structure.
organizational change. mal organization changes.

5 U Client institutions or U Client institutions or their ex- U Client institutions or their [
their examiners have aminers have reported mini- examiners have reported
reported problems or mal problems or concerns no problgms OIRCONCENNS
concerns that require that require supervisory fol- that require supervisory
supervisory follow-up. low-up. follow-up.

* If NA briefly explain in comment section below 4/25/02

V. AIC’s Recommended Examination Priority: A B C NA*
Business Line Risk Business Line Risk Business Line Risk
Higher Average Lower
Service Provider Risk Examlngtlon Examlngtlon Exanjlngtlon
Higher Priority Priority Priority
A A B
Service Provider Risk Exan.nn:atlon Examlngtlon Exanjlngtlon
Priority Priority Priority
Average
A B C
Service Provider Risk Exlim'”?‘t'on EX;'T““?“O” Exla;rr)mghon
Lo p rch)nty ngrlty rlgnty

*Not Applicable ranking refers to a service provider not warranting interagency examination - Not
all service providers have to be ranked A, B, or C.
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Yes No (I yes, provide support for recommendation in comment
Recommend for MDPS Program: section below)
VI. Agency Agreement on Examination Priority: Yes No*

*If NO, explain in comment section below.

Agency: Include name and phone # of agency representative Ranking
FDIC:

FRB:
OCC:
oTS:
NCUA:

VIl. Comments:
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SUMMARY OF SUPERVISORY APPROACH

Exam
Priority

On-Site Examinations

Off-Site/ Informal
Monitoring

Other

Interagency on-site exami-
nations should be conducted
at least every 24 months
sufficient to establish or con-
firm URSIT ratings and de-
termine appropriate off-site
monitoring strategy.

Regular off-site or informal
reviews (generally at least
once between examinations)
to confirm the risk ratings
and assigned examination
priority and maintain ongo-
ing communication with the
service provider. Reviews
should focus on identifying
significant changes in man-
agement and risk manage-
ment, in the quantity of in-
herent risk to supervised
financial institutions, or in
products or services affect-
ing financial institutions, and
following up on any issues
or concerns.

Regular review of monitoring
and oversight by client insti-
tutions and user groups.

A concise product/service
review document will be
provided (or updated) annu-
ally for internal use by regu-
latory examiners in assess-
ing controls in place at client
institutions.

Interagency on-site exami-
nations should be conducted
at least every 36 months
sufficient to establish or con-
firm URSIT ratings and de-
termine appropriate off-site
monitoring strategy. Dis-
cussions with company
management, limited scope
visits, reviews of significant
product and service issues,
or other alternative supervi-
sory strategies can satisfy
the on-site supervision re-
quirement.

Same as above for Priority
A.

Same as above for Priority
A.

Infrequent on-site examina-
tions. For example, the su-
pervisory strategy may call
for an initial on-site visitation
or limited scope examina-
tion.

Periodic (generally at least
every 18 months) off-site or
informal reviews to confirm
the risk ratings and assigned
examination priority and
obtain information for prod-
uct/service review docu-
ments. Reviews should fo-
cus on identifying significant
changes in management
and risk management, in the
quantity of inherent risk to
financial institutions, or in
products or services affect-
ing financial institutions, and
following up on any issues
or concerns.

Same as above for Priority
A.

Product/service review
document may be combined
with off-site/informal review
documentation.
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GENERAL INSTRUCTIONS FOR COMPLETING
EXAMINATION PRIORITY RANKING SHEETS:

Only one “Examination Priority Ranking Sheet” (EPR) should be completed for each
TSP, regardless of the fact that the TSP may have multiple processing sites. Although
risk levels at individual processing sites may vary, the EPR should reflect the aggregate
risk posed by the company’s activities.

The Agency-In-Charge (AIC) will coordinate the risk ranking of each TSP under its su-
pervision. The ERP ranking form should not be modified or edited in any way.

At the conclusion of each examination the AIC is responsible for

Completing Sections I through V of the EPR for each TSP.

Section III Business Line Risk Ranking—If a business line is
checked in more than one risk ranking category, the AIC should assess
all of the business lines and risks together before arriving at an overall
Business Line Risk Rank.

Section IV Service Provider Risk Category—If factors are selected
from more than one risk-ranking category, the AIC should assess all of
the risks before arriving at an overall “Service Provider Risk.” Rating
one risk factor “Higher Risk” does not automatically result in the TSP
having an overall “Higher Risk™ rank.

e Distributing copies of the completed EPR to its counterparts at the other FFIEC agen-
cies.

e Collecting from its counterparts the EPRs indicating agency agreement/disagreement,
consolidating the findings under section VI, and resolving any priority disagreements
to the extent possible. The AIC should retain all documentation supporting the prior-
ity designation and agency agreement/disagreement. The FFIEC IT subcommittee
may request submission of the supporting documentation on a random basis or in in-
stances of agency disagreement.

e Documenting the basis for the disagreement in the comment, section VII, for those
rare occasions when a resolution cannot be reached.

e Forwarding the completed ERP to the other agencies’ representatives.
Agency representatives receiving EPR from the AIC are responsible for

e Reviewing sections I through V;
e Completing sections VI and VII as applicable;
e Returning the completed form to the AIC by the requested response date; and

e Retaining a copy for their records.

FFIEC IT Examination Handbook Page B-5



Supervision of Technology Service Providers — March 2003

APPENDIX C: REPORT OF EXAMINATION

GUIDELINES FOR COMPLETING

Each FFIEC agency may supplement the following guidelines with additional instruc-
tions. Examiners must complete all required pages.

SECTIONS OF ROE

The ROE will include a transmittal letter. This letter, sent to the board of directors, in-
cludes the rating assigned to the TSP. This is to prevent ratings disclosure to, or discus-
sions with, the serviced financial institutions. The lead agency designee should sign the
transmittal letter.

The open section of the report should contain all significant matters. The open section is
distributed to examined entities. FFIEC agencies may distribute the open section to ser-
viced financial institutions receiving the services covered by the examination.

Examiners should reflect matters of a proprietary nature in the administrative section of
the report. Examples of proprietary information include, but are not limited to, marketing
plans, development plans, and certain contract terms. The administrative section is con-
fidential and for regulatory agency use only.

OPEN SECTION—REQUIRED AND OPTIONAL PAGES

COVER PAGE (REQUIRED)

Interagency reports of examination should use the standard interagency cover page. Each
agency has the option of using either its own cover page or the standard FFIEC cover
page on its institution’s examinations.

TABLE OF CONTENTS (OPTIONAL)

The use of this page is at the discretion of the respective FFIEC agencies. If an agency
decides to use this section, they should list sections in the order of their appearance in the
report.

EXAMINER’S CONCLUSIONS (REQUIRED)

Information should include

e Scope and Objectives of the Examination—A description of areas examined and
procedures employed.

o Summary of Major Findings—A general description of major examination find-
ings. Examiners should present findings in the order of their importance. Examiners
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should include references to areas where they identified significant operational and
procedural deficiencies or internal control weaknesses. Examiners should refer read-
ers to the specific “Supporting Comments” page(s) for detailed descriptions of these
findings and recommendations for corrective action.

The last paragraph under this subheading should include a list of who attended meet-
ings where examination findings were discussed. The list should be limited to those
persons with broad responsibility for the major areas examined (i.e., IT audit, IT
management, development and acquisition, and support and delivery). Senior man-
agement responsible for information systems operations should always be included.

Examiners should direct comments in the summary section to the attention of the
board of directors and senior management. Comments should be brief, non-technical,
and limited to the most significant issues. Examiners should describe the findings in
terms of the risk(s) presented and potential effect on the serviced financial institutions
and their customers.

e Conclusions—A summary of the overall condition of the information systems exam-
ined, including comments on the improvement or deterioration of the operation. Ex-
aminers should avoid single-word evaluations, such as ‘“good,” “fair,” “poor,”
“strong,” or “weak.” The summary should include, as appropriate, brief comments
about past performance (with emphasis on effecting corrective measures), the seri-
ousness of existing weaknesses, and future prospects for the information system. In-
formation on any corrective action that management agreed to take should be in-
cluded.

e Composite Rating—These remarks should document the performance evaluation of
the entity. Following the numerical composite rating, the exact language for that rat-
ing, found in Appendix D, should be inserted so board members and management
have a clear and common understanding of the examiner’s overall conclusions. Sup-
porting comments should precede the composite rating in this section of the report.
However, the rating and definition are not included in the open section of the reports
on entities servicing other data centers and/or financial institutions.

o Signatures—The authoring EIC must sign the report at the bottom of the “Exam-
iner’s Conclusions” page. Other signatures required by the authorizing agency should
follow and include appropriate titles.

VIOLATIONS OF LAWS AND REGULATIONS (OPTIONAL)

Examiners should complete this page when they discover specific violations of laws or
regulations. Examiners should cite the law or regulation violated followed by a brief de-

scription of the violation and management’s response/corrective measures.
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SUPPORTING COMMENTS (REQUIRED)

This ROE section should include comments addressing operating and procedural defi-
ciencies and internal control weaknesses identified during the examination. Detailed
comments should support the findings cited in the “Examiner’s Conclusions” section.
Supporting comments should be categorized within the URSIT component categories in
the order of relative importance consistent with the “Examiner’s Conclusions” page.

Each URSIT component section (audit, management, development and acquisition, and
support and delivery) should start with a summary supporting the rating assigned to that
component. Comments should convey a clear assessment of the condition of each func-
tion. The actual numerical rating should not be included on the supporting comments
pages, but should be included in the confidential section and on the “Examiner’s Conclu-
sions” page if appropriate in accordance with the instructions for that page. Items
deemed confidential in nature should be included only in the closed section of the report.
Ratings justifications contained on the “Supporting Comments” page should not be du-
plicated in the confidential pages.

Comments for each deficiency should, at a minimum, include

e A detailed description of the deficiency, identifying the risk to the organization and
serviced financial institution if not addressed by management;

e Examiner’s recommendation to address the deficiency;
e Management’s response and corrective action plan; and

e The examiner’s analysis of management’s response (if necessary).

The description of examination findings must be in terms of the risks they present and
their effect on the organization and its financial institution customers.

Examiners should make every effort to obtain management’s commitment to a reasonable
time frame for implementing corrective measures. Examiners should highlight and rein-
force deficiencies noted in consecutive examinations. If a significant number of repeat
deficiencies are noted, this information should be reported in the “Examiner’s Conclu-
sions” section of the report and should be commented upon in the management section of
the report.

Note: The “Supporting Comments” section should only contain substantive items. Ex-
aminers should discuss less significant items with management. If appropriate, examin-
ers may list less significant items separately. That list should be provided to management
and a copy retained in the work papers for the examination. Management’s responses
should be noted on the list. If appropriate, the list can be referenced on the “Supporting
Comments” pages or in the “Examiner’s Conclusions” section.

DIRECTORS’ SIGNATURE PAGE (REQUIRED)

This page should be included in all IT ROEs. Once the final ROE is returned to the di-
rectors, they should be instructed in the transmittal letter sent by the supervisory agency
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to fully review the IT ROE at a following board of directors meeting. Once this review
has occurred, the directors must sign and date the “Director’s Signature Page” to attest to

the fact that each of them has personally reviewed and understands the contents of the IT
ROE.

ADMINISTRATIVE SECTION—REQUIRED AND OPTIONAL
PAGES

This section should only contain matters that are considered inappropriate for disclosure
in the open section of the examination report. In addition, financial data should be in-
cluded for all TSPs. Basic information about the TSP, the type of examination, and the
participating supervisory agencies should also be included in the administrative section.
The “Type of Examination-Agency” subsection should indicate whether the examination
is joint or rotated and the authoring agency identified by the appropriate abbreviation,
(e.g., FDIC, FRB, NCUA, OCC, OTS). For multi-site examinations, examination hours
reported in the corporate report should include the total time for all locations examined.

ADMINISTRATIVE REMARKS (REQUIRED)

These remarks should document the performance evaluation of the entity in accordance
with the URSIT. For multi-site examinations, all subsidiary data center ratings should be
included in this section and summarized. The numeric ratings and accompanying com-
ments should include recommendations for follow-up action and any additional com-
ments.

STATISTICAL DATA (REQUIRED)

This section should contain statistical information necessary to supervise the institu-
tion/TSP adequately and process the report. Examiners should request this information at
or before the beginning of the examination. Instructions for completing these pages in-
clude:

e Applications — Present a list of the major applications processed by the TSP for itself
and for serviced financial institutions that are federally insured. Examiners should
number the applications sequentially, i.e., 1, 2, 3, 4, under the heading “Code.” The
sequence number will serve as a key for the “Serviced Financial Institutions” portion.
The “Application listing” should include the software package name and the name of
the vendor and the vendor’s location (city and state). The “Application” portion
should indicate the processing mode(s) for each application listed.

Batch updating—Daily transaction activity accumulates off line. Up-

dating of master files takes place at the end of the processing cycle (usu-
ally daily).

Memo post/On-line updating—Transaction activity is posted to a
copy of the master files throughout the day as deemed appropriate by the
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institution in order to show updated balances. Actual posting to ac-
counts occurs via batch updating at the end of the processing cycle.

Real-time updating—Transactions are posted to the customer’s (mas-
ter) file as they occur.

Note: 1f appropriate, indicate the combinations of these processing modes.

Serviced Financial Institutions—List names and locations of federally insured ser-
viced financial institutions. The list must be grouped by regulatory category first, fol-
lowed by state:

National banks
State member banks
State nonmember banks
Savings associations
Credit unions
Note: This listing can either be included in the IT ROE or in a separate document.

Examiners should identify applications processed in the right-hand columns, using
the keys assigned in the application section.

Other Servicing—Reflect the number of nonbank entities which the TSP provides
services to and the types of processing performed for these organizations.

SYSTEM AND ORGANIZATION INFORMATION (REQUIRED)

System Description—Provide details of the major hardware, software, and, if appli-
cable, networking configurations used by the facility.

Hardware: At a minimum, specify the manufacturer, model numbers,
and core storage capacity of the mainframe used. Detail other informa-
tion as appropriate or as required by the individual agencies.

Software: Indicate the primary programming languages used and the ma-
jor sources of software; e.g., developed in-house, software packages,
contract programmers, etc. If purchased/licensed software packages are
used, list the vendor(s).

Network: Indicate the general configuration of the system, specifying
remote entry sites and free standing satellite centers.

Organizational Structure—Provide general staffing and examination contact in-
formation. The total number of employees may not necessarily be the sum of the
numbers appearing in the spaces for development and acquisition and support and de-
livery personnel. Also, list principal officers and managers responsible for the cen-
ter’s operation by name, title, telephone number, and e-mail address. If the organiza-
tion is a financial institution, provide total asset and deposit figures. If the organiza-
tion is not a financial institution, the ownership portion of this section should reflect
the name and type of the organization (if the owner is not a person). Types of organi-
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zations might include financial institution (bank, savings and loan, or credit union),
financial institution or holding company subsidiary, bank service corporation, private
corporation, joint venture, facilities management (specify contracting financial insti-
tution), partnership, etc.

FINANCIAL DATA (REQUIRED FOR ALL TECHNOLOGY SERVICE PROVIDERS)

Examiners should complete this page for all TSPs that are not financial institutions. At a
minimum, examiners should include data for the last three fiscal years.

Examiners should request and analyze audited financial statements. If they are not avail-
able, unaudited statements will be acceptable. Examiners should clearly note if the
statements analyzed are audited or unaudited. Examiners should reflect any interim fi-
nancial statements they obtain on a separate page, footnoted to indicate that they are in-
terim statements, and inserted behind the year-end statements. Examiners should note in
their analysis any regulatory information (i.e., shared national credit rating) or industry
information (i.e., Standard & Poor’s, Moody’s, or Moody’s KMV) that is available.

Examiners should summarize any significant financial statement footnotes on a blank in-
sert page at the end of the financial data.

If the servicer is part of a regulated financial organization, the examiner should use exist-
ing regulatory financial and analytical information (CAMELS rating, BOPEC rating, etc.)
in the review and analysis of the parent company.

Examiners should request and analyze consolidated and company financial statements of
TSPs that are a subsidiary of a nonbank holding company or other nonfinancial corpora-
tion. Consolidated statements should be detailed on separate pages, footnoted to indicate
they are consolidated statements, and inserted after the company year-end and interim
statement.

ADDITIONAL INFORMATION (OPTIONAL)

Examiners may use this page to address specific requirements of the various regulatory
agencies. Information included would be items such as the location of work papers.
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Federal
Financial
Institutions
Examination
Council

Information Technology Examina-
tion

of MDPS' (Multi-regional Data Processing Servicer)
or TSP (Technology Service Provider)
or Financial Institution

(SERVICER NAME)

(CITY, STATE)
As of (Date of Exam)

|
THIS REPORT OF EXAMINATION IS STRICTLY CONFIDENTIAL

This copy of the examination report is the joint property of the FFIEC Member Agencies, and it is furnished for the confidential use of
the examined entity. The information contained in this document is based upon the records and books of the entity, upon statements
made by directors, officers, and employees, and upon information obtained from other sources believed to be reliable and correct.

This examination is not an audit and should not be construed as such. It is emphasized that this examination does not replace, nor
relieve the management of its responsibility for making or providing for adequate audits of the examined entity.

Under no circumstances shall any recipient of this report, or any of its directors, officers, employees, outside auditor or legal counsel
disclose or make public this report or any portion thereof. Unauthorized disclosure of any of the contents of this report is subject to
the penalties in 18 U.S.C. 641. The agency that transmitted this report must be notified immediately if the examined entity receives a
subpoena or other legal process calling for the production of this report.
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Data Center:

FFIEC

Information Technology
Report of Examination

[Name of MDPS/TSP/Financial Institution]

City: County: State: Zip:
Date of examination:
Participating Agencies
Agency Region/District Number

EIC: Examiner:

Examiner: Examiner:

Examiner: Examiner:

Examiner: Examiner:

Examiner: Examiner:

ID No
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ID/Charter No.

EXAMINER'S CONCLUSIONS

Start text here ...
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ID/Charter No.

VIOLATIONS of LAW and REGULATIONS

Start text here ...
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ID/Charter No.

SUPPORTING COMMENTS

Start text here ...
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ID/Charter No.

DIRECTORS’ SIGNATURE PAGE

We, the undersigned directors of the [Name of MDPS/TSP/Financial Institution], [City], [State
and ZIP], have personally reviewed the contents of the report of examination dated [Date of
Exam].

NAMES SIGNATURES DATES

Type first name here

Second name here

Third name here

NOTE: This form should remain attached to the report of examination and be retained in the institution’s file for
review during subsequent examinations. The signature of committee members will suffice only if the committee
includes outside directors and a resolution has been passed by the full board delegating the review to such
committee.
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Administrative Section

Region/District

[District/Region]

ID/Charter Number

[

Name & Location of MDPS/TSP/Financial Institution

[Name of MDPS/TSP/Financial Institution]

[Street]

[City], [ State and ZIP]

Examination Opened

Examination Closed

Type of Examination-

Agency
[Date of Exam] [Close Date of Exam] [Exam Type]
Prior Exams
Date: Rating: Agency: Date: Rating: Agency:
Working Hours
In House Outside
[Name of EIC], Examiner-in-Charge
Examiner 2
Examiner 3
Examiner 4
TOTAL 0
GRAND TOTAL (Less Training)
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ID/Charter No.
Administrative Section
Applications
Code Application Batch On-line Real Time
1 Demand Deposits X, M I F
2 Savings Accounts X, M I F
3 Loans X I
4 General Ledger 1 X
X = All Processing M = Memo Post

I = Inquiry Only

F = File Maintenance

Serviced Financial Institutions

Name & Location '°Application (By Code)

National Banks

First National Bank of Anytown
Anytown, Illinois

State Member Banks

Anytown State Bank
Anytown, Illinois

State Non-Member Banks

The State Bank
Anytown, Illinois

Savings Associations

Anytown Savings Bank
Anytown, Illinois

Credit Unions

Anytown Credit Union
Anytown, Illinois

!9 The EIC is responsible for ensuring this information is in the above format.

1,2,3,4,5,6,7,8,9,10,11,12,13,14

1,2,3,4,5,6,7,8,9,10,11,12,13,14

1,2,3,4,5,6,7,8,9,10,11,12,13,14

1,2,3,4,5,6,7,8,9,10,11,12,13,14

1,2,3,4,5,6,7,8,9,10,11,12,13,14
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ID/Charter No.

Administrative Section

RECAP:

Totals for all Institution Types:
Total National Banks:

Total State Member Banks:
Total State Non-Member Banks:
Total Thrifts:

Total Credit Unions:

Total All Institutions:

OTHER SERVICING:

# of Customers:

Applications Processed:
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ID/Charter No.

Administrative Section

System Description
(Mission Critical Systems Only)

Hardware:
Operating System:

Software:
Networks:
Organizational Structure

Staff Size: S&D D&A Total

Examination Contact:
Officers/Managers:

If financial institution, give total assets: Total deposits:

Ownership:

Directors:
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ID/Charter No.

Financial Information

Part 5 - Condensed Balance Sheet and Income Statement for Nonfinancial Institution Servicer

CONDENSED BALANCE SHEET As of December 31
200X 200X 19XX 19XX
ASSETS
Cash
Accounts Receivable
Prepaid Expenses
Other Current Assets

CURRENT ASSETS 0 0 0 0

Real Estate

Furniture & Fixtures

Software

Software Amortization

Hardware

Hardware Depreciation

Other Assets

Goodwill & Other Intangible Assets

TOTAL ASSETS 0 0 0 0

LTIABILITIES AND CAPITAL
Notes Payable Banks

Notes Payable Others
Accounts Payable

Accrued Expenses

Taxes

Other Current Liabilities

CURRENT LIABILITIES 0 0 0 0
Term Debt

Other Debt

Subordinated Debt

Long Term Capital Leases

TOTAL LIABILITIES 0 0 0 0
EQUITY CAPITAL

TOTAL LIABILITIES & EQUITY 0 0 0 0
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ID/Charter No.

Financial Information

CONDENSED INCOME STATEMENT As of December 31
200X 200X 199X 199X
OPERATING INCOME
Data Processing Servicing Income
Other Income

TOTAL OPERATING INCOME 0 0 0 0
OPERATING EXPENSES

Mainframe Hardware and Software
Lease and Rental

Depreciation

Repairs and Maintenance

Contract Programming

License Fees and Amortization
Other

Other Operating Expenses
Compensation

Data Communication
Occupancy Expense

Benefits and Travel

Public Relations & Advertising
Other Operating Expenses

TOTAL OPERATING EXPENSES 0 0 0 0

NON-OPERATING

Non-operating Income
Interest Income
Other Non-operating Income

Non-operating Expenses
Interest Expense
Other Non-operating Expenses

NET NON-OPERATING INCOME 0 0 0 0

INCOME BEFORE TAXES 0 0 0 0
Income Tax

NI BEFORE EXTRAORDINARY ITEMS 0 0 0 0
Extraordinary Losses

Extraordinary Gains

NET INCOME 0 0 0 0
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ID/Charter No.

Financial Information

Statement of Cashflow

200X

200X

199X

199X

Cash provided by operations

Net Income

Adjustments not requiring outlay of cash

Cumulative effect of accounting changes

Depreciation and amortization of property,
plant and equipment

Amortization of goodwill and other intangibles

Deferred income taxes

Changes in working capital and other accounts

Account receivables

Inventory

Account payables

Other

Net cash provided from operating activities

Cash flows from Investing Activities

Capital expenditures

Disposition of property, plant and equipment

All other investing activities

Cash flow from financing activities

Proceeds from borrowings

Retirement of debt

All other financing activities

Net cash provided from financing activities

Increase (decrease) in cash and equivalents dur-
ing year

Cash and equivalents at beginning of year

Cash and equivalents at end of Year 2000
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ID/Charter No.

Financial Information

SUMMARY OF KEY OPERATING RATIOS 200X 200X 200X 1999
Asset Growth

Liability Growth

Capital/Total Assets

Return on Assets

Return on Equity

Net Operating Income/Gross Operating Income
Current Assets/Assets

Total Liabilities/Equity Capital

Current Assets/Current Liabilities
Debt/Tangible Net Worth

Operating Ratio Definitions

1.

7.
8.
9.

10.

Asset Growth - (Current Total Assets - Prior Period Total Assets)/Prior Period Total
Assets. A significant increase or decrease in total assets may be an indication of problems
and should be investigated and explained.

Liability Growth - (Current Total Liabilities - Prior Period Total Liabilities)/Prior Period
Total Liabilities. A significant increase in Total Liabilities is a potential indication of
cash flow problems and should be investigated and explained.

Capital/Total Assets - Equity Capital/Total Assets. This ratio provides an indication
of the amount of losses that can be absorbed before insolvency.

Return on Assets - Current Period Net Income/((Current Period Total Assets + Prior
Period Total Assets)/2). Return on Assets is an indication of how efficiently the assets
are used. Ratio should be annualized if less than 12 months used.

Return on Equity - Current Period Net Income/((Current Period Equity + Prior Period
Equity)/2). An indication of the return on the capital invested. Ratio should be annual-
ized if less than 12 months used.

Net Operating Income/Gross Operating Income - An indication of the efficiency
of the operation.

Current Assets/Assets - An indication of liquidity.
Total Liabilities/Equity Capital - An indication of company’s leverage position.
Current Assets/Current Liabilities - An indication of liquidity.

Debt/Tangible Net Worth — Total Liabilities/(Equity Capital — Goodwill & Other In-
tangible Assets). This ratio provides an indication of the company’s leverage position.

Consistent with the risk-based examination strategy, the EIC should include a narrative analysis
of the entity’s financial condition. This analysis should include the EIC’s conclusions regarding
the financial condition and stability of the TSP.

ID/Charter No.
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Administrative Section

SUBSEQUENT EXAMINATION STRATEGY

Include the examination priority ranking and support.

EXAMINATION REQUEST LETTER

Send to:

[Name of MDPS/TSP/Financial Institution]
[Street]

[City], [State and ZIP]

REPORT DISTRIBUTION

Data Center Copy: [Name of MDPS/TSP/Financial Institution] (Do not include the confidential
section).

File Copy: File Copy Location

Washington Copy: Washington Copy Location

FDIC: Regional Office

FRB Federal Reserve Bank

OCC: Washington Olffice

OTS: Regional Office

Field Office: Organization

WORK PAPER INFORMATION

Detail where the work papers are located. Are they hard copy or electronic? Who should the
next examiner contact to gain access to these work papers?
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APPENDIX D: UNIFORM RATING SYSTEM
FOR INFORMATION TECHNOLOGY

INTRODUCTION

USE OF COMPOSITE RATINGS

Each TSP examined for IT is assigned a summary or composite rating based on the over-
all results of the evaluation. The IT composite rating and each component rating are
based on a scale of 1 through 5 in ascending order of supervisory concern, with 1 repre-
senting the highest rating and least degree of concern; and 5, the lowest rating and highest
degree of concern.

The first step in developing an IT composite rating for an organization is the assignment
of a performance rating to the individual AMDS components. The evaluation of each of
these components, their interrelationships, and relative importance is the basis for the
composite rating. A direct relationship exists between the composite rating and the indi-
vidual AMDS component performance ratings. However, the composite rating is not an
arithmetic average of the individual components. An arithmetic approach does not reflect
the actual condition of IT when using a risk-focused approach. A poor rating in one
component may heavily influence the overall composite rating for an institution.

A principal purpose of the composite rating is to identify those financial institutions and
TSPs that pose an inordinate amount of information technology risk and merit special
supervisory attention. Thus, individual risk exposures that more explicitly affect the vi-
ability of the organization or its customers should be given more weight in the composite
rating.

The AIC of the TSP examination should notify other FFIEC agencies’ supervisory offices
prior to issuing URSIT composite ratings of 3, 4, or 5 or engaging in informal or formal
enforcement actions.

USE OF COMPONENT RATINGS

Each performance or component rating also ranges from 1 through 5, with 1 representing
the highest or best, and 5, the lowest rating or worst. Each functional area of activity
(audit, management, development and acquisition, and support and delivery) must be
evaluated to determine its individual performance rating.
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COMPOSITE RATINGS DEFINITIONS

COMPOSITE - 1

Financial institutions and service providers rated composite 1 exhibit strong performance
in every respect and generally have components rated 1 or 2. Weaknesses in IT are mi-
nor in nature and are easily corrected during the normal course of business. Risk man-
agement processes provide a comprehensive program to identify and monitor risk relative
to the size, complexity, and risk profile of the entity. Strategic plans are well defined and
fully integrated throughout the organization. This allows management to quickly adapt to
changing market, business, and technology needs of the entity. Management identifies
weaknesses promptly and takes appropriate corrective action to resolve audit and regula-
tory concerns. The financial condition of the service provider is strong and overall per-
formance shows no cause for supervisory concern.

COMPOSITE - 2

Financial institutions and service providers rated composite 2 exhibit safe and sound per-
formance but may demonstrate modest weaknesses in operating performance, monitor-
ing, management processes, or system development. Generally, senior management cor-
rects weaknesses in the normal course of business. Risk management processes ade-
quately identify and monitor risk relative to the size, complexity, and risk profile of the
entity. Strategic plans are defined but may require clarification, better coordination, or
improved communication throughout the organization. As a result, management antici-
pates, but responds less quickly to changes in market, business, and technological needs
of the entity. Management normally identifies weaknesses and takes appropriate correc-
tive action. However, greater reliance is placed on audit and regulatory intervention to
identify and resolve concerns. The financial condition of the service provider is accept-
able and while internal control weaknesses may exist, there are no significant supervisory
concerns. As a result, supervisory action is informal and limited.

COMPOSITE - 3

Financial institutions and service providers rated composite 3 exhibit some degree of su-
pervisory concern due to a combination of weaknesses that may range from moderate to
severe. If weaknesses persist, further deterioration in the condition and performance of
the institution or service provider is likely. Risk management processes may not effec-
tively identify risks and may not be appropriate for the size, complexity, or risk profile of
the entity. Strategic plans are vaguely defined and may not provide adequate direction
for IT initiatives. As a result, management often has difficulty responding to changes in
business, market, and technological needs of the entity. Self-assessment practices are
weak and are generally reactive to audit and regulatory exceptions. Repeat concerns may
exist indicating that management may lack the ability or willingness to resolve concerns.
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The financial condition of the service provider may be weak and/or negative trends may
be evident. While financial or operational failure is unlikely, increased supervision is
necessary. Formal or informal supervisory action may be necessary to secure corrective
action.

COMPOSITE - 4

Financial institutions and service providers rated composite 4 operate in an unsafe and
unsound environment that may impair the future viability of the entity. Operating weak-
nesses are indicative of serious managerial deficiencies. Risk management processes in-
adequately identify and monitor risk, and practices are not appropriate given the size,
complexity, and risk profile of the entity. Strategic plans are poorly defined and not coor-
dinated or communicated throughout the organization. As a result, management and the
board are not committed to, or may be incapable of ensuring, that technological needs are
met. Management does not perform self-assessments and demonstrates an inability or
unwillingness to correct audit and regulatory concerns. The financial condition of the
service provider is severely impaired or deteriorating. Failure of the financial institution
or service provider may be likely unless IT problems are remedied. Close supervisory
attention is necessary and, in most cases, formal enforcement action is warranted.

COMPOSITE - 5

Financial institutions and service providers rated composite 5 exhibit critically deficient
operating performances and are in need of immediate remedial action. Operational prob-
lems and serious weaknesses may exist throughout the organization. Risk management
processes are severely deficient and provide management little or no perception of risk
relative to the size, complexity, and risk profile of the entity. Strategic plans do not exist
or are ineffective, and management and the board provide little or no direction for IT ini-
tiatives. As a result, management is unaware of, or inattentive to, technological needs of
the entity. Management is unwilling or incapable of correcting audit and regulatory con-
cerns. The financial condition of the service provider is poor and failure is highly prob-
able due to poor operating performance or financial instability. Ongoing supervisory at-
tention is necessary.

COMPONENT RATINGS DEFINITIONS

Each performance or component rating also ranges from 1 through 5, with 1 representing
the highest and 5 the lowest rating. Each functional area of activity (audit, management,
development and acquisition, and support and delivery) must be evaluated to determine
its individual performance rating.

Each performance or component rating is described as follows:

o Component 1—Strong performance: Performance that is significantly higher than
average.
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e Component 2— Satisfactory performance: Performance that is average or
slightly above and that provides adequately for the safe and sound operation of the
data center.

o Component 3—Less than satisfactory: Performance that exhibits some degree of
supervisory concern due to a combination of weaknesses that may range from moder-
ate to severe.

e Component 4—Deficient: Performance that is in an unsafe and unsound environ-
ment that may impair the future viability of the entity.

e Component 5—Critically deficient: Performance that is critically deficient and in
need of immediate remedial attention. The financial condition of the service provider
is poor and failure is highly probable due to poor operating performance or financial
instability.

COMPONENT RATING AREAS OF COVERAGE

AuDIT

Financial institutions and service providers are expected to provide independent assess-
ments of their exposure to risks and the quality of internal controls associated with the
acquisition, implementation, and use of information technology. Audit practices should
address the IT risk exposures throughout the institution and its service provider(s) in the
areas of user and data center operations, client/server architecture, local and wide-area
networks, telecommunications, information security, electronic data interchange, systems
development, and contingency planning. This rating should reflect the adequacy of the
organization’s overall IT audit program, including the internal and external audit’s abili-
ties to detect and report significant risks to management and the board of directors on a
timely basis. It should also reflect the internal and external auditor’s capability to pro-
mote a safe, sound and effective operation.

The performance of audit is rated based upon an assessment of factors such as

e The level of independence maintained by audit and the quality of the oversight and
support provided by the board of directors and management;

e The adequacy of audit’s risk analysis methodology used to prioritize the allocation of
audit resources and to formulated the audit schedule;

e The scope, frequency, accuracy, and timeliness of internal and external audit reports;

e The extent of audit participation in application development, acquisition, and testing,
to ensure the effectiveness of internal controls and audit trails;

e The adequacy of the overall audit plan in providing appropriate coverage of IT risks;
e The auditor’s adherence to codes of ethics and professional audit standards;

e The qualifications of the auditor, staff succession, and continued development
through training;
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The existence of timely and formal follow-up and reporting on management’s resolu-
tion of identified problems or weaknesses; and

The quality and effectiveness of internal and external audit activity as it relates to IT
controls.

RATINGS

A rating of I indicates strong audit performance. Audit independently identifies and
reports weaknesses and risks to the board of directors or its audit committee in a thor-
ough and timely manner. Outstanding audit issues are monitored until resolved. Risk
analysis ensures that audit plans address all significant IT operations, procurement,
and development activities with appropriate scope and frequency. Audit work is per-
formed in accordance with professional auditing standards and report content is
timely, constructive, accurate, and complete. Because audit is strong, examiners may
place substantial reliance on audit results

A rating of 2 indicates satisfactory audit performance. Audit independently identi-
fies and reports weaknesses and risks to the board of directors or audit committee, but
reports may be less timely. Significant outstanding audit issues are monitored until
resolved. Risk analysis ensures that audit plans address all significant IT operations,
procurement, and development activities; however, minor concerns may be noted
with the scope or frequency. Audit work is performed in accordance with profes-
sional auditing standards; however, minor or infrequent problems may arise with the
timeliness, completeness, and accuracy of reports. Because audit is satisfactory, ex-
aminers may rely on audit results but because minor concerns exist, examiners may
need to expand verification procedures in certain situations.

A rating of 3 indicates less than satisfactory audit performance. Audit identifies and
reports weaknesses and risks; however, independence may be compromised and re-
ports presented to the board or audit committee may be less than satisfactory in con-
tent and timeliness. Outstanding audit issues may not be adequately monitored. Risk
analysis is less than satisfactory. As a result, the audit plan may not provide suffi-
cient audit scope or frequency for IT operations, procurement, and development ac-
tivities. Audit work is generally performed in accordance with professional auditing
standards; however, occasional problems may be noted with the timeliness, com-
pleteness, or accuracy of reports. Because audit is less than satisfactory, examiners
must use caution if they rely on the audit results.

A rating of 4 indicates deficient audit performance. Audit may identify weaknesses
and risks but it may not independently report to the board or audit committee and re-
port content may be inadequate. Outstanding audit issues may not be adequately
monitored and resolved. Risk analysis is deficient. As a result, the audit plan does
not provide adequate audit scope or frequency for IT operations, procurement, and
development activities. Audit work is often inconsistent with professional auditing
standards and the timeliness, accuracy, and completeness of reports is unacceptable.
Because audit is deficient, examiners cannot rely on audit results.
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e A rating of 5 indicates critically deficient audit performance. If an audit function
exists, it lacks sufficient independence and, as a result, does not identify and report
weaknesses or risks to the board or audit committee. Outstanding audit issues are not
tracked and no follow-up is performed to monitor their resolution. Risk analysis is
critically deficient. As a result, the audit plan is ineffective and provides inappropri-
ate audit scope and frequency for IT operations, procurement, and development ac-
tivities. Audit work is not performed in accordance with professional auditing stan-
dards and major deficiencies are noted regarding the timeliness, accuracy, and com-
pleteness of audit reports. Because audit is critically deficient, examiners cannot rely
on audit results.

MANAGEMENT

This rating reflects the abilities of the board and management as they apply to all aspects
of IT acquisition, development, and operations. Management practices may need to ad-
dress some or all of the following IT-related risks: strategic planning, quality assurance,
project management, risk assessment, infrastructure and architecture, end-user comput-
ing, contract administration of third-party service providers, organization and human re-
sources, and regulatory and legal compliance. Generally, directors need not be actively
involved in day-to-day operations; however, they must provide clear guidance regarding
acceptable risk exposure levels and ensure that appropriate policies, procedures, and
practices have been established. Sound management practices are demonstrated through
active oversight by the board of directors and management, competent personnel, sound
IT plans, adequate policies and standards, an effective control environment, and risk
monitoring. This rating should reflect the board’s and management’s ability as it applies
to all aspects of IT operations.

The performance of management and the quality of risk management are rated based
upon an assessment of factors such as

e The level and quality of oversight and support of the IT activities by the board of di-
rectors and management;

e The ability of management to plan for and initiate new activities or products in re-
sponse to information needs and to address risks that may arise from changing busi-
ness conditions;

e The ability of management to provide information reports necessary for informed
planning and decision making in an effective and efficient manner;

e The adequacy of, and conformance with, internal policies and controls addressing the
IT operations and risks of significant business activities;

e The effectiveness of risk monitoring systems;
e The timeliness of corrective action for reported and known problems;
e The level of awareness of and compliance with laws and regulations;

e The level of planning for management succession;
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The ability of management to monitor the services delivered and to measure the or-
ganization’s progress toward identified goals in an effective and efficient manner;

The adequacy of contracts and management’s ability to monitor relationships with
third-party servicers;

The adequacy of strategic planning and risk management practices to identify, meas-
ure, monitor, and control risks, including management’s ability to perform self-
assessments; and

The ability of management to identify, measure, monitor, and control risks and to ad-
dress emerging information technology needs and solutions.

In addition to the above, factors such as the following are included in the assessment of
management at servicer providers:

The financial condition and ongoing viability of the entity;

The impact of external and internal trends and other factors on the ability of the entity
to support continued servicing of client financial institutions; and

The propriety of contractual terms and plans.

RATINGS

A rating of I indicates strong performance by management and the board. Effective
risk management practices are in place to guide IT activities, and risks are consis-
tently and effectively identified, measured, controlled, and monitored. Management
immediately resolves audit and regulatory concerns to ensure sound operations. Writ-
ten technology plans, policies and procedures, and standards are thorough and prop-
erly reflect the complexity of the IT environment. They have been formally adopted,
communicated, and enforced throughout the organization. IT systems provide accu-
rate, timely reports to management. These reports serve as the basis of major deci-
sions and as an effective performance-monitoring tool. Outsourcing arrangements are
based on comprehensive planning; routine management supervision sustains an ap-
propriate level of control over vendor contracts, performance, and services provided.
Management and the board have demonstrated the ability to promptly and success-
fully address existing IT problems and potential risks.

A rating of 2 indicates satisfactory performance by management and the board.
Adequate risk management practices are in place and guide IT activities. Significant
IT risks are identified, measured, monitored, and controlled; however, risk manage-
ment processes may be less structured or inconsistently applied and modest weak-
nesses exist. Management routinely resolves audit and regulatory concerns to ensure
effective and sound operations; however, corrective actions may not always be im-
plemented in a timely manner. Technology plans, policies, procedures, and standards
are adequate and are formally adopted. However, minor weaknesses may exist in
management’s ability to communicate and enforce them throughout the organization.
IT systems provide quality reports to management that serve as a basis for major de-
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cisions and a tool for performance planning and monitoring. Isolated or temporary
problems with timeliness, accuracy, or consistency of reports may exist. Outsourcing
arrangements are adequately planned and controlled by management, and provide for
a general understanding of vendor contracts, performance standards, and services
provided. Management and the board have demonstrated the ability to address exist-
ing IT problems and risks successfully.

A rating of 3 indicates less than satisfactory performance by management and the
board. Risk management practices may be weak and offer limited guidance for IT ac-
tivities. Most IT risks are generally identified; however, processes to measure and
monitor risk may be flawed. As a result, management’s ability to control risk is less
than satisfactory. Regulatory and audit concerns may be addressed, but time frames
are often excessive and the corrective action taken may be inappropriate. Manage-
ment may be unwilling or incapable of addressing deficiencies. Technology plans,
policies, procedures, and standards exist, but may be incomplete. They may not be
formally adopted, effectively communicated, or enforced throughout the organization.
IT systems provide requested reports to management, but periodic problems with ac-
curacy, consistency, and timeliness lessen the reliability and usefulness of reports and
may adversely affect decision making and performance monitoring. Outsourcing ar-
rangements may be entered into without thorough planning. Management may pro-
vide only cursory supervision that limits its understanding of vendor contracts, per-
formance standards, and services provided. Management and the board may not be
capable of addressing existing IT problems and risks, as evidenced by untimely cor-
rective actions for outstanding IT problems.

A rating of 4 indicates deficient performance by management and the board. Risk
management practices are inadequate and do not provide sufficient guidance for IT
activities. Critical IT risks are not properly identified, and processes to measure and
monitor risks are not properly identified, and processes to measure and monitor risks
are deficient. As a result, management may not be aware of and is unable to control
risks. Management may be unwilling or incapable of addressing audit and regulatory
deficiencies in an effective and timely manner. Technology plans, policies and pro-
cedures, and standards are inadequate, have not been formally adopted or effectively
communicated throughout the organization, and management does not effectively en-
force them. IT systems do not routinely provide management with accurate, consis-
tent, and reliable reports, thus contributing to ineffective performance monitoring or
flawed decision-making. Outstanding arrangements may be entered into without
planning or analysis, and management may provide little or no supervision of vendor
contracts, performance standards, or services provided. Management and the board
are unable to address existing IT problems and risks, as evidenced by ineffective ac-
tions and longstanding IT weaknesses. Strengthening of management and its proc-
esses is necessary. The financial condition of the service provider may threaten its
viability.
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e A rating of 5 indicates critically deficient performance by management and the
board. Risk management practices are severely flawed and provide inadequate guid-
ance for IT activities. Critical IT risks are not identified, and processes to measure
and monitor risks do not exist, or are not effective. Management’s inability to control
risk may threaten the continued viability of the institution or service provider. Man-
agement is unable or unwilling to correct audit and regulatory identified deficiencies
and immediate action by the board is required to preserve the viability of the institu-
tion or service provider. If they exist, technology plans, policies, procedures, and
standards are critically deficient. Because of systemic problems, IT systems do not
produce management reports that are accurate, timely, or relevant. Outsourcing ar-
rangements may have been entered into without management planning or analysis, re-
sulting in significant losses to the financial institution or ineffective vendor services.
The financial condition of the service provider presents an imminent threat to its vi-
ability.

DEVELOPMENT AND ACQUISITION

This rating reflects an organization’s ability to identify, acquire, install, and maintain ap-
propriate information technology solutions. Management practices may need to address
all or parts of the business process for implementing any kind of change to the hardware
or software used. These business processes include an institution’s or service provider’s
purchase of hardware or software, development and programming performed by the insti-
tution or service provider, purchase of services from independent vendors or affiliated
data centers, or a combination of these activities. The business process is defined as all
phases taken to implement a change including researching alternatives available, choos-
ing an appropriate option for the organization as a whole, converting to the new system,
or integrating the new system with existing systems. This rating reflects the adequacy of
the institution’s systems development methodology and related risk technology. This rat-
ing also reflects the board’s and management’s ability to enhance and replace information
technology prudently in a controlled environment. The performance of systems devel-
opment and acquisition and related risk management practice is rated based upon an as-
sessment of factors such as

e The level and quality of oversight and support of systems development and acquisi-
tion activities by senior management and the board of directors;

e The adequacy of the organizational and management structures to establish account-
ability and responsibility for IT systems and technology initiatives;

e The volume, nature, and extent of risk exposure to the financial institution in the area
of systems development and acquisition;

e The adequacy of the institution’s system development life cycle (SDLC) and pro-
gramming standards;
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The quality of project management programs and practices which are followed by
developers, operators, executive management/owners, independent vendors or affili-
ated servicers, and end users;

The independence of the quality assurance function and the adequacy of controls over
program changes;

The quality and thoroughness of system documentation;
The integrity and security of the network, system, and application software;

The development of information technology solutions that meet the needs of end us-
ers; and

The extent of end user involvement in the system development process.

In addition to the above, factors such as the following are included in the assessment of
development and acquisition at service providers:

The quality of software releases and documentation; and

The adequacy of training provided to clients.

RATINGS

A rating of 1 indicates strong systems development, acquisition, implementation,
and change management performance. Management and the board routinely demon-
strate successfully the ability to identify and implement appropriate IT solutions
while effectively managing risk. Project management techniques and the SDLC are
fully effective and supported by written policies, procedures, and project controls that
consistently result in timely and efficient project completion. An independent quality
assurance function provides strong controls over testing and program change man-
agement. Technology solutions consistently meet end-user needs. No significant
weaknesses or problems exist.

A rating of 2 indicates satisfactory systems development, acquisition, implementa-
tion and change management performance. Management and the board frequently
demonstrate the ability to identify and implement appropriate IT solutions while
managing risk. Project management and the SDLC are generally effective; however,
weaknesses may exist that result in minor project delays or cost overruns. An inde-
pendent quality assurance function provides adequate supervision of testing and pro-
gram change management, but minor weaknesses may exist. Technology solutions
meet end-user needs. However, minor enhancements may be necessary to meet origi-
nal user expectations. Weaknesses may exist; however, they are not significant and
they are easily corrected in the normal course of business.

A rating of 3 indicates less than satisfactory systems development, acquisition, im-
plementation, and change management performance. Management and the board
may often be unsuccessful in identifying and implementing appropriate IT solutions;
therefore, unwarranted risk exposure may exist. Project management techniques and
the SDLC are weak and may result in frequent project delays, backlogs or significant
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cost overruns. The quality assurance function may not be independent of the pro-
gramming function, which may adversely impact the integrity of testing, and program
change management. Technology solutions generally meet end-user needs, but often
require an inordinate level of change after implementation. Because of weaknesses,
significant problems may arise that could result in disruption to operations or signifi-
cant losses.

e A rating of 4 indicates deficient systems development, acquisition, implementation
and change management performance. Management and the board may be unable to
identify and implement appropriate IT solutions and do not effectively manage risk.
Project management techniques and the SDLC are ineffective and may result in se-
vere project delays and cost overruns. The quality assurance function is not fully ef-
fective and may not provide independent or comprehensive review of testing controls
or program change management. Technology solutions may not meet the critical
needs of the organization. Problems and significant risks exist that require immediate
action by the board and management to preserve the soundness of the institution.

e A rating of 5 indicates critically deficient systems development, acquisition, imple-
mentation, and change-management performance. Management and the board appear
to be incapable of identifying and implementing appropriate information technology
solutions. If they exist, project management techniques and the SDLC are critically
deficient and provide little or no direction for development of systems or technology
projects. The quality assurance function is severely deficient or not present and uni-
dentified problems in testing and program change management have caused signifi-
cant IT risks. Technology solutions do not meet the needs of the organization. Seri-
ous problems and significant risks exist which raise concern for the financial institu-
tion or service provider’s ongoing viability.

SUPPORT AND DELIVERY

This rating reflects an organization’s ability to provide technology services in a secure
environment. It reflects not only the condition of IT operations but also factors such as
reliability, security, and integrity, which may affect the quality of the information deliv-
ery system. The factors include customer support and training, and the ability to manage
problems and incidents, operations, system performance, capacity planning, and facility
and data management. Risk management practices should promote effective, safe, and
sound IT operations that ensure the continuity of operations and the reliability and avail-
ability of data. The scope of this component rating includes operational risks throughout
the organization and service providers.

The rating of IT support and delivery is based on a review and assessment of require-
ments such as

e The ability to provide a level of service that meets the requirements of the business;
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The adequacy of security policies, procedures, and practices in all units and at all lev-
els of the financial institution and service providers;

The adequacy of data controls over preparation, input, processing, and output;

The adequacy of corporate contingency planning and business resumption for data
centers, networks, service providers and business units;

The quality of processes or programs that monitor capacity and performance;

The adequacy of controls and the ability to monitor controls at service providers;
The quality of assistance provided to users, including the ability to handle problems;
The adequacy of operating policies, procedures, and manuals;

The quality of physical and logical security, including the privacy of data; and

The adequacy of firewall architectures and the security of connections with public
networks.

In addition to the above, factors such as the following are included in the assessment of
support and delivery at service providers:

The adequacy of customer service provided to clients; and

The ability of the entity to provide and maintain service level performance that meets
the requirements of the client.

RATINGS

A rating of I indicates strong IT support and delivery performance. The organiza-
tion provides technology services that are reliable and consistent. Service levels ad-
here to well-defined service-level agreements and routinely meet or exceed business
requirements. A comprehensive corporate contingency and business resumption plan
is in place. Annual contingency plan testing and updating is performed; and, critical
systems and applications are recovered within acceptable time frames. A formal writ-
ten data security policy and awareness program is communicated and enforced
throughout the organization. The logical and physical security for all IT platforms is
closely monitored, and security incidents and weaknesses are identified and quickly
corrected. Relationships with third-party service providers are closely monitored. IT
operations are highly reliable, and risk exposure is successfully identified and con-
trolled.

A rating of 2 indicates satisfactory IT support and delivery performance. The or-
ganization provides technology services that are generally reliable and consistent;
however, minor discrepancies in service levels may occur. Service performance ad-
heres to service agreements and meets business requirements. A corporate contin-
gency and business resumption plan is in place, but minor enhancements may be nec-
essary. Annual plan testing and updating is performed and minor problems may oc-
cur when recovering systems or applications. A written data security policy is in
place but may require improvement to ensure its adequacy. The policy is generally
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enforced and communicated throughout the organization, e.g., through a security
awareness program. The logical and physical security for critical IT platforms is sat-
isfactory. Systems are monitored, and security incidents and weaknesses are identi-
fied and resolved within reasonable time frames. Relationships with third-party ser-
vice providers are monitored. Critical IT operations are reliable and risk exposure is
reasonably identified and controlled.

A rating of 3 indicates that the performance of IT support and delivery is less than
satisfactory and needs improvement. The organization provides technology services
that may not be reliable or consistent. As a result, service levels periodically do not
adhere to service-level agreements or meet business requirements. A corporate con-
tingency and business resumption plan is in place but may not be considered compre-
hensive. The plan is periodically tested; however, the recovery of critical systems
and applications is frequently unsuccessful. A data security policy exists; however, it
may not be strictly enforced or communicated throughout the organization. The logi-
cal and physical security for critical IT platforms is less that satisfactory. Systems are
monitored; however, security incidents and weaknesses may not be resolved in a
timely manner. Relationships with third-party service providers may not be ade-
quately monitored. IT operations are not acceptable and unwarranted risk exposures
exist. If not corrected, weaknesses could cause performance degradation or disrup-
tion to operations.

A rating of 4 indicates deficient IT support and delivery performance. The organi-
zation provides technology services that are unreliable and inconsistent. Service-
level agreements are poorly defined and service performance usually fails to meet
business requirements. A corporate contingency and business resumption plan may
exist, but its content is critically deficient. If contingency testing is performed, man-
agement is typically unable to recover critical systems and applications. A data secu-
rity policy may not exist. As a result, serious supervisory concerns over security and
the integrity of data exist. The logical and physical security for critical IT platforms
is deficient. Systems may be monitored, but security incidents and weaknesses are
not successfully identified or resolved. Relationships with third-party service provid-
ers are not monitored. IT operations are not reliable and significant risk exposure ex-
ists. Degradation in performance is evident and frequent disruption in operations has
occurred.

A rating of 5 indicates critically deficient IT support and delivery performance. The
organization provides technology services that are not reliable or consistent. Service-
level agreements do not exist and service performance does not meet business re-
quirements. A corporate contingency and business resumption plan does not exist.
Contingency testing is not performed and management has not demonstrated the abil-
ity to recover critical systems and applications. A data security policy does not exist,
and a serious threat to the organization’s security and data integrity exists. The logi-
cal and physical security for critical IT platforms is inadequate, and management does
not monitor systems for security incidents and weaknesses. Relationships with third-
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party service providers are not monitored, and the viability of a service provider may
be in jeopardy. IT operations are severely deficient, and the seriousness of weak-
nesses could cause failure of the financial institution or service provider if not ad-
dressed.
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