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Using Your RSA Token with WebVPN

Step 1 — Establish a connection to the Internet and connect to https://connect.doe.gov

Step 2 — Users who are using their RSA Token for the first time - :
should follow the steps below for PIN creation. Others who have : IR
already set up their PIN and used their RSA Token before should .11 —_——
enter their six digit numeric Username and passcode, which is the
PIN + the RSA token code. The result of this successful login will
be Step 8 below.

Step 3 — A login
Qi - © [ A G| P Syreone @ -5 B B page similar to the

o [ —— Jo- | picture on the left will
your VPN Username

(six-digit numeric ID)
and your Password by
typing your generated
PROPERTY OF THE UNITED STATES GOVERNMENT RSA Token code and
UNAUTHORIZED ACCESS PROHIBITED . .
then click the Login

2 Department of Energy WebVPN Services - Microsoft Internet Explorer provided by DOECOE EE®

Ble Edt Yew Favortes Toos Help

This is a Federal computer system and is the property of the United States

Government. It is for authorized use only. Users (authorized or unauthorized) b ttOI’] E am I e:
have no explicit or fmplicit expectation of privacy. Any or all uses of this system u . EX p 7
and all files on this system may be intercepted, monitored, recorded, copied,

audited, inspected, and disclosed to authorized site, Department of Energy, and you r g ene rated RSA
law enforcement personnel, as well as authorized officials of other agencies, both

domestic and foreign. By using this system, the user consents to such intercep- H

Vo, mOraotg:resing. comin, atHg: nshosion ad dogonuroa o token code is

discretion of authorized site or Department of Energy personnel. Unauthorized or

improper use of this system may result in administrative disciplinary action and/or 03 2848 . I n th e

civil and criminal penalties. By continuing to use this system you indicate your

awareness of and consent to these terms and conditions of use. If you do not

agree to these conditions, LOG OFF IMMEDIATELY. Password box , you

will enter 032848,
and then click the
gere =KL Login button.

Step 4 —The 3 Department of Energy WebVPN Services - Microsoft Internet Explorer provided by DOECOE FEX
Bl Edt vew Favortes Tods Help a
WebVPN Que- © W@ Lo frroen @3- 5
application will T
direct you to set
up a new PIN
based on 4 to 8
alphanumeric
characters. This
PIN will become a
permanent part of
your new two-
factor token so
make sure you

m-LJE 3
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a Department of Energy WebVP

PROPERTY OF THE UNITED STATES GOVERNMENT
UNAUTHORIZED ACCESS PROHIBITED

This is a Federal computer system and is the property of the United States
Government. It is for authorized use only. Users (authorized or unauthorized)
have no explicit or hp\icil expectation of privacy. Any or all uses of this system
and all files on this system may be intercepted, monitored, recorded, copied,

audited, i and disclosed to i site, Department of Energy, and

law enforcement personnel, as well as authorized officials of other agencies, both
domestic and foreign. By using this system, the user consents o such intercep-

Set it to tion, monitoring, recording, copying, auditing, inspection, and disclosure at the
discretion of site or D of Energy . Unauthorized or
H improper use of this system may result in administrative disciplinary action and/or
Someth I ng YOU civil and criminal penalties. By continuing to use this system you indicate your
awareness of and consent to these terms and conditions of use. If you do not
can remem ber, agree fo these conditions, LOG OFF IMMEDIATELY.

Please refer to
the image to the
right for reference. &= e
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Step 5 -
After
successfully
entering in a
4to 8
alphanumeric
character PIN
you will be
required to
re-enter the
PIN and
token code to
finalize the
process.

A Department of, Energy WebVPN Services - Microsoft Internet Explorer, provided by DOECOE
Fle Edic Wew Favortes Tooks Help oy
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e Department of Energy Web!

PROPERTY OF THE UNITED STATES GOVERNMENT
UNAUTHORIZED ACCESS PROHIBITED

This is a Federal computer system and is the property of the United States
Government. It is for authorized use only. Users (autherized or unauthorized)
have no explicit or ‘*ﬂplmit expectation of privacy. Any or all uses of this system
and all files on this system may be intercepted, monitored, recorded, copied,
audited, i and di to site, Department of Energy, and
law enforcement personnel, as well as authorized officials of other agencies, both
domestic and foreign. By using this system, the user consents to such intercep-
tion, monitoring, recording, copying, auditing, inspection, and disclosure at the

is ion of i site or D of Energy personnel. Unauthorized or
improper use of this system may result in administrative disciplinary action and/or
civil and criminal penalties. By continuing to use this system you indicate your
awareness of and consent to these terms and conditions of use. If you do not
agree to these conditions, LOG OFF IMMEDIATELY.

Continue || Caneel |

3 Intemer

] Done

Step 6 — Wait for your RSA Token code to change and your passcode, which is a combination of
your two-factor pin + the RSA Token code. Once this is done click Continue to proceed to the
final step in this

process.

A Department of Energy WebVPN Services - Microsoft Internet Explorer provided by DOECOE

Fle Edt Wew Favorites

Tools  Help I3
@Back - k) B @ Ch /OSEar:h *Favuntes & B- ; A \_‘J i3
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PROPERTY OF THE UNITED STATES GOVERNMENT
UNAUTHORIZED ACCESS PROHIBITED

This is a Federal computer system and is the property of the United States
Government. It is for authorized use only. Users (authorized or unauthorized)
have no explicit or *'npl‘tcit expectation of privacy. Any or all uses of this system
and all files on this system may be intercepted, monitored, recorded, copied,
audited, inspected, and disclosed to authorized site, Department of Energy, and
law enforcement personnel, as well as authorized officials of other agencies, both
domestic and foreign. By using this system, the user consents to such intercep-
tion, menitoring, recording, copying, auditing, inspection, and disclosure at the
discretion of authorized site or Department of Energy personnel. Unauthorized or
improper use of this system may result in administrative disciplinary action and/or
civil and criminal penalties. By continuing to use this system you indicate your
awareness of and consent to these terms and conditions of use. If you do not
agree to these conditions, LOG OFF IMMEDIATELY.

&] Done

S @ Internet

Example: your two-factor pin is 1234 + your generated RSA token code is 032848. In the
Response: box, you will enter 1234032848, and then click the Continue button.
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The RSA SecurID numeric token code changes every 60 seconds, and if three or more
unsuccessful attempts happen before the token code changes the token will
automatically be disabled and you will need to contact PKI Support for re-activation.

Note: The bars on the left side of your RSA token screen show how much time is left
until a new 6-digit display will appear. If your RSA display shows one bar, you may
want to wait until the new number is displayed before entering this part of your

Password

Step 8 — If you were successful in logging in with your pin + pass code you will be prompted
with the Department of Energy WebVPN Services page

2 DOE HQ Remote Access Services - Micrasoft Internet Explorer, provided by DOECOE

"

File Edit Wiew Favorites Tools Help
e Back - () |ﬂ \E] { D /__" search \_::31 Favorites {7} . . :\g _J i3
Address |§"| https:}icannect1.doe.gov/+CSCO+I07S6 76 763663AZF ZFESEEEAZDAIA361 ZE 7S652E 7162722 F4B269-++Frontz] V‘ Go  Links
®LAO
@ Depariment of Energy WebVPN Services
DOE COE Apps 'OFFICE OF THE CHIEF INFORMATION OFFICER '
= Outlook Web Access
= Citrix Workplace
= IO Operations You are now connected to the DOE HQ LAN. Please use the navigation panel on the left to select and access your desired
= DOE Cyber Security Portal applcation remotely, When you are finished working, please remernber to disconnect from the systern by closing your browser
windows, or by right clicking ‘ (the green icon in the navigation toolbar which is located at the top right hand corner of your
Clence S
w SC Outlook Web Access desktop). You may return to this page at any time by clicking the Home button on the navigational toolbar. If you would
w Office of SCience Sharepoint like to change yaur ATET password then please dick here.
Portal
m Office of Stience FAS This is a Federal Government Systern hosted by the .S, Departrnent of Energy. &Il attempts to access this system are logged
and unauthorized users will be prosecuted. Log off immediately if you do not agree to these terms.
E Apps
= Lotus Motes 1 For guestions or comments regarding all Remote Access Services please contact the CSC Helpdesk by phone at 301-903-2500.
= Lotus Notes 2
U.5. Department of Energy
&] Done S @ Internet
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Using Your RSA Token with the Cisco Systems
VPN Client

Step 1 — Establish a connection to the Internet and open the Cisco Systems VPN Client by
clicking on Start > All Programs - Cisco Systems VPN Client > VPN Client.

Step 2 — Click on the Connect button to authenticate to the VPN appliance.

# status: Disconnected | VPN Client - Version 5.0.03.0530

Conneckion Entries  Skaktus  Certificates Log Options  Help

% o]

i [ |t b odify [elete CISCO

Caonnection Entries ll:ertificates l Laog ]

| Connection Enty | Huozt | Tranzport
DOE-HQ vpn.doe.govy IPSec/UDP

< 2

Mot connected.

Step 3 — A login page will be displayed as represented below. Users who are using their RSA
Token for the first time should follow the steps below for PIN creation. Others who have already
set up their PIN and used their RSA Token before should enter their Userid of six numeric digits
and their passcode, which is made up of their PIN + the RSA token key. A Successful login will
generate the login banner as shown in Step 8 below.

# YPN Client | User Authentication for "DOE-HQ" E'

Enter Uzername and Paszward.

||||I||“Qsername: ||

CIsCo

Pazzword: |

k. Cancel

Step 4 — A login page similar to the picture above will be displayed. Enter your VPN Username
(six-digit numeric ID) and the code on the RSA Token and then click the “OK" button.
Example: your RSA token code is 032848. In the Password box, you will enter 032848, and
then click the “OK" button.
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Step 5 — The VPN application will direct you to set up a new PIN based on 4 to 8 alphanumeric
characters. This PIN will become a permanent part of your new two-factor token so make sure
you set it to something you can remember. Please refer to the image below for reference.

# YPN Client | User Authentication for "DOE-HQ" E|

Enter a new PIM having fram 4 to 8 alphanumeric characters:

aliln Usemame: |
cisco

Pazgword: |

k. Caricel

Step 6 — After successfully entering in a 4 to 8 alphanumeric character PIN you will be required
to re-enter the PIN to confirm it. Once this is done click OK to proceed to the final step in this

process.

# YPN Client | User Authentication for "DOE-HQ" PX|
Pleaze re-enter new FIM:
ety Heemame: |
cisco Password: |
ok Carizel
Step 7 — After # YPN Client | User Authentication for "DOE-HQ" E|

successfully entering in a
4 to 8 alphanumeric
character PIN you will be
required to re-enter the
PIN and token code to
finalize the process. Wait il Usemame: |
for your RSA Token code cisco
to change and enter your
pin + the RSA token code
in the text-box. Once this
is done, click "OK" to
proceed to the final step in this process.

PIM Accepted.
Wiait for the token code bo change,
then enter the new passcode;

Pazsword: |

k. Cancel

Example: your two-factor pin is 1234 + your generated RSA token code is 032848. In the
Password box, you will enter 1234032848, and then click the "OK"” button

The RSA SecurID numeric token code changes every 60 seconds, and if three or more
unsuccessful attempts happen before the token code changes the token will
automatically be disabled and you will need to contact PKI Support for re-activation.
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Note: The bars on the left side of your RSA token

screen show how much time is left until a new 6-digit (
display will appear. If your RSA display shows one

bar, you may want to wait until the new number is
displayed before entering this part of your Password.

Step 8 — If you were successful in logging in with your pin + pass code you will be prompted
with the Department of Energy Security Banner. Click the “Continue” button to complete the

# VPN Client | Banner

Thiz iz a Federal Government System hozted by the U.5. Department of Energy
UMAUTHORIZED ACCESS IS PROHIBITED

ALL attempts to access this system are logged and unauthorized accesz will be prozecuted.
Log off IMMEDIATELY if you do not agree to these terms.

Dizconnect




