SMail (Secure Email) via Outlook Web Access and an RSA Token

Requirements SMail:

1.
2.

3.
4.

An EITS provided Exchange email account.'

An EITS provided RSA SecurelD Token with an active account in the EITS-managed RSA
Authentication Server.”

Appropriate access granted Active Directory group membership.3

DOEnet or Internet access and a supported web browser.

Login Procedure for SMail:

1.

2.
3.

Enter https://smail.doe.gov/ in the Address field of your Internet browser. The following is displayed
(only partially represented below):

3 H5& Securll 5 Log - Miciosoft Internet Explorer provided by eXCITE

File Edit ‘“iew Favortez Toolz  Help

@Back M > | Iﬂ Iﬂ _;‘: xr:Search :\( Favorites f‘} = == ﬁ ":i

Address .gé_'[ hittpz: //email. doe. gow/

SecurlD’

Log in to access this protected resource, IF wou don't remember vour login information, contact vour help desk or administrator,

User ID: |sledge

Passcode! | §
‘Your Passcode is wour PIN + the number displayved on wour token (the Tokencode),

In the User ID field, enter the name you use to log into your EITS/DOECOE account/workstation.
In the Passcode field, enter your PIN + the number displayed on your RSA Token with no spaces in
between.

(Note: For first time users only, enter the only 6 digits currently displayed on the RSA token into the
Passcode field.)

(Note: On the Token, the bars on the left side give a relative indication of how much time is left until
a new 6 digit number will display. If the display shows less than two bars, it is advised to wait until
the new number is displayed before entering this portion of the Passcode, as it may change before
the Log In button can be selected.)

(Note: For example, if your pin is 1234, and your username is JoeSmith, and the Passcode is
showing 567890, you would enter JoeSmith for the User ID and a Passcode of 1234567890)

Y If not already an EITS/DOECOE customer, account requests may be made by calling 301-903-

2500

(Toll Free: 866-834-6246) or by sending an email to ESC.ServiceDesk@hg.doe.gov.

? Information on requesting an RSA Token can be found here:
http://cio.energy.gov/cybersecurity/request_token.htm

3 Current EITS/DOECOE customers may request SMail access by calling 301-903-2500 (Toll

Free:

866-834-6246) or by sending an email to ESC.ServiceDesk@hg.doe.gov.
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a. First time users only will then see the following screen (partially represented below):

New RSA SecurID PIN Required

Either vou don't hawve a PIM wet, or security policy requires a PIM change.

PIMs musk conkain 4 ko & letkers and numbers,

Mew PIN; | |

Confirm Mew PIM; | |

ﬁiﬁ] [ Heset] [ Can:el]

b. First time users only: enter a Personal Identification Number (PIN) that will be used for all
subsequent RSA two factor logins. The PIN must contain 4 to 8 letters, numbers or a

combination of the two. Enter and confirm the PIN in the provided fields.
First time users only: after setting a PIN, the login screen redisplays (partially represented

Log in ko access this protected resource, IF you don't remember your login information, contact your help desk or administrataor,

below).

User ID: sledge

Passcode:
‘four Passcode is your PIM + the number displayved on your token {the Tokencode),

4. Click “Log In” and the following is displayed (partially represented below).

Authentication Succeeded.

Continue
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5. The redirect screen is followed automatically by the warning banner (shown below). (Note: There is no
need to click “Continue,” unless the page does not automatically update.)

Microsoft Internet Explorer

t This is a Federal computer spstem and is the property of the United States Govemment. [tis for authonized use only. Users [authorized or unauthorized) have no explicit or implicit expectation of privacy. &ng or
! all uses of this system and all files o this spstem may be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to agencies. both domestic and foreign. By using this system, the user
consents o such interception, monitaring, recording. copying, auditing, inspection, and disclosure at the discretion of autharized site or Department of Eneragy personnel. Lnauthorized or improper use of this
sustermn may result in administrative disciplinary action and civil and criminal penalties. By continuing to uge this system vou indicate your awareness of and congent to thege terms and conditions of use. LOG
OFF IMMEDIATELY if you do nat agree to the conditions stated in this warning.

6. Read the warning banner message and click [OK] to proceed to the next screen (shown below).

DomainiUser Name: [doefsledge

Password: |uoooouuuuooo

Client {what's this?)

(&) Premium

() Basic

Security (what's this?)
(3)Public or shared computer
() Private computer

7. Enter the Domain \ User Name which is the prefix doe\ and then your username. For example, doe\jsmith
for DOECOE users. Enter your password which is your normal EITS/DOECOE login password.
(Note on Client Options: The “Premium” client option may only be selected if you are using
Microsoft’s Internet Explorer. The “Basic” client option is designed to work in browsers that
support the HTML 3.2 and the European Computer Manufacturers Association (ECMA) script
standards. It provides a subset of the features available in Outlook Web Access Premium.)

8. Outlook Web Access displays and is ready for use (partially represented below.)

2 Miciosoft Dutlonk Web Access - Miciosoft Intemet Exploren provided|by eXGITE

File Edit View Favorites Tools Help

eBack -9 Iﬂ ﬁ] :] /"SEamh '\iL\rFavunles & v ;‘ g |_J fl 3

address [&] hitps: #smail dos. gow/enchange/

Outlook Web Acce 0
Sl O 0 |anon = [2b X | B B E - (2.0 @ @
= (2§ Sledge, James /| 1| From
g A-76 (1) | subject
&= i @
= o - Kern, Thomas

Diaka 5pil 777
A Ingson, Paul
RE: Linexpire Link Account 1D%_OPER

@ [ Applications Host
[ Asset Management

[ ATARPS A Witschey, Roderic D
[ Badging Rel

[ Bob's Retirement

[ Budget

[ Budget Documents
i Calendar (1)

[ icharr

[ CHRIS To

[ Classified i SHARE's 5 Minute Brieﬁni

[ clipboard

5] Cankacts RE: Smail.doe.gov works from my machine

(23 COOP (7) Legere, Richard

(5] Deleted Ttems (5= \erhe sender of this message has requested a read receipt, Click here to send a receipt.
(53 Disaster Test To: Pizzute, Giovanni; Sledge, James; Carson, Robert; Regan, Christy; Soissan, Brian
[ Drafts [57] Ce: Soisson, Brian; Vazir, Al

=12

[ =nergy.oov

[ Facilities Manage: Giovanni

[ Funding Sources

[ Gartner

i Canl got an encrypted email with all of the users ids 50 we get thetn entored and validated?
=3 Holday-

[ HsPD-12

Tharte

SMail Secure Web-Based Email v2.doxd of 3



