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OBTAINING THE CLIENT

Step 1 — Complete these tasks from the office on your DOECOE workstation if installing on a
Non-DOECOE device (Client will be pre-installed on DOE-COE laptops and such will not require
this installation).

Open an internet browser and access https://ras-vpn.hr.doe.gov/software/CiscoVPN-Client.exe

2 Department of Energy - Homepage - Micrasoft Internet Explorer provided by DOECOE |ZHE|E|
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Step 2 — A File Download action box will appear as below, left click on the “Save” button.
File D load - Security Warning E|

Do you want to run or save this file?

Mame; CiscoWPr-Client, exe
Type: Application, 10.6 ME

From: ras-vpn.hr.dos, goy

Fiun ][ Save ]| Cancel |

potentially harm your computer. [F you do not trust the source, do not

@ YWhile filez from the Internet can be uzeful, thiz file type can
run ar gave this software, What's the nsk?
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Step 3 — Choose the location to save the executable. (also save the .pcf file that was provided
with your VPN establishment notification from the help desk to the same portable location).
Alternatively, you may download the file to the desktop and then copy to a USB flash drive.

Save in: |['3UF'NDDwnluad vl e N5 B

ky Recent
Documents

by Documents

tdy Computer

File name: |Ei$u:u:-"»-"F'N-|:Iient.e:-ce b | [ Save l

Py M etk Save as ype: |.-’-'-.|:||:|Iin:ati|:|n V| [ Cancel ]
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INSTALLING THE CLIENT

Step 1 — Remove any existing clients on the workstation
Start > Control Panel

#- Control Panel |

Fil=  Edit View Favorites Tools  Help

:\:) Back. \‘;) Lﬁ ./I:j Search [{j Falders v @ Folder Sync

Address E} Control Panel V| Go

See Also

“ Uk b coessibility:  Add Hardware add or Administrative  Aukomatic  Date and Time Lisplay

Remoy. .. Tools Updates
@) Help and Support )
il ~p A ) ¢
= ~ B =
eBeam Syskem Entrust Folder Options Fonts Game Inkernet Java
Preferences Options Controllers Cptions
G %5
& I 3
- | { 4 .
& = D @ a4
Jnitiator Keyboard Tail Mouse Mebwork  WYIDIA nview  Phone and
1.3.1.28 Connections  Desktop M...  Modem ...

% L Q 9 @ @O

Portable Media Power Options  Prinkers and QuickTirne Realtek HD  Reqgional and  RSA Security

Devices Faxes Sound EFF...  Language ... Center
2 2 ¢ 3 d 9o
Scanners and  Scheduled Security Software SoundMar  Sounds and Speech
Camaras Tasks Center Updates Audin Devices
Syskem Taskbar and  User Accounts  windows ‘ireless
Stark Menu Firewall  Metwork Set..,

2 — Double click on “Add or Remove Prog

® Add or Remove Programs

Currently installed programs: [ show updates Sort by:

et 2! A ctiveper! 5.5.8 Build 819
Programs
E‘%
Add New n Adobe Flash Player Activex
Gloglany u‘ Adobe Flash Player Plugin b3
@ - Adobe Reader 8.1.2 Size  B6.46MB
H Adobe Shockwave Player 11
Add{Remove
Windows Alt-Tab Task Switcher Powertoy for Windows XP Size 0,04MEB
Components

[ AsDMon 172.16.0.36

E ASDM on sslvpnl.nmic.doe.goy
ELD ATI Decoder

ﬁg;! ATI Display Driver

&R BlackBerry Deskiop Software 4.1

@

Set Program
Access and
Defaults
Size  48.66MB

ﬁ! EBlackBerry w4,1.0 For the 3700 Series Wireless Handheld Size  31.26MB

g Calculator Powertay For Windows %P Size 0.22MB

@ Cisco AnyConnect VPN Client Size 2,86MB

& Cisco Systems WPMN Client 4.5.01.0300 Size 12.76MB

Citrix Presentation Server Client - Web Only

Size  16.861ME 3
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Step 3 — Scroll down to find any Cisco VPN client applications, highlight them individually by left

clicking on them and select “Remove”
i Add or Remove Programs M=E3

e
ﬁj Currently installed programs: [] show updates Sort by
Change or P . ] T
e i5) ActivePer! 5.5.5 Build 519 see a0 BB
Frograims B 2dobe Flash Player activex
ﬁ Adobe Flash Playver Plugin
E! fa | adobe Reader 8.1.2 Size  G6.46ME
Add Mew
Proagrams u Adobe Shockwave Player 11
Alt-Tab Task Switcher Powertoy for Windows XP Size 0.04MB

E;I [ AsDM on 172.16.0.36

Add/Remaove E ASDM on sshepnil.nmic,doe.goy

windows |
Components | EL ATI Decoder
ﬁl ATI Display Driver
@( & BlackBerry Deskbop Software 4.1 Size  48.66MB
Set Program ﬁ?ﬁﬂ ElackBerry v4.1.0 For the 8700 Series Wireless Handheld Size  31.26MB
Access and
Defaults _Q Calculatar Powertay For windows %P Size 0.22MB
| & Cisco AnyConnect YPN Clisnt Size  2.56MB

# Cisco Systems ¥PN Client 4.8.01.0300

ere For support information.

To remove this pragram From wour computer,

PR ik Pemcnmk abice Soeme Clinnk ek Gl = PRSI |

Step 4 — Select “Yes” from the “Add or Remove Programs” dialog. When the un-install is

completed, the “"Add or Remove Programs” will remain on the desktop.
Add or Remove Programs X

\?f) Are you sure you wank ko remove Cisco Syskems YPN Client 4.3,01,0300 From wour computer?

[ es l [ Mo

Repeat steps 3 & 4 for any additional Cisco VPN Clients

Step 5 — Close the “"Add or Remove Programs” and “Control Panel” applications by clicking the
“X" in the upper right hand corner of the apps.
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Step 6 — Open an Explorer window to run the file.
Start & Run - Enter the location of the Client install file

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it Far yaou,

Open: | c:wPNDownload| v |

L O, ][ Cancel ][ Browse. .. ]

Step 7 — Double click the CiscoVPN-Client.exe file

& YPNDownload

Fle Edit View Favorites Tools Help ,'?,.

Q Back. -\:) LE p Search H:' Folders v @ Folder Sync

address |[[5) CH\wPNDownload vl G
Size | Type Date Modified
File and Folder Tasks 10,872 KB Application 932008 12:32 PM

(29 Make a new falder
td share this Folder

Other Places

g Local Disk (22
£ My Documents
i My Computer
& My Netwark Places

Details
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Step 8 — Click "Run” from the “"Open File — Security Warning” window.

Open File - Security Warning

The publizher could not be venfied. Are you sure you want to
run thiz software?

Mame; CiscoVPM-Client,exe
Publisher:  Unknown Publizher
Type: Application

From:  CANPRDownload

Fiun ] [ Cancel

publisher. *v'ou shauld only run software from publishers wou st

@ Thiz file doeg not have a valid digital zignature that verifies it
How can | decide what sofbware bo run?

Step 9 — Click “"Unzip” from the “"WinZip Self-Extractor — CiscoVPN-Client.exe” window.
WinZip Self-Extractor - Cisco¥PN-Client.exe E|

To unzip all files in CizcoVPM-Client.exe to the Unzip
specified folder press the Unzip button,

Fun Wingip

ik

Browse... | Cloze

[+ Owenarite files without prompting About

v “when done unzipping oper;
SAwphiclient_setup. exe

fl

Help

Step 10 — Click "OK"” from the “"WinZip Self-Extractor” window.
WinZip Self-Extractor E|

1Z file{s) unzipped successFully
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Step 11 — Monitor the install process windows. When you see the Cisco Systems VPN Client
Setup box, click “Next>"
SEES

i& Cisco Systems VPN Client 5.0.03.0530 Setup

' Welcome to the Cisco Systems
VPN Client 5.0.03.0530
Installation Wizard

It iz strongly recommended that you exit all wWindows programs
befare running thiz setup progran.

Click Cancel to guit the setup program, then cloze any programs
wal have running, Click West to cantinue the installation.

WARMIMG: Thiz program iz protected by copyright law and
international treaties.

[Inauthaorized reproduction or diztibution of this program, or any
portion of it, may result in zevere civil and criminal penalies, and
will be prozecuted to the maximum extent pozsible under lave.

¢ Back [ et » ] [ Cancel

Step 12 — Select “I accept the license agreement” radio button and select “Next>"

i Cisco Systems YPN Client 5.0.03.0530 Setup M=

License Agreement o
Y'ou must agree with the licenze agreement below to procesd. } A

s

[

Client Software License Agreement of Cisco Systems

THE S0FTWARE TO WHICH YOU ARE REQUESTING ACCESS IS5 THE
PROPERTY OF CISCO 5YSTEMS. THE USE OF THIS SOFTWARE 15
GOVERENED BY THE TERMS AND CONDITIONS OF THE GREEMENT
SET FOHTH BELOW. BY CLICKING ""YES" ON THI5S SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON '"“YES".
IF ¥'OU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS S5CREEN, IN WHICH CASE YOU
WILL BE DENIED ACCESS TO THE SOFTWARE.

[

(%) | accept the license agreement
(| do ot acoept the license agreement

[ Reset ] [ < Back " et = ] [ Cancel
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Step 13 — Select "“Next>" to accept the default install location.

it Cisco Systems VPN Client 5.0.03.0530 Setup W=

Destination Folder

Select a folder where the application will be installed.

The "ize Installation *wizard will inztall the files for Cizco Systems WPM Client
5.0.03.0530 in the fallawing falder.

Ta inztall inta a different falder, chck the Browse button, and zelect another folder.

You can chooge not ta install Cizca Systems VPR Client 5.0.03.0530 by clicking Cancel
to exit the Wise Installation 'wizard.

Drestination Falder

C:A\Program FileshCizco Spaetemsz WM Clients

[ ¢ Back " M et » ] [ Cancel

Step 14 — Select “Next>" to initiate the install.

i Cisco Systems VPN Client 5.0.03.0530 Setup

Ready to Install the Application

Click Mest to begin inztallation.

Click the Back button to reenter the installation infarmation or click Cancel to exit
the wizard.

< Back " M et = ] [ Caricel
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Step 15 — Select “Finish” to complete the file install.

Cisco Systems VPN Client
5.0.03.0530 has been
successfully installed.

Click the Finizh button to exit this installation,

Cancel

Step 16 — Select “Yes” to complete the install by rebooting your workstation.
i@ Installer Information

oL muzt restart pour gustem far the configuration changes made
to Cizco Syatems WPM Client 5.0.03.0530 to take effect. Click
=" “egz torestart now or Mo if pou plan to restart manually later.
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CONFIGURING THE CLIENT

Step 1 — Start up the client: Start - All Programs - Cisco Systems VPN client > VPN
client

# status: Disconnected | VPN Client - Yersion 5.0.03.0530

Connection Entries  Status  Certificates Log Options  Help

5 qﬂ_;] A ]

Conmnect [ [T |t b odify Delete CISCO

Caonnection Entries ll:ertificates I Log ]

| Connection Entry | Host Transport

< 3

Mok connected.

Step 2 — Import the .pcf file — Click the “Import” icon or Select “Connection Entries” - “Import”

VPN Client | Select connection entry to import

Look ir: | (2 VPN Client - o5 B3

_2 ) accessible
L |y Certificates
My Recent IiHelp
Documents )include

@ [E]Languages
BLDQS
Diesktop ISProfiles
[ChResources

.-.-} |Chsearch
[{i‘]Setup
o
p

by Documents ) <hared
il

IChupdates
5}}! p

w Computer

Mp Mebwork.  File name: || j Iﬂ]
Flaces
ﬂ Cancel

Files of type: |F'n:|files [*.pcf]
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Step 3 — Navigate to the directory containing the .pcf file as provided in your VPN welcome
email. Select the file and Click “Open”.

VPN Client | Select connection entry to import

Look in; |@ YPMDownload j . =F B~
2 2_ |!\I CiJE- Hl:_l
ty Fecent
Dacuments
[
Deszktop

by Documents

a0

by Computer
My Metwork  File name: |DDE-HE!.F"3f j \ﬂ]
Flaces
j Cancel

Stei 4 — Click “"OK” to clear the success dialoi box.

@ The WPM connection entry "CYPHDownload\DOE-HO, pof* was successtully imported,

Filez af type: | Frofiles [*.pcf]
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The Client is ready for connection.

# status: Disconnected | VPN Client - Yersion 5.0.03.0530

Connection Entries  Status  Certificates Log Options  Help

Eﬂﬂ vl

Conmnect [ [T |t b odify Delete CISCO

Caonnection Entries ll:ertificates I Log ]

| Connection Entry | Huost | Transport
DOE-HQ ¥pn.doe.govy IPSec/UDP

< =

Mok connected.




