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UNCLASSIFIED .

The National Defense Authorization Act for Fiscal Year 1999 (Public Law (P.L.) 105-261) requires
that the Secretary of Energy notify the Committee on Armed Services of the Senate, the Committee on
Armed Services of the House of Representatives, and the Assstant to the President for National
Security Affairs of inadvertent releases of Regtricted Data (RD) and Formerly Restricted Data (FRD)
associated with records declassified under section 3.4 of Executive Order 12958.

Asareault of the Department of Energy’s (DOE’s) examination of gpproximately two million additiona
pages of publicly available records accessioned by the Nationa Archives and Records Adminigtration
(NARA), the Department discovered an additional 47 documents containing 94 pages of RD and FRD
which were inadvertently rel eased:

Additiond Pages | Number of Documents | Number of Pages | Number of | Number of
Examined Since with RD/FRD inthe Documents | Pages RD Pages FRD
Last Report

2 million 47 1016 6 88

The identified documents are in collections belonging to the Department of State and the Department of
Defense (Army, Navy, Air Force, Joint Staff, and Office of the Secretary of Defense). The documents
were inadvertently declassified and made available to the public during the years from 1996 to 2000 by
the Department of State, the Department of Defense, and NARA.

No classified documents of the DOE or its predecessor organizations were found.

The documents contained RD and FRD information, including:

RD FRD

- efficiency of nuclear materids or yield-to-
welght information

- thermonuclear weapon design or function

- outputs or performance of nuclear weapons
or devices

- stockpile quantities or production/retirement
rates

- storage locations

- costs of weapons or components - excluding
nuclear materials codts

-yidd

- delivery system accuracy

- height/depth of burst

- test information or results

- utilization of nuclear wegpons, including
military plans, operationa and targeting
information, or foreign utilization

information
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A ggnificant portion of the documents (40 of the 47) were improperly marked for classfication level
(e.0., Secret), classfication category (e.g., RD), and/or automatic classfication level downgrading. The
improper markings occurred when the documents were originated, or a alater time during the lifetime
of the documents. The improper marking of the documents for classfication leve, classfication
category and/or downgrading may have contributed to the inadvertent release of the documents.

NARA, the Department of State, and the Department of Defense have been advised the specific
documents contain RD and FRD. The 47 documents have been withdrawn from public access and
protected in accordance with DOE requirements.

The inadvertently released nuclear wegpons design information (RD) detailed in this report concerns a
nuclear wegpon that this country developed in the 1960s. Potentia adversaries, emerging proliferant
nations and terrorist groups aggressively target U.S. nuclear wegpon design informetion.

The inadvertently released nuclear wegpons utilization information (FRD) detailed in this report could
asss potentid adversariesin assessing the strengths of the U.S. nuclear arsend. Additiondly,
inadvertently released information on deployments of nuclear weapons outside of the U.S. may violate
internationa agreements and harm diplomatic ties with foreign host nations.

DOE will be conducting an assessment of the damage to nationa security resulting from the inadvertent
release of RD and FRD addressed in this report.

In accordance with P.L. 105-261, DOE has trained 1720 individuas from other agencies to recognize
RD and FRD information. Thisincludes 167 individuas from the Department of State, 73 from the
Department of the Air Force, 26 from the Department of Defense Joint Staff and 78 from NARA.
Additiond training has been scheduled this year including refresher training.

DOE and NARA are working to better integrate their efforts to more quickly identify and safeguard
documents potentidly containing RD and FRD. Al records that may contain RD or FRD are removed
from public access.

Details of the specific inadvertent releases are contained in the attached classified gppendix.
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APPENDIX: SUMMARY OF FINDINGS (U) (Deleted Version)

RG/EO! Y ear Number of Origination Number of No. of | No.of | RD/FRD Information Inadvertently
(Dept)? Declassified Documents Dates of the Documentsw/ | Pages | Pages | Made Publicly Available
(Department)® | containing Documents® Inappropriate | RD FRD
RD/FRD* M arkings®
RG 24/ Deleted 3 1963 30f3 0 9 FRD:
Deleted (NARA) - Nuclear weapon stockpile quantities
(Navy) - Nuclear weapon storage locations

- Costs of weapons or components - excluding nuclear material
costs
- Nuclear weapon delivery system accuracy

! (U) RG/EO = Record Group/Executive Order Plan Number of the file series found to contain RD and/or FRD

2 (U) Dept = Executive Branch Department or Agency that submitted the file series to the National Archives and Records Administration (NARA);

DOS: Department of State; Army: Department of the Army; Navy: Department of the Navy;
Air Force: Department of the Air Force; OSD: Department of Defense, Office of the Secretary of Defense;
JCS: Department of Defense, Joint Chiefs of Staff (Joint Staff).

3 (V) Year Declassified (Department) = Y ear the file series was declassified and the department/agency that conducted the declassification

4 (U) Number of Documents containing RD/FRD = Number of documents found to contain RD and/or FRD per current classification guidance in
accordance with the Atomic Energy Act of 1954, as amended.

5 (V) Origination Dates of the Documents = Period of time over which the documents were originated.

6 (U) Number of Documents w/ I nappropriate Markings = Number of documents containing RD/FRD found to have inappropriate classification,
declassification, and/or downgrading markings. Thisincludes adequately marked documents that had routing/transmittal/endorsement
cover sheets with inappropriate markings.
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APPENDIX: SUMMARY OF FINDINGS (U) (Deleted Version)

RG/EO Y ear Number of Origination Number of No. of | No.of | RD/FRD Information Inadvertently
(Dept) Declassified Documents Dates of the Documentsw/ | Pages | Pages | Made Publicly Available
(Department) | containing Documents Inappropriate | RD FRD
RD/FRD Markings
RG 59/ Deleted 13 1969 - 1972 9of 13 6 22 RD:
Deleted (DOS) - Efficiency of nuclear materials or yield-to-weight information
(DOS) - Thermonuclear weapon design or function

- Outputs or performance of nuclear weapons or devices

FRD:

- Nuclear weapon stockpile quantities or production/retirement
rate

- Nuclear weapon storage locations

- Nuclear weapon yield

- Nuclear test information or results

RG 59 (43)/ | Deleted 1 1961 lofl 0 1 FRD:

Deleted (DOYS) - Nuclear weapon storage locations
(DOS)

RG 59/ Deleted 6 1967 - 1968 60f 6 0 12 FRD:

Deleted (DOS) - Nuclear weapon storage locations
(DOS)
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APPENDIX: SUMMARY OF FINDINGS (U) (Deleted Version)

RG/EO Y ear Number of Origination Number of No. of | No.of | RD/FRD Information Inadvertently
(Dept) Declassified Documents Dates of the Documentsw/ | Pages | Pages | Made Publicly Available
(Department) | containing Documents Inappropriate | RD FRD
RD/FRD Markings
RG 59/ Deleted 8 1970 - 1972 80f8 0 11 FRD:
Deleted (DOS) - Nuclear weapon storage locations
(DOS)
RG 59/ Deleted ’ 1 1964 lofl 0 1 FRD:
Deleted (DOS) - Nuclear weapon storage locations
(DOS)
RG 218/ Deleted 1 1973 lofl 0 9 FRD:
Deleted (JCY) - Utilization of nuclear weapons, including military plans,
(JC) operational and targeting information, or foreign utilization
information
RG 159/ Deleted 1 1966 Oof1 0 3 FRD:
Deleted (NARA) - Nuclear weapon storage locations
(Army)
RG 168/ Deleted 1 1967 lofl 0 2 FRD:
Deleted (NARA) - Nuclear weapon stockpile quantities or production/retirement
(Army) rate
- Nuclear weapon storage locations

! (U) Department of State began declassification in 1998 prior to requirement for page-by-page review by trained personnel.
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APPENDIX: SUMMARY OF FINDINGS (U) (Deleted Version)

RG/EO Y ear Number of Origination Number of No. of | No.of | RD/FRD Information Inadvertently
(Dept) Declassified Documents Dates of the Documentsw/ | Pages | Pages | Made Publicly Available
(Department) | containing Documents Inappropriate | RD FRD
RD/FRD Markings
RG 330/ Deleted 2 1954 - 1956 20f2 0 2 FRD:
Deleted (NARA) - Nuclear weapon yield
(OsD) - Nuclear height/depth of burst
RG 341/ Deleted 4 1955 20f4 0 5 FRD:
Deleted (NARA/AIr - Nuclear weapon storage locations
(Air Force) Force)® - Nuclear weapon yield
- Nuclear weapon delivery system accuracy
RG 341/ Deleted 6 1960 - 1961 60f 6 0 11 FRD:
Deleted (NARA) - Nuclear weapon stockpile quantities or production/retirement
(Air Force) rate
- Nuclear weapon storage locations
- Nuclear weapon yield

- Nuclear weapon delivery system accuracy

Total 47 1954 - 1973 40 of 47 6 88

8 (U) Two documents declassified by NARA, one document by the Air Force. One document tabbed by the Air Force (referral to DOE) left in box by NARA.
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