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I the Notice of the opcoming Sunwmt the FTO apd NIBT solicited comments on
1 nuntber of cueations regarding authenticanon avstams. While these questions buroducs
a varicty of challenging and covopley issues that we sddress below, our sost iioporant
coment 15 that auiheumuuon techaology is ap esseatinl part of @ comprshensive
sototion 1o ol L Sution }m{ ware commtted {0 pun &mw Fust
three dayvs ago, e, ined with Amszan.com i £ Hoaramsl B
Canadian spa mmim’ im; v‘s bciia.\ft‘. i‘h‘ > foanudiang spooied the Microsoft Homnall
sod Aonaron domain names dn ndllions of eomalls ws part of & phishing somn o
eading tem o
wan wis collecting that nformation. The widespread

surrepiiously gatber personal wdormation abowt consumers by n
heliove that @ﬂi}{ezr Serosoll or A
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targeted 1-‘~<»>'i>~2 ytin, ;su ﬁi« ti’."ii;i()&i.
improvements (rartoubariy advance
ondine frand. A3 an international »;:};gss,;ra:mn
autheaticuiion techuuslogies, & o "m‘a-;'i'u"“
sl company, and an online buazz B 5 :
ways by the probieration of spam and 18 progeny.  Hut more Fue ian*“m zil ¥, k;;am i
porsisient plague on Conswners and continues 10 be the munher one comphyint we feceive
fromn e el custiuners.
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i THe SExoen 1D Frasiiwong

Spam Wan Guc (‘-"ﬂ“z(%id’* e 8 oern musance. ’.i"m:%ay i coudinues too theesien 10
aderrine wser bust andeonfidence, as well av o disrupt
the millions ai‘ bus.zzzf;‘.szses ti:zast dc‘:-;ﬁmd an onhine commerce and eomuil “mzrk«*z‘iv ¢ dube
comtroliad, spam must i"'z'ra? be solated and 8 That i furn, regpires sdentifving the
itue seurce of the message. As the PO and \3‘”3 Are aw &fb> 3.zowcw;1, iy zazi md;w 1S
tvpicatly sent over the izzt:mui withouot any authe .‘ii "mms afthe sender-or the oo zl}‘liiij“‘
activiz on s or her behdf — o fact that s roan od by spanvoors i the v :
oof wavs detailed i the Motice,

b m 20ror-prons ﬁfii"i{'\" Some spam that
X% orse, ﬁm:; svmoiu,

o junk womail s
cithraie senders slips dioag!
foud and plush
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appeas (o originate
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sepders 3s often b].«;s{r};;f:(i becaase e Internet addiesyeg }mm h cel smoieﬁ anidd ii’zfu‘:z.x‘

seputations tumished,

The Conunission’s Notice of the Sommit desiribes twm proposed privale ket
authentication systems. Owe of these proposais, Szuder 113, 18 based on a condinntion of
AMicrosofi’s ¢ .aie;r Hy for E-Madll and the Sender Policy Founowork (U8B Seader
1Y involves three steps

1 E-mand senders {of all sizesy publish one time the Intornct protocoel (1P
addresses of thalr outhound comadl servers dn the Domain Name Sysien
DN T gocording to the Sender H specificating




&

Recipient e-mail systems swamine cach message tu deterniue the pamported
responsibie domain

Reginiont e-mail systorms search the DNS for the Ust of outhound IF sddresses
of thar domatn, zod then check whether the 1P sddress from which the
- way veceived i on that i Onee widespread  deploynient 8
achicved, i no match is found, the messagy 15 not authendicated wd bas hikely
heen spoofed, During the initial phases of deploymeant. sech antbeniication

(23

faiture would Lkely be imcluded in filioring technologizs and slgorithow

designed o detect span,
White the Sender 1D system is pot a silver bullet 1o counter spany it does represent 4
significant wdostry i
phishing attacks while increasing

jative to ddetect spoofed domains, reducing both span and

Y

wlimate e it

g the reliabitity and deliverablity of
The Sender 11 Fravnework has been desipned to meet ive core requirements.

s  Uase of Adopdon. A key goal of this proposal i3 rapid wnd beead
adoption. We want all Internet domains to guickly publish their cutbound
e-rnail server 1P sddresses. Therelore, any technical implomentation will
need to operate within the capabiities of existing suflnare wWicIever
possthie, Twill not alevays be pos

sible 1o implerens this proposal withow
changes to sonie sofbware, ban Sender 1 has beon desiznad to Keep such
changes t a nupbuum to facilitate adoption. The overaeching goals have
been case of unpleneatation, rapd dentoyyuent and v minimun of GsB to
sonniiRenders.

»  Scalabilitv.  Any mplementation nuist also be able o scale up 1o mest the
needs of the largest 18Px and dows o the siallest office or home wal
server,  An authentication system must suppodd orgapdvations thal have
hundreds or even thousands of eermail servers zsowell as those thal have
tust one. Soch a svetem ruust alst support entities that outsourse thelr o
mail servers woanother orpanizabion.

stoalso cquitably dist & the costs
ol complimnce, 71 , the costs of dotecting suud l"i‘i\*‘d”i!’i“ spociing aw
borne entively by ﬁz:., Acm;x oty - the recetving eqmail system and the
addressee. Anyv technical mmplomentation nast rectify ¢ hi.s. imbalance.
Organizations that wish to protect thelr domain names frow spoofing
shoukd bear parl of the cost Wmuden, while orgunizations that wish 10
securately detesnine whether or not messages they receive bave been
spooded should bear a corresponding cost,

Faness.  Austhonticatio ,;z:yz*i;ei:n:

1t

% Ooemneas. Thet wal implementation must be opendy published so the
any orgsnzation wz\«im;g o comply with s provisions msay do 50, T}.zm
openness s essentiad to widespread adoptis which b turn 15 necessary 1o
ensd {he spant epideni,

o



iensibility.  Fually, an a,u.ti:m:z?icai'jo G oaysiern must be able o asdapt io
g practiees and technology.  The teehmical wuplermeniation must
fore alfow for the poblbcation m, new oy additiongl ind

ortasiion abou
5 and pracices should s be requived in

there
an orgamization’s e-mail poli
the foture

The Render 1D Framewoad does not prevent spam from being sent, but it does
ke spam much casier o detect by g_}i'()'ﬂr‘idii}g 4 mere relible answer (o the fundoments!
guestion of who sent a given owssuge. This Brmework befps G"i},laif enders protect their
dompin numes, i‘mir :‘ep‘axtat}"c:xzs and their hrands; enables eomail recipionts to Blter junk
e-mail move accurately; haelps provents the use of spouding © perpetrate {32’;1'@'2‘13’1\0' SCHINS;
andd provides a basis fur additional 1 Utering decistons based w the reputation and eomall
behzvior of the sender.

Eomatl anthentication standards such a3 Sender T8 will have both a direct and ap
irect offect on reducing spam. The ducct effect of e-mail suthend *ai"i(}*z s il*;:,
messages which 12 eqmumil ruthentication tests way be Eaimk ot aegetively woig
by a receiving &mnm«m 3 spaon fiders, Given past behavior, we C‘(‘{}u.( apasmu s o
adapt 10 ¢ xmi u,fi wieation schemes Gurly rapidly - indeed, there 13 some ovidence
they ave already dotng so by mx:izmz matl from an address that s aither ' ed ut the
DNS (and passes aut shentication leatsh or does re particingie in gy suthenbication schene
{resalting in neither 2 pass nor a i vresult from ap authentivation tee). As a resull, this
diveot offect of blocking mwail that fils un suthonication test may be yelatively short
fived.
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witts, however, are longtspm and  substantial Firsy,
anthenticution propusals like Sunder 11 enable sendors to take alfivanative steps e protect
their domain novoes, and often their Brand numes, from spooting. This helps to preserve
the reputaiicns and value associated wih these pames. Svmm‘% they provide a
foundation for additional scrutiny of the sender.  Ouee o receving zquail sorver can
idmzf;i v the ozrig;i.u_ of a mossage with some cortainty, i Con apply ddk Hional sapenence-
sz:{i'z“z‘ or o 1o maxt the seader and accept messages
¢ mi i \mx‘rm the bistorizal patiers of
H volame of mail i
2 eceiving servers coulsd slse exsning
the trask record of the sender wii‘h cespeid 10 ond-usey complaints, message rajecbion, o
rates of spam detected.  These indicators could be nsrporated dndo the oversdl spam
filtering process.  E-mail authentication thes provides a basis for infereices about the
reputation and past behavier of th *:f,‘t}dn’i’ that could not previousdy be deawn - thereby
nuproving the success rates of filters and decreasing spam and s gssociated coss,

The inditect b

previonsdy

)

Technodogy alope, however, will not solve tis problen. A i wlistie approach that
§7 XY on, legislabion, enforcement, and education 16 necessary
o sttt the borden from the user to the spanmmer, resulting i an moreass ju the reliabdl xie
of email and of the Intermer  This approach dim 5 that any propossd
muhenticabion standard be supported on a global basis, because spam franacends and
traverses national bordars. Collectively, fhese mensures will heln io substantially reduve

by
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the amomnt of junk e-mail deliversd 1o usars’ mailboxes and optimize users’ oversll
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ii. By (S80S

The £TC and NIST have recognized that the authentication couponent of t i3
solulion rases zowide range of challensing guesiions.,  The Notive seeks copunant
jasues in several aveas, inclading: (1) Technolugy and Operations (2) Implemeutation; snd
{33 Ttellvtusd Property. Microsoft bas anticipated and investiguted Ly of those 185003
throughont the developwent of Sender 1Y and as explained balow, wi do not believe tat
they pose & significant inpediment to the widespread aduption of suthentivation systums.

A, Technology snd Uiperation

The Kotice soliciis commpents on a variety of oporational lssucs invelving
authendestion sysioms, including their effest on existing Internct protocols, thew
interoperabiliny, and fheir impli Hic bypes of ustrs. Az soted above, we
have designed e Sender ID p f¢ 1z operational case, and we » that
an authentication procedure an be mf'm‘g‘m m*c smoodily into the o-mail process for the
enbire spectrum of users,

e FPBifect on lnternet Frotovsls.  Bemail ashenstication proposals smust
sapplement rather than roplace exising lmuzm nrotocols o fucibitate
widespread adoption, Pamail is the no » used indernet application,
and radical chanzes 1o exisupyg protocels are therefore highly unlikely fo
achieve the widespread deploviment reguired in order for them fn anceeed.
Sender 10 is thes desig ucd for easy adoption.

“fikot o1 Fgisting Hardware and Softwnre. While Sender 112 18 being
designed {o operate under existing conditivns 1o overy eent possible,
such 2 syfe.m.n, canmot by impdemented without some enhanvements o o
muil sofbware. In particular, receiving eail servers nead to be wodified
o perform the necessary authenticalion whu'im, and M osome cases 10
present io the user the rosults of thuse chocks. Senders may also need
make some ob dnistrative provedures. Most

e o both sofbware and adm
comail authensicstion proposaly, mcluding Seader 12, require publication
by domain owners of certain information concerming their suthorized e-
mail servers.  Render ID also requires mwodest chunges io the emad
soffware used by sending servers in certain situations - maimly o those
servers that perfonn c-mail fiwwarding. As more and more organizations
adopt o-mall anthentostion tochuigqu ex ;fimawc will rooun: on those who
are not participatiog, - thoar eemadl wall be subiccted to groster
seratiny and will be at 2 wreater risk of being blovked by spam Blters,

Thus, over time, upgrades to existing software will become pecessary,
Whils we would encourage upgrades 1o be made as quichly 35 possibe 1o
realize the benefits that ¢omail wuthonyication provides, we recognize that
for many organizaiions softwars upgrades require seniiiowy budgetary,




administrative and technical planning - and we are Jesigoing Sender 1D
with these concerns in nind

Flfect on AL Lustomer Scaments.  We believe that any astheniication
safution needs to be supportable by and compatible with all types of
customers and e-mosil users, This includes the individael consaner as well
as smiall, medivm and enterprise Imsinesses that today rely on e-mail for
sommuunication, conuneros and productivity,

Handiing of Uvanthentivated Messages Ope.z tors of receiving e~madl
servers will 1n ail Hkelihood set their own policies regarding the handling
of unnuthenticated messages. We believe that over fime zmaraiiimmii:ated
2es will be subjected to more z‘iwm'ov«" seruting and  filtering
procedures, However, we also bediove it umlikely that many sopanizations
will block una ,gzim.nm,mcd wmmi messages wle’!w because they we
unauthenticated: a3 noted above, auvthentication i3 just one poart of the
technology-based solution w identify and {lter spam.

?ais‘: Negatives gnd Positives.  Virtually any aothentication scheme ix
suseeptible to both false positives and fatse negatives, and Sender Y s 0o
e ; ium False positives ~ where legitiroate mal fails an authentization
check ~ are most likely 1o arise when §1r° tdentity being validated belongs
1o oan administratively distinet organization o the mail server that
transputs the measage, as i the case of wpdl frwarding. Fabwe negatives
- whers spoofed nall pesses ap anthentication chock - can ocuur when g
legiimate sender is infocted by sn c-mail vives (so-called Yrombi”
1 several a;;;:«az‘a #ly  responabic  identit

machines), or whe
deliberately inserted o & ruessage s that one identity is validated whils

o)

g
e

another spoated dentty 1 prese;at;»:d to the user. This is why we believs
that e-mail suthentication mechanismes will m geneal nol be used
isolation but rather w»ill provide sdditional impns indo spam filtenng
decisions, Used b combmnation with other smpirical indivia of religiality,
e~mail autheativation osn ensble more vigowns and accwsle spam
filtering.

i o Most e-matl ;rmti*e"f‘ic”:i«:m proposals are internpeoalde.
In ;mi thers may be soane henefit fo using wmore than one such sysien
mrovide gdditional ;.’micc:i,.c.m againat sparn. However, there are Hmils
the number of authentivation schemes that can practically be deployed
Just as most members of the public possess puas than one firm of
wdentification (g.z., Sceisd Security Number, deiver’s Heense, passport) but
wonld probably da& at carrying nomernus diferent 1 cards, 4 s Bkely

that e-mail svstems oporators will aimilarly resist deploving oo meny
a.aaiimmc_mm schemes.  We therefors expect that muokel forces will

swinrieny these schemes down (o a snwsll number,



srvices,  Bemwil agthenticalion schemes
ation o the [P address of the sending e
il server requirs carh messaze 1o carry an identity w-zth'n the sending
server’s adnunistrative domain.  Forwarded messages tat lac foan
wdentity are indistinguishable from spooled mail ?hu:, uvnder Sender {13,
e-ronil forwarders are required to woddy a forwarded wessage so us o
provide # locally-conrirolied identity epon which the receiving side muay
perfosm an autheotication check.  Ome sasy way o do this 15 10 add a
“Lesent-Front header to the messans indicating that identity. This header
can then he used jo anthentication checks p-;.zis;u'me{i hy the receiving
L“cor ef

# Bffect on B-Mail Poreardinge
ttke Nemder 1 that ve authenae

e  Pilect on Partcudar Users. Iatemiet ol Az'{wides ernmmous Heribility
the way e-vaail s pansmitied gnd onied Di e services such az mailing
Hats, cuisourced e-muil, and ecebe-genvramd oometl have Howished by
feveraging s Rexibiiny il
a5 Tesmail 1'nt'&*nrz.s:d.imtie%" betwren {23@ ariging! suthor of an smadl
messa and the ultimate recipients of the message. Thess istermediary
svvices fegtimately aond ;zm‘i on behalt of their users or austomers, The
itermediary service tomy act on belail of the roexsage seader (3n the crse
of smailing hsts o web <fcmmz'ca c-matid or on behalt of the mwecipieont (n
the case of fwading services)  Femail suthbenboation proposals must
scconunndste these 8 iiamzt e-mmail service o}‘ti orings or they will fall to be
adopted.  That said, the operatirs of these services must boar their faly
share of ih: ol and responsibiling for ;w‘r%m* c-mafl awthenticanon

saeceed. Sender 1D is designed o accommodate the existing belwaviar of
those e-matl mtermediaries where possible, and fo require only naninsal
changes o their opembion  whan  necsssary. Soemfically,  these
intermediarizs must place an identity in each wmessage that is under the
achministrative contred of the service's own domuin, s allows the
authentication 1o tie an identity io the roessage bsck o the domain's
authorized outhowsl o-mall servers,

Be
Ce

B. Implementation

wicrosofl recnenizes that widespread tmplementation of oyl authentication
raises sixnifizant concerns about cost, thmng, and potential side effects. We belisve that
ned to address these issues,

Eid}

sar Sender 1D prograr has been dess

»  {lost.  The main mplemenition cosis for Seader 10 are related to
sdministration and softvare upgrades. There is 3 sl adounisty &m* vost
mvolved in pubdishing and owstaning infomvation ftiw.ti
outhound c-mul servers in the MG This nomingd cost
domain owners, Operators of a BINS server can expoet some maease in
the size of ther DS databases and o the load placed on those servera by
receiving e-matl systerss querving for additional infrmarion.  Receiving
coraadl systems will require some sofbware upgrades to perform the

<




reguired awthenticstion chesks.  And some o-mail senders, parteulardy

sl forwarders, will alzo r ;unn sofhwars 15'{3{‘?4;((,‘\ inn order to ensure that

thelr messages comply with the vew authentication reqmvmfsm They
short-term and oflen one-time costs, howsver, are minimal m commpanson
with the long-torm savings and benefits thay anthentcuiion provides

»  Timing. While we would bope for and encoursge rapid deployuwent of
Sender 1D, experience shows that changes to large sysiems ogour
graduatly. Bender 1D s designed to permt this, while delivering heoefits
(o those who adopt it gquickby. Do owners cag pubbsh infonmation in
T3NS today to hogin o protect thelr dovnains from spoofing. As soon 48
sume large ISP, such as Hotmald, hegin ‘;)"‘I‘fﬂﬁ’l‘ii‘ﬁp' authentization vhecks,
there will be greater tncentive for more domaing to publish and for more

receivers to perform checks, which will expedite Mda.spzwj adoption.

e Side Fffecty  The side effects of aghentication should be mudmst
Pezz‘am‘mm Sender 1D authenticadon checks will consume modest
sssing power snd will place seme addinons!
] ,;td on t\(,‘"?zil S elsate iom.:z.il‘;&‘ DNE servsrs, We do nol, owever, h{*iwve that
there will beany stgnificant dnpact apon e-mad transrmission thines,

<. Intellectual Proparty

T be effociive, any authendivation sysion nust be able to be adopied widely and
That can ondy happen if the techmcead specifications weork, and if they are readily

Aicroseft has developed the Seader 13 standards with those goals in mind.

s Chpen Standand. Any achentication systom roguites Cooperation between
sesders and recipients of eemal TFor that reason, we bebieve that
specifications for these systems moust be publicly availahie mnd widely
implemented - which s why our Sender 1D specifications have been
pubhished as Interset Drafts st the Totomet Enghnecring Task Force
(CIETE, A technicsl nueroperabiiity specificstion 13 an open standarnd
when 4 has beewn ratified jn an ape, consensus-hased process, Delbung
sharacteristios of open staadards mclude: (1) the retilied specification i
made pddicly m&)iaiie' withoud contractual resirictions on aceess; (23 the
organization that bas raiified the open standard hax o bapsparent
frtellectunl Propenty policy: and (33 the raufving organivation will not
wardy the spemification as sn open "'m(iaw univss pateat helders of
identtfied exsential patent v have agreed fo license such osseatial
patent nghts on reasonable and nmwN;“nm*mmr; erms o anyong who
wished 1o make. tse or soll implementations of the open standard, These

characterishes are covynon mwoong standards approved by the American
Natimnal Standards Dnstitte and idemations Jards

Hy-rroogoized st
hadies.  IBETE's standards policy has each of these charactesiziics
Because e-manl 1¢ the most widely wsed Indernet apphcation, Sender 1D o

fosl



any other proposal will need w0 be broadly aciopted o be oan affectve
solubon, {onseguently, the Sender D mm ications nwst be freely
available fo anvone without contractoal restrictions on thelr access,
Morcover, any casential intoliectual property rights needed to make, use ar
sell implementations of Sender 1D st be avatlable 1o all Tmplemeniers

and users wunder Hconses with rousonable and non-discrimingiony ferms
The Sender 13 Framework aatisfies these conditons becsase s
speoifications gre pubhshed by the IETE, and becagse the assenual
inteleciual property rights disclosed o the 1T have beon rowde available
on reasouable and non-discriminatory s that are also froe of royalties
and other fees, (The 1ETE workmng group on Seader 11 has not yeached

copsensus on the proposu! and has suspended vis work for now - a
Jeciston which 13 being appealed — bat the disclosure of mtelectual
sroperty rights o IETE and s publication of Sender ID Framework
specifications endhres and therely satisfics the conditions for an open
standard s The test of whether Bender 1D or any other proposed solution
is an open standard i nol whether i bas been ratified through an opan-
consensus based process, bot sather whether the proposal can be widely
sdopted - indecd, many successfi fndhistry standords are not ratified by a
standard-seiting organization.

e Pronvictary and Pateat Bighis, Misrosnll has diseiosed to the TETYE thur it
fas filed US and foreien patent applications that nclude claims that could
COVOL SUUe pOTRONS of the Sender I specification i those clains are
“mz}wd Consintent Mth this declaration -~ and poing evan hn ther than
offering fo liveuse essential patent riglys on “reasonsble sud non-
discrintinaiory as-,:.rz_@:m" - Microsodt bas made @ .i.iz:s:_«fa.i;:}hiris-:'s Patont
License for Sender 1D avalable wadine. The terms of this Uoenss can be
sccepted by soyone at anviime, now or in the figore, and wall extend to all
of Microsoil's essential patont rigdids nevded 1o ;mpmzzzze;}t Sendder 1 - non
just the essential patent vglts that could fssue Drom these pataot
applications.  Microsoft’s ;;ﬁv}m%wawt 1ablc patent heense provides the

industry sutficient assurance that anyone can sdopt Sender 1D without foar
of owing Microseft rovaltics or othor fees for use of essential Microsoft

patent claime, althongh this Heense does nad cover other patent rights that
nieht be owned oy contralicd by parties other than dborosudt and that may
be needed w make, ose or sell hoplementadons of Sender 1D or other
propossls being considered by the WTE. Like Micvosoll, other pariios
subyect to the IBTE policy sheuld diselose their patent rights and their

i

: Microvoft's patent declaration can be found & B ssvdati ongd
deaft-sti-ound-oors. i

AP rneroseline

. This livense can be found af hapdydownivadndorosuiloomydowriond/bal 3 hddbi4a3-

A0 09 e-028501 22 848 atfGeonderil. License-Agreomentpdl
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for any other proposed

willingness fo Heense those patent righis
atmlvutt “ation standard subnoiited to the IHTES

o intellectunl Proporty Obsacies.  We are not gware of any proposed
standard that would yeguire the use of wny particular pardy's goods of
servizes, However, the Sender 11 proposal may be covered by Micmisof
patent rights if thoss rizdus are granted by the uh, s patent offives, As
noted above, Microsoft bas already made available o patent License gt no
cinst to anyone Tor say Microsodl patent right that 15 essential to make, use
or sell umplementsions of Sender ffy Microsoll cannoil however,
confirm whether i has patont rights 1 othey technodogy nor, ("b’w"iﬂ'lloif?,
whethier any other pary has paters nights that might be peeded 1o n

implemeniations of olbsr proposed awthentication standards)

use or self
b DI &

Microsofl appreviues this OppOriRy to ps'f}v'de conyments to the PTC and KIST
about the development, use and lmplizations of authentication techologles.  We ook
forward o discussing these issues forther af the upeoming Sy, and fo continumg 1o
work with sovernment and industry o endd the tueat posed by spam

Michasi Hintze

SeRior ALTorney
Microsoft Comporation

Moee information on the disclosure of putent dghis for purtivs subject © the IETE 8
provided ot hitp s aetiongip: Bl



