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AGREEMENT BETWEEN THE GOVERNMENT OF THE UNITED -
STATES OF AMERICA AND THE GOVERNMENT OF THE UNITED |
KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND ON |
COOPERATION IN SCIENCE AND TECANOLOGY FOR CRITICAL
INFRASTRUCTURE PROTECTION AND OTHER HOMELAND/CIVIL
' SECURITY MATTERS

The Government of the Upited States of America and the Goveomment of the
United Kingdom of Great Britain and Nofthern Ireland” (heremaﬁer referred to az
the “Parties™):

Havmg a common interest in research and devclopment relating to cnncal
infrastructure protection and other homeland/civil security matters;

Seekmg to make the best use of their respective research and techmology
development capacities, eliminate unnecessary duplication of work and obtain the
Tiost efficient and cost effective results through cooperative activities;

Desmng to mcrease the exchanges of information and personnel in areas pertinen
10-the identification of homeland/civil security threats and countermeasures and th
developmcnt of technical standards, operational procedures, and supporting
ethodologies that govern the use of relevant technologies:

.'essmg that physical and cyber-based critical mﬁ'astrucmres and other
homeland/civil security capabilities, both governmental and private, are essential tg
H operéuons and security of the Parties’ respective economies and governments;

astructure protection and homeland/civil security are of paramount concem tq
Parties’ respective governments;

ig' aware of research, development, testing, evaluation, developmcnt of
ghthical standards and operations in both countries in chemical, biological

diological, nuclear and explosive countermeasures and in other areas that could
ce critical infrastructure protection and homeland/civil security;

- the important work accomplished under arrangements such as the
randum of Understanding between the Secretary of Defense on behalf of the
Bepartment of Defense of the United States of America and the Secretary of Statg

Defence of the United Kingdom of Great Britain and Northem Ireland
onceining Counter Terrorism Research and Development of April 6, 1995, and
Tig to avoid duplicating those efforts;
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* cxpand the homeland/civil security technology capabilities of each
Party;

* minjmize unnecessary duplication of work;
e obtain more efficient and cost-effective results; and
* adapt more flexibly to the dynamic threat environment

* through information exchanges and the conduct of jointly-fimded projects that are
mutually beneficial and that relate to the application of state-of-the-art and

-epaerging security technologies, making best use of the Parties’ respective research,

Affirming a common interest in enhancing the longstanding collaborative effarts of
Parties’ respective agencies, private sector and governmental organizations, and
ademuic institutions in generating scientific and technological solutions to caunter
threats, reduce valnerabilities, and respond to and recover from incidents and

emergencies in those areas having the potential for causing significant seciirity,
€conomic, and/or social Impacts; ‘

csmng fo set forth a vehicle for the conduct of cooperative scientifid and
technological research, development, testing and evaluation in the fields of critical
cinfrastructure protection and homeland/civil security; 1

ARTICLE ]
Definitions

purposes of this Agreement between the Government of the United States of

ica and the Government of the United Kingdom of Great Britain and Northern
d on Cooperation in Science and Technology for Critical Infrastrudture
ction and Other Homeland/Civil Security Matters (the “Agreement”™),| the
1es have adopted the following definitions: |

Riness Confidential Has the meaning given to it in Section IIT of Annex I
ation to the Agreement between the Government of |the
United States and the Government of the United

Kingdom of Great Britain and Northem Irelund

. concerning the Agreement on the Annex |on

Intellectual Property Rights of November 29,1995,

fred-Taformation Official information that requires protection |for
national security, law enforcement, civil secujty,
commercial or other reasons and is so designated| by
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..'C._'I_ontract

Controlled Unclassified
’;nformaﬁon

.”operative Activity

ritical Infrastructure

Equipment and Material

the application of the approprate secunty
classification markings in accordance . with the
national laws, regulations, policies, or directives qf
either Party. It may be in oral, visual, magneti¢,
electronic, or documentary form, or in the form df
Equipment and Material or technology.

Any mutually binding legal relationship under the
national laws of either Party that obligates a Contractor
to furnish supplies or services in telation to a ProJec1,

Any enfity within the goverament organizaﬁori of &
Party that has authority to enter into, "administeﬂ
and/or terminate contracts.

Any entity awarded a Contract by the relevant Party’s
Contracting Agency.

Information that is not Classified Information, but to
which access or distribution limitations have been
applied in accordance with national laws, regulations,
policies, or directives of cither Party. Whether the
information. is provided or generated under this
Agreement it will be marked to 1dmt1fy its sensitivel
character. This definition includes, but is not limited
to information marked “Sensitive Homeland Security
Information”, “For Official Use Only”, “Law
Enforcement Sensitive Information” or “Protected
Critical Infrastructure Information”. Controlled
Unclassified Information may include Pmpnetary
Information. .

Any form of activity described in Article VI (Forms
of Cooperative Activity) of this Agreement under
which the Parties agree to cooperate to achieve the
objectives of this Agreement. Such activity will
normally take the form of a Project.

Governmental and/or private activities or sectors that
are identified by each Party in its laws, executive
orders, directives or policies as *“Crifical
Infrastructure™. 1

Any material, equipment, end item, subsystem, or
component generated, acquired or provided for use in
any Cooperative Activity.
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',_intellectual Property

‘Participant

"Pifbject Background

‘Project Foreground
Information

Project Information

k”Pro; ect Arrangement

Proprietary Information

Has the meaning given in Article 2 of the Convention
Bstablishing the World Intellectual Property
Organization, done at Stockholm, July 14, 1967. I
may also include other subject matters as agreed by
the Parties.

Any non-federal or non-central government person or
entity, including but not limited to a private sector
organization, academic institution, Contractor of
laboratory = (or .subsidiary thereof) . engaged in
accordance with Article IX (Parficipants).

A specific form of Cooperative Activity descnbed n
Article VIII (Projects).

The instrument setting out the scope of any Pro_]ect to be
carried out by the Parties.

Information not generated in the pexfcrrmance of la
Project.

Information generated in the performance of a Project.

Any information provided to, generated in, or used in

Project regardless of form or type, including that of E
scientific, technical, business, or financial nature, and
including photographs, reports, manuals,. threat data,
experimental data, test data, designs, specifications,
processes, techniques, inventions, software, sourc
code, drawings, technical writings, sound repording%

pictorial ~ representations, and other  graphic
presentations; whether in magnetic tape, electroni
media, computer memory, or any other form an
whether or mnot subject to intellectual prop
protections.

Information which is owned by a private individual,
corporation, or a government and which is either: (
known only to the owner and/or persons in privity wi
the owner, and therefore not available to the public, o
(b) is known to the public but is entitled to intsllec
property or other legal protection against vnauthorized
use.
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i Research, Development,  Programs and activities, including basic reseaxch,
Testing, and Evaluation  applied research, advanced technology develo;mient,
(RDT&E) proof of principle, verification, validation, |and
. development of technical standards of the Parties anli/or
Participants that seck to identify, develop, |and
implement technological and analytical solutions, tools
and techmiques to address the homeland/civil secunty

capability needs of each Party.
:ﬁmd Party : Any_enfity. me who is neither a Party to this
Agreement nor a Participant in any of its Cooperative
Activities.
ARTICLE I
Objective
e objective of this Agreement is to establish a framework to encourage, develcp
and facilitate bilateral Cooperative Activity in sciemce and technology that
_o' tributes to the homeland/cml security capabilities of both Parties in:

the protection of Critical Inﬁastructure;

~  the prevention and detection of, response to, and forensics and attnbumcn
apphed to terrorist or other bomeland/civil security threats and/or indicators; and

clisis response and consequence management and mitigation for h1gh
onsequence events. :
ARTICLE I
Means of Achieving Objectives
:e Parties shall seek to achieve the objectives set out in Article IT (Objectives) by:
facilitating a systematic exchange of technologies, personnel and

ormation derived from or applied to similar and complementary operational
esearch development, tcstmg, and evaluatwn programs;

collaborating to develop technologies and prototype systems that assist i
otntermg present and anticipated terrorist actions in their respective territories
ther homeland/civil threats that satisfy their common strategic mterests d

mtegrating or adapting the homeland/civil security technologles of each
arty to save development costs;
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conducting evaluation and testing of prototype homeland/civil security

~ developing an approach to identify shared priorities for Coos erative

ensuring consistent and- appropriate measures of effecﬁVen by
velopment and implementation of appropriate standards and suppo g test

.. involving, as appropriate; a-widerange of public and private sector résearch
development organizations in Cooperative Activity developed pursuant| to this

. : . : I
* providing reciprocal opportunities to engage i Cooperative Activity, with

shared respousibilities and contributions, which are commensurate with the Parties’
the Participants’ respective Tesources; :

- providing comparable access to govemment-sponsored or governllment-
upported programs and facilities for visiting researchers and eXpertgi, and
toparable access to and exchange of information and Equipment and Material;

: facilitating prompt exchange of information and Equipment and Material,
Which may affect Cooperative Activity, and facilitating the disseminati on of

rmation and Equipment and Material, consistent with applicable national| laws,
sulations, policies and directives. ‘

ARTICLEIV

Executive Agents -

|
The Undersecretary of Science and Technology of the United States
artment of Homeland Security is the primary official within the Govemmént of
nited States with responsibility for the executive oversight of Coopetative
tivity within the United States and is hereby designated as the “US Exedutive
t*-responsible for the administration of this Agreement. The duties of th%: Us
tive Agent may be performed on his behalf by the Assistant Secretary of

neland Security for Science and Technology. 1 3

ed as the “UK Executive Agent” responsible for the administration of this
ent. The duties of the UK Executive Agent may be performed on his behalf

|




LUNDUN LUNIRUL v rew mee s e

by the Chief Scientist of the Police Scientific Development Branch of the Home
Office. -

3. Prior to undertaking Cooperative Activity (including any Project) under thls
Agrecment, the Parties through their Executive Agents designated above, shall
agree in writing upon the nature, scope, and duration of the Cooperative Activity.

ARTICLEV
-—~—Management ..

1. The Executive Agents shall appoint Agreement Directors who shall be
responsible for the day-to-day management.of this Agreement and its, Cooperative
_ Activities. In addition the Agreement Directors shall be responsible for:

a. promoting Cooperative Activity under this Agresment;

b. managing activities carried out under this Agreement and its Projects and
exercising technical and financial oversight; 1

c. monitoring the overall nse and effectiveness of this Agreement;
d. recommending amendments to this Agreement to the Parties;
. e. resolving issues;

f. atthorizing involvement by Participants in Cooperative Activitics pursuant
to this Agreement; . g

establishing and maintaining security guidelmes, including procedures
related to exchange, storage, and transmission of information and
equivalent security markings to be applied to exchanged information in
accordance with Article XII (Information Security);

- developing and maintaining an outline of the Cooperative Activities and
their associated costs. This outline will be known as the annual work plan
- and will document the work to be carted out under each Project

- . Arrangement; and \

developing and maintaining a strategic plan setting out the objectives of the
Cooperative Activities being carried out at any given time and the Parties’
-inteptions for future cooperation.

The Agreement Directors shall meet at least apnually to rcvliew
entation of the Agreement and at such other times as they consider|
cessary to implement this Agreement. The Agreement Directors shall be

o
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responsible for coordinating with other coordination bodies established b
Parties. 8

ARTICLE VI

Areas of Cooperative Activity

The Parties shall facilitate Cooperative Activity in broad areas related to i;prote
of Critical Infrastructure and homeland/c
Activity include, but are.notJimited tor— -~ -- -

1. development and implementation of threat and vulperability assessn
, -interdependency analyses,

Infrastructure systems and other homeland/civil security scenarios;

. of articulating operational deficiencies into definable technjcal requirem
appropriate standards and supporting methodologies;

3. integration of existing technologies for use in survejllance and detectig
-support of permissible homeland/civil security activities, or in defense ag
érrorism and other homeland/civil security threats;

rescarch and development of technologies and systems to meet
réquirements or capability £aps and pational needs; ,

5.

. tésting and evaluation of specific prototype systems for homeland/
Securi

«Successful prototypes into operational deployments;

etas) and information assurance (inchuding protecting the integrity of data
ormation in control systens); v

ncluding research, development, testing, and evaluation; and

development and exchange of best practices, standards, and guidelines.

2. assessment of prior operational experiences and evaluation for the pugos,es_
en

preparation of detailed final test reports to allow either Party or t}
articipants to evaluate follow-on efforts individually or to allow the transitiof of

y the

\ ction
wil security, Areas of Cooperative

nents,
and methodologies related to potential threats to Citical

and

n-in

user

ty applications in both laboratory environments and real or simulated

heir

System protection (including protection of automated infrastructre confrol

and

reciprocal education, training, and exchange of scientific and technical
sonne], and exchange of Equipment and Material in science and technology

Ainst

i




ARTICLE VII

Forms of Cooperative Activity

1. Cooperation under this Agreement may include, but is not limited tjo, any of

the following:

a. coordinated research Projects and joint research Projects;

. Joint task forces to £xaniine emergent bomeland/eivi] seeurity challenges

L0

joint studies, projects, and scientific or technical demonstrations;

d. joint organization of field exercise

S, scientific seminars, conferenges,
Symposia, and workshops; :

©. training of scientists and technical experts;

visits and exchanges of scientists, engineers, or other appropriate pexéonn

LV
Pk,
N

g exchanges or sharing of scientific and technological information ahd
Equipment and Materjal; :

h. exchange of information on practices, laws, regulations, standards,
, methods; and programs relevant to cooperation under this Agreement; and|

joint agreement: for the use of laboratory facilities and Equipmem and
Material, for conducting scientific and technological activities including
research, development, testing, and evaluation, ,

z+.  Nothing in paragraph 1 shall preclude the Parties from facilitating othe
forms of Cooperative Activity that they may agtee upon.

ARTICLE VIII

Projects
-Cooperative Activity under this Agreement shall normally be implemented
B:the:form of Projects to be conducted pursuant to Project Axrangements.

Project Arrangements shall contain the following terms and conditions for
oject:

a. 1ts scope;

b. its duration;




¢. the manner in which 1t will be funded;

d  specific details of any transfer of Equipment and Materia]
identity of personnel and/or organizations, if any, to be committ
Project; ‘ '

any specific provisions for terminating Participant involvement;

£ the dispute resolution process; .

g. whether the use-of Classified Information will be required;

h. any safety measures to be followed including,,
specific procedures for dealing

i any applicable cost sharing provisions;

J- its cost ceiling;

k. the applicable exchange rate; and

L any necessary technical anmexes.

3. The Parties shall ensure that all Project Arrangements are consisten
‘the provisions of this A

greement. In the case of any inconsistency, the terms
Agreement shall prevail. :

ARTICLE IX

Participants

Subject to the provisions of this
arry out work relating to Cooperative
auy Participant in the implementation o
on-sponsoring Party’s prior review and written approval.

Atticle, a Party may engage a Particip;
Activity op its behalf, The engagems

.. Before engaging a Participant to carry out work, a Party must enter ij
‘Written agreement with the Participant (“a Sponsorship arrangement”) unless
agreement exists already.

The Party engaging a Participant shall ensure that the Participant agrees

" &, camry out any work relating to Cooperative Activity in accord;ance
the terms of this Agreement; and ‘

b. report to that Party’s Agreement Director on éperiodic basis.

f any Cooperative Activity shall require the

where iap;}ropxiate,
with hazardous-or dangerous mateyial;

b with
of the

a1t to
mt of

nto.a
such

with
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~ L If a Party determines that a Contract is necessary or desirable to fulfill its

P2 Where a Party confracts to carry out work in support of Cooperative
;. Activity under this Agreement, it shall be solely responsible for its own Cc»niﬁ:ts

© and the other Party shall not be subject to any liability arising from such Con
- without its written consent.

'3, Each Party or its Contracting Agency shall negotiate to obtain the nghts for
*.both Parties to use and disclose Project Foreground Information as specified in

4. The Parties’ Agreement Directors shall jointly determine the frequency|and
scope of the reporting requirement referred to in paragraph 3(b) of this Article.

5. In the event that a question arises with respect to a Participant and/or its
activities under this Agreement, the Parties shall consult to consider | the
Participant’s role in Cooperative Activity. If either Party objects to a Paxﬁcipﬂbt’s :
continued participation and requests its termination, the Party that sponsored|the
Participant shall give the request sympathetic consideration. "

6. Nothing in this Agreement or any Project Arrangement precludes;;a Party
who has sponsored a Participant from suspending a Participant’s activitie or
replacing the Participant in one or more of its Project Arrangements. ‘

ARTICLE X
Contracting
responsibilities in support of Cooperative Activity, that Party shall contract in

accordance with its respective national laws, regulations, procedures and |its
mtermational obligations.

?

Ccts

'

icle XIII (Tntellectual Property Management) and to obtain the nghts contained

Agency shall insert into its Contracts, and require its subcontractors to insert| in
UBcontracts, suitable provisions to satisfy the requirements of Article XII
(Information Security), Article XTI (futellectual Property Management), Artitle
XIV (Publication of Research Results), and Article XVII (Third Party Sales dnd
Tansfers) of this Agreement.

ARTICLE X1
Finance
Subject to the availability of funds for Cooperative Activity and to the

visions of this Article X1, each Party shall bear its own costs of discharging its
onsibilities under this Agreement and its associated Project Ancangements.
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2. Save as provided i paragraph 1, this Agreement. creates no standmg
financial commutments.

3. The Parties may agree to share costs for Cooperative Activity. Deta;led
descriptions of the financial provisions for Cooperative Activity, including the total

in Project Arrangements i in accordance with paragraph 4 of this Article.

4, At the commencement of cach Project, the Parties shall establish the
equitable share of the tota} costs; ineluding-overhead-costs-and-administeative eosts.
They shall also establish a cost target, a cost ceiling, and the costs of claims to be
borne by each Party in the Project. In determining each Party’s ‘equitable share of
* total costs, the Parties may take into account:

a. funds provided by one Party to the other for work under this Agreement
("financial contnbunons") and

b. material, manpower, use of Equipment and Material and facilities
provided for the performance of work under this Agreement ("non-
financial conn’ibutions") to directly support Agreement efforts. The
Parties. also recoguize that prior work can constitute a non-financijal
contribution.

5. The following costs shall be bome entirely by the Party incurring the costs
. and are not included in the cost target, cost ceiling, or Project costs:

a. costs associated w1th any unique national requirements identified by a
" Party; and/or

b. any costs not expressly stated as shared costs or any costs that are
outside the scope of this Agreement.

A Party shall promptly notify the other if available fimds are not adequate to
undertake activities arising as a result of this Agreement. If a Party notifies the
sther that it is terminating or reducing its funding for a Project, both Parties shall
immediately consult with a view toward continuation on a changed or reduced
yasis. If this is not acceptable to both Parties, then the provisions of paragraph 5 of
Article XIX (Entry Into Force, Duration, Amendment, and Termination) of this
Agreement shall apply.

: Each Party shall be responsible for any audit of its activities im support of
doperative Activity, mcludmg the activities of any of its Participants. Each
arty’s audits shall be in accordance with its own national practices. For PI'OJCCt
Arrangements where funds are transferred from one Party to the other Party, the
eiving Party shall be responsible for the internal audit regarding administration
e other Party’s funds in accordance with national practices. Audit reports of
ch funds shall be promptly made available by the receiving Party to the other.

cost of the activity and each Party’s cost share, shall be agreed between the Parties |.

R ik SR Y
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8. The US dollar shall be the reference currency for the Agreement and the
fiscal year for any Project shall be the US fiscal year.

ARTICLE XTI

Information Security

1. All exchanges of iiiformation and Equipment and Material, includiﬁg
Classified Information, between the Parties and between Parties and Participants
shall be carried out in accordance with the applicable laws and regulations of the

2. Classified Information:

a. All Classified Information provided or generated pursuant to this
Agreement and any of its Project Arrangements shall be stored, handled, |
transmitted, and safeguarded in accordance with the ‘Agreement
Between the Government of the United States of America and the
Government of Great Britain and Northern Ireland Relating to the
Safeguarding of Classified Information of April 14, 1961, as amended

. ("the General Security Agreement”). , -

b. Each Party shall ensure that access to Classified Information js limited
to those persons who possess requisite security clearances and have a
specific need for access to the Classified Information in order to

" participate in Cooperative Activity established pursuant to this
Agreement. ;

e -

C. Each Party shall ensure that it incorporates the provisions of this Article
X into Project Arrangements. In addi on, if either Party deems it
necessary Project Arrangements shall include: i

1) detailed provisions dealing with the prevention of unauthorized I :
transfer or retrausfer of information apd Equijpment and
Material; and/or '

1) detailed distribution and access restrictions on information and
Equipment and Material.

d. Each Party shall take all lawful steps available to it to .ensure that
Classified Information provided or generated pursnaut to this
Agreement is protected from further disclosure, unless the other Party
consents to such disclosure.

¢ Classified Information shall be transferred only through official
government-to-government channels or through channels approved by
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both Parties. Such Classified Information shall be. given the equivalent
level of classification in the country of receipt as it was given in the
country .of origin and shall be marked with a legend containing the
country of origin, the conditions of release, and the fact that the
mformatlon relates to this Agreement.

f. The Parties shall investigate all cases in which it is known or whene
there are reasonable grounds for suspecting that Classified Informatio
provided or generated pursuant to this Agreepient has been lost dr
disclosed to unauthorized persons. Each Party shall promptly and full
inform the other of thié details of any such occurrences, and of the final
results of the investigation and of the corrective action taken to preclu
recurrences.

g. Unless both Parties agree in writing that it is unnecessary in a particular
case, Contractors, prospective Contractors, subcontractors, or private
sector Participants that are determined by either Party to be under
financial, administrative, policy or management control of nationals-ar
entities of any counfry which is not a Party to this Agreement may only
participate in a Contract or subcontract requiring access to Classified
Information that has been classified on grounds of national security if
enforceable measures are in effect to ensure that the nationals or entities
of that country do not have access to such Classified Information.

h. Information or Equipment and Material provided or generated pu:rsuadt :
to this Agreement may not be classified any higher than the “SECRET"
level.

Controlled Unclassified Information: The nature and amount of th
trolled Unclassified Information to be acquired and disseminated pursuant ¢
Agreement shall be comsistent with the obJectlves of this Agreement and th
owing gmde]mes and procedures:

A3 L= A 4

a. Controlled Unclassified Information shall be used by the receivingi Party
only for the purposes directly related to Cooperative Activity demgn and
implementation;

b. Access to Controlled Unclassified Information shall be limited to thoss
personnel of the receiving Party whose access is mecessary for the
permitted use under this Agreemeént;

OF W

c. All lawful steps shall be taken, which may include nation

. classification where appropriate, to keep Controlled Unclassifie
Information free from unauthorized disclosure, including requests und
any public access provisions;

d. Controlled Unclassified Information provided under this Agreement i
to be marked by the Party providing it with a legend containing the
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country of origin, the conditions of release, the fact that it relates to| th15
Agreement and a statement to the effect that access to the information is
controlled; and .

e. Controlled Unclassified Information provided or generated pursuant to
this Agreement shall be stored, handled, and transmitted in 2 manner
that ensures proper control. Prior to authorizing the release of
Controlled Unclassified Information to any Participant, the authorizing
Party shall ensure the Participant is legally required to control such
information in accordanee-with-the-provisions of this Article.

Business Confidential Information:

a. Each Party shall safeguard and protect identified Business Confidential
Information that is furnished or is created pursuant to this Agreement.
The Parties shall treat Business Confidential Information in accordance
with Section I of Annex I to the Agreement Between the Government
of the United States of America and the Government of the United
Kingdom of Great Britain and Northem Ireland concerning the
Agreement on the Annex on Intellectual Property Rights of November
29, 1995.

control and safcguard Business Confidential Information in accordance
with the provxsrons of this Article.

' ARTICLE XIII

Intellectual Property Management and use of Information

Geperal: Both Parties recognize that successful collaboration depends on

Activities. The Parties intend to acquire sufficient Project Information and/or rights
to use such information to emable the development of technologies, prototyps
equrpment, and other activities included in a Project. The nature and amount of
formation to be acquired and disclosed shall be consistent with this Agrecment
and the texms of individual Project Arrangements.

I’ntellectual Property created or used under this Agreement shall be governed by the
provisions of Annex I to the Agreement Between the Government of the United
States of America and the Government of the United Kingdom of Great Britaip and
Northem Ireland concerning the Agreement on the Annex on Intellectual Property

Raghts of November 29, 1995.

b. The Parties shall ensure that any Participants are legally reqtliréd to|

full and prompt exchange of information necessary fox carrying out Cooperative

3. Allocation of Rights and Exploitation: The allocation and protection of
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Govemnment Baclgg;;‘ ound Information:

a.

v W EmweT A T

Disclosure: Unless a Project Arrangement provides otherwise, each
Party shall disclose to the other Project Background Information in its
possession or control, provided that: ;

1) the Project Background Information is necessary to or usefulin |

the implementation of a proposed or existing Project establishe
pursuant to this Agreement. The Party in possession or contro]
of the information shall determine whether it is "necessary to" or
"useful in" establishing new Brojects or-implementing existi g
ones; ' P

2) the Project Background nformation may be made av%ilab]e
without adversely affecting the rights of holders of Intellectu
Property Rights or Proprietary Information; and

3) disclosure is consistent with natiopal disclosure policies, law
aud regulations of the fumishing Party.

7

b. Use: Unless a Project Arrangcment provides otherwise, Goverumen

Project Background Information disclosed by one Party to the other ma
be used without charge by the other Party for Project purposes
however, the fumishing Party shall retain all its rights with respect t
such Project Background Information. Where the use of Govermen
Project Background Information is necessary to enable the use o
Project Foreground Information, such Project Background Information
may be used by the receiving Party for homeland/civil secutity purposes
unless the provisions of the applicable Project Amrangement provide

" otherwise.

Participant Furpished Project Background Information:

a.

Disclosure: Unless a Project Arrangement provides otherwise,
Project Background Information fumished by a Participant
sponsored by one Party shall be made available to the other P
provided the following conditions are met: '

1) the Project Background Information is necessary to or useful in
the Agreement. The Party in possession or having control of the
iformation shall determine whether it is "necessary to" or
"useful in" a Project; '

2) the Project Background Information may be made available
without adversely affecting the rights of holders of Proprietary
Information or Intellectual Property Rights; and

F T N Ty

H IS Ay St

-'6'{'7::_':':- {-;t.-r.-mf

R R L R R R A R T BN e by

SRR

BT

st

5, Yaah, LR A rR 0 G e B A




LUYIIPVIY LVt v e

3) disclosure is consistent with national disclosure policies, laws,
and regulations of the fumishing Party. | IW

b. Use: Project Background Information furnished by Participants may| be
subject to restrictions by holders of Intellectual Property Rights. In the
cvent that it is not subject to restrictions preventing its use, it may oply .
be used by the Parties for Project purposes. If a Party wants to Qise
Participant furnished Project Background Information for purposes
other than the Project, (including without Limitation sales to Third
Parties), then the requesting Party must obtain any required licenses
from the owner orowmers.of the rights to that information.. :

5. Project Foreground Information: The Parties shall use their best efforts|to
establish Project Armrangements that enable both Parties to make use of

y
resulting Project Foreground Information without charge for its homeland/cikil
security needs. The allocation and protection of Intellectual Property shall pe
governed by the provisions of the Agreement Between the Government of the
‘United States of America and the Government of the United Kingdom of Great -
ntain and Northern. Ireland concerning the -Agreement on the Annex pn
Intellectual Property Righits of November 29, 1995. ‘

ARTICLE XTIV
Publication of Research Results

' The Parties agree that the provisions of paragraph A of Section II of the
‘Agreemént Between the Government of the United States of America and the
"Government of the United Kingdom of Great Britain and Northem Irel
‘concerning the Agreement on the Annex on Intellectual Property Rights
"November 29, 1995 shall apply to the publication of any research results created
nder this Agreement. :

. " Publication Review: The Parties agree that publication of the results may be
e of the goals of this Agreement to stimulate further research in the public pr
fivate sector. In order to protect the rights of the Parties, including to avojd
iejudice to the holders of Intellectual Property Rights and Proprietary Informati
ich. Party shall transmit to the other for jts review any material containing such
¢sults and intended for publication, or otherwise disclosed, at least sixty (60)
orking days before such material is submitted to any editor, publisher, referee pr
fhiteting organizer, or is otherwise disclosed. In the absence of an objection by the
ther Party within that sixty-day period the publication or other “disclosure mmay
ceed. It is the responsibility of each Party to coordinate with its ~sponsoricll
icipants who work under a Project Arrangement to determine whether
ential Intellectual Property or Proprietary Information interests have been
roperly considered. .
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Cooperative Activity shall not be used m any public statement of a promotio

both Parties.

4. Publicity and Acknowledgements: All publications relating to the results ¢
the Projects established pursuant to this Agreement shall include as applicable

the Govermment of the United States and/or the Government of the Unitd
Kingdom of Great Britain. and Nozthern Jreland. Two. copies .of such pubhcatmr
shall be sent to the Agreement Directors by the mdrndual or entity that is th
author of the publications.

<

ARTICLE XV

Entry of Personnel and Equipment and Material
accordance with its laws aod regulations, and as appropriate, shall facilitate:

Equipment and Material, instrumentation, and Project Information;

3. Affiliation: The sponsorship and financial support of the Parties ﬂLr

patuxe or used for commercial purposes without the express written permission of

notice indicating that the underlying imvestigation received financial support from

1. With respect to Cooperative Activity under this Agreement, sach Pa}ty, i

a. prompt and efficient entry into and exit from its territory of appropriate

f
a

d
1S
e

travel and work of, persons participating on behalf of the Parties
Participants in the implementation of this Agresment;

b. prompt and efficient entry into and exit from its territory, and domesti

[2]

areas, information, Equipment and Material and institutions, for perso,
participating on behalf of the Parties, or Participants, in
implementation of this Agreement; and ~

d. mutual logistic support.

administered in accordance with each Party’s respective laws and regulation
Insofar as existing laws and regulations permit, each Party shall use their be

“connection with Projects carried out under this Agreement.

. ¢. prompt and efficient access, as appropriate, to relevant geographical

2. Customs duties, import and export taxes, and similar charges shall be

.efforts to ensure that readily identifiable duties, taxes and similar charges, as well
as quantitative or other restrictions on imports and exports, are. not imposed in

©

>,

st
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ARTICLE XVI

Research Safety

and provide for the safety of its employees, the public, and the environment d
the conduct of Cooperative Activities subject to applicable nationa] laws. and
regulations. If any 'Cooperative Activity involves the use of dangerous | or
hazardous materials, the Parties shal] establish and implement an appropriate safety

1. The Parties shall establish and implement policies and practices to e:%ge

ARTICLE XV1I
Third Party Sales and Transfers
Neither Party shall:
1. sell, transfer title to, disclose, or transfer possession of Project Foreground

Information, or equipment Incorporating Foreground Information, to a Third Part
without the prior written consent of the other Party; or

]

2. pérmit any such sale, disclosure, or transfer by others, including by th
owner of the item, without the prior written consent of the other Party. Such saleE
and transfers shall be comsistent with Arficle XTI (Intellectual Propert,
Management).

]

ARTICLE XVIII
Dispute Resolution

1. Except as provided in paragraph 4 (a) of Article XII (Information Security),
paragraph 2 of Article XIII (Intellectual Property Management), and paragraph 1 of
Article XTIV (Publication of Research Results), all questions or disputes between
the Parties that cannot be resolved by the Agreement Directors arising under or
relating to this Agreement shall be submitted to the Executive Agents. ;Su.ch

Hed

Each Party shall ensure that any agreement that it epters into with a
" Participant includes provisions for dispute resolution. :

g .
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ARTICLE XIX

Entry into Force, Duration, Amendment, and Termination

1. This Agreement shall enter info force upon signature by both Parties,

2. - The Agreement may be amended in writing by the mutual consent of the
Parties. This Agreement shall remain in force unless terminated in writing by either
Party, with such termination taking effect six months from the date of the written
notice of termination. T - mee e

3. This Agreement may also be terminated by the mutual written agreement of
the Parties. )

4, Unless otherwise agreed, termination of this Agreement shall not affect the
validity or duration of any Cooperative Activity previously undertaken pursuant g
it. ;

5. The respective rights and responsibilities of the Parties (and Participants)
under Article XU (Information Security), Article XTI (Intellectual Property
Management), Article XIV (Publication of Research Results) and Article XVII
(Third Party Sales and T: yansfers) shall continue notwithstanding the termination OE .
expiry of this Agreement. In particular, all Classified Information exchanged o

generated under this Agreement shall continue to be protected in the event of the
termimation or expiry of the Agreement.
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IN SS WHEREOF, the undersi
WITNE a o
Governments, have signed this Agreemengged, uly authorized by their respective

DONE, in duplicate, at i ‘
DON up a [‘,\Ovdo\,\ onthis & Ma day of bece teheb—

For th |
Uniteaes(t;:;zr;n;n;;i o__f tlfe o For the Government of the
rica: "United Kingdom of Great Bntam
and Northern Ireland

Gl




