Logging into GFDL via SSH using PuTTY

Background

NOAA/GFDL allows registered users secure access to the site/resources via SSH. GFDL recommends and
supports the PuTTY client-side tool for remote access through daisy, GFDL’s ssh login host. Remember
that daisy is only a gateway and provides no tools to do work on it. From daisy, the only thing users can do
is connect to another host inside GFDL. Note that while felnet is still supported as a legacy service, SSH
should be used to connect to another linux workstation.

NOAA/GFDL allows registered users access to the site/resources through SSH. PuTTY is a free
implementation of SSH for the Windows platform, along with an xterm emulator. PuTTY is the supported
tool at GFDL, but any SSHv2 client should work.

Once logged in to an internal linux workstation, a user can work from within the SSH terminal to obtain a
full-function XWindow environment. The directions below provide information on starting up and
configuring PuTTY.

To obtain authorization to log in remotely, please submit the Remote Access User Agreement Form which
can be found at http://www.gfdl.noaa.gov/internal/index.html..

QuickStart

For experienced SSH users, the steps are:
e ssh to daisy.gfdl.noaa.gov; your login name is your internal GFDL username; your
password requires a CRYPTOCard

e From there, follow the menu and log in to an internal linux workstation

Downloads
PuTTY (Release 0.58) can be found at: http://www.putty.nl/download.html

Detailed Instructions

This section assume that PuTTY has already been

: _ downloaded/installed
= Session ~ Basic options for your PuTTY session
T I_loglging Specify your connection by host name or IP address Start PuTTY
[ Host Name for IP address) Port You can find PuTTY under “Start”, “All
23 kR
el Programs
Features Protocal:
= Window ) Baw (®Telnet O Rlogin () 55H
:ppea@nce Load, save or delete a stored session
ehaviour
Translation Saved Sessions
Selection
Colours Defautt Settings Load
=)- Connection =
Promy
Rlogin
= 55H
Kex Close window on exit:
;:t_lh L) CAways O Never (%) Only on clean exit
Tunnels v
About ] [ Help ] L COpen J [ Cancel
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[ﬁ] Basic options for your PuTTY session
Specify your connection by host name or IF address
[=)- Terminal
.. Keyboard Host Name for IP address) Port
- Bell |dai5'_.r.gfdl.noaa.gov | |22 |
- Featuras Protocal:
- Window () Baw (O Telnet (O Rlogn - (33 55H
Appea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection = | |
- Colours e
Default Settings
= Connection Load
- Data Save
o
- Rlogin
=-55H
e Close window on exit:
;J:Irt'lh L O Aways (O Never (3 Only on clean exit
Tunnels M
ot | Heb | [_open ][ Cancel

2% PUTTY Configuration

Cateqary:
=- Session [ﬁ] | Options controling PuTTY"s window
g _I_E"" I_.oglging Set the size of the window
Tﬂ}é::boa d Bows Columns
- Bell 2 |80
- Features When windaw is resized:
findow ") Change the number of rows and columns
- Appearance {(¥) Change the size of the fort
. Behaviour () Change font size only when maxmised
.. Tranglation () Forbid resizing completely
gi:ection E Conrtrol the scrollback in the window
.. Colours
& Connadtion Lineg of scrollback (2000
- Data Display scrollbar
- Prosy [] Display scrollbar in full screen mode
TEI'-"_Et [] Reset scrollback on keypress
EJSCEI” Reset scrollback on display activity
5 ‘- Kex Push erased text into scrollback
11
i Tunnels M
Aot || Hep | L_openJ[ Cancel

For Host name, enter in
“daisy.gfdl.noaa.gov”

Click on the SSH button. The
Port number will automatically
change to 22.

Click on the “Window” Category
on the left side.

Change the “Lines of scrollback™
to “2000”

NOAA/GFDL PuTTY Documentation. Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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2% PUTTY Configuration

Cateqary:

=- Sgssion [ﬁ] Optiong controlling the connection

EI _I_E"" I_.oglging Sending of null packets to keep session active

= Termina
- Keyboard Seconds between keepalives (0 to tum off)
. Bell
. Features Lowdevel TCP connection options

= Window Dizable Magle's algorthm (TCP_MNODELAY option)
- Appearance [] Enable TCE keepalives (S0_KEEPALIVE option)
- Behaviour )
- Translation Intemet protocal version
. Selection = & Auto O IPv4 O IPvE
- Colours

B Connection
[ae]

Aot |[_ Hep | L_Oeen || Cancel

S PUTTY Configuration

Category:

=- Sgssion

= Teminal

- Keyboard
- Bell

- Featuras
= Window

- Appearance
- Behaviour
- Tranglation
- Selection
- Colours

=) Connection

- Prowy

- Telnet

Data to send to the server

Login details

Autodogin usemame |r1{w |

Teminal details

Teminaltype string |xterrn |
|38400.38400 |

Teminal speeds

Environmert varables

Varable |

[Lagd ]

| Bemove

Value |

foot | |

NOAA/GFDL PuTTY Documentation.

Click on the “Connection”
Category.

In the “Sending of null packets to
keep session alive” box, change
the setting to “300”.

Click on the “Data: Category.
In the “Auto-login username”
box enter your 2 or 3 letter user
initials [example user “rkw” is
shown]

Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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2% PUTTY Configuration

=- S;!ssion [1] | Options controling S5H connections
L—_I = |..og|ging Data to send to the server
=I- Termina
- Keyboard Bemote command:
e | |
- Features )
5 Window Protocol options
- Appearance []Dont allocate a pseudo-teminal
.. Behaviour [] Don? start a shell or command &t all
- Translation [] Enable compression
- Selection = Prefemed 55H protocol version:
- Colours 1 only 1 Oz {(#) 2 only
= Connection ) )
.. Data Encryption options
Encryption cipher gelection palicy:
AES (S5H-2 only)
Blowfish
3DES
—wam below here -
ES
X1 [[] Enable legacy use of single-DES in S5H-2
----- Tunnels M
ot || Hep | L_oeen ][ Cancsl

Click on the “SSH” sub-
Category.

Change the “Preferred SSH
protocol version:” to “2 only”.

NOAA/GFDL PuTTY Documentation. Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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2. Set up Port Forwarding (necessary only if a user will X-display a window to an external host,
want to setup their web browser to view GFDL internal-only web pages):

[ PuTTY Configuration

Category:
Logging
= Terminal
Kevboard
Bell
Features
= Window
Appearance
Behaviour
Translation
Selection
Colours
=) Connection
Diata
Proxy
Telnet
Rlogin
=-55H
Kex
Auth
Tunnels
Bugs

(]

Options controling S5H X171 forwanding
¥11 forwarding
Enable X11 forwarding
X digplay location
Remote X11 authentication protocaol

localhost: 0

*) MIT-Magic-Cookie-1 (") ¥XDM-Autherization-1

| bt ||

Help

Cancel

[ PuTTY Configuration

Category:
Logaing m Options controlling 55H port forwarding
= Terrn}é;:l:l rd Port forwarding
Bell os [] Local ports accept connections from other hosts
Festures [ Remcte ports do the same (S5H-2 anly)
B Window Forwarded ports:
Appearance
Behaviour
Translation
Selecti
CEIEurIsDn Add new forwarded port -
= Connection =|  Source pott 3128
Diata
Proy Destination mayflower.gfdl.noaa.gov: 3128
Telnet (%) Local ") Remote ") Dynamic
Rlogin (®) Auto ) IPvd O IPvE
=-55H
Kex
Auth
X1
Bugs
[ About ] l Help ] I Qpen I [ Cancel

To be able to X-Display to an External
host:
e Click on the “X11” sub-
Category.
e Click on the checkbox to
“Enable X11 forwarding”.
e In the “X display location” enter
“localhost:0”.

To be able to use the GFDL proxy to
view GFDL internal-only web pages:

e Click on the “Tunnels” sub-
category.

e In the “Add new forwarded
port:” enter 3128 as the “Source
port” and
“mayflower.gfdl.noaa.gov:3128”
as the “Destination”.

e DO NOT check “Local ports
accept connections from other
hosts”.

e Click the “Add” button.

NOAA/GFDL PuTTY Documentation. Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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2% PUTTY Configuration

Category
Logaing m Options controlling 55H port forwarding |
= Terrn}é;:l} o Port forwarding
- Bel o [] Local ports accept connections from other hosts
. Features [] Remote ports do the same (SSH-2 only)
= Window Forwarded ports: Bemove
- Appearance
- Behaviour L3128 mayflower ofdl.noaa.gov: 3128
- Translation
- Selacti
CE =ehen Add new forwarded port -
- Colours
= Connection =|  Source port I:I
.. Data
.. Proxy Destination | |
- Telnet (%) Local ") Remote ") Dynamic
- Rlogin (®) Auto ) IPvd O IPvE
=-35H
Auth
X1
- Bugs
ot [ hHep | L_Gpen || Concel |

=R Sgssinn [ﬁ] Options controling S5H port forwarding |
g _I_E"" I..oglging Port forwarding

Tn}é;:bnard [] Local ports accept connections from other hosts

. Bell [] Remote ports do the same (SSH-2 only)

... Features Forwarded ports:
= Window .

- Appearance L3128  mayflower.gfd .noaa.gov:3128

- Behaviour

T |ati

S:;:tiu:n 5 Add new forwarded port:

- Colours Source port I:l
=) Connection o

. Data Destination | |

- Promgy *) Local ") Remote ) Dynamic

- Telnet () Auto 1 IPvd ) IPvE

- Rlogin

=-3SH
Auth R
X1
]
ot || Hep | L_een || Cancel

e The Tunnels screen should now
look like the image to the left.

If your web proxy server is set correctly
in your web browser, when you log into
daisy, you will be able to view all
internal GFDL web sites.

See the following site to see how to
configure the auto-proxy for your web-
browser:
http://www.gfdl.noaa.gov/access/docum
entation

The internal GFDL home page is:
http://cobweb.efdl.noaa.gov

The internal GFDL helpdesk is:
http://help.gfdl.noaa.gov

e The Tunnels screen should now
look similar to the image to the
left.

NOAA/GFDL PuTTY Documentation. Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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PuTTY Configuration

=] on [1] | Basic options for your PUTTY session
E + Logging Specify your connection by host name or [P address
= Temina
Host Name {or IP address) Port
- Keyboard
- Bell | |2 |
- Features Protocal:
= Window () Raw () Telnet () Rlogin (%) 55H
EDPEEFHDE Load, zave or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection = |dai5‘,’ |
 Colours Default Settings Load
[=)- Connection daisy —
- Prowy
- Rlogin
=-55H
-~ Kex Close window on ext:
?‘ﬁh | O Aways (O MNever (%) Only on clean exit
i Tunnels tfj
[  Abou || Hep | [ open || Cancel

Return to the “Sessions”
Category.

Enter “daisy”, or a session name
to identify this as the login to
GFDL, into the “Saved Sessions”
box.

Click the “Save”
button on the right.

e In the future click on “daisy” in the “Saved Sessions” list to open the connection.
The connection to daisy will look like this:

e After a warning banner, you will be prompted for a password. Enter in your one time password
using your CRYPTOCard password generator.

" daisy.gfdl.noaa.gov - PUTTY

"

personnel.

official purposes,

® & & &£ & & & & F *

Using username "rkw".
R R R R R R R R R R R R R R R R R R RO R R R RR R R R R RR R R R R R R RR R RR R R R R R

WABNIHNG!

Thi= is a United States Government computer system,
accessed and used only for official Government business by authorized
Unauthorized acces= or use of thisz computer system may
subject wiolators to criminal, civil, and/or administrative action.

211 information on this computer system may be intercepted,
read, copied, and disclosed by and to authorized personnel for
including criminal investigations.
of this computer system by any person,

unauthorized, constitutes consent to these terms.
TR R R R TR R R R RR R R R R RR R R R R CR R RR R R R R R R R R

rkwigdaisy.gfdl.noaa.gov's password: I

R R YRR YRR R R R R R TR R VR TR RO R R R TR R R R R R R R R RR R R R RO RO RR R OR R

which mav be

recorded,

Access or use
whether authorized or

"

* % * & *F ¥ ¥ ¥ ¥ F

NOAA/GFDL PuTTY Documentation. Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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e Once you have successfully logged into daisy, your screen should look like this:

= rkwdaisy:~

rkwigdaisy.gfdl.noaa.gov's password: 2
d8b d8, Services Rendered:
88F s mmmmmmmmmm——— e
d8s + S5H Login
d888888 d888b8b B8b .d888b, 788 dBP ——————m—————————
d8P' 7?88 d&P' 788 B8P 78b, d8g g8
88b ,88b B8b ,8Bb dE&8 ?8b 7?8( dBs8
"?88P' "88b" 788P' "E8bdEE" 7888P" "7?B8P'7?8b , daisy, give me
)88 vour answer do
,dBP —-HAL
?888P"

—For Questions or before anything is done contact:-

CONTACTS: Ron.Bewtra@noaa.gov (GFDL. x6555)
Buz .Taylorfnoaa.gov (GFDL. x5074)
par.gfdl.help@noaa.gov <--Help Desk
http:// /help/ <—-—Help Desk

20030215 rnb: remember that daisy DOES NOT mount
your home file system.
20030523 rnb: Maximum login session set to 3 days!

R R R R R R R A R R A A R R AR A A A A R R R R R A AR R AR R R R R R R R

- -
* The ho=st publicl is a new linux workstation that can be L
* utilized by remonte access user=s. public is still L
* available, however publicl has more memory and compute L
* powWer. L
- -
* Please send comments/questions to ocar.gfdl.help@noaa.gov =
k.4 -

R R R R R R R R R R R AR A A AR R A AR A A AR AR AR AR AR A A AR AR TR R AR AR R

If you haven't read the warning, do 2o now.

Authorized users can ash/telnet to their destination host.

Special commands available:

menua —» prints this menu
motd -» prints Messages of the Day
mystats -» prints some general user statistics
rmhost [host] -> removes old =ssh host keys
ssh [host] -> secure shell session to a GFDL host
telnet [host] -> telnet sess=zion to a GFDL host
warning -» prints the warning message
[rkwBdaisy rkw]$ ] v]
REMEMBER:

e Daisy is only a gateway. Daisy does not give you any tools to do work on it. From Daisy you can
only SSH to another host inside GFDL.

e Port forwarding should be working. If your web proxy is set in your browser (see
http://www.gfdl.noaa.gov/access/documentation to learn how to configure your proxy settings),
you will now be able to view all internal GFDL web sites.

e From here you can ssh to an internal linux workstation (such as publicl). You then can work within
your PuTTY window or start a VNC session. See http://www.gfdl.noaa.gov/access/documentation
for directions on using VNC at GFDL.

NOAA/GFDL PuTTY Documentation. Find the latest version at http://www.gfdl.noaa.gov/access/documentation
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