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FOREWORD

December 1997

The Depatment of Hedth and Human Services (DHHS) has the responshbility for preparing
national and regiona emergency plans and developing preparedness programs encompassing
hedth and human services. These operations must be performed, or rapidly and efficiently
resumed, under a variety of conditions, including emergencies tha may affect the Department

This Departmentwide sysem of plans. developed at the nationa level, encompasses our
continuity of operation and Government, and emergency management policies. It has been
developed, in cooperation with the Operation Divisons (OPDIVS), by the Office of Emergency
Preparedness (OEP) The god of this sysem is to ensure our effective management and
coordination of the DHHS response to al types of emergencies.

This system of plans encompasses the Department’s concept of operations for continuity of
operations and response to both domestic and national security emergencies. This concept of
operations is based on a nationd network of emergency coordinators, and on the ongoing
programs of the OPDIVs and Saff Divisons (STAFFDIVs)

We must be prepared to respond to the variety of emergencies that may face us, and this
sysem is the foundation for that effort. You need to know where these plans are when you
need them. You need to know what is in them. They will be updated as new programs are
developed.

Assigant Secretary for Hedth







THE EMERGENCY MANAGEMENT AND
ENTERPRISE RESUMPTION PLANNING SYSTEM
(EMERPS)

BASIC PLAN

l. INTRODUCTION

A. The Depatment of Hedth and Human Services (DHHS) has the mgor
respongbility for deding with the hedth and human services needs people experience during
emergencies. including those that directly affect the Department and its employees. The
Department’s many resources and ongoing programs are brought to bear throughout al phases

of the management of emergencies.

B. DHHS has in place a continuity and emergency preparedness and response system
through interagency agreements, a network of emergency coordinators, and the ongoing
programs of the Operating and Staff Divisons (OPDIVs and STAFFDIVs) The gods of the

sysem ae

! For those citizens in need of emergency care: To be efficient, responsive.
and compassonate and thereby save lives, dleviate suffering. and hep
States and locad governments, and other Federal agencies and Departments

provide assstance

t

For enterprise resumption (continuity of essentid operations) To mitigate
riks. ensure the life safety and well-being of employees and vidtors during
an emergency; reduce disruptions to operations. protect essentia equipment,
records. and other assets. minimize damage and loss. provide organizationa
and operational Sability. through relocation of critical Departmentd

functions and achies ¢ an orderly, recovery from emergency operations
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(%)

For Continuity, of Government (COG) To have in place a comprehensve
and effective program which has been coordinated with al Federd agency
continuity plans to ensure surviva of our conditutiond form of Government
and continuity of essentid Department functions in the face of a catastrophic

emergency

. PURPOSE AND BACKGROUND

A The purpose of the EMERPS is to help ensure that our response to dl types of
emergencies, be they domedtic, nationd security, or threats to our continuity. is effectively
managed and coordinated EMERPS sets out some principles (or guidelines and authorities)
that guide OPDIV and STAFFDIV emergency management programs. outlines the concept of
operaions for continuity operations and both domestic and nationad security emergencies, and
provides basic information on DHHS programs that can assgt in emergency Stuations and
identify DHHS plans, or other Federa plans, that have been developed to address specific
types of emergency Stuations

B. Evey year emergencies take their tall in lives and dollars on our Governmert,
busnesses, and indudtries. These events vary dramaticdly in scope and magnitude A
blizzard shut down much of the east coast for days. More than 150 lives were logt and
millions of dollars in damages incurred. Hurricane activity over the past severd years
increased in severity and destruction, cogting dozens of lives and hbillions of dollars in damage
to the east and gulf coasts of the United States A two-dam fire a the Department of the
Treasury (DOTRES) resulted in the evacuation of gpproximately 1,700 employees, and |eft
one-quarter of the building uninhabitable due to fire and water damage. The World Trade
Center bombing resulted in 6 desths. hundreds of injuries, and the evacuation of 40,000
people; the Alfred P Murrah Federa Center bombing killed 168 and injured more than 500

C  These events often strike without warning and have potentially monumental

human. economic. and socid consequences Proper planning for operaions in emergency

to
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conditions can lessen or. in some cases. mitigate the extent of the impact on persons. facilities.
and individud agency missons To most effectively respond to emergencies requires a
partnership among dl DHHS entities with responghilities and duties of each understood, well
defined, and reduced to writing

1. APPLICABILITY AND SCOPE

A. DHHS is the Federd Government's principal agency for protecting the hedth of
dl Ameicans and providing essentid human sarvices As such, the DHHS, by law and
Executive Order, is required to:

! Provide essentid hedth and human services to the victims of emergencies.

and

2. Have the capability to maintain continuous operations

B Each DHHS organizationd dement must therefore be prepared to not only
provide essentid services, but to do so during an emergency or threat of an emergency, and to
efficiently and effectively resume criticd operaions if they are interrupted. Planning for
meeting the demands of a wide spectrum of emergency scenarios is necessary. and is
accomplished by developing a sysem of plans.

C. This system of depatmenta plans serves as the overarching guidance for
Continuity of Operaions (COOP), COG, and emergency management planning. It provides a
foundation for the further development of detalled OPDIV and regiond plans and procedures
to implement Departmenta continuity or emergency response activities in a timey and efficient

manner

oyl
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D You do not need an indepth knowledge of continuity or emergency management to
implement the provisons of these plans This document serves as your step-by-step guide to
the activities necessary to see the Department through a natura, manmade. or technologica
emergency or disaster that requires DHHS support, or threatens the DHHS enterprise

1. EMERPS Structure

The sysem of plans is organized as follows

a Basc Pan: This Basc Plan provides an overview of the Department’s
gpproach to continuity, and emergency operations. It details policies.
describes how we organize for response. and assigns tasks. The Basic
Plan is an overview of the Depatment’s continuity and emergency
response organization and policies. It cites the legd authority for
continuity and emergency operations. summarizes the Stuations
addressed by the system. explains the general concepts of operation. and
assgns responghilities for continuity!. emergency’ planning. and

operations

b.  Functiond Annexes Functiond Annexes are plans organized around
the specific performance of a broad task Each annex focuses on one of
the critical emergency. functions that the Department performs in

response to an emergency’. These annexes include.

(1) Direction and Control (Incident Management System (IMYS)).
(2) Enterprise Resumption/Continuity of Operations Plan.

(3) Continuity of Government Plan. and

(4) Emergency Management Plan (EMP)
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2. Direction and Control

a  We will employ a sysem of direction and control caled the “Incident
Management System” (IMS) to manage emergencies affecting the Department and its
operations

b.  Emergencies and disasters have been defined as “extreme socia crises
in which individuds and ther socid sysems become disorganized and dysfunctiond.” Any
emergency requires an organized sysem of roles. respongbilities, and standard operating
procedures to manage and direct operations. IMS was developed in the firefighting
community, and has snce evolved into an “dl-risk/dl-agency” means of

(1) Lending consgtency to the way team members and agencies

function in an emergency, ad

(2) Fodeing efficdency by diminating the need to “renvent the

whed” for each new emergency

c IMS addresses the recurring problems commonly associated with

critical incidents and emergencies.

(1) Use of nongandard terminology among responding agencies,

(2) Lack of capability to expand or contract as required by the
Stuation.

(3) Nongtandard and nonintegrated communications,

() Unmanageable span of control.

Hes )
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(5} Lack of desgnated incident facilities. and

(6) Lack of a comprehensve resource management drategy

d IMS is basc busness management techniques. It will ad us in
performing the tasks of planning, organizing, directing, coordinating, delegating.
communicating, and evaduating during the course of an emergency. For the purposes of this
plan, IMS is defined as.

“The combination of facilities, equipment, personnel, procedures, and
communications operating with a common organizationa sructure, with
responsbility for the management of assgned resources to effectively
accomplish dtated objectives pertaining to an incident and/or event.”

e IMS is further defined in Functiond Annex A.

f. Policy-level officids and program managers who will provide direction
and control through IMS should become aware of the continuity and emergency preparedness
aspects of ther day-to-day programs, and should participate in the planning process dong with
emergency coordinators and recognized subject matter experts. This will facilitate the defining
of continuity and emergency roles and the training of managers, and will promote the use of
ongoing capabilities and resources, rather than relying on a “gandby” system that may become

obsolete from lack of use

3. Enterprise Resumption/Continuity of OperationsPlanning

a Continuity planning represents, in the truest sense, an organization's
assurance that it has the uninterruptible ability to meet its essentid commitments and reform
criticd functions no matter what the circumgtances COORP is defined as the measures we take
to continue to perform or rapidly restore minimum essentid critical functions or operations
during and after a severe emergency  The terin agpplies to activities related to the operational

6

HES
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integrity of our operaing elements a the nationd and regiond levels It provides for the
uninterrupted availability of al resources necessary to operate our enterprise a an acceptable
level. In the event of some form of disruption. we are not trying to maintain norma operation.
We are trying to maintain acceptable operations. Our plan charts the course to a return to

norma

b.  Our continuity planning, much like our emergency planning, provides a
graduated response to the full spectrum of the threat-natural, manmade. or technologicd. It
uses, as much as posshle, our existing contingency response structure. We document activities
in our plan that must be completed prior to an unplanned event, which will alow recovery from
that event. Recovery planning is the development of procedures for our return to norma
Together, contingency and recovery planning creste our overdl plan for continuity. This plan
describes the actions, resources, and procedures necessary before an unplanned event renders
inoperative any of our criticd functions or services. COOP is a dynamic process. Planning,
though criticd, is not the only component. Training, conducting drills, testing equipment. and
coordinating activities with the community and other Departments and agencies are other
important  functions.

c Our COOP defines the capability of the Department to continue to
operate, or rapidly resume operations, in an emergency or threat of an emergency. COOP may
include the activation of our emergency operdions centers a the nationd or regiond leve, the
evacuation of our personnd from their norma operating locations, the sdection and occupation
of a relocation dSte cgpable of supporting the continuation of our essentid activities, and the
provison of data processing, logigtics. and teecommunications support by temporary use of
nonstandard or dternative means. To ensure continued support during a COOP scenario. daily
on-line database, word processng, and E-mail backups on dl automated systems will be
conducted to safeguard loss of critical information These activities could be teking place while
we are involved in supporting other agencies/offices/dements in responding to the disagter, or

other concurrent disasters

Hisg
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d We will utilize a team gpproach in implementing Enterprise
Resumption (ER)/COOP. and employ the incident management system to direct and control our
activities. The use of trained teams provides the infrastructure necessary to direct a response,
relocation, and recovery operation The teams will receive specid training in managing
ER/COOP ectivities. In addition, the teams will be given specid emergency authority over a
wide range of areas important to successful response, relocation, and recovery

e Our plans will be periodicdly tested, and regularly communicated to
our employees and management. Employees must know what to do in case of an emergency
and how to go about it. Remember that contingency plans most often operate during times of
great stress and without key personnel. Trained teams following documented, tested
procedures are the best assurance of our success To assist Emergency Coordinators (ECs) at
al levds, emergency resumption action teams will be formed to assis ECs in the organizing of
initia deploying relocation teams and coordinating follow-on deployment activities.

4. Continuity of Government

It is the policy of the U S. Government to have in place a comprehensive an
effective program to ensure the survivd of our conditutiond form of Government and
continuity of essential Federa functions in the face of a catastrophic emergency. COG and
COOP programs remain an important hedge againgt current and future uncertainties and a
counter to new threets (including terrorism) in a new era of proliferating technologies and
materias related to wegpons of mass destruction (WMD). The COG annex to EMERPS is
classfied. Authorized users may obtain copies of the Annex from the Office of Emergency
Preparedness (OEP)

5.  Emergencies

a  Anemergency is any unplanned event that can cause deeths or

gonificant injuries to the public. our emplovees. or our customers. or that can shut down our

Hex
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business processes. disrupt operations. cause physica or environmental damage
Paragraph VII B of this annex. “Assumptions. ™ further details categories of emergencies For
the purposes of this plan. we will define an emergency and critical incident as

“Any naturd or manmade event, civil disturbance,
or any other occurrence of unusud or severe nature
which threstens to cause or causes the loss of life

or injury, loss of functiondity, and/or severe
damage to property and requires extraordinary
measures to protect human lives. meet human
needs. achieve functiondity, and recovery. “

b Obvioudy, numerous events can be “emergencies” including:

(1) Fire,

(2) Hazardous materids incident,
(3) Hood or flash flood,

(4) Hurricane, £ e e 0RO 1031 CST
(5) Tornado, : |
(6) Winter gorm.

(7) Earthquake,

(8) Communicaions falure
(9) Extended computer outege,
(10) Radiologicd accident.

(11) Terrorism,

(12) Civil disturbance,
(13) Exploson, and
(14) Informaion wafae

c Many of these events may be preceded by a warning phase in which our
operating eements will have varying degrees of time to prepare and mitigate or respond to the

Hiy
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consequences of the event  Therefore. for the purposes of EMERPS. a critical incident is an
emergency in which forewarning (advance notice) is provided. alowing preparatory actions to

be implemented/prestaged.

d Each event must be addressed within the context of the impact it has on
our Department and the affected community Impact andyss is described in Appendix 1 to
Functiond Annex B. “COOP Planning Guiddines ”

6. Princples of Emergency Management

The following principles have been developed to guide the development of
the DHHS EMERPS and supporting plans.

7. Comprehensve Management of Emergencies

A sysem of plans, adaptable to the full range of al hazards, will be utilized.
(All hazards refers to any number of natural or manmade disasters or emergencies such as
hurricanes, earthquakes, forest fires, floods, oil spills radiological contamination, power
outages, nuclear atack, or sabotage. Emergencies and magjor disasters, as defined by
42 U.S.C. 5 122, are included ) An “dl hazards’ approach to planning incorporates many
aspects of nationd security preparedness with an effective emergency response system.
Nationa security preparedness in isolation from preparedness for emergencies results in
sysems on standby for defense becoming moribund, with staffs assgned to these functions out
of the mainstream of ongoing activity. Experiences gained from the full range of naturd.
manmade, and technological emergencies should be incorporated into the planning and

response to maintain currency

8. Interagency  Coordination

HER
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An effective emergency response. whether it be in support of our citizenry
or in support of maintaining our essentiad Departmental operations. requires the participation
of a number of Federd, State. and locd agencies with interfacing respongbilities. Interagency
coordination is best achieved through the development, coordinaion, and exercisng of specific

plans on an annua basis by the respective agencies in advance of the emergency Stuation

9. Coordination With States and the Private Sector

Because of the key role that State and local governments and the private
sector play in responding to emergencies, and in responding to events that affect this
Department’s continuity, emergency planners should work in close cooperation with State and
loca officids and representatives of private organizations Such coordination can hep in
developing more effective plans and programs for al phases of emergency management
Region-levd plans should be tested in conjunction with scheduled State and Federd regiond

Eemergency exercises.

10. EMERPS Measures of Success

a We will devdop and maintain plans that.

(1) Are the result of cooperative thinking and design by a cross
section of involved and responsible management and key
personnel.

(2) Are redidicaly tested with appropriate stress. and with test
results that are acted on

(3) Are updated as a norma course of operations as changes in our
enterprise. organization. Saffing. processes, and technology

occur

HES
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(4) Employ of cog-effective prevention as well as reactive measures

(5) For those ditizens in need of hedth and human sarvices
emergency assdance ae efficient, responsve, and
compassonate and thereby save lives, dleviate suffering, and help

States and loca governments provide assistance.
(6) For continuity of Department operations

(a) Ensure the safety and well-being of employees and vistors
during an emergency;

(b) Reduce disruptions to operations,

(©) Focus on criticd functions;

(d) Protect essentia equipment, records, and other assets;

(®) Minimize damage and loss,

(H Provide organizationd and operationd ability, facilitate
decison making during an emergency, and achieve an

orderly recovery from emergency operaions, and

(2) Are based on complete and redigtic impact analyss and
periodicaly revidted to ensure continued viability as our

enterprise  changes

b Thissyvstem of plans will achieve these measures of success by

promoting an integrated approach (o DHHS continuity and emergency preparedness so that the

12
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Department can respond rapidly and effectively regardless of the cause. time. place. or size of
the dissster Every employee's efforts are critica to our ability to cope with and overcome
emergency responses and/or disruptions to our enterprise. We must be prepared to respond to
the emergencies that may face us, and this plan is the foundation for that effort Know where
these plans are when you need them Know wha is in them

IV. AUTHORITIES AND DELEGATIONS

Authorities and References for the DHHS EMERPS are found in XIlII, Authorities and
References. on page 104 of this Basic Plan.

A. Dedegation to Heads of Operating Divisons

Continuity of Essentid Functions. The Secretary has delegated to the head of each
OPDIV the authority to develop plans and take actions necessary to assure that the OPDIV will
be able to perform its essentia functions at headquarters and regiond levels, continue as a
viable pat of DHHS during any emergency, and respond to major disasters  Létters of
delegation are found at Tab A-2 to the EMERPS Basic Plan.

B. Emegency Program Functions
The Secretary has dso delegated to the head of each OPDIV the authority to
prepare national and regional plans and develop preparedness programs covering those
functions and respongbilities appropriate to the OPDIV in accordance with the requirements of
Executive Order (EO) 12656. PL 93-288. and the DHHS EMERPS

C. Coordination Functions

The Secretary has delegated to the Assstant Secretary for Management and
Budget. authority to develop and maintain emergency and disaster assstance plans and
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measures for the Office of the Secretary,. to direct. coordinate. and monitor the performance by
the heads of the OPDIVs and by the Regiond Directors of the preparedness responshilities
assigned to them. and to prepare emergency plans covering functions that must necessarily be
centraized at Office of the Secretary (OS) levels.

D. Spedific Deegaion of Respongbilities

The Secretary has assgned responghility for oversght and coordination of dl
DHHS emergency preparedness plans and programs to the Assstant Secretary for Management
and Budget The focd point for this activity is the OEP. The Secretary has assigned to the
Regiond Directors (RDs) the responghbility of assuring that these emergency services are
provided in their respective regions. Letters of delegation are found a Tab A-2 to the EMERPS

Basc Plan.

E. Implementation

The Secretary has not authorized the heads of OPDIVs and the RDs to redelegate
the authorities assigned to them. This dgnifies that each will be hed persondly responsible for
the accomplishment of the functions assgned to him or her.

V. POLICY

A The OS will coordinate Emergency Response Plans across OPDIV'S to support the
development of Departmentwide response plans a the nationd level. The Regiond Directors
(RDs) will coordinate across OPDIVs at the regiond level and develop regiond emergency
response plans with gppropriate linkage to the nationd plans and to State Emergency Response
Plans All DHHS plans will be written following the IMS for direction and control during
emergency responses The IMS is designed to enhance and reinforce the normal Chain of
Commeand found within al DHHS Regions and OPDIVs The IMS is described in Functional
Annex A to EMERPS
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B.  Current policy guidance places primary reliance upon the regular chain of
command and ongoing programs as the mechanism for conducting ER/COOP and COG
planning during a critical incident or emergency. All offices and program areas in DHHS
share the responsibility for COOP/COG and therefore should define the COOP/COG
preparedness aspects of their day-to-day responshilities and include their emergency
preparedness functions in their work plans. Policy officdds and program managers must be
involved in developing the COOP/COG plans. By means of such activity and involvement,
DHHS makes use of its enormous depth and breadth of hedth and human services experience,
and the wide variety of DHHS employees who can be called upon to respond to emergencies.

C  The Emergency Coordinators (ECs) of the STAFEDIVs, OPDIVs, and Regiond
Offices are respongble for leading the development of Emergency Response and COOP Plans
that follow the generd guidance provided by this plan. These plans will dlow al dements of
DHHS to be prepared to provide a coordinated emergency health and human services response
during dl contingencies with a minimum of disruption of critical services and operations. Once
completed, these emergency response plans should be tested annually and should be adaptable
to any mgor emergency response required by DHHS a the nationd, regiona, or loca leve
The plans should be tested annudly within the framework of the Federd Response Plan (FRP)
and dl other Federd-levd plans

VI.  OBJECTIVES

The primary objective of this sysem of plans is to ensure the provison of emergency
hedth and socid services and continuity of operations during any emergency response required
of the DHHS. This means that al dements of DHHS should be cgpable of functioning and
providing the full range of essentid Government services during the course of any emergency
response. The second objective is to ensure that DHHS is able to properly manage dl of the

Department’s resources for hedth and sociad services during any emergency response
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VIl.  SITUATION AND ASSUMPTIONS

A. Stuation

During the 1980s and early 1990s. much of the DHHS emergency response
doctrine was focused primarily on the worst case threat of a massive nuclear laydown on the

United States as a result of a confrontation with the former Soviet Union (FSU)

The end of the Cold War and the breskup of the Soviet Union have sgnificantly
reduced the probability of a mgor nuclear attack on the continental United States (CONUS) It
has not made us complacent Other threats continue or are even increesng in likelihood, and
the Department must remain capable of continuing critical operations in the presence of a wide
spectrum of threats from limited military operations to terrorist activities and natural or

manmade disasters.

This plan updates DHHS concepts and plans for an al hazard and continuity of
operaions approach to accommodate the revised threat. The updated plan will retain a worst
case gpproach to developing capabilities and procedures, but increased emphasis will be placed
on having an enhanced capability for a broader scope of operations across the full spectrum of

emergencies and criticd incidents

1. Emergencies

Emergencies cannot be stereotyped-they take
many forms. they can involve smple or complicated combinations
of consequences resulting from various circumstances. Each may
occur aone or in combination with another. In some cases. there
may be a secondary emergency resulting from the magnitude or
characterigic of the first emergency Emergencies generdly fdll
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into five categories
a. Actsof God (Natural Disasters)

The most commonly recognized
forms of disagters in this category include earthquakes,
floods. hurricanes, tornadoes. snow storms, forest fires,
and droughts Some lesser recognized occurrences might
include freezes, extreme cold, and sea surges. Natura
events can devastate DHHS facilities and direction. control,

and communications infrastructures

b. Manmade and Technologicd Hazards

With the rgpid growth in technology
and associated sciences comes new and potentially catastrophic
hazards creating monumental emergency response
requirements of and for personne, equipment, and finances.
Disagers in this category include nuclear waste disposd soills,
hazardous materids accidents, utilities falures, pollution,
crashes, explosons, urban fires, toxic substances, radio-

logicd. and epidemics. Events such as fires, nuclear power
plant accidents, collapse of large structures, and mass
trangport accidents can cause DHHS facilities to become unusable.
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C. Internal Disturbances

This category may not receive the wide-
spread media coverage as some others but can be just as costly with
locdized impact. Some examples include riots. other civil

disorders. demondtrations out of control, prison breaks, strikes that

result in violence, information warfare (IW), hostage dtuations, or even disgruntled employees

d.  Teroriam, Including Employment of Wegpons of Mass Destruction
(WMD)

Tearorig activities may involve conventiona
wegpons and materids, or nuclear, biologica, and chemica (NBC)
WMD. While the most probable threat to the United States is
agang its oversess fadlities, the threat againgt the CONUS is
believed to be on the rise. The 1993 attack againgt the World Trade
Center in New York City and the 1995 attack against the Alfred P.
Murrah Building in Oklahoma City illugrate the reldive ease with
which this type of attack may be executed.

e.  Attack

This is the ultimate emergency for any
country or people. Generdly accepted actions fdling into this
area include conventional and/or NBC warfare. Portions of the
FSU retain a formidable nuclear cgpability. In addition, severd
other potentidly hostile nations are expected to be able to

produce and ddliver nuclear wegpons within the next few years This threat remains the one

requiring the greatest degree of protection and survivability. and is often referred to as the
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“worgst case’ threat A large-scale nuclear atack on the United States. though 4ill possble is
not consdered to be highly probable. while the likelihood of smdl-scae no-warning attacks
and terrorigt activities is increasing  In addition. the possibility of a missing nuclear device
appearing in a hogtile country or group as a result of the breskup of the former Soviet Union is
very high-the world is not a safe place.
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f.  Material and Energy Shortages

These emergencies usudly result from
activities such as drikes. price wars, resource scarcity, and labor
problems and may not have large geographical impact
Nevertheless, they can be quite detrimenta to persona resources
and emotiond dability

2. Emergency Definitions and Principles

a. Disagter. A dissgter is a serious disruption of the functioning of a
society, causng widespread human, materid, or environmental losses that exceed the ability of
the affected society (or community) to cope using only its own resources Disasters are often
classified according to their speed of onset (dow or sudden), or according to their cause
(naturd, manmade. or technologica)

b. Emergency. Another term closdy related to disaster is emergency.
An emergency might be regarded as a particular type (or subset) of a disaster  “Emergency”
suggedts an intense time period and leve of urgency. An emergency is bound by a specific
period in which lives and essentid property ae immediately a risk A disaster can encompass
a more generd period in which there is a clear and marked deterioration in the coping abilities
of a group or community Unusud initiatives by groups. communities, and externa

intervention are aso evident during this period.

c. Dissgters and emergencies ae fundamentd reflections of normd life.
They are consequences of the way organizations and societies structure themsalves,
economicdly and socidly. the way organizations. societies. and governments interact, and the
way relaionships between decision makers are sustained It is essentid to make a distinction

between hazards and disasters (including emergencies). and to recognize that the effect of the

20
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former upon the latter is essentially a matter of an organization's, society 's. or government’s

vulnerability

d.  Hazard. A hazard is a rare or extreme event in the natural or human-
made environment that adversaly affects human life, property, or activity to the extent of
causng a dissster It may be a sudden onset hazard. such as an earthquakes, or dow onse.
such as pest infestation.

e.  Consequences and effects. The variety of consequences and effects
makes geneardizaions difficult, but the following may be experienced by people in varying
degrees.

(1) Desth, injury,

(2) Loss of means of livelihood,

(3) Displacement, family separation, and lack of sheter and

household necessities;

(4) Communities becoming separated from services previoudy
provided;

(5) Lack of potable water;

(6) Communicable diseases and overcrowding,

(7) Possble communications and logigtics problems;, and

(8) Insecurity,
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f Mitigation is the collective term used to encompass al actions taken
prior to the occurrence of an emergency or disaster (preincident measures) including

preparedness and long-term risk reduction measures

g Preparedness consdts of activities designed to minimize loss of life and

damage. organize the temporary remova of people and property from a threatened location.
and fadlitate timey and effective rescue, rdief, resumption, and rehabilitation

3. Gened Principles of Emergency Response

The overdl ams of emergency response and assstance (pre-, trans, and

postincident) are to

a Ensure the survival of the maximum number of people, and maintan
them in the best possble hedth, given the circumstances

b Reegtablish sdf-aufficiency and essentid services as quickly as
possble, with specid attention to those most vulnerable, and
underprivileged whose needs are usudly the greates.

c Repair or replace damaged infrastructure and regenerate viable
economic  activities  To do this in a manner tha contributes toward
long-term development goas and reduces the vulnerability and risks
associated with any future recurrence of potentidly damaging hazards

3. Phasss in Emergency Response

a  Alet (Warning/Preimpact Period): The period beginning when a
public warning of an imminent threet is issued until its actud impact (or the threat passes and
the warning is lifted) During this period. precautionary, or contanment measures (mitigation)

M
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are taken to minimize the potentia adverse effects of the expected incident This can include

evacuation. securing dructures. building defenses. and mobilizing resources

b Response Phase (Tramincident): The period immediatdy following
the occurrence of an emergency or sudden disaster. In this phase, exceptionad measures are
needed to save and sugtain the lives of survivors and to help them meet basic needs for shdlter,
water. food, and medica care Response activities are continued for as long as there are
serious and immediae threats to human life and well-being, and people are unable to meet thar
basc survival needs. Activities include:

(1) Search and rescue to find and rescue trapped or isolated

UNVivors,

(2) Providing the assstance needed to ensure the survival of the most
severdy affected, and

(3) Edablishing essentid communications and trangport services to
support these operations.

c Pogtincident (Recovery) Phase The period during which actions are
taken to enable survivors to resume norma lives and means of livelihood, and restore
infrastructure, services, and the economy in a manner appropriate to long-term needs and
defined development objectives. Certain relief or welfare measures that favor specific
disadvantaged. and more vulnerable groups. may continue for some time during this phase.
Recovery encompasses both:

(1) Rehabilitation. the reestablishment of basic community services
and the redtoration of badc living conditions, and

[ ]
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(2) Recongruction. the repair or replacement of damaged physica
gructures and mgor infrastructure

5. Muyths About Behaviora Responses to Emergencies and Disadters

a Panic and disorderly f7ighr in the face of danger Few people are
observed to panic in the face of an emergency or dissster Even when an evacuation is
ordered, the mgority of personnd are reluctant to act and do not want to leave. When forced

to evacuate, most move in a responsble manner

b Disaster survivors are shocked and helpless. On the contrary, the
moativation of the uninjured survivors is often the greatest resource in saving others. providing
casudty care. restoring essential service, and beginning the process of recovery  Ther
resctions are sometimes more rationa than those of the outside relief workers, however,
interveners who act as if survivors were helpless can create a sense of helplessness and
dependence. Those who take a paterndistic gpproach to dispensing aid can create unredigtic

expectations and demands from the survivors.

¢.  Disasters are random killers The poor are the hardest hit, especidly

women, children, and the dderly

d  Search and rescue depends on formal rescue organizations. The

mgority is done by felow survivors

e.  Survivors relv on relief organizations for their immediate needs. They
help each other to seek help from friends, family, and locd inditutions.

f Public shelters and temporary relief camps are needed after a disaster
People go to shelters only as a last resort  Resources invested in establishing temporary shelter
after a disaster may be better used to support immediate repair and recongtruction efforts. or at
least to provide materias that can be reused in such efforts
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14 Epidemics gre an immediate threat after every disaster Epidemics do
not spontaneously occur after a disaster. and the presence of corpses does not lead to
catastrophic outbresks of disease. The key to preventing disease is to improve sanitary

conditions and educate personnd.

h.  News media accounts are generally accurate. They are often
inaccurate. or & least mideading by focusng on the most extreme cases of damage, which are
not typical.

i Things are back to normal within a few weeks The effects of a disaster
lagt long time-much longer than the media and nationd interest and sympethy evoked initidly
by the disaster.

J Any kind of assistance is useful, and is needed immediately —Hasty
responses based on impartiad assessments contribute to chaos and consume vauable resources
that could be better used for other priority needs. The affected personnel and services often
cover immediae lifesaving needs.

k. In practice, outsde responders often underestimate the resources and
capacity of the affected personnd to take responghbility for their own survivad and recovery.
Materid assstance following sudden emergencies and disasters generdly

(1) Far exceeds actud needs,

(2) Isin proportions larger than needed or usable,

(3) Requires sarvices and facilities that could be used for more
essentid  tasks.
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(4) Often causes conflicts among relief agencies.

(5) Adds to the problem of congestion. and

(6) Inhibits locd initictive.

| Effective emergency response requires.

(1) Professona assessments leading to agreed definitions of need and
appropriate assstance drategies,

(2) Close coordination and information sharing between dl involved
parties, and a concerted effort to mobilize and dlocate the

required resources,

(3) Effident management arangements, and

(4) Continuous monitoring of the Stuation and operationa
performance, and responsveness to new information and
changing needs

m. The three aspects of effective response include communications,

information, and coordination.

n  The rgpid establishment of tdecommunications links with dl affected
aress is essentiad for both reporting assessment data and operationd management  The latter
aso demands the capability to link with al locations where supplies could be obtained and

stored

0 Information about diverse needs. resources on hand and/or in the

pipeine. and logigtics capacities and condraints. is the basis for decisons regarding resource
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dlocations and operations management at al levels Information must be reliable. up to date.
and intdligently andyzed It must be shared regularly. with dl concerned  Systems must
ensure the reporting of reevant information and its sysematic storage, andysis, and use by
policymakers and operational managers

p. Many different groups have roles that may be interrelated. or even
overlapping. The coordination of dl activities and efforts is essentid for achieving objectives
and making the mogt effective use of avalable resources. Coordination must be both forma
and informa. Regular meetings are an absolute necessity During any mgor emergency. there
should be broad-based meetings at al levels. Experience shows the values of subgroups being
formed on specific topics (such as movement control, and logidtics). Informa meetings of
response groups can be helpful.

q. Assessment qudity is the key to effective response and achievement of
response objectives. The availability of resources is dso clearly a factor to the possbilities of
mobilizing resources, and is sgnificantly influenced by the percaved qudity of the assessment
The needs and proposed drategies must be presented convincingly.

r Timing. The assessment-at least the initia assessment-must be

completed rapidly in dl aress in order to provide a basis for dlocation of resources

s. Decisive Action. Once these prerequidites are assured. effective
response depends on decisive action to implement the sdected strategies. Leadership and a
practical, problem solving approach is required a dl levedls. While dear overdl direction is
needed from the respongble authority (setting policies and standards. and defining basic criteria
and procedures). management responsibility should normaly be decentrdized as much as

possible
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6. Other Conddeations

a  Egablishing Overdl Priorities. The focus initially should be on areas
where damage and losses are expected to be the greatest, and on saving lives and enabling
critical fadlities and lifdine services to function State and local civil authorities participate in
the definition and establishment of priorities (see the Direction and Control, Functiond
Annex A to EMERPS)

b. Panners and operationa personnd should make congructive use of dl
avalable mechanisms to achieve the desired objectives. including the use of the private sector,

where appropriate.

B. Assumptions

1. Emergencies or threstened emergencies may adversdy affect the U.S or the
Department’s ability to continue to support essentid operations and to provide support to the
operations of clients and externd agencies

2. Personne and other resources from DHHS and other organizations outsde of
the area affected by the emergency will be made avallable if required to continue essentia
operations.

3 Communications will be interrupted. Alternate communication means will
be heavily rdied on. necesstaing augmentation of exising Depatmentd resources. Activities
will be conducted according to tested procedures within an agreed upon timeframe until
communication is established.

4 Public expectations of a timely State and Federd response to disasters are
high. The American public expects d1 Federad agencies will respond to their needs in a timely

manner  Failure to have a recovery plan is no excuse
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5 Incidents may involve events with no impact outdde of a loca community or

area For the purposes of this plan. emergencies will be categorized as

a.  Minor: Minor emergencies involve limited amounts of noncriticd
records. material, media. or equipment items and which OPDIV gaff and/or the property
management or facilities depatment can handle without outsde assstance or expertise. The
DHHS Operating Unit Head/Responsble Officia will manage the response and recovery from
the inddent Team activaion will not be necessary.

b.  Moderate: Moderate emergencies involve subgtantiad numbers of
records, materia, media, or equipment, or where physical damage is likely to be more severe,
and where help or expertise from outsde the DHHS Operating Unit is likely. Emergency
natifications within the operating unit and Department will be followed as far as the DHHS
Operating Unit Head/Responsble Officid feds is necessary. Assgtance from the Emergency
Response Team may or may not be necessary

¢.  Major: Mgor emergencies involve dgnificant numbers of records,
faclities, media. materid. and equipment where physcad damage is severe. and where
expertise and assstance outside the Department will be required. Emergency natifications will
be followed completely. Assistance of the Emergency Response Team and. if relocation is
warranted, the Relocation Team, will be necessary.

d. NOTE: Because of the varied nature of potential incidents and

emergencies, these definitions are provided only as general guidelines

6. The incident Ste may dso conditute a crime scene. limiting access and

warranting special precautions to preserve the scene and protect evidence
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1 Access (¢ the fadlity or fadlities affected by the criticd incident or
emergency will be denied for whatever period of time it tekes to stabilize the Stuation  This
period of time could vary from hours to months

8 Agencies that commonly support DHHS operations may be unable to

continue their support in the event of a large-scde emergency.

9. Efficent and effective retoration of operations requires the use of an
emergency management sysem that organizes the tasks of planning, organizing, directing,
coordinating, ddegating, communicating, and evduating. The sysem DHHS will employ will
be the Incident Command Systemy/Unified Command System (ICS/UCS)

C. Concept of Operations

! This Concept of Operations (CONOPS) explains the Department’s overal
approach to an emergency situation, i.e., what should happen, when, and a whose direction
The CONOPS includes the Department’s intentions on who accomplishes missons and tasks,
including the DHHS operating dements, teams, and personnd involved. It dso outlines the
time phasng of emergency and enterprise resumption operations, the general nature and
purpose of operations to be conducted, and the interrelated or nationa arrangements for cross
agency/ Department support, coordination, and cooperation needed for successful execution.
The CONOPS aso includes an estimate of the duration of operations so that operating element
supporting plans can be prepared where required.

2. The functiond annexes to EMERPS include detalled CONOPS that identify
direction and control, det and warning, divisons of responghilities, indructions on activation
of the appropriate plan(s). “action levels’ and their implications, a general sequence of actions
before. during. and after the emergency Stuation: and who requests ad and under what
conditions  Responghility for oversight and coordingtion of al DHHS emergency management
activities. including enterprise resumption. rests with the OS
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a. Emergency Management and Enterprise Resumption Panning
Guiddines

The Depatmentwide enterprise resumption and emergency
preparedness dructure operates within the following operationd guidelines

b. Planning Authority

This section provides authority and general policy guidelines for the
development and publication of plans by DHHS operating elements. It is primarily gpplicable
to emergency management and enterprise resumption program officids and public information
officers a nationd and regiond headquarters. Further details on programs provided by
DHHS, or by other Federal agencies and departments are provided in the applicable Federd
plans and in FEMA 229(4), November 1995, “Disaster Assistance: A Guide to Recovery
Programs. "

c. Generd

“The head of each Federd Department and agency, as gppropriate,
ghdl coordinate with State and local government agencies and other organizations, including
private sector organizations, when appropriate. Federa plans should include appropriate
involvement of and reliance on private sector organizations in the response to nationa security
emergencies, assg Stae, locd. and private entities in developing plans for mitigating the
effects of national security emergencies and for providing services that are essentia to a
national response. ensure that plans consider the consequences for essentia services provided
by State and loca governments, and by the private sector, if the flow of Federd funds is
disrupted * (EO 12656)
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d. Spedfic Pan Publication and Authoring Guidance

(1) In addition to the usud public information clearance, publications
intended for non-Federa audiences shdl be carefully checked by the author to assure
conformance to Federd Emergency Management Agency (FEMA) and Departmenta policy
guiddines  In rare cases in which a sgnificant Federa policy or pogtion is unclear,
prepublication review by FEMA, or another agency, may be necessary

(2) DHHS Credit and Imprint will be incorporated in al emergency
management and enterprise resumption plans. Materids developed within DHHS shdl clearly
identify DHHS as the author  In the event DHHS operating element emergency management or
ER materids are included in another agency’s publication (e.g., FEMA), DHHS shdl be
dearly identified as the author and, if appropriate, the document shdl include the DHHS
imprint on the title page beside the publishing organization's imprint. Materias developed
under DHHS contract, purchase order, grant, etc , may not be published by that organization
or author until clearance is obtained from the Director of OEP, and must give full credit to
DHHS sponsorship on the title page.

e. Emegency Management and Enterprise Resumption Plan
Deve opment

(1) Functiond Annex B outlines the process for developing
ER/COOP In short, in order to carry out the functions delegated by the Secretary, each
OPDIV Head and RD is to have in place emergency operations plans applicable to the full

range of criticd incidents and emergencies

(2) Written plans for emergency management and ER will be
prepared, published. and maintained by the head of each Operating Divison. Regiond
Office. and goecified fidd ingdlations
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(3) Plans are to be in place to take actions necessary to assure that
OPDIV headquarters and regiona organizations will be able to perform ther essentid
functions and continue as a viable pat of the Department during a critical incident or
emergency, and will be able to respond under the Federa Response Plan (FRP) or other
authorities to dl hazards events.

f.  Office of Emergency Preparedness

(1) The Office of Public Hedth and Science's OEP is responsble
for developing plans and response capabilities for the OS: directing, coordinating, and
monitoring the performance of heads of STAFFDIVs., OPDIVs, and RDs; carying out
emergency preparedness and ER respongbilities assgned to them; and preparing
Departmentwide plans that consolidate and coordinate OPDIV and STAFFDIV plans at the
nationd headquarters level.

(2) As the focd point for al emergency preparedness planning
and operations activities, the OEP provides.

(a) Actud Criss Management. The OEP professond deff
and facilities are available to coordinate DHHS activities
during an actud crids, or to provide staff support and
expertise to the Secretary’s designated/senior officia
(Incident Commander (IC) under the IMS). (See
Functiond Annex A.)

(b) Representation.  OEP represents DHHS on committees,
task forces. and a meetings concerned with emergency
management and ER planning and operaions, and
arranges for participation in such meetings by concerned
DHHS dffidds

()
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(d)

(e)

®

Liason. Through its edablished working reaionships
and interagency committees. OEP can assst DHHS
offidas in making contact with gppropriate officids of
other Federd Depatments and agencies in establishing
improved cooperative working reationships. and in
negotiating forma agreements and memoranda of
understanding (MOU).

Conaultetion and Advice. OEP provides direct personal
advice, conaultation and information to DHHS officids
requiring assisance in deding with specific emergency
management or enterprise resumption planning,

operations, projects. or problems

Orientation, Briefing, and Traning. OEP will, upon
request, provide genera or classified briefings to indi-
viduds or groups concerned with aspects of DHHS
emergency management or enterprise resumption activities
or programs. Training and audiovisud ads are avalable

on a variety of emergency program subjects.

OEP maintains the centrd files and reference library on dl
emergency management and enterprise resumption-related
matters, including record correspondence relating to
policy, pertinent publications, records, and reports of
DHHS involvement in specific operaions, and technica
reports, manuas, plans, etc.. on a variety of subjects

OEP receves initid stocks of dl emergency management

and enterprise resumption-related publications from
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FEMA and other agencies and organizations, and distributes
these to the DHHS officials concerned.

(h) OEP maintains the central library of Federd and regiond
plans, policy, and procedural guides, and other issuances,

and provides secure storage for classfied documents.

@) During mgor emergencies or disasters or other crises
involving severd regiond offices and/or Operating
Divisons, OEP activates DHHS emergency operations
and/or Emergency Support Function (ESF) #8 operations,
establishes daly stuation/problem reporting, compiles
summary reports, and informs key officids of current and

future activities.

g. Emergency Coordinators

(1) At nationa headquarters an emergency coordinator shah be
designated for the Department and for each OPDIV, and an EC shah be designated for each
agency within each OPDIV. In each region, an EC shah be designated for the RD and an EC for

each OPDIV within the region. Within the Public Hedth Service (PHS), each agency shdl
designate an EC.

(2) Currently there are 22 ECs throughout the Department. Within the
PHS, each agency has a person designated as the EC. The DHHS, PHS, National Ingtitute of
Hedth (NM), Food and Drug Adminigtration (FDA), and Centers for Disease Control and

Prevention (CDC) coordinators are full time; the others have collatera duties.

(3) The same dructure is reflected in the regions. Each RD has an EC
and each OPDIV dso has a designated coordinator in each region. This chain of
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communication is established Departmentwide to coordinate and manage the Departmenta

response to the full range of emergencies.

h.  Emergency Coordinator Responsibilities

(1) The ECs are responsble for emergency management and ER
planning and response activities for al hazards, including national emergencies such as a
conventional war or nuclear attack. They shdl be familiar with emergency management and ER
plans and programs of other Federal Departments and agencies, of State governments, and of
nationd non-Governmental organizations such as the American Nationa Red Cross (ANRC),
that are concerned with the hedlth and welfare of the nation.

(2) This network of ECs establishes Departmentwide coordination and
management of the Departmental response to the full range of critica incidents and emergencies.

(3) The network of coordinators dso assss policy-leve officids and
program managers in preparing for and responding to emergencies of al kinds.

(4) ECs provide continuity, experience, and skill in deding with the
full range of disasters, emergencies, and threats to enterprise continuity. Other officias provide
necessary subject matter expertise to plan for and respond to emergencies.

(5) The OEP shdl provide Depatmentwide policy guidance and
coordination. The OPDIV headquarters and regiona office ECs shdl implement such guidance
and provide additiond direction to the OPDIV or region.

(6) Because the scope and magnitude of emergency preparedness

respongbilities and requirements involve the entire Department and require frequent contact with
officids in other agencies within and without the Department, the emergency preparedness
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function can be mogt effectively performed if the headquarters. OPDIV. and principa regiona
coordinators are located in the Offices of the Secretary. OPDIV heads, and RDs. and have a
grade levd high enough to ded with dl requirements

(7) The OPDIVs are responsible for developing the capability for
emergency management and ER operations. These functions are essentid to nationd surviva
and recovery and the OPDIVs responsible for them are required to support one full-time
Emergency Coordinator, plus other dtaff, as necessary.

(8) It is mandatory that selected OEP personnel (designated by the
Director, OEP) and each OPDIV EC have Top Secret security clearances, and each regiona
EC have a least a Secret clearance

(99 The OEP shdl ensure the network of ECs have Emergency
Response Action Teams (ERATs) formed to as3st in organizing initid disaster response,
deploying the DHHS Relocation Team, and coordinating follow-on deployment activities The

EC cannot do the entire misson done

(10) The concept for emergency coordination is such that:

(a) Before occurrence of emergencies. DHHS Emergency’
Coordinators work with policy officids and program
managers to develop plans and maintain a workable

continuity and emergency response system.

(b) During emergencies. including operations to restore
Departmental operations (" ER” ). coordinators help to
identify the appropriate programs to be activ ated and

indiv 1duals to manage the DHHS response  Coordinators
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prov 1de support to the managers as necessary throughout the

emergency

(c) After emergencies. including ER. coordinators collect
After-Action Reports (AARs) that help the Department
learn from the experience and better prepare for and
mitigate the effects of such events in the future

Operating Divison Pans

Pans should specify:

(1) Resources and capabilities of each program that can be utilized in

management of critica incidents or emergencies.

(2) How these programs and resources can he brought to bear in all
phases of management of critica incidents and emergencies.
mitigation. preparedness activities. response, to short- and long-

term recovery; and

(3) Legd, financid. or other bariers that may inhibit an effective

response. and how they can be overcome.

Operating Divison Responghilities

(1) DHHS respongbility for developing domegtic, nationd security

emergency. and COOP program plans and response capabilities rests with the OPDIVs.

covering their programs a the headquarters and regiond levels
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2y Within the OPDIVs. primary reliance is placed on day-to-day
programs for continuity and emergency preparedness and response capabilities

(3) Adminigrators. policy-level officids, and program managers in
each OPDIV should assess how their programs and capabilities could best be brought to bear
in emergencies. including ER. With the assigance of their ECs, they will develop adequate
continuity and emergency plans, legd authorities, budgetary, and other procedures for an
effective response system

k. Regond Pans

Plans are to be in place to take such actions necessary to assure that
the offices under the line supervison of RD will be able to perform their essentid functions,
and continue as a viable part of the Department during a criticd incident or emergency, and
will be able to provide the regiona response under the FRP or other authorities to dl
hazards events. Measures will be in place to consolidate and disseminate the plans prepared

by the Operating Divison in the Regiond Offices.

L Region  Responghilities

The Regiond Director (RD), with the assstance of the Regiond
Emergency Coordinator (REC), is respongble for consolidating and disseminating regiond
plans prepared with the assstance of the Operating Divisons, for developing plans and
response cgpabiilities for offices under the direct line supervison of the RD, and for
coordinating the HMS Regiona Office response during an emergency or ER Stuation

H3S
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m. External Coordination

(1)  Under the overdl coordination of OEP. dl dements of the
Department should develop close working relaionships with other Federd, State and local
agencies and with private organizations in the development of emergency and ER plans

(2) Under the overdl coordination of the FEMA. DHHS is the Lead
Federd Agency (LFA) for hedth and human services preparedness planning. including
primary agency respongbility for ESF #8. Hedth and Medical Services. Thus the
Department’s plans should provide for a coordinated Federal response by DHHS, the
Department of Defense (DoD). the Veterans Adminigtration (VA), and other agencies to assst

States in providing emergency hedth and human services.

n. Communication Channds

“National security emergency preparedness functions that are shared by more than one
agency shall be coordinated by the head of the Federal Department or agency having
primary responsbility and shall be supported by the heads of other Departments and

agencies having related responsibilities.”

EO 12656, Sec. 104(d)

(1) Policy and guidance for emergency preparedness meatters
originate in OEP  The line of communication is from the Director, OEP, to the OPDIV ECs
and RECs. and from the OPDIV ECs to ther regiona counterparts The Department’s
contacts with the State Emergency Managers are through the RD’s EC.

(2) When a mgor disaster or emergency occurs in a given Federd
region the appropriate REC shdl promptly report relevant information to the RD  The
coordinator shdl then immediately report al relevant information to OEP by telephone.
including Departmenta support being provided. anticipated support. and the impact on
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departmental  operations  This notification should include an assessment of whether or not
Departmental operations have been or will be disrupted. and what enterprise resumption/
continuity of operations actions are being. or will be implemented Reports are required as
long as the Depatment’s involvement warrants reporting The Director. OEP. will keep the
Secretary and key Department senior officids gpprised of the Department’s activities and
actions When the criticd incident or emergency begins to leve off, the Regiond Coordinator
shdl forward a written summay (AAR) to OEP.

o. Interagency = Communications

(1) The Director, OEP is the primary contact with FEMA and with
other Departments and agencies on policy and precedent matters concerning emergency
preparedness. Principd RECs are the prime contacts with FEMA in the regions, and attend
Regiond Interagency Steering Committee (RISC) meetings, but policy decisons must be
cleared through the Director, OEP

(2) In routine metters, maximum utilization shal be made of informa
communications and direct discussons between coordinators at all levels within the Department
and with other agencies, States, and hedth and human services-oriented non-Governmenta

organizations.

(3) This section describes policies and procedures governing working
relaionships. liason, and the development of formd agreements with other Governmentd
Depatments and agencies, and with nonprofit and charitable organizations having emergency
hedth and socid services responghbilities This section is applicable to headquarters, regiond
offices. and mgor fidd inddlaions.
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p. Policy

(1) Officid correspondence between DHHS components and other

Federal Departments or agencies on meatters relating to emergency management and enterprise
resumption shdl normally be transmitted through or over the sgnature of the Director of OEP
or, if gopropriate, higher levd officids in the OS. Routine communications within the scope of
delegated authority, however. may be routed directly, provided that an information copy is sent
to the Director of OEP.

(2) All requests to security officids of other Federd agencies shdl
normaly be made by the DHHS Director of Security, rather than by the specific office or
agency concerned. Example: request for information about security clearances of employees

of other agencies

q. Interagency Agreements

Other organizations sharing emergency hedth or human services

regpongbilities shal be asked to concur in DHHS emergency plans.

r. General

A written MOU may pertain to emergency management and ER
programs and/or emergency operations. Such agreements shal be treated as statements of
officid policy and shdl be desgned for mutual guidance and joint issuance.

s. [nitiation

(I) A formd agreement may be proposed by any DHHS officid
having ddegated authority in the particular program area concerned

Hik
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(2) The title of the agreement shdl name both parties and shdl brietly
describe the subject(s) of the agreement

(3) The agreement should contain policy. procedures, and
information on the following meaters

(a) Specific purpose and scope of the agreement;

(b) Authority of each party to enter into the agreement.

() Citation of pertinent officiadly assgned or Satutory
responghilities of each party,

(d) Condraints or limitations, if any, of authority,

(e) Description of any DHHS resources committed by the
agreement,

(f) Specification of any commitments by the other paty (eg.,
for paticipation in DHHS emergency management or

enterprise resumption operations),

(g) Channels and protocols for interagency working relaions,

liason, and communications,

(h) Period of agreement, induding sdf-cancding clause. if
appropriate,

(1) Arrangements for joint issuance.

Hig T
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) Provisions for future matiification or cancdlation of
agreemen.

(k) Reporting requirements, if any; and

(b Other content as mutualy agreed upon

(4) For DHHS, the sgner shdl normdly be the officid having
delegated authority Signature & a higher level should be requested only when required by the
other party to the agreement

(5) The Depatment's Generd Adminidration Manuad provides
generd policy and requirements for the development, clearance, and filing of interagency
agreements

t. Aleting and Communications

Specific dert and notification procedures can be found in the COOP
Functiond Annex B to EMERPS.

u, Fadlities

The Depatment employs existing, or establishes, as required.
emergency facilities to manage the ore, trans,, and postincident phases of criticad incidents and
emergencies. These facilities may include incident command posts, Emergency Operations
Emergency Coordination Centers (EOC/ECCs), assembly areas or rendezvous points, and
relocation dtes. The Office of Emergency Planning has a facility a 12300 Twinbrook Plaza
Suite 360. Rockville, MD. which serves as a 24-hour EOC/ECC ~ The EOC/ECC will
coordinate the DHHS response to domestic disasters and emergencies. nationd security

emergencies. and threats 1o DHHS continuity It has working space. telephones on separate
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lines. and radio. facsmile (FAX). and other equipment ready for emergency use
Arrangements have been made with the Nuclear Regulatory Commisson (NRC). aso located
in Rockville, MD. to use their EOC/ECC space should 12300 Twinbrook Plaza become
nonoperational and a classfied dternate facility is not required. The Department has an
dternate facility located outside the Washington (DC) area in a classfied location. In the
regions. if no EOC/ECC currently exists, an emergency operatiions or emergency coordination
center should be identified, formdly designated, and outfitted. Conference or briefing rooms
or other comparable facilities can be equipped with telephones. reference materials, and space

for the IC, coordinators, managers, and assgned emergency or ER team members to function

V. Other Facilities

(1) Reocation Sites. OEP mantans emergency operationd
readiness for employment of a (classfied) fecility and the FEMA Emergency Operating
Fadlity in Beryville VA

(2) Other Facilities. OEP can assist RDs and heads of the OPDIVS
in establishing and maintaining relocation dte(s) a ether the Federd Regiond Centers main-
tained by FEMA. or other stes identified during the Stage 1 COOP process (See Functiona
Annex B).

w. Alet and Notification
Should conditions require that team members be informed of a date of
heightened readiness. a Departmental derting system will be activated. (See the COOP

Functiond Annex B and Figures 1 and 2 for dert and notification form formats). This sysem
should be tested regularly. and dert and notification rosters periodicdly (quarterly) updated.
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x. Readiness Ley els

Readiness levels are provided to guide preparations and actions in the
preincident phase of a critical incident or emergency Since events can occur with or without
warning. preparations and actions may be accelerated or compressed. or executed concurrently

y. Watch

This is our DHHS norma or near norma preparedness posture.
Increased alert measures during the watch readiness level may be warranted when. for
example. a hurricane approaches the coast of the United States, or when a generd threat of
terrorist activity is reported.

z. Warning

When natification of an impending criticd incident or emergency (eg.,
a law enforcement warning of a credible terrorism threet, or an imminent severe weather
incident) is received by OEP, centrd monitoring of officid voice and record communications
will be extended. This may entall monitoring on a 24-hour bass OEP will conduct an
interna review of DHHS emergency readiness plans and procedures, and direct actions in
accordance with current plans. policies, and procedures. This response will generdly involve
few DHHS personnd. have virtudly no effect on DHHS activities, and be carried out without
public disclosure. Operating Divison or Regiond Office action may or may not be involved.
DHHS personnd may or may not be involved in supporting increased dert activities under
other Federal plans. such as the FRP.
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instructions. These may include.

aa. Specid Ingructions (Watch or Warning)

(1)

A watch or warning condition may be accompanied by special

(a)

(b)

©)

(d

Continuous manning of EOCIECC,

Corrective action to overcome any deficiencies in DHHS

emergency management and ER plans and procedures.

A 24-hour communications watch a each DHHS Regiond
Office and magor headquarters office building. when
directed by the Director, OEP; and

Activation of EOC/ECCs, with staffing limited to ECs and
Emergency Response and/or Relocation Team members
required for maintenance of a 24-hour communications
watch and performance of directed tasks. Actions will be

caried out with minimum disclosure

Maximum emergency readiness, which may indude

(a)

All headquarters and regiond EQCs manned by respective
Emergency Response Teams (ERTs). and a 24-hour

communications watch.

All headquarters and regiond EOC ERAT team activities
to manage RT deployment

17
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(d)

(e)

(f)

(h)

Q)

0

(k)

Preparation of predesgnated or identified relocation sites
for activation and reception of Relocation Team(s) and key

personnel. functions, equipment. and vital records.

Immediate correction of deficiencies in plans and

procedures.

Preparations by RTs and key personnd to relocate.

Deployment of selected personnel or teams to relocation
gtes,

Conducting of refresher training, where required, to daff,
team members, or other key personnd on communications
procedures, equipment, and plans, polices. and

procedures,

Arrangements for parking permits and other support
activities for affected personnd;

Maintenance of continuous monitoring of communications

and event datus,

Review of adequacy of plans, procedures, and systems.
(Identify any deficiencies and prepare an action plan (as
required) to correct deficiencies ), ad

Status reporting to appropriate senior managers/designated

offigas
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Figure 1
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ALERTING PROCEDURE

| This updated alerting network diagram supersedes all previous diagrams  Keep one copy in your office.
another copy at home Destroy both copies of the previous diagram

1=

This procedure applies to either (a) an actual Federal alert, or (b) atest of the HHS telephone alerting

system It isto be used only for relaying an official alert or test message as specified below If a message
is not an authorized official message. do not relay it

3 During an actual alert or simulated alert test you may receive a telephone call at either your office or

residence It will be a“live” call. not a recorded message

The caller will say

THIS IS [name of person above you on alerting diagram]

[your name]

| HAVE AN EMERGENCY MESSAGE FOR

4 Once the identities of the parties are established and the communication is authenticated, the caller will
proceed by dictating ore of the following official messages

READINESS LEVEL [name of levd*] HAS BEEN DECLAREDCANCELLED REPEAT READINESS

LEVEL [name of levd] HAS BEEN DECLAREDCANCELLED

OR

REQUEST YOU BE AT EMERGENCY OPERATING CENTER, ROOM [number, name] BUILDING,

AT [dateltime] TO MEET ON CIVIL READINESS ACTIONS.

OR

THIS IS A ROUTINE TEST - REPEAT - TEST OF FEDERAL AGENCY ALERTING.

OR

EXERCISE [name of exerciss] EXERCISE CONDITION [exercise term*] « REPEAT = EXERCISE

CONDITION [exercise term]

5 Following the message, the caller will say

PLEASE ACKNOWLEDGE BY REPEATING THE MESSAGE | HAVE GIVEN YOU

6 You will repeat the message verbatim, and-upon confirmation of correctness-write it verbatim, note the

date and time, and-if any persons are named below you on the diagram

a Relay the message verbatim to all personsin the block(s) immediately below yours on the diagram
Note the time that each contact is completed

b If you cannot immediately contact one of the people at office, home, or alternate number, you rust

make hisor her calls, if any as indicated on the diagram

calling until you reach each person

The chain must not be broken  Continue

Then attempt to contact the person whose calls you have made
inform him of all calls completed by you

READINESS LEVEL

INDIVIDUAL  ACTIONS

EXERCISE TERM

COMMUNICATIONS WATCH

INITIAL ALERT

ADVANCED ALERT

ATTACK WARNING

TERMINATION OF ATTACK WARNING

None required of you
Prepare to relocate
Stand b for orders
Take shelter

All clear

QUICK STEP
TIGHT REIN

FLOOD TIDE

CHECKERBOARD

TERMINATION OF CHECKERBOAF

N
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Figure 2. Alerting Procedure
(3) Members of Emergency Response and Relocation Team(s) will

deploy to reocation dtes only upon receipt of specific ingtructions and authorization.
Automatic relocation is not authorized

bb. Emergency Management

(1) The DHHS emergency response system responsble officid is the
Secretary of the Department of Hedth and Human Services (HHS). The Secretary has
desgnated the Assstant Secretary for Hedth (ASH) as the Depatment’'s Executive Agent. The
Action Agent is the Director. OEP, who is responsble for coordinating implementation of
EMERPS with the DHHS agencies and providing staff support to DHHS policy officids  The
DHHS Regiond Hedth Adminigrator (RHA) is the operating agent asssting OEP and is
respongble for coordinating regiond EMERPS activities. The collocated nationd DHHS
EOC, or DHHS/EOC and Nationd Disaster Medica System (NDMS) Operations Support
Center (OSC), or NDMS/OSC, coordinate and facilitate the overdl hedth and medica
response, and provide liaison between the DHHS/NDMS Headquarters and the appropriate
regiond offidas

(2) The Depatment provides U S Government coordinated
assstance to supplement State and loca resources in response to public health and medicd care
needs following a dgnificant natura disaster, manmade, or technologica event. This support
Is described in Functional Annex #8, “Hedth and Medical Services Annex,” to the 1992 FRP
Resources are furnished when State and local resources are overwhelmed and medical and/or
public hedth assstance is requested from the Federd Government. The DHHS mission under
ESF #8 involves supplementa assstance to State and local governments in identifying and
mesting the hedth and medica needs of victims of a mgor emergency or dissster This

support is categorized in the following functional areas

(al Assessment of health/medical needs.

N
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(b) Hedth survellance.

(c) Medical care personnd.

(d) Hedth/medicd equipment and supplies.
(e) Patient evacuation.

() In-hospital care,

(2) Food/drug/medica device safety,

(h) Worker hedth/sefety,

(1) Radiologicd Hazards,

() Chemicd Hazards,

(k) Biologicd Hazards,

() Mentd hedth,

(m) Public hedth information

(n) Vector control,

(0) Potable water/wastewater and solid waste disposd, and
(p)  Vidim identification/mortuary ~ services,

(3) The Public Hedth Service (PHS), in its primary agency role
for ESF #8, directs the provison of U.S Government provided hedth and medical
assigance to fulfill the requirements identified by the affected Statellocd authorities having
jurisdiction  Included in ESF #8 is overdl public hedth response. triage, trestment and
trangportation of victims of the disaster, and the evacuation of patients out of the disaster
area. as needed, into a network of Military Services, Veterans Affairs. and preenrolled non-
Federd hospitas located in the mgor metropolitan areas of the United States. The intent of
ESF #8 is to supplement and asss the State/locd governments affected by the disaster by

utilizing resources primarily avalable from the following sources

(4) Resources avalable within DHHS from its operaing divisons
and supporting Departments and agencies to ESF #8

HES
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(5) Emergency response resources are avalable from within and
without the Department. Resources internd to DHHS include those available from the
OPDIVS. and specidized response assets. including the Medica Support Unit (MSU).
DMAT. and Disaster Mortuary Teams (DMORTSs). The NDMS is a nationwide medicd
mutual aid network between the Federd and non-Federal sectors that includes medica
response. patient evacuation. and definitive medicd care. At the Federd levd. it is a
partnership between DHHS, DoD, VA, and FEMA. Direction and control of Department
resources is performed through the network of ECs. and/or the Department’s IMS

cc. Criticd Incident and Emergency Information

(1) OEP is the centrd focus in the Department for disaster.
emergency, and continuity information. OEP serves as the center for collecting and
disseminating information on the totd DHHS response in emergencies. All FEMA and other
outside agency contacts should be reported to OEP to help coordinate the needed plans or
response. OEP derts the OS saff and the OPDIVs, assgts in the process of identifying the
expertise and services that could be brought to bear upon the Stuation, maintains

communications. and an awareness of the Department’s involvement as a unified entity

(2) Information on emergencies or threats to continuity may enter the
sysem a any point In order to expedite dert and notification, and enact necessary measures,
recipients must inform ther OPDIV EC, who will then inform hisher chain of command, the
RD, the REC, and smultaneoudy the OEP Program personnd responding to emergencies
should keep both the emergency coordination network and the policy leve officids of ther
own operating divison informed of ther activities Spedific dert and notification guidance is
provided in the COOP Functional Annex B to EMERPS.

(3) Headquarters and fild DHHS personnel should report mission
assgnments made to anv segment of DHHS under the FRP to ESF #8. so that it can monitor
the situation and coordinate the comprehensive DHHS response  This paitern is replicated in

n
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each region with the RD's designated coordinator as the centra point for information
dissemination across OPDIVs and FEMA éff in the region
VIII. RESPONSIBILITIES

A. Summay of Requirements

1. This section provides brief descriptions of DHHS operating eement
emergency preparedness requirements essentia for the fulfillment of the Department’s
emergency management and ER respongbilities. DHHS emergency capability, preparedness.
personnel. materid, and planning are gpplicable to dl hazards

a. Plans. Prepare and maintain written dl-hazards plans

b Emergency Action Documents. Prepare and maintain standby
operating procedures, orders, delegations. vital operating records. and other documentation
necessary for the performance of emergency functions

c Emegency Management Assignments. identify essentid  emergency
functions and daffing requirements, make emergency management/ER team assgnments, and

maintain rosers.

d Leadership. Egtablish and maintain successon orders to assure

continuity of leadership and command respongbility during emergencies

e.  Security. Maintan the security of cdasdfied information, documents,

fecilities. and personnd clearance.

f Identification. Issue proper identification credentids to personne
having emergency assgnments or authority 1o enter classfied fadlities and maintain the
integrity of the identification sy stem
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g  Traning. Provide training and orientation to prepare emergency

management and ER assignees to perform ther duties

h.  Fadlities Edablish. protect. and maintain facilities required for
emergency management and ER operations

I Communications. Identify exising (or where necessary), establish,
and maintain command and control (C2) tdlecommunications equipment and automated systems
required for emergency management and ER operations.

] Alet and notification. Edablish and mantan det and notification
lists and procedures to assure that emergency management and ER team members and other key
officids receive prompt notification of critical incidents and emergencies, including “watch”
and “warning’ naotifications

k Records. Sdect and pre-podtion files, regulaions, and criticd
documents at emergency operating facilities. or assemble in flyaway kits, those vital operating
records and reference materids that will be required for emergency management and ER

operations.

I Resource  Management. Develop and promulgate plans, systems,
guides. sandards. and procedures required for emergency management and ER management of

assgned resources and facilities

m  Resource Data. Gather and maintain resources information required

for evduation of emergency management and ER requirements

n  Tests and Exercises. Periodically tes emergency management and ER

plans. measures. facilities. and sy stems. and accomplish necessary improvements
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o. Status Report. Collect and maintain preparedness datus information.
and make periodic reports of progress

p  Coordination. Coordinate the devdopment of DHHS plans with
OPDIVS and the other Federd agencies and Departments, as appropriate

q State and Loca Governments. Be familiar with the emergency
management plans of State and loca governments and assure DHHS plans are compatible with

and support the hedth and human services aspect of State plans

r Non-Government ~ Organizations. Develop cooperative plans with
non-Governmenta nationa organizations with hedth and human services responghilities, such
as the American Medicd Association (AMA), the American Hospital Association, and the
ANRC.

S Performance of essentid emergency functions in the primary operating
fadlity when feesble

t Reocation upon authorization from the Department and FEMA to the
appropriste Federad Regiona Center

u.  Reconditution of the primary operding facility in an area desgnated by
DHHS (national or regiond) and. where required. FEMA, if return to primary operating

fagility is not fessible

\ Compliance with dl agpplicable circulars and orders and guidance
provided by the respective FEMA RD
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w  Detal of personnd to State or locd government agencies upon request
for assstance from a Governor or his representative

x.  Resource damancy and dlocation. including determination of reative
priorities. development of judtifications. establishment of effective working relationships with
resource controlling agencies. and conformance to established resource management policies

and procedures.

y Reporting to Headquarters of sgnificant program trends and problems
and need for establishment and/or expanson of State assstance programs

z. Organization and functions Smilar to headquarters

aa. Edtablishment of Specid Purpose Facilities. Subregiond Offices, or
State Liaison Offices, as required for more direct provison of DHHS assstance to State and
locd governments,

bb. Specified Fidd Inddlaions having predesgnaied Departmenta (as
contrasted to locad support) missons shdl provide for:

(1) Post-incident relocation of essentid personnd, functions.

equipment, and vital records outsde the anticipated or actud area of damage, and

(2) Coordination with State and loca emergency managers and the
DHHSRD This may be accomplished by providing information copies of plans and
subsequent revisons to these two officids

2 The unprecedented nature and extraordinary requirements of operations after
a catastrophic incident. emergency. or disaster are such that regular operating procedures may
be totally inadequate or inappropriate Emergency action documentation may be dev eloped by

the process ot analy zing the anticipated postincident netional or regiond situation and assigned
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respongbilities. and by identify-ins the most probable types of Departmental or operating
edement actions. decisons. and measures that would be required in the crucid preincident.
transncident. and pogtincident periods

B. Interagency Adtivities

1. Feded Emergency Management Agency

The Director of FEMA is responsible for the coordination of nationd
policies. plans, and programs for emergency preparedness. FEMA has delegated to DHHS
respongbility for those aress related to hedth and human services under the FRP, ESF #8,
“Hedth and Medica Services = DHHS dso makes policy recommendations to FEMA for the

dlocation of nationd hedth and human services resources.

2. Depatment of Defense

Avadlable DoD resources not required for military operations may be
employed to assig civil authorities in preventing unnecessary loss of life and in dleviating
auffeing DHHS has developed plans with DoD and other agencies for use in critica
incidents and emergencies as part of the FRP and other Federd planning documents.

3. Depatment of Agriculture

The U S Department of Agriculture (USDA) develops programs to
assure the safety and wholesomeness of meat, poultry, and other food products in
establishments under continuous inspection of the Department It is dso responsible for
prevention. control, or eradication of chemica or biological agents used agangt animas or

crops or the products thereof
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3. Veterans Administration

The U S Depatment of Agriculture VA asssts DHHS in fulfilling the
Depatment’s respongbilities. and participates in planning for use of VA resources

5. Other Agencies

DHHS initiates joint plans to coordinate emergency civilian hedth and
human services programs of other agencies and will use the capabilities of these agencies to
assg in or perform assgned functions (EO 12656)

C. Fnaxcd Management

1. DHHS funding for response activities will be made available to operating
elements paforming tasks under the EMERPS in a manner consstent with applicable
Depatmenta  regulations.

2 Presdentid EO 12656 requires that “Emergency plans and programs, and an
appropriate date of readiness. including organizationd infrastructure, shal be developed as an
integrd part of the continuing activities of each Federd Depatment and agency Heads of
Federd Depatments and agencies shdl agppoint a senior policy officid as Emergency
Coordinator, responsible for developing and maintaining a multi-year, nationd security
emergency preparedness plan for the Department or agency to include objectives. programs.

and budgetary requirements . . "

3 DHHS work. services. and resources provided in response to requests by
another Federd Department or agency may be offered on a reimbursable basis The Robert T
Stafford Disaster Relief and Emergency Assstance Act Public Law (PL) 93-288 provides
means for rembursement of the Department tor mission assgnments accomplished under the
FRP
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1 Presdentiad Decison Directive (PDD)-39 directs Federd Departments and
agencies paticipating in the resolution of terrorist incidents or conduct of counterterrorism
operations to bear the costs of their participation. unless otherwise directed by the President.
This does not preclude Federd Departments ands agencies from redlocating funds from current
operaing budgets. accepting reimbursable work orders offered by other Federa agencies or
Departments. and/or submitting requests for supplemental appropriations to the Office of
Management and Budget (OMB) for consideration.

D. Public Information

1. Public rdations is a sendtive area, and the greater the emergency or disadter,
the greater the level of media interest  The media will go to the source that is most willing to
furnish information. whether that source is an authorized, authoritative source or not. While
Public Affars (PA) guidance from higher authority should be ganed if time permits, locd
ground rules for media contact must dso be established

2 One of the key questions the media dways asks is the dollar value of damege
or loss Once given, such a figure can take on a life of its own. and has often been an
embarassment to the officid or office that furnished it Great care must be taken in
responding to questions relating to the extent and number of personne injured or otherwise
affected by the emergency, as well as the dollar vaue of loss.

3 Emergencies and disasters generate keen public and news media interest
The designated or senior officia will designate a spokesperson for the organization to interface
with the media as required. HHS guidance for dedling with the news media in the event of an
emergency or disaster will be sought. and brought to the attention of al personnd

3 Public information activities will be undertaken to ensure the coordinated.
timelv. and accurate release of a wide range of information to affected employees. the news

media. and to the public about emergency management and ER activ ities  These activities

H3s |
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will be carried out. when required. in a Joint Information Center (JIC) established in the
affected area and staffed with DHHS and other affected Department or agency Federd.
State. and local PA representatives  Information intended for the news media and the public
will be coordinated prior to release with the appropriate DHHS senior officid(s), other
Federd Departments and agencies. and with State and locad officids ~ Contingent on the
nature and magnitude of the event, an information center or JC may be set up both at
DHHS Headquarters and in the affected region, based upon the need to provide support to
the regiond or fidd activities

E. Congressond Rdations

1. It isthe policy of DHHS that the Congress will be kept informed of dl mgor
emergency and disaster response efforts. The Assstant Secretary for Legidation will be the
gngle point of contact for dl information being passed to the Congress concerning DHHS
emergency and disaster support. The Office of Congressond Liaison (OCL) will be kept
informed of any DHHS critical incident, emergency, or activation of DHHS resources under
other Federd plans or datutory authorities.

2 Congressond liason will be edablished to provide information to the
Washington. DC, and didtrict offices of Members of Congress and to respond to questions,
concerns, and problems raised by ther congtituents These activities will be managed by the
Assgant Secretary for Legidaive Affars and the assgned liason officers. who will be
managed by a Congressiond Liaison Officer (CLO) and/or other Congressiond liaison
personnel from the Assstant Secretary for Legidation (ASL) and other Departments and
agencies involved in the response, and, when necessary, by a Congressond liaison eement a
DHHS Headquarters. On-scene Congressiond relations staff will be located a the informeation
center or JC. when established. At the information center or JIC. a deputy CLO will mantan
continuing liaison with the PA personnel a the headquarters JC and with the Congressona
liason dement a8 DHHS Headquarters The on-scene Congressond relations staff adso will

(o)
()
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provide information pertaining to requests for hearings and specid legisiation to the
headquarters Congressond liaison dement

3 Information to be released to Congressond offices and condituents will be
coordinated among participating DHHS operating elements. and. when involved. with Federa
Depatments and agencies and State and locd officials, as appropriate. prior to release.

4. Both the Congressond reations saff on scene and at the nationd level will
conduct briefings for Members of Congress and their staffs. Timing. format. and content of
these briefing will be determined by the CLO in coordingtion with Department senior officias
and the IMS IC. as appropriate

F.  Summary of Responsbilities and Programs

1.  Officeof the Secretary

Responghility for oversght and coordination of dl DHHS emergency
management activities rests with the OS.

a.  The Secretary

Contact. The Secretary of Hedth and Human Services
(202) 690-7000

The Secretary provides leadership and direction to al components of
the Department in the management of emergencies

(1) As Depatmental head. the Secretary leads the headquarters.
regiond. and field oreanizetions in carrying out emergency

management functions  The Secretary has delegated to the

His )
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Assgant Secretary for Management and Budget (ASMB).
respongbility for coordination of emergency management
respongbilities of the Department. The Department operates
through the regular chain of command in emergency Stuations

(2) The Secretary serves as a Presdentiad successor under the

Presdentid Successon Plan

b. The Deputy Secretary

Contact The Deputy Secretary of Hedth and Human Services
(202) 690-743 |

(1) The Deputy Secretary acts for the Secretary during the absence or
disability of the Secretary.

(2) The Deputy Secretary directs emergency preparedness and
planning activities of the Department through his or her participation as a member of the
Presdent’s Emergency Mohilization Preparedness Board (EMPB).

c.  Office of Intergovernmental Affairs

Contact. Deputy Under Secretary for Intergovernmental Affars
(202) 690-6060

The Office of Intergovernmental Affars (OIA) is the centrd reference
point in the Department for problems and questions involving intergovernmentd affairs a the
headquarters. regional. State. and locd levels as they pertain to emergency Studions  Its
responghilities in the management of emergencies include
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(1) Serving as point of contact (POC) between the RDs and the
Secretary and Deputy Secretary.

(2) Advisng on how DHHS emergency-relaied programs may be
administered to best suit the needs of State and locd governments,

and

(3) Saving as liason to the White House in emergency management

meatters of inter-Governmenta  interest.

d. Office of the Generd Counsd

Contact. Gengd Counsd
(202) 690-774 1

The Office of Generd Counsd (OGC) is responsible for ensuring that
al actions taken by the Department in preparation for, and in response to, emergency
Studions are consgent with gpplicable laws and regulations, such as-

(1) Representing the Department in legd matters. and

(2) Ensuring that Departmenta regulations do not hamper the rapid

response required in domestic and national security emergencies.

e. Office of the Assgant Secretary for Legidation

Contact Assgant Secretary for Legidation
(202) 690-7627
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(1) The Assgtant Secretary, for Legislation is respongble for working
with the Congress to ensure that appropriate legidative authority exists to ensure tha the
Department will be able to respond appropriately to any emergency Stuation, and

(2) Servicing Congressond requests regarding DHHS programs thet

may be utilized to provide assstance in emergencies.

f. Program Support Center

Contact. Director
(301) 443-3921

(1) The Program Support Center (PSC) misson is to provide
guditative and responsve “administrative support services’ on a cost-effective, competitive,
feefor-service bass to DHHS components and other Federal agencies This digtinctive, self-
supporting operation brings a pioneering business enterprise approach to Government

adminigrative operations.

(2) Services and products are available in the areas of human
resources. financid and property management, and information technology. PSC primary
cusomers include Government agencies and organizations with personnd (both civil service
and commissioned corps). grants and contracts (including services, research, and
demondrations). computer and information technology services (including telecommunication.
networks. and research); and administrative services (including property, warehouses,
printing/publications. libraries, dams, supplies, and conferenceltraining facilities) The
PSC’s expertise and resources are currently being utilized by more than 30 Federal agencies

67

His



EMERPS - DRAFT Basc Plan

g. Office of the Assistant Secretary for Management and Budget

Contact Assgant Secretary for Management and Budget
(202) 690-6396

(1) The ASMB provides Depatmentwide policy guidance and
coordinates planning and response among the OS, STAFFDIVs. OPDIVs. and the 10 regions
through the OEP

(2) OEP is headed by the Director who oversees the network of EC
across the Department

(3) ASMB has been delegated the authority to:

(a) Develop national plans and programs and take actions
necessary to assure tha the OS will be able to perform its
essentid functions and continue as a viadle part of the
Depatment during any nationa emergency. and will be
able to respond to major disasters

(b) Direct. coordinate, and monitor the performance of the
heads of OPDIVs, STAFFDIVs. and the RDs, in carying
out the emergency preparedness responsbilities assgned

to them

(c) Prepare national emergency plans and develop
preparedness programs covering functions and
responghilities that must necessarily be centrdized a the
OS leve in accordance with the EMERPS

08
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h. Office of the Assstant Secretary for Public Affars

Contact Assgant Secretary for Public Affairs
(202) 690-7850

The Office of the Assistant Secretary for Public Affairs (ASPA) is
responsible for coordinating and supervisng emergency PA activities, including.

(1) Issuing emergency information to the public concerning hedth
and human sarvices, in coordination with FEMA and other

Federd agencies, and

(2) Development of plans to inform the public regarding preparedness

measures.

I.  Office of Inspector Generd

Contact. Inspector Genera
(202) 619-3148

The Ingpector Generd is responsble for:

(1) Coordination of Depatmentd investigative and security activities,

and for obtaining security clearances of employees, and

(2) Examining the effectiveness of the adminidration of Departmentd
emergency management programs.
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j.  Office of the Assgant Secretary for Planning and Evaudtion

Contact Assstant Secretary
(202) 690-7858

The Office of the Assgant Secretary for Planning and Evauation
(ASPE) is respongble for reviewing policy options, including legidative proposds, to ensure
that the Department will be able to respond appropriately to emergencies.

2. U.S. Public Hedth Sarvice

a PHS, under the leadership of the Assistant Secretary for Hedlth,
through the PHS agencies, directs Federd hedth efforts in management of emergencies. In
generd, PHS is responsible for the following types of emergency assstance:

1
2

( Providing consultation and advice,
(

(3

(

(

)

)  Assding in damage edimdion,.

) Edablishing public hedth contrals,
4)
5)

Providing specidly traned and experienced personne, and
Arranging for medicd care for disaster casudlties.

b Specific respongbilities of the offices and agencies within PHS are
outlined below

3. Assgant Secretary for Hedth

Contact  Assgtant Secretary for Hedth
(2021 690-7994
Office of Emergency Preparedness
(301) 443- 167
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ASH, in coordination with other components of DHHS and other Federa
agencies, has lead responghility for planning and developing the overal emergency hedth
savices program. Specific responghbilities include the following:

a.  ASH provides leadership and guidance to al PHS components, including
PHS RHAs, in the management of emergencies.

b. ASH has been deegated responshbility for developing plans and taking
necessary actions to assure that PHS headquarters and regiona offices
will be able to perform ther essentid functions and continue as a vigble
part of the Department during an emergency Stuation, and will be able to
respond to a mgor disaster; and for preparing nationa and regiona
emergency plans and preparedness programs covering PHS functions and

respongibilities.

c. Intimes of emergency, PHS officas would restructure into a streamlined
organization caled the NDMS. The NDMS provides a cadre of officids
to determine naiond hedth policy, and to manage those hedth functions
mogt critica to the survival and recovery of the nation. ASH heeds the
NDMS, which is composed of officials from PHS.

d. ASH sarves as Charman of the Principd Working Group on Hedlth of
the Presdent’s EMPB. The Working Group, made up of representatives
of other Federal agencies, is developing plans to improve the nation's
capability to mobilize hedth resources in the event of a mgor domestic
or national security emergency.
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4.  Office of the Deputy Assistant Secretary for Health
a  Office of Emergency Preparedness

Contact: Director, OEP
(301) 443-1 167

The PHS OEP is located within the Office of the Assstant Secretary for
Hedth (OASH), and reports to the Deputy Assstant Secretary for Hedth (DASH). The OEP is
responsible for coordination of PHS activities in al phases of emergency preparedness planning

and response management, and is the principd POC concerning PHS emergency preparedness
programs.

b. PHS Commissoned Corps

Contact: The Surgeon Generd (SG)
(202) 6906498

The PHS Commissioned Corps, under the leadership of the SG, provides
a trained cadre of mobile hedth professionals that can be called to duty to assst in responding to
emergencies. The Corps may be activated by a Presdentia declaration of a national emergency,
or by Secretaria directive.

5. Centers for Disease Control and Prevention

Contact: Director
(404)-639-7000
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The CDC are the focd point within the Department for disease prevention
and control. environmental hedth. and hedth education and promotion activities Specific

programs in the management of emergencies are outlined below

a. Disease Assessment, Surveillance, and Control  Activities

(1) The CDC play a mgor role in assiging State and locd authorities
and other related organizations in the control and prevention of the spread of diseases and ether
hedth-rdated conditions in the aftermath of a dissster Assessment and surveillance are
essentid to assuring that proper hedlth responses are established early in the disadter.

(2) The CDC can (1) hep identify specific hedth needs and establish
aurveillance systems to monitor populations, (2) carry out fidd sudies and investigetions, as
needed, (3) monitor potentia disease outbresks;, and (4) provide technica assstance and

consultation on disease control measures and precautions.

(3) The CDC have gpproximatedy 90 medica Epidemic Intelligence
Service Officers. about one-third of whom are stationed across the country for quick response
In addition, senior epidemiologists, laboratory saff, and fied investigators are available to

assd.

b. Environmentd Hazard Control

(1) The CDC dso provide assstance in cases in which environmenta
hazards or emergencies affect public hedth, and participates, dong with the Nationd Inditute
of Hedth (NIH). in management of a “Superfund” for responding to such emergencies (with
the Environmental Protection Agency (EPA))

~J
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(2) Adtivities indude 1) consultation and on-site investigations by
environmental hedth experts. (2) development and maintenance of survellance sysems. and

(3) peformance of epidemiologica research and investigetions

c.  Occupational Safety and Hedth

The CDC’s Nationd Ingtitute for Occupationd Safety and Hedth
(NIOSH) has a number of programs that can contribute to al phases of emergency
management  These programs are

(1) A deainghouse for recalving. goring, and disseminating
information on occupationd safety and hedth hazards.

(2) Teding and certification of persond protective devices and

occupationa hazard measuring devices.

(3) Asgdance to indudria hygiene laboratories in assessng and
evaduding ther capability in measurement of specific hazardous
substances found in the workplace

(4) Provison of financial assstance for research and demongration
projects relating to occupationa safety and hedth

(5 Aid in the detection and assessment of job-rdated illness,
exposures. and hazardous agents, and identification of
occupationa causes of diseases. and determination of the
incidence and prevalence of disease caused by work-related

exposures to toxic and hazardous substances
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(6) Prov ision of grants to ad in the training of specidized personnd
in occupaiond medicine. nursing. indudrid hygiene. and sfety,

d. Refugee Hedth Program

The CDC assig the States and localities in mesting the public hedth
needs of ther refugee populations and in providing genera hedth assessments of refugees
when necessary

6. Food and Drug Adminidration

Contact Commissoner
(301) 827-2410

The FDA is respongble for ensuring **the safety, purity, and wholesomeness

of foods, the safety and effectiveness of drugs. medicd devices, and biologicd products, the
safety of cosmetics, and minimizing exposure to potentidly injurious radiation.” Selected
activities of the FDA in management of emergencies are described below

a Radiation  Protection

Development and coordination of programs of radiation measurement

and assessment.
b. Foods, Drugs, and Biologics
(1) Planning and direction of natiiond programs for the

maintenance of purity, and safety in the manufacture and didribution of foods. drugs. and

biologics in the event of emergency
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(2)  Prov iding technicd and scientific assstance with regard to
radioactive. chemica. and microbiologica contaminants in food and drug products,

inc uding

(a)

(b)

(¢)

(d)

(e)

()

Review of radiological training programs for emergency

medicd personnd,

Assgance in andyss of radioactivity of foods.

Environmental monitoring and sampling of foodsuffs.

Andyss and interpretation of data from foods,
environmenta, and biologicd specimens,

Adherence to guidance issued by the FDA on thyroid
blocking agents to be used during radiologica

emergencies. and

Conaultation, technicad, and scientific assstance regarding
protective actions for food and animal feed.

7. Hedth Resources and Savices Administration

Contact Adminidrator
(301) 443-2194

The Hedth Resources and Services Adminigration (HRSA) is responsible for
identifying hedth resource problems through assessment of hedth care sysems. with congder-

aion to improy ing access to care. continuity and reasonable costs. and improving hedth status.
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and for providing assstance in obtaining emergency hedth care sarvices HRSA hasthe

following capabilities that can contribute to al phases of emergency management

a. Resources Data

(1) Provigon of information on the capacity of community facilities
and service ddivery system resources suitable for response to any disaster or emergency in

terms of medicd care

(2) Provison of information on any extreordinary impact on
resources or any pecia resources needed to assst in coordinating interstate or interregiona

redllocation of casudties, hedth manpower, or supplies.

b. Paming Capacity

Through programs amed a enhancing the capacity of locdities and
States to carry out effective hedth resources planning and fecility development, communities
can be better prepared to ded with emergency Stuations.

c Heath Personnd

(1) HRSA can provide for cagpable medica personnd to assigt in
emergency triage and trestment of victims

(2) Another potential resource exists through the U S Coast Guard
(USCG) medicd sarvice program. with its full time medicd, dentd. and ancillary daffs

avalable where sufficient concentrations of USCG personnd exist

(3) The fadlities of the Indian Hedlth Service provide capacity that

can contribute to care In emergency Stuetions

7
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8.

The Nationd Ingitutes of Hedth

Contact Director
(301) 496-2433

The NIH promote research into the discases of man, processes of growth and

development, and related sciences, and direct the dissemination of medical and hedth-related

information. The personnd and facilities of NIH represent a valuable nationd resource for use

in managing emergencies Examples of NIH activities include the following:

2.  Researchers can provide consultation and technica assstance regarding
the hedth effects of disasters, and undertake short- and long-range
sudies of the hedth effects of exposure to a range of substances.

b.  Through its Inditutes, NIR conducts and provides funds to establish,
expand, and improve biomedica and clinica research and research
training in a wide range of areas. This research contributes to
improvements in our cgpability to manage the hedth impacts of al

emergencies

c Limited analyss of laboratory specimens can be conducted in NIH

facilities.

d.  The NIH Clinicad Center will respond to a community disaster Stuation
when requested by the appropriate authority. Following assessment of
inpatient needs and available saff, the Director may send daff to assst

the community dissster teams in a supportive role

e The Director. NIH. chairs the Federalw ide Interagency Rediation

Research Committee

HS8
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9. Substance Abuse and Mental Hedth Services Adminidration

Contact Adminidtrator
(301) 443-4795

The Subgstance Abuse and Mental Hedth Sarvices Adminigtration

(SAMHSA) adminigters Federd efforts to reduce or eiminate hedth problems caused by the
abuse of dcohol and drugs, and to improve mental hedth. Emergency management activities of
SAMHSA ae outlined below

a. Reseach and Traning

Through its Center for Mental Hedth Studies of Emergencies. the
Nationd Inditute of Mentd Hedth (NIMH) caries out the following activities.

(1) Andyzes and evaluates current research and related program
developments in the area of menta hedth during response to
disssters;

(2) Stimulates, develops. and supports programs of research and

research training in this area, and

(3) Deveops and disssminates information on dgnificant research
results in emergency mental hedlth to researchers. sarvice
providers, and the public.

b. Crigs Counsding

(1) Through its Center for Mental Hedth studies of Emergencies.

NIMH provides grants for professona counseling services to v ictims of major disasters and
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training for service providers in order to alleviate menta hedth problems caused by, or
aggravated by. major disssters or their aftermath  The funds for this activity come from
FEMA

(2) After a Presdentid declaration of a mgor disaster. project grants
are made available for the provison of counsding services to disagter victims and training of
disaster workers to gppropriate public agencies and private. nonprofit mental hedth
organizetions

(3) Victims in need of counsding are identified both a Federd
assstance centers established by FEMA and through outreach efforts by designated disaster

assistance project personnel

(4) Technicd assgtance is dso avalable to State menta hedlth
authorities by the NIMH disaster gtaff in terms of (&) decisons regarding the gppropriate loca
sarvice provider for disaster counsdling; and (b) asssting appropriate agencies in developing

the required materials and data to gpply for assistance
10. Hedth Cae Financing Adminigration

Contact ~ Administrator
(202) 690-6726
HCFA Emergency Coordinator
FTS-987-3602 or 597-3603

a  The Hedth Care Financing Adminigration (HCFA) adminigers the
Medicare program to help finance medical care for the aged and disabled and. together with the
individud States. helps to finance medica assstance for certain low income people through the
Medicaid program The Medicaid program 1s administered by the States w irhin broad require-
ments and guidelines established by law and regulations
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(1) HCFA has been delegated responghility for developing plans and
taking such actions necessary to assure that HCFA headquarters and regiond offices will be
able to peform ther essentid functions and continue as a viable part of the Department during
an emergency Stuation. and will be able to respond to a mgor disaster: and for preparing
nationd and regiond emergency plans and preparedness programs covering HCFA functions
and responghilities

(2) HCFA is respongble for development of plans for the payment of
hedth insurance clams for reimbursement for items or services provided by hospitds,
physicians. and other providers of medica services submitted by or on behdf of individuas
dligible under the Medicare program. Such plans would utilize the exising sysem of

intermediaries and carriers to review and pay cams.

b Since the Medicaid program is administered by the States, each State is
responsble for development of such plans to assure that benefits continue in emergency

gtudions

(1) HCFA is respongble, in conjunction with PHS and other
components of the Depatment, for assging in planning and program development of the

overdl emergency hedth services program.

11. Adminigration on Aging

Contact. Asdgtant Secretary
(202) 40 1-3634

The Adminidration on Aging (AoA) IS respongble for examining the
characterigtics. circumgtances. and needs of older people in emergencies and for development
of policies. plans. and programs designed to promote their welfare and to alleviate suffering

during emergencies
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a. Dissser Rdief for the Elderly

(1) The program of disaster relief for the ederly provides a
mechanism by which AcA., State, and area agencies on aging, nutrition service providers, and
other related aging organizations comprising the Nationd Network on Aging can prepare for
and respond to emergencies, and address the recovery aspects of the speciad needs of ederly
dissster victims.

(2) The Older Americans Act provides for a percent of the funds

reserved for demonstration projects to be set asde for emergency-related services

(3) These funds are used to reimburse State agencies on aging for
resources they make avalable to area agencies, which dong with their affiliated organizations,
are responsible for ddivery of needed services.

(4) Presdentid declaration of a mgor disaster is needed to activate
disbursement of grants.

(5) The National Network on Aging. through its area agencies, can
asess the scope of a disagter in terms of its effects on the ederly, identify the services required
to meet specid needs. and monitor recovery of the ederly from the disaster

(6) In addition, AoA and the NIMH have an MOU on improved
mentd hedth services for the ederly that incdludes provisons for cooperation during disasters
between the community mental hedlth centers and State and area agencies on aging.

b. Traning, Research, and Discretionary Projects and Programs

(11 The Older Americans Act. Title [\, under the program of Specid
Programs tor the Aging. prov ides tunds to adequately tran personnel in the fidd of aging.
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improve knowledge of the problems and needs of the elderly,. and demonstrate better ways of
improving the qudity of life for the dderly. Project grants and contracts are awarded to enti-

ties for a variety of research and training projects

(2) The specid programs for the ederly can improve the knowledge
base for managing emergencies through research on such topics as the provison of services to
the vulnerable, including, for example, how community programs can be designed to provide
intervention and support to the ederly following emergencies. It can aso provide for more
adequate training of emergency socid services personnd to assigt the ederly in such

circumstances

12.  Adminigration for Children and Families

Contact. Commissioner
(202) 2058347

a. As the lead agency on issues concerning children and families. the
Adminigration for Children and Families (ACF) seeks to expand and improve the range of

human services that promote sound development of children and families

b. ACF adminigers a number of programs amed a improving the quality
of life for children and families. and funds research and demondration projects to measure the

impact of existing programs and develop improved methods
c.  ACF programs could asss in improving the knowledge base for

managing emergencies through research on such topics as how community programs can be

designed to provide intervention and support to children following emergencies
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13. Adminigration for Naive Americans

Contact Commissoner
(202) 690-7776

a.  The Adminigration for Native Americans (ANA) adminigers a
program to promote socid and economic sdf-sufficiency for American Indians. Alaskan
Natives, and native Hawaians. The program includes financid assstance grants research.
demongration, and evauation projects, and training and technica assstance projects. ANA
aso sarves as the primary resource in the Department on policy. legidation, and program
matters with respect to Indians

b The ANA could assg in the devdopment and implementation of
programs to provide support to these population groups in the event of a disaster

14, Adminidgraion on Deveopmentad Disdilities

Contact. Commissoner
(404) 639-06 10

a  The Adminigration on Developmenta Disabilities (ADD) is concerned
with increesing the provison of qudity services to those with developmenta disabilities
through grants and research and demondtration projects.

b. ADD can help design programs to ensure that the specia needs of the
developmentdly dissbled, often hardest hit and most helpless, are met in emergency Stuations.
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15. Office of Family Assstance

Contact  Director. Office of Family Assgance
(202) 401-9275

The Office of Family Assstance (OFA) directs and coordinates public
assgtance programs, including Aid to Families With Dependent Children (AFDC), the U.S
Repatriate Program. and the Low Income Home Energy Assstance Program (LIHEAP)

16. Aid to Families with Dependent Children

Contact.  Director. Office of Policy and Evauation
(202) 401-9289

a. AFDC, authorized by Title IV-A of the Socid Security Act, is intended
to encourage the care of dependent children in their own homes, or in the homes of reatives,
by providing financid assistance to needy dependent children and the parents or relatives with
whom they live. The program is adminidered or supervised by a sngle State agency and is
financed jointly by Federd and State governments, with the Federd Government matching rate
varying by State from 50 to 77 36 percent.

b. Assgance is provided through cash payments to digible families with
dependent children who are deprived of parental support or care by reason of the death,
continued absence from the home, or physica or mental incapacity of a parent or. a State
option. the unemployment of the parent who is the principal earner

c The State agency determines need by taking into consderaion income

and resources of any person included in the assstance unit
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d  All 50 Staes. the Didrict of Columbia, Puerto Rico. the Virgin
Idands. and Guam participate in the program State plans must be approved by the OFA

17.  Emergency Assistance to Needy Families with Children

Contact.  Office of Policy and Evauation
(202) 401-9220

a. Emergency assgstance, authorized by Title IV-A of the Socid Security
Act, is a program that provides temporary financid assistance and social services to needy
families with children under 21 years of age in emergency Studtions, to prevent the destitution
of those children or to provide living arrangements for them. Assgtance is limited to 30

consecutive days per family during any 12 consecutive months.

b  Staes ae free to develop their own definition of the kinds of
emergencies and the groups to be covered under the program. To receive funds, States must
include provisons for emergency assdance in ther Title IV-A plans. State plans must specify
(1) digibility conditions, (2) whether migrant workers with families will be induded, (3) the
emergency needs that will be met. and whether mass feeding or clothing digtribution is
included: (4) how payments, medica care, and remedid care will be provided; and (5) which
of the following services will be provided: information and referra, counsding, securing
family shelter, child care, legd, or other services

c.  The program. which is optional to States. is financed a a Federd
matching rate of 50 percent. Fewer than haf of the States have dected to operate this program.
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18. Low Income Home Energy Assigtance Program

Contact  Director, Office of Energy Assgtance
(202) 401-9352

a LIHEAP was edtablished to assst low income households to meset the
costs of home energy.

b. Assgance isin the form of block grants to States

c. States st adde a reasonable amount for energy criss intervention. The

datute defines “energy criss intervention” as weether-related and supply shortage emergencies

d.  DHHS does not prescribe the amount of funds to be used for energy
crigs intervention nor the specific nature of the Stuations that qudify for this type of

assistance.

19. U.S. Repatriation Program

Contact.  Director, Office of Refugee Resettlement (ORR)
(202) 401-9246

a The U § Repatriation Program provides temporary assstance to U S
citizens or dependents returning from a foreign country due to dedtitution, illness. war, threat
of war, or dmilar crigs. The ongoing program provides assstance to repatriates based on

individual referrds from the Department of State (DOS)

b In an emergency Stuation. the Department is respongble for providing
assisance to dl U S citizens and dependents returned to the States  Based on this
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respongbility,. the National Emergency Repatriation Plan has been developed in coordination

with numerous Federd agencies. nationd voluntary organizations. and State governments

c Temporary assstance may include financid assstance, medicd care.
temporary hilleting, transportation, and other goods and services necessary for the hedlth or

welfare of individuds. State agencies are reimbursed 100 percent for assstance provided to

repatriates.
20. Office of Refugee Resdttlement

Contact.  Director
(202) 401-9246

a  ORR plans, develops, and directs implementation of a comprehensve
program for domegtic refugee and entrant resettlement assistance

b. ORR provides direct payments to States, project grants, and voluntary
agencies to hep refugees resettle throughout the country by providing funds for assstance and
socid sarvices for needy refugees In the case of the State administered programs, the State
must submit a plan to DHHS to become digible for Federa funds. State agencies may
purchase training and services from other providers. Assstance is provided regardiess of

naiond origin
21. Regiond OfficesRegions | to X
a.  DHHS Regiond personnd representing the OS and the Operating

Divisons in Regions | to X are responsble for emergency preparedness activities as part of
their ongoing programs
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respongibilities.

The RD has been ddegated the authority to

(1) Develop plans and take actions necessary to assure that the offices
under their line supervison will be able to perform therr essentid
functions, continue as a viable part of the Department during any
nationa emergency dStuation. and coordinate the DHHS regiond
response to major disasters

(2) Consolidate and disseminate the regiond plans prepared with the
assgance of the Operating Divisons

The REC is gppointed by the RD and charged with the following

(1) Managing and coordinating regiond DHHS planning for dl types

of emergencies

(2) Representing the RD in emergency management activities.

(3) Collecting and providing information and dSatistical data

petaning to emergency assstance and relief activities.

(3) Serving as liason to the OS, the FEMA regiond office. and
related agencies.

(5) Linking regiond and nationd plans to State plans. Regiond
coordinators should review State plans from the hedth and human
sarvices aspects germane to their OPDIV a least annudly to

assure that HRSA plans are supportive to State plans
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IN. CATEGORIES OF CRITICAL INCIDESTS AND EMERGENCIES

A. Locd Emergencies

! To help ensure appropriate responses to loca emergencies. locd and State
officids responsble for management of emergencies in their areas should be made aware of the
resources and capabilities of DHHS that can be utilized in emergencies, both under the FRP.
and through support provided short of a Federa emergency or disaster declaration Such
resources would include DHHS personnd and facilities, and communicetions capabilities. ECs
a headquarters and in the regions should work with State and locd officids to ensure that
DHHS capabilities and resources are incorporated as part of loca emergency response plans
To accomplish this. RECs should contact the State and loca emergency management officids
in their regions and provide them with an inventory of DHHS resources in the region thet
could be utilized to augment locd and State cgpabilities. Emergencies and events occur
frequently. and often do not result in activation for the FRP and a Stafford Act declaration
The Public Hedth Service Act authorizes the Secretary of DHHS to provide emergency
medica assstance on request of State or locd authorities. and the NDMS is an authorized
vehicle for such assgtance. In many cases. DHHS can provide sgnificant ad and assstance to
State and local authorities when requested.  Edtablishing a relationship with State and local
emergency management officids is an important facet of both emergency and ER planning

2 Regardless of whether or not a mgjor disaster has been declared, if and when
State and local resources are inadequate to meet urgent disaster hedth needs. the PHS may.
upon receipt of a State Hedth Officer request. authorize the release of certain medicd supplies
and equipment or other reserves to assst in meeting hedth and wefare needs If a mgor
disaster has not been declared, the State request must have the Governor’'s concurrence.

3 Every possble effort shal be made to assure prompt response to State Hedlth

Officer. and RHA requests for materiel assstance subject onjy to <tatutory limitaions
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4 When arequest is received trom other than the State Hedlth Officer. the
RHA shdl secure State Hedth Officer confirmation of need before assstance is provided If a
magor disaster has not been declared and materias are required. the State Hedth Officer’s
request must be concurred in by the Governor before materids may be released.

5 Unless he is in possesson of contrary information, the RHA shdl assume
that the State hedlth agency has exhausted al State and local resources before requesting

assstance.

6 If, in the judgment of the RHA, the Stat€'s needs may be satisfactorily met
by regular commercid suppliers. he may 0 recommend to the State and. if necessary, assst

the State in locating sources or expediting deliveries.

7. Complete and detailed accounts shdl be maintained on al items released,
recovered, used and/or damaged, and dal costs incurred (including transportation).

8.  Appropriate billing forms shal be used for itemization of cods incurred.
Request for rembursement shall be submitted to the appropriste FEMA RD

B. Naiond Security Emergencies

While the threat of genera war has abated, the advent of new technologies and
more accurate and faster means of wegpon ddivery mean warning time in advance of an attack
might be very short. The policy of the United States is to have sufficient capabilities a dl
levels of Government to meet essentid defense and civilian needs during any nationa Security
emergency. A nationa security emergency. as defined in EO 12656. is “any occurrence,
including national disaster. military attack. technological emergency. or other emergency, that
serioudy degrades or serioudy threatens the nationd security of the United States ™ In such
circumstances. Federal agencies take preparatory measures geared to the criticaity’ of the
Stugtion  Our ahility to act in a timely manner to the threat requires a predetermined derting
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system and a plan that establishes a sequence of actions for phases of increased readiness  This
system will serve as the dert and notification process for dl emergencies and events. however.
in the event of an attack that warrants specific COG actions. specific ingructions will be
included to direct the required personnd and actions In DHHS. key employees and designated
relocatees are part of an derting network to receive and, in some cases. to relay to other
employees in the network notifications, warnings, and aerts at whatever hour of the day or
night they are received These actions are detalled in the EMERPS Functiond Annexes.

X. PLANS FOR SPECIFIC TYPES OF EMERGENCY SITUATIONS

A sries of plans has been developed by the operating components of the Department to
prepare for specific types of emergency stuations. Many of these plans predate more recent
Federad plans. including the FRP, the Federd Radiological Emergency Response Plan
(FRERP), and the Mass Immigration Emergency Plan (Operaion Digant Shore [Draft]), and
will be rewritten to comply with EMERPS requirements These are outlined below

A. Nationd Security Emergencies

Attack or Act of War. EO 12656 outlines Federd Department and agency
respongbilities under conditions of atack or war. Functiond Annex C of EMERPS outlines
the COG requirements for the Department, including continuity of essentid functions.
successon to office; emergency delegation of authority; safekeeping of essential resources,
facilities. and records. and establishment of emergency operating capabilities.

B. Chemicd and Biologicd Terorisn Threets

1. PDDs. EQs. and recent legidation cdl for the development and coordination
of programs for the prevention. detection, and identification of human exposure to chemica
and biologicd (C B) warfare agents. and for the provision of guidance and consultation to

Federa. State. and local authorities on measures tor minimizing the effects ot C B warfare or
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acts of terrorism  DHHS has published a C/B Support Plan. and is establishing Nationa
Medicd Response Teams (NMRTs) and Metropolitan Medica Strike Teams (MMSTs) across
the nation to combat a threat or act of C/B terrorism  The Terrorism Incident Annex to the
FRP and the FBI's C/B Incident Contingency Plan also spell out the Federa response to
incidents of WMD terrorism.

2 DHHS response is available and on 24-hour standby through telephone
communication procedures. and is prepared to rapidly respond to a notice from the FBI. the
FEMA, DoD. or DOS to a C/B threat or act.

C. Naiond Repariaion Pan

I A plan for the repatrigtion of noncombatant U S. citizens evacuated from
oversess has been developed by the Socid Security Adminigtration (SSA), working in
conjunction with other Federd agencies DHHS will support this plan under ESF #8, of the
FRP.

2. The plan outlines respective responshilities in the reception, temporary care,
onward transportation. and assstance at fina dedtination for al U.S noncombatant evacuees

returned to the States under a Presidentid declaration of emergency

D. Public Hedth Service Nationd Disaster Medicd System

Contact  Director, Office of Emergency Preparedness
(301) 443- 167

[ The NDMS is a cod-effective cooperative effort of public and private
organizations and individuas to provide emergency medica trestment. casudty evacuation. and
definitive medica care to \ ictims of natural and manmade catastrophic disasters  This system

is @ cooperative eftort among tour Federal Departments and agencies  DHHS. DoD. VA, and
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FEMA Emergency medicd treatment is provided through DMATs adminisered by DHHS
that are made up of volunteer hedth care professonals and sponsored by private and public
organizations around the country. as well as by hedth professonds from DHHS. VA. ad
DoD Ceasudty evacuation is administered by DoD usng militay and civilian resources
Inpatient medica care is provided through DoD and VA hospitds. and by a network of over
1.800 non-Government hospitas that commit a limited number of beds for that purpose. This
network is coordinated by program offices in 72 military and VA medicd facilities around the

country

2 NDMS is a young program, having been formed 10 years ago by a series of
interagency agreements It is not formaly recognized in Federd legidation; however, under
the FRP for catastrophic disasters. NDMS represents a significant part of the Federa
Government’s hedth and medica response  Since 1989, NDMS has proved its vaue in a
number of actud disaster response situations. DHHS has the respongbility for administering
NDMS in partnership with DoD, VA, and FEMA. These four agencies interact on program
affars through a series of committees culminating in the NDMS Senior Policy Group thet is
made up of the top hedth officids of the three Cabinet Departments and the Director of
FEMA.

3 The NDMS is an organizationd sructure administered by the Federd
Government to provide emergency medicd assstance to States following a catastrophic disaster
or other major emergency. It is usudly activated when the catastrophic disaster overwhelms
both local and State resources It is designed to supplement other resources and is oriented
primarily to large-scde disagters in which locd medica care capabilities are severely dtrained
or overwhemed NDMS has two primary missions.

a  To supplement State and loca medica resources during mgor domestic

naturd and manmade catastrophic disasters and emergencies. and
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b To provide backup medica support to DoD and VA medical sysems in
providing care for .S Armed Forces personne who become

casudties during oversess conventiond conflicts

4. Although NDMS is administered as a partnership. the DHHS is charged with
overdl direction of the program This respongbility is delegated to the DHHS OEP  This
office maintains operationd control of the program during periods when it is not activated and
during pescetime activations  Control of the program is tranferred to DoD in wartime support

Studtions

5. In peacetime activations that generdly consst of domestic naturd or
manmade catastrophic disasters, NDMS has three objectives.

a.  To provide hedlth, medical, and related socid service response to a
disaster area in the form of medical response units or teams and

medica supplies and equipment;

b To evacuate patients who cannot be cared for in the affected area to

designated locations dsawhere in the nation; and

c. To provide hospitalization in Federd hospitals and a voluntary network
of non-Federd acute care hospitals that have agreed to accept patients
in the event of a nationd emergency.

6 To cary out these three objectives. NDMS has three sets of organizationa

resources

a DMATs and Medicd Professonds from DHHS, VA, and DoD.
DMATs are voluntary medical manpower units organized and equipped 1o provide austere

medicd care in a disaster area or medica serv ices a transfer points or reception gtes
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associated with patient ey acuation  Hospitals. volunteer agencies. or hedth and medical
organizations sponsor DMATS and recruit interested medica and paramedical personnel to
participste DMATSs are classfied into four readiness levels. as follows

(1) Levd One DMATSs that are fully deployable with
sandardized equipment and supply sets, are sdlf-sustaining for up to 72 hours. and
are cgpable and willing to meet the following misson assgnments:

(a) Pre-hospital care,

(b)  Ambulatory care,

(c) In-patient care.

(d) Medica transportation,

(e) Petient dispodtion and evacuation.

(f) Petient adminigration and processing, and

(g) Collaterd hedth and medica duties, as required.

(2) Level Two: DMATS that are deployable with
personnel and person carried persond equipment and supplies. Primary mission is

to augment on-ground Level One teams

(3) Levd Threet DMATSs that have loca response
cgpability only

(4) Levd Four: DMATs with MOU executed in some stage of
development but have no response capability

b An activated DMAT generdly conssts of 3.5 members. and a team
roser may include more than 100 individuals to ensure sufficient personnel on activation  Two
or three DMATs may he combined to form emergency medical response units with larger

treament capabilities
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c OEP adminigers the DMAT program by maintaining memoranda of
agreement (MOA) with sponsors for gpproved teams. rating readiness levels of teams,
maintaining personnd files with the credentids of team members, monitoring and approving
training, and supplying teams with certain aticles of equipment Upon activation of NDMS,
OEP esgtablishes an NDMS OSC that cdls up and deploys DMATSs. federalizes DMAT
personnd for performance of medicad tasks outside of their State of licensure, and maintains
overdl control of DMAT utilization. In the fidld, DMAT activities are supported and
coordinated by MSUs. Besdes generd DMATS, specidized units have been formed for
pediatric care. burn care. menta hedth, dispostion of the deceased (DMORTS). and assistance
to Urban Search and Rescue units. In addition, field medica and related services are provided
by Federd hedth professonds from DHHS, DoD, and VA

d. Casudty Evacuation System. Movement of patients from disaster
Stes to locations where definitive medica care can be provided is administered through DoD
Casudty tracking is conducted by the Globa Petient Movement and Regulating Center
(GPMRC), and the U.S. Air Force (USAF) provides airlift through the Air Mobility Command
that can be supplemented by civilian resources through the Civil Reserve Air Heet (CRAF)
Other types of trangportation, such as specidly outfitted AMTRAK trains, can be cdled into

sarvice through this system

e Definitive Medical Care Network. NDMS has enrolled more than
110.000 reserve beds in nearly 2.000 participating civilian hospitds to recelve casudties from
disaster areass DoD and VA can provide additiond beds, if required. These hospitas are
located in 67 geographic areas. Maintaining this network is the responghbility of DoD and VA
under the current concept of NDMS operations.  This adminidration is peformed through
liason offices. Federa Coordinating Centers (FCCs), in 72 DoD and VA fadilities around the
United States  FCCs control patient distribution within their areas during catastrophic disaster
casudty reception Stuations
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f The entire NDMS. or selected components. can be activated in a
number of ways The Governor of a State can request assstance from the President who. in
turn. can either declare a disaster or order activation of Federd assstance to that State
Currently, such activations are authorized under the Stafford Act of 1988 and administered
through the FRP of 1992. which is coordinated by the FEMA  The Public Hedth Service
Act dso authorizes the Secretary of the DHHS to provide emergency medicd assstance on
request of State or loca authorities NDMS is an authorized vehicle for such assgtance.
The Secretary of Defense (SECDEF) can dso activate NDMS in dtuations of national
emergency. In practice. the Director of the OEP would be the principal operating agent for
NDMS in al of these cases

E. DHHS Regponse Pan for Radiologicd Emergencies

Contact: DHHS Office of Emergency Preparedness, (301) 443- 167
Food and Drug Adminigration, National Center for Devices and
Radiologicd Hedth (NCDRH)
Chief, Cancer Branch, Center for Environmenta Health, CDC

DHHS has developed a plan in support of the FRERP. The plan identifies
DHHS resources. authorities, responghilities, functions, and interfaces, and describes the
kinds of actions that comprise the Department’'s response during radiological emergencies
The kinds of emergencies it addresses include, but are not limited to. accidents at fixed
nuclear facilities accidents involving transportation of radioactive materids, pescetime
nuclear wegpons accidents. and occasond unusuad incidents such as the reentry into the

eath’'s amosphere of nuclear powered satdlites

F. Public Hedth Service Emergency Response Guides

The PHS developed a series of response guides to be used as a ready

reference in responding to v arious domestic hazards and emergencies These guides predate
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severd Federd plans. including the FRP. the FRERP. and rhe Mass Immigration
Emergency Plan (Operation Distant Shore [Draft]). and will be rewritten to comply with
EMERPS requirements A brief description of each follows

2. The PHS response guides define the incident. describe response steps,
and cite the PHS organizations responsible for each step. They are to be read and used in
the context of regular PHS authorities and activities. The following is a lis of the PHS
guides, accompanied by key contacts for each type of emergency

G Technologicd  Hazards

The PHS Response Guide for Technologicd Hazards addresses the following
types of hazards.

! Radiation emergencies,

2. Acute chemica emergencies.
Toxic waste crises,

Air pollution emergencies, and

[S 2 BN — S 6Y

Biologicd emergencies.
H. Energy/Material Shortages

The PHS Response Guide for Energy/Material shortages is a guide to PHS actions

to be taken in any dtuation where public hedth is sufficiently threastened by a diminution in the

supply of energy or medical materias so that Federal assstance is required

[ Natural Dissgsters

The PHS Response Guide for Natural Disasters outlines procedures that should be

followed iN a natural disaster emergency O catastrophe such as a flood hurricane. earthquake.
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drought. etc . which IS severe enough to warrant Federal ad in addition to relief activities of

State and locd governments

J. Internad Disturbances

The PHS Response Guide for Internd Disturbances outlines procedures that
should be followed in response to a civil catastrophe such as a prison bresk. strike, or act of
diguptive terroriam of sufficient magnitude to warrant Federd assstance in addition to

State and local measures.

K. Mass Immigraion Emergencies

Contact:  Director, Office of Refugee Resettlement
(202) 401-9246

PHS actions to be taken in response to mass immigration emergencies. including
refugee influxes, are outlined in this guide. In the case of a mass immigration emergency,
when large numbers of diens enter the country over a short time span, it may be necessary to
intengfy norma PHS screening and hedth care activities for persons detained by the
Immigration and Naurdization Service (INS). An illegd dien influx refers to the mass
immigration of entrants who have not been aided, abetted, or granted prior approva by the
U. S Government

L. Washington, DC, Metropolitan Area Emergencies
This response guide was developed to delineate PHS responghilities in

responding to locad hedth emergencies when and if PHS is called upon to provide medica
and/or public hedth assstance to locd authorities in the DC Metropolitan area
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MI. DISTRIBUTION

You should determine who needs copies of your plan internd to your organizetion. for
your chain of command, and externd agencies, e g., other agencies and other emergency
response organizations. Didribution should indude as a minimum your next senior and next
subordinate level  Copies should go to everyone who had input to the plan and on whose
savices you will rey for implementation of the plan

Xll.  PLAN MAINTENANCE

A Maintaining the plan means keeping it current  Office organization and physica
configurations change. as do dlients and other internd and externd interfaces. The availability
of the relocation ste may aso change. To be effective, the COOP must be amended
periodicaly to reflect these changes.

B. Ensuring tha the plan reflects ongoing changes to resources is crucid. This task
includes updating the plan and revisng this document to reflect updates, testing the updated
plan. and training personnd. The ECs and OEP are responsble for this comprehensive
maintenance task Annudly. the ECs and OEP initiate a complete review of the plan, which
could result in mgor revisons to this document. These revisons will be didributed to dl
authorized personne. who exchange their old plans. or the updated portions of the plan, for the
newly revised plans or portions. At that time the coordinators will aso provide an annud

datus report on continuity planning to the OEP

C  The EMERPS provides the sysem for delivering DHHS assstance and protecting
our enterprise before, during. or after critica incidents or emergencies. Our god is to
maintain an efficient. coordinated response whether in support of other Federa agencies and
Departments. State and loca governments, or in support of enterprise resumption operations
While responshility is vested in the ECs for updates. al DHHS program offices are to ensure
thet ther programs and responsibilities are gppropriately reflected or reterenced in the
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EMERPS The appropriste DHHS operating elements are responsible for working uith thar
partners in other operating elements. State and locd governments. and private/volunteer
organizations to ensure that plans reflect current status and result in efficient and effective
emergency management and ER service and operaions

1. Procedures for Changes

a Mans are dynamicthey are never redly “finished” or “complete’ due
to condantly changing Stuations and experience gained during disaster drills, readiness
exercises, and red-world emergencies. Each new event provides an opportunity to critique
and evauae our plans and correct deficiencies. Lessons learned should be fed back promptly

into the plans for a better future response,

h. Based on experience in operaions and periodic testing and exercisng
of emergency management and ER plans, the EMERPS will require changes over time  The
following section describes how changes will be developed and issued on an interim basis and
later incorporated into periodic revisons of the document.

2. Applicability and Scope

The provisons of this procedure goply to al operating dements of the
Department

3. Types of Changes

Changes developed and published under this notice include both additions of
new or supplementary materiad to further describe. expand upon. or implement the EMERPS.
and deletion of materid from the plan  Changes uill not contravene authorities or other plans

now contained in datute or regulaion
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4. Format for Changes

Proposed changes will be developed usng the EMERPS format so that
additions or deletions of a word. sentence. paragraph. or section are clearly shown for review
and coordination purposes Proposed additions or deletions of text or figures should clearly
indicate the specific changes to be made The shading or redlining of changes to mark new
text and the drikeout method to mark old text is the preferred method of modification

5.  Coordination and Approvd

A change may be proposed and developed by any operating element of the
Depatment The operating element proposing the change has the responsbility to coordinate it
among the other operating dements of the Department directly affected by the change. The
proposing operating element is then responsible to (a) obtain the officia written gpprova for
the change from the gppropriate senior officids of the affected operating elements, (b) provide
a copy of the proposed change to members of emergency management or ER planning or
operaions teams for information, and (c) provide the find change to the Office of Emergency
Preparedness, 12300 Twinbrook Parkway, Rockville. MD 20852. (301) 443- 167. fax: (301)
443-5 146 for the purposes of tracking, review. and officid issuance.

6. Notice of Changes

After the above coordination actions have been accomplished, including
receipt of the necessary sgned approvals supporting the fina change language, OEP will issue
the officia Notice of Change signed by the Director, OEP. or higher departmental authority.
where required The notice will specify the date, number, subject, purpose, supercession.
background. and action required. and provides the change language on one or more numbered
and dated insart pages that will replace the previous pages in the EMERPS  Once published.
the changes will be consdered part of the EMERPS for operational purposes. pending a formal
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revision and reissuance of the entire document  Interim changes can be further modified or
updated using the above process

7. Distribution

OEP will digribute each Notice of Change to dl emergency coordinators,
headquarters. and regiond offices. and, where required, to other Federal agencies and
Departments and State emergency managers  Other organizations will be provided Notices of
Change upon request to DHHS.

8. Offidd Hles

OEP will mantan the officid files of dl changes and supporting materid,
and will periodically publish and digtribute an index of changes made to date

9. EMERPS Revison
OEP is respongble for coordinating the review and revison of the EMERPS.
OEP will digtribute a revised EMERPS for concurrence and request the signatures of the head
or a designated officid of each of the DHHS operating elements participating in, and involved
in review and revison of. the EMERPS.

10. Additional Copies

Additiona copies of each Notice of Change will be avallable from OEP.
12300 Twinbrook Parkway. Rockville. MD 20852. (301) 443- 167. fax (301) 443-5146

HiR



EMERPS - DRAF] Basc Plan

11. Reporting

a OPDIV Heads and RDs are to provide annud reports to the ASMB on
any emergencies responded to during the year, lessons learned, and plans to mitigate the
effects of dmilar future emergencies. Reports are to include a review of progress in
emergency preparedness programs during the past year and should address deficiencies in the
DHHS emergency management and ER program with recommendations for improvement

b These reports are required by the current EMERPS , and should be
submitted on September 30 of each year.

12. Daly Situation Reports

When emergencies occur, situation reports should be provided as often as
appropriate to the DHHS OEP by the OPDIV ECs and the RECs concerned Detalled
ingtructions are provided in the COOP Functiona Annex. Specific indructions regarding
reporting when the FRP and ESF #8 are activated will be established at or shortly after
activaion

13. After-Action Reports

After emergencies, OPDIV and/or the gppropriate RECs will submit AARSs
to the DHHS OEP no more than 2 weeks after the emergency is over. These should describe
lessons learned and recommendations for avoiding or mitigeting the effects of future smilar
emergencies  AAR(s) may be incorporated into a Departmental or interagency AAR following
a mgor event such as a catastrophic disaster, large-scale speciad event such as the Summer
Olympic Games. etc
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14. Ev aluations and Updating

a  The most important element of DHHS's emergency management and
ER program is the day-to-day exercise of DHHS capabilities The condtant use of these
emergency resources is in itsdf the mogt viable and useful way of maintaining readiness for a
citical incident or emergency Every time DHHS responds, then we are exercisng on a
smaler scae the same response plans and resources we would use in the event of a large-scae

critical incident or maor emergency

b. As DHHS plans for and responds to each new crigs. the Department
maintains readiness for the worst possible future incidents and emergencies In dl
emergencies. the same basic hedth and human services resources are generdly caled upon

Thus. each lesser event serves as preparation and training for more severe posshilities

c. Short of red events, exercises and drills provide “find accountability”
for our preparedness to meet emergencies and disasters, both large and smdl. The Department
routindly participates in a variety of national, State, and local exercises designed to hone our

collective ability to provide hedth and human sarvices to victims of emergencies and disasters

d These exercises dso serve to evduate and update plans  Following each
exercise a critique (AAR) is prepared that identifies mgor issues and problem areas found
during the training Followup action should be taken on every item requiring correction The
Panning Appendix to the COOP Functional Annex describes evauation and testing of plans in
detall
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X1,

AUTHORITIES AND REFERESCES

This Annex contains the authorities and references for the DHHS EMERPS

EO 12148. Federd Emergency Management. July 20. 1979. as amended.

EO 12656, Assgnment of Emergency Preparedness Responshilities. November
18. 1988. Sections 104 (c) and 202, and Part 17.

EO 12472, Section I(c)(I), Assgnment of Nationd Security and Emergency
Preparedness Teecommunications Functions, dated April 3, 1984

Robert T. Stafford Disaster Relief and Emergency Assstance Act, Public Law 93-
288, as amended by Public Law 100-707

Presdential Decision Directive 39, U S Policy on Counterterrorism, (S), 21 June.
1995.

Comprehengve Environmenta Response Compensation and Liability Act
(CERCLA). Public Law 96-510. December 11. 1980.

The National Security Act of 1947, dated July 26, 1947, as amended.

The Federad Response Plan (FRP) for Public Law 93-288, as amended, dated
April 1992, with changes I-11.

The Federa Radiologica Emergency Response Plan (FRERP). May 1, 1996.

The Mass Immigration Emergency Plan (Operation Digant Short:). Department of
Justice. (Draft) June 1994
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Federal Bureau of Investigation Nuclear and Chemicd: Biological Incident

Contingency Plans (classfied)

DHHS Hedth and Medicad Support Plan for the Federa Response to Acts of
Chemica/Biologicd Terrorism, June 2 1. 1996.

FEMA 229(4). November 1995. “Disaster Assistance A Guide to Recovery
Programs. *

Federd Planning Circular (FPC) 60, Continuity of the Executive Branch of the
Federa Government a the Headquarters Level During national Security

Emergencies

FPC 61, Emergency Successon to Key Postions of the Federal Departments and

Agencies

FPC 62. Predelegation of Emergency Authorities

FPC 64. Continuity of the Executive Branch of the Federd Government at the
Headquarters Level During National Security Emergencies.

Occupant Emergency Plan, 44 CFR 101-2

Vitd Records During an Emergency. 36 CFR 1236

FEMA 229(4). Disaster Assstance. A Guide to Recovery Programs. (Supersedes
DAP-21 (June 1989). dated November 1995
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L Federd Information Processng Standards Publication (FIPS PUB) 87. March 27.
1981. Guidelines for ADP Contingency Planning. U S Department of
Commerce/National Buresu of Standards.

V. Nationd Bureau of Standards Specid Publication 500-134. Guide on Sdecting
ADP Backup Processing Alternatives. U S Department of Commerce/Nationa

Bureau of Standards. Irene E Isaac, issued November 1985

W  ADM P 1025 2C. Emergency Plan for Protecting Classified Documents and
Communications Security (COMSEC) Materid

X. ADM 2100 ID. Security of Automated Information Systems, March 10. 1993.

Y ADM 2400 1 1B. Nationd Security Emergency Preparedness Program, July 6.
1990.

Z. ADM P 2400.16A. The Domestic Emergency Assstance Program, January 8,
1992

AA. ADM P 2400.17. National Security Support Program, June 1, 1990

BB IRM P 2500.5, Automated Information Systems Security, October 26, 1987.

CC IRM P 2100 5, Automated Information Systems Security

DD PBS P 2400.4B. Public Buildings Service Emergency Preparedness Plan. May 30,
1990

EE PBS Office Rdocation Guide
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FF  Occupant Emergency Program Guide. Magter Plan. Public Building Service.
Federa Protective Service

GG Gengd Sevices Adminigration (GSA) Continuity of Operations Planning
(COOP) Student Manual, Course #591. (03196). GSA Interagency Training

Center

XIV. TABS

Tab A-lI-Operating Divisons Emergency Response Guides (To Be Provided)
Tab A-2-Letters of Delegation
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ANNEX A
DIRECTION AND CONTROL
THE INCIDENT MANAGEMENT SYSTEM

Many emergencies the Department may face require a response from a number of
different offices. For years. operationd dements of the Depatment have expertly managed
interagency responses to critical incidents across the emergency spectrum. The Department
supports a variety of Federal plans, and routindly provides hedth and human services support
to other Federd Departments and agencies, and State and locd governments. In doing <o,
they have accumulated a wedlth of expertise in what works, and does not work, when faced
with a critical incident.

When incidents directly affect the continuity of the Department. we will have to
coordinate loca operations with a variety of agencies and Departments. including other
Federd. State, and loca response elements. To coordinate and use al the necessary resources
most efficiently, a sysem for organizing the resources mugt be functioning. Such a sysem
has been employed successfully across the nation to lend consistency to the way agencies and
Depatments function in an emergency, and to foster efficiency by diminating the need to
“reinvent the whed” for each new emergency. This system, cdled the Incident Management
Sysem or Incident Command System (IMS/ICS). uses an integrated approach to emergency
management  This system is familiar to dl of us who support the Federd Response Plan
(FRP) or other disaster response and recovery activities It has been successfully employed

across the nation by emergency responders at every echeon of Government and the private
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sector  The Department ot Hedth and Human Sery ices (DHHS) w ill implement the IMS when
faced with critical incidents and emergencies

IMS is basc busness management practices The IMS organizationd structure and the
tasks performed are smilar to the organizationa sStructure and tasks performed by business or
Government managers It organizes the tasks of planning, organizing, directing. coordinating.
delegating, communicating, and evauating. and it does this during critical incidents that

require extraordinary measures to protect lives, meet human needs, and achieve recovery

For a critica incident to be handled effectively, “economy of resources’ must be
consdered. Economy of resources is a management practice applied to on-scene management
and requires establishing gods, sdtting priorities, and assigning resources IMS achieves its
gods by utilizing a preestablished command structure.  The system identifies an Incident
Commander (IC), a Command Staff, and Generd Staff postions. The system takes accepted

business practices and applies them to emergency response.

l. UNITY AND CHAIN OF COMMAND

A In IMS unity of command means that every individud has a designated
supervisor  Chain of command means there is an orderly line of authority within the ranks of
the Depatment with lower levels subordinate to. and connected to, higher levels. In probably
95 percent of the incidents we are likely to face. the organizational structure for our operations

will congg of

1. Command. and

2 Single resources

B However. as incidents expand. the chain of command is established through an
organizational dructure that can consst of severd lavers. as needed
. ESTABLISHMENT AND TRASSFER OF COMDMAND
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A Command & an incident is initidly established by the highest ranking DHHS
authority a the scene  Trander of command a an incident may take place for the following
reasons

! A more qudified person assumes command
2 The incident Stuation changes over time to where a change of command is
legally required, or it makes good management sense to make a transfer of

command

3. Normd turnover of personne on long or extended incidents

B. A sysem desgned to handle criticd incidents should have

—

Common terminology,
Modular organization.
Incident plans,

Manageable span of control,

Desgnated emergency coordination center, and

(o> TS N N - A )

Comprehensive resource management.

1.  COMMON TERMINOLOGY

Common terminology is essentid in any emergency management system. especidly when
dedling with outsde agencies
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IV.  MODULAR ORGANIZATION

A The IMS organization adheres to a “form follows function” philosophy  In other
words, the organization a any given time should reflect only what is required to meet planned
tacticd objectives. The IMS management system organizationd dructure develops from the
top down a any critica incident. “Top down” means tha at the very least the command
function is edtablished. The firg-arriving departmenta supervisor or manager is designated
the IC and sarts organizing the incident As the incident’s management needs dictate.
‘additional responghilities in other functional aress may be assigned below the IC. The IC
position could change many times as the “next ranking” DHHS staff member arrives on the

Scene

B. The system’'s organizationd dructure may include five functiond aress

! Command: Respongble for overdl direction and control of the incident.
May include management daff pogtions responsble for public information.

2 Operations. Respongble for dl initid response operations a the incident.

3 Paning: Responsble for collection, evauation. dissemination, and use of
information about incident development and the status of resources.

4. Logidics Responsble for providing facilities, services, and maerids for
the incident

5. HFnanceladminidration: Responsble for al costs and financid

condderations of the incident.

A-3
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C A modular organization can shrink or espand depending on the magnitude of the
incident or operationd necessity The specific IMS organizational structure for any incident
we may face is based on the management needs of the incident.

V. INCIDENT PLANS

Every incident needs some sort of action plan. either verbd or written. Written action
plans should be used whenever resources come from an outside agency. when more than one
operaing divison is involved, or when the incident is complex. Our plans will cover gods,
objectives. and support activities needed during the entire operationd period. In prolonged
incidents. it may be necessary to develop action plans covering specific operationd periods.

VI. SPAN OF CONTROL
A Manageable span of control is defined as the number of personne one supervisor
can manage The desrable range of personnel per supervisor is three to seven, and the

optima number is five

B When the span of control starts to become a problem. the person in charge needs
to delegate responsibilities so that fewer individuas report directly to him or her.

VII. DESIGNATED EMERGENCY COORDINATION CENTER
A command post or other temporary facility, is established based on the requirements

of the incident. The location can be prearranged. or in the case of an emergency reocation,
can be in a temporary location designated by the I1C

A-5
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VIII. COMPREHENSIVE RESOCRCE MANAGEMENT

Resources may be organized in numerous ways, depending on the needs of the
inddent  Comprehengve resource management. when performed effectively.

A. Maximizes resource use,

B Consolidates control of large numbers of single resources,

C. Reduces the communications load,

D  Provides accountability. and

E  Reduces fredancing.

IX. SUMMARY

A The IMS will enable us to work together to take control of the Stuation

! It can be used for any type or Sze of emergency we may face, ranging from
a minor incident involving a sngle operating divison or office, to a mgor emergency.

2 It gpplies to “dl hazards”

3 Incident management fogters the timey combining of resources during an

emergency

4 Incident management contributes to the safety of our employees. vistors.
and the public

A-6
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B IMSisamodd emergency management system It is an dl-risk. dl-hazard. dl-
agency system that is ided for emergencies and critica incidents thet require intra- and
interagency cooperation The more complex the emergency becomes. the more likdy it is tha
many components of the Department, and other agencies and Departments will respond. The
responders need a system to facilitate their cooperation The leadership of the Department is
committed to employing the IMS. The implementation process. including training. exercises.
evauation, and feedback will prepare us to protect our employees, the public, and our

enterprise from the consequences of minor and maor emergencies

X. INCIDENT RESPONSE PROCESS (THE INCIDENT MANAGEMENT SYSTEM)
A. Stabilization

Any incident, large or smal, requires a Sx-step process to stabilize the incident.

These steps include.

Sze up the gdtudion,

Identify contingencies.
Determine gods and objectives,
Identify needed resources,
Build a plan and dructure, and

Take action.

D o AW N

B. Stepl

I Sizeup involves assessng the Studion as it currently exists  Sizeup is the

respongbility of the firg ariving person. It includes problem identification and an assessment
of the possible consequences. Sizeup begins by asking

A-7
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What is the nature of the incident”

What hazards are present”

What hazards exist for employees. response personnel. and the public?

Do warnings need to be issued' ?

Are there injured employees who need to be treated or asssted' ?

Is evacuation required’ ?

What portion of the facility(ies) and how large an area are affected’ ?

Have locd law enforcement or other security or fire services personne

isolated the ared?

What locations would make a good daging area for Departmentd and
other resources supporting the Departmenta response’ ?

What location would make a good dte for a command podt. if
required”

2 Making a good assessment is critical to the subsequent decisions we will

make It is important the first responding DHHS personnel condtantly review the initid sizeup
because of the dynamic nature of critical incidents

HISNA

A-8



EMERPS - DRAFT

Annex A

Fnergency
Action
Procedures
texternali

Notty
appropnate
authonues &
tfire EMS law
enforcement

i

Ass1st
appropriate
authorities &
fire EMS Taw
entforcement

Report Status

Emergenay
Action
Procedures
(tnternal)

Incrdent

Notifs emplove:

Conduct evacuation
to pre-designated
assembly areas

shut-down
procedures (it

Personnel
accountabilits
personnel

\Make relocation

Conduct factlity

l E(\ sibled

Stabilization

Size up the situation

ldentify contingencies
Determine goals and objectives
Identity needed resources
Build a plan & a structure
Take needed action

Report Status

<

Take needed action

Mobilize resources
Establish Command Past
& or EOC

Setup staging area
Treat Assist the injured
Issue warnings alerts
Establish liaisons

Brief leadership: inform
organizational
camponents employees
other agencies yvendors
wuthorities media as
necessary

Activate damage
assessment & salvage
teams

decision take
needed action

fuciling purniafiy W hich
denicd operational Facilin demcd
Arcas | TUNCions
affected”?

Lemparary fucilin
donal

Stabilize situation &
returm to normal
operations ASAP

v ncconan

Assemble &
deploy
recoven
team

HEIN M

A-9



EMERPS - DRAFT Annex A

3 Sizeup can be subgtantidly improved by stepping back from the incident-not
only mentdly. but physicaly, if possble Distancing onesdf from the incident may help to
focus on the sizeup process and reduce the chances of becoming emotionaly and/or physicaly

involved in the rescue activities taking place.

C. Step 2

! Identify  contingencies
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THE EMERGENCY
MANAGEMENT AND
ENTERPRISE RESUMPTION
PLANNING SYSTEM (EMERPYS)

PLANNING .
CYCLE FUNCTIONAL ANNEX B
5 ENTERPRISE RESUMPTION
AND

CONTINUITY OF OPERATIONS
PLANNING (COOP)

OFFICE OF PRIMARY RESPONSIBILITY:  Office of Emergency Preparedness

SUPPORTING OFFICES: Operding Divisons
Saf Dividons
HHS Regiond Offices

INTRODUCTION

A. The Depatment of Hedth and Human Services (DHHS), by law and Executive
Order (EO). is required to have the capability to maintain continuous operations across the
gpectrum of potentid hazards and threats. Each DHHS organizationd dement must therefore
be prepared to continue to function during an emergency or threst of an emergency, and to
efficdently and effectively resume criticd operdions if they are interrupted. Planning for
meseting the demands of varied emergency scenarios is necessary. and is accomplished by
developing Continuity of Operations Plans (COOPS)

B Manning for the continuity of DHHS in the aftermath of an emergency is a
complex task  Preparation for. response to. and recovery from an emergency afecting the
functions of the Department requires the cooperative efforts of many support organizations in
patnership with the functiond areas supporting the “business’ of° DHHS This document

B-1
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records the planning process and plan that outlines and coordinates these efforts. reflecting the
andyses by representatives from DHHS operating elements and by the Office of Emergency
Preparedness (OEP)

C. DHHS senior management recognizes the low probability of severe damage to
operating dements of the Depatment. Nevertheless, because of the potential impact to
DHHS. a plan for reducing the risk of damage from a critica incident or emergency however
unlikely is vitd The Depatment’s Enterprise Resumption (ER) (COOP) Plan is designed to
reduce the risk to an acceptable level by ensuring the rapid restoration of essentid functions
The plan provides guiddines for ensuring that needed personnel and resources are available
for both emergency preparation and response and that the proper steps will be carried out to
permit the timely restoration of services.

D Evey year emergencies take ther toll on our Government, businesses, and
citizenry-in lives and dollars. They often strike without warning, may be minor or
catastrophic in nature, and have human, economic, and socid consequences. A recent two-
dam fire a the Department of Treasury (DOTRES) resulted in the evacuation of approxi-
mately 1,700 employees, one-quarter of the building was left untenable due to fire and water
damage More than 200 personnd were forced into long-term relocation The World Trade
Center bombing resulted in 6 deaths, hundreds of injuries. and the evacuation of 40,000
people. the Alfred P. Murrah Federal Center bombing killed 168 and injured more than 500.

E  Our enterprise is dso vulnerable to “virtudl” assault and emergencies  Computer
programming erors, system crashes. and even “digitd terrorism” could wresk havoc with
DHHS operations In 1988. a young computer enthusiast created a “worm”™ (a worm operates
much like a virus, but can travel dong a network on its own) to seek out Sites on the Internet
by traveling dong its many connections and copying itsdf onto remote computers  The author
had not intended to damage any systems. but made an error in designing the program  This

eror caused the worm to begin propagating itsdf a an exponentid rate. dowing down
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Internet Stes and causing communications to come to a standdtill  The reaction among
Internet users and system administrators was mass hysteria  Within 3 hours, effects were
evident across the nation. and within 12 hours more than 2.000 systems. including the
Lawrence Livermore Nationa Laboratory. Nationd Aeronautics and Space Adminisiration
(NASA) Ames Laboratory. Los Alamos Nationd Laboratory. and the Department of
Defense's (DoD’s) Milnet network were infected. resulting in a million dollars in damage

F.  Enterprise resumption studies show that 85 percent of organizations are heavily
or totally dependent upon computer systems. Private sector experience suggests that on the
average, by the 6th day of a disruption, companies experience a 25-percent |oss in daly
revenue: by the 25th day it is 40 percent Financid and functiond loss increases rapidly after
the onsat of an emergency Within 2 weeks of the loss of computer support. 75 percent of
organizations reach criticd or totd loss of functioning. Of the companies that experience a
disaster but have no business recovery plan in place, 43 percent never reopen. Only 1 in
10 are 4ill in busness 2 years later. As a group, organizations with plans that experienced an
emergency estimated that their revenue losses would be 2 5 times as severe if ther

contingency plans were not activated.

G. Proper planning for operations under emergency conditions can lessen, or in
some cases mitigate, the extent of the impact on our employees, facilities, and missons.
Effective planning requires a patnership among dl DHHS entities with responshilities and
duties of each understood, well defined, and reduced to writing in a COOP.

H Continuity of operations, often referred to as enterprise or business resumption. is
defined as the measures we take to continue to perform or rapidly restore essentid national or
regiond-level functions or operations during and after a severe emergency COOP plans
include a comprehensive set of action steps to be taken before. during. and after an
emergency It provides for the uninterrupted availability of al the resources necessary to
operate our enterprise at an acceptable level  The plan is documented and tested to ensure the
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continuity of operations and availability of critical resources after an emergency In the event
of some form of disruption. we are not trying to maintain norma operationswe are trying to
maintain acceptable operations. Our COOP charts our course for a return to normalcy

|.  To coordinate and use dl the necessary resources most efficiently, a system for
organizing the resources must be functioning To direct and control our response to an
emergency or critica incident. we will employ an Incident Management Sysem (IMS). Such a
system has been employed successfully across the nation to lend consistency to the way
agencies and Depatments function in an emergency, and to foster efficiency by diminating
the need to “reinvent the whed” for each new emergency This system uses an integrated
approach to emergency management. Many emergencies the Department may face require an
integrated response from a number of different offices. The Department will dso have to
coordinate operations with a variety of agencies and Departments. including other Federd,
State, and loca response eements. DHHS will implement the IMS when faced with criticd
incidents and emergencies. The IMS is detailed in the IMS annex to the Emergency

Management and Enterprise Resumption Planning Sysem (EMERPS).

J The IMS is basic busness management practices. It organizes the tasks of
planning, organizing, directing, coordingting, delegating, communicating and evauating, and
does this during critical incidents. which require extraordinary measures to protect lives, meet
human needs, and achieve recovery. For a criticd incident to be handled effectively.
“economy of resources’ must be considered. Economy of resources is a management practice
gpplied to on-scene management, and requires establishing goals, setting priorities, and

assigning resources.

K. The IMS achieves its gods by utilizing a preestablished command dructure The
sysem identifies an Incident Commander (IC) (in our case. the on-scene, firg-arriving, or
subsequently gppointed senior/designated DHHS officid) or. in the case of an incident
involving multiple operating units or agencies. a Unified Command System (UCS) Unified

Command is the process. in a multi-agency O element incident. of establishing a common set
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of objectives and drategies without losng individual organizetion authority. responghbility. or
authority  All involved operaing units contribute to the command process by determining
ovedl gods and drategies, jointly planning tactica activities, conducting integrated tactica
operaions, and maximizing the use of dl assgned resources. Under an IC or Unified
Command Group (UCG). management of the incident is supported by a Command Staff and
Generd Staff. Unified Command shares respongibility for the overdl incident, and employs
consolidated plans that cover drategic gods, tactical objectives, and support activities
Egtablishment of an IC or UCG is predicated on the extent and consequences of the incident.
If, for example, the incident can be handled within the boundaries of an operationd demernt,
or within a facility, and no outsde impact is expected (e.g., a minor office fire with limited
damage), then UCS may not be appropriate If the incident affects multiple operationd
elements. and outsde impact, including affecting the community is expected. then UCS may
be appropriate.

L.  The IMS supports utilization of a team gpproach in implementing the COOP
The use of trained teams provides the infrastructure necessary to direct a response. relocation.
and recovery operation. Each team will have specific duties and respongibilities once the
decision is made to invoke the COOP The teams will receive specid training in IMS and in
managing COOP activities In addition, the IC or UCG and teams will be given specid
emergency authority over a wide range of areas important to successful continuity of
operations response, relocation, and recovery.

M It should be emphasized that this document is addressed particularly to the
members of the COOP teams, since they have the respongbility of preparing for. responding
to, and recovering from any critical incident or emergency that impacts DHHS. Stage 2 of
this document (Containment and Relocation) describes the compostion of the COOP teams in
detail.
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N COOPisadynamic process Panning. though criticd. is not the only component
Training, conducting drills. testing equipment. and coordinating activities with the community
and other Departments and agencies are other important functions. Our plans will be
periodicaly tested. and regularly communicated to our employees and management. Employees
must know what to do in case of an emergency and how to go about it Remember that
contingency plans most often operate during times of great stress and without key personne

Trained teams following documented, tested procedures are the best assurance of our success
1. Purpose

a This COOP provides policy and guidance for DHHS personnel to
ensure that critical operations are continued in the event of an emergency or threst of an
emergency

b Use this document to learn about the issues involved in planning for
the continuity of the criticd and essentid business functions a¢ DHHS operating eements, as a
checklist of preparation tasks. for training personnd. and for recovering from an emergency

2. Task

Provide for the continued operations of the Department and its divisons

under dl hazards.

3. Objectives

The objectives of this COOP are to direct and guide appropriate actions to:

a Mitigate risks.
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h Ensure the |ife safety and well being of emplovees and  isitors during
an emergency.

c Reduce disruptions to operations:

d Protect essentia equipment. records, and other assets:
e Minimize damage and loss.

f Provide organizationd and operationd dability.

Facilitate decison making during an emergency,

a

h  Achieve an orderly recovery from emergency operations,

Provide a red sense of security,

j Ensure the rdiability of backup systems,

k Provide a gtandard for plan testing;

I Reduce legd ligbility; comply with legd and regulaory requirements,

and

m  Reduce reliance on key personnel.

. POLICIES
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A Generd policies and procedures outlined in the Reference Section of the Basic
Plan shdl be followed in responding to critica incidents and emergencies under this EMERPS

annex

B. This annex establishes specific COOP palicies. guidance. procedures, and
responghilities It sets forth concepts, procedures, and necessary actions to ensure a
continuous capability to execute criticd DHHS functions

C. The dassfied EMERPS Continuity of Government (COG) annex edablishes
policies. guidance. procedures, and respongbilities for the DHHS COG It sets forth
concepts, procedures, and necessary actions to ensure the survivability of the DHHS nationa
and regiond-level leadership and headquarters.

D. The emergency coordinators of the gppropriate Staff Divisons (STAFFDIVs),
Operetions Divisons (OPDIVs), and Regiona Offices are responsible for the development of
COOPs They are responsble for having the plans in place prior to criticad incidents or
emergencies. for involving the policy officids and program managers in the development of
the plans. and for providing support to officids and program managers in responding to

emergencies

[I. RESPONSIBILITIES

A. Depatment Leve

! The Secretary of Hedth and Human Services (HHS) will direct the
preparation of COOPS,

K To ensure that this COOP can be effectivdy and rapidly implemented with
little or no notice. each Operating Div ision Will
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Appoint a COOP point of contact (POC) for coordination and
implementation of this COOP In mogt cases. this will be the
organization's Emergency Coordinator (EC).

Identify essentid functions. personnel, records and equipment

Maintain current personnd notification and relocation rogers. and
employee assembly procedures

Ensure preparation of backup copies of vital records (including key
computer files) required to perform essentid office functions. pre-
position records and update them periodicaly, and prepare (or identify
items to be included in) driveaway kits consisting of essentid operating
information and equipment

Ensure that appropriate provisions are made for employees who have
specid medica needs.

Conduct periodic tests of the office telephone natification procedures.
Conduct periodic vidts to designated relocation site(s)

Provide current information to the relocation Ste manager concerning
any unique requirements if a dte has been sdected and prior

arrangements have been made.

Ensure procedures for redriction or movement of classified documents

and materias are in place

His D
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] Support implementation of this Annex and prov ide resources as
directed

3 DHHS ECs will

a. Be respongble for coordinating the development of a COORP for their
organization, as directed.

b Provide advice and assistance to other ECs in the development of

COOPS.
c. Asdg in the development, conduct, and evauation of COOP exercises

for ther organization and subordinate organizations

d. Assg in the development, conduct, and evaluation of COOP exercises

for ther centrd and outlying offices

4.  Regiond Directors (RDs) will be respongble for developing, or coordinating
the development of COOPs for their service, office. or gte RDs will advise and assst
desgnated officids a facilities within ther regions in deveoping COOPs for individud
operating Stes. when required

5. Dedgnated officids will assume respongbility. as gppropriate and directed,
for developing a ste-specific COOP, and will:

a  Provide ongoing training in COOP procedures for personnd assigned
to emergency daff podtions. and continudly evduate the effectiveness
of the training program

B-10
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b Ensure that the performance of essentid functions can be accomplished
from a relocation ste. if activated

c  Deveop methods to ensure that COOP procedures are followed during

emergencies

d Contact Federd, State. and loca emergency response organizations
and develop a working rdationship compatible with COOP activities

and plans

e Develop plans and procedures to protect and store vita records/data
required for performance of essentid functions a a relocation ste. if
activated.

f Egtablish procedures for the physical relocation of equipment, if unique
items are required, and are not available or are not in the required

quantity at the relocation dte. if activated

Develop plans and procedures for the redirection or termination of

9;=]

office-gpecific shipments during an emergency that results in relocation
or home dgte shutdown (this will require vendor, procurement office.

and/or depot notification).

h Establish procedures for the backup of their organizational element’s

time and attendance records

Ensure (organization) COOPs are coordinated as appropriate. with the
emergency plans and procedures of other site tenants and entities likely
to be affected by COOP execution

B-11
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] Identification of dl equipment to be kept current A quarterly report
should be dored off dte The lising should show dl current
information, such as vaue, lessor, configuration, etc. Emergency
equipment, including portable lighting, hard hats, boots. portable two-
way radios, floor plans, and equipment layouts should be maintained
for use. as needed

k. A liging of dl vendor sdes personnd, enginears, and regiona offices
should be kept and reviewed quarterly. Names, addresses, and phone
numbers (normd, home, and emergency) should dso be kept

6 Incident Commander For the purposes of this annex. “Incident
Commander” refers to the on-scene, firg-arriving, or subsequently appointed DHHS
designated or senior officid with respongbility for emergency or incident management. The
IC will operate under the delegated authority of the Secretary of HHS.

7 Unified Command Group. In an ingance involving multiple DHHS
dements, UCS may be employed. The UCG will operate under the delegated authority of the
Secretary of HHS

&  ThelC or UCG will be responsible for:

a Performing activities required to dtabilize the emergency or criticd
incident:

b Protecting life and property.

¢ Controlling resources. including personnd and equipment.

B-12
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Emergency Response and Relocation Teams.

Personnd  accountability for safety and task accomplishment.

Effective liason with outsde agencies and resources:

Damage assessment and reporting. and

Direction and control of reocation.

HIS D
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IV.  SITUATION

A. COOP Conditions

DHHS dements must retain the capability to perform critical unilaterd and
interagency functions across the full spectrum of naturd or manmade dissgters, civil
emergencies, and conflicts. Such events may occur singly or in any Smultaneous combination

The EMERPS Basc Plan provides a synopsis of emergency conditions.

B. PHaming Asumptions

! Emergencies or threatened emergencies may adversdly affect the
Depatment’s ability to continue to support essential interna operations and to provide support
to the operations of clients and externa agencies.

2 Personnd and other resources from DHHS and other organizations outside
of the area affected by the emergency will be made available if required to continue essentid
operations

3 Communications will be interrupted. Alternate communication means will
be heavily rdied on, necesstating augmentation of exising Departmenta resources. Activities
will be conducted according to tested procedures within an agreed upon timeframe until
communication is established.

4 Incidents may involve events with no impact outside of the operating unit. or
with impact for other operating units and/or the community For the purposes of this annex.

emergencies will be categorized as
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Minor: Minor emergencies involve limited amounts of noncritica
records. material. media or equipment items that OPDIV daff and/or
the property management or facilities depatment can handle without
outsde assigtance or expertise  The DIIHS Operating Unit
head/responsible officid will manage the response and recovery from
the incident Team activation will not be necessary

Moderate Moderate emergencies involve subgtantid numbers of
records, material. media, or equipment, or where physical damage is
likely to be more severe. and where help or expertise from outsde the
DHHS Operating Unit is likdy Emergency notifications within the
operating unit and Department will be followed as far as the DHHS
Operating Unit head/respongble officid feds is necessary. Assgtance
from the Emergency Response Team (ERT) may or may not be

necessary

Major: Magor emergencies involve sgnificant numbers of records,
facllities, media, materid, and equipment where physicd damage is
severe. and where expertise and assistance outside the OPDIV and/or
Department will be required. Emergency natifications will be followed
completdy. Assstance of the ERT, and. if relocation is warranted, the
Relocation Team (RT) will be necessary

NOTE: Because of the varied nature of potential incidents and

emergencies, these definitions are provided only as general guidelines.

5 The incident Ste may dso conditute a crime scene. limiting access and

warranting specid precautions to preserve the scene and protect evidence
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Access to the facllity or facilities affected by the critical incident or

emergency will be denied for whatever period of time it takes to sabilize the Stuation This

period of time could vary from hours to months.

Agencies that commonly support DHHS operations may be unable to

continue their support in the event of a large-scde emergency.

Efficient and effective restoration of operations requires the use of an

emergency management system, which organizes the tasks of planning, organizing, directing,

coordinating, ddegaing, communicating, and evduating. To ensure the efficient and effective

resoration of operations. DHHS will employ the Incident Command System (ICS) to manage

al stages of COOP operations

For planning purposes, the COOP is implemented in four dages:

a

Stage I: Pre-Emergency, during which plans and preparation to
implement the COOP are made, maintained. and exercised.

Stage 2. Contanment and Relocation, in which the dtuation is
dtabilized (contained) and dl or part of the affected DHHS organization
leaves an untenable dte, or implements options other than relocation.
The duration of Stage 2 operations can generdly be established as 1 to
24 hours. Actions during Stage 2 include incident gabilization,
relocation of key daff, conduct of limited essential operations as
possble, and preparation of relocation Ste(s) for follow-on personnd.

Stage 3: Relocation Site Operations. which describes DHHS

operations a the new dte  The duration of Stage 3 operations can
generdly be established as from 34 hours to the 5th day Actions
during Stage 3 include continuing essential functions. relocation of

HI& D
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employees as required. and implementation of other operations. as

possble

d. Stage 4: Ending Relocation Site Operations. which describes the
trangtion from the relocation Ste to the origind home dte or a new
home dte. The duration of Stage 4 operations can generdly be
established as from the 5th day of reocation operations until
termination of relocation Ste operations  Actions during Stage 4
include susainment of DHHS functions from the relocation Ste, and
ending of relocation Ste operations.

V. CONCEPT OF OPERATIONS

A. General

1. The Office of the Secretary (OS) will manage and coordinate the
Depatment’'s overdl continuity of operations activities This will be accomplished by
mobilizing DHHS resources and, where necessary, requesting resources from organizations
externd to the department DHHS will use existing operations and support policies.

procedures, and protocols.

2 Actua COOP operations will be managed under the IMS as outlined in the
EMERPS Basic Plan and IMS annex.

3. Regueds for assstance and resources will be transmitted from the IC or
UCG at the designated Incident Command Post (ICP) Or Emergency Coordination Center
(ECC) Shortages or unavailability of needed resources will be addressed through the DHHS
chain of command for resolution

B-17
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B. COOP Organization and Structure

1. Office of the Secretary of Hedth and Human Services. Responghility for
oversght and coordination of dl HHS emergency management activities, including COOP.
rests with the OS

2 Assgant Secretary for Hedth. The Assgtant Secretary for Hedth (ASH)
has been delegated respongbility for developing plans and taking necessary actions to assure
that headquarters and regiond offices will be able to perform their essentid functions and
continue as a viable part of the Department during an emergency Situation

3 Office of Emergency Preparedness OEP manages and coordinates Federal
hedth, medical, and hedth-rdlated socid service response and recovery to federdly declared
disasters under the Federd Response Plan (FRP). OEP dso coordinates and ddivers
Departmentwide emergency preparedness activities. including COG. continuity of operations.
and emergency assstance during disesters. OEP is the centrd focus in the Department for
disaster and emergency information OEP collects and disseminates information on the total
HHS response in emergencies OEP derts the OS staff and the OPDIVs, assists in the process
of identifying the expertise and services that could be brought to bear upon the Stuation. and
maintains communications and an awareness of the Depatment’s involvement as a unified

entity. OEP is responsble for the maintenance of this annex
C. Spedfic
! The concept is such that in Stage 1. before occurrence of emergencies. HHS

emergency coordinators work with policy officids and program managers to develop COOPs

and maintain a workable response system

B-18
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K In Stages 3 to 3. during emergencies. the IC/UCG identifies and natifies the
appropriste COOP components to be activated and individuas to manage the HHS COOP
response  Coordinators provide support to the IC and DHHS managers. as necessary.
throughout the emergency

3 In Stage 4, after the emergency, coordinators collect After-Action Reports
(AARs) tha help the Department learn from the experience and better prepare for and mitigate
the effects of such events in the future

B-19
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COOP IMPLEMENTATION STAGES
STAGE 2 STAGE 3 STAGE 4
(Initiating Event)
Containment and Relocation Relocation Site Operations E n d i n g
COMMAND COMMAND COMMAND

Emergency Response
On-site personnel react to siuation in
accordance with emergency procedures

Management of relocation (or other
options) vested in the [C/UCG and
Relocation Team. supported by
Emergency Response Team and DHHS
operating elements

The IC/UCG and Relocation Team
leader meet with each relocated operating
unit to assess the relocation and any
additional requirements

Implement emergency action
and notification

procedures

Transition of command from IC/UCG to
DHHS managers of relocated operating
elements

On-scene or first responding senior

DHHS otficial assumes direction and
control as IC and conduits Six-Step

Stabilization Process

CONTROL

CONTROL

CONTROL

Minimal control over initial employee
reaction to crisis. routine drills in
emergency action procedures help ensure
adherence to procedures

Control of relocation activities
accomplished through management
channels established by the CQOPs-
Emergency Response and Relocation
Teams performing tested procedures

Transition from emergency to normal
levels will he controlled in accordance
with the COOP and DHHS management
guidance

Safeguard staft and property

Relocation Team controls acquisition and
preparation of relocation site. directs
facility preparatton, oversees relocation
of personnel. functions. and equipment

Sustainment of DHHS functions from the
relocation site

Management of organizational response
o emergency vested in IC/UCG and. as
necessary Emergency Response and
Relocation Teams

Voice and data network restoration is a
priority. with channels for management
reporting/receiving emphasized

Ending of relocation site operations and
return to primary operating facility or
other permanent site

Damage assessment and communication
of situation may be enhanced it team
members are present

Activities will be conducted according to
tested procedures within an agreed upon
timeframe until communication
established

IC/UCG determines necessary dactions

Communication of management plan for
preparation of and relocation of  follow-
On personnel to the relocation site

Response may he phased

Continuing essential functions

DHHS leadership controls emergency
declaration and refocation decisions

Relocation of employees, as required

Relocation of hey staft

Implementation of other operations as
possible

Conduct ot limited essential operations
as possible

Communication of management plans

Preparation of relocation site(s) tor
follow-on personnel

Communications with news media
regarding details of emergency controfled
through Emergency Response Team that
designates a spokesperson

Figure B-l. COOP Implementation Stages

IR
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STAGE 2

Containment and Reocation

Stage 2. Emergency or critical incident occurs.

Stage 2 actions:
. Incident dabilization by implementation of the organization's COOP.

. Congderation of relocation for dl or part of the affected DHHS organization.
(Condderation of options other than relocation is included in this stage )

. Relocation of key Saff.

. Conduct of limited essentid operations, as possble.

. Preparation of relocation dte(s) for follow-on personnd.

Stage 2 duration: Generdly established as | to 24 hours.

VI. STAGE 2

A. Gened

! Stage 2 dtarts with the onset of the emergency or, in the case of a threst.
with warning of an gpproaching emergency. Stage 2 of COOP operations focuses on the
immediate emergency and its aftermath, and postioning the operating unit to successfully
reestablish operdaions a the primary operating facility or a a relocation dte

NOTE: This plan assumes that a mgor emergency has severdy crippled the operating unit.
forcing it to reestablish partid or full operations a a relocetion Ste Procedures included
herein will apply to a broader scope of operations across a lesser spectrum of emergencies
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0 Stage 2 Summary

a  Implement emergency procedures

b Edtablish (and transfer. when required) IMS Command

c Sahilize the dtuation.

d Organize an ICP or ECC.

e. Assemble teams.

f Conduct damage assessment and salvage and recovery operations

Provide public information

s =]

h Procure equipment and supplies
Trangtion key personnd and critica functions, equipment and records
to the relocation site(s)  Prepare the relocation site(s) for receipt of
follow-on personnd (see Relocation Appendix to this annex).
j. Prepare for Stage 3 (relocation Ste operations).
B. Implement Emergency Procedures
Effective implementation of the COOP hinges on two actions  detection and

determination of the emergency condition. and proper notifications The COOP may be

executed under several conditions thet address whether or not warning can be given. e ¢ .

B_’) hl
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severe weather. or will not be available. e g . an earthquake  In addition. warning. or the
emergency itsdf. may happen during nonoffice hours when the mgority of our employees are

not at work. or during routine office hours

In all emergency situations, the primary objective is the safety of human lives. Continuity of
operations will be of secondary importance to saving lives and preventing suffering. |

1.  Warning

There are some threats to operations that
may aford advance warning that will permit the orderly dert
notification, evacuation and. if necessary, the relocation of
employees Situations that might provide such warning
include a severe storm. a trangportation accident resulting in
the threat of a release of a Hazardous Materid (HAZMAT).

or a waning of a terrorist incident.

2. No Warning

a.  During Nonoffice Hours.
Incidents may not be preceded by warning (e.g.,
earthquakes, arson, or HAZMAT incidents), or may
occur while the mgority of on-gte staff are not at
work. In these circumstances. while operations from
our home ste may be impossble. the mgority of our
employees will gill be able to respond to ingructions.
including the requirement to relocate following

proper notification
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b During Office Hours.
Incidents may aso occur with no warning during
norma office hours In these circumstances.
execution of the COORP, if indicated by the
circumstances of the event, would begin by
execution of the gte’'s Occupant Emergency Plans/
emergency evacuation plans to move employees out
of the building expeditioudy (or to shelter in place.

when warranted)

3. Incident ldentification

a  Individuas rather than
teams typicdly provide the initid emergency
repponse  function. Information on emergencies
or criticd incidents affecting continuity may
enter the system a any point. It may flow from
the regions to the OS or from OS to the regions
An dert employee or security guard may report

a fire. then evacuate him or hersdf from the

fadlity Security over the area is established as local support services such as the Police and
Fire Depatments are enlised through existing mechanisms. These responses and
implementation of emergency procedures can only be expected if procedures are developed and
employees are trained in them.

b Employees should be trained in emergency procedures and know the
evacuation routes from various parts of the building Drills should be conducted periodically
to refresh the memory of long-term employees and give indructions to new employees The
drills will aso inform employees as to which personnd are responsible for directing the

B-24
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evacuation and ensuring that al areas have been properly cleared Appropriately trained and

knowledgeable employees can quickly detect and determine an emergency condition. make

proper notifications. and dert management to a potentid COOP event Proper training

leverages our most vauable resource-time.

Incident Information  Requirements

[ Identity, title, and phone number of cdler or reporting individud

2. Time of incident.

3 Location of incident.

4. Summary and nature of incident or potentid threat

5. Potential secondary threats (fire = smoke and water damage, etc)

6 Personndl/employee status (evacuaion implemented, casudties (injuries and/or
deaths). deployment of personne to relocation Ste(s). reporting ingtructions)

7. Affected organization(s) satus

8 Actions teken by affected organization(s) as of time of cal

9. Expected actions over next operationa period.

10 Assessment of incident’s impact (damage, if known).

11. Name, location, and phone/pager number of IC (senior on-scene or firgt arriving
DHHS offidd)

12 Assgtance or potentiad assstance required. (IMS COOP team(s), supplies.
transportation, technicd specidids, sarvices, facilities).

13. Location or anticipated location and primary phone and fax numbers of the ECC
or temporary ICP

14 Status of media interest

15 Next anticipated information update

Figure B-2. Incident Information Regquirements
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il Readiness Lev ds

Readiness levels are provided to guide preparaions and actions in the
preincident phase of a criticd incident or emergency Since events can occur with or without
warning. preparations and actions may be accelerated or compressed, or executed

concurrently

a.  Destription of Individud Actions

(1) For receipt of dert:

(a) Repeat the dert message verbatim to the caler. Receive a
confirmation that the message is correct

(b) Do not disclose readiness measures to personnd without

the a “need to know.”

(2) Refer to your operating eement’s dert and notification rogder.
and cdl personne according to the ingructions

(a) If you cannot reach an individud, complete the cdls that
individua would have made Do not adlow a bregk in the sequence of dert and notification

(b) Follow the derting procedure exactly as outlined.

(c) Keep the personnd above you on the dert and natification

roster aware of your whereabouts.

(dy  Stand hy. as directed. for further indructions
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(€) Make arrangements for yours and your family's persona
sofety Make arrangements for possible deployment if you are a member of a Reocation Team
or are designated as key personnel  (See the Supplies. Services, and Equipment Appendix to

the COOP annex for persond items and equipment recommendations )

() Paticipate in mesetings, briefings. teleconferences, or
other activities. as directed

(2) Report, as directed, to the designated site (ICP.
ECC/EOC. Reocation Site, or Assembly Area/Rendezvous Point).

b Description of Organizational Actions
(1) Edablish, when necessary, 24-hour continuous duty.
(2) Provide refresher training. where required, to staff, team
members, or other key personnd on communications procedures. equipment, and plans,

polices. and procedures.

(3) Arrange for parking permits and other support activities for
affected personnel

(4) Maintan continuous monitoring of communications and event
daus

(5) Review adequacy of plans. procedures. and systems Identify any

deficiencies and prepare an action plan (as required) to correct deficiencies

B-27
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(6) Upon completion of steps. report status to appropriate senior

managers/designated offidds

c Watch

This is our norma or near norma preparedness posture  Increased alert
measures may be warranted when, for example. a hurricane gpproaches the coast of the United

States, or when a generd threat of terrorist activity is reported.

d Warning

When natification of an impending critical incident or emergency (e g.. a
law enforcement warning of a credible terroriam threat. or an imminent severe weather
incident) is recaived by the OEP, centrd monitoring of officia voice and record
communications will be extended. This may entall monitoring on a 24-hour bass. OEP will
conduct an internd review of DHHS emergency readiness plans and procedures, and direct
actions in accordance with current plans, policies, and procedures This response will
gengdly involve very few DHHS personnd, will have virtudly no effect on DHHS activities,
and will be carried out without public disclosure. Operating Divison or Regiond Office
action may or may not be involved. DHHS personnd may or may not be involved in
supporting increased dert activities under other Federal plans, such as the FRP.

e  Specid Indructions (Watch or Warning)

(1) A watch or warning condition may be accompanied by specid
indructions These may incdude.

(a) Continuous manning of Emergency Operating Centers
(EOCs)

B-38
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(©)

(d)

(e)

Corrective action to overcome any defidencies in DHHS

emergency management and ER plans and procedures

A 24-hour communications watch a each DHHS Regiond
Office and maor headquarters office building, when
directed by the Director. OEP

Activation of EOCs, with gaffing limited to ECs and
Emergency Response and/or RT members required for
maintenance of a 24-hour communications watch and
performance of directed tasks Actions will be carried out

with  minimum disdosure

Maximum emergency readiness, which may indude

1 All headquarters and regiond EOCs manned by
respective ERTs. and a 24-hour communications
waich;

2) Preparation of predesignated or identified relocation
gtes for activation and reception of RT(s) and key
personnel, functions, equipment. and vitad records.

j
~~

Immediate correction of deficiencies in plans and

procedures,

4)  Preparationsby RTs and key personnd to relocate.

and

HIN D
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5)  Deployment of sdlected personnd or teams to
relocation dites

(2) If a criticd incident or emergency occurs during office hours,
employess shdl take immediate protective action and follow locd emergency services and
building security ingructions. Members of ERTs and RT(s) will report. as directed, to the
ICP. EOC/ECC, or a designated assembly/rendezvous area

(3) Members of ERT(s) and RT(s) will deploy to relocation sites only
upon receipt of specific indructions and authorization. Automatic relocation is not authorized

(4) Because of the multitude and dispersal of DHHS office locations.
a gngle centrd transportation arrangement is not feasible.

(5 During Office Hours When watch or warning has been cdled,

team members having no regular means of trangportation from the office to relocation Stes
should begin to make standby arrangements; then, if there should be an advanced dert and an

order to relocate, transportation will be available.

(6) Nonoffice Hours: After-hours and weekend movement shdl be

by private automobile unless otherwise directed

5 Initid Actions

a Following the al-hazards watch and warning procedures outlined
above, dl avalable information on the event and its potentia impact to DHHS operating
elements should be collected

B-30

HSN D



EMERPS - DRAFT Annes B

b Alerted IMS COOP team
members. when directed. should respond immediatey
to the desgnated Ste with their copies of the EMERPS
and those persond items and equipment identified in the

Supplies, Services. and Equipment Appendix to this
annex Not al personne may be cdled on ste until the

gtuation warrants or, in the event the incident has
occurred. until initid assessments have been completed, though dl should be reedy to respond
without delay

c. While IMS COOP teams assemble and take necessary actions, al other
personnel are directed to other facilities, assembly areas. or to their resdences to await further

ingtructions.

d. If time permits, designated personne back up Automated Data
Processng (ADP) equipment and databases and prepare communications, ADP, and other
equipment and important records for relocation. These can include measures such as
‘powering down' and protecting equipment with plagtic sheeting, or remova from the
threatened area

e If full rlocation is implemented, sdected personnd may serve in a
stay-behind, caretaker capacity to assist security personne in shutting down equipment and
securing heedquarters facilities and equipment againg loss or compromise  Designated

security personnd provide physica security for documents and equipment.
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6 Establish (and Transfer, When Required) IMS Command

NOTE: Specific responghbilities of the IC or UCG are spelled out in the Incident Management
Svstem (IMS) annex to EMERPS.

a Command a an incident is initidly established by the highest ranking
on-scene or firg-arriving DHHS authority. In the beginning. the IC may be able to handle
everything done he or she is respongble for expanding the organizational dructure from the
top down and adding other functional areas. as needed If the incident involves multiple
operaing units. or the sze and consequences of the event warrant, Unified Command may be
established through a UCG

b The IC podtion may change severd times as the “next ranking” DHHS
daff member arives on the scene. or as Unified Command is established. Transfer of
command at an incident may take place for the following reasons

(1) A more qudified person assumes command.

(2) The incident dtuation changes over time to where a change of
command is legally required, or it makes good management sense to make a transfer of
command.

(3)  Normd turnover of personnd on long or extended incidents

(4)  Unified Command is esablished

c Trander of command is accomplished by the following

(1)  The DHHS officid or UCG assuming command wil

communicete with the person presently in command by telephone. radio. or face to face  Face
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to face is preferred  (Once a fixed ICP or ECC is established. a face-to-face mesting is carried
out eadly’.)

(2) The person being relieved will brief the new IC or UCG

assuming command and review & lesst the following.

(a) The incident conditions (casudty count, priority, hazards.

damage, etc.).

(b) The incident action plan.

() Progress toward achieving objectives.

(d) Safety consderations and concerns.

(e) Activities of DHHS operating units and personnd
(including, if implemented? ectivation of and/or
deployment to the relocation ste), and

(f) Appraisa of the need for additional resources

(3) The operating unit and DHHS chain of command should be
advised of the change in command and the identity of the new IC or UCG members

7 Sahilize the Stuation

Any incident. large or smdl. requires a process to abilize the incident

These steps include

B-33
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a Size up the Stuation.

b Identify contingencies.

c Determine goals and objectives.
d Identify needed resources.

e Build a plan and a Structure, and
f.  Take action.

(1) Step 1. Sizeup

involves asesdng the gStudion as it currently

exids

(@) The highest
ranking on-scene or firg-arriving DHHS officid uses
the “Six-Step” IMS Stabilization Process It includes
problem identification and an assessment of the possble consequences  Sizeup begins by
asking:

1)  What is the nature of the incident’?

2)  What hazards are present?

a) What hazards exist for employees, response
personnel, and the public’?

b) Do wa 'nings need to be issued’)

¢) Are there injured employees who need to be
treated or assisted’)
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Is evacuation required”

What portion of the facility(ies) and how

large an area are affected?

Has local law enforcement or other security

or fire services personnd isolated the ared ?

What locations would make a good staging
area for Departmental and other resources

supporting the Departmental response’ ?

What location would make a good site for an
ICP/ECC, if required?

(b) Making a good assessment is criticad to the subsequent

decisons we will make. It is important that the firg responding DHHS personnel congtantly
review the initid sizeup because of the dynamic nature of critical incidents.

(¢c)  Sizeup can be subgtantidly
improved by stepping back from the incident-not only mentdly,
but dso physcdly if possble Digancing onesdf from the
incident may help focus on the sze up process and reduce the
chances of becoming emotiondly and/or physicdly involved in the

rescue activities taking place
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(2 1 Step 2. Identify Contingencies

(@ ldentifying contingencies means thinking about what can
happen. Because emergency events are unplanned and involve danger, risk and confusion;

direction, control. and communications are inherently more difficult

1)  Nothing is as easy as it looks,
2) Everything takes longer then you think it will. and

3) If anything can go wrong, it will

(b) It is important, therefore. that the on-scene or first-
ariving DHHS officid take into account not only the current Stuaion but dso any possble
developments For example, a fire in a building
may cause minor damage. but the use of
gonificant quantities of water to douse the flames

may cause Sgnificant damage to records and

equipment

(c) The IC or UCG will ensure that the Stuation is monitored
for changes throughout the its duration The Stuation, contingencies, and objectives may
change. or resources may be unavailable The plan/structure should change to reflect these

changes
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(3) Step 3. Determine Goas and Objectives

(@ The third gep is to
decide what to do, based on the size up and the
identified contingencies. Gods and objectives are
established to ensure proper resource employment

and completion of criticd tasks.

1) Gods
comprise the overal plan that will be used to control

the emergency. Goals are broad in nature and are

achieved by completion of objectives.

2)  Objectives are specific operations that must be
accomplished to achieve gods. They must be both specific and measurable  One goal may

have several objectives.

3) In s#ting goals and objectives. two things are

important to remember.

The clock cannot be turned back. Injuries and

R
~—

damage that have occurred cannot be changed

b) However. further damage and persondl
auffering can be mitigated

W When the goas and objectives have been identified. they
should be prioritized according to how important or critical they are
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(4) Step 3. Identifv Seeded Resources

The next gep involves identifying what
resources are needed to accomplish the objectives. and mobilizing
them Section V, Resource Support. of Appendix 3 to Functional
Annex B identifies suggested ligs of materids. Every incident is
different. and no list can be absolutely comprehensve The following

guestions guide determining resource needs.

(a) What resources (people and equipment) are needed to
accomplish the objectives? (See Section V, Resource Support, of Appendix 3 to Functional

Annex B for materids lists and team dructure)

) Who will provide them?

() How long will it take them to arive'?

(d) What other agencies need to be involved ?

(e) Are there specia resource requirements for the incident’?

(5) Step 5. Build a Plan and a Structure

Develop a plan of action and
a structure based on the objectives and needed resources
(See the IMS Annex for details on Incident Action Plans.)
For simple incidents. the action plan may be organized

solely by the IC and may not need to be written down In

more complex incidents. the action plan will be a written
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document developed by the team’staft under the direction of the IC/UCG  The incident plan
generdly identifies

(a) Respongihilities and tasks Who will do what (explained
in detal in the IMS Annex to EMERPS)

(b)  The chain of command Who will report to whom

(©) Coordination issues. How different groups will work

together and communicate.

(6) Step 6. Take Action

(@ The find step is to take action on the plan. Incident actions
to accomplish established objectives depend on the extent of damage to the Ste and the
duration of the incident and its consequences.

1)  Sites may be temporarily uninhabitable (eg . due to
a chemicd gpill). while the facility. equipment. and records are undamaged

2) Sites may be patidly damaged, with some portions
of the fadlity essentidly unaffected by the event.

3) At the oppodte end of the spectrum. the facility may
be totaly destroyed by the incident. forcing complete relocation

(b) The IC or UCG determine the timing and actions The

decisgon to execute a pecific step does not necessarily imply the execution of one or more

subsequent steps (especidly in a Stuation with advance warning)  In such a case. the IC/UCG
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may choose to reassess the Stuation before the execution of any subsequent step and to retain
the option to terminate or reverse the process a any phase For incident stabilization. taking
action may include
1)  Mohilizing resources,
2) Sdting up a staging/receiving area
3) Assding in isolation of the areq,
4) Tredting/assging the injured.
5)  Contralling entrance and exit,
6) Isuing warnings,
7y Initisting an evacugion.
8) Edablishing liason.

9) Initigting relocation by deploying key personnd and

equipment to a relocation Site,

10) Providing DHHS chain of command with datus
information as expeditioudy as circumstances

permit. and

=

A primary role of the on-scene or firg ariving
senior DHHS officid is to
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=

Provide a concise. complete. and accurate
Brief Initid Report (BIR) to the operating
unit and DHHS chain of command. A BIR
should be provided on any and ail incidents
involving a response to an emergency or
criticd incident. The following eements in
the order listed, should be included in the
initial report of any and dl incidents when
such reports are required

Identification of reporting officd.

Location of officid in rdation to the overdl
incident

Decription of the dtuaion found
Operating unit(s) actions a the incident dte
Other activities a the incident site (fire
rescue. emergency medica services:
facilities. bomb sguad. etc )

Any requests for additiond support

Identification of a staging area for DHHS or
other support

HiED

B-31



EMERPS - DRAFT Annex B

i) Address the command function (whether
current IC. command be transferred. Unified
Command be edtablished. etc.)

(c) These dements are illudrative and meant to convey the
minima essentid information; reporting additiond maters are & the discretion of the IC  This
may take place telephonicaly, in person, or during a Stuation briefing at a temporarily
established ICP or ECC

) This initid information will be supplemented by regular
status reports provided in accordance with IMS procedures (see the EMERPS IMS Annex).
The IC/UCG will conduct regular meetings for teams and staff These may be as frequent as
at the beginning and end of every workday to assign tasks and to assess the Stuation. A
generd mesting, or dissemination of update reports for al employees, should be held every
day or every other day to give an update on salvage. recovery, and relocation operations.

(e) Use of a toll free number with recording. Worldwide Web
(WWW) Department Home Page. or other media should be employed to disseminate
information

8 Organize an Incident Command Post or Emergency Coordination Center

. Identify location for ICPIECC,
Assemble team(s)/staff,
. Equip the ICPIECC,
Provide gods and objectives,
Monitor resource and work status and report progress, and
Close ICP/ECC when direction and control functions are passed to
operating unit heads.
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After the stabilization process is completed, the IC or UCG. in
conaultation with each affected organizationd dement and DHHS leadership. will implement
necessary actions During a relatively smdl incident, saff a the operator and operations
levels of the operating unit is better trained and able to get the job done, however. as an
emergency escdates to a mgor emergency. with a multi-operating unit and/or wide impact,
some central coordinaion is needed. This “point of overlgp” is usudly the area of disconnect
in incident management; establishing an ICP and/or coordination center is designed to
accommodate the directing, organizing, coordinating, planning, communicating, and evauating

asociated with the event

a.  Temporary Incident Command Post

The IC or UCG may edtablish an ICP in a fixed, ether temporary or
permanent location from which initid incident operations are directed. There is only one ICP
Idedly, the ICP houses the IC or UCG, the planning function, adequate communications, and
operating unit representatives. If housing dl persons at the ICP is impractica, separate areas
may be designated The ICP may be run from a command vehicle, or in a building, and may
ultimatdy transfer responshilities to an ECC, or become the ECC if the dtuation warrants

b Emergency Coordination Center

(1)  An ECC provides a centra, stationary location where key
personnd asss the incident command and control. 1t serves as the hub for management
functions such as gahering. andyzing. and disseminating information Generdly an ECC is
established because of an incident's size or complexity. such as in a high-hazard operation or a
long-term incident  There should be only one ECC  Having more than one adds confusion to
those working in the ECC or responding to the incident
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(al The ECC should be isolated from the noise and confusion
of the incident

(b) The ECC needs status boards and effective
communications capability (see Section V. Resource Support, of Appendix 3 to Functiona
Annex B)

(c) A view of the incident is nice but not essentid

(d) The ECC mug be large enough so that sufficient working
aea is avaladle for the potentidly large number of individuds working there

(e) The ECC location should be announced as soon as
possble so those individuds with certan functiona assignments know where to report.

(2) Coordination Centers generdly consst of a subset of current
operational  equipment.  This may include communications (voice and data), a locd area
network (LAN): shared print cgpability; incoming and outgoing faxes, cabling; cubicles and
conference/meeting areas, furnishings, lighting, desk supplies and paper forms, bathrooms
and. if necessary, showers, monitors (news intercept); power generdion; cameras (ill and
video); videocassette recorders (VCRs), wal boards (incident and resource status); scanners.
radios, pagers and cellular phones. contact lists/phone books, and lists of disaster recovery

sarvice providers

(3) At the nationd leve. the HHSIEOCINDMS Operating Center is
located in the Parklawn Building in Rockville. MD. This facility has working space,
telephones.  conferencing capability. radio. facamile (FAX). and other equipment ready for

emergency’ Use
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(4} Intheregions where no standing ECC or EOC exids. an
ICP/ECC should be egtablished in predesignated conference rooms with telephones. reference
materids. and space for coordinators and managers to function as a team In the event the
ECC is made untenable by the emergency. regions should follow the previoudy referenced
guidelines for ECC establishment and those in Section V. Resource Support. of Appendix 3 to
Functiond Annex B

(5) In the event the exiging emergency coordination fecilities are
rendered unusable by the emergency or critical incident. the IC or UCG, in consultation with
OEP and DHHS leadership, is responsible for designating an dternate ICP/ECC using the
guidelines above, and those in Section V, Resource Support, of Appendix 3 to Functiona

Annex B.

9 AssEmble Team(s)

. Alet team(9),
. Assemble team(s) and assign tasks,
Monitor progress and worker safety, and

Reassgn personnel or dismiss teams as tasks are completed.

Pans provide procedures to organize resources to meet an emergency.
Teams of trained personnd provide the means to execute the plan. Team organization
identifies where personnd will be needed in order to implement the drategies that have been
developed for response and recovery from the emergency. Teams are created in response to a
gpecific function or task defined in the plan Teams are not ddic entities and may dissolve
after performing their function(s Teams may dso change and their members may be shifted
to other responsibilities as the response and relocation gives way to normalized operations and
Stage 4. “Ending Relocation Ste Operations ™
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a Alet Teams

Among the natifications made in response to the emergency, COOP
plans must include measures to dert primary and dternate team members. A notiond

“notification treg’ in the Basc Plan may be used as a guiddine for dert and notification

b Assemble Teams and Assgn Tasks

(1) Teams will be placed on dert. or directed to report to the ICP or
ECC Team functiond aress are activated as the Stuation warrants. Each of these can dhrink
or expand depending on the magnitude of the incident or operationd necessty. Functiona
respongbilities for any postions that are not saffed remain with the IC/UCG  The specific
IMS organizationd dructure for any incident DHHS may face is based on the management
needs of the incident Not dl personnd may be cdled on ste until initid assessments have
been completed, though dl should be ready to respond without delay. The IMS functiond
organization is depicted below.

(2) In keeping with the principles of IMS, our response to an
emergency will be functiondly orgenized IMS employvs a general and command staff concept
As incidents increase in complexity and size. it becomes necessary for the IC/UCG to delegate
magor functiond responshbilities to maintain an effective workload and span of control.

(3) Commeand: As outlined, the on-scene or firgt ariving senior
DHHS offidd, a succeeding officid, or a Unified Command Group Responsble for overdl
direction and control of the incident May include specid and command gaff postions
respongble for public information, legd. etc
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¢ Gened Saff

The four
functions of the generd Hteff
(Operdtions. Planning and
Information, Logigics and
Panning and Information) support
the IC/UCG command function
Each saff section can be further
subdivided as required (e g.. trans-

portation. records management,

services. contracting, €tc )

(1) Operations.
Respongble for dl initid response operations at
the incident. Responsible for directing the SEES 0 Dinastil

operations to meet
incident objectives.

tactical actions to meet incident objectives i T e

(a) Established
only when necessry-not to “overmanage’ the

Communications

incident Liaisons

(b) Assgs the IC/UCG when there are spans of control
problems. the incident covers a large geographic area, or the incident is complex and the
IC/UCG needs assgtance in determining gods and objectives.

(c) Directs and coordinates “tactical” operations

(d) Develops operationa plans
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(e) Requests or seeks release of resources through the

IC/UCG

(H Conaults with the JC/UCG about the overdl incident
action plan

(g) Keeps the IC/UCG informed of dtuation and resource
status

(h) Supervises the staging area manager

(2) Planning:
Responsible for collection, evauation,

) : v Collect and evatuate
H . . H - £ mformation regarding th
dissemination. and use of information about . o s

v Disseminate

incident development and the status of resources. Lo information

v Prepare an action pla

qua% the |nC|dmt c’:‘CtIOI"I p|6ﬂ md inCident" . ) ~ 7 based onincident needs.
related documentation, | | ‘

Madily to meet ¢

(a) Callects

information regarding the incident and resources.

(b) Evduates information received from a variety of

resources

() Disseminates information to the IC/UCG. operations, and

incident personnel. as necessary
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(d) Assgs the [C/UCG in developing an effective incident
action plan based on projected needs

(e) Modifies the plan to meet changing needs
(f) Anticipates changes in resource needs

(g) Prepares dternate strategies and tactical operations based
on incident potential.

(3) LOg|St|CS s v Responsible for
fucililfcs. senvices. &
Responsible for providing facilities. services, "‘““'I““'
¥ May havea

and maerids for the incident The Logigtics comumunication &

medical branch

i . B v Orders equipment &
Section will : S

supplivs

v Mainains inventory of
supplies

v Manages layout &

(a) Initiate activation of incident
facilitics
requests . v Transports personnel

© . and supplies” -

for
supplies. materid, facilities, food, water. toilet facilities,
and esablish a fird ad and ret area

(b) Make arrangements for supplies and equipment (see

Appendix 3 to Functional Annex B

(c) Procure transportation and other support (material
handling equipment. etc ).

(d) Arrange delivery of supplies and materid
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(e) Procure specidized support such as freezer company’
facility space. refrigerated trucks. etc
4 Finance/Adminigtration

v Responsible for all
incident costs & financial
considerations

(a) Req)onSble for al v Future payments

. . . . L. . v Tuture budgeting
financia considerations of the incident. keeping track e hutseiing
v Payvimient of personnel
Costs

of incident-related costs, human resources, personnel

; v Costreeovery
and equipment records, and administering procurement v Incident-related cost
tracking

contracts associated with the emergency or incident. ' v Procurement contracts

v Human resources

v Finance & personnel

1) Create records

hourly diary and file for events and cods.

2) Document mestings, conversations, telephone cdls.

3) Record names and addresses of withesses.

4) Gaher loss and cogt information from planning

Ls30ns

5) Gether emergency service invoices

6) Gather photographic inventories

7)  Gather latet inventories.

8)  Gather records-accounts receivable. payroll. etc

9)  Commence establishing the scope of' loss
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10) Notify appropriate contractors that bids are needed

(b) Functiondl aress are activated as the Stuation warrants
Each of these can shrink or expand depending on the magnitude of the incident or operationa
necessity  Functionad responghilities for any podtions that are not daffed remain with the
IC/UCG. The specific IMS organizational structure for any incident DHHS may face is based
on the management needs of the incident.

d. Command Staff

(1) The Command Staff further assgts the [C/UCG in mantaining an
effective workload and span of control. It can include sifety, liason(s), public information,
legd, and other necessary representation.

(2) The Command Staff works directly for the IC/UCG and has the
authority to make decisions in order to reduce the IC/UCG’s responghilities.

a) A SHety
Officer may be appointed to monitor and assess
safety hazards and unsafe Stuations to ensure

personnel  sfety.

(b) Liaisons

serve as the POC for assigting or coordinating

agencies.

(c) The Public Information Officer (PIO). with the
gopropriste media release authority,. can edablish an incident information center. arrange for
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support for media representatives. coordinate ali releases of dgnificant information. prepare

information summaries, and conduct tours of the emergency scene, as directed by the IC/UCG

e. COOP Teams

(1) For the purpose of DHHS COCP, two types of teams will be
established under IMS to assst in developing, authoring, rehearsng COOP, and managing
Stages 2 to 4 of the COOP. These include.

(a) Emergency Response Team, and
(b) Reocation Team.

(2) Primary and dternate members will be rostered for both; if
additional teams are required, trained primary and dternate team members will form the core

for establishing additiona teams.

(3) The circumstances of each emergency and each operating eement
of the Department differ; these notiona team dtructures outline potential functiond
requirements for COOP implementetion.

f Emergency Response Team ]
> Organize under IMS functions

This is the “home team.” The > Support incident management

ERT is responsble for conducting operations at the > Provide informational support
dfected primary operations fecility or fecilities In and assistance to local responders

accordance with IMS principles, the team will.

> Act as the Emergency
Coordination Center staff

(1) Organize. under the IMS,

. > 4
fiv e functional areas Conduct damage assessment

> Oversee salvage, restoration
and recovery at the affected facility

H3E D
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(Command. Operations. Logistics. Finance/ Adminidration. and
Information and Planning) (as required). and with a Command
Staff (as required)

(2) Manage the emergency in support of the IC

(3) Provide informationd support and assstance to locd emergency
responders, explaining security systems or structurd festures of
the fadlity(ies)

(4) Act as the coordination center staff during the recovery process

(5) Determine the extent of damage (damage assessment).

(6) Conduct or oversee salvage, restoration. and recovery operations
a the dfected fadility.

(7) Begin recondruction of the damaged Ste.

(8) Provide emergency financing.

(9)  Manage human resources. injuries, family assstance. time and
attendance.

(10) Manage legd affars

(11) Handle public information and the media

(12) Prov ide administrativ e support

H3& D

B-53



EMERPS DRAFT Annex B

B-53

Ha D



EMERPS - DRAFT Annex B

1 131 Prov ide liaisons. as required
(13) Support the Relocation Team and relocation effort
¢  Reocation Team

() This is the “away
team * The RT is responsible for preparation o, S Organize under IMS functions
and deployment to the relocation Ste to initiate
critical functions such as relocation of key daff, e C‘?““?”‘f" new location,
establish infrastructure
conduct of limited essentid operdaions as

possible. and preparation of relocation ste(s) for > Relocate ke)" staff
follow-on - personnel > Conduct limited essential
operations

(a) Configures

> Prepare relocation site for
new location. follow-on personnel

_ S Reestablishes voice and data
(b) Establishes

networks
infragtructure;
(c) Relocates key Seff;
(d) Conducts limited essentid functions,
(e) Prepares relocation dte for receipt of follow-on personnd,
(f) Arranges travel, when required, for employees to the
relocetion Ste.
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(@ Coordinates al relocated operating unit functions, and

th) Reestablishes voice and data network

(2) The teams will be saffed with personnd from the gppropriate
operaing unit or Depatmenta dements Where insufficient deffing exists within an operating
unit to gaff al function of the team(s), the team will be augmented with representatives from
other DHHS operating units

(3) The COOP teams remain active until recovery is complete or
termination is directed by the proper DHHS authority to ensure that the operating ement will
be ready in the event the Stuation changes.

10 Conduct Damage Assessment and Sadvage and Recovery Operations

e Make entry into the facility,

e Asxss and document the damage,
. Sabilize the environment,

. Make relocation decision,

. Conduct sdvage and recovery, and
. Begin recondruction of damaged

primary operding fadility.

An accurate assessment of the incident’s consequences. both near- and long-
term. serves as the badis for subsequent decison making. The assessment process should
begin only after the emergency has been brought under control. The first concern should
adways be the safety of individuds The IC/UCG. or designated representatives, and
operating unit or supporting specidigts. as required. shal tour the building and make an initid
evauation of damage They w ill determine whether to activate COOP teams in total. or
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selected functions. and/or if other people and resources should aso be notified and-or
activated

As a generd policy. operating units should avoid using unit personnel for
sdvagelrestoration work: however. the circumstances of the incident may require employment
of unit personnd until contract support can be arranged.

All gaff will be expected to participate in sdvage and recovery work.
performing under the direction of the IC/UCG, until such time as contract or other support can
be obtained Employees and volunteers must take food/rest bresks every 2 hours. Employees
and volunteers should not work more than 8 hours in a 24-hour period. unless deemed

necessary by the Team Leader

a.  Entry

(1) If necessary, the IC or Operations Section Chief will obtain
permission to enter the affected building. They or their representatives will consult with the
emergency responders (fire chief. police chief. dructurd engineers, etc ) regarding facility
dability and safety. In many cases, a fire or safety officid must declare a building safe to
reenter before assessments can begin  If in doubt. do not enter the building Safety for people
is the highest priority

(2) Sdvage and recovery will be appropriate only after human needs
are atended to and buildings are declared safe for entry A great ded of on-site. common
sense decison making will have to be done. In some indances. it is likdy sdvage and
recovery efforts may not be possble for severd days or weeks

(3) In the event the critica incident or emergency stems from a

cimind act. such as an act of terroriam. the incident ste may conditute a crime scene A

HSE D



EMERPS = DRAFT Annex B

“Golden Rule’ for public safety activ ities & a crime scene states  Nothing should be touched
or removed from a crime scene unless ( 1) it is absolutely necessary for performance of your
officid duties (life safety), or (2) it is done with the concurrence of law enforcement personnel
A second rule for public safety activities a a crime scene includes “doing your job using as

few people entering the scene as possible *

(4) Personnd entering the affected facility should be provided with
appropriate persond protection to ensure safety (e g . hard hats, respirators, gloves, etc )

(5) Assess damage to dl aress of the facility as possble The worst
damage may not be readily gpparent  |dentify where weter, fire, destruction. and

contamination are worgt.

(6) If the facility has been closed, or if access is redricted (e.g , if
the incident dte is a crime scene). the IC may need to provide a list of team members to
emergency response officids (fire, lawv enforcement). As people arrive, they may be asked to
show their driver's licenses and Departmentd identification (ID). Access may be redricted to
daylight hours or periods when dectricity is available.

h  Assessment

(1) The IC or his or her designee and selected members of the
COOP teams will assess damage by ingpecting affected areas to determine the nature and
extent of damage The objective is to report to operating element or DHHS senior manage-
ment. within 2 to 4 hours after access to the facility is permitted. on the extent of the damage
to the affected dte. and to make recommendations regarding possible reactivation and/or
relocation
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(2) This effort evauates the initid daus of the damaged functiond
area. and edtimates both the time to reoccupy the facility and the savagesbility of the
remaining equipment This effort may draw members from facilities. property management,
physcad plant, operations. information technology and telecommunications, or other
specidized aress depending on the nature of damage.

(a) Following emergency natifications, the IC has dl
participants report to the designated staging area. Participants are briefed on incident status
and then make preparation for entry and damage assessment

(b) The IC requests permission ste from Fire Department to
enter (if required).

(c) The IC natifies team members, fadilities,
building/property management, vendors, or other specidigts to report to the dte and assist in

the assessment process and cleanup.

(d) Do a wakthrough to get an overview of the problem

(They will not attempt to Start recovery operations )

(e) Participants review and assess the damage to the facility.
All equipment and the extent of damage is listed, including damage to dl support systems
(power. ar-conditionins (A/C), fire suppresson, communications, etc.). Decisons are made
as to what efforts can be initiated locdly. what assstance is needed. and what services must be
contracted out.

(f) Determine if operations can be continued &t the Ste and
plans started to repair damage and repair or replace unusable equipment
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(g} Determine it* gpecid recdl of personnd is required

(h) Determine if the operation can be continued or restarted

with the assstance of only certain functions of the recovery teams.
(i) Determine the anticipated duration of the disruption As a

general guide. duration could be categorized as

1)  Lessthan 1 day
2) Twoto 6 days

3)  One week or more

() Determine if limited essentid operations must be relocated
(either through internal backup or mutua support. or to a relocation Site)

(k) Determine if the afected primary operating fadlity is
damaged or destroyed to the extent that the relocation site must be used and the full COOP
initiated

(1) Obtain gpprovad from the OPDIV/Depatment officias to
initiate purchase orders and contract outsde help

(m)  Determine who is needed to help with recovery efforts and
make the necessary cdls

(n) Determine what Departmental supplies are needed and

what items need to be purchased or procured from outside sources
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(0) Determine if the damage to the facility and records.
facdllities media materid. and equipment is of sufficient magnitude and potentid duration to
implement  relocation

) Determine the extent of damage and which areas need
immediate attention

) Determine if damaged records. equipment. etc . should be

recovered or discarded.

(r) Decide if items to be saved should be packed for freezing,
packed for remova to a drying area, or moved to a nearby drying area

(s) Ass=mble any additiona supplies, and initiste procedures
to acquire and/or purchase necessary items

(3) The IC/UCG, in consultation with the COOP teams, will decide
on its plan of action and then notify senior management  If the action plan requires assstance
from outsde of the Department. DHHS senior management will be notified of the need to
conduct coordination with the other Federal agency or Department.

(4) The COOP teams Operations Sections and heads/designated
representatives of the affected operating units will develop an incident action plan based on
established objectives and priorities

C. Document

The Operaions Section will oversee documentation of damage with
photographs and/or videotape and logs Responsble officids of affected operating units are
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respongble for documentation and for tracking dispostion of records. materia. media. and
equipment
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d Stabilize Env ironment
(1) Measures to dabilize the environment commonly include.
(a) Reducing ar temperaure

1) In winter. turn off hedt.

2)  In summer, turn ar-conditioning down to 65 °F
(b) Reduce humidity

1) Increase ar circulation turn on blowers if outsde
ar is not warmer or more humid than ingde ar and
utilize portable fans and dehumidifiers. (Note: If
necessary to open doors for ar circulation, arrange

for security of arealequipment.)

2) Eliminate source of water. Remove or pump out

danding water

(c) Make emergency repairs to ensure persona safety insde
fadlity.

(2) Be aware of potentia eectrica hazards.
(3) The Logigtics and Operations Sections. and appropriate facilities/

building representatives will work to diminate hazards and stebilize the environment. They

will
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(b)

()

(d

(e)

(0

(4) Note:

Give immediate atention to pumping out standing weter
and starting drying procedures Carpets, furniture. and
equipment may need to be removed Mold and mildew
will begin to grow in 48 hours.

Turn on A/C and use fans and dehumidifiers to reduce
humidity (if hesting, ventilation, and ar-conditioning
(HVAC) sysems are working).

Clear debris from aides and dars. and ingadl portable
generators and lights (if required).

Arrange for protection of undamaged records, materid,
and equipment by remova, covering with pladtic,

boarding up broken windows, or repairing damaged roofs

Arrange for 24-hour security of the building and records.
facilities, media materid, and equipment.

Contact outsde vendors for dehumidification and savege

work.

Any adjusment to the environmentd control systems

(other than turning the system off) requires contacting the property management company or
fadliies management The IC or Operations Section Chief should consult with them on

(a)
(h)

Regtoring eectricity and water,
Using emergency power for lighting.

H3ED
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(¢} Getting HVAC working. and
(d) Pumping out standing water

(5) The IC or UCG will prepare for savage and recovery operations
a the primary operating facility by ether contracting for sdvage. recovery and cleanup. or by
assembling and orgenizing the ERT. RT, and volunteers The Operations Section will

(a) Brief team members on priorities and objectives,

(b) Direct teams to carry out different recovery functions in
accordance with the established incident objectives, and

(c) Maintain contact with designated team leaders.
e. Sdvage and Recovery Staging Area

The Operations and Logigtics Sections will designate and set up a
staging area for remova of records, media, materiad, and equipment to the relocetion Ste or to
gpecid handling facilities. and for receipt of supplies, maerids, and assgtance

(1) Area Salvage Coordinators

(a) Criticd incidents and emergencies often result in damage
to facilities. equipment. and records Salvage operations must be initiated as promptly as
possible to prevent additiond loss or damage from the consequences of the event The
Operations Section and affected operating unit will appoint Area Salvage Coordinators who
will initicte and manage salvage work As a generd policy, operating units should avoid using
unit personnd for salvage/restoration work. however. the circumstances of the incident may
require employment of unit personne until contract support can he arranged Use of outsde
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resources w henever possble affords employvees with time to dea with the loss and worh on

arrangements for trangportation, to a relocation Ste. etc

(b) Area Sdvage Coordinators will

Supervise contract cleaning crews to ensure vita
and/or sdvageable records, facilities, media,
materid, and equipment are not inadvertently
disposed of during the cleaning process.

Supervise contract specidids to ensure identification
and prioritization of vitd and/or salvagesble records,
facilities, media, materid. and equipment are not
inadvertently disposed of during the cleaning

process.

Work in the assgned area of their operating unit or.
as directed, work in support of another Area Savage
Coordinator. A recorder (or assstant) should be
gopointed to maintain a log to document activity and
track digpostion of records, media, materia, and
equipment.

When necessary, assemble a work crew from
operating unit personnd If additional personnd are
required, requests will be forwarded to the
[CP/ECC Supervise personnd and volunteers in
the sdlvage and recovery of records. facilities.

media materid. and equipment

IS8 D
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5)  Concentrate on practica savage;, work from best

condition to worg.

6) Determine where materials can be packed, stored, or
dried. Reguirements exceeding avallable resources
should be forwarded to the ICP/ECC.

7  Assemble supplies and set up work aress.

8) Protect property from further losses. Arrest ongoing
damege, if possble, by covering and saving
undamaged items fird. Use makeshift covers such
as lumber, pieces of building, etc., to protect
records, materid, facilities, media, and equipment.

9) Pace records, materid, facilities, media, and
equipment on makeshift pdlets to air and/or stay

dry.

10) Provide security if possble-especidly for sengtive
or rare records, materid, facilities, media, and

equi pmen.

11) Keep track of what goes where.

12) When authorized, assst employees in recovery of
persond  belongings.
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f Relocation Decision

(1) Based on the assessment of damage, the duration of the
disruption, and the anticipated recovery time, the IC/UCG will recommend that operations
resume from the primary operating facility, or that a phased relocation be implemented.

(2) Circumgtances vary from emergency to emergency, and the
“tolerance” of essentid functions to disruption varies. The following broadly defined
parameters provide a basdine for the relocation decision, and reflect the categories of

emergencies outlined in this annex's Planning Assumptions.

(a) Minor Damage. Operations can be restarted in a short
tune with no specid recdl of personnd. The event involves limited amounts of noncritica
records, materid, media, or equipment items that DHHS operaing dement daff and/or the
property management or facilities Department can handle without outsde assstance or
expertise. The DHHS Operating Unit head/responsible officid will manage the response and
recovery from the incident. Full team activation will not be necessary. Anticipated downtime
is less than 1 day. Damage could be to the facility, mechanicd equipment, eectricd

equipment, or hardware or software.

(b)  Moderate Damage. Selected teams will be caled to direct
restoration of norma operations a current Ste. Etimated downtime is 2 to 6 days. Mgor
damage to hardware or facility. Moderate emergencies are those that involve substantia
numbers of records, materid, media, or equipment, or where physicd damage is likey to be
more severe, and where help or expertise from outside the DHHS Operating Unit is likely.
Emergency natifications within the Operating Unit and Department will be followed as far as
the DHHS Operating Unit head/responsible officid feds is necessary. Assigtance from the
ERT may or may not be necessary.
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(c)  Major Damage (Catastrophic). Damage is extensive.
Regtoration will take upwards from 1 week. Facility could be completely destroyed. All
teams will be cdled to begin a totd implementation of the COOP. Mgor emergencies are
those that involve dgnificant numbers of records, fadlities, media, materid, and equipment
where physical damage is severe, and where expertise and assistance outside the OPDIV and/

or Depatment will be required. Emergency notifications will be followed completely.

(d) NOTE: Because of the varied nature of potential

incidents and emergencies, these dejinitions are provided only as general guidelines.

(3) Relocation Site Policies

(@)  Once the decison to relocate is made, key officids and
RTs, with necessary supporting personnel, may be directed to relocate to relocation Ste(s).
This may occur prior to an event when natification of a criticd incident (forewarning) is
provided.

(b)y  Officids responsble for the DHHS assgned aress in
relocetion Stes, or for entire relocetion Stes, shall maintain such aress in a condition of
readiness for activation. A long lead time for preparation may not be assumed. The
responsble officds shdl peform the following functions

1 Annud review and confirmation of tenancy or use

arrangements and agreements.
2) Annud inventory of furniture, equipment, supplies,

and vital operating records designated for emergency

use.
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3) Peiodic testing of communications and other
gandby equipment or systems available to HHS.

4) Prompt correction of any deficiencies.

5) To hdp assure that each predesignated facility will
accommodate and support its assgned relocation
mission, the appropriate EC(s) shal peform an
annud phydcd inspection and submit a written
report to the respongble officid of findings and
recommendations for improvements. Information
copies of al ingpection reports shdl be provided to
OEP.

(4) Rendezvous Points

In the event that employees are unable to return to work because

of the moderate or severe damage to their primary operating facility, they shal report to
designated rendezvous points for assgnment to a new duty dation. Rendezvous points or

assembly areas should be located, when possible, within no more than 20 minutes driving time
of the primary operating facility.

11. Provide Public Information
d. Public Information
(1) Public rdations is a sendtive area, and

the greater the emergency, the greater the leve of media interest.
The media will go to the source that is mogt willing to furnish
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information, whether that source is an authorized, authoritative source or not. While public
affairs guidance from the Assstant Secretary for Public Affairs (ASPA) or other DHHS higher
authority should be gained if time permits, locd ground rules for media contact must dso be
established.

(2) One of the k~y questions the media aways asks is the dollar vaue
of damage or loss. Once given, such a figure can take on a life of its own-and has often been
an embarrassment to the officia or office thet furnished it. Great care must be taken in
responding to questions relating to the extent and number of personnel injured, or otherwise
affected by the emergency, as well as the dollar vaue of loss.

(3) Emergencies and disasters generate keen public and news media
interest. The Dedgnated Officid/Senior Officid will designate a spokesperson PIO for the
operating eement to interface with the media, as required. DHHS guidance for dedling with
the news media in the event of an emergency or disaster will be sought, and brought to the
atention of dl personnd.

(4) The PIO will assess the public relations scope of the emergency,
in consultation with senior management if necessary, and determine the appropriate public

reaions course of action.

(5) The mog difficult time to maintan good public relaions is when
there is an accident or emergency. Public reations planning is required so tha when an
emergency aises, inquiries from the news media, friends and relatives of aff, or the public
can be handled effectively. While we cannot expect to turn a bad Stuation into a good one, we
can assst in making sure facts presented to the public are accurate and as postive as possible,
given the Studion.
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(6) Itisin our best interest to cooperate with the media as much as
possible, so that they will not be forced to resort to unreliable sources to get information that
could be untrue and more damaging to the Department than the facts.

(7) Therefore, it is the policy of DHHS in time of emergency, to:

(@) In instances where media are notified immediately, due to
fire depatment or police involvement, have the PIO
proceed to the scene a once to gather initid facts.
Emphasis must be placed upon getting pertinent
information to the news media as quickly as possible.

(b)  Have the ASPA sarve as the authorized spokesperson for
the Depatment. All public information must be
coordinated and disseminated by higher daff.

(© Refran from releesng information on personne casuaties
until families have been notified. Once families have been
notified, names of those personnel should be released
quickly to dleviate the fears of relatives of others.

(d) Provide factud information to the press and authorities as
quickly as facts have been verified, and use every means
of communications avalable to offsst rumors and

misstatements.

(e) Avoid speculating on anything thet is not postively
veified, including cause of accident, damage estimates,
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()

()

(h)

@

0)

(k)

M

losses, ec., (fire officids normdly release their own

damage estimates).

Emphasize positive steps taken by the Department to
handle the emergency and its effects.

Maintain a log of dl incoming cdls to ensure a quick
response to media and other requests.

Maintain a log of al information released to the media

Prepare news releases on a periodic bass for distribution
to the locd media list.

If employee injuries or fatdities are involved, notify
personnel  representatives to send agppropriate management
personnd to the homes of the involved families

Personnel representatives will notify the PIO and staff as
soon as families have been informed. This will permit the
release of names and addresses of victims so that families
of those not involved can be relieved of anxiety.

Contact the public relations director(s) a the hospitas
where injured have been taken to coordinate the release of

information.
Schedule periodic press conferences, taking into
condderation DHHS management personnd who will be

participating.
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(m If the media wants to photograph physca damage, the
PIO will clear the request with the IC prior to gpproving
the request. The PIO or representative will accompany dl
photographers.

(n)  Coordinate followup news releases after the immediate
emergency has passed to present the Department in as

postive a light as possble. Possble topics could include:

1) What has been done to prevent recurrence of this
type of emergency?

2) What are plans for reconstruction?

3) What has been done to express gratitude to the

community for its help?

4) What has been done to help employees?

(0) Stuations cdling for implementation of emergency public
information measures may include, but are not limited to:

1) Sydgems mdfunctions disupting the normd course

of operations,

2) Accidents, particularly when persond injury results,

3) Naturd disssters, such as fires, floods, or tornadoes,
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4)  Terorig incidents, and

5)  Civil disorders, such as riots and sabotage.

b.  Public Information Organization

The ASPA, with representatives on the COOP teams, will act or direct
a representative to the PIO for the Department’s response to the incident. In their absence the
responsibility will revert to the IC or UCG representative on the scene.

The PIO will be the interface between DHHS and the public or news
media.  Copies of dl satus reports from the IC/UCG will be forwarded to the PIO for
potentia vaue in information digtribution for good public reations.

(1) Preparation Requirements

(a) Exiging reationships with locad media will be utilized to
notify the public of emergency and recovery satus. The PIO will maintain up-to-date contact
information for the media and other required parties.

(b) In cases where long-term media coverage is anticipated, a
Press Room or Joint Information Center (JIC) will be established in the ICP or ECC, or in a
fecility in proximity to the incident Ste and the ICP/ECC. Support and services for the media
will be provided by the PIO in conaultation with the IC/UCG. Coordination with information
technology or tedecommunications providers for additiond voice and data communication, if

required, will also be made.
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(¢)  Trandgtion Key Personnel, Critical Functions,
Equipment, and Records to the Relocation Site(s), and prepare the Relocation Site(s) for
Receipt of Follow-on Personnel
1) ldentify key personnd, critical functions, records,
and equipment (from Stage 1).

2) Identify key personnd, criticd functions, records,
and equipment (from Stage 1).

3) Move essentid personnd, functions, records, and
equipment to the relocation Ste.

4)  Conduct limited essentid operations as soon as
possible.

5) Prepare the relocation Site(s) for receipt of follow-on
personnel (see the Relocation Appendix to this annex).

6) Phase follow-on movements of functions, personnd,
records, and equipment to the relocation Ste,

(d) In Stage 1 (Pre-Emergency) of the COOP, operating units
musgt (1) determine the most critical functions that the agency must perform if it must operate
under other than norma business conditions and in a facility other than its norma place of
busness, (2) identify which records are required to support those critica functions and the
reconditution of norma operations, (3) identify which personnd are essentid to maintaining
critica functions; and (4) determine what equipment is needed to support the relocated
personnd and functions.
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(e) The RT’s tak is to edtablish a functioning relocation Ste
as quickly as posshble. The gods are, as soon as practica, to provide capabilities for
pesonnd to perform, or assst senior officids in performing, essentid functions from the
relocation dte, and to prepare the Ste for receipt of follow-on personnd.

) The initid cadre (the RT) should be able to ensure

performance of these functions.

1) Monitoring the Stuation;

2) Monitoring the status of personne and resources,

3) Asesing the gtudion;

4) Reporting the status of relocation operations to other
DHHS components;

5) Paming and scheduling relocation Site operations;

6) Providing decison meking and other office support
to relocated key personnd;

7) Prepaing and dissaminging ingructions, and
reporting back, as required;

8) Monitoring DHHS fiedd dements and other deployed
personnel, as required; and

9) Teminating relocation dte operations, when
directed.
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(2) Flyaway Kits

Each operating dement has a reativdly smdl number of
references, databases, procedures guides, and the like that are used repetitively. Assembling
these documents in a briefcase(s) or box(es) S0 that they could be carried out of the facility to a
new dSte “on the way out” assds in resuming operations rapidly a a reocation Ste. Such
documents and media should be identified in accordance with Department vitd record and
automation security procedures. Compiling a “flyaway kit” of essentia documentation for key
personne speeds reestablishment of essentia  functions.

. Stage3

VIl. STAGE 3

A. The firgt personnd desgnated to relocate in Stage 2 ensure the continuity of
criticd  headquarters functions, and prepare the relocation ste for receipt of the follow-on
dements. Stage 3 then provides for a phased transfer of follow-on essentia personnd,
functions, equipment, and records.

B. Once a decision to execute a phased relocation of follow-on personnd, functions,
equipment, and records has been made, personnd identified by management to go home
pending recal are placed on adminidrative leave. If the Studtion is anticipated to continue
past 5 days, such personne will be notified that they are ether to report to the relocation site
or some other ste, or be placed on furlough. Personnd put on furlough at this point may use
earned annud leave to continue their pay until such time as it is exhausted, or they are notified
to report to ther origina, or another designated, duty station.
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C. If the decison is to execute full relocation, all personnel are expected to report to
the rdocation Ste. Those employees who are unable to relocate (Single parents with smdll
children who cannot make arrangements for child care, persons handicgpped in a way that
renders them unable to relocate, persons requiring medica atention that would be unavailable
a thar reocation ste) will be placed on annud leave or leave without pay until they are
notified to report to their origina, or another designated, duty dation.

D. The Desgnated Officid/Senior Officid a each Ste has jurisdiction over the
activities conducted a the relocation facility. Relocated personne begin operations at the
relocetion facility as quickly as possble.

E. Once operations are edablished at each relocation facility, the norma reporting
process within the operating dement begins. The Designated Officid/Senior Officid a each
dgte is advised of dl internd adminidrative or logisicad matters at the facility and serves as the
designated spokesperson for all communication and coordination between that facility, other
relocation Stes, and al externd entities, unless otherwise directed.

Stage 4

VIIl. STAGE 4

A. Ending Relocation Site Operations

1. In Stage 4 the organization and functions are being trandtioned from the

relocation Ste back to the organization’s origind home dte, or to a new home dte, as dictated

by events and conditions.

B-80

H58-D



EMERPS - DRAFT Annex B

2. The organizational objective is to continue essentia operations during the
relocation and to make the move as safdly and efficiently as possble. Relocation

consderations are documented in the Relocation Appendices to this annex.

3. Reocaion operaions will end when the Desgnated Officid/Senior Officid

determines that;
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a.  The threat to the home ste has ended, is not likely to recur, and the

home site can be reoccupied; and

b. A new home ste can be occupied.

4.  The process of moving from the rdocation dte to the old or new home site
is generdly the same as that of moving to the home dte, in that it is the objective to continue
essentid operations during the move, and to make the move as safdy and cost effective as

possible.

5. If the move from the rdlocation dte is to a repaired or rebuilt origind home
dgte, then a number of consderations must be addressed, not the least of which is to ensure the

Saellocad authorities requirements for safety, etc. (unless specificadly exempted) have been
met.

6. The specifics of the move are addressed in the Relocation Appendix to this

annex.

IX. RESOURCE REQUIREMENTS

A. Logistics Support

1. In generd, it is the policy of DHHS not to stockpile supplies and repair parts
solely to support emergency operations.

2. If there is adequate warning, logistica support-supplies, tools, parts-may be
moved to an dternate location; however, there are regulations and procedures that address
remova of materid (by type) from its assigned ste.  You should be familiar with these before
identifying items to be moved. If there is no warning, logistics support may have to be
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procured from operating element or Department assets, borrowed, or obtained by loca

purchase contract.

3. In an emergency necesstaing relocation, if waning permits, the supplies
and parts necessay to sudan the organization will be moved with the organization until it is
estimated that resupply can be made through normal sources.

4,  When the emergency is of a nature or duraion that precludes the movement
of supplies, repair parts, operating and maintenance manuds, tools, test equipment, etc., to the
relocation Ste, supply and maintenance support will be obtained from Government sources if

feasble (operating element, Department, or other Government assets), borrowed, or obtained
by locd purchase contract.

X. REFERENCES
See the EMERPS Basic Plan.

Xl.  TERMS AND DEFINITIONS

See Appendix B.
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APPENDIX 1TO
FUNCTIONAL ANNEX B

ANALYSIS ~<lzmzse PLANNING TOOL

PLANNING

THE EMERGENCY
MANAGEMENT AND
ENTERPRISE RESUMPTION
PLANNING SYSTEM (EMERPYS)

STAGE 1
Preemergency

Stage 1. Plans and preparation to implement the Continuity of Operatlons Plan (COOP) are
made maintained, and exercised. :

l. INTRODUCTION

A. The message from those who have experienced emergencies is that, without a
plan that provides for top down direction and coordination of recovery tasks, inefficiencies
will result that extend the length and severity of the disruption to our enterprise. Most
emergencies happen without warning; those with a plan sand a sgnificantly greater chance of
successfully weathering the event.

B. Since every operding unit of the Department is different, plans will need to
reflect the difference in core functions, relocation dtes, recovery timeframes, and so forth. A
well developed plan will provide the guidance required during a climate of crigs, and will
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ensure vital issues will not be overlooked. When designed properly, the plan will guide even

inexperienced employees in helping the organization recover.

C. COOP should be a concern for the entire organization. It is not limited to the
emergency coordinator, or computer network management. All Department managers must be
responsible for the development of the COOP procedure: within their own areas as well as
participating in the recovery plan for other dements of the Department, and the Depatment as
awhole. Each organization must be able to activate its own portion of the plan in concert with
the overdl Depatmentd effort. Support functions such as building mantenance and facilities
need to be part of the plan.

. CONTINUITY OF OPERATIONS PLAN DEVELOPMENT

A. This gppendix offers an overview of Stage 1 COOP planning. It:

1. Outlines a COOP planning process,

2. Provides a suggested format for a system of plans, including a basc plan,
functional annexes, and incident or hazard-specific appendices;

3. Dealls key seps in COOP planning; and

4. Details components of the suggested plan format.

B. COOP requires extensive, detailed planning that is inappropriate for inclusion in
totd in this gopendix. Both Government and private sector courses, publications, and

programs are available to provide indepth plan development and COORP training.

C. This gppendix incorporates current planning doctrine from both the Federa
Emergency Management Agency (FEMA) and the Generd Services Adminigration (GSA)
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regarding emergency and COOP plan development. References are cited in the EMERPS

Basic Plan.

1. PLANNING GUIDANCE

A. The process of developing a COOP includes organizing the project, conducting a
rsk assessment and impact andyss, developing a recovery srategy, documenting the plan,
and training and testing the plan.

B. There are a variety of documents that are key to developing a COOP. They dtart
with the Occupant Emergency Plan (OEP) developed for each operating unit Site, and may
aso include those nationa-level plans, such as the Federd Response Plan (FRP) or Nationd

Oil and Hazardous Substances Contingency Plan (NCP) for which your operating element has
some role and responghility. Each has a different focus and purpose. The OEP focuses on
protecting life and property in federdly occupied space under certain emergency conditions,
and directs the formation of an occupant emergency organization to perform emergency tasks.
The FRP, NCP, and other comparable plans focus on our role in providing support for
domestic emergency operations in which there is Federd involvement. Additiondly, the
nationa plans put DHHS in the broad context of Federd response to a mgor disaster or
emergency, while the OEP is concerned with getting DHHS employees and customers safely
out of a fadlity under a variety of threat conditions.

C. Because these two entities are different in their scope and purpose, there
necessarily needs to be a bridge or some means to bring them together in a productive working
relationship. A sysem of plans, which includes generic components that provide universdly
gpplicable guidance, and specific components that identify each DHHS operating eement’s

roles and responshbilities under a variety of emergency conditions, serves that purpose.

D. The COOP focuses on each eement’s responshbility to continue essentia
functions, both interna and externd, under emergency conditions, including emergency
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relocation to an dternate ste. For the purposes of this gppendix, a “function” includes the
task and necessary personnel, equipment, and records to perform the task.

E. The dassfied Continuity of Government (COG) annex focuses on DHHS' roles
and responghilities in a comprehensive and effective program designed to ensure surviva of
our conditutiond form of Government and continuity of our essentid Governmenta functions
in the face of a catastrophic emergency.

F. The Emergency Management annex identifies DHHS roles and responshilities
under the various nationa response plans, and our own satutory authorities, to save lives and
prevent human suffering. Much has changed since the Department first published the
Emergency Management and Operations Plan in 1983. The FRP, published in 1992; the 1996
Federa Radiologica Emergency Response Plan (FRERP); and the 1996 Terrorism Incident
Annex to the FRP have dramaticaly improved the capability of the Federd Government to

respond to the nation’s needs in time of criss.

G. The following discusson centers on drafting a COOP, and provides an overview
of the process, however, this guidance may be agpplied to any emergency planning process, and
the broad range of threats and hazards that threaten our enterprise. Individuad Site-specific

plans will necessarily require taloring to fit the organizationd misson and needs.

1.  Project Organization

a.  The drafting of a system of emergency plans is best accomplished by
capitdizing on the wide aray of tdents and disciplines avalable within your and other DHHS
operating eements. To orchedrate this undertaking, project organization includes the
following geps.

(1) Edablish and form a planning team,
(20 Edablish authority,
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(3) Issue a mission statement,
(4) Establish a schedule and a budget, and
(5) Conduct risk and impact analysis.

h.  The team members typically develop, implement, exercise, evaluate,
and maintain the plan, and execute it if necessary. In the case of co-located operating
elements, such as those located in the Parklawn Complex, planning team members may be
drawn from elements outside of the element drafting the plan. For example, if the Program
Support Center (PSC) provides information technology support to the operating element(s),
then participation by PSC in the planning process is important to ensure al aspects have been
addressed. This requirement must be coordinated with PSC, or the other elements from which
you must draw specialized support.

c.  Having planners from the areas for which the plans are being
developed is important in two ways. Much of the success in getting resumption plans
developed in a timely fashion comes from the relationship that the planners have with the
functiona areas. Not only are the planners familiar with the areas, which gives them
knowledge of the key people and resources, but the areas are familiar with them. With this
relationship aready established, the development of the plans goes more smoothly and quickly.
Members identified to fulfill roles on the COOP teams (Emergency Response Team (ERT) and
Relocation Team (RT)) should participate in the planning process to ensure familiarity with,

and input to, the planning process.

d. The support from DHHS and operating element senior management is
critical both at the beginning of the development effort, and through to completion.  Periodic
status updates should be provided to keep management abreast of plan development.  Tests
(exercises) should incorporate management representatives to ensure their familiarity with the
p'an, gain input, and sustain the commitment of all parties to plan completion.

e.  Once the planning team is formed, the organization is in place, and the
planners trained, the scope of our project (time and resources) should be gauged. For large
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operding divisons, it may take a long-term effort to address dl the necessary planning
requirements. Before actualy beginning development of the plans, a work plan and objectives
should be established to focus attention on, and prioritize critical tasks.

2. Risk and Impact Analysis

The planning team darts the detalled COOP planning process by considering
any possble threat to the organization's ability to maintain continuous direction and control
over DHHS resources. Risk and impact analysis conducted during development of the COOP
identifies a range of scenarios for which the plan could be implemented. (An extract from the
GSA’s COOP Student Manua and other sources is included following this COOP devel opment

overview to provide an overview of risk management.)
3. Risk Assessment

a. A risk assessment identifies the type of disasters a specific DHHS
location is likely to endure. Risk management encompasses the entire spectrum of activities
(including physicd, technica, and administrative controls and procedures) that leads to cost-
effective security solutions. Risk management seeks to achieve the most effective safeguards
agang criticd incidents or emergencies. Managing risks means not only identifying thredts,
but dso determining their impact and severity. Some threets require extensve controls while

others require few.
b. Andyzing riks includes seps to:

1) Andyze capabilities and hazards;

) Review interna plans and policies,

)  Meet with outsde groups,

4) Identify codes and regulations,

) ldentify criticd functions, pogtions, records, and equipment;
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(6) ldentify internd resources and capabilities,
(7) ldentify externd

resources

(8) Conduct a vulnerability andyss
(9) Lig potentid emergencies,
(10) Edimate probability; and

(11) Assess impact.

4.  Impact Analysis

a.  Impact andyss involves determining the cost of not being able to
transact essentid functions. This incudes tangible (cost of damage, loss of function) and
intangible (negative publicity, eroson of image) cods Assets may be categorized as tangible
and intangible and indude the following:

Facilities
Personnel
Hardware
Software
Supplies
Documentation
Data

Reputation
Moativation
Morde
Gooadwill

opportunity

b. It may be farly draightforward or more abdract; in any event, the
intent is not to get an exact answer, but to identify what is criticd to keeping the organization
in operation. This step will determine the breadth of the COOP. Overprotecting may cost
unnecessary resources, while underprotecting may give a false sense of security. Impact

andyss mudt:

(1) Assess the potentid human impact;

HS8-K
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(2) Assess the potentid enterprise (i.e, business) impact on:

(a)
(b)
©)
(d)
(e)
()
(®)
(h)
(1)
()

Personnd,

Physcd  plant/facilities/property,
Vita records,

Essentid  functions,

Software  integrity,
Teleprocessng network security,
Database integrity and security,
PC and microcomputer security,
Sengtive information protection,
Classfied information protection,

(3) Assess internal and externd resources,
(4) Add/sum the above; and

(5) Develop a recovery drategy.

5. Recovery Strategy

a.  Once the tangible and intangible impacts have been determined,

decisons can be made regarding a strategy of how best to provide support following a

disruption. There are a variety of drategies avalable to planners and management-options are

limited only by your imagination and the avallable resources. Required decisons include

taking measures to:
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(1) Determine feashle safeguards:

(a)
(b)
©
(d)

Consder severd options,

Eliminate those not meeting COOP requirements,
Avoid overly sophigticated or costly solutions, and
Mix to ensure the most cogt-effective solution.

(2) Conduct tradeoff andyss

(@)
(b)
©
()
(e)

Security  requirements,
Cost/benefit,
Avallahility,

Reigbility, and
Maintainability.

(3) Select best recovery measures:

(a)
(b)

Maximum protection/minimum cod, and
The best solutions are often a combination of high and low
cog dternatives supported by srong adminidtrative

controls.

(4) Conduct feasibility study:

(a)
(b)

Prdiminary cos/benefit anayss

Impact on current organization

b. The rlocation appendix to this annex outlines options when

emergencies impose a disruption, or cause relocation of key personne and essentid DHHS

functions, equipment, and records. Strategic gpproaches can, for example, include leveraging
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internal  resources, invesing in mutua support agreements, utilizing outsourcing of tasks
during disruptions, shifting recovery responshility to service providers, or shifting workloads
to other locations. Described briefly, some options include the following.

(1) Temporaily assgning the responshility to peform your
functions to another component of your organization, or another DHHS organization,
which performs those functions using its personnd and equipment, or augmented by your

personnd until your operationa element is able to resume operations.

(2) Using ancther dite's fadilities during periods when they are
not normaly utilized until your primary operating facilities can be restored or a permanent
fecility placed into operation.

(3) Peforming your essentid functions from a “rdocetion dte’
(a gte equipped to support designated operations) until routine operations from the primary
operating Site or a permanent site may be resumed. Relocation Ste options generdly

include :

(a) “Hot dsite. ” A prepared dte with work areas, hardware,
telecommunications, technica support personnd, €tc.

(b) “Cold ste” An empty facility or lease space thet is ready
for occupancy. Immediady after the emergency work
arees are edtablished, and equipment, materials, and
support services are shipped to the location.

(©) “Internal backup. ” Ancther DHHS facility in another
region is used to provide services on an emergency bass.
This requires coordination and possible displacement of
personnel at the backup dte.
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(d) “Mutual support agreement.” An agreement with another

agency or Department to share resources after an

emergency.

(e) A combination of these options. For example, in an
internal backup or mutua support agreement, while
essentia functions and processes are assumed and
continued for a short time by another agency or
Department, the operating unit may deploy key personnd
and records to a relocation site, and procure and configure
replacement hardware. When the relocation ste becomes
operationd, functions can be “cut over” from the internd
or mutudly supporting agency or department to the
relocation dte. As soon as the operating unit’s permanent
faclity is avalable, the functions, personnd, equipment,
and records would be moved from the operationa cold

gte to the member’s own fadility.

6. Documentation

A wdl thought out, documented plan will provide step-by-step directions on
implementing the COOP drategy. It will prescribe functional teams of employees who are
trained in the skills necessary to initiate and execute the COOP. Documenting the plan ensures
that a criticd component is not overlooked in the high stress Stuation of a recovery effort. It
is important to ensure that change control procedures are in effect to keep the plan up to date.
Appendix 2 of Functionad Annex B provides a useful forma for compiling an enterprise
resumption, or COOP.
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roles and responshilities. Alternate members should dso be included in the training.

7.

Develop:

(1) The plan,

(2 Executive summary,

(3) Emergency management eements,
(4) Emergency response procedures, and
(5) Supporting documents;

Identify challenges and prioritize activities,

Write the plan;

Continue to coordinate with outsde agencies,

Maintain contact with your other organizationa dements
Review and revise;

Seek find approva;

(1) Management Review,
(2) Senior management approva, and
(3) Appropriate budget.

Didribute the plan;
Implement the plan; and
Integrate into operations.

Exercises and Training

HS8-K
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+ Egadlish a traning schedule,
« Pan and conduct training activities for team(s), and
o Conduct employee training.

The plan must be tested on a regular basis. A smulated emergency will
exercise the plan, identify any wesknesses, and demondtrate interaction between the
paticipants. A critique of the plan’s performance will normdly result in minor modifications
to the plan. Few COOPs operate pefectly as initidly desgned. Since adjusments and
corrections are needed regularly, recovery plans should be easy to update and change, and
periodic testing contributes to maintaining currency.

« Conduct periodic tests, and
+ EBvduae and modify the plan.

All DHHS operating units will establish an internd exercise and training
program to ensure personnd are familiar with the contents of the COOP, and are able to

perform ther essentia functions from their relocation Ste

a.  Awareness Training

(1) Enterprisewide training is an important part of an ongoing,
proactive approach to preparedness. The most important audiences for COOP training

include :

(@) Senior  management,

(b) Functional management and employees involved in COOP
and implementation, and
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() The generd employee population.
(2) Senior management, functiona management, and employees
should be given awareness-leve training through both the development and sustainment
phases of COOP.

(3) As the project is initiated, senior management should be
briefed on the project work plan, and a commitment should be sought to support the
planning process with the necessary resources. Senior management should also be gpprised
of the following.

(a) The reaults of risk and impact andyss should be provided
in a summary briefing to educate management on the methodology and standards employed.

(b) Pan devdopment and implementation to identify

approaches and to gain buy-in to enforce standards across the organization.

(c) Ted (exercise), evduate, and maintain the plan in order to

gan support, and to ensure procedures and standards are followed.

(4) Employee awareness traning is an important tool in ensuring
that al understand their roles and responghilities. While the intent is not to make every
employee a professonal COOP planner, raisng the level of awareness and knowledge
provides “lifeguards’ for the safety of employees and the continuity of HHS operations.
Awareness training aso provides a sense of security and assurance. This knowledge indtills
a ense of comfort in employees by identifying the commitment of senior management to
their protection, and the presarvation of the assets of the organization. Since most response
to emergencies gart with individual responses, employee awareness ensures successful
implementation of emergency procedures, and implementation of the COOP. Benefits

include :
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(a)

(b)

©)

©)

(e)

®

(g

Employee awareness of ther roles and responshilities.

Awareness of emergency response procedures, thereby

mitigating losses in a criticd incident or emergency.

Awareness of prior preparations required of employees to
prevent or mitigate losses, especidly when advance
warning may be available for certain events.

Knowledge of what to do prior to, during, and after an
event, based on the palicies, procedures, plans, and
preparations contained in the written plan

Knowledge of the persona and professional impact of

disasters and procedures to avoid or mitigate such

impacts.

Identification of persond and professond roles in
implementation of the COOP.

Training for employees should begin with new employee
orientation. Genera employee population awareness
traning should emphasze HHS commitment to ther
protection and COOP's role to that end. The training
should avoid overburdening employees with details, but
indead should emphasize examples, and a generic
overview of the plan. Areas worthy of detailed review
include dert and natification, evacuation procedures,
reporting of criticd incidents or emergencies, and

management of bomb threats and security matters.

HS8-K
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(h)

Training for sdected and potentia team members in the
Incident Management System (IMS) and its gpplication in

the Operating Unit's COOP.

Suggested Training Contents

Mission and Objectives of the COOP.

A review of COOP palicies.

A review of citica functions.

Brief examples or case sudies.

Pamphlets, brochures, or other handouts concerning both persona security
and safety measures, and those that gpply to family dissster safety, handling
of bomb or security threats, etc.

Emergency procedures in the COOP.

Evacuation procedures and routes.

Employee information (how to obtain information regarding an incident that
occurs during nonoffice hours .)

Asdgance avalable to families

Critica incident stress assgance avalable to employees.

A wadlet-gzed card with emergency contact employee information phone
numbers and names of points of contact (POCs), and other vitd information
necessary in an emergency, such as the Six-Step Process outlined in Stage 2
of the HHS COOP annex.

(5) Traning for sdlected and potentid COOP team members
should begin from the very beginning of ther involvement in the COOP process. The

traning should emphesize

(a)

(b)

A generd overview of COOP and how it relates to and
augments Department policies and procedures, objectives,

and assumptions in COOP.

An overview of policies and regulaions pertinent to the
organization, guidelines, and a conceptud understanding
of essentid functions, supporting equipment, and vita

record requirements.

HS58-K
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(©) Specific procedurd aspects of developing and
implementing the COOP. Team member training must
review in detal the roles and responghilities of members.

(6) This approach provides a clear understanding of COOP
terminology, utilization of an accepted methodology, and enforcement of documentation
gandards throughout the organization.

(7) FEMA’s Emergency Management Inditute (EMI) offers
training in Incident Command ether in resdence, a your dSte, or through distance learning
or independent study. GSA Interagency Training Center offers continuity of operations
traning ether in resdence or a your Ste. Both provide the means to train team members
and sdected key personne in plan devdopment, plan implementation, and incident
management.

b. Role and Responsbility Training

(1) After the plan is developed and implemented, personnel assgned
to COOP teams need training with regard to the provisons in the COOP. Although these team
members have developed and implemented the plan, training is essentid in order to gain an
understanding of the plan from severd pergpectives. These include:

(@) The team membears specific roles and responghilities in
the execution of the plan;

(b) Description and location of relocation ste (if

predesignated), including unclassfied map showing
route(s) to relocation stes, if gpplicable;
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() Alerting diagrams and indructions on use;
(d) Individua team assgnment and copy of officia order
gppointing member to a team,

(e) Guidance on persond and family preparedness and
protection planning;

() Interdependencies of individud operating dements plans,

(g) Ongoing evauation and maintenance of the COOP; and

(h) A thorough understanding of procedures, including
notification procedures.

(2) Crosstraining is encouraged (i.e., joint vists by team
members to relocation gStes, training among teams from different operating eements, etc.).
Individua vidts to reocation Stes are recommended. Arrangements should be made
through OEP. Assgnees unable or unwilling to participate in group orientation activities
should be contacted and a persond briefing offered.

(3) Emergency management and enterprise resumption planners
and officdas shdl maintain current records of briefings orientation, and participation of
emergency management and enterprise resumption team members. As a minimum, these
records shdl include the name, organization, and date of vidt or other training activity for

each member.

8.  Sustainment Training and Exercises

a.  While COOP team members may have been wdl trained in ther roles
and responghilities in the plan, exercigng the plan is essentid for verification and vdidation of
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the strategies and procedures. Periodic exercises, including a written scenario, guiddines for
employee actions, and an evaduation program ensure we mantain and sustain a capability to
respond. Exercises that test the entire COOP can involve ether end-to-end execution of the

plan, or partid execution of the plan in a series of smdler exercises.

b. DHHS operating eements will conduct a semiannuad COOP workshop,
or a scenario-based seminar or tabletop exercise. This evert will indude the following

objectives:

(1) Familiarize new team members and key personne with the
COOP;

(2) Review the adequacy of the plan; and

(3) Review the currency of the plan in the light of organizationd,
personnel, or equipment changes in the proceeding period.

c.  Tabletop Exercises, Seminars, and Workshops. These exercise
events should involve participants from your operating dement and from other eements of the
Depatment that supports your operating eement, such as facilities, security, information
technology services, etc. It is highly desrable that representatives from the loca response
community, such as county emergency management, fire, emergency medicd, or police be
invited to ensure their roles in the process are understood, and measures are taken to ensure
they are familiar with the operating element’'s plan for response and facilities A variety of

scenarios or topics may be used, and are only limited by your imagination and resources.

d. The facilitated sessons during tabletop exercises are intended to
dimulate discusson of various predetermined COOP issues concerning a hypothetica situation
(the scenario, such as a fire, flood, power outage, etc.). Participants typicaly receive scenario
briefings and respond as they would in an actua critica incident or emergency. Tabletops
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generdly lagt from 4 to as much as 3 (8-hour) days. Each tabletop is generaly expected to
require one facilitator and recorder for each group of 20 participants. Facilitators can be

drawn from your own resources, or from externa sources.

e. Tabletop exercise documentation usudly includes:

(1) A participant handbook, including scenario, issues lids, expected
outcomes and adminigrative detalls,

(2) A fadlitator guide including issues ligs and expected outcomes
with more detalled information than that found in the participant
handbook;

(3) Evdudion/results summary: summarizes discusson  paths,

decisgons taken, results, and recommendations, and

(4) Presentation materidls transparencies or computer-aided
graphics, taking points to explain the seminars and the evaduation
report.

f. Seminars differ from tabletops and workshops in that no facilitators are
required, and no breskout sessions occur. Seminars may involve up to 200 participants. They

require an agenda and minutes.

g.  Workshops involve briefings smilar to those occurring a seminars,
and use facilitated breskout sessons where preestablished COOP topics are discussed. Plenum
sessons, where results from breskout sessions are presented to dl participants, usualy occur
a the close of workshops. A workshop usudly requires one facilitator and one recorder per
20 to 25 participants. Workshop results are generdly captured in a summary of breakout

sesson discussons and plenum sesson results.
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TESTS AND EXERCISES

At least annually, COOPs will be tested by exercising COOP team(s) and selected
key personnel. The test will include a written scenario to evaluate the teams and selected
key personnel’s ability to execute Stages 2 and 3 of COOP operations.  The test will
include alert, notification and assembly of teams, designation of an incident commander
or unified command group, and selected Stage 2 and 3 activities.

This test may be accomplished over the course of the year by taking a component,
or “dice” of the COOP team(s) and selected key personnel and testing each component or
“dicg’” on a quarterly bass.

h.  Note: Assigance in planing and conducting exercises and training is

available through the OEP).

9. Team Organization and Staffing

a.  Any

emergency requires an
organized sysem of roles,
responsibilities, and standard
operating procedures to
manage and direct operations.
The DHHS will employ the

IMS to organize our response

to emergencies. The dructure
and staffing of COOP teams

will be based on proven IMS |
practices. During Stage 1 (Preemergency), planning will include the assgnment of personnd

to primary and dternate pogtions for each of the team postions/sections on both the Command
and Generd daffs. The IMS is described in the IMS Annex to EMERPS.
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b.  Team membership is designed according to functional needs and
required technical or specidized expertise. Team activation, ether by function or in toto, is
based on the incident’s needs.

c.  Teams are functiondly organized to meet the requirements of COOP
planning and execution. The Generd Staff conssts of the Operations, Logigtics, Information
and Planning, and Finance/Adminigration sections. The Command Staff consists of advisors
to the Incident Commander (IC) such as Public Information, Safety, Legd, liaisons, and
others, as required.

d. The team members typicdly develop, implement, exercise, evauate,
and maintain the plan, and execute it, if necessary. In the case of collocated operating
elements, such as those located in the Parklawn Complex, team members may be drawn from
elements outsde of the dement drafting the plan. For example, if the Program Support Center
(PSC) provides information technology support to the operating eement(s), then positions such
as the systems coordinator(s) may be drawn from PSC. This requirement must be coordinated
with PSC, or the other dements from which you must draw speciaized support. If you are
writing a common plan for collocated dements, then this support can serve multiple needs.
Assgnments to teams should identify dternates in the event the primary member is

unavalable,

e.  Organizing for operations a both the primary operating facility and the
relocation site(s) should take place during Stage 1 (the preemergency stage). The Stage 2
section of the COOP annex describes two teams, an ERT and an RT. The ERT serves as the
“home’ team, and operates in support of the IC a the affected facility. When relocation of a
portion or al of an operating element is required, the RT operates as the “away” team,
deploys to the relocation dite(s) to transfer key personnd, critica functions, records,
equipment, and supplies, and prepares the relocation ste for Stage 3, “Relocation Site
Operations.” The needs and circumstances of the incident dictate which teams, and what
functions on the teams are activated. During planning, primary and dternate team member
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assgnments should be applied against notional sections/positions (eg , “Operaions, System
Coordinator, ” “Logigtics, Trangportation Coordinator”). This ensures that the function is
filled with qudified personnd but reliance is not vested in one person. Key personnd
assgnments should be identified on rogters and in COOP documentation.

f. Stage 2 of this annex, “Containment and Relocetion,”  outlines

recommended team Structure by function.

10. Essential Resources

In developing a COORP, it is obvious resources play an important part and
place. Resources essentid to developing and executing a successful COOP are human,
financid, equipment and supplies, and communications/data.

a Human Resour ces

In terms of qudifying, prioritizing, or determining importance, there is
no essentid resource more important than human resources, both in numbers and qudifications
of personnel to plan, organize, manage, and execute the COOP. Personnel should be
thoroughly familiar with thelr organization's COOP, what pat they play in it, and what is
expected of them if the COOP is executed.

b. Financial Resources

How to fund efforts associated with a COOP is dways an ongoing
dilemma. The best approach to economica application of resources sems from a thorough
rik anadyss and comprehengve planning effort. As vulnerabilities are noted, the planning
effort should identify countermeasures to prevent or mitigate damage or loss from a criticd
incident or emergency. Countermeasures can be no co, as in the case of a procedural

change, such as updating aert and notification rosters. A low cost option might be to take
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personal computers (PCs) that have been replaced by acquisition of upgraded PCs, ingtall
overdrive processors and Random Access Memory (RAM) upgrades, and then transfer them in
your designated relocation ste. More expensve measures may include leasing an dternate
operating facility, or indaling backup power generation or uninterruptible power supplies
(UPSs). As a generd rule, the preferred process would be to first implement no cost, then low
codt, and findly higher cost countermeasures. Remember that training and exercises should be
reflected in budget requirements.

11. Equipment and Supplies

a. The fird gep in identifying what equipment and supplies are essentiad
is to conduct an indepth inventory of organization assets. To fecilitate ease of determining
what meets the criteria for being classified as “essentid,” develop a matrix and record each
item as the inventory is taken. A raing of each piece of equipment is developed using two
factors. how essentid the item is and how eadily it can be repared or replaced. The two
ratings are combined to determine how critical the item is overdl. The essentid rating is
determined usng the following raings.

(1) Absolutdy Essentid-Equipment is required for operations.

Misson cannot be accomplished without it.
(2) Essentid to the Process-Equipment that would stop the
misson if it were not avalable An dternative process with lower capability could be

substituted.

(3) Essentid for Normd Operations-Equipment that is required
for norma operations. Effectiveness is affected by how many are avallable.

(4)  Nonessentid-Equipment used only occasiondly.
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b.  The repar or replacement rating is determined usng the following
ratings.

(1) Imposshlelltems not repairable without new parts and outside

assisance.

(2) Difficult-ltems that would work better if sent to an outsde

vendor for repar or replacement.

(3) Posshbleltems that could be repaired usng on-dte personnel
and maeids with little difficulty.

(4) Easy-ltems for which many spares or subgtitute parts are

commonly avalable on and off Ste. Repairable with resources on hand.

12. Communications and Data

a.  Communications and data are critica factors in achieving accuracy in
gauging an event's magnitude. There are multiple important aspects of communications. One
is the technicad &bility to communicate quickly, effectively, and efficiently. This trandaes into
having desgnated eectronic mechanisms (telephone, radio, etc.) avalable, on frequencies that
are compatible, and with backup equipment that can be activated if the primary systems fall.
The ability to communicate over a wide area locdly, as wdl as naiondly, is very important.
The dement of your organization, or an externa organization that provides your voice and
data communications, should be included in your COOP planning effort and, obvioudy, in the
gaffing of your COOP teams.
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b. The key issue is the adequacy of al communications resources to meet

your operating dement’s need to communicate with.

(1)

2)

3)

)

®)

(6)

Organizationd  gaff,

Subordinate and superior headquarters and staffs,

Other Federd organizations,

Sae and locd government/emergency/organizationsEmergency
Operations Centers (EOCs),

Resources for replacement/repair of system components, and

Operators/skilled personnd.

c. For most operating dements, ready access to local telephone systems
(caled the Public Switched network (PSN) and the Federd Telecommunications System (FTS)
will be the key to successful communications. Other DHHS organizations, however, may have

additiond communications resources, such as high frequency (HF) radios, cdlular phones, or
local or wide area networks (LANs/WANSs) that can be used in an emergency.

d. All avallable communications resources that are, or can be, made

avalable for use in an emergency should be included in the planning effort:

(1) HF radio;

(2)

(3)

Cdlular phones, Government, and daff owned;

Amateur radios owned and operated by the Staff;
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(4) Telegraph,

(5) PSN and FTS phones; and

(6) Secure means of communications Secure telephone Unit-Third
Generation (STU-IIs), secure E-mail, etc. ).

e.  Warning of the dissster may make it possble to acquire, dert, and test
secondary communicetions media for use in a Stuation in which there is the probability that

electronic power and communications will be logt.

f. It should be noted that celular phones, whether Government or
private, can provide a vauable dternative to norma phones in an emergency; however, during
the aftermath of a large-scde disagter, cdlular phones may be vigble only for the initid
postdisaster period. As soon as users (the public) found them to be an dternative source, the
networks were saturated and not generdly useful.

g.  Accessing the loca or State Emergency Broadcast System (EBS)
should be included. It would be hdpful to make contact with the officids managing these
communications systems, since there are criteria that must be met before your operating
eement’s message may be transmitted.

h.  Priorities for communications during an emergency ae

(1) DHHS operating dement personne who may be threstened by
the emergency,

(2) DHHS chan of command,
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(3) Emergency response organizations, and
(4) Other.

i.  When routine communications media are available, the primary

communications media during an emergency in which the PSN and FTS are operationa are, in

order:

(1) Public teephone,
(2 FTS, and
(3) Other, as avallable.

j. When routine communications are not avalable, primary
communications media during an emergency in which the PSN and FTS are not operationd

are, in order:

(1) What is avalable, eg., HF radio; and
(2) Other.

k.  Access to the EBS. Access to the locd EBS may be generdly gained

by contacting the county emergency manager or county communications manager for an
announcement to be made over locd radio gtations. Access to the State EBS may generdly be

gained by contacting the State emergency manager or the State communications

director/manager.
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13.  ldentifying Critical and Essential Functions

a.  Critica functions indude dl
information, processes, activities, equipment, and personne
needed to continue operations should a portion or al of an
operating unit facility be destroyed or become inaccessible.
Some guidance is dready avalable to determine what might
conditute essentiad or critical functions. Executive Order
(EO) 12656, “Assgnment of Emergency Preparedness

Responghilities” issued in November 1988, defines
paticular functions certain agencies must continue under a national security emergency
declared by the President. This EO assgns FEMA lead responghility in providing guidance to
Federal agencies about emergency preparedness. FEMA has supplemented the requirements
outlined in EO 12656 by issuing Federd Planning Circulars (FPCs) 60 and 64. These FPCs
outline which Federd agencies have the mog criticd and the least critical functions in terms of
a declared nationa security emergency.

b. Deermining which of your organization's operations must be
continued is one of the mog difficult continuity of operations planning tasks. The first reaction
to such a requirement is to assume that every operdtion is essentid, or it would not be saffed
and funded. But further anadyss usudly reveds tha some operations are, in fact, more
essentia to the organization’s core reasons for exising than others, particularly during a time
of emergency. This datement is obvioudy more reevant to large, multi-function organizations
than to smdler organizations, but it is bascdly true for ether. Caefully identifying essentid
functions assgs in other COOP planning activities, such as identifying key personnd and
equipment. (Always keep in mind the genera rule of thumb that “20 percent of an
organization's sysems are responsible for 80 percent of production.”)
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c There are generd guiddines to identify essentia, noninterruptible, and
first priority functions and activities that the Department (headquarters and regiond offices)
must perform in the immediate aftermath of a critical incident or emergency. They include

(1) Peformance of actions required by Presdentid EOs, standby
emergency action documents, and Federd or Departmentd

emergency management or enterprise resumption plans.

(2) Reporting operationd cgpability to the next higher leve.

(3) Provison of advice and consultation on emergency hedth and

human sarvices policy formulation.

(4) Preparation and promulgation of information concerning public

hedth and human savices.

(5) Other activities, as assgned or requested by higher authority.

d. Note: During some emergencies, particulally a mgor disaster, DHHS
typicaly provides support to the response agencies, as well as to dients. This focus should not
obscure the requirement to support essentia internd operations, eg., continuity of our critica

functions, time and attendance, hardware and software security, and the like.

e. To determine the misson criticd functions of the organization, each
unit or Department should document dl important functions performed within that Department.
This information can be gathered by documenting daily activities within each Department.
An andyss over a period 2 weeks to 1 month can indicate the principa functions performed
indde and outsde the operating dement, and asss in identifying the necessary systems (voice,
data) and equipment requirements for the element to conduct its daily operations satisfactorily.

In order to assess the criticdity of these functions, review the following questions.
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(1) What specidized equipment is used and how is it used?

(2) What are the lead times for replacing criticd equipment?

(3) If the online systems were not available, how could the
operating dement continue to function?

(4) What is the minimum gaff and floor space needed to continue
operdions a another facility?

(5)  What specid forms and supplies are needed for each area?

(6) What communication devices (telephones, faxes, data
transmisson equipment) would be necessary to continue operations?

(7)  Which employees have been trained to carry out severd jobs
or regponghbilities and could fill postions of key employees if they were unavailable?

f.  The following factors dso assg in conddering and identifying
essentid  functions.

(1)  Identify what functions would be essentid if only a portion
(e.g., one-quarter) of your operating unit was able to relocate and establish essentid
functions. Consider what operations must be supported first, and what could be phased

over time.

(2) Identify what functions would be essentid if the period of
didocation is reaively short, and conversdly, if the period is lengthy.
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(3) Identify what functions would be essentia for an emergency
that affects only your operating unit and support for its usud client population, and those that
would be essentid for an event with a broader impact (regiond, nationdl).

(4) ldentify what functions would be essentid for an emergency
such as a declared disagter that involves your organization in providing support to agencies
responding to the disagter, such as DHHS' respongbilities under the FRP or other nationd

plans.

(5) Review exiding plans By extenson, show emergency and

other plans that address personnd also address essential operations.

g. Criticality

(1) The object of COOP planning is to restore critical functions as
rapidly as possible, and less essential functions within a longer, phased timeframe. The
initial risk assessment of essential functions that support your operating element’s
administration should assign a criticdity category to each function. This risk category
identifies functions that have the highest priority and must be restored within an established
standard following disabling of a functional area. Specifically, each function should be
evaluated and alocated a place in one of four suggested risk categories.

(a) Category I-Critical Functions. a disruption in service of

less than 1 day would seriously jeopardize the operation of the organization.

(b) Category Il-Essentid Functions. a disruption in service

exceeding 1 day would serioudy jeopardize the operation of the organization.

(c) Category IllI-Necessary Functions. a disruption in service

exceeding 1 week would serioudy jeopardize the operation of the organization.
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(d) Caegory IV-Desrable Functions this information would
be convenient to have, but would not detract serioudy from the operating capabilities if it were

missng.

(2) Note: Category IV functions are functions consdered to be of
adminigrative importance, but due to their nature, and the frequency with which they are
performed, they can be suspended for the duration of the emergency.

(3) Once the misson criticd functions have been documented, it is
important to determine the impact of an outage to the criticd systems and functions. The
impact depends on the type of outage that occurs and the time that lapses before normal
operations can be resumed. From a systems perspective, outages are typicdly the result of the
falowing:

Power Related

Storm Damage

Flood and Burst Pipes | 16 |
Fires and Bombings | 13 |
Earthquake 9

[Hadwae | 7 |
Other 4

(4) Other condderations may include the timing of the disaster
and the potentid impact on the organization (eg., end of month). The following
information should be carefully anayzed.
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(@ Function Description:

1) Sze of the function (eg., tota vauerevenue, number
of employees, number of customers, etc.);

2) Main purpose of the function (eg., operationd,
policy, adminigrative, customer service, support
function, ancillary function, etc); and

3) Criticad operations performed.

(b) Criticd Sysems
1) Sygsems rdied on to perform the criticad functions,

2)  System or gpplication interfaces, and

3) Maximum outage accepteble for the system
consdering both the user perspective and technical

perspective.

(c) Dependencies:

1) Dependencies between functions,
2) Dependencies between Departments,

3) Dependencies between systems, and
4) Dependencies between applications.
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(d How Impeact:

1) Loss of contrals,
2) Maor bottlenecks, and
3) Potentid stop in the workflow.

() Future Function Changes

L Sygems,

2)  Procedures,

3) Operdations,

4) Personnd,

5) Organization, and
6) Other changes.

(f) Impact of Not Functioning/Processng:

1) Impact on customer service,

2)  Noncompliance with regulations,

3) Noncompliance with existing agreements/contracts,
4) Increase in personnd requirements,

5) Loss of revenue,

6) Loss of busness

7> Increased operating costs,

8) Pendlties,
9) Loss of management capability,
10) Loss of goodwill,

11) Negative media coverage,
12) Legd actions, and
13) Other impacts.
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(0 Redundancy Leves

b

Exising and required redundancy ievels throughout
the organization to accommodate critical sysems and
functions,

Hardware/equipment,

Informetion.

Personnd, and

Services.

(h) Alternate functioning/processng methods:

1)

Alternate methods for the critica functions in the

event of a disruption or systems outage,

Impact of usng the dternate method, and

Alternate functioning/processing cods.

H58-K

B-1-38



EMERPS - DRAFT Appendix B- 1

14. Contingency Planning Costs

The results of the impact andyss, and especidly the costs associated with
not being able to perform critical and essentia functions, should be compared to the costs
related to the contingency planning effort, including:

a.  Plan development codts,
b. Teding,

c.  Temporary location costs,
d. Adminidraive time,

e.  Management time,

f.  Redundancy cods,
g. Prevention/preparation costs,
h.  PC busness recovery software costs (if automated planning tools are

required/desired),
i Subscription fees for recovery processing,
j.  Declaration fees,
k. Usage fees,
L Consulting costs,
m. Redocation costs,
n. Trave expenses,
0.  Unplanned expenses, and
p. Other contingency planning costs.
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15. Essential Positions

Having identified essentid functions, the next sep is to identify essentid
postions. Essential pogtions will be consdered in reationship to the functions and phases of
COORP operations and as members of teams. Again, essentia positions should be viewed in
light of the factors used to identify essentid functions.

16. Essential Equipment

Having identified essentid functions and postions, the find dep is to
identify essentid equipment. This process must include a review of the procedures required to

move it under both warning and no warning scenarios.
a. Vital Records

(1) Having identified
essentid  functions, podtions and equipment, the !
next sep is identifying vitd records. The Nationd |
Archives and Records Adminigration (NARA) |
provides Federd Government oversght and policy
for records management. NARA regulation (36
Code of Federa Regulations (CFR) 1236,
“Management of Vitd Records’) prescribes
policies and procedures for establishing a program for the identification and protection of

vitd records. Vitd records are those records needed by agencies for continuity of
operations before, during, and after emergencies, and those records needed to protect the
legd and financid rights of the Government and persons affected by Government activities.
The records may be maintained on a variety of media including paper, magnetic tape or
disk, photogrgphic film, and microfilm. The management of vita records is part of an
agency’s COOP. Hedth and Human Services (HHS) Information Resources Management
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Service (IRMS) Circular 2 1, “Records Management,” provides policies, procedures, and

respongbilities for records management within HHS, HHS IRMS Circular 22, “Electronic

Records Management,” provides policies, procedures, and responshilities for eectronic

records management within HHS.

(2) Operating units must exercise caution in designating records

as vitd and in conducting the vita records inventory. A review of the avalable literature

suggests that from 1 to 7 percent of an agency’s records may be vitd records.

(3) Records likdy to be sdected as vitd include the following.

(& Emergency operating records:

D

Emergency plans and directive(s), or smilar
authorizing issuances, including information needed to
operate the emergency coordination center and its
equipment, and records recovery plans and

procedures.

Orders of successon.

Delegaions of authority.

Emergency daffing assgnments, induding ligs of
personnel, aong with their addresses and telephone
numbers (and comparable data on their dternates),
assigned to the emergency coordination center, to
other emergency duties, or authorized access to

damaged facilities to assess the extent of such damage.
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5) Emergency coordination center access credentids and

classfied or redricted access container documentation

(as required).

6) Building plans and building sysems operations

menuds for dl ageacy fadilities

7)  Equipment inventories for al agency fadilities

8)  Files plans describing the records series and eectronic

information.

9) Sysems mantaned a officd filing stations for dl
agency fadilities.

(b) Vita records inventories.

(c) Copies of agency program records (whatever the media)
needed to carry out continuing, criticd functions.

(d) Sygem documentation for any eectronic information
sysems designated as emergency operating records.

b. Classfied Documents and Equipment
Procedures for protecting or moving classfied documents and
materids (e.g., communications security equipment) are spdled out in a number of

regulations. The plans and procedures identified are detailed and specific; the requirement is
to integrate them into the overall COOP at every phase of COOP operations.
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17. Relocation Sites

a. If your operaing dement’'s misson requires identification of a
relocation Ste to continue operations in the event of a disaster or emergency, your plan should
include a section on sdecting a relocation site. Relocation Planning Appendix 2 to the COOP
Functional Annex B outlines planning for relocation Ste requirements. These dements could

be conddered minimum consderations.

(1) Staff to be Relocated: The ste must be able to accommodate
your essentiad personnd and functions (identified as outlined in previous sections).

(2) Structural Requirements. Specid requirements such as
unusud floor loadings, dectricd or ar-conditioning requirements.

(3) Parking: Use of a relocation dte may cause a sgnificant
change in your staffs commuting paiterns, and the Ste may need more parking space than
is currently required.

(4) Sanitary Facilities/Facilities for the Handicapped: Some
Federdly owned facilities that come readily to mind as potentid relocation Stes, such as
Nationd Guard or Reserve armories, may lack adequate facilities for femde and

handicapped employees.

(5) Commute The sSte sdected should be within a reasonable
commuting distance; if it is not, then specid arrangements may be necessary to address
travel, overnight accommodetions, etc. Busng may be an dterndive.
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(6) Public Transportation: Can the Ste be reached by public
trangportation? Can it be reached by busing from the nearest convenient public stop'?

(7) Safety: Isthe dte in an area that your employees consider

safe to walk to from public transportation; from the parking lot or to work late at night?

(8) Medical Support: Does the Ste have adequate medical

support available on dte or a a reasonable distance?

b. If adgteis found that meets these criterig, the planning team can

indtitute procedures to edtablish an agreement with the siteffacility ownership.

c. If your organization's relocetion would be a mgor undertaking,
considering its complexity, size, etc. An evauation should be made if moving in phases would
be appropriate or advantageous, if S0, a separate section should cover the direction and control
of the phases. This process is outlined in more detall in Stage 2 of the COOP annex.

d.  Communication is vitd to any organization and becomes even more 0
in the event of a disaster or emergency necessitating relocation. A section on communication
must be included in the COOP and address the adequacy of al communication resources
needed a the relocation Ste to meet the organization misson and communicate with staff,
Federd organizations, State and local governments, contractors, and other skilled personnel.

e. A section on logistica support must be included in the COOP. A
thorough review and understanding of agency policy, regulaions, and procedures on what
logistical support may be prepositioned at, or moved to the relocation Site, should be conducted
by the planning team.
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f.  Traning in and exercises of the COOP, as outlined in this appendix,
should be discussed in a separate section. Assgtance in planning and conducting training and
exercises may be obtained from the OEP.

g.  There is no doubt in the event a disaster or emergency affects your
operating dement or Ste, whether a relocation is required or not, it will atract media
atention. This a sengtive subject and must be treated with care and diplomacy, especidly in
responding to inquiries by the media The COOP must be as specific as possble in
edablishing procedures on this subject and public affairs (PA)/public information should be
covered in a separate section.

h.  Keeping the plan current based on changing conditions is very

important.  As a minimum, an annud review should be conducted to ensure it is up to date.

Procedures for maintaining currency should be described in a separate section.

18. Summary

a.  The reincident, deliberate planning process leverages time to creste an
environment where actions are formulated in advance to mitigate potentia criticd incidents or
emergencies. The process projects planners into an imaginary pseudocriss, alowing them to
plan as if the emergency had dready occurred. Time is on the Sde of ddiberate planners as
crucid detalls are discovered and illuminated, thereby acquainting participants with what they
may face during the criss.
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b. Pans save as
benchmarks. Plans prepared under this
process are benchmarks for training,
exercises, and fiscd planning. Thee plans

identify the types of resources, agreements, or
understandings that may be required to
support emergency or enterprise resumption

operdions nationdly.

c.  Pans provide the
framework for our response. Plans prepared in this way provide a framework for action
during an actud crigs. Time condraints in planning are leveraged through the use of
deliberate plans created when time was not the enemy. They become the template-and through
modification or talloring can be rapidly executed.

d. The following sections provide:

(1) Detaled guidance regarding your assessment of risk and the
impact hazards may pose to your operating element, and

(2) A recommended format for a COOP.

lv. RISK

“Take calculated risks. That is
quite different from being rash. ”

-- Patton
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Risk Definition
A measure of the potentid for loss of assats resulting from uncertain harmful events.

(This overview of risk management includes an extract from GSA’s “COOP/Panning
for Busness Resumption in the Event of an Emergency. ™)

Risk M anagement Definition
The totd processes of identifying, controlling, and diminaing or minimizing uncertain
events that may effect system resources. The term gpplies to the overdl methodology
for addressng this problem. It includes Risk Management Anadyss, Preventive and
Recovery Messures Design, Management Decisons, COOP Implementation, and overal
COOP Ongoing Planning.

Risk can be defined through a smple formulas R = P x C, where R = RisK,
P = probability, and C = consequences. RisK is, in essence, the degree of potentia loss.
Risk management, in turn, is “the dement of management science that deds with the
identification, measurement, and control of uncertain events. ” It is the term gpplied to the
overdl methodology for addressng this problem. This definition of risk management is
generd in nature, but dates the problem adequatdy. Risk management is a management
problem that concerns the organization as a whole. Management’s responsbility to ensure
peformance of the enterprise’'s misson is threatened by the possbility of uncertan events
ranging from a natural disaster, to vanddism, to sophidticated attempts to create chaos. The
task of identifying and understanding these threats, and then doing something about them, is
what risk management is dl about. The magnitude of the risk management problem is
imposng. The systems to be protected are so complex and threatened by so many potentia
sources of harm that it is impossible to address every potentid problem; therefore, an orderly
gpproach to deding with the problem is needed.

H58-K
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A. Functions of Risk Management

The risk management function covers the entire spectrum from initid
identification of risk potentid; to implementation of safeguards to protect your functions,
systems, and assets, to providing for the recovery of the functions and systems in the event an

emergency does occur.

B. Concepts of Risk Management

As an activity becomes increasngly dependent upon its organizational resources
for supporting misson accomplishment, the need to protect these resources takes on a greeter
degree of importance. Uncertain events must be accounted for to ensure that the organiza
tion's misson is nether interrupted nor interfered with a any time. Management must know
and underdand the kinds of events that could happen, the vulnerability of the misson to an
occurrence of those events, and the overdl uncertainty faced by the misson when operdating in
the threat environment. When these things are known, steps can be taken to anticipate
occurrences of uncertain events and minimize their harmful effects. Attention to this
management respongibility has become both more important and more difficult in light of
recent events, such as the bombing of the World Trade Center and the Federal Building in
Oklahoma City. Each Government activity must implement a risk management program to
determine how much protection is required, how much exigts, and what enhancements, if any,
must be made to reduce vulnerahility.

C. Risk Analyss

Risk Analysis Definition
The quantitative or quditative measure of the potentid for losses resulting from the occurrence
of uncertain events in some undefined future time period.
Risk andyds is a function of risk management.
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1. Rik andyss is the cornerdone of risk management. It is the systematic
investigation of the environment for the purpose of identifying threat potentid and then
quantifying the impact of that potentid on the organization and/or its misson. Rik andyss
identifies not only criticd assets that must be protected, but consders the environment in
which these assets are stored and employed. The ultimate purpose of risk analyss is to help in
the sdlection of cod-effective safeguards that will reduce risks to an acceptable leve. The
result produced by andyss is a statement of what risk Stuaions exist and wha potentid for
harm they impose. When properly done, this statement can be used to generate a series of
functiond requirements for COOP protection. All locations and facilities should be included in
the risk assessment. The andysis should provide for the “worst casg’ Stuation: destruction of
the main fadlity. Reather than attempting to determine the exact probabilities of each disaster,
a generd rdaiond rating sysem of high, medium, and low can be used to initidly identify the
threets with the highest probability.

2. The risk andyss should also determine the rate of occurrence of esch type
of potentia threet on various operaiing dements and functions within the organization.
(Likelihood of occurrence is a measure of the probability of a loss causng event) It is

important to assess the impacts and consequences resulting from the loss of:

a. Information,
b. Services,
c.  Technology,
d. Fadlities

e. Pesonnd, and

f. External service providers.
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Components of Risk Analysis
Risk AndyssThreat AndyssVulnerability AndyssRisk Assessment

3. R is a quantitative measure of the potentid for losses resulting from
the occurrence of uncertain events in a time period. The function of risk andyss is to
caculate and report that expected loss a a detall leve. A 1o0ss occurs when a threat agent acts
upon a function or sysem in some harmful way. The threat agent acts as a result of some
opportunity. That opportunity is cdled the vulnerability, and must be accounted for in trying
to assess the leve of risk. Essentiad eements contributing to the level of risk are threet,
vulnerability, and impact on the function or asssts. The primary function of risk anayss is to
quantify these risk components. (1) threat andyss, (2) vulnerability andyss, and (3) risk

assessment.

4.  Risk andyss has become a specidized discipline of its own. The task of
looking at dl aspects of an organization with assurance that al sources of ham have been
accounted for is formidable. A complex enterprise, such as an information processng activity,
often includes vast operations, large numbers of users, diverse types of hardware, and
communications fadlities The potentid sources of ham are endless, including such things as
power falure, fire, flood, disgruntled employees, system falure, etc.

5. To meet these varied thredts, risk andyss technology has continued to
evolve. There are many risk anayss techniques being used today, dl of which have vaue A
vaiety of nonautomated and automated risk andyss tools are currently in use. Current
techniques for measuring loss include orders of magnitude edtimates, fuzzy reasoning, event
trees, fault trees, and others. Some automated risk analyss tools use traditiond quantitative
approaches for calculaing risks. These result in an approximetion of loss (i.e, Annud Loss
Expectancy (ALE)) by estimating the frequency of occurrence of events that affect assats and
the impact (in dollars) that could result. Often exact impact and frequency cannot be specified
and an “orders of magnitude gpproach” for estimating the consequences of undesirable events
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is employed. The quditative gpproach takes the point of view that many potentid losses are
intangible; therefore, risks cannot be easily specified monetarily. Risk results are
characterized verbaly (i.e, “no rik” to “very high risk”).

6.  All methodologies attempt to provide a systematic gpproach to the problem.
Mcst methods of risk andyss initidly require the identification and vauation of asssts. From
this point on, they proceed differently in developing loss computations (quantitative expresses
results in monetary or economic terms, while others make use of quditative expressons or
gpproximations). Based on the outcome of the andyss, a series of countermeasures or
safeguards are selected that are both cogt effective and that provide the necessary level of
protection. One common gpproach is based upon quantifying the probability of occurrence of
harmful events, quantifying the loss to be sustained by an occurrence, and caculating an ALE.
When dollar vaues can be dtached to the threstening dements of the environment, it is
possble to make sraightforward decisions about which risks deserve the grestest attention and
how much can be practicaly spent to respond to the various identified thrests. A common
measure of risk is the ALE. This expresses loss based upon an average yearly dollar vaue.
ALE is normdly computed usng a multiplication function where risk is equd to the
probability of occurrence of a harmful event in 1 year times the dollar vaue of each event
occurrence. Where data are available to support this estimate, it is quite useful. It tells how
much an organization can expect to lose. It aranges individud risk in priority ranked by
dollar vdue, and indicates the amount of money that can be judtified for the condruction of

defensss to lower or minimize the risk.

ALE = Frequency of occurrence x loss per occurrence
7. Many of the formd methodologies are quite daborae, involving extensve

probability caculations and sophisticated reporting techniques. The result of dl risk
goplications is amply a list of risk dements and a statement of thelr importance.
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8.  The output of the risk analyss is carried forward for use in the risk
assessment process to provide the basis for countermeasure (or safeguard) design. It is
important to note that this activity should encompass dl functions and systems of the operating
element. This comprehensive gpproach is important, since it is intended to promote the
efficient congtruction of defenses to protect the enterprise. A comprehensive risk assessment
should cross dl the boundaries of the organization and address dl the functions and individua
gysems. It is equdly important that the results of the risk andyss be clearly understood by

those charged with generating and/or implementing the countermessure design.

Objectives of Risk Analysis
Provide systematic approach to identify and measure sources of potentiad harm

Produce a rationd set of guidelines for desgn of business recovery measures.

Prepare information adequate to support management decision.

D. Criteriafor Successful Risk Analysis

1. Comprehensive

The risk andysis results should ideally account for every source of potentia
harm. An even more demanding requirement is that the methodology used should itsdlf

demondtrate to the reader how completeness was obtained.
2. Undergandable
The risk andydis results are intended to serve as input to management
decisons and the countermeasure design process. Documentation, therefore, must be

produced in terms that relate to these dissmilar audiences.

3. Technically Sound
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Rik andyss is a multi-disciplinary task. Indepth invedtigation of many
diverse technicd areas, such as in the information processng arena, must be performed. That
requires detailed input from such diverse disciplines as personne management and systems

support and maintenance.
4.  Cost Factoring Risk Analysis
The cost factors to be consdered when sdecting countermeasures are those

arived a initidly during the risk andyds. They are guiddines of what may be spent to
protect the function or asset.

Risk Analysis Cost Considerations
Vdue of the Function or Asset to Be Protected
Expected Frequency of Loss
Impact of Expected Loss

V. THREAT ANALYSS

A. Threat Analysis Definition

1. Threat andyss is the “function that identifies things that can cause harm
and attaches some measure of the threst importance to the organization's mission. ”
Understanding what elements of the environment pose a threat to the misson is a prerequisite

to the analyss of risk.
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Any aspect of the environment that, when given an opportunity, can cause a harmful

event (i.e, dedruction, disclosure, modification, and/or the denid of service)

Threat Definition

by acting upon an assat.

2.

A threat is “any aspect of the environment that, when given an opportunity,

can cause a harmful event by acting upon an asst.”
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B. Harmful Event Definition

A harmful event is a partia or complete loss of a function or an asset.

Categories of Threats

Accidentd acts
Intentiond  acts
Environmenta  acts
Acts of God/nature

Boow N

a.  Generdly spesking, it is possble to achieve the necessary levels of

COOP codg-€ffective safeguards. But prior to establishing recovery measures, you must first
identify and quantify the threats and vulnerabilities that an organization is subject to.

Accidental Acts
Incompetence
Curiogity
Interruptions
Industrial  Accident
Fraud

Natural Acts
Fire
Windstorm
Hurricane
Tornado
Lightning
Earthquake
Exploson
Hood

Water Damage
Snow and Ice
Ran and Mud

Intentional  Acts

Theft of Physca Assts
Theft of Information
Internal  Sabotage
Externa Sabotage
Riots

Strikes

Mischief

Espionage

Environmental Failures
Sewer

Power

Communications

Air Conditioning

Water

Steam

HS8-K
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Figure B-I-l. Threats and Vulnerabilities

b.  The following is a lig of possble threst agents dthough not al

inclusve, commonly congdered pertinent by risk andysts when conducting risk andysis a

Government fadilities.

AgentdAccess -
Alteration
Communicetion  Alteration
Earthquake

Aircraft Mishep

Application  Alteration
Bomb Threst
Electromagnetic  Interference
Embezzlement

Exploson

Hardware Failure

Hurricane

Landdides

Sabotage

Tornado

Water Damage

Awborr?e ﬁPa‘ticI
Data Alteration, Denid, Entry Error
Diggruntled Employee
Eavesdropping

Arson

Communications  Falure

Civil Disorder

Environmentd Sysem Falure

Fire

Flood

Hardware Denid

Ice and Snow

Power Blackout

Terrorist  Action

Tsunami (Tidd Wave)

Volcanic Eruption

Figure B-I-2. Partial List of Threat Agents

HS8-K
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and Combustible Products

+ Compliance Level

Factors Effecting Threat Occurrence

General  Location

Topography of the Area

Higtory of the Areas Susceptibility to Natura Thresats

Fadlity Environment

Nature of the Activity

Proximity to Population Centers

Proximity to Power Sources, Water Bodies, and Airports

Higtory of the Loca Utility Companies in Providing Uninterrupted Services
Degree of Accesshility to the Organization

Vishility

Protection/Detection  Attributes

Proximity of Mgor Highways or Ral Lines That Trangport Hazardous Waste

Proficiency Leve

Security Awareness
Emergency Training
Written Procedures

Redundancies

Proximity to Nuclear Power Plants
Other Factors

Figure B-I-3. Factors Effecting Threat Occurrence
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D.  Vulnerability

Vulnerability Definition

Any characterigtic that could allow a threat to act upon a function or an asset causing a
harmful event. A weskness in security procedures, sysems design, implementation,
interna controls, etc., that could be exploited to violate security.

1. Vuneaility is a characterigtic of a function or a sysem that could dlow a
threat to act upon an asset causng a harmful event.

2. During the process of identifying actud threats, the risk assessment will
begin to identify many vulnerabilities, or possbilities for harm, associated with the threats.
Each of the identified threats may exploit vulnerabilities or wesknesses in exidting protection
and successfully atack a function or an asset; therefore each function or asset’s vulnerabilities
should be consdered individualy.

E. The Vulnerability Analysis

1.  Effective planning begins with the recognition, identification, and indepth
andyss of potential or exising hazards and vulnerabilities that are peculiar or specific to an
operaing building, facility, or dte. The desred outcome of effective planning is to identify
what responses would be gppropriate for these hazards and vulnerabilities, and then to develop
those responses in detail, consdering any known condraints a the time,

To effectively anadyze and assess a hazard or vulnerability, one must know or have
some “fed” for the likdihood such an event would occur consdering what is known about the
specific facility or gte. An example of “specifics’ would be what the Ste does, its purpose, or
its misson; another would be how the facility or dte is congtructed and its characteridtics.
With this type of information, a probability or risk of a threst could be determined. It stands
to reason that if, in this case, no aspect of risk is readily evident, then there is basicaly no
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risk. Said another way and more smply, the subject of the andyss or assessment may be
extremdy vulnerable to a Stuation or occurrence that happens infrequently (like being hit by
an arplane) or possess an extremely low vulnerability to a Stuation or occurrence that happens
frequently (flooding in the area, but of no effect to the particular facility). These two examples
of thrests would not conditute any sgnificant risk.

3. “Primary” hazards have ther attendant “secondary” hazards. A

“sacondary” hazard is defined as a hazard that surfaces from the impact of a “primary”

hazard. As an example, your facility or Ste may not be concerned about fires because it is a
relatively new building, condructed of the latest materids, contains a totd prinkler system,
and adjacent to a municipa fire house. However, suppose your facility or Ste was hit by a
tornado with its resultant destruction of power lines and extensive debris fied, which made it
inaccessible to rescue operations. If your operating dement made use of flammable materids
or other combustible substances, no matter how well protected, it would congtitute cause for

fire to be consdered a serious “secondary” hazard.

4.  All threats are cause for concern. As in many Stuations, good or bad, there
are degrees of severity, and actions are prioritized based on circumstances or characterigtics.
In the case of thredts, a threat is consdered sgnificant when it is associated with some
measur e of value such as life, property, operations, or resources. A vulnerability andysis
developed for a specific facility or Ste will be based on three distinct standards; they are
(1) probabilities of occurrence, (2) vulnerabilities, and (3) vadue of the entity a risk. When
initidly reviewing and andlyzing the hazards identifisble to a specific facility or gte, there is
aso an opportunity to overlook the impact that off-gte hazards can have. If, for example, you
depend on information technology services from a dte that is within a hazard area, the impact
of an event that affects the processing facility will likewise affect your operations.

5. A wulneability andyss is needed for each Department facility or Ste
Situations may arise where there are multiple organizations at the same location and each

thinks they need to do a vulnerability anadysis-not necessarily nor probable. A vulnerability
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andyds aoplies to the fadility or dte, not the individua organization. Individua organizations,
however, can contribute to heightening the threat to a facility if for some reason they have
been targeted by individuas or groups. It is advisable and certainly appropriate to invite each
organization located a the facility or Ste to participate in developing and conducting the
andyss Thear individud and specific input through verbd and written comments, which
would be based on different missons, objectives, personnd, and equipment, could prove vita
to devdoping an effective vulnerability andyss This is not to say that each organization
should not develop their own unique COOP consdering those factors in the previous sentence

and the associated and potentid risk to the organization.

6. Deveoping a mairix asssts in assuring as many factors are considered as
posshle in the andyds. In addition to hazards, the matrix should aso include an estimate of
the degree of vulnerability associated with a particular hazard, i.e, low, intermediate, or
high. Once the andys's and matrix are completed and al parties paticipating in the andysis
have reviewed the results to ensure their interests and objectives have been included, the
andyds and matrix should be made an integrd part of the COOP. The andyds marix, and
any accompanying notes that explain how and what was done are made a part of the COOP to
asSg interested parties a a later date in understanding the types and severity of hazards that
have been identified as potentidly applicable to the specific facility or dte. The objective of the
matrix and notes is to provide the reader with an understanding of the types and relative
importance of the hazards facing the ste.

7. This process can be portrayed in a series of steps.

a. ldentify threats and list gpplicable threats that can cause the most harm.

Fire

Water damage
Theft

Tornado
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b.  Each member of the team conducting risk analyss then etimates the

frequency of each applicable threst. The numbers are then averaged to provide a consensus for

each threat.

c. Enter the average into the threat evauation column.

Water damage
Theft
Tornado

w oo |w R

d. Each member estimates the loss impact if a threst event should occur
(do it for each threat).

e. The average is entered into the loss esimation column.

Fire 3 5
Water damage 2 5
Theft 2 3
Tornado 3 5

f. Cdculate risk factors-Add the threat evaduation and loss estimate
columns together to produce a risk factor. The number will range from a low of 2 to a high
of 10. Enter this number in the risk factor column.
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hréats ‘Threat Evaluation
Fire 3
Water damage 2
Theft 2
Tornada 3

g.  Sort the worksheet by the values in the risk factor column, in order of
priority, from highest to lowest vdue on a safeguard identification worksheet as follows:

Fire

8
Water damage 8
Theft 7
Tornado 5

h.  Andyze vulnerabilitiesteam members andyze weeknesses of points of
susceptibility in the facility or system (search againgt goas of prevention, detection, and
recovery).

I.  Identify safeguards (countermeasures). Consder possible additiona

preventive or recovery measures and the codts for procuring and maintaining them.  Enter

them and their cods in the appropriate columns.

Fire 8 Fire Suppression System $8,800
Tornado 8 Contingency Plan $10,000
Water damage 7 Contingency Plan See above
Theft 5 Security Guard $75,000

Several measures may be listed for a single threat. It is also possible for a single measure to reduce the
risk exposure of more than one threat. Concentrate on identifying measures for the threats with risk
factors of six or greater.
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] Perform codt/benefit analysis of safeguards. The overdl costs should
be consgderably less than the possble losses if the measures were not implemented. |dentify
those measures that afford the maximum amount of protection a the minimum cos.  Rank
safeguards in priority order for management’'s sdection decison. Since resources are limited,
management will decide the level of risk to accept and cogt effectiveness of implementation.
As dated previoudy in these gppendices, no/low cost messures may be immediately
implemented. Other requirements may be mandated by regulatory measures. Implementation
can be phased based on available resources.

VI. IMPACT ANALYSS

Impact Definition
A measure of the amount of loss that might be caused by a harmful event.

Impact is a messure of the amount of loss that might be caused by a harmful event.
The levels of threst and vulnerability determine whether or not a harmful event will occur, but
sy nothing of the effect that the event will have on the organization's misson. Predicting the
impact of a hypothetical threast occurrence requires the andyss of severd factors.
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Impact Factors

Tvpe of Effect
L osg/Disruption of Target Asset Importance
Data Kinds of Assets
Programs Dallar Vdue
Services Misson Dependency
Physical Property Agencies Served
Politicd Damege Agency Vighility

Current security measures that “contain” effects

Current security measures that maximize recovery

VIlI. RISK ASSESSMENT

Risk is quantitative by nature. It is an estimate of the amount of impact that can be
expected, on the average, to result from the occurrence of uncertain harmful events over a
given period of time. To determine risk, we must know what harmful events can happen, the
probability of occurrence, and the expected amount of loss if they do occur. Clearly, there are
some complex components of this measure, each of which must be identified and quantified.
Idedlly, we would express risk as an amount of money that would be lost, on an average, over

some period of time.

To Determine
Compliance Regquirements
Assets to Be Protected
Thregts to Protect Against
Probabilities of Threat Occurrence
Adequacy of Controls In Place
Sysem Vulnerabilities
Measure of Loss Exposure
Cog Benefit of Busness Recoverv Measures
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Benefits of Risk 'Assessmient
Provides guidance for resource expenditure
Alerts management to near-term risks
Pinpoints areas for corrective action
Relates COOP program to organization misson
Enhances COOP awareness

Provides criteria for contingency planning

Aset andysis
Threst identification
Vulnerability — andysis

Risk assessment

Cdculation of loss exposure/severity

Ciititations OE RISK:2

i oo

Predicting future events is difficult
Estimates based upon imperfect data
Assumptions not dways vdid

Large numbers of potentid variables

Countermeasure  Design
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Once a st of COOP requirements has been defined, it is possible to design a set
of defenses that can be implemented to satisfy those requirements. Typicdly, a number of
dternate responses, or business recovery measures, are formulated in order to provide

management a choice of ways to respond to the given risk Stuation.

B. COOP Requirements Design Specification

1. When the risk analyss is completed, a set of recovery measures must be
designed to respond to the risks that have been documented as being the most imminent.

2. The risks documented in the risk analysis report are used to generate
functiond requirements for countermessure implementation or design. These requirements
may be treated much like those functiond requirements with which we are more familiar. The
risk analyss report is the starting point for finding those risk dements that must be addressed.

3. “Countermeasures, ” or “safeguards’ are physica controls, mechanisms,
policies, and procedures that protect assets from threats. Examples of safeguards are fences,

darms, guards, sprinklers, passwords, access controls, policy statements, offsite storage,
tempest shidding, and so forth. In order for a threat to occur, one or more of the safeguards
must be bypassed or circumvented entirdy or in part. The kinds of safeguards sdected will
depend upon the intended function of the assets and their vaue. In civilian government
agencies, avalability and integrity of asssts may be of primary concern, while confidentidity
may play a greater role in the military community.

4. A sysem of countermeasures is the complete collection of dl
countermeasures/safeguards. The ability to identify systems of countermeasures or safeguards
that will reduce vulnerabilities and thereby the risks is an essentid component of managing
risks. Resulting expenditures should be cogt judtified just like every other expenditure; thus,
the key to the sdection of optimum countermeasures is the ability to estimate the reduction in

B-1-67

HS8-K



EMERPS - DRAFT Appendix B-l

loss after the implementation of the countermeasure(s). A cost/benefit andysis enables
development of the judification for the acquistion of each countermeasure. The cost of
countermeasures should compare favorably with the reduction of expected future losses.

C. Deveoping the Requirements

To develop the requirements, you must review each documented risk and specify
requirements for reducing that risk. Each requirement must identify the risk being addressed,

the kind of countermeasures to be provided, and the level of countermeasures needed.

1. Completeness and accuracy ensure that information and data are al

inclusve and up to date.

2. Protection addresses the loss of information, data, equipment, or physica
fedlities to intentional or unintentiond threats.

3. COOP atempts to prevent or mitigate the loss of information, data,
equipment, or physca facilities to intentiond or unintentiona threats.

YIS O -
A AT 5

A o %]
AT RSP 5 Sl et

PREVENTION:
Keep harmful events from occurring

CONTAINMENT:
Minimize the damage when harmful event does occur

RECOVERY:
Recongruct lost assat following a harmful event

D. Types of Recovery Measures
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! Prevention. Recovery measures prevent harmful events from occurring at
dl. A mgor pat of fire precaution must be preventive, and this is just as important as dl
other COOP breaches. Would-be embezzlers should be discouraged from ever beginning.

2. Containment. Recovery measures minimize the damage that does occur.
An intruder who succeeds in bypassing the physica or programmed controls that were intended
to kegp him out should ill be very restricted in what he can accomplish. A fire, once Started,
should be prevented from spreading. A virus infected disk should be prohibited from use in

other systems.

3.  Recovery. Recovery measures provide methods for recovering from
damage. It must be possble to recongruct vitd records or whole files if they are accidentaly
or willfully log. It is possble to recover from a disastrous fire sufficiently quickly and keep
the organization running. It is important to attack the COOP problem in depth; recovery
procedures are vitd to the overdl plan. The designer’s preventive measures must be

developed in concert with recovery techniques.

Criticality
Sze
Economic
Security leve
Type of control
Effectiveness
Ability to address multiple threats
Smplicity of use
Overhead
Applicability to new and exiding sysems
Svdem examination reauirement

4.  Criteria must be prioritized by order of importance.
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Recovery Measuire Selection Process

. Lig candidate recovery measures

. Rank by sdection criteria

. Sdect al mandatory business recovery measures

’ Discard dl ingppropriate business recovery measures
. Sdect al zero/low cost business recovery measures
. Select other recovery measures by priority

. Cogt of recovery measures

. Ratio of risk reduction to recovery cost:
Recovery measure cost versus expected loss
Vulnerability cost versus expected gain

LOCATION OF FACILITY:
Leased Building

TRAINING:
Unavalable
Too Costly

LIMITED PERSONNEL:
Team members
Technica Support
Operations Personnel

ASSET AVAILABILITY:
Equipment

TIME:
Suffident planning, training, and teting time
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1. Countermeasure Sdection Constraints

a.  The traning to obtain certain COOP skill and knowledge is often

unavalable or smply not in the budget.

b.  Some recovery measures may not be usable due to a lack of skilled
personnd. A limited number of operations personnd make some COOP functions dl but

impossble
C. Deadlines associated with development often cause COOP recovery
measures to get short-changed. COOP too often “gets the ax€’ when time becomes short.

2. Management Decision

A critical part of the risk management process is the direct involvement of
management in the implementation decision. The question of which risks can be tolerated and
which must be responded to is complex, and must be answered consdering misson gods,

budget condraints, and operating element policies.

3. The Implementation Process

a.  Once the recovery measures have been sdected, we must consider the

activities, resources, and costs necessary to get them implemented.

b. Mog of these activities should come as a naturd result of the
preplanned process established by the risk analyss conducted at the initiation of the risk
management task.

¢ Onetime cogts usudly associated with the initid development and
implementation are generdly annudized over the life of the sysem.
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d.  Ongoing codts that occur as a result of carrying out the recovery measures

ae usudly annudized.

E. Alternative Counter measure Salection

1. It is very important when developing the asset vaues that we include any
intringc vaues the asst may have. This will better enable us to identify those recovery

measures that are Smply too expensve to implemen.

2. We should never lose sght of the fact that sometimes it is Smpler and more
cost effective to accept the risk, than to bear the cost of the countermeasure.  As the cost of the
countermeasure approaches the value of the asset, the countermeasure's cost-benefit diminishes
and it becomes eader to judify the risk than support the implementation of the countermeasure.
Occasondly, a countermeasure is deemed too expensve, but there is a clear need for some
form of protection. In the event of such an occurrence, there are three options that may be

used for consdering dternative recovery measures.

Review recovery measures for dternaive design

Comparable protection a lower cost

Restructure data to COOP requirement

Remove sengtive deta from file

Choose less effective or less costly countermeasure
Take the chance (least desirable choice)

F. COOP Survellance

B-1-72

H58-K



EMERPS - DRAFT Appendix B-|

Management needs to continudly reevauate the effectiveness of COOP to ensure
effective countermeasure design. After recovery measures are ingdled, they must be
monitored to ensure their continued effectiveness. Additiondly, the risk environment must be
continualy reevduated. The assessment of COOP requires judgement. Unless specific
objectives are established, the assessment may well be an ineffective use of resources, and not
provide meaningful information. A sound program of periodic tests and exercises provides a

means of monitoring the COOP.

Risk | Countermeasure Management Countermeasure Coop
Analysis | Design Decision Implementation Surveillance

VIIl. FORMAT AND PLAN ORGANIZATION

An emergency operations plan is a document that assgns responghility to organizaions
and individuds for carrying out specific actions a projected times and places in an emergency.
The plan:

. Sats forth lines of authority and organizationd rdationships, and shows how dl
actions will be coordinated.

. Describes how people and property will be protected in emergencies and
disasters.

. Identifies personnel, equipment, facilities, supplies, and other resources
avallable-within the organization or by agreement with other organizations-for

use during response and recovery operations.
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. |dentifies steps to address mitigation concerns during response and recovery

activities.

+  Cites its legal basis, states its objectives, and acknowledges assumptions.
An effective plan requires a format that meets certain basic standards. The planning
team should consider the following:

«  Organization. Do the plan's subdivisons help users find what they need, or must
users dft through information that is irrelevant? Can single subdivisions be

revised without forcing a substantial rewrite of the entire COOP?
e  Progression. In any one section of the COOP, does each element seem to follow
from the previous one, or are some items strikingly out of place? Can the reader

grasp the rationale for the sequence and scan for the information he or she needs?

. Congstency. Does each section of the COOP use the same logical progression of

glements, or must the reader reorient himself or herself in each section?

o Adaptability. |s information in the COOP organized so that the COOP may be

used in unanticipated Situations?

o Compatibility. Does the COOP format promote or hinder coordination with other

Departments and agencies?
A. Format
There are no mandated formats for emergency or continuity of operations plans.

The EMERPS functional annex and this appendix provide minimum standards for a COOP
plan, and guidance to promote consistency and continuity throughout the Department. In the
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find analyss, a format is “good” if the users undersand it, are comfortable with it, and can
use it to extract the information they need. The test of a good plan is met through training,

exercises, actua response, plan review, and coordination meetings, and the like.
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B. The COOP

There is no prescribed size for the COOP. It may be lengthy or brief, depending
on the gte or fadlity beng reviewed. Where there are multiple organizations a a sngle dte,
and each has or would have their individua COOP, senior Department management must
determine if an integrated COOP would be appropriate or advantageous. It is incumbent upon
dl levels of Depatment management to ensure that personnel are aware of and understand

their responghilities and duties within the COOP.

C. Plan Components

Usng a dandard format with a basic plan, functional annexes, and incident-
specific appendices will make the COOP easer to use. These parts of the COOP can be
structured around the problem to be solved, the objective to be attained, or the task to be
performed. The following plan components are based on an easly understood, common-sense

approach.

1. Basic Plan

The Basic Plan provides an overview of approach to COOP operations. It
details policies, describes the COOP organization, and assigns tasks. Although the Basic Plan
guides devdopment of the more operationdly oriented functiona annexes, its primary
intended audience congss of senior management, ther saff, and divison heads.

2. Functional Annexes

Functiona annexes are plans organized around the performance of a broad
task. Each annex focuses on one of the criticd COOP functions that will be performed in
response to an emergency. The number and type of functional annexes included in the COOP
may vary from one divison to another, depending on needs, capabilities, and organization.
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Since functiona annexes are oriented toward operations, their primary audience conssts of
those who perform the tasks. They do not repeat generd information contained in the Basic

Plan.

3. Incident-Specific Appendices

Incident- or hazard-specific appendices provide additiond detailed
information applicable to the performance of a particular function in the face of a particular
hazard. They are prepared when incident characteristics and regulatory requirements warrant
and are attached to the rdlevant functional annex(es).

4.  Standard Operating Procedures and Checklists

Standard Operating Procedures (SOPs) and checklists provide the detailed
indructions that an organizetion or an individua needs to fulfill responghilities and perform
tasks assigned in the COOP. They may be attached to the COOP or referenced, as deemed

appropriate.

5. Format

a. FEMA publications recommend a plan format conssting of Purpose,
Stuation and Assumptions, Concept of Operations, Assgnment of Responghilities,
Adminigration and Logigtics, Plan Development and Maintenance, and Authorities and

References.

b. The GSA COOP sudent manua recommends a format including
Introduction, Purpose, Applicability and Scope, Authorities and References, Policy (optiond),
Objectives, Assumptions, Definitions, Responghilities, Didribution, Ste, Warning
Conditions, Essentid Operations, Essentid Pogtions, Essentid Equipment, Assembly and
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Reocation Site, Implementing the COOP, Direction and Control, Communications, Logistics
Support, Exercises and Training, Public Relations, and Plan Maintenance.

Elements Common to Basic Plans

1. Introductory Material

The COOP should be prefaced by certain items that enhance accountability
and ease of use. Among these are the promulgation document, the sgnature page, the dated

titte page and record of changes, the record of digtribution, and the table of contents.

2. Promulgation Document

The promulgation document enters the COOP “in force’; it gives the COOP
officid daus and provides both authority and responshility for organizations to perform their
tasks. The promulgation document is usudly a letter Sgned by the head of the Operaing
Divisgon. In it, the senior officid might declare smply that the COOP is in force, perhaps
citing the legd badis for his or her authority to make that declaration; however, the
promulgation document aso should mention tasked organizations responsbility to prepare and
maintan SOPs and commit them to the training, exercises, and plan mantenance efforts
needed to support the COOP. The promulgation document aso alows the senior officid to
affirm his or her support for emergency management.

3. Signature Page

Some organizations may choose to include a sgnature page to show that,
prior to seeking the senior manager’s sgnature, al response organizations tasked in the COOP

have coordinated in the plan’'s devdopment and are committed to its effective implementation.

4. Dated Title Page and Record of Changes
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The title page should bear the date of publication; a record of changes can
be a chat containing a number assigned to any change, a description of the change and/or the
affected part of the COOP, the date of the change, the date of its actud entry into the COOP,
and the ggnature or initids of the person responsble. These items should be included so
users of the COOP can be certain that everyone is using the most recent version of the COOP.

5. Record of Distribution

This is a lig of individuds and organizations that receive a copy of the
COOP. The record of digtribution can be used to provide evidence that tasked individuds and
agencies have had the opportunity to read and understand their responsibilities, which is a
basic assumption of an COOP. To that end, copies may be numbered and the record may
show both a date of transmitta and a date on which receipt is confirmed. The record of
digtribution aso serves as a convenient checkligt for digtributing later revisons to the plan.
Note that the list need not be limited to response organizations. Neighboring  organizations
should aso receive copies of the COOP. For the sake of convenience, a long record of
distribution may be trested as a standalone annex and placed at the end of the COOP, or kept
Separate as an “adminigtrative’  document.

6. Table of Contents
A table of contents makes finding information esser. It provides a quick

topica overview of the COOP. The table of contents should ligt al sections of the COOP and
be supported with clearly labeled tabs for each section.
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7. Purpose

The rest of the COOP flows logicaly from its purpose. The Basic Plan
should contain a generd statement of what the COOP is meant to do. The statement should be
supported by a brief synopsis of the Basic Plan, the functiond annexes, and the incident-

specific appendices.

J.  Stuation and Assumptions

After the broad statement of purpose, the Stuation and assumptions section
narrows the scope of the COOP by outlining what hazards the COOP addresses, what
characterigtics of the operating element may affect response activities (and how), and what
information used in preparing the COOP must be treated as assumption rather than fact.
Policies dso circumscribe and affect response activities, and could be treated either as part of
the dtuation or in a separate section, if desred.

1.  Situation

The dtuation section characterizes the “planning environment”-and so
makes clear why planning is necessyy. The gStuation section should, a a minimum, draw
from the threat identification and risk andyss. The Stuation section may include reldive
probability and impact of the hazards, geographic aress likely to be affected by particular
hazards, vulnerable critical facilities (labs, computing centers, etc.), characterigtics of the
facilities, critical resource dependencies on other organizations, and more. The leve of detall
is a matter of judgment; some information may be deemed useful to a few pecific functiond
annexes and presented there. In any event, maps should be included (as tabs) to support the

dtuation description.
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2. Assumptions

Assumptions are smply what, in developing the COOP, has been trested as
true for the COOP's execution. These should be included to show the limitations of the
COOP, alowing COOP users (and others) to foresee that some improvisation or modification
may become necessary. It is valid to include “obvious’ assumptionsthat identified hazards
will occur (scenarios, if used, can be outlined), that individuds and organizations are familiar
with the COOP and will execute their assigned responsibilities, that assstance may be needed,

and that-if so-assdance will be avalable.
K. Concept of Operations
1. The audience needs to picture the sequence and scope of the planned

emergency response. The concept of operations section explains the overal approach to an
emergency dStuation, i.e, wha should happen, when, and a whose direction. Topics should

indude:
a. Divigon of regponghilities,
b. Activaion of the COOP,

c. “Alet levds’ and therr implications,

d. Genera sequence of actions before, during, and after the emergency
Stuation; and

e.  Who requests ad and under what conditions.

2. The concept of operations will touch on direction and control, dert and

warning, or continuity of operations metters that may be dedt with more fully in annexes.
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L. Organization and Assignment of Responshilities

This section etablishes the emergency organization that will be relied on to
respond to an emergency Stuation. It includes a listing by podtion and organization of what
kinds of tasks are to be performed; such a listing permits a quick grasp of who does what,
without some of the procedurd detals included in functiond annexes. When two or more
organizations perform the same kind of task, one should be givzn primary responshility, and
the other(s) should be given a supporting role. For the sake of clarity, a matrix of
organizations and aress of responghility (including functions) should be included to show a a
glance the primary and supporting tasks.

1. Responshilities

A lig of common responghilities includes the following tasks.

a.  Maintan current internd personned netification rosters and SOPs to
perform assigned tasks.

b.  Negotiate, coordinate, and prepare mutud aid agreements, as
appropriate.

c. Andyze need and determine specific communications resource

requirements.

d.  Work with EOC communications coordinator to ensure equipment and
procedures are compatible.

e.  Identify potentid sources of additiond equipment and supplies.
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Provide for continuity of operaions by taking action to

¢y
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Ensure tha lines of successon for key management postions are
established to ensure continuous leadership and authority for

emergency actions and decisons in emergency conditions.

Protect records, facilities, and organizationd equipment deemed
essentid for sustaining Government functions and  conducting

emergency operations.
Ensure, if practica, that relocetion Stes are avalable should the
primary location suffer damage, become inaccessble, or require

evacuation.

Ensure relocation Stes provide a means to continue organizationd

functions during emergency conditions.

Protect emergency response saff. This includes actions to:

(a) Provide security at facilities,

(b) Rotate staff or schedule time off to prevent burnout, and

(©) Make dress counsding available.

Ensure the functioning of communications and other essentid
equipment. This includes actions to:

(@) Ted, maintain, and repar communicaions and warning

equipment; and

(b) Stockpile supplies and repair equipment.
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M. Adminidgration and Logigics

This section covers generd support requirements and the availability of services
and support for dl types of emergencies, as well as generd policies for managing resources.
Mutua assstance or aid agreements with other organizations should be referenced. The
section should provide the operating dement’s generd policies on keeping financid records,

reporting, tracking resource needs, and tracking the source and use of resources.

N. Plan Development and Maintenance

The overdl gpproach to planning, including the assgnment of planning
responghbilities, should be discussed in the Basc Plan. Statements should focus on the
planning process, participants in that process, and how development and revison of different
“levels’ of the COOP (Basic Plan, annexes, appendices, and SOPs) are to be coordinated.
This coordination task should be assigned to the appropriate person or team. Provison should
adso be made for a regular cycle of testing, reviewing, and updating the COOP.

0. Authorities and References

The Basc Plan should indicate the legd bass for emergency operaions and
activities. Laws, datutes, executive orders, regulations, and forma agreements relevant to
emergencies should be listed. The legd bass should include predelegation of emergency
authorities, i.e, enabling measures sufficient to ensure that specific emergency-related
authorities can be exercised by the elected or gppointed leadership or their designated
successors. It is important to specify the extent and limits of the emergency authorities
granted to the “IC,” the circumstances under which these authorities become effective, and
when they would be terminated. Citing reference materids-including related plans of other
eements of Government-can be vauable for indicating what has influenced the writing of the
COOP. References aso help reduce the sze of a COOP by directing the user to the full text
of procedures, data andyses, and other pertinent information,
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P. FRunctiond Annex Content

1. Content

a.  Annexes are the parts of the COOP that begin to provide specific
information and direction. Annexes should focus on operations. what the function is and who
is responsible for carrying it out. While the Basc Plan provides information relevant to the
COOP as a whole, annexes should emphasize responghilities, tasks, and operationd actions
that pertain to the function being covered. Annexes should cover, in generd terms, the
activities to be performed by anyone with a responsbility under the function. An annex should
identify actions that not only ensure effective response but dso ad

in preparing for emergencies.

b.  Annexes should clearly define and describe the policies, processes,
roles, and responghilities inherent in the various functions before, during, and after any
emergency period. To ensure adequate planning for al appropriate COOP contingencies, it
may be necessary to spend time projecting the consequences of various emergencies. This
should not be redtricted to those hazards found to be mogt threatening during the hazard
andysis. The term “generic’ has been used to describe these functiond annexes that are
generdly applicable to dl hazards, such as our Incident Management Annex. The generic
annexes are criticaly important parts of the plan, since they must enable us to cope with any

unforeseen  emergency.

c. In generd, the organization of the annexes pardlds that of the Badc
Plan. Specific sections can be developed to expand upon-but not to repest-information
contained in the Basic Pan.
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Q. Functionsto Include as Annexes

1. One of the more important things to be done early in the planning process is
to sdlect the functions that will be the subjects of separate annexes. The DHHS EMERPS
includes both generic (IMS) and specific (COOP, COG, Emergency Management) annexes and
gppendices. These may be adapted in whole or in part by DHHS operating dements,
additiona annexes or gppendices may be added to meet the specific needs of the operating
edement. No dgngle lising of functiond annexes, therefore, can be prescribed for dl DHHS

organizations.

2. Each operaing dement’s planning team should assess its own need for
functiond annexes Additiond or different functiond annexes should be prepared a the
discretion of the planning teem. The primary concern is that dl important activities be covered
properly in the plan. The location or categorization of these activities is of secondary
importance, though the structure and guiddines of the EMERPS is designed to promote

congsency and facilitate coordination.

IX. INCIDENT-UNIQUE PLANNING CONSIDERATIONS

A. Introduction

Incident-specific gppendices offer a means of extending functiond annexes to
address specid and unique response procedures, notifications, protective actions, emergency
information, and other needs generated by a particular incident or hazard. They dlow the
operating element, in its COOP, to address priorities identified through hazard andyss and to
meet detalled regulatory requirements associated with some hazards. An incident-specific
gppendix should be prepared for any functionad annex that does not, by itsdf, give enough
information to perform the function adequately in the face of a paticular high priority incident
or hazard. Some hazards may require that agppendices be prepared for various functiona
annexes, others may affect planning for only one or two functions. Appendices may be long
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or very brief, depending upon need. Think of incident-specific appendices as supplements to
functional annexes. Planning considerations common to all hazards should be addressed in

functional annexes, not repeated in incident-specific appendices

X. DEVELOPMENT OF AN INCIDENT-SPECIFIC APPENDIX

The decison to develop an incident- or hazard-specific gppendix should be based on
specid planning requirements not common to other hazards addressed in the functional annex,
and on regulatory considerations that may require extendve, detailed planning that is
ingppropriate for incluson in the annex. For example, if an operating eement has laboratory
facilities that require specia security or handling measures, those procedures would be
appropriately detailed in an incident- or hazard-specific appendix. If there are specid
requirements to notify the public in the event of an emergency or criticd incident a a
laboratory or other operating facility, then a specific gppendix for emergency public
information, for example, may be deemed necessary. As the planning team develops each of
the functiond annexes, cose scruting must be given to the “unique’ characterigtics of those
incidents or hazards thet require specia attention. Further, the planning team must know the
regulatory requirements associated with the hazards their operating dement faces. This
approach promotes consstency and continuity and provides the flexibility to include an
incident-specific gppendix or not, based on the need to cover information that is relevant to the
incident or hazard, but is not gppropriate for incluson in the functiond annex.

A. Content of an Incident-Specific Appendix

1. The content of an incident-gpecific gppendix focuses on the specid planning
needs generated by the hazard and should not duplicate the information in the functional annex.
The appendix contains unique and regulatory response planning details that gpply to a single
hazard. It addresses the essentid operational actions that must be accomplished to facilitate the
successful completion of a particular response function. As gppropriate, the gppendix should
quantify the consderations that apply to the hazard. It is recommended that incident-specific
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gppendices follow the same dructure-i.e., include, as gppropriate, the same content sections
(Purpose, Situation and Assumptions, Concept of Operations, Organization and Assgnment of
Responghilities, Adminidration and Logigics, Plan Development, and Authorities and
References)-as the functiond annexes. Tabs may be used to:

a. ldentify incident-specific risk areas and evacuation routes,

b.  Specify provisons and protocols for warning the public and
disseminating emergency public information, and

C. Specify the types of protective equipment and detection devices for
responders, etc.

2. Tabs sarve as work aids and include such things as maps, charts, tables,
checkligs, resource inventories, and summaries of critica information.

3. The responshility for making the decison on what to include in an incident-

specific gppendix is vested with the operaing dement's planning team. The flexibility of the
planning gpproach described in this appendix should make it possble to accommodate and

sidy:

a.  The planning requirements associated with unique aspects of the
incident or hazards and with various regulatory authorities,

b. The planning requirements of the operating dement, and

¢ The members of the planning team.
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XI. HAZARDS AND VULNERABILITY

Effective planning begins with the

recognition,
andyds of potentid or exising hazards and

identification and indepth

vulnerabilities that are peculiar or pecific
to an operating building, facility or site.

The dedred outcome of effective planning

i
i
¢

is to identify what responses would be

for these hazards andf

appropriate
vulnerabilities and then to develop those
reponses in detal conddering any known

condraints.
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HAZARD | VULNERABILITY [ SECONDARY HAZARDS =777
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: Flood X X ;
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+ Severe Storm X X ¢
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Airborne Particles

Aircraft Mishap

Application
Alteration

Arson

Civil Disorder

Communications
Failure

Data Denial

Data Alteration

Data Entry Error

Disgruntled
Employee

Eaves-dropping

Electromagnetic
Interference

Emanations
Interception

Embezzlement

Enemy Attack

Environmental
System Failure

Earthquake

Explosion

Flood

Fraud

Hardware Failure

Hardware
Alteration

HAZMAT

Hurricane

Ice and Snow

Improper Data
Handling
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Improper Media
Handling

Improper Media
Marking

Landslides

Lightning

Mechanical Shock

Vibration

Misuse of Com-
puiar Resources

Operating, System
Alteration

Operator Error

Personal Injury or
Death

Postemployment
Access

Power Blackout

Power Brownout

Power Failure

Privacy Act
Violation

Programmer Error

Sabotage

Radio Frequency
Interference

Riots

Software Denial

Static Electricity

Strike

Terrorist Attack

Tornado

Unauthorized
Disclosure

Uncleared
Personnel Access

Vandalism

Volcanic Eruption

Water Damage

Winds

Vandalism

Sewer

L: Low
I:  Intermediate
H: High

Figure B-I-4. Hazards and Vulnerability Checklist
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APPENDIX 2TO
FUNCTIONAL ANNEX B

Identify essential

R RELOCATION PLANNING

THE EMERGENCY
MANAGEMENT AND
ENTERPRISE RESUMPTION
PLANNING SYSTEM (EMERPS)

OFFICE OF PRIMARY RESPONSIBILITY: Office of Emergency Preparedness

SUPPORTING OFFICES: Operating Divisons
Saf Divisons
Hedth and Humaen Services (HHS) Regiond Offices

[ INTRODUCTION

It is easy to identify circumstances that could result in the necessity to operate out of a
relocation Ste for an extended period of time. Emergencies such as fire or earthquakes could
result in lengthy periods during which the home site undergoes repairs before reoccupation, or
during which the search for a new permanent ste is completed. Even those agencies with the
luxury of having a “hot gt€’ might find themsdlves seeking a relocation Ste if the “hot Ste’
can be affected by the same emergency as the home dte.

Implementing the Continuity of Operatiions Plan (COOP) is an action not to be taken
lightly; multiple factors enter into the decison to do so. The responghility to issue the
directive rests with the Secretary or through the Secretary’s delegation of authority to a
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senior/designated Department of Hedth and Human Services (DHHS) officid.  In the event

immediate action must be taken to protect life or property, the Incident Commander (IC) (on

scene or fird ariving senior/desgnated DHHS officid) may issue the order to implement the
COOP.

A. Purpose

1. This gopendix provides guidance for survey and identification of assembly
and relocation dtes for DHHS operating dements. It provides a “modd” outline of what to

condder when surveying facilities for use as a relocation ste.

2. The following options, in order, will be conddered for continuing an
organization's operations in the event the home dte or facility is untenable or unussble.

Described briefly, these are as follows.

a.  Temporaily assgning the responghility to peform your functions to
another Operations Divison/Staff Divison (OPDIV/STAFFDIV) that peforms those functions
using its personnd and equipment, or augmented by your personnd until your operationa

element is able to resume operations.

b. Usdng ancther Ste's facilities during periods when they are not
normaly utilized until your primary operaing facilities can be restored or a permanent facility
placed into operation.

c. Peforming your essentid functions from a “relocation gte’ (a Ste
equipped to support designated operations) until routine operations from the primary operating

dte or a permanent site may be resumed.

3. Your response to this requirement may take severa forms, from a con-
tingency agreement (memorandum of agreement (MOA) or underganding (MOU)) with the
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ownership of a dte that meets your relocation needs, to a listing of criteria and requirements

that your organization has for a relocation ste.

B. Task

Provide a modd outline for relocation Ste sdection.

C. Objectives

The objectives of this gppendix are to direct and guide appropriate actions to:

1. Provide guideines for procuring space, tdlecommunications, equipment,
and supplies to support relocation Site operations, and

2. Provide repidly executable measures to identify requirements to

Departmenta and other agency (i.e, Generd Services Adminigtration
(GRA)) redty, contracting, tdecommunications, and other specidids.

. POLICIES

Policies and procedures outlined in the References in the Basic Plan shdl be followed in
responding to critica incidents and emergencies under this Appendix.

[Il. RESPONSIBILITIES

A. The Office of the Secretary (OS) will coordinate plans across OPDIV's to support
relocation requirements a the nationd leve.

B. The Regiond Directors (RDs) will coordinate across OPDIVs a the regiona
leved and develop regiond plans for relocation. Where necessary, these plans will comport
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with other Federa agency or State plans (where, for ingtance, the Region shares a facility with
other agencies and Departments).

C. Opeaing Divisons OPDIVs will ensure that the performance of essentid
functions can be accomplished from a relocation dte, if activated.

D. Saf Divisons. STAFFDIVs will ensure that the performance of essentia
functions can be accomplished from a relocation gte, if activated.

lv. S TUATION

A. Conditions

Management’s respongibility to ensure peformance of the enterprisg's misson is
threatened by the posshility of uncertain events ranging from a naturd disagter, to vanddiam,
to sophisticated attempts to create chaos. The systems to be protected are so complex, and
threatened by so many potential sources of harm, that it is impossble to protect primary
operating facilities againgt every potentid problem. The necessty to relocate one, severd, or
al operating dements may occur with or without warning. These operaions are a complex
underteking, ranging from short-lived temporary efforts, to permanent relocation when a
primary operaing facility is destroyed or otherwise unusable.

B. Planning Assumptions

1. See Functiond Annex.

2. For the purposes of this gppendix, the COOP is implemented in four stages.

a.  Stage 1. Preemergency , during which plans and preparation to

implement the COOP are made, maintained, and exercised.
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b. Stage 2. Rdocation, in which dl or pat of your organization leaves
an untendble ste. Condderation of options other than relocation are included in this stage.

c. Stage 3: Reocation Ste operations, which describe operations a the

new ste

d. Stage 4. Ending relocetion sSte operations, which describe the

trangtion from the relocation Ste to the origind home sSte or a new home gSte.

V. CONCEPT OF OPERATIONS

A. Genead

This modd has been crested to give DHHS dements an understanding of
relocation sarvice and space requirements. It outlines what to consider when surveying
facilities for potentid or actud use for a relocation site. Every emergency or critical incident
is different. It is important, therefore, that the COOP/emergency coordinator work closely
with the Program Support Center (PSC) and other Departmental elements, as well as GSA to
identify  requirements.

B. Redocation Coordination

1. COOP/Emergency Coordinators (ECs) should conduct relocation planning
and conaultation with interna and external operating elements in Stage 1. (Preemergency,
during which plans and preparation to implement the COOP are made, maintained, and

exercised.)

2. Redocdion under the dresses associated with emergency or critical incident
operations is a complex undertaking requiring continua coordination among the operating
elements being moved, supporting eements, GSA organizations, and contractors. The
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Relocation Team (RT) leader (IC or his or her designee) serves as the focd point for interna
and externd Departmenta coordination. This ensures that al necessary Departmenta and
other agency actions are completed on time and in a coordinated fashion S0 that the relocation

Ste space is ready when occupied.
C. Specific

1. When asurveying fadilities for use as a rdocation ste, DHHS operating
eements will assess, in order: internd DHHS capacity under their control, interna DHHS
capacity, and externa capacity (GSA controlled in Federdly owned or leased space).

2. When space in the exising Federdly owned or leased inventory is not
available or suitable to meet the defined needs, OPDIVs and Regions will lesse suitable office

space esewhere.

3. The four primary criteria for sdecting a relocation Ste are proximity to the
primary operating facility, cgpacity of the building's infrastructure to handle the required
telephone and dectricd requirements, the amount of space avalable, and the avallability of
parking in close proximity to the building under condderation.

4.  For planning purposes, space requirements can be established in square foot
increments. If relocation occurs with little or no waning, an initid increment of available
space can be employed to rapidly initiate recovery operations. As the phased relocation of
operationa elements continues, space can be expanded to accommodate the entire operation.
Those buildings with adjacent expanson space, or in the buildings in the immediae vicinity,
ae expecidly auitable. A gdte that will preclude the relocating dement from expanding
operations should not be selected.
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Total Number of Staff X 125 square feet = Primary Space Required

Copy center: 300 sq. ft.

Mal Room: 250 sq. ft.

Supply Center/Room: 1,500 5. ft.

Computer Network Room With File Servers: 300 0. ft.

Conference Room: 600 sg. ft.

Snack Bar/Vending (in the absence of a cafeteria in the building): 50 sq. ft.

Adminigrative and Support Functions 3,000 sg. ft. minimum

5. Immediate space requirements for the RT and key personne are paramount.
The RT will be the firsd dement ariving a the designated relocation Ste. The sze and
daffing of the team are contingent on the scope of the emergency and relocation requirement.

In a mgor relocation, they may include:

a.  Space for the IC (if the IC deploys to the relocation site), TR leader, or
his or her designee, and immediate support staff.

b.  Space for the IC’s specid daff (Generd Counsd, Public Affairs,
Legidative, Safety Representative, Liasons, Congressond Affars,
support staff, etc.). (See the IMS Functiona annex.)

c.  Space for each activated section of the Generd Staff (Operations,
Pamning and Information, Logisics, and Finance/Adminigretion).
(See the IMS Functiond annex.)

6. Waehouse. Relocation Stuations often generate the need for warehouse

gpace to accommodate the digtribution of materias, office supplies, and equipment. The
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warehouse location should be within no more than 20 minutes travel time of the relocation Ste.
The space assgned or acquired generdly requires a minimum celling height of 18 to 24 fedt;
concrete floors with appropriate floor loading; heating, ventiliation, and air-conditioning
(HVAC); some office space; and restrooms. In addition, the warehouse generdly requires at
leest two loading docks to handle the ddiveries and turnaround space for semitrailer trucks.
Such space will generdly be cdlassfied as “light industrid” space once it is assgned.

7. The mog suitable configuration is space with a combination of privae
offices and open spaces. The private offices can be used by supervisors or lead personnel, and
the open space can be used by the different support function elements.  Buildings thet have
support features such as kitchenettes can be especidly hdpful during the early criticd stage of
the relocation when the building may be daffed continuoudy.

8. Some supporting saff will not require a full time worksation, snce they
will be working outside of the facility supporting relocation operations or restoral of the

primay operating fadlity.

9. Paking. Officdd vehide daff, and vigtor parking will be a criticd
relocation requirement. There will dso be a need for parking directly a the relocation dte for
Very Important Persons (VIPs) and staff. At a relocation Ste there will be a need for a large
portion of a parking lot to handle the fleet carsivangitrucks and delivery vehicles. When
parking is not avalable for primary vehicles a the relocation dSte, it should be acquired or
assigned within a couple of city blocks to ensure easy access. Use of a relocation Ste may
cause a ggnificant change in gtaff commuting patterns; the Site may need more parking space
than is currently reguired.

10. Location. Idedly, when sdecting a relocation dte, acceptable space will be
located near the affected primary operating facility, and close to warehousing locations,
parking, and persond services. In highly populated aress, the relocation site should be located

on or near mgor transportation arteries that have public transportation.  Personnd  transferred
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to the relocation ste may be required to dter the method in which they go to work, and access
to public trangportation can ease the trangtiona turbulence. The dte sdected should be within
a reasonable commuting distance; if it is not, then specid arrangements may have to be made
to address trave, overnight accommodations, and the like. Busng may be an dterndative
means of reaching the dte.

11. Proximity to Services. All of the basc services need to be within close
proximity of the relocation ste. These sarvices include, but are not limited to, restaurants

(esting establishments), lodging, and retall stores, such as drug and grocery stores.

12. Sanitary fadlitiesfacilities for the handicapped. Some Federaly owned
fecilities that come readily to mind as potentia relocation Stes, such as Nationd Guard or
Reserve armories, may lack adequate facilities for femade and handicapped employees.

13. Other considerations.
a. If the operaing unit has specid dructurd requirements, eg., unusua
floor loading, dectricd, or ar-conditioning requirements, etc., these must be included in the

reocation dte criteria

b. Sdety: Isthe dte in an area that your employees consder safe to wak

to from public transportetion, from the parking lot, to work late a night?
c.  Does the ste require and have adequate medical services available?
14, Communications Regquirements. Antennas and satdlite “dishes’ may be

required a the relocation dte to supplement existing communications cgpability. This may

require wiring and access to roofs and other parts of the structure to dlow for ingalation.
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15.  Office Equipment. Office eguipment includes office furniture, copiers,
facamile (FAX), computers, calculators, printers, televisons, videocassette recorders (VCRS),
public address system, radios, display boards, etc. Use of a standard workstation makes it
esder to move and affords flexibility in layout and organizetion. For relocation planning
purposes, a “worksation” can be consdered to consst of a folding table approximatdy 5 long
by 2 wide with a desk chair. The workstation will require a phone for each individud, and a
computer connected to a local area network (LAN), with printer access.

16. TelecommunicationgElectricd and 24-Hour Regquirements.
Communications and informeation are the two most important items in restoring operations.
The building's infrastructure must be able to immediatedly accommodate potentidly hundreds of
telephone lines and dectrica requirements for hundreds of persona computers (PCs). In
addition, the relocation ste may be required to operate 24 hours a day, or with a schedule
sufficient to sustain emergency operations. If 24-hour or extended operations are required,
HVAC and security services may be required to cover the operationa period.

17. Policies regarding information security and relocation of computer systems
are covered in DHHS Information Resources Management Sarvice (IRMS) Circular No. 10,
“Automated Information Systems Security Program (AISSP),” aong with the AISSP
Handbook. It establishes policies, procedures, and responsbilities for the implementation and
adminigration of the AISSP. Each OPDIV is required to adminiser an Automated Information
Sysem (AIS) security program that meets statutory, regulatory, and Departmenta
requirements and the needs of the OPDIV and the public. Each OPDIV is aso required to
have contingency or disaster recovery plans to provide for continuity of operation. All DHHS
organizations must ensure that AIS contingency plans are developed, maintained, and tested for
an AIS that supports critica OPDIV functions. The AIS contingency plan details how an
organization would continue its misson and provide continuity of data processng in the case
of a disruption of service expected to last for an extended period of time. Items 6 to 9 are
extracts from the AISSP Handbook.
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18. A contingency plan must be developed for each AIS fadility, Information
Technology Utilities (ITUs) (induding LANs and wide area networks (WANSs)), or standalone
microcomputer that processes applications critical to the performance of the organizationa
misson. However, there are mgor differences in the leve of detall required for a large AIS
facility/ITU based on mainframe computers, minicomputers, LANs, WANs, and for stand-

aone microcomputers.

19. Each DHHS organization should make every effort to administer the
contingency planning process in an integrated manner across dl its systems, fadilities, and
networks, in order to alocate resources equitably and discover and address points of interface.
Moreover, contingency planning for entire service and deivery systems, such as eectricity and
telephone service, must be considered. For example, the dternate power source a the
manframe facility will not provide coverage for the end user who processes critica

gpplications a a workgtation.

20. The following ligt includes key steps in the contingency planning process
that are common to both AIS facilities/ITUs and standdone microcomputers.

a. ldentify criticd gpplications.

b. Rank applications according to priority for recovery.

c. Ddine the maximum permissble outage (i.e, disruption of service,

use, or access) for each gpplication, in conjunction with the program manager.

d. Back up critical applications, data, operating software, and databases
regulaly.

e. Explore dternate AIS processng stes within or outsde the
organization.
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f. Sdect and commit to an dternate Ste, based on a mutua ad, building,
leesing, or contracting agreement.

g.  Develop dternate Site operating procedures.

h.  Arrange for ddivery of backup data and software from an off-ste
security dorage facility.

I Implement tests at the aternate Ste using backup data and software
from the off-dte security Storage facility.

j. Continue to tet regularly.

k.  Update the contingency plan based on test results.

21. Contingency Planning Process for AIS fadlitiesITUs. The following
elements should be included in the contingency plans for AIS facilities/ITUs, induding LANs
and WAN:Ss.

22. Alternate Site. The contingency plan should provide for an dternate dte to
perform the data processng functions of the organization if a disaster serioudy disrupts the
sarvices of a principd AIS facility/ITU. Furthermore, there should be reasonable assurance
that the dternate Ste will be avallable in the event of a disagter, and that it will be available for
testing the contingency plan. The firs choice for an dternate dte is within the organization.
For example, an organization that processes data within a digtributed processng environment
or uses multi-gte systems architecture could design its contingency plan so that each Ste serves
as a backup to others. This strategy requires the ability to divert inputs to and outputs from a
disabled dte, and requires excess processing capacity to handle increased workloads on a

temporary basss.
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23. If dternative dtes do not exig interndly, then the organization should
congder fully redundant dtes, mutud ad agreements, cold dtes, or hot dtes. Fully redundant
dgtes are usudly not a viable dternaive. Since they must be built to the exact specifications of
the primary dte and located dsewhere, they will generdly be costly and impracticd.

24.  Mutud-ad agreements (e, g . , Inter-Agency agreements) with other
organizations to use their data processng resources can work effectively if each involved

organizetion commits to increasing its data processng capacity.

25.  Cold gdtes are shells that must be equipped to operate as dternate Sites.
Since they require a 2- to 3-week ddlay while the necessary equipment is ingtdled, cold stes
may not be an acceptable dternative for an organization that depends on online data
processing; however, they could be an acceptable dternative for an organization that only

requires batch processng.

26. Hot gtes are fully equipped AIS facilities that include PCs, support systems,
and tdecommunications cgpability. They are avalable nationwide for lease. The leasing fee
entitles the user to access to the facility when needed. Additional user fees are usudly charged
for usng the ste for testing or during an actud contingency gStuation. Hot Stes are usudly the
mos expendve dterndive following fully redundant Stes and avalability is on a fird-come

first-served bass.

27. COOP/ECs should consult with Department POCs prior to coordinating with
agencies externd to DHHS.

28. Assgance Internd to the Department. The PSC offers the following
sarvices related to relocation planning.

a.  The Adminidrative Operations Service (AOS). Acquistion
management for Automated Daa Processng (ADP), program, supplies, equipment,
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information processng, and telecommunications support. Red Property Management,
including leasing, building security and safety, building management and operations,
warehousng and inventory control, motor pool, and dispostion of Federd surplus red
property. Technicd Support and Communications Management for telecommunications, visua
communications, printing and publications, reprographics, automated library and reference

management, and mall and messenger services.

b. Information Technology Services (ITS). ITS provides a variety of
information technology services, including contingency planning for disaster recovery of
processing capabilities should a disaster occur. ITS provides assstance to customers in

developing contingency plans.

29. Assdance Externd to the Department. The GSA service organizations, the
Public Building Service (PBS), the Federa Supply Service (FSS), and the IRMS can assigt in

the coordinaion of activities and services that are required to implement relocation.

a. PBS is respongble for saisfying a requesting agency’s space
requirements and any associated specia requirements, such as specia security darm systems,
vaults, and child care facilities. The Federd Property Management Regulations, Assgnment
and Utilization of Space, Appendix A, identifies which fegtures are provided as standard and
which are above standard. Above standard features are provided on a rembursable basis. The
PBS Redty Specidist serves as the overal GSA POC.

b. FSS is respongble for coordinating the delivery of new furniture, the
disposd of old furniture, and contracting for a vendor to accomplish the actual move. Policies
and procedures are outlined in the Federal Property Management regulations.

c. IRMS is responsble for assgding agencies in planing and satisfying

their telecommunications and data processng needs. These services are reimbursable and
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include such things as desgn requirements, relocation cost edtimates, cabling/wiring diagrams,
inddlaion services, and tedting.

30. The Reocation Factor Guide and Relocation Checklist provide guiddines
for pre-emergency planning (Stage 1) and relocetion (Stage 2), relocation sSte operations (Stage
3), and ending relocation Site operations (Stage 4).

Relocation Factor Guide

Successful relocation is dependent on tota coordination among the affected parties. This
Guide can be used in Stage 1 (preemergency planning) as a planning tool, or in Stages 2 to 4 tc
support relocation, relocation Ste operations, and ending relation Ste operations. Advanced
planning and foresght in Stage 1 are the key factors in the success of Stages 2 to 4.

The following topics and guidelines are characterized by subject matter and reflected in the
Relocation Checkligt.

FUNDING
+ |dentify the impact of increased or
+ Refer to Departmental and current decreased costs for rent and
Federd Property Management rembu_rsable services during the
Regulations (FPMR) policy for relocation period.
guidelines to determine who will
fund various aspects of the | SCHEDULING .= = |
relocation.
« Emergency reocation will require
« Devedop a matrix for dl respong- management of a complex and
bilities and funding sources. ddicatedly baanced schedule. Work
Maintain an accurate audit trall to closdly with redty, contracting,
support postrelocation  after-action fadilities, and information tech-
reporting, clams, and andyss. nology services personnd to devise
milestones, phasing, and a com-
« ldentify funding for any above pletion timeframe associated with
dandard festures, dterations, and/or the relocation.
sarvices that may be required per
the Departmentd or FMPR and +  When a change in the relocation
document such cods in writing. schedule becomes known to the IC,
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his or her &aff, or any of the
representatives involved in the
relocation, this change must be
immediatedly made known to dl
parties involved and the
Departmental  [eadership.

Keep employees informed of the
schedule and progress of the
relocation. The IC or designated
relocation manager should advise dl
personnd of the timeframe,
phasing, and procedures for
securing access to the relocation
ste, eg., when a card key or
combination lock is used, and other
petinent facility informeation,
including directions and gtrip maps
to the relocation Ste.

annex and the Redocation
Appendices.

If there is more than one reocation
locetion, provide inventories for
each.

If the relocation of equipment from
the Primary Operding Fecility
(POF) is possible, tag or bar code
equipment for proper ddivery to the
relocation dte. Smple labeing and
coding techniques (e .g . , different
number/color labels for each floor
or section for each organizationa
element) can asss in speeding
edablishment of the relocation Ste.

FLOOR PLAN/LAYOUT . .

SPACE REQUIREMENTS

The Department and externa
agencies (GSA, contractors, €tc.)
must work jointly to define the
space requirements for the
relocation space. The Reocation
Appendix to the COOP annex
describes planning factors for space
dlocation. Requirements are
developed by gathering the facts and
details necessary to define the
Department’s relocation space
needs, including specid require-
ments and parking.

INVENTORY

OPDIV COOPs should have an
inventory of all office furniture,
fixtures, and equipment required to
equip and daff the reocation gte,
based on the planning factors and
team dructures outlined in this

Provide a floor plan for relocation
goace, incduding plans indicating
dectricd, tdecommunications,
LANs, and computer placement in
coordination with the property
manager or redty specidis. In the
absence of a previoudy designated
relocetion Ste, edtablish a divison
of the RT to work with redlty,
fadlities, information technology
sarvices, and other specididts to
devise a floor plarvlayout.

Foor plans and layouts should
conform to dl legad and code
requirements.

ITS, GSA's IRMS, and other
telecommunication service providers
can assg with tedecommunications
and sarvices contracts, and layout of
telephone and tdlecommunications
equipment.
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« The ealiet deveopment of floor
plans and layouts is criticd to
implementing  relocation.

SURVEYING RECORDS FOR
ARCHIVING

SECURITY

e |If the relocation of records from the
POF is possible, relocation may
provide an opportunity to dispose of
unnecessary  records.

¢ A Nationd Archives and Records
Adminigration (NARA) representa
tive can asa4 in aranging for
trangportation, storage, sdvage, and
dispostion of records.

e NARA, in their overdght capacity,
has provided the Federa agencies
with a Generd Records Schedule
(GRS) that provides disposition
ingructions for many commonly
occurring records in the Federd
agencies. It is HHS policy to use
NARA’s GRS whenever possble
for digpogtion indructions
concerning our HHS records.

e For records that are not covered by
NARA’s GRS, falow your
Operdting Divison's NARA
approved, records schedule.

e HHS IRMS Circular 21, Records
Management, provides poalicies,
procedures, and responsbilities for
records management within HHS.

e HHS IRMS Circular 22, Electronic
Records Management, provides
policies, procedures, and
respongbilities for dectronic
records management within HHS

Security services, such as darms
and guard service, may be required
a each location at the time of the
relocation. Funding respongbility
needs to be checked with
Departmental representatives or
with the regiona Federd Protective
Service (FPS) Physica Security
Specidis.

The GSA FPS Physicad Security
Specidist can arrange for such
sarvices in accordance with GSA
dandard practice. Any dements
above gstandard requirements will be
provided on a reimbursable basis.
Depatment authorities in sdected
ingdtances provide for contracting
these services. These services must
be in compliance with GSA
guiddines and fdl under the
jurisdiction of the FPS.

Work with Departmental or GSA
specidigts regarding inddlation of
fixed security services (eg., card
key, closed circuit TV, motion
detectors) a the relocation dte.
Coordination with the regiond FPS
should be accomplished, as

appropriate.

The appropriate DHHS operating
dement should identify individuds
on the relocation team who must
personaly accompany classfied
documents.

HS8-G
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If the relocation of equipment,
records, and materiad from the POF
is possible, the gppropriate DHHS
operating dement should arange
for any packing of items from the
POF that must be completed by
DHHS personnd (confidentid files,
libraries, evidence, ec.).

FURNITURE

Furniture can be ordered through
Departmenta providers or through
FSS National Furniture Center.
Ordering and ddivering of furniture
to the relocation Ste should be
synchronized with deployment of
personnel to the relocation Ste.

Contracts may be required for the
assembly/disassembly  of  systems
furniture.

Temporary storage should be
aranged for old furniture from the
primary operding facility, or new
furniture for the relocation dte in
the event timeframes of the
relocation are not met, or the
relocation is phased over time.

ALTERATIONS

During the course of the relocation
and preparation of the relocation
gte, the IC or the RT leader, dong
with the redty specidig, building
manager, design and congruction
representative, and/or other affected

parties must make periodic
ingpections to determine if the
Depatmentd requirements are
being met. Coordinate with these
representatives to do joint
ingpections.

Any changes from the floor plan
during the course of the relocation
may dday the relocation, and could
result in additiond costs.

Arrange for an ingpection with the
necessary specidist a the relocation
completion time to ensure the
Department’s needs have been met.

Prepare a “punch lig” of
deficiencies so that it can be
determined if the space will be
ready for occupancy by the
relocation timeframe. All  affected
Departmenta personnd should be
advised of the target move date and
of the amenities avalable a the
relocation dte.

Physical acceptance of the space
should be made when the mgor
Depatmenta requirements have
been met, which would permit the
affected DHHS operationa
eement(s) to function and perform
its misson.

Any changes in the schedule must
be immediatdy provided to dl
parties involved.

SIGNAGE

Signage should be incduded in the
space requirements.
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A signage package should include
information on floor directories,
room numbers, and personne/office
designations.

Signage should be in place prior to
the first phase of relocation in order
to provide direction to the relocating
Departmenta  personnel  and

movers. All signage must comply
with the Uniform Federd
Accessbility Standards and with the
Americans with Disdbilities Act.

UTILITY SERVICES

If the relocation Site has not been
predesignated and surveyed,
determine what utility services will
be required if they are not included
as part of the regular service to the
space. Coordinate, as necessary,
with the building manager and other
specidigts regarding work
authorizations to obtain those
services.

Congder specid use dectricity,
aurge free lines, lighting, and
climate control for specid equip-
ment (e. g . , laboratory requirements,
etc.) that may be needed.

Pan data communications require-
ments in addition to telephone
requirements.

If posshble before relocation, ensure
building data communications cable
plans are tested.

Coordinate ADP services through
Departmental sources, such as ITS,
or through the GSA Information
Systems Support Program (ISSP).

The IC or desgnated RT leader
should gppoint a sysems
coordinator to assist in detaling
cable plans and other requirements
for computer and LAN equipment.

If the rlocation of equipment from
the POF is possble, the systems
coordinator should contact computer
vendors regarding the relocation to
determine if any specid aitention is
needed to relocate the equipment in
order to avoid negating the service
contract or warranties that may be
in place.

DHHS IRMS Circular No. 10,
“AISSP,” dong with the AISSP
Handbook, provide guidance for
data backup.

If employees are accessng DHHS
systems through remote dialups,
ensure employees are advised of
changes to diding scripts prompted
by the relocation.

TELECOMMUNICATIONS AND
LOCAL AREA NETWORKS

ADPAND COMPUTERS |

Careful planning and coordination
in accordance with the DHHS IRM
Circular No. 10, “AISSP,” dong
with the AISSP Handbook, must be
conducted to support relocation of
systems.

Cabling in the rdocation fadility
must be sufficient to support al
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necessary voice and data communi- o The sysems coordinator, in
cations requirements.  Identification conjunction with finance personnd,
of essentid functions and equipment should secure estimates and capture
in Stage 1 of COOP planning will costs of relocation and identify
ensure requirements accurately funding respongbilities
reflect requirements. Agreements and respongbilities

« The systems coordinator or reloca should be documented in writi

tion team leader may request .
assigance from GSA’s IRMS to
plan telecommunications relocation
through its Telecommunications
Services Contract (TSC) or
Purchase of Teephones and
Services contract (POTYS).

« Panning in Stage 1 should address

the need for sufficient ventilation in [ LOADING DOCKS . |
the relocation dte to support
relocated computer and other . If the relocation of eguipment from
telecommunications  equipment. the POF is possible, loading docks
must be cleared and access made

¢ The RT systems coordinator and available a both locations (the POF
telecommunications  specidists and the relocation site) during the
should provide the physica relocation process.
telecommunications/deta Overtime service may be required.
communications layout on the
approved floor plans for the ELEVATOR SERVICE °

relocation Ste as soon as possible to
ensure that the tdecommunications
system is activated and competible
with the dectricd and ventilation
sysems a the relocation dte. In
addition, the ingdlation of the
cabling, if required, must be done in
coordination with the ingdlation of
workgtationgfurniture.

+ If the rdlocation Ste has eevators,
advance arangements will diminate
an devator “bottleneck” during the
relocation. Ensure tha arrange-
ments for a dedicated eevator are
made. These arangements should
be made in concert with the building
manager and the relocation move
supporting  contractor(s). Overtime

o Scheduling, funding, and con- sarvice may be reqired.

tracting for the relocation of tele-
communications and data equipment
and services must be done rapidly,
and in coordination with the phased
relocation of personnd.

¢ If the rdocation dte is in a multi-
tenant building, condderation
should be given to scheduling as
much of the rdocation outsde
norma busness hours and on
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weekends to avoid interference,
inconvenience, and “bottlenecks’ in
relation to other building tenants.

« If the rdocation of equipment from
the POF is possble, condder if
furniture or equipment will fit in the
eevator(s). If not, dternate means
of reaching the designated floor
must be arranged (e.g., crane or
outsde lift, disassembly/assembly).

TRANSPORTATION DURING
RELOCATION SEQUENCE

« Depending on the sze of the
relocation and the number of
locations involved, it may be
necessary to provide transportation
for employees between locations
during the relocation sequence.
Contract for these services through
Depatmental procedures or through
the GSA/FSS Fleet Management
Center, or the GSA rentd car
contractor.

EMERGENCY CONTACTS

« The RT leader should have
emergency contact lists of
Depatment POCs, team members,
GSA POCs, and contractors so that
during the relocation anyone who
might need to communicate with
any person involved in the
relocation during the emergency
may do so.

TRANSPORTATION AND
PARKING

+ Employees should be advised of the
avalability of on-dte parking,
public transportation, and private
parking far enough in advance s
that adequate arrangements can be
made at the relocation Ste.

« Avaladle paing for Depatment
personnel a the relocation site
should be assigned in accordance
with DHHS operaing eement
guidelines or based on the FPMR
and coordinated with the GSA Fdd
Office

| OCCUPANT EMERGENCY PLAN |

+ If the relocation Ste has no
Occupant Emergency Plan (OEP),
the relocating dements must
develop an OEP. The FPS Physical
Security Specidigt can assigt in OEP
development.

MAIL |

« Advise correspondents in both the
public and private sectors of the
change in address for mailings.
Newspaper ads, radio announce-
ments, and TV public announce-
ments should be consdered, if

appropriate.

« Noatify the telephone service
providers of pertinent changes,
revise your internd telephone/
communications directory, as
required.

+ Change shipping and hilling
addresses with vendors.
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RELOCATION MOVING
ARRANGEMENTS

If the relocation of equipment from
the POF is possible, and the DHHS
operating eement is conducting its
own relocation move, advise the
relocation Ste building manager and
redty specidist to ensure proper
coordination.

If possble, the RT leader and
building manager should participate
in an initid wakthrough of the
relocation dte to become acquainted
with exiding conditions, furniture,
office equipment, tdlecommuni-
cations, and data elements that may
be relocated, and pinpoint any
problem areas. If suffident time is
avaladle, a coding sysem should be
developed for moving furniture and
equipment to the proper locations.

Check with locd authorities to
ensure there are no mgor scheduled
events such as parades, demon-
drations, or road work, etc., which
may impact the relocation.

Arrange, if necessary, for parking
passes for the RT members at the
relocation gSte.

Arrange for dumpsters at the POF
and the relocetion Ste with the
assistance of the building manager.

Assgn “gpotters’ who will assg in
the relocation move, and supply
them with the color/coded floor
plans on dl floors a the relocation
gte during the move. If the

relocation of equipment from the
POF is possble, spotters may adso
be needed at the POF.

Keys to dl the areas must be
available to the “spotter” assigned
to each area to facilitate the
relocation.

PACKING INSTRUCTIONS ..

If the relocation of equipment from
the POF is possble, this must be
synchronized with sdvage and
recovery operaions. Sdvage and
recovery operations must be
completed to identify which items
(records, equipment, etc.) are to be
moved to the relocation Ste, and
which will require specid measures
to savagelrepar, or require
disposal.

If a moving contractor is employed,
the contractor will come in and
survey the space, estimate the
number of boxes and labels
required, establish any specid
packing indructions, and provide
accompanying employees or escorts
with the necessary guiddines for
packing purposes.

If the affected area of the POF is
accessible to employees, specid
procedures (escorts) may be
required to dlow personnd to
recover persona items from work
locations.

Specid requirements may be
required to move live plants,
microwave ovens, artwork, or
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pictures that are not part of the
agency’s officid inventory.

+ If the relocation of equipment or
records from the POF is possible,
and employees are assding in the
relocation. Prepare packing
indructions after consultation with
the moving and specidty
contractors.

All keys, building access cards,
etc., from the POF should be
collected and turned over to the
gppropriate  authority.

MEET WITH STAFFS

EQUIPMENT UNDER WARRANTY
AND LEASED EQUIPMENT

o If the rdocation of equipment from
the POF is possible, vendors should
be contacted for packing ingtructions
and assistance as required by the
terms of the contract.

. AFTER RELOCATION

o When the rdocation move con-
tractor reports that the last piece of
furniture and equipment has been
moved into the relocation ste, the
RT leader, building manager, and
other specidists should make a
persona ingpection to ensure that
everything is in place a the
relocation Ste.

« Should loss or damage to goods be
caused by the relocation move
contractor, a written clam should
be filed with the move contractor

promptly.

The RT leader should meet with
ariving DHHS operaing dements
to ensure a smooth trangtion to the
rdocation gte

Following the rdocation, the RT
leader should meet with each
relocated DHHS operating eement
t