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Independent Auditors’ Report 

Chief, USDA Forest Service and 
Inspector General, United States Department of Agriculture: 

We have audited the accompanying consolidated balance sheets of the United States Department of 
Agriculture (USDA) Forest Service as of September 30, 2005 and 2004 and the related consolidated 
statements of net costs, changes in net position, and financing, and combined statements of budgetary 
resources for the years then ended, hereinafter referred to as the “financial statements.”  The objective of 
our audits was to express an opinion on the fair presentation of these financial statements. In connection 
with our audits, we also considered the USDA Forest Service’s internal control over financial reporting and 
tested the USDA Forest Service’s compliance with certain provisions of applicable laws, regulations, 
contracts, and grant agreements that could have a direct and material effect on these financial statements. 

SUMMARY 

In our report dated November 10, 2005, we expressed a qualified opinion on the USDA Forest Service’s 
financial statements as of and for the year ended September 30, 2005, as the USDA Forest Service was not 
able to timely provide sufficient evidential matter to substantiate the fair presentation of certain line items 
within the Consolidated Statement of Financing (SOF). Subsequently, the USDA Forest Service provided 
sufficient evidential matter to substantiate the fair presentation of these line items, after certain 
reclassifications described in Note 16. Accordingly, our opinion on the fiscal year (FY) 2005 financial 
statements, as presented herein, is different from that expressed in our previous report. We conclude that 
the USDA Forest Service’s financial statements as of and for the years ended September 30, 2005 and 
2004, are presented fairly, in all material respects, in conformity with accounting principles generally 
accepted in the United States of America.  

Our consideration of internal control over financial reporting resulted in the following conditions being 
identified as reportable conditions. The first five are considered material weaknesses.  

 The USDA Forest Service Needs to Continue to Improve its Financial Management and Reporting 
Process (Repeat Condition) 

 Accountability for Undelivered Orders (UDOs) is Lacking (Repeat Condition) 

 Implementation of the USDA Forest Service Accrual Methodology Needs Strengthening (Repeat 
Condition) 

 Controls Over the Purchase Order Normal Tracking and Inventory System (PONTIUS) and the 
Purchase Order System (PRCH) Data Access, Input, Integrity, and Segregation of Duties Need 
Improvement (Repeat Condition) 
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 The USDA Forest Service Needs to Improve Its General Controls Environment (Repeat Condition) 

 Controls Related to Physical Inventories of Capital Assets Need Improvement 

 A Segregation of Duties Policy related to Electronic Data Processing Must be Fully Implemented 
(Repeat Condition) 

 The Compilation of Performance Measures Needs Improvement 

 The Review of Purchase Card Transactions and Monitoring of the Program Needs Improvement 
(Repeat Condition) 

 The Internal Controls Related to Recording, Classification and Accounting for Information Related to 
Leases Need Improvement (Repeat Condition) 

 The Design and/or Implementation of Controls Related to the Accurate Recording of Revenue-Related 
Transactions Need Improvement (Repeat Condition) 

 The USDA Forest Service Needs to Continue to Improve its Internal Controls over its Reconciliation 
and Management of Fund Balance with Treasury (Repeat Condition) 

 The Design and/or Implementation of Controls Related to the Accurate Recording of Personal Property 
Transactions Need Improvement (Repeat Condition) 

 The Posting of Certain Transactions Needs to Contain the Proper Reference Data to Link Related 
Transactions (Repeat Condition) 

 The Compilation of the USDA Forest Service’s Required Supplementary Information and Required 
Supplementary Stewardship Information Needs Improvement (Repeat Condition) 

 The USDA Forest Service Application System Controls Need Improvement (Repeat Condition) 
 
The results of our tests of compliance with certain provisions of laws, regulations, contracts, and grant 
agreements disclosed the following instances of noncompliance or other matters that are required to be 
reported herein under Government Auditing Standards, issued by the Comptroller General of the United 
States, and Office of Management and Budget (OMB) Bulletin No. 01-02, Audit Requirements for Federal 
Financial Statements: 

 The USDA Forest Service Does Not Obligate all Transactions Required by Appropriations Law 
(Repeat Instance) 

 The USDA Forest Service May Not be in Compliance with 31 USC 1517 

 The USDA Forest Service’s Systems Do Not Comply with the Federal Financial Management 
Improvement Act (FFMIA) (Repeat Instance) 

 
The following sections discuss our opinion on the USDA Forest Service’s financial statements, our 
consideration of the USDA Forest Service’s internal control over financial reporting, our tests of the 
USDA Forest Service’s compliance with certain provisions of applicable laws, regulations, contracts, and 
grant agreements and management’s and our responsibilities. 
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OPINION ON THE FINANCIAL STATEMENTS 

We have audited the accompanying consolidated balance sheets of the USDA Forest Service as of 
September 30, 2005 and 2004 and the related consolidated statements of net costs, changes in net position, 
and financing, and combined statements of budgetary resources for the years then ended.  

In our report dated November 10, 2005, we expressed a qualified opinion on the USDA Forest Service’s 
financial statements as of and for the year ended September 30, 2005 as the USDA Forest Service was not 
able to timely provide sufficient evidential matter to substantiate the fair presentation of the line items 
entitled Budgetary Offsetting Collections and Receipts that do not Affect Net Cost of Operations, Other 
Resources or Adjustments to Net Obligated Resources that do not Affect Net Cost of Operations and 
Allocation of Transfers and Other stated at ($65,000,000), $202,000,000 and $93,000,000, respectively, 
within the FY 2005 SOF. OMB required that federal agencies submit audited financial statements by 
November 15, 2005. It was not practicable to extend our auditing procedures sufficiently to satisfy 
ourselves as to the fair presentation of these line items. Subsequently, the USDA Forest Service provided 
sufficient evidential matter to substantiate the fair presentation of these line items, after certain 
reclassifications described in Note 16. Accordingly, our opinion on the FY 2005 financial statements, as 
presented herein, is different from that expressed in our previous report. 
 
In our opinion, the financial statements referred to above present fairly, in all material respects, the 
financial position of the USDA Forest Service as of September 30, 2005 and 2004, and its net costs, 
changes in net position, budgetary resources, and reconciliation of net costs to budgetary obligations for 
the years then ended, in conformity with accounting principles generally accepted in the United States of 
America. 
 
The information in the Management Discussion and Analysis, Required Supplementary Stewardship 
Information, and Required Supplementary Information sections is not a required part of the financial 
statements, but is supplementary information required by accounting principles generally accepted in the 
United States of America or OMB Circular No. A-136, Financial Reporting Requirements. We did not 
audit this information and accordingly, express no opinion on it. However, we have applied certain limited 
procedures, which consisted principally of inquiries of management regarding methods of measurement 
and presentation of the supplementary information. As a result of such limited procedures, we believe that 
the Required Supplementary Stewardship Information related to heritage assets and stewardship land and 
the Required Supplementary Information related to deferred maintenance may not be consistent since 
preparation and completeness controls have not been effectively designed to ensure the accuracy, 
completeness, and timeliness of the reported information.  
 
INTERNAL CONTROL OVER FINANCIAL REPORTING 

Our consideration of internal control over financial reporting would not necessarily disclose all matters in 
the internal control over financial reporting that might be reportable conditions. Under standards issued by 
the American Institute of Certified Public Accountants, reportable conditions are matters coming to our 
attention relating to significant deficiencies in the design or operation of the internal control over financial 
reporting that, in our judgment, could adversely affect the USDA Forest Service’s ability to record, 
process, summarize, and report financial data consistent with the assertions by management in the financial 
statements. 

Material weaknesses are reportable conditions in which the design or operation of one or more of the 
internal control components does not reduce to a relatively low level the risk that misstatements, in 
amounts that would be material in relation to the financial statements being audited, may occur and not be 
detected within a timely period by employees in the normal course of performing their assigned functions. 
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In our fiscal year 2005 audit, we noted certain matters, described in Exhibits I and II, involving internal 
control over financial reporting and its operation that we consider to be reportable conditions. We believe 
that the 5 reportable conditions presented in Exhibit I are material weaknesses. Exhibit II presents the other 
reportable conditions. 
 
In its FY 2005 Federal Managers Financial Integrity Act of 1982 report, the USDA Forest Service 
reported no material weaknesses. 
 
A summary of the status of prior year reportable conditions, including those open conditions on which we 
are making no further recommendations in this report, is included as Exhibit III. 
 
We also noted other matters involving internal control over financial reporting and its operation that we 
will report to the management of USDA Forest Service in a separate letter. 

INTERNAL CONTROL OVER REQUIRED SUPPLEMENTARY STEWARDSHIP INFORMAT-
ION AND PERFORMANCE MEASURES 

We noted certain significant deficiencies in internal control over Required Supplementary Stewardship 
Information that, in our judgment, could adversely affect the USDA Forest Service’s ability to collect, 
process, record, and summarize Required Supplementary Stewardship Information. Specifically, controls 
have not been effectively designed to ensure the accuracy, completeness, and timeliness of heritage assets 
and stewardship land. 
 
With respect to the design of internal controls relating to existence and completeness assertions over 
performance measures determined by management to be key and reported in the Management Discussion 
and Analysis section, we noted certain significant deficiencies, discussed in Exhibit II, in internal control 
over reported performance measures that, in our judgment, could adversely affect the USDA Forest 
Service’s ability to collect, process, record, summarize, and report performance measures in accordance 
with management’s criteria.  

COMPLIANCE AND OTHER MATTERS 

Our tests of compliance with certain provisions of laws, regulations, contracts, and grant agreements, as 
described in the Responsibilities section of this report, exclusive of those referred to in the Federal 
Financial Management Improvement Act of 1996 (FFMIA), disclosed instances of noncompliance with 
appropriation law and an instance of potential noncompliance with 31 USC 1517, described in Exhibit IV, 
that are required to be reported under Government Auditing Standards and OMB Bulletin No. 01-02. 

The results of our tests of FFMIA disclosed instances, described in Exhibit IV, where the USDA Forest 
Service’s financial management systems did not substantially comply with Federal financial management 
systems requirements, applicable Federal accounting standards, or the United States Standard General 
Ledger at the transaction level.  

RESPONSIBILITIES 

Management’s Responsibilities 

The Government Management Reform Act of 1994 (GMRA) requires each agency to report annually to 
Congress on its financial status and any other information needed to fairly present its financial position and 
results of operations. GMRA also authorizes the Office of Management and Budget to identify additional 
agencies to prepare financial statements. To meet the GMRA reporting requirements, the USDA Forest 
Service prepares and submits annual financial statements in accordance with Part A of OMB Circular A-
136. 
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Management is responsible for the financial statements, including: 

 Preparing the financial statements in conformity with accounting principles generally accepted in the 
United States of America; 

 Preparing the Management Discussion and Analysis (including the performance measures), Required 
Supplementary Information, and Required Supplementary Stewardship Information;  

 Establishing and maintaining internal controls over financial reporting; and 

 Complying with laws, regulations, contracts, and grant agreements, including FFMIA. 

In fulfilling this responsibility, management is required to make estimates and judgments to assess the 
expected benefits and related costs of internal control policies. Because of inherent limitations in internal 
control, misstatements due to error or fraud may nevertheless occur and not be detected. 

Auditors’ Responsibilities 

Our responsibility is to express an opinion on the fiscal year 2005 and 2004 financial statements of the 
USDA Forest Service based on our audits. We conducted our audits in accordance with auditing standards 
generally accepted in the United States of America, the standards applicable to financial audits contained in 
Government Auditing Standards, and OMB Bulletin No. 01-02. Those standards and OMB Bulletin No. 
01-02 require that we plan and perform the audits to obtain reasonable assurance about whether the 
financial statements are free of material misstatement. An audit includes consideration of internal control 
over financial reporting as a basis for designing audit procedures that are appropriate in the circumstances, 
but not for the purpose of expressing an opinion on the effectiveness of the USDA Forest Service’s internal 
control over financial reporting. Accordingly, we express no such opinion. 

An audit also includes: 

 Examining, on a test basis, evidence supporting the amounts and disclosures in the financial 
statements; 

 Assessing the accounting principles used and significant estimates made by management; and 

 Evaluating the overall financial statement presentation. 

We believe that our audits provide a reasonable basis for our opinion.  

In planning and performing our fiscal year 2005 audit, we considered the USDA Forest Service’s internal 
control over financial reporting by obtaining an understanding of the USDA Forest Service’s internal 
control, determining whether internal controls had been placed in operation, assessing control risk, and 
performing tests of controls in order to determine our auditing procedures for the purpose of expressing our 
opinion on the financial statements. We limited our internal control testing to those controls necessary to 
achieve the objectives described in Government Auditing Standards and OMB Bulletin No. 01-02. We did 
not test all internal controls relevant to operating objectives as broadly defined by the Federal Managers’ 
Financial Integrity Act of 1982. The objective of our audit was not to provide assurance on USDA Forest 
Service’s internal control over financial reporting. Consequently, we do not provide an opinion thereon. 

OMB Bulletin No. 01-02 requires us to consider the USDA Forest Service’s internal control over Required 
Supplementary Stewardship Information by obtaining an understanding of the USDA Forest Service’s 
internal control, determining whether these internal controls had been placed in operation, assessing 
control risk, and performing tests of controls. We did not perform these procedures over the Required 
Supplementary Stewardship Information because preparation controls have not been effectively designed 
to ensure the completeness, accuracy and timeliness of the reported information.  



 

 6  

As further required by OMB Bulletin No. 01-02, in our fiscal year 2005 audit, with respect to internal 
control related to performance measures determined by management to be key and reported in the 
Management Discussion and Analysis section, we obtained an understanding of the design of significant 
internal controls relating to the existence and completeness assertions. Our procedures were not designed 
to provide assurance on internal control over performance measures and, accordingly, we do not provide an 
opinion thereon. 

As part of obtaining reasonable assurance about whether the USDA Forest Service’s fiscal year 2005 
financial statements are free of material misstatement, we performed tests of the USDA Forest Service’s 
compliance with certain provisions of laws, regulations, contracts, and grant agreements, noncompliance 
with which could have a direct and material effect on the determination of financial statement amounts, and 
certain provisions of other laws and regulations specified in OMB Bulletin No. 01-02, including certain 
provisions referred to in FFMIA. We limited our tests of compliance to the provisions described in the 
preceding sentence, and we did not test compliance with all laws, regulations, contracts, and grant 
agreements applicable to the USDA Forest Service. However, providing an opinion on compliance with 
laws, regulations, contracts, and grant agreements was not an objective of our audit and, accordingly, we 
do not express such an opinion. 

Under OMB Bulletin No. 01-02 and FFMIA, we are required to report whether the USDA Forest Service’s 
financial management systems substantially comply with (1) Federal financial management systems 
requirements, (2) applicable Federal accounting standards, and (3) the United States Government Standard 
General Ledger at the transaction level. To meet this requirement, we performed tests of compliance with 
FFMIA Section 803(a) requirements. 

DISTRIBUTION 

This report is intended for the information and use of USDA Forest Service’s management, USDA Office 
of the Inspector General, OMB, the Government Accountability Office and the U.S. Congress and is not 
intended to be and should not be used by anyone other than these specified parties. 

 

December 19, 2005 
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INTRODUCTION 

In FY 2004, the USDA Forest Service began a major transformation of business operations throughout the 
agency, beginning with two business functions. The first involved its Information Resources Management 
organization for which some segments were offered for competitive bid under Office of Management and Budget 
(OMB) Circular No. A-76, Performance of Commercial Activities. Government employees in the USDA Forest 
Service were the successful bidders which resulted in a realignment of both organization and operations. The 
second was the effort to consolidate its finance and accounting operations from 153 accounting centers to the 
Albuquerque Service Center (ASC) in New Mexico. 

Significant work was accomplished in FY 2004 and 2005 to design and staff the new organization, re-engineer 
finance and accounting business processes, and migrate work from field locations. The USDA Forest Service 
believes that the long-term benefits of improved financial management, strengthened internal controls, and 
consistency of operations outweighs the short-term impacts of the disruption to operations during migration of 
both work and people to the ASC and that these changes should result in positive improvements over the longer 
term.  

Although the USDA Forest Service has made some progress in correcting several prior year noted weaknesses, 
many of the organizational changes and new system implementations were not in place during a significant 
portion of the year or resulted in new internal control weaknesses. As a result, many of the prior year weaknesses 
continued to exist.  

For each weakness identified, we believe we have performed appropriate substantive procedures as applicable to 
enable us to issue our opinion. In addition, we continue to recognize that certain recommended information 
technology (IT) control enhancements pertaining to the USDA Forest Service’s operations cannot be implemented 
solely by the USDA Forest Service, because the USDA Forest Service’s applications are in many cases hosted on 
USDA – managed systems. As a result, several IT control weaknesses identified in this report will require the 
combined effort of USDA and the USDA Forest Service management.  

Exhibits I and II provide an update to prior year material weaknesses and reportable conditions, respectively, as of 
and for the year ended September 30, 2005, and include applicable new recommendations. Exhibit III summarizes 
the status of prior year recommendations. Exhibit IV provides an update of those instances of noncompliance with 
laws and regulations and other matters and applicable new instances of noncompliance. Exhibit V summarizes the 
status of prior year recommendations for noncompliance with laws and regulations. USDA Forest Service 
management’s response is presented in Exhibit VI. 
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MATERIAL WEAKNESSES 

 
Number 1:  The USDA Forest Service Needs to Continue to Improve its Financial Management and 
Reporting Process (Repeat Condition) 
 
Prior to FY 2005, the USDA Forest Service made extensive use of journal vouchers (JVs), which usually did not 
conform to Department of Treasury standard posting models, to correct general ledger (GL) account balances due 
to prior-period and posting logic errors and to facilitate the year-end closing and financial reporting process. 
During FYs 2003 and 2004, USDA Forest Service processed approximately 900 and 450 JVs, respectively. Often, 
personnel responsible for preparing and approving these JVs did not fully understand their impact. Therefore, the 
JVs often did not correct the errors and in fact created additional errors. As a result, the preparation of financial 
statements was not fully effective, often contained errors, and took a long period of time. In FY 2003 and 2004, 
USDA Forest Service had to restate prior period financial statements in part due to the processing of incorrect 
JVs. 

During FY 2005 the USDA Office of the Chief Financial Officer (OCFO) instructed its agencies, including the 
USDA Forest Service, that JVs could no longer be processed. Instead, USDA agencies had to request that new 
accounting entry IDs (ACCTEIDs)1  be established generally based on specific standard Treasury posting logic 
models. The USDA OCFO generally establishes these ACCTEIDs as standard vouchers (SVs) as SVs are 
generally used to correct errors, abnormal balances, and out-of-balance conditions.  

Through the elimination of JVs and the consolidation effort discussed in the introduction section, the USDA 
Forest Service continues to make progress in improving its financial management and reporting activities. 
However, weaknesses continue to exist in the USDA Forest Service’s ability to produce accurate and timely 
financial information. Specifically: 

 The USDA Forest Service did not perform timely research to determine the reasons for abnormal general 
ledger account balances and out-of-balance conditions for certain GL account relationships (i.e., budgetary 
receivables and payables should equal the respective proprietary receivables and payables) and make 
corresponding corrections. The USDA Forest Service did not start processing correcting adjustments until 
June 2005 and most adjustments were not processed until September and October 2005. In total there were 
177 adjustments made with an absolute value of about $1.9 billion. Only 17 adjustments, totaling about $112 
million, were made in June and July 2005. Seventy-one adjustments, totaling $1.0 billion, were made in 
September 2005 and the remaining 89 adjustments, totaling about $813 million, were made in periods 13 and 
14. Timely research and correction of abnormal balances and out-of-balance conditions is essential to meeting 
the required accelerated financial statement reporting deadlines. 

 The USDA Forest Service’s internal control related to preparing and approving routine transactions and 
adjustments continued to be not fully effective. Specifically, not all personnel responsible for initiating or 
approving transactions have detailed knowledge of the various business processes and/or the standard 
Treasury posting models. As a result, transactions are either incorrectly processed or are processed two or 
more times. For example, USDA Forest Service personnel incorrectly recorded transactions to reflect about 

                                                      

1The USDA Forest Service uses the Foundation Financial Information System (FFIS) as its core accounting system. The 
USDA OCFO is the owner of FFIS and is responsible for operating and maintaining it. The USDA OCFO establishes 
ACCTEIDs to identify the various posting models used to process accounting transactions. The ACCTEIDs specify the 
general ledger accounts that are posted.  
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$215 million as “unavailable” budget authority on the Combined Statement of Budgetary Resources when the 
funds were available as of September 30, 2005. 

 The USDA Forest Service did not timely identify posting logic errors. Of the approximately 450 ACCTEIDs 
that USDA Forest Service used during FYs 2004 and 2005, at least 40 did not relate to a standard Treasury 
posting model. In certain instances, such as a unique USDA Forest Service process, there may be a valid 
reason a standard Treasury posting model does not exist. The creation and use of non-standard Treasury 
posting models should be fully documented. 

 In response to a prior-year material weakness issued to the USDA OCFO by the Office of Inspector General, 
the USDA OCFO revised its methodology in FY 2005 for compiling the Consolidated Statement of Financing 
(SOF). Although the USDA OCFO and Forest Service performed extensive research and analysis, sufficient 
evidential matter was not presented timely to substantiate the fair presentation of the line items noted in our 
opinion.  

 The USDA Forest Service uses GL account 2190, Other Accrued Liabilities, to record both funded and 
unfunded other accrued liabilities. As a result, the USDA Forest Service has difficulty in properly identifying 
the total amount of Liabilities not Covered by Budgetary Resources for disclosure in its financial statements. 

 The USDA Forest Service continues to have an ineffective process to timely identify, assess, and implement 
financial management and reporting changes that are mandated by authoritative accounting literature. During 
FY 2005, USDA Forest Service did not timely recognize financial management and reporting changes 
required by OMB Circular No. A-136, Financial Reporting Requirements and Interpretation Number 6, 
Accounting for Imputed Intra-departmental Costs: An Interpretation of SFFAS No. 4. OMB Circular No. A-
136 contains significant changes for FY 2006, especially related to the identification and reporting for 
Earmarked Funds. Timely identification, assessment, and implementation of mandated financial management 
and reporting changes are a critical element of timely and effective preparation and issuance of financial 
statements and to provide management with accurate financial data in a timely manner. 

 During FY 2005 the USDA Forest Service planned to change its business practice by depositing its receipts 
from timber sales into a specific Treasury appropriation fund symbol instead of the general budget clearing 
account. However, the USDA Forest Service did not fully implement this change during FY 2005. 

OMB Circular No. A-127, Financial Management Systems, states that an agency’s financial management system 
shall be able to provide financial information in a timely and useful fashion to (1) support management's fiduciary 
role; (2) support the legal, regulatory and other special management requirements of the agency; (3) support 
budget formulation and execution functions; (4) support fiscal management of program delivery and program 
decision making, (5) comply with internal and external reporting requirements, including, as necessary, the 
requirements for financial statements prepared in accordance with the form and content prescribed by OMB and 
reporting requirements prescribed by Treasury; and (6) monitor the financial management system to ensure the 
integrity of financial data. 
 
Recommendation Number 1: 
 
In addition to the prior recommendations 1, 3, 8, 11 of Audit Report No. 08401-3-FM, we recommend that the 
USDA Forest Service: 
 

 In conjunction with the USDA OCFO, complete the existing project for producing the SOF on a transactional 
basis. Document the propriety of all ACCTEIDs that constitute valid and logical reconciling items in the SOF. 
Obtain training for personnel involved in financial statement preparation regarding the relationship of the SOF 
to the statements of budgetary resources and net cost. Perform a comprehensive technical review of the SOF 
to ensure it is accurately prepared.  
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 Establish a separate general ledger sub-account within GL 2190 to separately record unfunded liabilities or 

otherwise segregate funded and unfunded liabilities.  
 
 
Number 2:  Accountability for Undelivered Orders (UDOs) is Lacking (Repeat Condition) 

As reported in our FY 2004 report, the USDA Forest Service experienced sporadic lack of compliance with its 
policies and procedures to review and certify the accuracy of UDOs. During FY 2005, the USDA Forest Service 
experienced a worsening of this condition.  
 
Review and Certification of UDOs Continues to Need Improvement 
 
An internal control sample of UDOs was selected from the USDA Forest Service’s May 31, 2005 UDO 
certification report at each of the 10 field sites reviewed during the audit. Of the 80 samples items that were 
tested, 19 items result in  invalid UDOs as of May 31, 2005 and 7 items were not de-obligated within 30 days 
after the UDO certification was completed by the field office.  
 
Because of the poor operating effectiveness of the internal controls over UDOs, the September 30, 2005 UDO 
extract was reviewed in detail. The testwork results disclosed 28 of 146 routine UDO transactions as exceptions.  
 
USDA Forest Service Directive 6509.11k-2005-8 states, “For the months ending May 31 and August 31, [USDA 
Forest Service personnel must] certify that ALL un-liquidated obligations are reviewed for accuracy, including 
any accruals associated with these obligations……Invalid UDOs must be de-obligated [by USDA Forest Service 
personnel] within 30 days of the certification.” 
 
Review of Non-routine Period-end Accrual Transactions Needs to be Performed 
 
During FY 2005, the USDA Forest Service established a new policy to mass enter into the general ledger, via a 
standard voucher, delivered orders and undelivered orders that were not recorded into the various sub-systems due 
to the early year-end cutoff. This policy was designed to ensure completeness of data in the general ledger. As 
part of the consolidation of finance and accounting functions at the ASC, field personnel no longer have entry 
access to the general ledger. This action has significantly reduced the number of people entering transactions in 
the general ledger. In order to accommodate the volume of both undelivered and delivered orders to be entered, 
summary documents with detailed information were used to enter transactions.  
 
As part of our non-routine sample, 65 transactions were selected as of September 30, 2005. Of this sample the 
following errors were noted: 
 

 38 of the 65 transactions failed the management review control, and  
 24 of the 38 transactions were not recorded properly in the general ledger. 

 
The USDA Forest Service has two over-arching internal control policies and procedures that should ensure the 
accuracy of the data entered into the general ledger. Those policies and procedures are as follows:  
 
1. The USDA Forest Service’s general ledger contains security profiles that require two separate employees to 

enter and approve SV transactions. 
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2. In addition, CFO Bulletin 2002-010 SV Documentation Policy states “SV documents require approval by an 
approving official and will process similar to balance vouchers, internal vouchers, working capital fund 
vouchers and journal vouchers in that one individual will create the SV and another (approving official) 
will approve the document before it is accepted in FFIS. Approving the SV document means the approving 
official has reviewed the supporting documentation and agrees that the SV transaction is appropriate, is 
adequately documented and should be made in the current accounting period.”   

 
Although the USDA Forest Service does have these internal controls in place, they are not operating effectively 
based on the errors cited above. 
 
As a result of the lack of adherence to the USDA Forest Service’s policies and procedures for reviewing the 
validity of UDOs and reviewing and approving period-end accrual standard vouchers, erroneous UDO 
transactions existed. The condition resulted in an audit adjustment to decrease the UDO balance by $122 million 
as of September 30, 2005. 
 
Recommendation Number 2: 
 
In addition to the prior year recommendation 1 of Audit Report No. 08401-4-FM, we recommend that the USDA 
Forest Service develop a plan to improve the operating effectiveness of its review and approval of all period-end 
accrual adjustments. 
 
 
Number 3:  Implementation of the USDA Forest Service Accrual Methodology Needs Strengthening 
(Repeat Condition) 
 
As reported in prior year reports, the USDA Forest Service developed an accrual methodology during fiscal year 
2003. However, the USDA Forest Service continues to have implementation weaknesses related to the 
compliance with its methodology.  
 
Implementation Deficiencies of Accrual Methodology Existed 
 
Although the USDA Forest Service made significant progress in developing an auditable accrual methodology, a 
review of the June 30, 2005 accruals disclosed discrepancies in the application of the methodology by various 
field offices. A statistical sample of 163 transactions was selected; however testwork was not completed due to 
the late delivery of the sample supporting documentation from the field offices. Although testwork was not 
completed, several weaknesses were noted in the limited testwork that was performed. Specifically, it was noted 
that the USDA Forest Service did not comply with its accrual procedures since approximately 55% of its accounts 
payable estimates were based on third party estimates, 16% of its accounts payable estimates were based on 
program managers and 29% was based on straight line calculations. In addition, a higher than acceptable level of 
exceptions were noted for those sample items tested. 
 
A statistical sample of 129 accounts payable was selected as of September 30, 2005. Although FS did make some 
improvements in its accrual process from June 30, 2005, weaknesses continue to exist in its accrual methodology.  
 
Specifically:  
 

 36 of 129 sample items contained errors in the calculations of the accrual amount.  

 3 of the 36 related to old accruals that were no longer valid. 
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 Approximately 46% of its accrual estimates were obtained from third-party confirmations, 51% were based on 
program manager estimates, and 3% were based on straight-line estimates 

 
On March 24, 2004, FS issued CFO Bulletin No 2004-006, Consolidated Methodology for Accruing Liabilities 
for Incidents, Grants, Agreements, Contracts, Purchase Orders and Straight Payments. The bulletin provides the 
guidance for accruing liabilities for both incident and non-incident business transactions including grants, 
agreements, contracts, certain purchase orders, and straight payments such as temporary duty travel and purchase 
card purchases. In addition, the following sources for accrual estimates are noted and the acceptable percentages 
of accruals obtained from each of the categories: 
 

 80% of total recorded accrual dollars is derived from information submitted by trading partners, the source of 
the most reliable accrual data. 

 No more than 15% of recorded accrual dollars are FS developed and documented knowledge-based estimates. 

 No more than 5% of recorded accrual dollars are estimated using the straight-line spreadsheet. This is the least 
preferred accrual determination method and must be supported by documented efforts to obtain accrual 
information from the trading partners and from the Forest Service-developed knowledge-based estimate. 

In addition to the CFO Bulletin, OMB Circular No. A-123, Management Accountability and Control, provides that 
transactions should be promptly recorded, properly classified and accounted for in order to prepare timely accounts 
and reliable financial and other reports. The documentation for transactions, management controls and other 
significant events must be clear and readily available for examination. 
 
The non conformance with the established accrual methodology resulted in an adjustment to increase the accrual 
by approximately $17 million. 
 
We continue to recognize the need for the USDA Forest Service to adequately train field personnel on the USDA 
Forest Service’s accrual methodology to ensure all locations fully comply with the review and certification 
requirements and ensure that the Albuquerque Service Center (ASC) develop an adequate monitoring program for 
quarterly review of its methodology as reported in the prior recommendations 14 and 15 of Audit Report No. 
8401-3-FM. 
 
Periodic Reviews of Fire and Other Incident Accruals Need to be Performed 
 
During our review of accruals at June 30, 2005 and September 30, 2005, it was noted that the USDA Forest 
Service had fire and other incident-related accruals from prior fiscal years that were no longer considered valid as 
the accruals could not be supported or there was little or no payment activity in FY 2005.   
  
The USDA Forest Service’s Guide for Recording Incident Accruals and Payments states that monitoring incident 
accruals is a key activity to ensure agency liabilities are better reflected. Delegated incident units should 
implement regular quarterly and fiscal year-end procedures to ensure accruals are accurately stated.  
 
Without performing periodic reviews on the recorded accrual balance related to fire and other incidents, the 
USDA Forest Service increases its risk of having invalid accounts payable and is not in compliance with its policy 
on recording incident accruals. 
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Recommendation Number 3: 
 
We recommend that the USDA Forest Service modify its accrual methodology to require responsible USDA 
Forest Service officials to take additional/alternate steps to obtain additional information when vendors cannot 
provide the necessary information to determine an accurate estimate, or when the USDA Forest Service is aware 
that the information provided is inaccurate.  
 
Recommendation Number 4: 
 
We recommend that the USDA Forest Service improve its quarterly monitoring function to ensure that reviews of 
fire and other incident accruals are performed accurately and completely and that such recorded accrual amounts 
are valid. 
 
 
Number 4:  Controls Over the Purchase Order Normal Tracking and Inventory System (PONTIUS) and 
Purchase Order System (PRCH) Data Access, Input, Integrity, and Segregation of Duties Need 
Improvement (Repeat Condition) 
 

The Purchase Order Normal Tracking and Inventory System (PONTIUS) is the front-end to the Purchase Order 
System (PRCH). Controls over data access, input, integrity, and segregation of duties play a crucial role ensuring 
the accuracy and integrity of data stored in these systems. Internal control weaknesses were noted in both systems. 

During FY 2005, the USDA Forest Service began implementation of a new procurement system entitled the 
Integrated Acquisition System (IAS) however, a significant number of expenditure transactions were still 
processed through the PONTIUS and PRCH systems. PONTIUS and PRCH are scheduled to cease operations in 
November 2005. 

OMB Circular No. A-127, Financial Management Systems, prescribes policies and standards for executive 
departments and agencies to follow in developing, operating, evaluating, and reporting on financial management 
systems. In particular, OMB Circular No. A-127 specifies the need for integrated financial systems and to account 
for financial data using the USSGL at the transaction level. 

Since the implementation of IAS occurred during FY 2005, no further recommendations will be made for this 
weakness.  
 
 
Number 5:  The USDA Forest Service Needs to Improve its General Controls Environment (Repeat 
Condition) 
 
In response to previously reported weaknesses in this area, the USDA Forest Service has undertaken initiatives to 
improve its information technology functions. Specifically, as part of the business operations reorganization and 
consolidation, USDA Forest Service recently established a contract-like relationship with Federal employees1 to 
manage the USDA Forest Service IT infrastructure functions and processes. As a result of the reorganization, the 
USDA Forest Service IT infrastructure functions and processes are currently being centralized and updated.  
 
                                                      

1  The “contract-like relationship with Federal employees” resulted from an OMB Circular No. A-76 outsourcing study that 
was performed and awarded to government employees.  
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While we commend USDA Forest Service efforts to centralize and improve its IT infrastructure functions, more 
actions are necessary to fully address the general controls weaknesses identified in prior years as well as to ensure 
an appropriate level of confidentiality, integrity and availability of sensitive and crucial information systems and 
resources. Specifically, six of eight prior general control recommendations remain open. We have also included 
three new issues in this overall weakness. A description of the nine issues comprising this material weakness 
follows. Furthermore, at the USDA level, the OIG has identified a security weakness related to IT general 
controls. Actions to resolve the USDA issue are incumbent upon resolution of the USDA Forest Service general 
control material weakness. 
 
The material weakness that follows was based on the guidance in the Federal Information Security Management 
Act (FISMA), passed as part of the Electronic Government Act of 2002, which mandates that Federal entities 
maintain IT security programs in accordance with OMB and National Institute of Standards and Technology 
(NIST) guidance. OMB Circular No. A-130, Management of Federal Information Resources, and various NIST 
guidelines describe specific essential criteria for maintaining effective general IT controls.  
 
The Entity-Wide Process for Assessing Information Technology Risks Has Not Been Fully Implemented 
(Repeated Condition) 
 
We previously reported that the USDA Forest Service did not have formal risk assessment policies, procedures, or 
guidance for conducting and preparing appropriate and complete risk assessments. The USDA Forest Service 
published a risk assessment policy and conducted risk assessments (RAs) in fiscal year 2005. We reviewed the 
RAs for the USDA Forest Service Computer Base (FSCB), which is the USDA Forest Service General Support 
System (GSS), Paycheck7, Infrastructure (INFRA), Automated Timber Sale Accounting (ATSA), and Travel. We 
noted the following weaknesses:   

Risk Assessment (RA) Conditions Application 

The RAs were missing analyses in the following areas: 
control analysis, likelihood determination, risk 
determination, and control recommendation. 

ATSA; FSCB; Paycheck7; 
Travel 

RA did not address regional or data center threats. In 
addition, the ASC was not incorporated in the RA. FSCB 

The RAs were missing Attachment A: Risk Evaluation 
Report checklists, as mandated by National Institute of 
Standards and Technology (NIST) SP 800-26, 
Security Self-Assessment Guide for Information 
Technology Systems. 

INFRA; ATSA; Paycheck7 
Travel 

The vulnerability lists did not classify risk levels for 
AIX, Oracle, Windows 2000/XP, and Microsoft 
Office. 

ATSA; FSCB; Paycheck7 
Travel 

 
We continue to recognize the need for the USDA Forest Service to ensure that controls are established to facilitate 
adherence to the Forest Service’s risk assessment policies and procedures as reported in prior recommendation 20 
of Audit Report No. 08401-3-FM. 
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System Security Plans Are Incomplete (Repeated Condition) 
 
We previously reported that the USDA Forest Service did not have policies to govern the development of system 
security plans. In FY 2005, the USDA Forest Service published a security management policy. We reviewed the 
System Security Plans (SSPs) for FSCB, Paycheck7, INFRA, ATSA, and Travel and noted the following 
weaknesses:   

System Security Plan (SSP) Conditions Application 

The SSP was not updated as a result of the reorganization and 
transition to the Information Solution Organization (ISO).  FSCB 

System interconnection and information sharing rules of behavior 
were in draft for the Department of Interior (DOI) – Bureau of Land 
Management (BLM); 

DOI – National Business Center (NBC); USDA – National Finance 
Center (NFC); and USDA – National Information Technology Center 
(NITC). 

 

The SSP was out of date, per USDA Forest Service requirements for 
review and update annually.    ConnectHR/Paycheck7 

The SSP was missing analysis in the following areas, based on NIST 
SP 800-18 guidance for Major Applications:  Security awareness and 
training, documentation, identification and authentication, and 
personnel security. 

 

The SSP did not discuss the security software which protects the 
system and information. INFRA 

 
We continue to recognize the need for the USDA Forest Service management to establish controls to facilitate 
adherence to Forest Service system security plans as reported in prior recommendation 21 of Audit Report No. 
08401-3-FM. 
 
Internet Access Controls Need Improvement (Repeated Condition) 
 

We previously reported through vulnerability assessment of the USDA Forest Service that several File Transfer 
Protocol (FTP) servers did not disable write access to a public directory for anonymous users. As a result, the 
servers allow the user functional access to the system and to additional system services. In fiscal year 2005, many 
of the same access conditions continue to exist, including our identification of servers with default FTP accounts 
and hosts with default user names and passwords. We received the approved USDA Forest Service Manual 6680-
2005-4 “Security of Information, Information Systems, and Information Technology” on September 27, 2005. 
This manual was not included in our review as it would not have impacted Internet access controls for FY 2005. 
 

We continue to recognize the need for the USDA Forest Service management to develop and implement 
enterprise-wide system architecture standard for Internet-facing services as reported in prior recommendation 22 
of Audit Report No. 8401-3-FM. 
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Patch Management and Configuration Guidance Are Incomplete (Repeated Condition) 
 
We previously reported several findings in the area of system software, change control, and service continuity 
related to the operating system software. Specifically, these weaknesses were:  
 

 Formal policies related to access restriction and monitoring usage of system software have not been 
documented; 

 Periodic review of access capabilities of system programmers is not performed; 

 System software related documentation is not maintained or updated; 

 Normal change control policies or procedures do not exist; 

 A formalized System Development Lifecycle (SLDC) methodology has not been developed for operating 
system software; and  

 Emergency change procedures have not been documented.  

During our FY 2005 audit, we noted that many of the same conditions continued to exist and can be attributed to a 
lack of formal policies. The FSM 6600, Systems Management, subsection 6683.6, Hardware Systems and 
Software Maintenance, and the Configuration Management Board (CMB) Charter are currently in draft form. No 
formal policy exists related to access restrictions over software code, change control, emergency change 
procedures, library management policies, or library access controls. Additionally, we discovered that not all 
servers are ‘hardened’ - users are not required to login with their user name before gaining root access. 
 
We also previously reported the following issues related to system software: 

 Outdated software;  

 Missing critical patches on various services and/or software; 

 Improperly configured services or software; or 

 Outdated or unnecessary services and/or software installed. 
 
During our FY 2005 external and internal vulnerability assessment of the Washington Office (WO); WO 
Detached in Fort Collins, Colorado; and the ASC, a significant number of issues of the four types described above 
were again identified. This included 27 instances of outdated web server components; 56 Microsoft, 21 Oracle, 
and 1 Dell OpenManage web server not being up to date; 19 X Server and 18 RPC services improperly 
configured; and, 3 Active Directory components, 11 legacy Echo and Chargen services, 20 RPC services, 1 
MyAdmin service and 8 CGI scripts were running unnecessarily. 
 
We continue to recognize the need for the USDA Forest Service management to develop and implement 
enterprise-wide policies and procedures regarding software management and change control as reported in prior 
recommendation 23 of Audit Report No. 8401-3-FM. 
 
Continuity of Operations Plans and Contingency Plans Need Improvement (Repeated Condition) 
 
We previously reported service continuity control weaknesses at the USDA Forest Service indicating that criteria 
for data classification and sensitivity of critical data operations information had not been established; data backup 
and recovery procedures were weak and inconsistent across the regions; preventive maintenance policies and 
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procedures did not exist; and continuity of operations plans and disaster recovery plans were not adequate and 
inconsistent across the regions. 

In our FY 2005 audit, we inspected USDA Forest Service’s continuity of operation plans (COOP) and disaster 
recovery documentation. COOPs provide procedures and capabilities to sustain an organization’s essential, 
strategic functions at an alternate site. IT contingency plans provide procedures for recovering an application. We 
noted that, while improvements had been made over last year, the following weaknesses were identified: 

 Policies and procedures – Policies and procedures did not exist for IT contingency and disaster planning, 
sensitive information protection and classification, and the logging of removal and return of storage media to 
and from the tape library. USDA Forest Service Manual 6600 – Systems Management, which documents 
backup and recovery procedures, was in draft form.  

 Emergency procedures – At the WO, Fort Collins, CO – WO Detached, and Region 3 (supporting the ASC 
data centers) were not documented, periodically tested and employees had not received training on emergency 
procedures. 

 Data Center Continuity of Operations Plans – A business impact analysis had not been performed for the Fort 
Collins, CO – WO Detached or the ASC locations. The Rocky Mountain Research Station’s, which supports 
the Fort Collins – WO Detached office, COOP was outdated and incomplete. Specifically, it had not 
addressed the concepts of operations for WO Detached Acquisition Management and Financial Management 
systems units; it did not effectively document the steps to be taken by IT personnel to restore operations; the 
leadership contacts had not been updated; and the plan had not been tested.  Regional COOPs had not been 
updated nor had regional employees received COOP training. The WO COOP after-action reports did not 
document deficiencies and corrective actions specific to the WO COOP. 

 Application Contingency Plans – ConnectHR/Paycheck7 contingency plan did not exist. The general support 
system contingency plan was in draft.  

 Application Documentation – System and application documentation was not maintained offsite for WO and 
Fort Collins, CO – WO Detached locations. 

 Data Center Facility – Fire extinguishers were not available at the WO data center and the Region 3 data 
center, which supports the ASC.  

 Procedures and agreements – Procedures and agreements regarding regional office backup site facilities had 
not been developed for instances where one region is the backup site for another region. Regional offices had 
not established service agreements for emergency telecommunication services.  

 
Recommendation Number 5: 

We recommend that USDA Forest Service: 

 Complete, approve, communicate, and document the enforcement of policies and procedures addressing IT 
contingency and disaster planning and protection of sensitive information and classification. These policies 
and procedures should include the removal and return of storage media and physical and environmental 
security.  

 Additionally, USDA Forest Service should conduct a Business Impact Analysis at the WO, Fort Collins, CO – 
WO Detached, and Region 3 (supporting the ASC) data centers to assist in identifying the criticality and 
sensitivity of FS information, systems, and facilities. The COOP for the Regional headquarters, WO and Fort 
Collins – WO Detached need to be enhanced. Also, the contingency plan for ConnectHR/Paycheck7 needs to 
be enhanced. USDA Forest Service should establish controls to certify all COOP and contingency plans are 
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tested annually and updated based on test results. Regional service level agreements or contracts with all 
backup site facilities and telecommunication services should be developed.  

 Finally, we recommend that the USDA Forest Service develop materials and provide employees identified as 
occupying emergency roles with disaster recover and continuity of operations training. 

 
The Certification and Accreditation (C&A) Process Needs Improvement (Repeat Condition)  
 
In response to our previous reportable conditions, the USDA Forest Service conducted certification and 
accreditation activities and accredited the systems. In our FY 2005 audit, we examined Certification and 
Accreditation (C&A) packages for the USDA Forest Service network, Paycheck7, INFRA, ATSA, and Travel. 
We noted that while all of these financially significant applications were certified and accredited, but the 
following areas require improvement: 
 

 C&A process – USDA Forest Service did not have a C&A policy and the USDA policy was in draft; the 
certifying agent’s position did not provide for an appropriate level of independence within the organization; 
and, procedures for continuous monitoring of the systems and performing annual self-assessments were 
informal.  

 Incomplete C&As –FSCB, Paycheck7, INFRA, ATSA, and Travel were certified and accredited with 
incomplete C&A packages; and, the PONTIUS did not undergo C&A.  

 FISCAM Plan of Action and Milestones (POA&M) – Responses to previous year findings were not reported 
timely in the IRM Audit Action Plan POA&M; and, there were no policies or procedures for updating and 
reviewing the POA&M. 

 
We continue to recognize the need for the USDA Forest Service to develop and implement a Certification & 
Accreditation (C&A) policy based on NIST Special Publication as reported in prior recommendation 19 of Audit 
Report No. 8401-3-FM. 
 
Access Controls at Data Processing Facilities Need Improvement 
 
In our prior management letters, we reported that there were weak access controls across the USDA Forest 
Service entity-wide. Specifically, management had not periodically reviewed individual logical access privileges 
or unauthorized access attempts and audit logs. Many USDA Forest Service facilities had weak physical access 
controls. Additionally, standard forms were not used to document the approval of data sharing, archiving, and 
deletion.  
 
In our FY 2005 audit, we noted that improvements had been made to access controls. However, we also noted that 
the following weaknesses still existed at the WO, ASC, and Fort Collins: 
 

 No standard logical access controls for gaining access to the USDA Forest Service network – USDA Forest 
Service has established Interim Directive 6680-2005-3, Technical Controls, which addresses access controls. 
However, the process for obtaining and authorizing access to the USDA Forest Service network was not 
included in this policy and had not been standardized, documented, and communicated to users. At the ASC, 
management approval for the creation of new network and Lotus Notes accounts and changes to existing user 
accounts had not been documented. Additionally, a policy and procedure for granting and removing 
temporary or emergency access had not been established. Finally, USDA Forest Service had not established 
policy or procedure for periodically reviewing access listings for appropriateness, identifying and disabling 
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inactive user accounts, and removing network access for separated employees. Separated employees were 
found to have network access at several locations across the USDA Forest Service. 

 
 Weak logical access controls over system software, sensitive utilities, and database management utilities – 

USDA Forest Service had not documented access restrictions over system software. Currently, access to 
system software, sensitive utilities, and database management utilities was controlled through root server 
access. The root access passwords are stored in an Oracle “password application.”  Access to the password 
application was not formally authorized or documented.  

 
 Weak logical access controls over servers - Users could gain root server access anonymously and actions 

could not be tracked to individual users. 
 

 No maintenance or review of audit trails – Audit trails of successful and unsuccessful logins attempts and user 
activity on the USDA Forest Service network were not maintained. Suspicious activity on the USDA Forest 
Service network was not consistently investigated and regional personnel were unaware of how security 
violations and activities were to be reported. While successful and unsuccessful login attempts for servers, 
system software, and sensitive utilities were recorded, they were not periodically reviewed by management for 
suspicious activity.  Additionally, audit trails of server operator activities were not maintained. Regarding 
remote access, logs were maintained of successful and unsuccessful logins, but management did not 
periodically review the logs for suspicious activity. USDA Forest Service had not established a process for 
management review of audit logs and monitoring of computer operator activities. 

 
 Inadequate physical access controls over USDA Forest Service facilities and restricted space – The USDA 

Forest Service Manual 6683.2, “Physical and Environmental Security,” was in draft. As such, physical and 
environmental security requirements had not been established and communicated for USDA Forest Service 
facilities and all restricted space. Specifically, visitor logs were not used in the WO data center and were 
inconsistently used throughout the WO and other regional facilities. At the WO detached facilities in Fort 
Collins, locked doors were routinely propped open and security guards were not present to monitor access to 
facilities.  At the WO data center, authorized ID request forms could not be provided for all employees with 
access to the data center and computer lab. Changes in physical access privileges were inconsistently 
authorized and documented. Additionally, separated and transferred employee access was not consistently 
removed from the system. Finally, management at the WO, Fort Collins, and ASC did not periodically review 
physical access listings for appropriateness. 

 
 Unidentified access paths – No tools or diagrams were used to track logical access paths for the USDA Forest 

Service network and servers. 
 

 No use of standard forms to document approvals for archiving, deleting, and sharing of data – Standard forms 
were not used to document approvals for archiving, deleting, and sharing data for the ATSA system or 
PONTIUS. Data was regularly shared with outside entities such as the U.S. Congress or the Freedom of 
Information Act Office. 

 
Recommendation Number 6: 
 
We recommend that USDA Forest Service management develop, communicate, and establish controls to facilitate 
adherence to entity-wide policies and procedures on access controls to address access key controls, including: 

 A standardized process for requesting access to the USDA Forest Service network. Include procedures for 
changes to existing user accounts and requesting, granting and removing temporary and emergency access; 
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 Periodic management review of network account access listings for appropriateness; identifying and disabling 
inactive user accounts, and removing network access for separated employees; 

 Requesting, granting, and removing access to system software, sensitive utilities, and database management 
utilities; 

 Periodic review of network, server operator, and remote access audit logs as required by USDA Forest Service 
Interim Directive 6680-2005-3, “Technical Controls.”  Include procedures and requirements for investigating 
suspicious user activity and reporting security violations; 

 Management approval for archiving, deleting, and sharing ATSA and PONTIUS data;  

 Finalize the USDA Forest Service Manual 6683.2, “Physical and Environmental Security,” and communicate 
requirements to FS personnel. Establish controls to facilitate adherence to policy; and 

 Additionally, the USDA Forest Service needs to modify server settings on all USDA Forest Service servers to 
ensure that users cannot gain root server access anonymously. USDA Forest Service network audit functions 
must be configured to maintain a history of successful and unsuccessful login attempts and user activity for 
the USDA Forest Service network as required by USDA Forest Service Interim Directive 6680-2005-3, 
“Technical Controls.”  USDA Forest Service management should identify and document all access paths for 
the USDA Forest Service network and servers. Finally, USDA Forest Service needs to develop and implement 
a user access review policy and procedure for the Department of Health and Human Service’s Payment 
Management System application. 

 
Network Account Management Needs Improvement 
 
In our prior management letters, we reported that the USDA Forest Service had not established a formal password 
policy. Additionally, we noted many insufficient password parameters and login information across the USDA 
Forest Service organization.  
 
In FY 2005, USDA Forest Service issued password requirements on August 26, 2005, in Interim Directive 6680-
2005-3, Technical Controls. However, the policy does not require users to change their password every 60 days as 
required by the USDA Departmental Manual (DM) 3535-000, “C2 Controlled Access Protection.”  Additionally, 
the password requirements have not been communicated and consistently followed across the USDA Forest 
Service. Weak password parameters were found on the USDA Forest Service network (Windows and Advanced 
Integrated eXecutive (AIX) accounts.)  Also, screen saver passwords can be disabled by users and network 
accounts are not locked after several unsuccessful login attempts. 
 
During the FY 2005 internal vulnerability assessment of the WO, WO Detached in Ft. Collins, CO, and the ASC; 
we noted that weak password controls exist on a significant number of hosts within the USDA Forest Service 
information technology infrastructure. Specifically, several hosts were identified with weak administrator and 
other powerful account passwords, including blank passwords. 
 
Recommendation Number 7:  
 
We recommend that USDA Forest Service management: 

 Update the USDA Forest Service Interim Directive 6680-2005-3 to include the USDA requirement that users 
change their password every 60 days and 30 days for system administrators;  

 Establish controls to facilitate entity-wide adherence to the USDA Forest Service Interim Directive 6680-
2005-3; including the application of strong passwords to all user accounts identified as having a weak 
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password during the vulnerability assessment and the removal or disabling of all default, temporary, and guest 
user accounts; and 

 Continue with the USDA Forest Service implementation of Microsoft Active Directory in order to enforce 
screen saver passwords, account lock-out after three invalid login attempts, and the minimum password 
requirements documented in the USDA Forest Service Interim Directive 6680-2005-3 for all FS network 
users. 

 
Implementation of the New Business Operations Organization Needs to be Stabilized 
 
During the general controls review of the ASC and the Network Operations Center (NOC), we noted that various 
policies and procedures had not been documented. Specifically, the USDA Forest Service has not established 
policies and procedures related to the following areas:  
  
NOC 

 Granting and removing external access to the network, including terms of agreement for when the NOC 
assumed networking responsibilities; 

 Standards for network software, links and service configuration; 

 Software used by the NOC; 

 Network Configuration Management Guidelines; 

 Managing firewalls; 

 Incident Detection System (IDS) configuration, alerts and network incident response; and 

 Daily Operations Guide (DOG) for the NOC. 

 
ASC 

 Specific methods of protecting confidential data are not included in USDA Forest Service agreements; 

 Access request forms for the Foundation Financial Information System (FFIS) and the National Finance 
Center (NFC) users are missing; and 

 The ASC has not developed a COOP. 
 
Additionally, we noted that reviews had not been performed for the following: 

 Personnel with access to sensitive facilities; 

 Appropriateness of the FFIS and the NFC access authorizations; and 

 Network security status. 
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Recommendation Number 8: 
 
We recommend that USDA Forest Service system owners, in cooperation with the USDA OCIO, and in 
compliance with USDA and USDA Forest Service information security requirements: 
 

 Complete, approve, communicate and document the enforcement of policies and procedures, specifically 
addressing the conditions resulting from the new business operations organization; 

 Develop and implement a policy to include review of personnel with access to sensitive facilities, the 
appropriateness of FFIS and NFC access authorizations, and the network security status; 

 Install the latest software versions, service packs, and security patches (and remove out-dated versions); 

 Develop and implement software configuration standards for Windows, UNIX and all other USDA Forest 
Service platforms with defined images that specify what software applications should be in use and on what 
kinds of machines these applications should be installed on; and 

 Use automated tools to detect and eliminate unused or unauthorized applications including the use of ISS 
Internet Scanner in accordance with USDA Cyber Security Policy CS-007. 
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REPORTABLE CONDITIONS 

 
Number 1:  Controls Related to Physical Inventories of Capital Assets Need Improvement 

The USDA Forest Service provides capitalized asset written physical inventory instructions to its reporting units. 
We reviewed the instructions and believe they are effectively designed.  

For economy and efficiency, the USDA Forest Service performs a physical inventory of personal property on a 
two-year cycle preferably in the even years. The last inventory was performed in FY 2004.  

Real property inventory procedures were changed in FY 2002 to require inventories on a rolling basis every five 
years starting in FY 2003.  

In our FY 2005 audit, we noted four types of deficiencies: 

 Lack of Signatures and or Dates on Inventory Reports - Inventory reports were either not available or were 
not properly signed and dated by the inventory taker for eight out of the ten units. Unsigned and undated 
physical inventory lists could result in a misstatement of assets because the physical existence of assets is not 
verified and/or properly recorded. This condition is caused by a lack of compliance by field units with the 
USDA Forest Service’s written inventory instructions.  

 Lack of Evidence of Segregation of Duties - Inventory reports were annotated only by the inventory taker, or 
that the accountable officer and reviewer was the same person. This deficiency existed at five of the ten 
reporting units. Lack of proper oversight of inventory can result in the misappropriation or misstatement of 
assets. This condition is caused by a lack of compliance by field units with the USDA Forest Service’s written 
inventory instructions. 

 Lost or Found Items Discovered during Physical Inventories were not Properly Documented and/or 
Corrected in the Property Systems – Non-reconciling items discovered during the physical inventory were not 
corrected in the property systems. This deficiency existed at five of the ten reporting units. The effect is a 
misstatement of assets because assets were not properly recorded in the property subsidiary ledgers. This 
condition is caused by a lack of compliance by field units with the USDA Forest Service’s written inventory 
instructions. 

 Lack of Inventory of Level 1 and 2 Roads – Level 1 and 2 roads were not inventoried in FY 2005 and at the 
current rate of their inventorying; they would not have a complete 100% physical inventory within five years. 
Level 1 roads are not in service and level 2 roads are unimproved vehicle trails/roadbeds.  

Recommendation Number 9: 

We recommend that the USDA Forest Service increase their monitoring of reporting units for compliance with 
the USDA Forest Service written physical inventory instructions and implement an appropriate inventory 
methodology for level 1 and 2 roads. 
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Number 2:  A Segregation of Duties Policy related to Electronic Data Processing (EDP) Must be Fully 
Implemented (Repeat Condition) 
 
We previously reported that, although a number of the controls around segregation of duties related to IT were in 
place, at least one of the following conditions was noted at the field sites reviewed: 
  

 No segregation of duties policy; 

 No clearly defined operating procedures for data center operations; 

 The same individual may perform distinct systems support functions; 

 No segregation of duties training; 

 No active management review of staff functions; and 

 No controls in place to ensure financial management reporting data accuracy.  
 
Although USDA Forest Service had an interim directive in place, no formal enterprise-wide policy or procedures 
had been developed or implemented. During our FY 2005 audit, we noted that USDA Forest Service developed 
and published a segregation of duties policy. While the new segregation of duties policy controls have been 
approved, the following weaknesses still exist: 
 

 Management does not periodically review segregation of duties controls; 

 Staff is unaware of a segregation of duties policy at all sites except the WO; and 

 Segregation of duties training has not been created or disseminated to USDA Forest Service employees. 
 
OMB Circular No. A-130 describes specific essential criteria for maintaining effective controls. Without proper 
controls or segregation of duties in place, unauthorized personnel can have the ability to access, edit or delete 
critical data or files, thus compromising data integrity and accuracy. 
 
Recommendation Number 10: 
 
We recommend that USDA Forest Service: 
 

 Establish controls to facilitate adherence to the segregation of duties policy and supporting procedures as well 
as develop, implement and document training so that employees are aware of the policy and their 
responsibilities.  

 Modify, approve, and communicate a policy to address periodic management review of segregation of duties. 
 
 
Number 3:  The Compilation of Performance Measures Needs Improvement 

The USDA Office of Inspector General (OIG) identified, in a March 2005 report entitled Forest Service 
Implementation of the Government Performance and Results Act, certain significant deficiencies in internal 
control over reported performance measures that, in our judgment, could adversely affect the USDA Forest 
Service’s ability to collect, process, record, summarize, and report performance measures in accordance with 
management’s criteria. Specifically, the OIG reported the USDA Forest Service had not effectively implemented 
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a comprehensive strategy for collecting and reporting performance data. The OIG report identified several 
examples of inconsistencies, errors and omissions in measuring performance and that the standards used to define 
performance varied between regions and forests and even among the districts in a forest. The report further stated 
that definitions of performance measures were often vague and open to varied interpretation and were not always 
timely distributed to the field. 
 
The OIG is continuing to monitor the USDA Forest Service’s processes in this area. 
 
 
Number 4: The Review of Purchase Card Transactions and Monitoring of the Program Needs 
Improvement (Repeat Condition) 

During testwork over quarterly supervisory reviews of purchase card transactions, the following exceptions were 
noted in a sample of 19 transactions:  
  

 Nine quarterly supervisory reviews were not completed and one quarterly supervisory review was signed and 
dated the day our field site review began.  

 The ASC was not able to identify its purchase card holders in the Purchase Card Management System 
(PCMS). 

 
In addition, during testwork over the authorization for use of PCMS Purchase Cards and completion of PCMS 
training, the following exceptions were noted in a sample of 104 cardholders: 
 

 Three cardholders did not have their Micro-Purchase & PCMS System Training Certificate Request forms 
signed by the Local Agency Program Coordinator (LAPC). 

 One cardholder did not have a copy of their (approved) Micro-Purchase & PCMS Training Certificate form 
on file. 

 One cardholder was both Contracting Officer (CO) and PCMS purchase cardholder. The CO had an 
authorized warrant level of $25,000 only, but with a purchase limit of $100,000 for the PCMS purchase card. 

 One cardholder made an unauthorized purchase since the cardholder was removed from the PCMS system as 
an authorized PCMS purchase card cardholder. 

 
USDA Departmental Regulation 5013-6 requires that supervisors of purchase card holders monitor the purchasing 
activity of card holders in their units. On April 19, 2004, the Director of Acquisition Management reminded the 
various FS activities of the emphasis placed on the supervisor’s review of purchase card holders. A supervisory 
review checklist was provided to document the reviews starting with the second quarter review (January – March 
2004). Documentation of these reviews should be maintained for three years. 
 
On April 28, 2005 the WO sent a letter reminding all purchase cardholders and their supervisors of their 
responsibilities associated with the management of the purchase cards and convenience checks. This action was 
taken as a result of a prior finding that quarterly supervisory reviews had not been accomplished as required. 
 
The USDA Forest Service Handbook (FSH) 6309.32, Federal Acquisition Regulation, part 4G13.301, 
Government wide commercial purchase card, states that non-warranted cardholders are limited to the micro-
purchase thresholds of $2,500 for supplies and/or services and $2,000 for construction. Warranted cardholders 
may conduct transactions (ii) within their warrant authority and the single and monthly limits established for their 
cards or $2,000,000, whichever is less. 
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In addition, on June 30, 2003 the WO sent a letter to USDA Forest Service activities to have all USDA Forest 
Service cardholders authorized in writing by December 31, 2003.  
 
Without effective quarterly supervisory reviews of PCMS transactions, the USDA Forest Service increases its 
risks for inaccurate and inappropriate purchase card transactions. In addition, without complete and accurate 
cardholder information in PCMS and adequate authorization/training records for PCMS cardholders, FS 
management can not effectively monitor purchase card holders and transactions incurred by its cardholders. 
 
We continue to recognize the need for the USDA Forest Service management to reinforce its policies in this area 
and incorporate procedures to test reviews of purchase card transactions in its Acquisition Management reviews 
as reported in prior year recommendation 4 of Audit Report No. 8401-4-FM. 
 
Number 5:  The Internal Controls Related to the Recording, Classification, Accounting for Information 
Related to Leases Need Improvement (Repeat Condition) 

As noted in our prior year audit, the USDA Forest Service has not implemented automatic posting models for the 
routine recording of capitalized leases in the general ledger. The requirement for lease reporting and disclosure in 
the financial statements is accomplished by periodically compiling information from the regions based on data 
calls and then entered into general ledger once a year at fiscal year closing. This non-routine method is prone to 
errors. The USDA Forest Service intended to, but did not implement the planned programming changes and new 
procedures in FY 2005. 
 
During our FY 2005 audit we sampled  114 real  and  personal property capital and operating leases and we 
identified the following errors:  
 

 13 leases had insufficient supporting documentation to classify them, 

 6 leases were classified as capital that should have been operating, 

 4 leases were classified as operating that should have been capital, 

 1 lease was expired, and 

 1 lease was a duplicate. 
 
We also tested the mathematical accuracy of certain calculations to determine if assets under capital leases and the 
accumulated amortization has been correctly recorded and determined that accumulated amortization was 
overstated by at least $3 million and assets under capital leases were overstated by $0.5 million at 
September 30, 2005. 
 
These errors could cause an overstatement or an understatement of asset values. These errors can be attributed to 
the of lack of policy and procedures, lack of training and/or lack of monitoring of reporting units for compliance 
with USDA Forest Service lease transaction recording policies. 
  
We continue to recognize the need for the USDA Forest Service management to establish policies and procedures 
for the accurate recording of leases as reported in prior year recommendation 5 of Audit Report 8401-4-FM. 
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Number 6:  The Design and/or Implementation of Controls Related to the Accurate Recording of Revenue-
Related Transactions Need Improvement (Repeat Condition)  
 
During our prior year audit, we noted that revenue transactions were not recognized in the correct month and/or 
year, were not sufficiently documented, or had values that were not supported by the documentation. We also 
noted for accounts receivable that unbilled receivables were not reduced upon the issuance of actual billings, and 
incorrect balances were caused by system linking problems. 

During our FY 2005 audit, we tested 323 timber revenue samples, 542 general revenue samples, and 212 accounts 
receivable samples and noted errors as follows: 
 
Revenue 

 13 timber samples did not have sufficient documentation, 

 4 timber samples had permits issued and executed in prior fiscal years but were recorded as revenue in FY 
2005  

 3 timber samples were not sufficiently documented, 

 12 general samples were not recognized as revenue in the correct year,  

 6 general samples were not received, 

 4 general samples had values that were different from the documentation that was provided, and 

 1 general sample had a permit issued and executed in a prior year but recorded as revenue in FY 2005. 
 
Accounts Receivables 

 16 samples were abnormal due to the misuse of  posting models, 

 10 samples did not have sufficient documentation, 

 9 samples were abnormal due to an over-collection of a receivable or an over advance liquidation, 

 4 samples were not received, 

 3 samples were overstated because they had been previously collected, and 

 2 samples were abnormal due to job code errors. 
 
OMB Circular No. A-123, Management Accountability and Control, states that transactions should be promptly 
recorded, properly classified and accounted for in order to prepare timely accounts and reliable financial and other 
reports. The documentation for transactions, management controls, and other significant events must be clear and 
readily available for examination. This condition can be attributed to a lack of policies or procedures and/or lack 
of trained personnel and/or lack of monitoring of reporting units for compliance with the policies and procedures. 

The effect of these deficiencies results in an over or understatement of revenue.  

We continue to recognize the need for the USDA Forest Service management to review and update its policies 
and procedures for accurate recording of revenue as reported in prior year recommendation 6 of Audit Report No 
8401-4-FM. 
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Number 7:  The USDA Forest Service Needs to Continue to Improve its Internal Controls over its 
Reconciliation and Management of Fund Balance with Treasury (Repeat Condition) 
 
Although the USDA Forest Service has made significant progress in improving its Fund Balance with Treasury 
(FBWT) reconciliation and management processes, we identified continuing control deficiencies. 
 
The Management of the Budget Clearing Accounts Needs to be Improved 
 
The USDA Forest Service maintains budget clearing accounts (i.e., Treasury Appropriation Fund symbols 
accounts 12F3875 and 12F3885) as part of its FBWT. USDA Forest Service uses these accounts to temporarily 
record cash collections, as well as, revenue and expense transactions that have not been researched and resolved 
for final disposition in its general ledger. Transactions recorded in these FBWT budget clearing accounts have an 
offsetting amount recorded in a liability account (i.e., general ledger account 24XX). Depending on the nature of 
the recorded transaction, amounts should not legitimately reside in the budget clearing account and the 
corresponding liability account at fiscal year-end.  
During our prior audit we noted that the USDA Forest Service was analyzing the composition of its budget 
clearing accounts and generally making proper disposition at least on a quarterly basis. 

During our FY 2005 audit we noted that the Forest Service had planned to change its business practice and 
deposit timber cash in 12X6500, Advances Without Orders from Non-Federal Sources, instead of 12F3875. The 
USDA Forest Service does not have a receipt account for timber sales so its business practice had historically 
been to deposit the timber cash in the general budget clearing account, which is not the purpose of the account. 
However, the USDA Forest Service did not fully implement this planned change in FY 2005.  

OMB Circular No. A-123 states that transactions should be promptly recorded, properly classified and accounted 
for in order to prepare timely accounts and reliable financial and other reports. The documentation for 
transactions, management controls, and other significant events must be clear and readily available for 
examination. 
 
The Treasury Financial Manual (TFM) Sections 2-3100 and 2-3300 state that the records of a Federal agency 
(i.e., the USDA Forest Service’s general ledger) must agree with the records of the U.S. Treasury. Any 
differences must be identified, reclassified into a budget clearing account, and resolved timely. In addition, TFM 
Volume I, Section 4, Chapter 7000, states that reconciling items in budget clearing accounts must be resolved 
expeditiously. 
The USDA Annual Close Guide, Section 10, states that all budget clearing accounts must reflect a zero balance in 
the general ledger at year-end. 

The effect is cash payments to agencies can be inappropriately withdrawn from the USDA Forest Service’s 
FBWT accounts; undelivered orders are overstated at any given point in time due to unreconciled transactions; 
and expenses and/or revenues are understated. 

We continue to recognize the need for the USDA Forest Service management to establish a separate receipt and 
expenditure Treasury symbol as reported in prior recommendation 6 of Audit Report No. 8401-3-FM. 
 
The FMS 6653/6654/6655 Reports Reconciliation Process Needs to be Improved 
 
During our FY 2005 control tests of the FMS 6653/6654/6655 reports reconciliation process, we noted that all 53 
sample items were adequately supported. However, 24 sample items were not corrected timely. This demonstrates 
improvement in the FBWT reconciliation process over the work for the prior fiscal year.  
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OMB Circular No. A-123 states that transactions should be promptly recorded, properly classified and accounted 
for in order to prepare timely accounts and reliable financial and other reports. The documentation for 
transactions, management controls, and other significant events must be clear and readily available for 
examination. 
 
USDA policy states that the USDA Forest Service needs to correct differences within 60 days after receipt of the 
Treasury reports. 
 
Without a timely resolution of FBWT differences the USDA Forest Service’s general ledger could be out of 
balance with Treasury’s. In addition, the USDA Forest Service could be understating revenues and/or expenses. 
 
We continue to recognize the need for the USDA Forest Service management to perform complete and timely 
resolution of non-reconciling items as reported in prior recommendation 27 of Audit Report 8401-3-FM. 
 
 
Number 8:  The Design and/or Implementation of Controls Related to the Accurate Recording of Personal 
Property Transactions Need Improvement (Repeat Condition) 
 
The USDA Forest Service has improved its property internal controls during fiscal year 2005, including monthly 
general ledger to property subsidiary ledger reconciliations and other corrective actions. The implementation of 
WO compensating controls, to include the search for assets recorded below the capitalization threshold, further 
illustrates the continuing commitment by the USDA Forest Service to improving the control environment 
necessary for accurate financial reporting of personal property.  
 
While the overall USDA Forest Service control structure has improved, controls at reporting units remain weak. 
Tests of both controls and substantive transactions revealed that data input by reporting units remains poor, as 
numerous data quality errors were identified. 
 
During our prior-year testing of internal controls, we identified errors where the recorded data did not agree with 
the supporting documentation. These errors included: 
 

 items recorded below the capitalization threshold 

 lack of sufficient supporting documentation 

 prior events being recorded in current year 

 unauthorized adjustments to recorded assets 

 lack of supervisory review for property transfers 
 
During our prior substantive testing we also identified errors where the recorded data did not agree with the 
supporting documentation. These errors included: 

 prior events being recorded in current fiscal year 

 items  recorded below the capitalization threshold 

 recorded cost not agreeing to the actual cost 

 capitalizable items being recorded with an incorrect budget object code 
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 capitalization of costs that should be recorded as expenses 

 improper asset write off 

 use of wrong posting model, causing a duplicate capitalization of a previously capitalized asset 

 recording of a pre-payment as a capitalized asset 

 improper removal of a properly capitalized component cost 
 
FY 2005 substantive testing, we identified errors where the recorded data did not agree with the supporting 
documentation. These errors were associated with 27 of 339 personal property transactions tested. These errors 
included: 
 

 12 samples were for FY 2004 or prior events that were recorded in FY 2005 

 8 samples had insufficient support 

 7 samples had recorded cost that did not agree to the actual cost 
 
These errors did not result in material misstatement of asset values. These errors can be attributed to a lack of 
trained personnel as well as a lack of supervisory review of the data input for these transactions. 

We continue to recognize the need for the USDA Forest Service to increase its monitoring of compliance with 
property recording policy as reported in prior recommendation 30 of Audit Report No. 8401-3-FM. 
 
 
Number 9:  The Posting of Certain Transactions Needs to Contain the Proper Reference Data to Link 
Related Transactions (Repeat Condition) 
 
The USDA Forest Service business processes require that relevant information needed to link related transactions 
such as document and agreement number be entered in the general ledger module of FFIS as well as the related 
FFIS cost accounting module called Project Cost Accounting System (PCAS). This link facilitates the matching 
of related transactions, such as an advance and the draw down of that advance through subsequent payments, 
which results in a net balance. However, this required information is not always entered in the system.  
 
During our review of data extracts as of September 30, 2005 from the general ledger for accounts for 4801 and 
2190, we noted that trans-codes DG, DH, BG, Z7, and CE remained open and unlinked in our extract. The 
following trans-codes and the respective balances were identified in each of the extracts: 
 

Transcode
General Ledger 

Acct. 2190 
General Ledger 

Acct. 48XX 

BG ($2,622.87) $3,988,665.69 
CE 0 35,067.72 
Z7 0 94,126.22 
DG (12,892,985.08) (5,253,685.78) 
DH (3,799.31) 32,707.57 

Total $(12,899,407.26) $(1,103,118.58) 
 

Individual document transactions relating to undelivered orders and accruals are overstated as of June 30, 2005. 
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We continue to recognize the need for the USDA Forest Service to ensure adequate linking of its transactions as 
reported in prior recommendations 34, 35, and 36 of Audit Report No. 8401-3-FM. 
 
 
Number 10:  The Compilation of the USDA Forest Service’s Required Supplementary Information (RSI) 
and Required Supplementary Stewardship Information (RSSI) Needs Improvement (Repeat Condition) 
 
We noted that the USDA Forest Service does not have adequately designed controls to ensure the consistency of 
information compiled and reported in its RSI (Deferred Maintenance) and RSSI (Stewardship Land and Heritage 
Assets) Sections of the financial statements.  
 
OMB Circular No. A-123, Management Accountability and Control, states that transactions should be promptly 
recorded, properly classified and accounted for in order to prepare timely accounts and reliable financial and other 
reports. The documentation for transactions, management controls, and other significant events must be clear and 
readily available for examination. 

We continue to recognize the need for the USDA Forest Service to revise its current control structure for data 
collecting of RSI and RSSI as reported in prior recommendation 37 of Audit Report No. 8401-3-FM. 
 
 
Number 11:  The USDA Forest Service Application Systems Controls Need Improvement (Repeat 
Condition) 
 
During prior years the Automated Timber Sale Accounting (ATSA) system lacked key security documentation 
including a risk assessment, security plan, and administrator’s guide. Additionally, duplicate transactions were 
validly permitted in ATSA, but the transactions were not uniquely identified in the system. Finally, periodic 
reviews of ATSA activity audit logs were not performed by management. 

In FY 2005, we noted that USDA Forest Service had made improvements to the ATSA system security 
documentation. The USDA Forest Service had created a duplicate transactions report and completed the ATSA 
administrator’s guide. However, other weaknesses remain open and have not been sufficiently addressed.  

The ATSA system security plan was completed in 2004; however, the plan does not require periodic audit log 
reviews by management. Currently, the security plan identifies that ATSA audit trails only record the user ID and 
time and date of system use. Also, these audit trails are only reviewed by IT staff following exceptional events. 
Additionally, the ATSA risk assessment, dated September 2004, is incomplete.  

The USDA Forest Service management indicated that periodic review of audit trails is not a priority. Management 
believes that reviewing audit logs only after exceptional events is sufficient.  
 
Reviewing system and application logs is crucial to the timely identification of anomalies and incidents, as well as 
to ensure proper functioning of system hardware and software. Without periodic management review of audit 
trails, the potential exists for security related incidents to go unnoticed and uninvestigated thus allowing potential 
unauthorized users to access system resources and compromise the confidentiality, integrity, and availability of 
ATSA data. 
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Without a detailed, qualitative risk assessment the full extent of threats, risks and vulnerabilities to ATSA may not 
be understood. Additionally, without an evaluation of the controls in place, the appropriate controls may not be 
implemented to address the risks to the system. By not documenting a strategy to mitigate risks and implement 
controls, controls are not prioritized and responsibility is not assigned to ensure the necessary controls are 
implemented to mitigate risks in a timely manner. 

We continue to recognize the need for the USDA Forest Service to update the ATSA system security plan and to 
increase audit trail requirements as reported in prior recommendation 38 of Audit Report No. 8401-3-FM. 
 



Exhibit III 

 33 (Continued) 

STATUS OF PRIOR YEAR’S REPORTABLE CONDITIONS/MATERIAL WEAKNESSES 

As required by Government Auditing Standards and OMB Bulletin No. 01-02, Audit Requirements for Federal 
Financial Statements, we have reviewed the status of the prior years’ reportable conditions. The following table 
summarizes these issues and provides our assessment of the progress USDA Forest Service made in correcting 
these reported conditions. We have also provided the OIG report where the issue is monitored for audit follow-up. 
This table contains only those reports that are open. 

All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-4-FM November 2004 

Reported Condition Recommendation Status 

Accountability for 
Undelivered Orders is Lacking  
 
(2005 Material Weakness; 
2004 Material Weakness) 

1. We recommend that USDA Forest Service management: 
 Require all locations to fully comply with review 

and certification requirements and follow up to 
resolve questionable items. 

 Work with USDA to begin performing quarterly 
reviews and certifications as of November, 
February, May, and August to both save the 
resources needed to perform the monthly 
certifications and help ensure that the UDO 
balances are properly adjusted in time for the 
quarterly and annual reporting deadlines. 

 
2. We recommend that USDA Forest Service management: 

 Require the use of only referencing SV documents 
to accrue or modify UDO balances. 

 Review its entire UDO transaction population to 
ensure that all improper SV accruals are removed 
and all abnormal balances are corrected. 

 

 

Open 

 

Closed 

 

 

 

Closed 

 

Closed 

A Segregation of Duties Policy 
related to Electronic Data 
Processing (EDP) must be 
Developed and Implemented 

(2004 Reportable Condition) 

3. We recommend that USDA Forest Service management 
develop and implement a formal enterprise-wide 
segregation of duties policy that encompasses the 
weaknesses identified above. 
 

 
Closed 

The Review of Purchase Card 
Transactions Needs 
Improvement 

(2005 Reportable Condition; 
2004 Reportable Condition) 

4. We recommend that USDA Forest Service management 
reinforce its policies in this area and incorporate procedures 
to test the reviews of purchased transactions in its 
Acquisition Management reviews. 
 

 
Open 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-4-FM November 2004 

Reported Condition Recommendation Status 

The Internal Controls Related 
to Recording, Classification 
and Accounting for 
Information Related to Leases 
Need Improvement 

(2005 Reportable Condition; 
2004 Reportable Condition) 

5. We recommend that USDA Forest Service management 
establish policies and procedures for the accurate recording 
of leases, appropriately train reporting unit personnel on 
such policies and procedures, and monitor reporting units 
for compliance with its policies and procedures. 
 
 

 
Open 

The Design and/or 
Implementation of Controls 
Related to the Accurate 
Recording of Revenue Related 
Transactions Need 
Improvement 

(2005 Reportable Condition; 
2004 Reportable Condition) 

6. We recommend that USDA Forest Service management 
review and update its policies and procedures for the 
accurate recording of revenue, appropriately train reporting 
unit personnel on such policies and procedures, and 
monitor reporting units for compliance with its policies and 
procedures. 
 
7. This number was not used. 
 

 
Open 

 

All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 

The USDA Forest Service 
Needs to Improve its Financial 
Management and 
Accountability 

(2005 Material Weakness, 
2004 Material Weakness, 2003 
Material Weakness) 

1. We recommend that the USDA Forest Service 
provide Standard General Ledger (SGL) training to 
selected employees and appoint them to be “resident” 
SGL experts responsible for preparing as well as 
reviewing and approving the adjusting journal vouchers 
(AJVs).  

2. Previously closed. 

3. We recommend that the USDA Forest Service 
identify those business processes that are causing 
irregularities in the general ledger and develop an 
expedited corrective action plan to resolve and correct 
any deficiencies identified. 

4. Previously closed. 

5. Previously closed. 

 
Open 

 
 
 
 
 
 

 
 

Open 
 
 
 
 
 
 
 



Exhibit III 

 35 (Continued) 

All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 
6. We recommend that the USDA Forest Service 
identify all revenue generating business processes that 
are currently maintained in the budget clearing accounts 
and work with OMB and U.S. Department of the 
Treasury to establish a separate receipt and expenditure 
Treasury symbol so that revenue collections will not 
reside in the 12F3875 clearing account. 

7. Previously closed.  
 
8. We recommend that the USDA Forest Service 
follow its procedures in order to perform monthly 
review, identification, research and correction of all 
abnormal balances and report the status of all abnormal 
balances of $5 million or more to the USDA Office of 
the Chief Financial Officer. 
 
9. We recommend that the USDA Forest Service 
ensure proper entries, especially AJV’s, at the Treasury 
Symbol level for all adjustments so as not to cause 
abnormal balances in related general ledger accounts. 
 
10. We recommend that the USDA Forest Service 
institute an effective management review of the USDA 
Forest Service identified and corrected abnormal 
balances. 
 
11. We recommend that the USDA Forest Service 
implement an effective monthly process to review 
general ledger account relationships. The process must 
include the research, reconciliation, and resolution of 
all significant differences in a timely manner. 
 
12. We recommend that the USDA Forest Service 
require an effective documented manager review and 
quality assurance review of the account relationship 
analysis. 

 
 
 

Open 
 
 
 
 
 
 
 

Open 
 
 
 
 
 
 

Closed 
 
 
 

 
Closed 

 
 
 

 
Open 

 
 
 
 

Closed 
 

 

Implementation of the USDA 
Forest Service Accrual 
Methodology Needs 
Strengthening 

(2005 Material Weakness; 
2004 Material Weakness; 
2003 Material Weakness) 

13.     Previously closed. 
 
14.     We recommend that the USDA Forest Service 
WO Office of Finance provide adequate 
communication and/or training of the accrual 
methodology, as well as, a summary of lessons learned 
from the fiscal year 2003 [including 2004 and 2005] 
audit to all of the USDA Forest Service reporting units. 

 
 
 

Open 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 
  

15.     We recommend that the USDA Forest Service 
WO Office of Finance perform management oversight 
of the accrual methodology through analysis and follow 
up on large or unusual items, as well as the USDA 
Forest Service units that do not report any data. 
 
16.      Previously closed. 
 
17.   We recommend that the USDA Forest Service WO 
Office of Finance and the USDA Forest Service 
reporting units perform a comprehensive review of its 
accrual implementation efforts during the second 
quarter of fiscal year 2004 [including 2005] to identify 
and resolve any additional deficiencies in the accrual 
methodology.  

 
 

Open 
 

 
 
 
 
 
 
 
 

Closed 

Controls Over PONTIUS and 
PRCH Data Access, Input, 
Integrity, and Segregation of 
Duties Need Improvement 
 
(2005 Material Weakness; 
2004 Material Weakness; 
2003 Material Weakness) 
 

18. USDA Forest Service management has 
acknowledged the weakness of the PONTIUS and 
PRCH system, and the USDA plans to migrate to a new 
department-wide Integrated Acquisition System (IAS). 
We recommend that USDA Forest Service work with 
the USDA to implement an appropriate information 
technology capital planning strategy and acquire IAS in 
a timely manner. In planning for the acquisition, USDA 
Forest Service and USDA should take steps to ensure 
the information technology architecture that will 
replace the PONTIUS and PRCH system remedies 
these control weaknesses. Until completion of the IAS 
acquisition and migration away from legacy 
applications, USDA Forest Service management should 
take steps to ensure the existence and operating 
effectiveness of compensatory controls to mitigate the 
effects of noted application control weaknesses. 

 

 

Closed  

The USDA Forest Service 
Needs to Improve Its General 
Controls Environment 

(2005 Material Weakness; 
2004 Material Weakness; 
2003 Material Weakness) 

19. We recommend that USDA Forest Service develop 
and implement a C&A policy based on the NIST 
Special Publication 800-37, “Guide for Certification 
and Accreditation of Federal Information Systems.” 
Once the policy has been developed, it is recommended 
that FS management immediately reevaluate all major 
information system C&A packages to determine 
completeness based on the Forest Service policy. 
Additionally, we recommend that USDA Forest Service 
verify that each application’s Plan of Action and 

Open 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 
Milestone (POA&M) report includes the accurate status 
of all findings.  
 
20. We recommend that USDA Forest Service 
management establish controls to facilitate adherence to 
the Forest Service Risk Assessment policies and 
procedures. All risk assessments should be developed in 
accordance with agency, USDA, and federal guidelines. 
Additionally, USDA Forest Service should revise any 
existing risk assessments to align with the NIST Special 
Publication 800-30.  

21. We recommend that USDA Forest Service 
management establish controls to facilitate adherence to 
the USDA Forest Service’s SSP policies and 
procedures and document SSPs in accordance with 
agency, USDA, and federal guidelines. All SSPs should 
be revised to align with NIST Special Publication 800-
18. Additionally, USDA Forest Service should 
complete, approve, communicate, and establish controls 
to facilitate adherence to Forest Service Computer 
Incident Response Team (CIRT) policies and 
procedures, and provide guidance so personnel are 
aware of the guidelines and their roles. 

22. USDA Forest Service management should develop 
and implement enterprise-wide system architecture 
standards for Internet-facing services. These standards 
should ensure agency compliance with USDA 
regulations and should address firewall configuration, 
proper use of de-militarized zones, and limiting the use 
of unsecured services to ensure protection of internet-
accessible data. USDA Forest Service management 
should also eliminate access to all unnecessary services 
from the Internet and implement strong authenticated 
access control to those services that are necessary.  

23. It is recommended that management develop and 
implement enterprise-wide policies and procedures 
regarding software management and change control. 
These policies and procedures should address: 

 Access restrictions over system software code 
and program libraries;  

 Emergency change procedures; 

 FSM 6600, subsection 6683.6, ‘Hardware and 

 
 

 
 
 

 
Open 

 
 
 
 
 
 
 
 

Open 
 
 
 
 
 
 
 
 
 
 
 
 

Open 
 
 
 
 
 
 
 
 
 
 
 

Open 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 
Systems Software Maintenance’; 

 Configuration Management Board (CMB) 
Charter; 

 Approval process for changes that fall below the 
CMB watermark; 

 Installation of the latest software versions, 
service packs, and security patches (and removal 
of out-dated versions); 

 Software configuration standards (with defined 
images that specify what software applications 
should be in use and on what kinds of machines 
these applications should be installed on); and 

 Use of automated tools to detect and eliminate 
unused or unauthorized applications (including 
the use of ISS Internet Scanner in accordance 
with USDA Cyber Security Policy CS-007). 

Additionally, USDA Forest Service management 
should review all systems for the presence of outdated 
software or services, missing critical patches and/or 
updates, and improperly configured servers or systems. 
Forest Service should then proceed to update or delete 
any identified outdated software, test and install 
applicable patches or updates, configure servers and 
systems in accordance with Forest Service technical 
bulletins and federal criteria, and remove any unneeded 
services. 

24. It is recommended USDA Forest Service 
management develop and implement enterprise-wide 
policies and procedures for contingency planning, 
business resumption, and disaster recovery and ensure 
that all data processing support facilities: 

 Identify the criticality and sensitivity of USDA 
Forest Service information, systems, and facilities 

 Implement consistent backup and recovery 
procedures (including off site storage of key 
documentation and frequent offsite data rotation 
based on the criticality of data being stored on 
backup media) 

 Implement mandatory training on and periodic 
testing of recovery procedures 

 Implement adequate controls at key data 
processing support facilities, e.g., automated alert 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Closed 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 
systems to notify data center employees about 
system and environmental control failures 

 Have documented and executed service level 
agreements with a backup data center(s)  

 Develop, test and maintain comprehensive 
continuity of operations and Critical Infrastructure 
Protection Plans for its critical information system 
operations 

 Periodically review and update all related 
procedures and documentation at each site 

 
25. USDA Forest Service management must sign a 
memorandum of understanding (MOU) with USDA to 
address the service levels and controls to be provided 
by NITC.  

26. USDA Forest Service management must sign a 
MOU with USDA to address the service levels and 
controls to be provided by NFC. 

 
 
 
 
 
 
 
 
 
 

Closed 
 
 
 

Closed 
 
 

 
 

The USDA Forest Service 
Needs to Continue to Improve 
its Internal Controls over its 
Reconciliation and 
Management of Fund Balance 
with Treasury 

(2005 Reportable Condition; 
2004 Reportable Condition; 
2003Reportable Condition) 

27. We recommend that the USDA Forest Service 
perform complete and timely resolution of reconciling 
items for all FBWT accounts within 60 days of report 
receipt.  
 
28. We recommend that the USDA Forest Service 
establish a system of controls to accurately and timely 
record Treasury warrants. 
 

 
Open 

 
 

 
Closed 

The Design and/or 
Implementation of Controls 
Related to the Accurate 
Recording of Personal 
Property Transactions Need 
Improvement 

(2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

29. We recommend that the USDA Forest Service 
continue to train reporting unit personnel on accurate 
property transaction recording. 
 
30. We recommend that the USDA Forest Service WO 
improve its monitoring of reporting units for 
compliance with the USDA Forest Service property 
transaction recording policies.  
 
31. Previously closed 
 

 
Closed 

 
 

 
Open 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 

Controls Related to Physical 
Inventories of Capitalized 
Assets Need Improvement 

(2003 Reportable Condition) 

32. Previously closed. 
 
33. Previously closed. 

 

Postings of Certain 
Transactions Needs to Contain 
the Proper Reference Data to 
Link Related Transactions 

(2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

34. We recommend that the USDA Forest Service 
develop a methodology to link transactions that are 
currently in the financial systems. 
 
35. We recommend that the USDA Forest Service work 
with the USDA and FFIS contractor to incorporate edit 
checks that would disallow processing of transactions 
that do not provide the required data. 
 
36. We recommend that the USDA Forest Service 
establish direction and quality assurance protocols to 
ensure that appropriate data be entered in the system. 

Open 
 
 
 

Open 
 
 
 
 
 

Open 
 
 

Compilation of the USDA 
Forest Service’s Required 
Supplementary Information 
(RSI) and Required 
Supplementary Stewardship 
Information (RSSI) Needs 
Improvement 

(2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

37. We recommend that the USDA Forest Service revise 
its current control structure for data collection and 
reporting of RSI and RSSI to ensure the timeliness and 
completeness of the reported information. 
 

Open 
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All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-3-FM January 2004 
The USDA Forest Service 
ATSA Application Controls 
Need Improvement 

(2005 Reportable Condition; 
2004 Reportable Condition; 
2003 Reportable Condition) 

38. We recommend that USDA Forest Service 
management update the SSP for the ATSA system. SSP 
should be based on the ATSA Risk Assessment results; 
and be approved by management and reviewed and 
updated at least annually to reflect any changes to the 
current environment and the risks associated with those 
changes. USDA Forest Service management should 
incorporate in the ATSA SSP required management 
review of activity logs. Currently, the Security Plan 
identifies that audit trails exist but does not indicate the 
frequency with which they should be reviewed and who 
should review them. These reviews should be 
performed on a consistent basis regardless of whether 
potential unusual activity is detected. USDA Forest 
Service should also take steps to ensure required 
management reviews of ATSA activity logs are carried 
out and according to the updated security plan. 
Additionally, USDA Forest Service should modify the 
ATSA front end application to capture user activities.  

Open 
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COMPLIANCE AND OTHER MATTERS 
 

The USDA Forest Service Does Not Obligate all Transactions Required by Appropriations Law 
 
Obligation testwork performed over approximately 132 transactions disclosed that 26 transactions were not 
obligated as required by appropriation law prior to payment. The transactions that were not obligated included 
temporary travel, GSA automobile leases, and probable contingent liability type transactions.  
 
It is USDA Forest Service policy not to obligate for temporary travel related transactions because of limitations 
within USDA’s travel system. For all other transactions not obligated, several USDA Forest Service offices did 
not obligate for GSA automobile leases and utility type transactions because of the variability in determining the 
estimated cost for these types of transactions.    
 
The Government Accountability Office (GAO), publication GAO/OGC-92-13, Appropriations Law, defines an 
obligation in very general terms as, “an action that creates a liability or definite commitment on the part of the 
government to make a disbursement at some later time. The obligation takes place when the definite commitment 
is made, even though the actual payment may not take place until the following fiscal year.”  Furthermore, GAO’s 
Appropriations Law cites 9 criteria for recording obligations. When one criterion is met, the agency not only may, 
but also must record that transaction as an obligation. Criterion 7 addresses travel expenses. With regard to the 
timing, Appropriation Law states that, “the obligation is not incurred until the travel is actually performed or until 
the ticket is purchased.”  While the precise amount of the liability should be recorded, the precise amount is not 
always known immediately. When this takes place, “the obligation should be recorded on the basis of the 
agency’s best estimate.” 
 
Without obligating all required transactions, obligations are understated at any one point in time. Also as existing 
obligations are used in determining accruals, these types of unobligated transactions are not considered in the 
accrual determination process.  
 
We continue to recognize the need for the USDA Forest Service to obligate all transactions as reported in prior 
year recommendation 8 of Audit Report No. 8401-4-FM. 
 
 
The USDA Forest Service May Not be in Compliance with 31 USC 1517 

To maintain administrative control of funds, the USDA Forest Service makes sub-allocations to its organizational 
components. At the end of FY 2005, we understand that the USDA Forest Service’s Region 5 had obligated funds 
in excess of its sub-allocation by approximately $4.0 million although USDA Forest Service, at the agency level, 
did not obligate in excess of either its apportionment or appropriation. However, 31 USC 1517 states that an 
officer or an employee of the United States Government may not make or authorize an expenditure or obligation 
exceeding an apportionment or an amount permitted by the applicable administrative control regulations as 
specified by 31 USC 1514. Therefore, we believe the USDA Forest Service may not be in compliance with this 
statute. 

Recommendation Number 11: 

We recommend that the USDA Forest Service fully investigate the circumstances surrounding this issue and 
obtain appropriate legal advice from the USDA Office of the General Counsel. 
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The USDA Forest Service’s Systems Do Not Comply with the Federal Financial Management Improvement 
Act (FFMIA)  
 
Federal Accounting Standards 
 
Instances of FFMIA non-compliance relating to compliance with applicable Federal accounting standards were 
identified during the fiscal year 2005 audit.  
 
The following table lists those Statements of Federal Financial Accounting Concepts (SFFAC) and Statements of 
Federal Financial Accounting Standards (SFFAS) that the USDA Forest Service did not comply with during the 
audit period. 
 

FFMIA Non-compliance with Federal Accounting Standards  

SFFAS/SFFAC 
Number Accounting Deficiencies Noted 

SFFAC 2  Unliquidated Obligation errors 
 Problems with preparing proper note disclosures (e.g., dedicated 

collections, custodial revenue, SBR to Presidents Budget 
reconciliation, and restatement) 

 Not assessing the impact of remaining abnormal balances 
SFFAS 5  Incorrect accruals 
SFFAS 6  Improper accounting for leases 
SFFAS 7  Errors with recording timber and non-timber revenue 
SFFAS 8  Improper stewardship reporting 

 
Although the USDA Forest Service continues to improve its accounting operations, deficiencies still exist in the 
processing of various transactions. The deficiencies noted in the above table resulted in additional time and effort 
of the USDA Forest Service to research and resolve the deficiency.  
 
We continue to recognize the need for the USDA Forest Service to identify business process causes for non-
compliance with accounting standards as reported in prior year recommendation 9 of Audit Report No. 8401-4-
FM. In addition, we also recognize the need for the USDA Forest Service to develop a remediation plan as 
reported in prior year recommendation 10 of Audit Report No. 8401-4-FM. 
 
Financial Management Systems  
 
As noted in our material weakness on the general controls environment, although the USDA Forest Service has 
completed certification and accreditations, they do not fully comply with the requirements of OMB Circular No. 
A-130, Management of Federal Information Resources. The USDA Forest Service systems that are impacted are 
Travel, Connect HR, INFRA, ATSA, and Paycheck 7 applications and their general support environment. A 
certification and accreditation that is fully compliant with OMB Circular A-130 is a requirement for systems to 
comply with FFMIA.  
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We continue to recognize the need for the USDA Forest Service to perform complete certification and 
accreditations on its systems as reported in prior recommendation 1 of Audit Report No. 8401-3-FM.  
 
Compliance with the United States Standard General Ledger 
 
As noted in our material weakness over financial reporting, the USDA Forest Service has at least 40 ACCTEIDs 
of its approximately 450 ACCTEIDs within its general ledger that did not relate to a standard Treasury posting 
models. In certain instances, such as a unique USDA Forest Service process, there may be a valid reason for such 
a deviation from the U.S. Standard General Ledger posting models. However, USDA Forest Service has not 
researched all of the posting models and concluded on the validity of those transactions. 
 
In addition to the posting models noted above: 
 
The Equipment Management Information System (EMIS) is used to manage working capital fund equipment 
which consists of computer hardware and vehicles. The system does not record depreciation at the equipment 
transaction level using the USSGL. It records depreciation by unit monthly at the summary level in the USDA 
Forest Service general ledger. 

USDA Forest Service capitalized lease and internal use software work in process transactions are not recorded in 
the general ledger at all. Instead, they are maintained in off-line spreadsheets and then recoded in the general 
ledger only at year-end closing.  

Recommendation Number 12: 

We recommend that the USDA Forest Service comply with recommendation 1 of this report as well as develop 
systems and methodologies that comply with the Standard General Ledger at the transactional level. 
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STATUS OF PRIOR YEAR’S NONCOMPLIANCE FINDINGS AND OTHER MATTERS 

All Reported Conditions In this Table are Referenced 
 

USDA OIG Audit Report No. 08401-3-FM January 2004 
Reported Condition Recommendation Status 

The USDA Forest 
Service Systems are 
Not Compliant with 
Federal Financial 
Management System 
Requirements 

(2005 non-
compliance; 2003 
non-compliance. 

1.  We recommend that the USDA Forest Service, 
working with the NFC, as necessary, take steps to 
certify and accredit the ATSA, and Paycheck 7 
systems and their general support environment or 
replace these legacy systems.  

Open 

 

 

All Reported Conditions In this Table are Referenced 

USDA OIG Audit Report No. 08401-4-FM November 2004 

Reported Condition Recommendation Status 

The USDA Forest Service 
Does not Obligate All 
Transactions as Required 
by Appropriation Law 

(2005 non-compliance; 
2004 non-compliance) 

8. We recommend that the USDA Forest Service 
management develop policy and procedures to 
obligate funds for transactions as required by 
Appropriations Law. 

Open 

Instances of Non-
Compliance with FFMIA 
were Identified Related to 
Federal Accounting 
Standards 

 

(2005 non-compliance; 
2004 non-compliance) 

9. We recommend that the USDA Forest Service 
management identify the business process causes for 
the noted instances of non-compliance, develop 
adequate policies and procedures, and if necessary, 
modify existing policies and procedures to ensure 
that transactions are processed and reported in 
accordance with Federal accounting standards.  
 
10. We recommend that the USDA Forest Service 
management develop a remediation plan within the 
required time frames that includes extensive training 
of personnel specifically addressing the deficiencies 
noted above. 

 

Open 

 

 

 

Open 
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