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nacertained, is pullorized fo provide requesied deta on bohall of the
asiablishment. Tha latter teansmiiting the request explains the uses 1o
be made of the data. When CDC stalf then raceives the requested
date feom the establistunant, s interpreled o mean thot the estab-
listunent has by implication eonsented 1o thosa uses of which it has
been informed

The statement of assuranees |5 that set of information given to any in-
dividual ar sstablishment asked to provids infermation fo COC, I8 muostin-
clude a3 a minimurm:

1. The legal suthorzationls] Tor soliciting the data;

2. The purposes and yses for which tha data are being collected,

A, The valuntary or mandolory naturs of tho response;

4. The conseguances Lo the respondent Tor Falling to provide any part
ol the requested data, snd when confidantialily  os been
aulthorized:

&

[Wilh tha axcaption of savers! regulatory and arant requiremenlts,
COC s direct requests for data gre alt yolumtary, and there are ap
elfects upen the establishment or individual for failing to respond )

The slatement of assurances may be contzined in & letter or brochurp
handed or mailed 1o 2 respondent so 1that he receives it befare providing
the information. It also may be includad, uswally in abbreviated form, on
the survey schaduls or questionnaire sell. The statament is Included in
any conbraclt drawn up 1o oblpin information aboul ndividugls or
ealablishments, The statement may be given orally 1o 8 respondent, bul
it also must be provided in siitten Torm to be rolained by the respondant.
The sole exceplion W this requiranent is ot if o self-administered ques-
tisnnaire is used, the stelement may be made part of the gquestionnaire,
and no separate copy need be given to the respondant

The assurance of confidentiality is (o be Tound in the statement of
assurances. The assurance of confidentialily includes those parls of the

statament which relale dieectly 1o the promise of confidentizlity; these
are:

1. An explanalion of the purposes for which the infermaetion is being
cellected;

20 deserption of the uses 1o bo mads of the infarmation; and

3. A guaranies that COC will peither make nar permit ethers (o make
any olher uses af (he infermalion

This assurance ol confidentinlity, then, constitisies 1he guarantes given
to the dats supplier tha L COC will imil itz uses of 1he data to (hose speci-
find in writing 1o fha respondant and thai COC will actively protact the in-
formalion from any other uses

5.4 guarentes that COC will prolect the dota sgainet oiher uses,

2. BACKGROUND

Since its ingeption, COC has worked diligently to maintain the conlidanti-
ality of {is records. All necessory and apprepriale steps must be taken io
assure that COC's recosd Tor protecting confidentiality will continuee

While it s a matter of principle for COC te maintain the confidentiolity of
records, a set of lws sxists which requires and/or permits COC to do se

2.1 Section 308{d] of the Public Health Service Act (42 U.S.C.
242m)
Mhls sectivn provides the basic legal requirements Toe prafecling COC's
records, (b raads in part:

Mo information, I an establishmant or person supplying the informetion or
deserited in it s ldentifinbile, obtained in the course of acthvities undertaken
or suppartad undar Saction 304, 306, 306, 307, or 308 may be used Tor
any purpoaa other han the purpose for which [t was supplied unloss such
establishment or person has consanted [as determinad urdm rogulations
of the Secmtary] o lte s for such ether purpose; and [1] 6 1he casa of n-
formation obtained In the course of haplth stetistical activities under Sec-
tion 304 or 306, such inlormation may et be published or relpased in
alher Tarm §f the particubar establishment or persan suppiylieg the informa-
tion or describad in It 1o [dantiTiablo unless sueh astablishmant or poreon
has consented {ss delermined under reguistions of the Secretary] 1o 15
publication or relogse in other form .

Tha feliowing aulharitias under Title [l of {he Public Health Sarvice Acl,
as amended, were delegated by the Direcior, Mational Center Tor Healih
Stalistics (NCHS), to the Directon, CDC, as thay perlain to the functional ro-
spansibilitias assigned to CDC;

Sectlan 304 of the Public Health Service Act 42 WLS.C. 247h), as
amended —General Aunthority Respecting Aesearch, Evaluations, and
Demaonstretions in Health Stalistics, Health Services and Health Care
Technology autherizes COC to collect information thiough health statis-
ticel or epidemiological activities, where such activities of COC are not
duplicative of other activities af the Department, and when the Girector,
COC, delarmines that the aulhority o give assurencas of confidentialily
hased upon Section 3081l is necessary for the successful conduct of
thase statistical and epidemiological activities.

Sectlon 306 of the Public Health Service Act (42 US.C. 242k, as
amendad —MCHE autharizes COC to collect information through henlth
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Fhe Diracton, Cenlocnstitute/Dice, is responsibla Tar the follawing:

1. Ensuring thet peesonnel in the orgenizaticnal component hava knowl-
gdge of and camply with established policies and procedues.
Informing  stafi members (rither diroctly o through appropriate
chasnelsl thal erauthorized  dizclosues of information abtained
under an assorance of candidentiality ray rasultin disciplinary action

a

Each COC employes will be asked 1o sign a Hondisclosore Agreemant
See Sealinn 3 Individual Fmployoe's Responsibidilias and Appendix ©) In
addition, ach smplnyre must at all timeas Iollow e principles end chey tha
lwws, rules, and regolations thal are ciled ur relerenced in this manal, Addis
ticnal copies uf the manual will be availsble fram fhe Office of Program
Flanming aod Evaluation {OFPEL Ollice ol the Dhee o, COIC.

Frelmivary inlormation and guidanee on chiaining an g=surance of confi-
dentinlity may bo ohiainad from the Dieeeton OFPESC RO

Progiem officials requastiog data which (equiie an assorance of confi-
doptiality will prepare o regquest 1o use Sections 304 and 308 authority af
W PHS Act (00 0070, See Appeedis ) for signature nf 1he Directer,
Certornstitite/ Oftice, amd Tnnwand spvon sopios 1o OPPE/CDC. The state-
rivep |l o ain the Tallewing infommstion:

b Programnmatic purpasels) for the conduct of the project, the type of
dulin b ke collantad, end {he uses which may Be made of the infaima-
tion colleniesd

2 dustilicalion giving detailad consideralion tn all o the lues oullinad
unifal Section 4.1 page T ol this mancal that must be et bafara e
assumanee ol confidentialily is given

OPPEACTIC stalf will maintain communication with NCHS 10 ensure that
i infanmation is aol baing goathierad by anclher Department sgency oidor
confidentiality prolection of Section 308 of the Public Hezlth Service &et,
ag amendad. Il the infermation is being gathered, OPPE/CDLC will nolify the
ariginator 1 tha information is pat being gathered, OPPE/COC will eopedi-
nate the COC proceszing of 1he requoest.

The request will he roviewed by the Conlidemliality Aeview Group which
will rocamrmend pppioval ar disappreval 1o the Director, COE. The mem-
bership ol the Confidantiality Teview Group lappointad by Director, COC)
werll include:

Diraclor, OPPE/CDC [Chalepersan,

A nronrinonadioal epidammlogist,

Aoprogran slatistician,

COC Ethins Advisory Commliliae raprasanlatives
Legal A«dvizor 1o COC,

COE Fromdom of Information OfHear and

GO Privacy Act DHicer

The group will review the 1eques) according to 1he criteria outiined undar
Section 4.1 prge 7 of 1his manual, The Drireetor, COC, will:

1. Review the recammendations and autharizn approval o disepproval,
an

2. Natily tho initiating arganization by returning the signed copy af 1he
raquost farm ar advise othor action

When the ascurance of confidentiality is signed, OPEF/CDC stal! will
algo nolity the Tollowing 1o ansure thyl proper safequards for handling ran
tidantial dela will bo inslemantad:

® ADF Sacuiity Officer

& COC Freadam of Infarmation Officer

* Hompn Subjects Review Caordiatinr
L0 Legal Advisor

CODE Frivacy Act Olficar

Project Clearance Officar

COE Reeords Dfffen

Direclorn Procusement and Geants Dificn

The COC Etlics Advisary Commitieas will prariadically review applications
Tor usa ol 1his authority and decisions which ware mada an thone applics-
tions for the pirposa of idendifying and making recommendations on any
rthical problams shicl mmerge

Tha sateguards will be implomented in accordance wilh 1he procedorns
far hendling and dostroying data i lhe foll paing

"COC Stall Murwal an Canfidentiality

“Deparimen | ADP Systerss Manual,” Parl B Har compulerized repords)
“General Administiolion Manusl” 145 and PHS Chapters 4513, and
Arperdie PHE R 45-19-8 For nonauiomaled recopds).

C0C Records Control Schadule and the Geeersl Services Adininistralion
Gonegral Renards Schedils,

Reguasts for disclasure received by the Center/Inslitute/OMice mus) be
reviawed with the Direelon OPPE/CDE, and the l egal Advisar to COC

4.2 Procedures

Whonavar date ara 10 be eollapled directly from individuals or establish-
menls by an employee, agenl, or cantracior of COC, and welere conlidenti-
ality has been sulhorized. the [ollawing roles governing assurgnces and in
Tarmation ara 1o ke met:

1 Frintan the questiornalre ina clearly visibile location and in clanrly visi-
bl lettars b tollewing nofice |or words ta this aflect] of $he canli-

o
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derlial treatment 1o be accordsd tha nformation an the guestionnaira
by anyone who may sesit:

Canlidential Information
Informatinn contzised on this form which weould parmit identification of
any Individoal er establishment hes bean oollectad with pgustenieo
thad it il ba badd I stried coelldense, will be vsad only for [raposas
atated I thls glody, ang will pot ke disclosed or raleaged withoo) the
consant ol e mdividual or the estabiishment in accordanee with Saz-
licn A08E of the Public Health Servica Act 142 U 5.0 242mb

Zo Oy a tettes ar gther form hal can be rotainod by 1he indeadual or the

eolablishoent, of oo fhe questionoaite Farm itsell il o is a seli
admimiztered quesbioinairs, inform in clesr and simple tanms eac ndi-
vitual ar estanhishenent asked to supply intormation:

a That the collaction of e information is authorized Ly Section 306
af the Pubilic Heallth Service Aot (32 LS C 242k,

. 04 the purpnse or purposes for which o infarmation is to be ased,
chrafy sialing that the jecords will boe vsed solaly for apidenrologi-
cal o stalistical rasearch and reparling parpases;

e 0T the rautine uges hat may bo made of the information, including
all disclosures specifiod in 1he Fedeval Register Tar this systan of
recards which may be appliceble to (his project

. Thal participation is veluntary anc there are no penaities for declin-
g to podlicipate in whale arin part; and

o That pelaemplion colloctod under the autharity ol Section 306
nf the Public Heallh Service Aot (42 .5.C. 242k may be used Tor
any purpose other than tha purpose for which it was supplisd, And
such inbnrmelion miay nat he poblished or releazed i other Tomn i
the individusl or establishiment is identilianla unless 1ha indwiduai
or eelablishment supplying the information ar described in it has
corsaniad (o such reloass.

Whonever COC avanges (o purchose or atherwiae obtain from paother
mganizalion date that contain identiliers of jndividualz or astablishmants,
and where confidonliolity has baen suthodzed, it will provids (o e suppliar
tire Infarmation specilied I tho provous ilems 4.2 (208, 4.2 2)b, 4.2 [2]e,
and 43 (20 Thie mfeomation will be provided inowritten form, extber in the
contrael, puichase ordorn o olher weitien statement

Whoreer data nee ta ne eelactrd aver the tefephone by an amployes,
agont, af eontractor of COC, primarily. 1o aocomplsh g COT tunction, and

10

whare confidantiolity hias baen authorized, the following milas
gesurancas and information are (o ba et

Hovarming

1. Belare eliciting substaniive information frorm o raspondent in any 1nln-

phone survey, the respondant will be gven the feflowing information
ovar the lelephone:

a. The law suthmizing callection of the information. The inlerviewe
shiould say, “The survay is being conducted undor putharily of the
Fubilic Health Seivice Act” IF the respondent 1oquests the citation,
the inlerviewer witl say that il is Yolume 42 al the US Code, Sec-
tinn 247k

B, The purpose or purposas far which the informslion is to be used,
such as “lor epidemiclogicel or siolisical resparch on haalth
problams.”

. 1hat participation in the survey is ourely volonlary

d. Tla alfeets, if any, an the respondent Tor declining 1o oorlicipale, in
whnle orin part, in the survey

8. Aesponderil i3 natitted af any possibie disclosures of idanlilied data
to be mada oulsida the Departmant It is most unlikely el there
would be any auch disclosures, If thare are any possiblo disclosures
tu b made, thay ara listod weder “roofine uaas” in the Federa!
Aegister notica on the systom of records in which (haza data will
e kapt |

f. Responden iz ossured {hat [exeept for soy such disclosues| the
confidentiality aof any infarmealion supplied will be carefully
protecied, and no one otbar than HHE and its contractor(zl will
have aocess looany dato which identify the respandenis,

he rxact wording prapoesad for informing respondents fn ony paricu-
lor telephone survey is 1o be subomilied far approval in e Project
Clearance requast for the survey and/or the protocel for Homan Sih-
jects reviow.

2. The tolephione interviewear must sign 2 statzment that the informatbion
required las indicaled abavel was given orally to each respondent.
This informalion shell Be given by reading the aporoved fesl and
answaring any of the iespondent’s questions shoul it before proceed-
ing with the interview. The siatement ta be signed by each ntervinwer
may be on the form esed to collee! the survey data,

4,3 Aesponsibillties

Fermal assurances of conlidantiality will be given by the Directon, 0O, In
wiee of the ineragsed complexitios invotved in canfidentiatity assuraneos re-
sulling frem recent legislelion and rogulations, Centar/instiiute/ D Hice Dirac-

11
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tors are required to submit the confidentiality ‘assurances relating to each
data collection program to OPPE/CDC for approval. This approval should be

obtained before the Request for Clearance goss to the CDC Project Clear-.

ance Officer or Human Subjects Coordinator.

Each Center/Institute/Office Director in CDC has responsibility for assur-
ing compliance with CDC policies pertaining to the confidentiality of
records in cases where an assurance of confidentiality has been or is to be
given. OPPE/CDC will be available to assist the Center/Institute/Office
Director by: '

1. Interpreting Department policies pertaining to confidentiality;

2. Providing information to employees as to how and from whom thay
may get information clarification or related regulations; and

3. Providing advice regarding appropriate disciplinary action that may be
taken when employees violate laws, rules, or regulations relating to
confidentiality.

The responsibilities of the supervisor include the following:

1. Each silpervisor will inform all employees, snd subsequently all new
employees, of existing CDC policies and procedures relating to the
subject of confidentiality and will discuss with such employees their
responsibilities in this area.

2. Supervisory persannel will be responsible for assuring that all employ-
ees under their jurisdiction comply with regulations applying to the dis-
closure of official information that permits the identification of indi-
viduals or establishments.

3. Supervisors should recognize unique situations that call for more than
usual precautionary measures and should make recommendations for
improvement if necessary.

Personnel are expected to observe departmental rules and regulations
and CDC policy relating to official information for which confidentiality
assurances have been given. When in doubt, employees should obtain
advice from the supervisor or OPPE/CDC or consult official sources as (o
what is permitted and what is prohibited.

4.4 Repository of Assurances

A central repository for the filing of statements of assurances has been
established in OPPE/CDC. Each organizational element of CDC which has
been given approval to use an assurance of confidentiality will forward
copies of all such statements to the repository. This will normally include,
but not be limited to, assurances given in contracts, special letters,
brochures, survey questionnaires, and forms.
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5. TREATMENT OF REQUESTS FOR INFORMATION

Whenever a request is received for a specified record,' that request is
subject to requirements of the FOIA. All Freedom of Information (FOH re-
quests received by CDC Center/Institute/Office staff should be sent im-
mediately to the Office of Public Affairs to be logged in and processed. The
form, Freedom of Information Request (HHS 632 revised 5/82) will be used
for pracessing requests.

The CDC FOI Officer will log in the request and return it to the action
office with an FOI request form. The date on the FOI request form is the offi-
cial receipt date for the timetable of 10 working deys. Time is of the

-assence, Under the provisions of the Act, the agency must inform the

requester of its determination within 10 working days of receipt of the
request.

The action office stafi will initiate the necessary file search and review
for all records that come within the scope of the request. A
Center/Institute/Office official should review the records and recommend
release or withholding of documents. In the latter case, @ check should be
placed in the box{es) on the FOI request form that indicate concern with
disclosure. When recommending denial, the Center/Institute/Office official
will provide a memorandum describing the nature of the records, sensitivity
of the information, and whether or not confidentiality was assured. The FOI
request form will be returned to the CDC FOI Officer within 8 working days
{allowing 2 days for action), filled out as appropriate, including time and
cost information. Two copies of the requested records will accompany the
completed form.

Only the Director, Office of Public Affairs, is authorized to make determi-
nations regarding release or denial of records and determinations regarding
fees. The FOI Officer for CDC will be the focal point for all CDC FOIl requests
and should be contacted if there are questions or need for clarification on
any FOIl request.

" "“Record” is defined in the Depertment's regulations (46 CFR Pert 6) as including "books,

brochures, punch cards, magnetic tapes, paper tapes, sound dings, maps, pamphl
photographs, slides, motion pictures, or other documentary materials, regardiess.of physlcnl
form or characteristics, made or received by the Department in pursuance of Federal law or in

with the ! of pubﬂc buninau and preserved by the Department ss evi-
dence ol the organization, f d , operali programs, or
other activities.” 'ﬂacord" does m! include objects ov articles wch as tangible exhibits,
models, equipment, or processing materials; formulas, designs, drawings, or other items of
valueble property: books, magazines, pamphlets, or other raference material in formally orga-
nized and officially designated libraries of the Depariment, which are available under the rules
of the particular library concerned.
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[t i necessary o remembear FOU rogueste do nat include rAquasts for
reecnrds which sre normally propared fer poblic distribetian, such se pross
releases, facl sheets, information brochores, speeches, ete. Such records
weill oo provided gromotly 1o any requeosier withoul reference o the FOLA,
weitliaut raferral 1o a0 FOIstall, and without collesting any fees,

G, THE FHYSICAL PROTECTION OF RECORDS

Employees ol CRC g respansille for prodecting sl conlidanlial
records —Ffinm eya ohservation, from thaft, or from accidental lass or mis-
placement due to caielessnoss,

On this subiject e Privasy Act prescibes (Section 552alel] hal each
agney shall

{01 Establist cles of conduct for parsons isvoleed in (he design,
developoenl, operplion, or mainlenance ol any system of rronds, aroin
mantlainiig ang recard, andd mstooet aach saeh peesan wilh respaed b sueh
putes acerd tho requitamants af this saslicn, metuding any other rles pod
procedures adopted. pocsuanl to iy
noncompiiance;

nolion and the penallies lor

a1 Eztzblish appropriate pdednisiraliea tarhe

al, end physical safa-
ards o insure e seciily and confidanliality ol records and to profect
agairst any enlicipated thrests o bozords 1o their seconily or Integrity
wlhech could result in subsinntial harm, embarssenanl, incomvenlenae, ar
unlatingss e ary individual onwhom informalion i maintainad

Ansolute pratection of the records would be impassitle; novarthetass, sl
sagsanable precactions (e, all that stall could reasonably Le sxpected o
ol must be lakan 1o protect Lhem

6.1 Folicy
I is palicy af COC hat to insura {he conlidentiality of records tha Folinw-
i stens o abseread:

& Lontidentizl racords must ba kepl locked op at 80 imes when hey are
nat actually being used. Thal s, (hay muat be keplin locked lireproof
cahinets or in Jocked rooms after businesy hoewrs and whenever [he
presnns wsing tham arp pol presant. Gnly o Tieited nembor of ool o
putherized by the Cenledinslitule/OTce Divector, may have keye o
rther means of access to such cabinets o romns,

il

2. When confidential records are in use, they must be kept oul af the
sight of persans not authorized ta work with the records.

C.Exeept as needed Tor operalional purposas, copies of confidential
records are not 1o be made. Any duplicate copies made of eonfidential
records e lo ba destroyed as sonn as cperational reouiremeants
pErmit,

D.When recards are transiemed 1o archives o record centers for
storage, their containers must be seafed The slorape centar must be
advized (hiol oo one may havo acoess 1o 1hoso records axoept as au-
Wharized over the signature of an appropriate oficial of COC,

E. When COC confidandizl records are in the nossession of othar agents
al COC, their prataction must be guarantesd by confreet provisian
subscribed lo and signad by the agent. The sontractor must also be
made liable o legal sanctions if 1he canfidantiality pledyge shastd be
vinlated

F. Inall epideminlogical or slatistizal programs of CO fnvolving conli
dantial infarmnlivn, recards contalning idantifiars of individuals or es-
taklishiments shauld be bedd 0 the minimum menber desmod sssentjal
to perform COC's functions. Identiliers are never 1o be camied beyoid
the eriginal survey ar raporl doeument when the dsta zre processed.
unteas lhere 5 a legilimate ard imporiant reason for daing B
Margaver, the documents containing identifiers pre 1o be ssnt Lo stor
ane as soon as i is feasible o do sa

7. AUTHORIZED DISCLDSURES

7.1 Disclosure {0 the Parent Locatar Service

With but cne sxeeptian, no nlormation ahoot & person o establislment
may be diselesed to anyone withoot the informed consent of the parson or
astablishment supplying the information o decerbed in iU That single px
caplion iz contained i the 1974 Amendments ia the Socizl Bocurity Aot
relaling 1o the Parent Losstor Socvice (42 U.S.C, B53) which reads in part:

(Il Upont raquest, fited in accridanc with Subsaction 8, of any aulhorzed
person las dofined in Subeaation el for the most reeent addrss and plece
of sinployment of any sheart parent, thn Sncratary shall, sorwithesnding
any oifier poovision of few, provida theough the Parent Lecalor Servico
sueh information ta such person, iF sueh infermation—{1} is contatne:] iy
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8.4 Reference

All users of ADP equipment receive instructions conceming the require-
ments of ADP Systems Manual, Part 6, ADP Systems Security, July 2,
1982.

9. AVOIDING INADVERTENT DISCLOSURES IN PUBLISHED
DATA

9.1 Problem

In their zeal to make available to the public a full set of information on a
given subject, epidemiologists or statisticians may—and sometimes
do—present so much detail in published tabulations that they accidentally
reveal confidential information about part|cu|ar study subjects. This may
happen in several ways:

A. One line y, of a cross-tabulation contains a total of two individuals. On
reading the table an individual with the y, characteristic now knows
the x characteristic of the other individual in the population having the
y,characteristic.

B. All cases in line y, of a statistical table fall in the cell in column x,. We

then know that any individual in the population with characteristic y,
also has characteristic x,.

C. Cell xy, gives the total income of all individuals with characteristics x,
and y,. If there are only two individuals, & and &, in the population with
that.combination of characteristics, then &, knowing his own income,
will be able to determine b’s income by simple subtraction, and & will
also be able to determine a’s income.

D. A table gives the total annual receipts for all five nursing homes in
county m. However, nursing home a is much larger than all the rest
combined; it accounts, in fact, for three-fourths of all nursing home
receipts in the county. Knowing the county total, the manager of nurs-
ing home a is able to calculate the incomes of the other four homes,
at least within some fairly narrow limits,

E. A Standard Matropolitan Statistical Area (SMSA) contains two
counties, 8 and b. Four hospitals are located in county @ and only one
in county b. A statistical report is published, giving confidential hospi-
tal data totaled for each SMSA. Another report is published with confi-
dential data on hospitals by county, but only for counties with three or
more hospitals. Using the two reports one can subtract the data for
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county a from the SMSA data, deriving the confidential data for the
lone hospital in county b.

F. The maximum Social Security benefit for an individual retired person
is, say, $235 per month. A published table shows that white males
aged 70 to 74 in county & receive an average benefit of $235 per
month. It is now known that every white male aged 70 to 74 in
county & who receives a Social Security payment receives $235 a
month,

These examples imply the existence of several general types of siluations
in which statistical disclosure may occur. An additional possibility may be
found in a group of three or more tables of subsets of a given population
from which disclosures are possible through the solution of simultaheous
equations. CDC guidelines as set forth in Section 9.3 take into account the
several possible disclosure situations.

9.2 Types of Disclosure

CDC policy recognizes -and attempts to deal with several classes of
disclosure:

A. Exact versus approximate disclosures. Exact disclosure is the dis-
closure of a specific characteristic, such as race, sex, or a particular
pathological condition. Approximate disclosure is the disclosure that a
subject has a characteristic that falls within a certain range of
possibilities, such as being between 45 and 55 years of age or having
an income between $15,000 and $25,000. An approximate disclo-
sure may in a given situation be considered harmless because of its in-
definite nature.

B. Probability-based versus certainty disclosures. Data in a table may
indicate that members of a given population segment have an 80-
percent chance of having a certain characteristic; this would be a
probability-based disclosure as opposed to a certainty disclosure of in-
formation on given individuals. In a sense, every published table con-
taining data or estimates of descriptors of a specific population group
provides probability-based disclosures on members of that group, and
only in unusual circumstances could any such disclosure be consid-
ered unacceptable. It is possible that a situation could arise in which
data intended for publication would reveal that a highly specific group
had an extremely high probability of having a given sensitive
characteristic; in such a case, the probability-based disclosure per-
haps should not be published.

C. Internal versus external disclosures, Intemal disclosures are those
that result completely from data published from one particular study.
External disclosures occur when outside information is brought to
bear upon the study data to create disclosures. This possibility must
be recognized in any disclosure analysis.
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AFPENDIX A

Requirements Ralating Te Confidentiallty and
Frivacy in Data Collection Contracts

I. Firpose

This appendix provides the wording 10 be used when the Centars far Ois-
wage Conlrol {COC) contracts with any arganization oulsids COC For the sol-
lection ar vse of information tal dentifies ndividuals and/or establish-
menls when confidantiality has been puthorized for a project: | does not
relate lo contracts involving dats for which respandants findividuals or
establishmants] gra advisad that all mformalion obtained from them il be
made public. Such contreots must coain =tipulations to assure confidanti-
ality and physical security of the inflarmation and 1o azsura that the contrac-
lor's employees gbide by the stipulstions, Ona of the [heee sltemative word-
ings contafnad in this supplamant is 1o be used in all such contracts, depsnd-
ing upan the laws govaming the dats collaction project

1. Background

The Privacy sct of 1874 (5 LL.5C, §52al requiras the safeguarding of
individuals, and Section 0B} of the Public Health Service Act 142 US.C
242m) reguires the safeguerding of both individoals and establislinents
against invasion of privacy. As a resull of the provisions of these Acts, con-
traciors who collect information identifying individuale and/or establisl-
menls muest stipulate the appropriale safeguarnds te be taken ragarding such
informatian, depending on the laws governing such data collectian prajects.
Thres alternative waordings are provided for use in contracts whan such -
formation |5 collected by contractors outside COC, Before a contracl is
signed, one of the alternative wordings covering the conlrpeb muost be usoed,

I, Falicy

One of 1he three altemative wordingz given in the following sections is 1o
be used in data collection canfracts, depending upon tho laws governing the
particuler prejact {or which information is o ke collected, IF the perticula
gircumsianges of a given confract imply tha nasd for diffarent wording
from that prescribed as Tollows, the wording may be changed, provided
that the new wording is in kesping with the inlemtians of this mapwal and
pravided 1hat approval Tor the now wording is obtained fram e Director,
CDC.
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c. Of the routine uses that may be made of the information, includ-
ing all disclosures specified in the “Federal Register” for this
system of records which may be applicable to this project;

d. That participation is voluntary and there are no penalties for
declining to participate in whole orin part; and

e. That no information collected under the authority of Section 306
of the Public Health Service Act {42 U.S.C. 242k} may be used
for any purpose other than the purpose for which it was supplied,
and such information may not be published or released in other
form if the particular individual or establishment supplying the in-
formation or described initis identifiable 1o anyone other than au-
thorized statf of COC, unless the individual or sstablishment has
consentad to such release.

{The voluntary disclosure by the respondent of requested infor-
mation after being informed of preceding paragraphs a through d

is an acknowledgment of the uses and disclosures contained In
paragraph ¢}

5. Release no information from the data obtained or used under this

contract to any person except authorized staff of CDC.

6. By a specified date, which may be no later than the date of comple-
tion of the contract, return all study data to CDC or destroy all such
data, as specified by the contract.

1.B. Alternative Two

Alternative Two is to be used when Section 30B{d) of the Public Health
Service Act applies to the project but the Privacy Act does not. For example,
in the case of a survey of institutions providing health services, the Public
Health Service Act provisions relating to “establishmants” would apply, but
the Privacy Act would not, since it refates only to records on individuals.

Safeguards for individuals and Establishments
Against Invasions of Privacy
In accordance with Section 308(d} of the Public Heallh Service Act {42
U.S.C.242m), the contractar is reciuired to give an assurance of confidenti-
ality and to provide for safeguards to assure that confidentiality is
maintained.

To provide this assurance and these safeguards in performance of the
contract, the contractor shall:
1. Be bound by the following assurance:
Assurance of Conlidentiality
In accordance with Section 308{d) of the Public Health Service Act

28

(42 U.S.C. 242m), the Director, CDC, assures each respondent that
the confidentiality of responses fo this information request will be
maintained by the contractor and CDC and that no infarmation ob-
tained in the course of this aclivily may be disclosed in 8 manner in
which the particular establishment or individual supplying the infor-
mation or described in it is identifiable, unless such establishment or
individual has consented to such disclosure, to anyone other than au-
thorized staff of CDC.

. Maintain the following safaguards to assure that this confidentislity

is protecied by tha contraclor's employees and to provide for the
physical security of the records:

a. Alter having read the sbove assurance of confidentiality, each
employse of the contractor participating in this project is to sign
the following statement of understanding:

| have carefully read and understand 1he CDC assurance which
pertains to the confidential nature of all records to be handied in
regard to this survey. As an employee of tha contractor | under-
stand that | am prohibited by law from disclosing any such confi-
dential information which has been obtained under the terms of
this contract to anyone other than authorized staff of CDOC

{Signature)

(Date)

b. To preclude observation of confidential information by persons
not smployed on the project. the contractor shall maintain all con-
fidential records that identify establishments or individuals or
from which establishments or individuals could be ideniified
under lock and key.

Specifically, at each site where these itams are processed or
maintained, all confidential records that will permit identification
of eslablishments or individuals are to be kept in locked contain-
ers whean not In use by the contractor’s employees. The keys or
means of access to these containers are to ba held by a limited
number of the contractor's stall at each site.

When confidential records are being used in a room, admittance
to the room is to be restricted to employees pledged to confiden-
tiality and employed on this project. If al any time the contractor’s
amployees are absent from the room, it is to be locked.

c. The contractor and his professional staff will lake steps to insure
that the intent of the statement of understanding is enforced at
all times through appropriate qualifications standards for all per-
sannal working on this projact and through adequele training and
periodic followup procedures.
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3

Frint oo thn questionnaire in o clanly visibio location and in clasry
wisibla laltars the lollowing natice of the conlidential treetment 1o hq.:
aceorded Theinlomnalion o e quastionnairs by any individual who
may akn il

Conlidential Infoirmation
Ilarmation contained o this ferm wehich would permil identification
al any indivicdual ot establisbinoit has Faen collaclad with 2 guaran-
fea thet i will Be held in stricl confidence by the contracter and
COE wiiil be used only For purpeses staled in Gis study, and wiil nol
b diselneer] o ralvesed to anyone other hon aothorized staff of
L0 without e consent of 1he Indvidusl or estabfsliment o sceor-

dance with Saction 308{d) of the Publis Health Serviee Aot (42
LLEC 242ml.

[area Tetter or other farm (hat can be retainad by the individual o e
eetabligherent, oroon the questonmsiees Torm feell 76 bs 8 sell-
administered questionnaire. inforn i clear and simpla lerme sach in-
divithenl or establishment asked fo sopply information:

o Thal the collaction ol the infonmalion by COC and its eenlacior
15 muthorized by Seclion 306 of the Pebdic Health Servies Acl |47
LS 242kl

[H the purpasa or purpeses logwihilel e infarmation is intended
1o ba used, ary plars tor discinsures of indormation in g Torm that
ool perrit the identifieetion ol o aztablishment o individual,
it @ statomtent Hhat thedats will be wsed solely for epideminingl-
ailor slatistical research ond ieporting purpoaes

oo Thal pacticipation s wolontary ard thers are no pensllies o
drctining to participate Inowrbofe or inpart; and

- Thal no dnloeiation collectad under e netherity of Saction 306
ul tha Public Health Service Act 42 S0 2424 muy ha userl
far awy purnnse ather than the purpose for whieh i was suppliad,
o sueh intarmation may it be publisked or released in other
form Inanyono otfae (hao aulbonized stelf of COC T he pertieg-
lar matablishmnnt or individual sugplying the infammatlen or da-
seribyd in it is idantifible unless such esizklishment e edividisal
has cansanted (o such mlease
{Tha valuntary disclosure by the respendant of requested infor-
maticn alter heing informad of pecsding peragraphs 8 tuough =

i5 an acknnwiedygment of the uses ood diselosiras eaneinad in
paracgiaph b

Relaann no inlormmation lrom the dats chitaived or osed wnder s
nonfriet 4o any person except aothoized stall af COC.

By a spacilind date, whish may beosn fater than tha deta of eompla-
Heamy ot the eostzact, t2burn ol atody data lo GO ar dostroy all such
e, an spaaifind by the conliact

30

LG, Alternative Thioa

Altarnative Thres is to be used when tha Privacy Act of 1874 applies (o
o given data oollsction projoct but Section 3081d} of the Public Health Sar-
viee At foss nal, This siluolion oeewrs whan information is 10 be collected
atipul identified individusls ondar an appropration authorized by a law olher
flan Soction 304 or 306 of tho Public Heelth Sarvice At

Bntapuards [or bdividurle Ageinst
Invasions of Peesenal Privacy
Ir scoordance with Suhsaction fml af the Privoey Actof 1874 (RULSC
S5%al the contractor is raquirad te provide cersin salegoends Torindividi-
als dpgainsl iwpsion of personel privoey

Tn provids thosn salecusrds in parfonmanee of the contiact, The con-
tiactor shall

1. Initiata the dollowing salegusids to protect againet onaothorized dis-
clasure of information wehich would permit identification of ang i
vidugl supplying tha information of dascrinad in il

a. Each employae of the cortiactor narfeipating n this preject is 1o
sign {he Tellowing statement of understanding altm having reed
Subeections Imb and GH1] of the Privacy Aol of 1974145 LEC
S5Zol

| hiava earelilly read and pndersiend Subsactions lml and GH 1) o
thi Privacy Aot ol Y874, &g an employes of the sonbiactar | un-
drrsland that | am prohibifed by law fiem disciosimg any such
prodnetad idoanation which has beon olained uedne the terms
of this contreet Lo enyone ctbor lhan suethorized stsdl of COC ]
undersland that Ay whltel and knowing disclosue invielation o
the Privecy Act of 1974 iz p mizdempano and would sulbjeet tha
viplator 1o o fine of up to 55,000

{Signatural

(Ctate)

b, To preciuds obseevition of protocted infermation by porsons noet
employad on tho project, the contracter-shell maintain all zenli-
dantial racords teat identity individuals or T which they could
la idenlified under loo% narl Eey.

Spapifically, al sach siin whare these [lams eBre procested o
mestiitained, all canfidentinl tacords thal will permil idanliication
ol individuals gra to be kept in locked contime @ whaen ncl i s
by the eonteacior's esmpleysas, The kays or means af nccoess 1o
Ihess containers ara ta ba hold by e Bmiled nomber of 1he con-
troctor's stelf at sach =i When contidential records or being
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used in a room, adirittance 10 lho room is b be resteistad to em- L. By A spacified data, which mey ba no eter tian the date of comple-
nloyoes pladpad {0 nomdiseloaure and employed on this projact. fion of the eantrect. ralurn all study data to COC or destroy gl such
It al eny tima the contracter's employees mre absent from the dnta, a5 spezified by the contiact.

e, ikes to b [oeknd

The contraclar and bis profossional stefT will leke slops to insure

that the inlant of he siatenen] of onderstending it anforced al I¥. Deseminalion
all limes Hhrough appropriate gualifieations stondards for sl gar-
sonmnal werking on 1his praject end teoegh sdaquata training aod
perindie Toflevup procaduras.

Al eontracts twolving the sollaction of information an individuals and/or
establishments, in which the individusls or establizhments are identifisd,
must stipulate one of the above wordings axcepl whan respondents are ad-
2 Frint on the questionnaire in o claarly visiblo lseation and in elanly wised that all of the data received from them are to be made public

visltale feltars i followdig notice of tha confidential treatmend fo be Centar/Institite/Office Directors should make sure that employees of COC

accarded the snlmrmation on The queslicnnaite by ooy individual who arz {amiliar with contract requiraments,

May s il

Mretoetad Information
Infornation eritgingd an this ferm which weuld pesmil identification
ol woy ndividial s boon enllecbed with pn ossursnee That itwill ol
b vutuntarily disstosnd to pnyaon nlhat than sizff ol COC exeept 0
consented 1o by the individual oreoquired by Federal lasy,

A, On & letier or othar foim that can ke retaised by the individual, or on
the questionniire form iealf i i1 ic 3 sell-admineloed questionnaine,
inferm in elear and simple s ooch individusl asked e supply
Infination:

oo O e statutory suthionty that suthoiizad the solizitation of the
Informnoting,

B O the purpose or puorposas Tor which the infarristion is intendad
to b used, cieerly staling that the recoreds will be psed solely for
epidamiologicnl or stetistical inseaich and reporting puipasses;

= O the vmetine wses Lhat may ba mada et the information By tha
sontrector and Ihe U 5 Depeclinen) of Maalth and Momaen
Hervices, including ol disclosues speciliod I tha "Federsl Ragla-
ter” for this systain of records which may be spplicable 1o this
project;

g That participation is volunlary and here s oo penaltios for
doclining 1o partieipate in whola or o pat; and

e That no information Brmishad will be disclosed in 8 mannar thal
identifing the Individual and thal the Department will nol volun-
Larily disciose such nfoimation in s mannes that permiss identifi-
sitinn of an individunl axoapt as consaetad to by the individual in
wariliey o 88 raauirnd by Federsl 18w, o lor rouling use o provid-
ad forin preceding paregraph o,

A felease no information om [he datas abined or vsed under this
sonfrpct lo any parsnn aecopl aullorized giaff of COC
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APPENDIX D

REQUEST FOR
AUTHORIZATION TO GIVE ASSURANCE OF CONFIDENTIALITY

n—-‘-h“uu--———-&.u—-u—-—-ﬁd‘“
: 1. REQUESTED BY: -
Name:, e e
Room No.: Bidg.: _ Priove No.:
Period of tUme suthorization needed for daa From S Ta - o
Du-l-—n D“l-mn-.dm— mmememireeamrinaen
Approval of - — :
Signawro of Center/Institute/Otfice Director T
2. TITLE OF PROJECT:
2 MISTIEIFATING ETATEMENT: Plass stisch the justificstion statement. See imtructions on revars tide.
FS
- 4, FOR OD USE ONLY
Received m OPPE (Date):
Configentiahty Aewew Group recommends: [Check appropriste boxl D Approval [] Disapprova)
Signature Date:
Charman, CRG
ai ility is Lt
Signamure: Dare:
Direcrer, COC — N
OFFICERS NOTIFIED: E
I r— ot [ coc vegat Advisor :
Dh‘-dh‘-ﬂ-bﬁ- Dm—.r-—-—mua——-
D ADP Security Officer D Human Subjects Review Coordinaror
O rimser Act Ofticar Other,
Snaeity
cDC 0.870 2-83
. . - - . 4 e
e rn i — o — ———— & ot i




INSTRUCTIONS FOR REQUESTING AUTHORIZATION
TO GIVE ASSURANCE OF CONFIDENTIALITY

This tarm and justification suement shoald be mibmited througt OPPE to whe Direcoor, ooe, by she Director,
Canmer/lnstirutn Dffize, Thess materisis shpuid oocument the nesd To0r samanty (o give asdranc nf confidentiality
Seetion 408600 of the Fublic Healtr Service [PHSI Act ang riate only La She conduct al statistizal and

based vaonr
s auThorizes under Sections 304, 308, and 307 of e PHS Azt

ppdemialogicgl weTivith
1. Insert the neEnt of the resuesting Cantes{Instipre/QHice, me name and Incsle of oriesipal imvestigatos Bor e
mroiect, and me pericd of tme authorization s spesed far dat coliection. AN reguests must be approved znd signed
by the Conter/|nstimere/Difice Director or authorizes dengree. |7 s 15 an amenomens 1o & provious [equest, please
incluge =onrrpl nuemher af Mar previous regusst.

The titie of The statistizal of enloemiclogicel prajest miared o this recuest.

2. Insert
3 & {estifization sitement should oe ataches and should inciuae detailed infarmation en asch of e following:

Burpose nf Project = Alomg witn the pracrammatic purposit] for the contuzt of e srojest, neiude e ryoe ol '

data 10 be collected ang e uses wihich will oe made of the nfarmation collected.

A

[

B. Jugtifization — Pleage give detailed indormation on the dofloenng g50es inoyour justifecasion:

sportant 1o mrotection of the individual or nstinstion.
nol fustizsh of permil access oo 0T anbess an agsuranse

|11 Extent to which the assurames of genfident

12 Exinnt to whieh 1o individual of ssaplisnment wil
af confidontialiTy 2 given,

131 Extent to which The information cannnt b ootined wiTh he same dagres of rafinbliicy fromm sources that
dio ol PEQUITE &0 ASSUranEn

4] Extenr ra which the nformanon o oessential o 1he success of the garticula sTatistizal or epidemiaiogicai

project and is nol dupticative of ather jstarmaotion gathering activities of the Department,

Cxranr ro wiich the gving of the susorance of confidentialivy will restran SO0 from zareying oul any of it

roznonzinility

B! Extent 1o which the aavantages ol smsuring confidentiality curweigh the dissavantages of domg sa

15}

Plesse submil taven copins of This Justification ana sl other arTachments

4 MetHicorion of approval will ke made by The e e the Center/instioe/Offize of a copy of this ferm alang
with any additional infermatian as necessary. 1§ the authority 1o asiure confidensipfiny is disapprovod, the Center!
Insritured/OHics will b notified by the Diresnor, COC, authining the ressooss Tor dizapproval,

COC 2870 2-03 (HACK|



