[t i necessary o remembear FOU rogueste do nat include rAquasts for
reecnrds which sre normally propared fer poblic distribetian, such se pross
releases, facl sheets, information brochores, speeches, ete. Such records
weill oo provided gromotly 1o any requeosier withoul reference o the FOLA,
weitliaut raferral 1o a0 FOIstall, and without collesting any fees,

G, THE FHYSICAL PROTECTION OF RECORDS

Employees ol CRC g respansille for prodecting sl conlidanlial
records —Ffinm eya ohservation, from thaft, or from accidental lass or mis-
placement due to caielessnoss,

On this subiject e Privasy Act prescibes (Section 552alel] hal each
agney shall

{01 Establist cles of conduct for parsons isvoleed in (he design,
developoenl, operplion, or mainlenance ol any system of rronds, aroin
mantlainiig ang recard, andd mstooet aach saeh peesan wilh respaed b sueh
putes acerd tho requitamants af this saslicn, metuding any other rles pod
procedures adopted. pocsuanl to iy
noncompiiance;

nolion and the penallies lor

a1 Eztzblish appropriate pdednisiraliea tarhe

al, end physical safa-
ards o insure e seciily and confidanliality ol records and to profect
agairst any enlicipated thrests o bozords 1o their seconily or Integrity
wlhech could result in subsinntial harm, embarssenanl, incomvenlenae, ar
unlatingss e ary individual onwhom informalion i maintainad

Ansolute pratection of the records would be impassitle; novarthetass, sl
sagsanable precactions (e, all that stall could reasonably Le sxpected o
ol must be lakan 1o protect Lhem

6.1 Folicy
I is palicy af COC hat to insura {he conlidentiality of records tha Folinw-
i stens o abseread:

& Lontidentizl racords must ba kepl locked op at 80 imes when hey are
nat actually being used. Thal s, (hay muat be keplin locked lireproof
cahinets or in Jocked rooms after businesy hoewrs and whenever [he
presnns wsing tham arp pol presant. Gnly o Tieited nembor of ool o
putherized by the Cenledinslitule/OTce Divector, may have keye o
rther means of access to such cabinets o romns,

il

2. When confidential records are in use, they must be kept oul af the
sight of persans not authorized ta work with the records.

C.Exeept as needed Tor operalional purposas, copies of confidential
records are not 1o be made. Any duplicate copies made of eonfidential
records e lo ba destroyed as sonn as cperational reouiremeants
pErmit,

D.When recards are transiemed 1o archives o record centers for
storage, their containers must be seafed The slorape centar must be
advized (hiol oo one may havo acoess 1o 1hoso records axoept as au-
Wharized over the signature of an appropriate oficial of COC,

E. When COC confidandizl records are in the nossession of othar agents
al COC, their prataction must be guarantesd by confreet provisian
subscribed lo and signad by the agent. The sontractor must also be
made liable o legal sanctions if 1he canfidantiality pledyge shastd be
vinlated

F. Inall epideminlogical or slatistizal programs of CO fnvolving conli
dantial infarmnlivn, recards contalning idantifiars of individuals or es-
taklishiments shauld be bedd 0 the minimum menber desmod sssentjal
to perform COC's functions. Identiliers are never 1o be camied beyoid
the eriginal survey ar raporl doeument when the dsta zre processed.
unteas lhere 5 a legilimate ard imporiant reason for daing B
Margaver, the documents containing identifiers pre 1o be ssnt Lo stor
ane as soon as i is feasible o do sa

7. AUTHORIZED DISCLDSURES

7.1 Disclosure {0 the Parent Locatar Service

With but cne sxeeptian, no nlormation ahoot & person o establislment
may be diselesed to anyone withoot the informed consent of the parson or
astablishment supplying the information o decerbed in iU That single px
caplion iz contained i the 1974 Amendments ia the Socizl Bocurity Aot
relaling 1o the Parent Losstor Socvice (42 U.S.C, B53) which reads in part:

(Il Upont raquest, fited in accridanc with Subsaction 8, of any aulhorzed
person las dofined in Subeaation el for the most reeent addrss and plece
of sinployment of any sheart parent, thn Sncratary shall, sorwithesnding
any oifier poovision of few, provida theough the Parent Lecalor Servico
sueh information ta such person, iF sueh infermation—{1} is contatne:] iy

15



Ll

Juslualive e

Gyl J0 SWuE) Eyp Ag SEpIOE PuE  DELS  ayl ism JuburaBue e

UE J@fGN BIER S1) SBEN Q007 ME| UMD S]] IBPUN 1013802 BY) 8| 81E1g

G} DI BEIE BOUBEAINE DUl AJPKQIOWE S ) spesaid UoEnNE W

ez ibe

aqesinguies @ U pejloods suopipuod lapun  AousbBe  (EiBpay

iayjoue soj juaibe Bugosoo, S8 AELIo) $)28 ()0 SaIUBISU) BUIDE U]

{ sy2enun Bussaaod giep of Bugeja) sjuswannbaliny g wipuad

-dy puE SJENUGD UOIE)0 BIEP Ul SjudWBNEES AYBIRUERYUDD UD

y xipuaddy Gag) ‘BIEP0IZIW JO (0IU0D Bl0U) 6P PUE SSE008 SBLY "BEED

iayps up "pue 200 Ag papinoid oyep o sjEdjeue sayaUBpUn 2] 13 3030

0] — Bungoundisy 10 udloayoDs pis)) 58 YIns—BojaEs B gapiaoad (L)
seyE voyeauebio Jagioue Yaps ol Eee suswabueue Enoeguog 'y

‘e UBE) ale
BREED J0 SS55E|D MRS |00 JENUBLL SIY U] 18P U PESENISH 10U 218 SUG
-gnjis jo sedAy asey | Juswafueie aajeedood 1o ol B wpun gjep Buysn Ja
fussagosd Bujowies s eyl suopezjuelo eiou 1o om) O BUD INg § 307
oA 1 SjuslusBiunie [0 SedAL [RIEARE |0 ALE ) Auad g aq Asw 300D
spuaualuely aanesadool gL

Aoupbe
|EIBPE 4 IEI0UE W01} ajORjiEaR GpEdl elep o0l Mun siagal sy paiou
sa4a||j0 ajepdoidde sy pue seaueinssy j0 Loysoday 8] U pepniu) og Led
uOUWUG Ul S 18yl 05 D03/3440 Alou sseaid “AjjEpuspyuod (o Eaue
-ngse |[gBay g JEpuUn PE)INOD BIED SBABDM Jualua]s jEuapeueiig ue |

“Aduada jeuy &g ApDeap po) o)

- |00 UBEL [ O ELLEO ) SUfE j§ S Oy B0 J0 BINS0| 3R [FRpARELLN Ly O
BuoppEs segpeusd Bujfingouy ‘] o suosacd swes siy) o) [Pefgee og jaygs
'USIPRE U 'PAIEED] §| UDNELLIGIL G o) AdwabBe eu) |0 =83k opduwa
Pl SHE0L)0 DL | U B[R B pEqEgn AfeuBuo ypqm Aauebe sy (o
saadojdiui pug SE0 af) o) Apde SUsSADId S| S LR GUIES Bl
S UELHE BUSES BY) 01 PUESREEE] B UO[TBLIOHE HOILAL B Aausba syl |0 a8
-Aojduis pue Sie3) o g o) Mdde [uof UGl JO BTED|IEED [RjME[N S ay
spRyed Lo sapEuad Buypnioul e jo suastaosd sy yo ‘Aouabie seyjoue
oy Asuebe ey Ag pasessl &) Asusba e Ag paueiqo WOy GULOGLE §] (9
"MEfRa

- @i AUE LA JUEISELOIUL 0 B 2ANERDER BU) |1 1BBNDEI LOJIBR0D LG
UL U Of juensnd pauEigo udsiji gy Abusbe Jayjoue o) ejqEy e
e Aol AousBe ue Jo CAouafie seljoUe O BIQEEAR BXEW O) houatin
ui joedp Aeiu jaBpng pue juswssbeusgy 0 D)0 By |0 J0j2RN0 B ()

ssapinoad DEE | 10 10y Lopanpey Ylamiedey ay) |0 0L GE wapLes
Jusiuuispon
|eiaped sy jo sjuawpedeq JeylQ o1 BIEQ JO siajsunl] 7L

200 Yopesg Byl jo
jeacadde uapiim By pnoylm Juswneda] e jo ped a8y Aug o) ()0 Wod)
paLa)EuBs) 8 AL BiEP BIGRIJ[1uE-OU “jJuasd Aue u) "|as) 30D Ag 35 pass
1) 58 uejyezuelo sy ey o Aealaals so agnb pejsajod ag gaw Blep G0E
pUE B i) jo MYEUBpjuoD Bl Jey) pue ssodind pezpoyine ey so) Ajuo
pasn aq |jis BJEP 8L} 18Y] BIURINEER Gapsod noylM juEIedag BY) jo
pid jeyjoue o) LoMEMoId GOE PUR FOE BY) JBEUD PAUEIGD EJER [EHUSP1UDD
AUR jO IDjSURE Sij} SOUBLELUNOD JOU EROM 20150 YasMOol 200 o pajjddns
diep TP BU) oiss 10) seodind By} UL pBRREDLY S0 18 SULIY Yans Uauye jLELLU
-JaBdE[] 841 J0 SHEY JBYL0 0] PRAG|SURT B0 &) 00 W BIRD Bl iuap s ued
oEjE Jusreder] 8y | 1) [GIRE G UoSES) | SMINE Uil |0 SauEwo e ag
Lij —:GHHL ﬂ_.: hh; ﬁ-nrm..- a ﬂ:-..m.._ ._..__._?-. -._r_..._u_m._. H__: m_.n_.mu_._.__.:._.._.__ _mn___r_.f.._ Aouabe =iyl
jo sosdadiuE pue S1801)0 BS0U) 0], SPIOSE) 0 BINSO(BSHE By SpPuuEd | pue
rhoustie Bu0 B8 AJaluUD S} Ul SHH SIIPIEWOD pAE] 10 19y ADeaplg 0y
juswipedag au) LML S8InsojusI0 B L

SIENPIAPUE U0 SJER GHRI|()UDH BEO[I5ID O] LI [1as
017D YA L BEjE A sUOlRAE AUR jBiY) pajaadis |00 5| 3 CA R UBRHIL0D
ue seglomd 00 MOWLLOD WOl mnpedep B B ssEjBylaaeu
‘PItA FRINSOIBEIP YINS ‘jall B0 O BARY OS|E PINoM piEL 10 o
Ao@Al ] BUYY W pEUBjUDD SEINSOOSIE 10| Sjuswannbinl Sy) Usy) SEOpEA LU
ﬁ-u:_.-:m__u- @0 JO BUC O} SE)EE PesEapnl m_u_ o] ____E_Fn_-.__:_._-_h._.. I |

SEEd|al ans
Of PRILSEUDD BB 1) U} PROUISER JO uBjewto ) gy Budddng jusiusjgess
10 uossad Jgnajued ay) (7) pue pEjddng siam eyep @) g o) esodmd
B} U] PEPNIaY| 51 GSE8EI YINS (1) ¥ SIUBLILYSIGE]SEe 10 BUCSISd [EnplAlpLl
S| jiILkaE 10} Elep asesjal o] _.._m:__._.:mn.w 50 200 “[MBOE UD)Iag Japu)
12% BoAdag yeay
ajjgnd @iyl jo (P)BOE vopnaes Aq payuuad seinsaas|q 7

"UENE) B4 O] UDIE 1) SEISEDE (1A DLA TG0 01000 8L
0} A@IRIpSLLILE paliajal aq pinoys ) peAlEcas Jsas 2lasm jsanbar yons Aue
1 Saramoy sivnied juesoe Bugeso| u snaes 10ua0T JLaE Bl O] jijasn
D4 JaAA PN D00 B0 BBJ Bhj) UE OORULIO ) AuR el ABiun Sluses ||

[Peppe sy} ' EBIAIRE BRI PUB YijeEH
10 pusspedag] my) Ag so Aeiass o) AQ peum|gEL SpAO3R A0 sajl) Aue







8.4 Reference

All users of ADP equipment receive instructions conceming the require-
ments of ADP Systems Manual, Part 6, ADP Systems Security, July 2,
1982.

9. AVOIDING INADVERTENT DISCLOSURES IN PUBLISHED
DATA

9.1 Problem

In their zeal to make available to the public a full set of information on a
given subject, epidemiologists or statisticians may—and sometimes
do—present so much detail in published tabulations that they accidentally
reveal confidential information about part|cu|ar study subjects. This may
happen in several ways:

A. One line y, of a cross-tabulation contains a total of two individuals. On
reading the table an individual with the y, characteristic now knows
the x characteristic of the other individual in the population having the
y,characteristic.

B. All cases in line y, of a statistical table fall in the cell in column x,. We

then know that any individual in the population with characteristic y,
also has characteristic x,.

C. Cell xy, gives the total income of all individuals with characteristics x,
and y,. If there are only two individuals, & and &, in the population with
that.combination of characteristics, then &, knowing his own income,
will be able to determine b’s income by simple subtraction, and & will
also be able to determine a’s income.

D. A table gives the total annual receipts for all five nursing homes in
county m. However, nursing home a is much larger than all the rest
combined; it accounts, in fact, for three-fourths of all nursing home
receipts in the county. Knowing the county total, the manager of nurs-
ing home a is able to calculate the incomes of the other four homes,
at least within some fairly narrow limits,

E. A Standard Matropolitan Statistical Area (SMSA) contains two
counties, 8 and b. Four hospitals are located in county @ and only one
in county b. A statistical report is published, giving confidential hospi-
tal data totaled for each SMSA. Another report is published with confi-
dential data on hospitals by county, but only for counties with three or
more hospitals. Using the two reports one can subtract the data for
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county a from the SMSA data, deriving the confidential data for the
lone hospital in county b.

F. The maximum Social Security benefit for an individual retired person
is, say, $235 per month. A published table shows that white males
aged 70 to 74 in county & receive an average benefit of $235 per
month. It is now known that every white male aged 70 to 74 in
county & who receives a Social Security payment receives $235 a
month,

These examples imply the existence of several general types of siluations
in which statistical disclosure may occur. An additional possibility may be
found in a group of three or more tables of subsets of a given population
from which disclosures are possible through the solution of simultaheous
equations. CDC guidelines as set forth in Section 9.3 take into account the
several possible disclosure situations.

9.2 Types of Disclosure

CDC policy recognizes -and attempts to deal with several classes of
disclosure:

A. Exact versus approximate disclosures. Exact disclosure is the dis-
closure of a specific characteristic, such as race, sex, or a particular
pathological condition. Approximate disclosure is the disclosure that a
subject has a characteristic that falls within a certain range of
possibilities, such as being between 45 and 55 years of age or having
an income between $15,000 and $25,000. An approximate disclo-
sure may in a given situation be considered harmless because of its in-
definite nature.

B. Probability-based versus certainty disclosures. Data in a table may
indicate that members of a given population segment have an 80-
percent chance of having a certain characteristic; this would be a
probability-based disclosure as opposed to a certainty disclosure of in-
formation on given individuals. In a sense, every published table con-
taining data or estimates of descriptors of a specific population group
provides probability-based disclosures on members of that group, and
only in unusual circumstances could any such disclosure be consid-
ered unacceptable. It is possible that a situation could arise in which
data intended for publication would reveal that a highly specific group
had an extremely high probability of having a given sensitive
characteristic; in such a case, the probability-based disclosure per-
haps should not be published.

C. Internal versus external disclosures, Intemal disclosures are those
that result completely from data published from one particular study.
External disclosures occur when outside information is brought to
bear upon the study data to create disclosures. This possibility must
be recognized in any disclosure analysis.

21

"o S TR

——




EE

S(190 passaddns Appanu i U paAOAUL ULLINGOD pUE

MO BUDIPPE By JO |DESIAL] B4} B _xf |12 3y osga pue f'dx) =2

Bugpus o 0y 52 uwoo aLWEs a1) W jas Jeyioue | 4] Mol swas auy)

u (B3 deqpaus A') (B Bupuagio ayl—ea sue yhnong Baosopsp

PEOAR OF JEE0 L UG RN EL-S5010 B W 5jj33 4oy sseiddns o) AMessadatl

Ajjensn &) ) uonoegqns ybnougy einby Bo §geidasieun ay) jo uojjeu

-niuaap Juasesd o) #ga) oyl u Sies mgo sseuddns o) os)g Asessaiau
S0 | ‘auop S| Spy) sy pessaiddns aie syeo v elap ageidacasun g

“saIns0jasp sanpold

S| MIBLN0 pinoas 12y) sje naped g Bojjediue sspobeea se6E|
QU PAUIHLDD 18 SEUALINEOD 10 SA00 LEYAM B82S U] PaSnpal 61 BjGeE} & | 'y

f4
"EIRP SULOIU] SA[NISUESE [EBAS DINOM JEL)) BENEIS0 SucssEd
BRI} LBYY B58| JO B|20 40y sgejdatie oU 5 GWodup AG Ease A wog
-ednaoa pagpaads 8 10} |eudasiad jo spunog o uo)esggnd UBAR MO
‘sissiad SWES 8] INoge UopRuLoU Baduasap Buppe o jooy@
Sl BAEY JBi] SUDHIEDL|SSB|D-55010 1BI0 10 "su))spe e Buysing
“UIIEIP o Ag pauedwiosoe jou ) tegepdenos PRIORISN0D S8 EBIR
Aq Dy edn320 Aq jeUUDSIad 1emadugIL WiEEy o SIUNDD 0 uBlesgnd
‘BjdlUexe 104 Bj0e) By) JO IXEIU0D 81 U] aApsUSs a0 o) peSpn jou e
Bjep Buihjisseia sy) popianid 7, 10 |, AU0CE| 82 B W sagquwinu @y)
LBnoL) uass ‘Sucsiad o JBGILNU j0 $Jened ajduns mouys Adew sajnel g
“AJ|BID0S UMOUY 30U S1 R} SIENFIALALL |NOGE UORELLEI0 N Aug [2aaa)

:suopenge) yBnany aaed Bupes Yans || Medes Aay) asnEcaq pue A Budlpen psjdesce usadg asey
W04 SRINEOISIP JuaARId O] D07 Ul PasN AUBIIOISAS SPOUJEW OM| Aauy asneseq pemo)0 ) aie sweiboid sayjo u soajoeid 007 |Braush
81NS0]28}] PIOAY 0] SBINSERIN §'6 o) suandanxa (0 sadd) asely| Ly uUnog vy W syRaR (B3]

OA] PUE YIEBR JUB U BUO Jud aias siayy jey) 10 eed uasl e u) xe
{ WOAUnDD By Y Ul SEIQED WOd) SHIEBR 0M] BI8M B JEL) AMOLUY
) __..qm_Ln__".__._.._ PRIBPISUGD UaBd sey | dduiexa joy RIEp JO udpejuasaud

snonaouu Ajsied s pue uDe|nge} 34 W E)jsa Aduanbalj jjews sse1ddns o) jou s3E0e15 4)

[ BULOTUE BARL SB[ D1 JEL] 05 "PIANT00 ATy soBUBYD AuRLL "B JEg) “HEHOW J0 AUPIQION 4O I8} Sy 1) uoRPEA Buipuelstiuo| e usoy sey )| Y

| DU B} sajpies ue 0] sjEjEs AEwl ABL) J0 SONSUSJI0EYD SNoAgE -0 40138 By W [Eassdde jeaeds annkal jou op yzngm
Ajpaniua eapoal Aew Asy) Jo Aojaadp pagspgnd e U palesddE asmy souapink aaoqe o} o} suondeske |uasesdas sases (0 sadh) Buo)og
Apesge Agw Az CAyAnIsSUSs ou BABL uofssnh ) BiRp Gyl 18y) 10g) 8\ | "1a0 Yoyoan By woly paysanbal ag mnoys auljapnk aip oy uandaaxa

_. auyy Ag pejebBrwt aq ybne amsopsp jo sBuep 8 ‘seauejsu 8BS ) 1Q |eizads g Joj [Brcsdde ‘uopenys uasmB e v sjgevoseaun sizadde sugapind

BiEp Lo ) eaqgnd yenouyy B | ‘sauyamnd oseyl mo)0) ) 818 500 ) spa pug siepa poday
oag|d Buyey ansopap Ade jo AJuigeEd ey seanpan osje dojEndod
ayl w dnouB uwaab o jo juamzd oy apniaul o) pesocddns ane
SEINNIS S181pm Uans Snaog uay o yaips ‘uipoda) (o ssauasduiaou)
' uapesygnd ajqey (ENGIT BINS0OEP [0 POOL||RYI| B9 U uEnped

||BLUS SUIOS mm__..__.t.._ glep au| u sudgepnduy o si008 J0 @aualkixe ay | g
‘ejep aduigs wol) seoneinge) U Buinang waoiy ssinsopsip Aue
Juasaid pinoys 10ua Buydwes saeE ||Bws Aqeuoseal g aagy jou op
__ 1euy sajewiae aduies Jo uopelgnd Bujpnaed sajnt [Ensn ay ] ‘Blep
i BU§ U SIBLUIO PUE JEsuiyg puy AR ajdiues aiy) o JBfquuiEL B 0 sH|0E)
ayy ybnowyy payuuap) s uopedod sy U enbun Enplape ue jedg)
peuasaid ag Arw [iElap yomu oF sua)deoxa oq pINog akay) taasmay
SUOHENGE] palsgnd yBnouy) 10030 J0U [Ia 2nSO@SE (L) pawwing
=68 60 Ajjersush pyBuw 1 ‘ssmEaun ay jo Juadsad (L uey} 5sa) ‘sdwiexa
10 spduies LofoBI-jES B Uodn pasey 818 APNIS B W BIED LSy Y

B LALOLEA JBETO LA UOf BLIus0D
U} paEsn LSy BINS00sIP Juuad sEAsU pnogs D00 AQ paysiqnd een 4
Apns
vanb e uo paygsyond sep0e) Jo UHIBLGLIGD 81 LG Ol BINIED sal)jo
1o uoyzengns yhnoa) 2qesiap ag 'g-v swayl Bupasasd u) pais) eep
JO EpUEY B4l JO AU JOU TASED S|OBIHILSN U U0 glap pnoys 858D O U] 73
junolie ayy jo sl [y L) e iow
EBINOUILGD 8582 aun j1 paysiqnd aq sanbl} Ajyjuenb B pynoys ased ou uj g
SB5ED
gL} ugi) Jemay uodn pesaq ag amby Anuenk e pnoys asea ol )
‘B UBYY ssa) 8 U Enge)
-S50J7 B 30 UWRIAD 10 Gu)| B oaop inBy) [gjoy gy pinougs 8ses ou u) g
sEajn pEsu Ajananald sl o) | uagdeaxe jeoads, i) . Iiee
Bupsanbas 10y spunoB amaoad PG SESUEISILNIND YINS SBINSOIas|p, s|fus B u) pUnoj 80 WWIRGDD 10 BU)) AUE [0 SSEBD (|8 PiNOYE 8)qE) ou Lij "y
up JnEes pinos Buijeads ARolGE jey) Blep ysjgnd o3 sjgeidescg §i e¥el
Amw Yo denenys vanB e U seoueswnans Bugelpiu B0 AL B |
wajaaold ainsojosic] @ Bujlenjeas 4+

[

1BaiEE]S Jo suogengnd o0
e of Adde saugapn® Buisoyo) ey) ‘pajeapu) BsisiE0 @il denxy

ainsojos|q Buiploay 10) sausping |20adg €8






