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Fhe Diracton, Cenlocnstitute/Dice, is responsibla Tar the follawing:

1. Ensuring thet peesonnel in the orgenizaticnal component hava knowl-
gdge of and camply with established policies and procedues.
Informing  stafi members (rither diroctly o through appropriate
chasnelsl thal erauthorized  dizclosues of information abtained
under an assorance of candidentiality ray rasultin disciplinary action

a

Each COC employes will be asked 1o sign a Hondisclosore Agreemant
See Sealinn 3 Individual Fmployoe's Responsibidilias and Appendix ©) In
addition, ach smplnyre must at all timeas Iollow e principles end chey tha
lwws, rules, and regolations thal are ciled ur relerenced in this manal, Addis
ticnal copies uf the manual will be availsble fram fhe Office of Program
Flanming aod Evaluation {OFPEL Ollice ol the Dhee o, COIC.

Frelmivary inlormation and guidanee on chiaining an g=surance of confi-
dentinlity may bo ohiainad from the Dieeeton OFPESC RO

Progiem officials requastiog data which (equiie an assorance of confi-
doptiality will prepare o regquest 1o use Sections 304 and 308 authority af
W PHS Act (00 0070, See Appeedis ) for signature nf 1he Directer,
Certornstitite/ Oftice, amd Tnnwand spvon sopios 1o OPPE/CDC. The state-
rivep |l o ain the Tallewing infommstion:

b Programnmatic purpasels) for the conduct of the project, the type of
dulin b ke collantad, end {he uses which may Be made of the infaima-
tion colleniesd

2 dustilicalion giving detailad consideralion tn all o the lues oullinad
unifal Section 4.1 page T ol this mancal that must be et bafara e
assumanee ol confidentialily is given

OPPEACTIC stalf will maintain communication with NCHS 10 ensure that
i infanmation is aol baing goathierad by anclher Department sgency oidor
confidentiality prolection of Section 308 of the Public Hezlth Service &et,
ag amendad. Il the infermation is being gathered, OPPE/CDLC will nolify the
ariginator 1 tha information is pat being gathered, OPPE/COC will eopedi-
nate the COC proceszing of 1he requoest.

The request will he roviewed by the Conlidemliality Aeview Group which
will rocamrmend pppioval ar disappreval 1o the Director, COE. The mem-
bership ol the Confidantiality Teview Group lappointad by Director, COC)
werll include:

Diraclor, OPPE/CDC [Chalepersan,

A nronrinonadioal epidammlogist,

Aoprogran slatistician,

COC Ethins Advisory Commliliae raprasanlatives
Legal A«dvizor 1o COC,

COE Fromdom of Information OfHear and

GO Privacy Act DHicer

The group will review the 1eques) according to 1he criteria outiined undar
Section 4.1 prge 7 of 1his manual, The Drireetor, COC, will:

1. Review the recammendations and autharizn approval o disepproval,
an

2. Natily tho initiating arganization by returning the signed copy af 1he
raquost farm ar advise othor action

When the ascurance of confidentiality is signed, OPEF/CDC stal! will
algo nolity the Tollowing 1o ansure thyl proper safequards for handling ran
tidantial dela will bo inslemantad:

® ADF Sacuiity Officer

& COC Freadam of Infarmation Officer

* Hompn Subjects Review Caordiatinr
L0 Legal Advisor

CODE Frivacy Act Olficar

Project Clearance Officar

COE Reeords Dfffen

Direclorn Procusement and Geants Dificn

The COC Etlics Advisary Commitieas will prariadically review applications
Tor usa ol 1his authority and decisions which ware mada an thone applics-
tions for the pirposa of idendifying and making recommendations on any
rthical problams shicl mmerge

Tha sateguards will be implomented in accordance wilh 1he procedorns
far hendling and dostroying data i lhe foll paing

"COC Stall Murwal an Canfidentiality

“Deparimen | ADP Systerss Manual,” Parl B Har compulerized repords)
“General Administiolion Manusl” 145 and PHS Chapters 4513, and
Arperdie PHE R 45-19-8 For nonauiomaled recopds).

C0C Records Control Schadule and the Geeersl Services Adininistralion
Gonegral Renards Schedils,

Reguasts for disclasure received by the Center/Inslitute/OMice mus) be
reviawed with the Direelon OPPE/CDE, and the l egal Advisar to COC

4.2 Procedures

Whonavar date ara 10 be eollapled directly from individuals or establish-
menls by an employee, agenl, or cantracior of COC, and welere conlidenti-
ality has been sulhorized. the [ollawing roles governing assurgnces and in
Tarmation ara 1o ke met:

1 Frintan the questiornalre ina clearly visibile location and in clanrly visi-
bl lettars b tollewing nofice |or words ta this aflect] of $he canli-

o

!




derlial treatment 1o be accordsd tha nformation an the guestionnaira
by anyone who may sesit:

Canlidential Information
Informatinn contzised on this form which weould parmit identification of
any Individoal er establishment hes bean oollectad with pgustenieo
thad it il ba badd I stried coelldense, will be vsad only for [raposas
atated I thls glody, ang will pot ke disclosed or raleaged withoo) the
consant ol e mdividual or the estabiishment in accordanee with Saz-
licn A08E of the Public Health Servica Act 142 U 5.0 242mb

Zo Oy a tettes ar gther form hal can be rotainod by 1he indeadual or the

eolablishoent, of oo fhe questionoaite Farm itsell il o is a seli
admimiztered quesbioinairs, inform in clesr and simple tanms eac ndi-
vitual ar estanhishenent asked to supply intormation:

a That the collaction of e information is authorized Ly Section 306
af the Pubilic Heallth Service Aot (32 LS C 242k,

. 04 the purpnse or purposes for which o infarmation is to be ased,
chrafy sialing that the jecords will boe vsed solaly for apidenrologi-
cal o stalistical rasearch and reparling parpases;

e 0T the rautine uges hat may bo made of the information, including
all disclosures specifiod in 1he Fedeval Register Tar this systan of
recards which may be appliceble to (his project

. Thal participation is veluntary anc there are no penaities for declin-
g to podlicipate in whale arin part; and

o That pelaemplion colloctod under the autharity ol Section 306
nf the Public Heallh Service Aot (42 .5.C. 242k may be used Tor
any purpose other than tha purpose for which it was supplisd, And
such inbnrmelion miay nat he poblished or releazed i other Tomn i
the individusl or establishiment is identilianla unless 1ha indwiduai
or eelablishment supplying the information ar described in it has
corsaniad (o such reloass.

Whonever COC avanges (o purchose or atherwiae obtain from paother
mganizalion date that contain identiliers of jndividualz or astablishmants,
and where confidonliolity has baen suthodzed, it will provids (o e suppliar
tire Infarmation specilied I tho provous ilems 4.2 (208, 4.2 2)b, 4.2 [2]e,
and 43 (20 Thie mfeomation will be provided inowritten form, extber in the
contrael, puichase ordorn o olher weitien statement

Whoreer data nee ta ne eelactrd aver the tefephone by an amployes,
agont, af eontractor of COC, primarily. 1o aocomplsh g COT tunction, and
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whare confidantiolity hias baen authorized, the following milas
gesurancas and information are (o ba et

Hovarming

1. Belare eliciting substaniive information frorm o raspondent in any 1nln-

phone survey, the respondant will be gven the feflowing information
ovar the lelephone:

a. The law suthmizing callection of the information. The inlerviewe
shiould say, “The survay is being conducted undor putharily of the
Fubilic Health Seivice Act” IF the respondent 1oquests the citation,
the inlerviewer witl say that il is Yolume 42 al the US Code, Sec-
tinn 247k

B, The purpose or purposas far which the informslion is to be used,
such as “lor epidemiclogicel or siolisical resparch on haalth
problams.”

. 1hat participation in the survey is ourely volonlary

d. Tla alfeets, if any, an the respondent Tor declining 1o oorlicipale, in
whnle orin part, in the survey

8. Aesponderil i3 natitted af any possibie disclosures of idanlilied data
to be mada oulsida the Departmant It is most unlikely el there
would be any auch disclosures, If thare are any possiblo disclosures
tu b made, thay ara listod weder “roofine uaas” in the Federa!
Aegister notica on the systom of records in which (haza data will
e kapt |

f. Responden iz ossured {hat [exeept for soy such disclosues| the
confidentiality aof any infarmealion supplied will be carefully
protecied, and no one otbar than HHE and its contractor(zl will
have aocess looany dato which identify the respandenis,

he rxact wording prapoesad for informing respondents fn ony paricu-
lor telephone survey is 1o be subomilied far approval in e Project
Clearance requast for the survey and/or the protocel for Homan Sih-
jects reviow.

2. The tolephione interviewear must sign 2 statzment that the informatbion
required las indicaled abavel was given orally to each respondent.
This informalion shell Be given by reading the aporoved fesl and
answaring any of the iespondent’s questions shoul it before proceed-
ing with the interview. The siatement ta be signed by each ntervinwer
may be on the form esed to collee! the survey data,

4,3 Aesponsibillties

Fermal assurances of conlidantiality will be given by the Directon, 0O, In
wiee of the ineragsed complexitios invotved in canfidentiatity assuraneos re-
sulling frem recent legislelion and rogulations, Centar/instiiute/ D Hice Dirac-
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tors are required to submit the confidentiality ‘assurances relating to each
data collection program to OPPE/CDC for approval. This approval should be

obtained before the Request for Clearance goss to the CDC Project Clear-.

ance Officer or Human Subjects Coordinator.

Each Center/Institute/Office Director in CDC has responsibility for assur-
ing compliance with CDC policies pertaining to the confidentiality of
records in cases where an assurance of confidentiality has been or is to be
given. OPPE/CDC will be available to assist the Center/Institute/Office
Director by: '

1. Interpreting Department policies pertaining to confidentiality;

2. Providing information to employees as to how and from whom thay
may get information clarification or related regulations; and

3. Providing advice regarding appropriate disciplinary action that may be
taken when employees violate laws, rules, or regulations relating to
confidentiality.

The responsibilities of the supervisor include the following:

1. Each silpervisor will inform all employees, snd subsequently all new
employees, of existing CDC policies and procedures relating to the
subject of confidentiality and will discuss with such employees their
responsibilities in this area.

2. Supervisory persannel will be responsible for assuring that all employ-
ees under their jurisdiction comply with regulations applying to the dis-
closure of official information that permits the identification of indi-
viduals or establishments.

3. Supervisors should recognize unique situations that call for more than
usual precautionary measures and should make recommendations for
improvement if necessary.

Personnel are expected to observe departmental rules and regulations
and CDC policy relating to official information for which confidentiality
assurances have been given. When in doubt, employees should obtain
advice from the supervisor or OPPE/CDC or consult official sources as (o
what is permitted and what is prohibited.

4.4 Repository of Assurances

A central repository for the filing of statements of assurances has been
established in OPPE/CDC. Each organizational element of CDC which has
been given approval to use an assurance of confidentiality will forward
copies of all such statements to the repository. This will normally include,
but not be limited to, assurances given in contracts, special letters,
brochures, survey questionnaires, and forms.
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5. TREATMENT OF REQUESTS FOR INFORMATION

Whenever a request is received for a specified record,' that request is
subject to requirements of the FOIA. All Freedom of Information (FOH re-
quests received by CDC Center/Institute/Office staff should be sent im-
mediately to the Office of Public Affairs to be logged in and processed. The
form, Freedom of Information Request (HHS 632 revised 5/82) will be used
for pracessing requests.

The CDC FOI Officer will log in the request and return it to the action
office with an FOI request form. The date on the FOI request form is the offi-
cial receipt date for the timetable of 10 working deys. Time is of the

-assence, Under the provisions of the Act, the agency must inform the

requester of its determination within 10 working days of receipt of the
request.

The action office stafi will initiate the necessary file search and review
for all records that come within the scope of the request. A
Center/Institute/Office official should review the records and recommend
release or withholding of documents. In the latter case, @ check should be
placed in the box{es) on the FOI request form that indicate concern with
disclosure. When recommending denial, the Center/Institute/Office official
will provide a memorandum describing the nature of the records, sensitivity
of the information, and whether or not confidentiality was assured. The FOI
request form will be returned to the CDC FOI Officer within 8 working days
{allowing 2 days for action), filled out as appropriate, including time and
cost information. Two copies of the requested records will accompany the
completed form.

Only the Director, Office of Public Affairs, is authorized to make determi-
nations regarding release or denial of records and determinations regarding
fees. The FOI Officer for CDC will be the focal point for all CDC FOIl requests
and should be contacted if there are questions or need for clarification on
any FOIl request.

" "“Record” is defined in the Depertment's regulations (46 CFR Pert 6) as including "books,

brochures, punch cards, magnetic tapes, paper tapes, sound dings, maps, pamphl
photographs, slides, motion pictures, or other documentary materials, regardiess.of physlcnl
form or characteristics, made or received by the Department in pursuance of Federal law or in

with the ! of pubﬂc buninau and preserved by the Department ss evi-
dence ol the organization, f d , operali programs, or
other activities.” 'ﬂacord" does m! include objects ov articles wch as tangible exhibits,
models, equipment, or processing materials; formulas, designs, drawings, or other items of
valueble property: books, magazines, pamphlets, or other raference material in formally orga-
nized and officially designated libraries of the Depariment, which are available under the rules
of the particular library concerned.
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