AFPENDIX A

Requirements Ralating Te Confidentiallty and
Frivacy in Data Collection Contracts

I. Firpose

This appendix provides the wording 10 be used when the Centars far Ois-
wage Conlrol {COC) contracts with any arganization oulsids COC For the sol-
lection ar vse of information tal dentifies ndividuals and/or establish-
menls when confidantiality has been puthorized for a project: | does not
relate lo contracts involving dats for which respandants findividuals or
establishmants] gra advisad that all mformalion obtained from them il be
made public. Such contreots must coain =tipulations to assure confidanti-
ality and physical security of the inflarmation and 1o azsura that the contrac-
lor's employees gbide by the stipulstions, Ona of the [heee sltemative word-
ings contafnad in this supplamant is 1o be used in all such contracts, depsnd-
ing upan the laws govaming the dats collaction project

1. Background

The Privacy sct of 1874 (5 LL.5C, §52al requiras the safeguarding of
individuals, and Section 0B} of the Public Health Service Act 142 US.C
242m) reguires the safeguerding of both individoals and establislinents
against invasion of privacy. As a resull of the provisions of these Acts, con-
traciors who collect information identifying individuale and/or establisl-
menls muest stipulate the appropriale safeguarnds te be taken ragarding such
informatian, depending on the laws governing such data collectian prajects.
Thres alternative waordings are provided for use in contracts whan such -
formation |5 collected by contractors outside COC, Before a contracl is
signed, one of the alternative wordings covering the conlrpeb muost be usoed,

I, Falicy

One of 1he three altemative wordingz given in the following sections is 1o
be used in data collection canfracts, depending upon tho laws governing the
particuler prejact {or which information is o ke collected, IF the perticula
gircumsianges of a given confract imply tha nasd for diffarent wording
from that prescribed as Tollows, the wording may be changed, provided
that the new wording is in kesping with the inlemtians of this mapwal and
pravided 1hat approval Tor the now wording is obtained fram e Director,
CDC.

5







c. Of the routine uses that may be made of the information, includ-
ing all disclosures specified in the “Federal Register” for this
system of records which may be applicable to this project;

d. That participation is voluntary and there are no penalties for
declining to participate in whole orin part; and

e. That no information collected under the authority of Section 306
of the Public Health Service Act {42 U.S.C. 242k} may be used
for any purpose other than the purpose for which it was supplied,
and such information may not be published or released in other
form if the particular individual or establishment supplying the in-
formation or described initis identifiable 1o anyone other than au-
thorized statf of COC, unless the individual or sstablishment has
consentad to such release.

{The voluntary disclosure by the respondent of requested infor-
mation after being informed of preceding paragraphs a through d

is an acknowledgment of the uses and disclosures contained In
paragraph ¢}

5. Release no information from the data obtained or used under this

contract to any person except authorized staff of CDC.

6. By a specified date, which may be no later than the date of comple-
tion of the contract, return all study data to CDC or destroy all such
data, as specified by the contract.

1.B. Alternative Two

Alternative Two is to be used when Section 30B{d) of the Public Health
Service Act applies to the project but the Privacy Act does not. For example,
in the case of a survey of institutions providing health services, the Public
Health Service Act provisions relating to “establishmants” would apply, but
the Privacy Act would not, since it refates only to records on individuals.

Safeguards for individuals and Establishments
Against Invasions of Privacy
In accordance with Section 308(d} of the Public Heallh Service Act {42
U.S.C.242m), the contractar is reciuired to give an assurance of confidenti-
ality and to provide for safeguards to assure that confidentiality is
maintained.

To provide this assurance and these safeguards in performance of the
contract, the contractor shall:
1. Be bound by the following assurance:
Assurance of Conlidentiality
In accordance with Section 308{d) of the Public Health Service Act
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(42 U.S.C. 242m), the Director, CDC, assures each respondent that
the confidentiality of responses fo this information request will be
maintained by the contractor and CDC and that no infarmation ob-
tained in the course of this aclivily may be disclosed in 8 manner in
which the particular establishment or individual supplying the infor-
mation or described in it is identifiable, unless such establishment or
individual has consented to such disclosure, to anyone other than au-
thorized staff of CDC.

. Maintain the following safaguards to assure that this confidentislity

is protecied by tha contraclor's employees and to provide for the
physical security of the records:

a. Alter having read the sbove assurance of confidentiality, each
employse of the contractor participating in this project is to sign
the following statement of understanding:

| have carefully read and understand 1he CDC assurance which
pertains to the confidential nature of all records to be handied in
regard to this survey. As an employee of tha contractor | under-
stand that | am prohibited by law from disclosing any such confi-
dential information which has been obtained under the terms of
this contract to anyone other than authorized staff of CDOC

{Signature)

(Date)

b. To preclude observation of confidential information by persons
not smployed on the project. the contractor shall maintain all con-
fidential records that identify establishments or individuals or
from which establishments or individuals could be ideniified
under lock and key.

Specifically, at each site where these itams are processed or
maintained, all confidential records that will permit identification
of eslablishments or individuals are to be kept in locked contain-
ers whean not In use by the contractor’s employees. The keys or
means of access to these containers are to ba held by a limited
number of the contractor's stall at each site.

When confidential records are being used in a room, admittance
to the room is to be restricted to employees pledged to confiden-
tiality and employed on this project. If al any time the contractor’s
amployees are absent from the room, it is to be locked.

c. The contractor and his professional staff will lake steps to insure
that the intent of the statement of understanding is enforced at
all times through appropriate qualifications standards for all per-
sannal working on this projact and through adequele training and
periodic followup procedures.
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Frint oo thn questionnaire in o clanly visibio location and in clasry
wisibla laltars the lollowing natice of the conlidential treetment 1o hq.:
aceorded Theinlomnalion o e quastionnairs by any individual who
may akn il

Conlidential Infoirmation
Ilarmation contained o this ferm wehich would permil identification
al any indivicdual ot establisbinoit has Faen collaclad with 2 guaran-
fea thet i will Be held in stricl confidence by the contracter and
COE wiiil be used only For purpeses staled in Gis study, and wiil nol
b diselneer] o ralvesed to anyone other hon aothorized staff of
L0 without e consent of 1he Indvidusl or estabfsliment o sceor-

dance with Saction 308{d) of the Publis Health Serviee Aot (42
LLEC 242ml.

[area Tetter or other farm (hat can be retainad by the individual o e
eetabligherent, oroon the questonmsiees Torm feell 76 bs 8 sell-
administered questionnaire. inforn i clear and simpla lerme sach in-
divithenl or establishment asked fo sopply information:

o Thal the collaction ol the infonmalion by COC and its eenlacior
15 muthorized by Seclion 306 of the Pebdic Health Servies Acl |47
LS 242kl

[H the purpasa or purpeses logwihilel e infarmation is intended
1o ba used, ary plars tor discinsures of indormation in g Torm that
ool perrit the identifieetion ol o aztablishment o individual,
it @ statomtent Hhat thedats will be wsed solely for epideminingl-
ailor slatistical research ond ieporting purpoaes

oo Thal pacticipation s wolontary ard thers are no pensllies o
drctining to participate Inowrbofe or inpart; and

- Thal no dnloeiation collectad under e netherity of Saction 306
ul tha Public Health Service Act 42 S0 2424 muy ha userl
far awy purnnse ather than the purpose for whieh i was suppliad,
o sueh intarmation may it be publisked or released in other
form Inanyono otfae (hao aulbonized stelf of COC T he pertieg-
lar matablishmnnt or individual sugplying the infammatlen or da-
seribyd in it is idantifible unless such esizklishment e edividisal
has cansanted (o such mlease
{Tha valuntary disclosure by the respendant of requested infor-
maticn alter heing informad of pecsding peragraphs 8 tuough =

i5 an acknnwiedygment of the uses ood diselosiras eaneinad in
paracgiaph b

Relaann no inlormmation lrom the dats chitaived or osed wnder s
nonfriet 4o any person except aothoized stall af COC.

By a spacilind date, whish may beosn fater than tha deta of eompla-
Heamy ot the eostzact, t2burn ol atody data lo GO ar dostroy all such
e, an spaaifind by the conliact
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LG, Alternative Thioa

Altarnative Thres is to be used when tha Privacy Act of 1874 applies (o
o given data oollsction projoct but Section 3081d} of the Public Health Sar-
viee At foss nal, This siluolion oeewrs whan information is 10 be collected
atipul identified individusls ondar an appropration authorized by a law olher
flan Soction 304 or 306 of tho Public Heelth Sarvice At

Bntapuards [or bdividurle Ageinst
Invasions of Peesenal Privacy
Ir scoordance with Suhsaction fml af the Privoey Actof 1874 (RULSC
S5%al the contractor is raquirad te provide cersin salegoends Torindividi-
als dpgainsl iwpsion of personel privoey

Tn provids thosn salecusrds in parfonmanee of the contiact, The con-
tiactor shall

1. Initiata the dollowing salegusids to protect againet onaothorized dis-
clasure of information wehich would permit identification of ang i
vidugl supplying tha information of dascrinad in il

a. Each employae of the cortiactor narfeipating n this preject is 1o
sign {he Tellowing statement of understanding altm having reed
Subeections Imb and GH1] of the Privacy Aol of 1974145 LEC
S5Zol

| hiava earelilly read and pndersiend Subsactions lml and GH 1) o
thi Privacy Aot ol Y874, &g an employes of the sonbiactar | un-
drrsland that | am prohibifed by law fiem disciosimg any such
prodnetad idoanation which has beon olained uedne the terms
of this contreet Lo enyone ctbor lhan suethorized stsdl of COC ]
undersland that Ay whltel and knowing disclosue invielation o
the Privecy Act of 1974 iz p mizdempano and would sulbjeet tha
viplator 1o o fine of up to 55,000

{Signatural

(Ctate)

b, To preciuds obseevition of protocted infermation by porsons noet
employad on tho project, the contracter-shell maintain all zenli-
dantial racords teat identity individuals or T which they could
la idenlified under loo% narl Eey.

Spapifically, al sach siin whare these [lams eBre procested o
mestiitained, all canfidentinl tacords thal will permil idanliication
ol individuals gra to be kept in locked contime @ whaen ncl i s
by the eonteacior's esmpleysas, The kays or means af nccoess 1o
Ihess containers ara ta ba hold by e Bmiled nomber of 1he con-
troctor's stelf at sach =i When contidential records or being
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used in a room, adirittance 10 lho room is b be resteistad to em- L. By A spacified data, which mey ba no eter tian the date of comple-
nloyoes pladpad {0 nomdiseloaure and employed on this projact. fion of the eantrect. ralurn all study data to COC or destroy gl such
It al eny tima the contracter's employees mre absent from the dnta, a5 spezified by the contiact.

e, ikes to b [oeknd

The contraclar and bis profossional stefT will leke slops to insure

that the inlant of he siatenen] of onderstending it anforced al I¥. Deseminalion
all limes Hhrough appropriate gualifieations stondards for sl gar-
sonmnal werking on 1his praject end teoegh sdaquata training aod
perindie Toflevup procaduras.

Al eontracts twolving the sollaction of information an individuals and/or
establishments, in which the individusls or establizhments are identifisd,
must stipulate one of the above wordings axcepl whan respondents are ad-
2 Frint on the questionnaire in o claarly visiblo lseation and in elanly wised that all of the data received from them are to be made public

visltale feltars i followdig notice of tha confidential treatmend fo be Centar/Institite/Office Directors should make sure that employees of COC

accarded the snlmrmation on The queslicnnaite by ooy individual who arz {amiliar with contract requiraments,

May s il

Mretoetad Information
Infornation eritgingd an this ferm which weuld pesmil identification
ol woy ndividial s boon enllecbed with pn ossursnee That itwill ol
b vutuntarily disstosnd to pnyaon nlhat than sizff ol COC exeept 0
consented 1o by the individual oreoquired by Federal lasy,

A, On & letier or othar foim that can ke retaised by the individual, or on
the questionniire form iealf i i1 ic 3 sell-admineloed questionnaine,
inferm in elear and simple s ooch individusl asked e supply
Infination:

oo O e statutory suthionty that suthoiizad the solizitation of the
Informnoting,

B O the purpose or puorposas Tor which the infarristion is intendad
to b used, cieerly staling that the recoreds will be psed solely for
epidamiologicnl or stetistical inseaich and reporting puipasses;

= O the vmetine wses Lhat may ba mada et the information By tha
sontrector and Ihe U 5 Depeclinen) of Maalth and Momaen
Hervices, including ol disclosues speciliod I tha "Federsl Ragla-
ter” for this systain of records which may be spplicable 1o this
project;

g That participation is volunlary and here s oo penaltios for
doclining 1o partieipate in whola or o pat; and

e That no information Brmishad will be disclosed in 8 mannar thal
identifing the Individual and thal the Department will nol volun-
Larily disciose such nfoimation in s mannes that permiss identifi-
sitinn of an individunl axoapt as consaetad to by the individual in
wariliey o 88 raauirnd by Federsl 18w, o lor rouling use o provid-
ad forin preceding paregraph o,

A felease no information om [he datas abined or vsed under this
sonfrpct lo any parsnn aecopl aullorized giaff of COC
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