Food and Drug Administration, HHS

agency, and administrative and pro-
gram management needs.

Subpart B—Food and Drug Ad-
ministration Privacy Act
Record Systems

§21.20 Procedures for notice of Food
and Drug Administration Privacy
Act Record Systems.

(a) The Food and Drug Administra-
tion shall issue in the FEDERAL REG-
ISTER on or before August 30 of each
year a notice concerning each Privacy
Act Record System as defined in
§21.3(c) that is not covered by a notice
published by the Department, the Of-
fice of Personnel Management, or an-
other agency.

(b) The notice shall include the fol-
lowing information:

(1) The name and location(s) of the
system.

(2) The categories of individuals
about whom records are maintained in
the system.

(3) The categories of records main-
tained in the system.

(4) The authority for the system.

(5) BEach routine use of the records
contained in the system (i.e., use out-
side the Department of Health and
Human Services that is compatible
with the purpose for which the records
were collected and described in the no-
tice) including the categories of users
and the purposes of such use.

(6) The policies and practices of the
Food and Drug Administration regard-
ing storage, retrievability (i.e., how the
records are indexed and what intra-
agency uses are made of the records),
access controls, retention, and disposal
of the records in that system.

(7) The title and business address of
the official who is responsible for the
system of records.

(8) The notification procedure, i.e.,
the address of the FDA Privacy Act Co-
ordinator, whom any individual can
contact to seek notification whether
the system contains a record about
him/her.

(9) The record access and contest pro-
cedures, which shall be the same as the
notification procedure except that a
reference shall be included to any ex-
emption from access and contest.
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(10) Where any records in the system
are subject to an exemption under
§21.61, a reference to this exemption.

(11) The categories of sources of
records in the system.

[42 FR 15626, Mar. 22, 1977, as amended at 46
FR 8457, Jan. 27, 1981]

§21.21 Changes in systems and new
systems.

(a) The Food and Drug Administra-
tion shall notify the designated De-
partment official, the Office of Man-
agement and Budget (Information Sys-
tems Division), and the Congress of
proposals to change or establish Pri-
vacy Act Record Systems in accord-
ance with procedures of the Depart-
ment and the Office of Management
and Budget.

(b) The Food and Drug Administra-
tion shall issue a notice, in accordance
with paragraph (d) of this section and
§21.20(b), of any change in a Privacy
Act Record System which:

(1) Increases the number or types of
individuals about whom records are
maintained;

(2) Expands the type or amount of in-
formation about individuals that is
maintained;

(3) Increases the number of cat-
egories of agencies or other persons
who may have access to those records;

(4) Alters the manner in which the
records are organized so as to change
the nature or scope of those records,
such as the combining of two or more
existing systems;

(5) Modifies the way in which the sys-
tem operates or its location(s) in a
manner that alters the process by
which individuals can exercise their
rights under this part, such as the ways
in which they seek access or request
amendment of a record; or

(6) Changes the equipment configura-
tion on which the system is operated so
as to create the potential for greater
access, such as adding a telecommuni-
cations capability.

(¢) The Food and Drug Administra-
tion shall issue a notice of its intention
to establish new Privacy Act Record
Systems in accordance with paragraph
(d) of this section and §21.20(b).

(d) Notices under paragraphs (b) and
(c) of this section shall be published in
the FEDERAL REGISTER for comment at
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§21.30

least 30 days prior to implementation
of the proposed changes or establish-
ment of new systems. Interested per-
sons shall have the opportunity to sub-
mit written data, views, or arguments
on such proposed new uses or systems.

Subpart C—Requirements for
Specific Categories of Records

§21.30 Records of contractors.

(a) Systems of records that are re-
quired to be operated, or as a matter of
practical necessity must be operated,
by contractors to accomplish Food and
Drug Administration functions, from
which information is retrieved by indi-
vidual names or other personal identi-
fiers, may be subject to the provisions
of this part. If the contract is agreed to
on or after September 27, 1975, the
criminal penalties set forth in 5 U.S.C.
562a(i) are applicable to such con-
tractor, and any employee of such con-
tractor, for disclosures prohibited in
§21.71 or for maintenance of a system
of records without notice as required in
§21.20.

(b) A contract is considered to ac-
complish a Food and Drug Administra-
tion function if the proposal or activity
it supports is principally operated on
behalf of and is under the direct man-
agement of the Food and Drug Admin-
istration. Systems of records from
which information is retrieved by indi-
vidual names or other personal identi-
fiers and that are operated under con-
tracts to accomplish Food and Drug
Administration functions are deemed
to be maintained by the agency and
shall be subject to the procedures and
requirements of this part.

(c) A contract is not considered to ac-
complish a Food and Drug Administra-
tion function if the program or activity
it supports is not principally operated
on behalf of, or is not under the direct
management of, the Food and Drug Ad-
ministration. For example, this part
does not apply to systems of records:

(1) Operated under contract with the
Food and Drug Administration by
State or local government agencies, or
organizations representing such agen-
cies, when such agencies or organiza-
tions are also performing State or local
government functions.
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(2) Operated by contractors with the
Food and Drug Administration by indi-
viduals or organizations whose primary
function is delivery of health services,

such as hospitals, physicians, phar-
macists, and other health profes-
sionals, and that report information

concerning products, e.g., injuries or
product defects, to the Food and Drug
Administration. Before such contrac-
tors submit information to the Food
and Drug Administration, the names
and other personal identifiers of pa-
tients or research subjects in any med-
ical or similar report, test, study, or
other research project shall be deleted,
unless the contract provides otherwise.
If the Food and Drug Administration
subsequently needs the names of such
individuals, a separate request will be
made.

(3) Relating to individuals whom the
contractor employs, or with whom the
contractor otherwise deals, in the
course of providing goods and services
to the Food and Drug Administration.

(4) Operated under grants.

(d) The requirements of this part
shall apply when a contractor who op-
erates a system of records not subject
to this part reports to the Food and
Drug Administration information that
is a system of records about individuals
from which personal information is re-
trieved by names or other personal
identifiers. Where the information
would be a new Privacy Act Record
System, or a change in an existing Pri-
vacy Act Record System of a type de-
scribed in §21.21, the Food and Drug
Administration shall comply with the
requirements of §21.21.

(e) The Food and Drug Administra-
tion will review all contracts before
award to determine whether operation
of a system from which information is
retrieved by individual names or other
personal identifiers will be required of
the contractor, by the terms of the
contract or as a matter of practical ne-
cessity. If such operation will be re-
quired, the solicitation and contract
shall include the following clause, or a
clause of similar effect:

Whenever the contractor or any of his em-
ployees is required by this contract to oper-
ate a system of records from which informa-
tion is retrieved by individual names or
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