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Privacy Impact Assessment for Justice Information
Systems

Executive Summary:

Key players in the justce  community, from law enforcement, to prosecuton  and
defense, through the courts and correctional institutions, to probation and parole
sernvices, are using today's information technologies  to improve the management of
information in ther daly operations. Asthe implementaion  of electronic information
collection and sharing  capabilies increases,  so does pubic and govemmental  concem
over the use, or potental misuse, of personal information contained in these systems. !
Increasingly, jusice leaders are beng foced 1 idenfy — and address information privacy
issues, often wihout the assstance of atesed privacy poicy, appicable  law, or process
gudenes.

Information  privacy IS agrowing concem  amongthe public, elected  officials, and justice
leaders for good reason. The inabiity or lack of desre to address privacy concems
associated  with information management systems can result in dire consequences for
the public and govemment agencies alike. For example, the public endures actual risk
that one’s personal information contained in ajustice  information system may be
accessed or released  inappropriately, causing possible loss of employment or social
status. The public also incurs the risk that incorrect  justice  information may be
associated with one’s nameand subsequentty used to one’'s detriment. Such was the
case with an Ohio manwhose social security  number was accidently ~ associated  with
another  individual who possessed a criminal  history  record. 2 Subsequent sale of the
incorect  information by a sheriffs ofice to aprivate information ‘reseller made

corecion  of ths emor wtualy impossbe.

Faling to adequately identify and address privacy concemns can be detrimental to
jusice agencies aswel. It is nosecret that justce agencies nationwide have spent
bilions of dolars oninformation  technologies  to improve the operaton  of the justice
system. These advanced information systems improve the operation of the justice
enterprise by eliminating duplication of effort, delays in information transmittal,

bamers to accessing information, and scheduling and case management bottlenecks.
Today's technologies, appied in astategic  fashion, hold the promise of reduced paper
work, quick  information capturing, broad transmittal and access capabiliies, improved

information quality, and reduced longterm  costs.

Justice agencies that apply new information technologies or continue to operate
information systems without assessng ther possble privacy effects,  however, mayfind
that public concem or adamaging privacy incident can bring therr highly eficient and

effective multi-million dollar  information management systems to a screeching  halt.
Therefore, ongoing privacy policy development and privacy impact assessments are
critical to protecting the publics privacy and the justce  system’s technology
investment.



What does it take to protect privacy?

Identifying and assessing privacy issues associated with the electronic collection,
access, use, and dissemination of personal information in the justce  system requires

commitment from justice  polcy makers, information management specialists, and
operational employees.  Additionally, the costs associated with developing and
implementing  an information privacy polcy are real and can be substantial. Justice

leaders must, however, weigh the costs of developing and implementng aprvacy plan
against the costs of pubic outry, loss of pubic oconfidence  and legsiative funding, and
real costs of modifying  information systems to incdude privacy protections after system
implementation.

Aprivacy impact assessment for justice information systems has been designed by
sae, locd adtbal psice kades O asst sae, o, adtbal  psice agendes n
developing and implementing  information privacy  policy. The drafters  of this resource
encourage all justce agencies to consider whether their current  information System
strategies include  sufficient privacy  policy. They suggest that you consider whether
your agency should do a privacy impact assessment by answering the following

questions:
1 Do you collect, use, or provide access to personaly  identfiable information’?

2 Do you disclose  or provide access to information to persons or agencies outside
your  organization”?

3 Is your information system connected to other information systems?

4 if the information you have in your system wasabout you or your family, would you
want it to be kept private?

If you answered ‘“yes’” to any of these questions, your agency needs to be concerned
about privacy and should develop a privacy policy and prepare a privacy impact
assessment.

Whois Responsible for Assessing and Implementing Privacy Policy in the Justice
System?

As noted above, successful privacy polcy development and implementation requires a
combined effot  of policy leaders, information technology managers, and line system
users. This combined effot s needed in developing and implementng  privacy policy in
asingle jusice agency system, aswel asin anintegrated  justice  system.

Jusice information  pivacy poicy development s largely  the  responsioiity of high leve
policy executives within the justice  system. This person or group of persons is
sometimes refered  to as the ‘information seward” for the jusice agency or integrated

system.  The information steward wil be guided by jurisdictionally applicable  law or
regulation, and maylook to sources of polcy guidance, such as the Privacy Design
Principles and the Public Access Guideine for Justice Informaton — Systems, described
below. The information steward mayalso determine that certain  policy questions rise
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to alevel that require public discussion  and poliical attention. In these instances,
privacy policy development mayneed to be supplemented by legislative action.
Implementation  of the privacy policy and identfied law rests with justice  agency poicy
and technology managers, as well as technology and line staff. Tools, such as the
Privacy Impact Assessment for Justice Information Systems described  below, are

avalbe ®©assst in ths pooess. I s imperaive tat pivacy poicy  implementation be

a cooperative  effort  of justice  managers and technology  staff. For effective
implementation, there must be a keen understanding  of justice  business practices, as
well as technology design.  Therefore, in most cases, responsibility must be divided

between these two areas of expertise, rather than assigned to one independently.
Privacy Resources

In response to agrowing need for assistance in this area, the United States Department
of Jusice, Office of Jusice Progams, the Ofice of the Ontario Information  and Privacy
Commissioner, and the National Crminal Justice Assocaion  joned together with State,
local, andtba jusice leaders t develop broad princples of jusice pivacy poicy and
toos to assist  jurisdictions in assessing the privacy implications of ther information
systems.

The fist  document produced by this  collaboration is the Privacy Design Princples  for

an Integrated  Justice  System (Privacy Design Principles). % The Privacy Design
Principles, based on fair information practices  adopted by the European Community,
address privacy issues associated with collection, access, use, and dissemination of

personal  information in the justice  system.

The second tool is the Public Access Guideline for Justice Information Systems  (Public
Access Guideline). 4 The Pubic  Access Guideline  discusses  issues jusice  agences face
in mantanng  an open justice  system whie protecting individual prvacy.  The Public
Access Guideline is intended to assist sState, local, and tibal justce  agencies in
developing public access policy that can be used in planning and design of their
information systems and as part of ther prvacy impact assessments.

The thrd tool is aPrvacy Impact Assessment for Justice Information Systems (PIA).
The PIA is desgned to help jusice agences folow applicable prvacy law and apply the
intent  of the Privacy Design Principles and public access polices in therr component
agency systems and throughout information sharing mechanisms established with
other agences.

The purpose of the following PIA document is to:

1 Describe  the importance and the process of undertaking a Privacy Impact
Assessment.

2 Develop aseries of quesions to assess privacy rhisks in state, local, and tibal
justce  information systems.
3 Develop aprocess to assist state, local, and tibal govemments in addressing
privacy frisks assocated with justce  information systems.
5



Conclusion

Information  systems are integral 0 the operaion  of the jusice  enterprise. Information
collection, access, use, and dissemination practices of the past are changing as
agencies seek to implement more sophisticated technologies.

Increasingly, justice  system leaders are being asked to develop justice  information
pivacy poicy for newtechnologes  wihout the beneft  of estabished  law, regulation, or
policy  precedent. In developing what is often newprvacy policy, it is important for
Jsice  leaders 0 consider  tradiional information ~ practices, aswel aste efedts of new
information collection, use, and dissemination technologies. Tools such as the Privacy
Design Principles, Public Access Guideline, and the Privacy Impact Assessment for
Justice  Information Systems, while not the ‘siver bullets’ for privacy polcy, are
inended to assst jusice leaders in developing  information pivacy polices  citcal o]
jusice  system operaton in the 21 Century.



Pumpose of this Document:

The purpose of this document is to:

1 Describe  the importance and the process of undertaking a Privacy Impact
Assessment.

2 Develop aseres of questons to assess privacy frisks in state, loca, and tibal
jusice  information  systems.

3 Develop aprocess to assist state, local, and tibal govemments Iin addressing
pivacy rnsks associated with justce  information Systems.

Inroducion:

Key players in the justice  community, from law enforcement, to prosecuton  and
defense, through the courts and correctional institutions, to probation and parole
sernvices, are using today’s information technologies  to improve the management of
information in their daly operations. Asthe implementaion  of electronic information
collection and sharing  capabiities increases,  so does public  and govemmental  concem
over the use, or potential misuse, of personal  information contained in these systems. °
Therefore, in additon to enhancing agency efficiency, managing privacy must be a
priority of any information  technology  system in the jusice  sphere.

In response to the need to address privacy in justce  information systems, the United
States Department of Justice, Office of Justce Programs (OJP) in cooperaton  with the
Office  of the Ontario Information and Privacy Commissioner (IPC) and a National
Ciminal  Jusice  Assodation  (NCJA) state, loca, and tbal  practoner task foce, haes
produced aset of pivacy tos for daie, loca, andtibal govemments. Thefist tod s
the Privacy Design Principles for Integrated  Justice Systems (Privacy Design
Principles). ® The Privacy Desgn Principles, based onfar information  practices  adopted
by the European Community, are intended to assist state, loca, and fibal  govemments
in developing privacy policy surrounding the electronic collection, use, and
dissemination  of justice  information.

The second tool is the Public Access Guideline for Justice Information Systems  (Public
Access Guideline). 7 The Pubic  Access Guideline  discusses  issues jusice  agences face
in  maintaining  an open justice  system while protecting individual privacy. The
Guideine  discusses  the effect  of newtechnologes — on traditional pubic access polices
and offers amodel for dewveloping public access policy for electronic jusice  systems.
The Gudeine s inended 1t assst sSte, loca, andtibal  jusice  agendes in developing
public access polcy that can be used in planning and design of their information
systems and as part of their privacy Iimpact assessments.

The third tool is the Privacy Impact Assessment for Justice Information — Systems (PlA)
contained in this document. The PIA is modeled after a privacy impact assessment
developed for government systems by the Ontario Management Board Secretariat,

Ontario, Canada and an impact assessment for federal criminal justice  systems
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developed by the United States Federal Bureau of Investigation. 8 The Privacy Impact
Assessment for Justice Information Systems is based on the eight Privacy Design
Principles adis inended to assst s, loca, andtibal govemments i implementing

and using the privacy protections contemplated by the Design Principles and the Public
Access Guideline.

What is information  privacy?

“Privacy” is described as the inter-related values, rights, and interests unique to
individuals. Privacy interests comein avanety of flavors, including  privacy of the
person, privacy of personal behavior, privacy of personal communications, and privacy
of personal data (nformation privacy).

Privacy of personal data (information privacy) is the subject of the Privacy Design
Principles, Public Access Guideline, and the Privacy Impact Assessment for Justice
Information ~ Systems. This type of privacy is descibed as when, how, and to what extent
you share personal information about yourself. The concept  of information privacy is
sometimes lumped together with terms such as confidentiality and security. The terms
are not synonymous, however.

Information privacy involves the nght to control one's personal  information and the
abity t0 detemine f and howthat information  should be oblained andused. K s in this
sense that pivacy is muchbroader than confidentialiy. It entais resticions on awde
range of actvies relaing 0 personal  information: its  collection, use, retenion  and
dsdosure.

Confidentiality i5 ony one meansof protecting personal  information, usualy in the fom
of safeguarding the information from unauthorized  disclosure to third parties.

Confidentiality comesino play wel after the information in queston has been obtained
by the ‘data user” Data users are expected to beresponsble for the safekeeping of the

personal  information enfrusted to them. Confidentiality is about limiing access to
personal  information to those with speciic  permission  and preventing  its disdosure  to
unauthoized  third parties. ° This is where confidentality intersects with  security.

Securty  encompasses data securty, computer and network  securty, physical  security
and procedural  controls. Al of these must be deployed to protect personal information
from awide range of threats. Measures that enhance securty, enhance privacy, Wwhie
these two concepts are complementary, they are not the same. Simply focusing on
secuity i not enough even though it is anessental component of protecting privacy.

Whyis information pivacy policy important in the justice community?

The use, or potential misuse, of personal information in the justice  system can have
dramatic  consequences for  individuals and ther  families. For example, in Ohio, aman's
social security number was accidenly = associated with another individual's criminal
history record.  The manlost his job, home, and family before becoming aware of the
mistake within ~ a law enforcement  information system. Although he was successful  in

having the information comected in the law enforcement system, the false information
had been sold by law enforcement to private information vendors.  The incorrect
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information was not able to be raced or comected onanatonal basis. Therefore, the
manin this case must contnue to live with the knowledge that at any tme he could be
mistaken, in electronic fom, for an individual who has a damaging criminal  record. %°

Additionally, jusice  agencies experience tenson  between delvering pubic safety and
jstice  senvoes  and poteding  the information  pivacy  rights o indviduals. The justice
system investigates and resolves questions of criminal  guit or innocense and cwil
confiicts. In oder to effectvely cary out this mandate, jusice  system agences must
collect and use personally  identifiable information. Often this highly sensitive
information must be collected  and used without notice to or consent of an individual.
Information  collection and use gppies not oy to defendants or oMl pates,  but o ther
families, vicims,  witnesses, and others  who participate in the justice process (eg.
jas)

Therefore, 1o be effective, whie remaining  protective, jusice  agences must carefuly
develop  information privacy polices and assess the privacy impact of their  information
management systems.

What information  privacy law and polices  exist?

Historically, guestions  surrounding  individuals’ information privacy have been
considered in manyareas including  medical, financial, educational, and consumer
data. ' Issues surounding  collection, use, and sharing of personal information have

also been examined in the justce  system, but have tended to focus on regulations and
gudeines goveming the aiminal  histoy  recod,  information coleced in reseach o for
statistical purposes, criminal  inteligence systems, and juvenile justice  record
keeping.

Today's information technology has expanded electronic information sharing
capabiiies between the traditional justice  agencies (law enforcement,  prosecution,
defense, courts, corrections, and probation and parole) and between these agencies
and dffiiated agences, such as education, healh, socal semces, and transportation.
These expanded information sharing  capabiities ae gvng nse to anewera in privacy
poicy.  The pupose of the Privacy Design Princples, Public Access Guidelne, and the
Privacy Impact Assessment for Justice Information Systems is to address privacy
concerns associated  with new and emerging information access, collection, use,
storage, and dissemination capabliies of integrated  justice  information systems.
Whatis the trend of infoomation  technology in the jusice  community?

Current  information systems in the justce sphere range from predominanty  paper
diven t those that ae highy automated and interacive. Increasingly, jusice  agences
are working together to plan, design, and implement integrated  justce  information
sharing systems. These systems enhance the ability to collect, access, and use

information, including  personal  information, and allow information to be entered once
and used across and between many different agency systems.

The term ‘integrated jusice  system” maydescibe  diffierent levels of jusice  information
sharing, depending upon the context in which it is used. In 1999, the National Criminal
9



Justice  Association  and the Search Group, Inc. developed a definiion of integrated
jusice  systems that has been adopted by OJPand its counterparts. Asit is used in this
document, the term ‘“integrated justice  systems” encompasses interagency
interdiscplinary , and intergovemnmental information sysems that access, ooledt, use,
and disseminate  critical information at key decision points throughout the justice
process, including  buiding or enhancing capacies  to automatically query regional
statewide and national databases and to report key transactions regarding people and
cases to local, regional, statewide and national systems. Generaly, the term is
employed in descibing  jusice  informaion systems that  eliminate  duplicate data entry,
provide access to information that is not otherwise available, and ensure the timely
shaing of aiical information.

The desire  for integration of jusice systems has gown from the desire to improve the
operation of the justce  enterprise by eliminating duplication of effort, delays in
information transmittal, bamers to accessing information, and scheduling and case
management bottlenecks. Many of these problems resulted from implementing
individual technology solutons  in the past without assessing howthese technologies
interoperate across the justice  enterprise. Today's technologies, when applied in a
srategic  fashion, hold the promise of reduced paper work, quick information capturing,
broad transmittal and access capabilties, improved  information quality, and reduced
longterm  cosis.

Howcan privacy policy and impact assessments be implemented in state,
loca, and tbal jusice informaton  systems?

Jurisdictions seeking to protect privacy whie improving justice  information sharing
capabiliies can use the Privacy Design Principles, Public Access Guideline, and the
Privacy Impact Assessment to assist them in forming privacy polcy and procedures.

The Privacy Design Principles should be discussed in the inital design of any agency
information management system and at the initial design stages of any integrated

information architecture. Usedin this way, the princples ae the frst step to ensuing
that the personal privacy of the suspected, accused, convicted, and acquited, as wel
as vidims, winesses, andther famies are managed effectively by the justice  system.

The second step is to doaspecal review of howpublic access to information contained

in the system mayaffect individual privacy and to assure that an appropriate  public

access policy s created and implemented. Thethrd step is to conduct aprvacy impact
assessment. In short, the impact assessment acts as aprivacy ltmus test from the
conceptual  stage, through implementation, to the ongoing operation of an agency’s

information management system or an integrated  justice  system. The Privacy Impact
Assessment ensures that agreed upon privacy policies, as well as goveming law and
reguiaion  are implemented  effectively, and that the poicdes andlans are affording  the
desied pivacy protecions.

Planning and implementation of integrated justice  information systems is well
undeway in manystate, local, and tbal  junsdicions. In addiion, t s commonto have
one or more existing, or legacy, systems becoming part of a newintegrated  justice
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architecture, or becoming webor access enabled. These exising  systems should not be
immune from privacy review. The Privacy Impact Assessment, though ideally used in
the fist stages of plannng and designing  justice  information systems, mayalso be used
to assess prvacy impacts of exisng — systems.

Getting Stated on aPrivacy Impact Assessment

Whatis aPrivacy Impact Assessment (PlA)?

APrvacy Impact Assessment (PIA) is aprocess used to evaluate privacy implications of
information systems. The process described in this document is designed to guide
sate, loca, andtibal jusice agendes In assessng pivacy  throughout  the early  Stages
of justice  system development, as wel as assessing privacy risks of ther existing,
operational systems. The process consists of developing an information flow map,
applying aset of privacy questons to the information flow, identifying rsks, and
developng asoluion to these prvacy nisks.

PIAs provide anumber of benefts to jusice agencies that incude enhancing informed
policy  decision-making and system design, anticipating the publics  possble privacy
concems, and generating confidence that privacy oObjectives  are being considered and
addressed in the development and implementation of single agency or integrated
justice  information Systems.

APIA has three components:

1 a mapof the informaion  fons associated with the jusice  agency's, or the
integrated ~ system’s,  business  activity to determine  information decision
2 a privacy analysis of the information flow that examines whether agreed
upon privacy  principles are adhered to, whether there is technical
compliance with  a jurisdiction’s slatutory  or regulatory  privacy
requirements, and whether these polices and laws are affording  the
desred privacy protecion;
3 an anaysis of privacy issues raised by the system review, incduding  ansk
assessment and adiscussion  of the options avalable  for mitigating any
ientied s
What are the objective  and goals of aJustice System Privacy Impact
Assessment?
The obecive  of the PIA s t0 assist jusiice  praciiioners in  identifying and addressing
information ~ privacy  when planning,  developing,  implementing,  and operating  individual
agency information management systems and integrated  justice  information systems.
PIA goals incdude:
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. providng  senior jusice leaders with the tools necessary t0 makefuly informed
policy and system design or procurement decisions based on an understanding
of pvacy nsk and of the options avalable  for  mitigating that nsk;

. ensuring  accountabity for pivacy issues s dealy  incorporated no te roe of
the justice  system proect managers and Sponsors;

. ensuing that there is aconsistent format and structured — process for analyzing
both technical and legal complance with applicable  privacy law and regulation,
as wel as accepted privacy  policy;

. providing basic documentation on the flow of personal information within  the

jusice  systems for use and review by poicy and program staff,  systems analysts,
and secuty analysts, and as the basis for.

-public  response and comment;

-adequate notice and consent statements  (Where  applicable) for the accused,
vwaims, winesses, juos,  and ther  famies;
- Structuring legislative amendments, contract  specdifications and penalties,
partnership agreements, and monitoring  and enforcement mechanisms;
- postimplementation verification and periodic  reviews and audis;
. providing a methodology that ensures the best possible implementation of
privacy  protections a the statup  of jusice  information  systems;

. identifying remedial steps necessary to improve privacy  protection i existing,
operational  justice  information systems.

Whenis a Justice System Privacy Impact Assessment needed?

Relevance

A PIA is relevant where justice agencies are developing or currently operating information
management systems, or integrated information systems, that involve the collection, ac-
cess, use, or dissemination of personal information.

Personal information  *is information about an identifiable individual which may
noude:

. information relaing o race, naiona o ehnc ongn,  reigon, age, sex, sexud
orientation o maital o famiy St

. information relaing o educaion, medical, psychiatic, psychological, aiminal,
financial, or employment history,
. any identifying number, symbol or other particular assigned to the indvidual,
. name, address, telephone number, fingerprints, blood type, or DNA;
12



Examples of information systems  iniiatives that mayrequire a PIA incude:

. creation, modification, or annual review of databases containing  personal
information, particularly where the information is sensiive  or the database
includes  information about a significant number of people;

. development  of identiication and authentication toos, especaly those for mul:
purpose  identifiers (eg. state identfication numbers “SIDS’)  or biometrics;
. development  and implementation of system integration policy and technologies

that promote inter-agency justice  information access or sharing between law
enforcement,  prosecution, defense, courts, comections, probation  and parole;

. development  and implementation of system integration policy and technologies
that promote inter-agency justice  information access or sharing, including

Wwenie  usice,  famly ocouts, pobae ocouts, gened o ocouts,  and dfiisted
agencies, such as healh, socal senices, education, and transportation;

. development and implementation of electronic public access policy and

technologes.

Timing

Ideally, a PIA shoud be iniiated a the ealy stages of system development and
integration planning. Privacy must be considered in the concept and system defink
tionstagesandcontinuethroughanalyzingthesystemrequirementsandmaking
decisionsaboutdatausageandsystemdesign.

The PIA is best approached as an evolving document, moving from general privacy
considerations at the concept stage to detaled assessment at the system development
and acquisition stage. It is imperatve to recognize that aPIA is not a “one-time”
procedure for justce  agencies or integrated — systems. PlAs should be done at various
times from planning through implementation, and should become part of ongoing
system upgrades and maintenance schedules.

Athough it is best to begn aPlA at the ealy stages of system concept and design, given
the impotance of personal  information pivacy, PIAs of exising jusice  systems are also
necessary to assess and address ongoing information system privacy issues. PIAs of

exising  systems maybe planned to coincide with system upgrades or maintenance.
Whocompletes the Integrated  Justice System Privacy Impact Assessment?
Pivacy poicy development s largely  the responshity of high level poicy exeauive(S)
within  the justice  system. Ensuring complance and effectiveness of pivacy poliicy is
also the duty of these responsible  agents, whether in asingle agency system or an
integrated  justice  system. This person or group of persons is sometimes refemed to as
the “information steward” *° for the justice agency or integrated system. The
information seward wil  be guided junsdictionally appicable  law or reguiation, and may
13



look to sources of policy guidance, such as the Privacy Design Principles for an
Integrated ~ Justice  System.

The information steward shoud be pat of ateam that is integral to the development and
operation of the overall information system policy. The duties of the information
seward in conducing aPlA dfier from those of a‘privacy  auditor, which infers  policy
review at ams length, rather than from the inside out

For purposes of this document, the function of the information steward is discussed in
the context of anintegrated  justice  information system.

In anintegrated  justice  system, t he information steward, whether an individual or body,
must ensure that:

. privacy law and policy is implemented appropriately,
. lw and poicy s acualy affoding  the antcipated pivacy  protections.
To accomplish  this mandate, the information steward maychose to appoint a privacy

projectmanager(PPM) 18tomonitorprivacyconcernsduringdevelopment,
implementation, and operation  of the integrated  system. ¥

For example, at the outset of the integrated  system design, the PPN would undertake
the folomg:

1 Component System Review

. work with  representatives from each component agency to:

- oversee the completon of a PIA for each component agency's system;

- involve the system “owners” and the system “developers’ in completing
each components PIA® ;

- develop an agreement of a‘baselne  standard” % of privacy protection.
2 Integrated System Review
. conduct aPIA of the integrated  system itseff by

- comparing the project design decisions against the criteria of the Privacy
Desgn Principes  and jurisdictional law and regulation;

- assessing the impact of the agency systems on the privacy objectives  of
the overal system;

- gvng sSpecial attenton  to unintended affects on privacy created by inter-
agency information sharing;

. provide resuts from al the PIAs (agency and integrated  system) to the justice
system information steward.
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In ths context, the information steward bears ulimate  responsibiity for ensuing the
implementation of privacy policy. This  responsibility is camed out through the PPM
overseeing the PIA process for each agency and for the integrated system.  Any
adjustments or changes in policy as aresult of the PIAs must be addressed by the
informaion ~ steward.  Resoluion  of the pivacy issues is discussed futher  in Step Sk of
this  document.

Assessing Privacy Risk
What is Risk?

The Privacy Impact Assessment assesses ‘“privacy  risks” associated — with operating
justice  information systems that collect, access, use, or disseminate  personal
information. The tem ‘“privacy  nisk’ takes on two meanings in this context

Ast, s the ik to dizens imvoving ther personal  information, howit s used, and the
propensity  for individual harm from inappropriate use. Asdiscussed in the Privacy
Design Principes % and Public  Access Guideline,  the colection of personal  information

in the justice system differs from private sector information gathering  and even from
other govemmental  information gathering. The difference is apparent in the areas of
notice, consent, and vountary  participation. Most indviduals whoare in contact with
the jusice system are not voluntary  partcipants, eg, the accused, wvicim,  winesses,
and even jurors,  and personal  information about these individuals is obtained and used
regadless of ther consent  Therefore, the nature of personal  information collection,
use, and dissemination in the justice  system requires an elevated standard of agency
accountability to ameliorate  the nsk of hamm to individuals from misuse of personal
nformation  wihin  the jusice  enterprise.

Second, is the nsk to the success of justice  information sharing systems themselves.
The greater the perceived individual nsk to the publc, the greater the actual nsk to
justice  system agencies that information sharing will endure harsh criticism.
Ulimetely, ths dmate wil impede the abity to share infomation  electronically, and
reduce the jusice system's eficency and effectiveness.

For example, rnsks to integrated  justice  associated with faling  to consider privacy
implications of ajustice  information system may include:

. stimulating pubic outcry as aresut of aperceved (or actual) loss of privacy or

a failure  to meet expectations with regard to the protection of personal
—

. loss of credbiity o pubic confidence  (and ulimately legislative funding) where
the public feels that a proposed program or project has not adequately
considered or addressed privacy concems;

. possile  fiabiity a te pesond o agency leve

. underestimating privacy requirements  such that systems need to be redesigned
or refrofitted late in the development stage at considerable  expense.
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Technical Points of Risk

Fundamentally, many people within  the Justice community associate privacy with
security. Athough the two terms are not synonymous, they are tighy  intenelated. For
instance,  when an organization establishes privacy  policies, they nomaly define the
mechanisms and procedures for enforcng  these policies. Secunty, then, is best viewed
as a category of tools and techniques for implementing organizational policies
(ncluding those reated t pivacy). Secuity  praciiioners nomaly dvde the secuiy
domain into six basic functions:

Authentication: definitvely identifies individuals before they are alowed to request
information resources,

Access control: permits  individuals to access only those information resources they
have been explcity gven permmisson to Use

Conifidentiality: potects  data fom disdosure o unauthorized  individuals;

NorHepudiation: verifies  that  transactions occured, prevents  one paty from refuting
the transaction to asecond party;,

Integrily: protects data fom unauthorized — modification or destruction;

Avaiabilly. minimzes  business process distuption  caused by information  availability
BSLES,

Asyou can see, the fist three of these secuity  senices (e, authentication, access
control,  and confidentality) ae essenial o the effecive impementaion  of any privacy
policy. Aside from policy considerations of what information should be shared versus
what infomation  should remain private, there are avarely of technical  issues that must
beresoved in oder to provide assurances that pivacy polices  can and wil  be enforced.
Data owners should evaluate their privacy risks and design effective security
infrastructures to miigate  applicable  technical  risks. Examples of technical  risk
mitigation issues are incuded in Appendix A

These areas scratch the surface of what technologists must be concerned with when
consideing  privacy and secuity  issues.  Athough werecognize that “privacy” is not the
same as “security,” the terms are inextricably related when considering  how privacy

affects the information  technology applied in the justice  environment
Managing Risk

The risks  identified above can be managed with careful attenion  to privacy polcy and
applicable  law. Risk in integrated justice  systems can be managed with the use of
strategies and tools such as the Privacy Design Principles, privacy-enhancing

technologies, Zprivacy impact assessments, standards, and public education.
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The Privacy Impact Assessment for Justice Information
Systems:

The PIA for Justce  Information Systems is designed to assess prvacy sk through
evauaing  an information systems use of the Privacy Desgn Princples, as wel as
s adherence to junsdcion Spedic pnvacy  law or regulation. FU ¢ ad expana
ton of the Privacy Desgn Principles 5 set out in the Pivacy Design Princples for an
IntegratedJustice Systemworkingpaper. 2 AgenciesusingthePlIAshouldalsocon-

sut te spedic  pivacy law and reguaion  of ther  jurisciciions. Acompiaion  of
exing dae pivacy law s aaidbe  fom Pivacy  Joumd.  #

Preparing the Privacy Impact Assessment for Justice Information  Systems
Overview of the process

As noted above, ageneral PIA has three components; a mapof the information flows, a
pivacy anayss of the system informaion  fow, and ananaysis of pivacy issues raised

and options avaidble  for mitigating identified nsks.  Jusice agences assessng therr

information management systems should complete each of these steps.

In anintegrated  system PIA, there are two levels of assessment.  First,  a PIA needs to
be completed for each justice  component agency’s system, and second, a PIA needs to
be completed for the information exchanges of the integrated information sharing
system itselff. The objecive  of undertaking  the two levels  of assessment is to identify
privacy issues of each component system, assuring that they are properly  addressed,
and to evaluate the privacy impact of all the component systems working together in an

iegated  capadily.

In dong anintegrated  system PIA, the information steward is responsble  for assessing
and resolving  information privacy issues.  The information steward mayappoint a
Privacy Project Manager (PPM) who has the responsibility of working with the
component agencies to ensure that each completes a system PIA. These component
PIAs can be completed within each agency and then communicated to the PPM, or the
PPMand his or her team can undertake the agency PIAs as pat of the overal integrated
system assessment.

Whenprivacy risks are identified, the PPMshould raise the privacy concems to the
system’s  information steward for policy and technology direction. This should be done
at the earliest possible phase of system design and development and continue
throughout  implementation and system maintenance. The abiity  to accurately — address
an integrated system’s privacy impact through a PIA depends on each agency’s
dedication  to identifying potential (or actual) prvacy nsks at each stage of justice
information system development and implementation.

Whie acomplete PIA indudes all three stages (information fow map, pivacy analyss,
and risk  analysis), each stage maybe useful to information stewards and system
designers as they go through the design and decision making processes.  For example:
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. a ‘general  privacy issue identification’ for each component system is useful to
gage what privacy issues are gemmane to the pumpose of the overal system at the
concept and planning  stage;

. in an integrated system, each component agency can complete the issue
identification piece while the more complex information flow mapis under
development;

. where the PIA invoves assessng anexising system, ageneral anmalyss  of prvacy
issues mayhelp to suggest immediate policy adjustments while system design
changes are contemplated.

Step One: Mapping the Information Flow

Mapping the information flow requres dewvelopng adecsion tree (see example page 29)
to understand the decision points relating  to information collection, use, and
dissemination within -~ an agency system or an integrated  justice  system. This type of
information fowv mapping regulaly  takes place in designing jusice  agency or integrated
justice  information systems. The only addtion to this mapping process is analyzing
what is done regarding  information privacy at each of the information exchange points,
ie, the colection, access, use, and dsdosure  of personal  information.

At each decision point, policy makers, working in cooperaion with the PPMand system
designers, must determine the “affrbutes” of each “piece of information.” Apiece of
information, for example, would be aperson's income. The attributes refer to the nature
or sensiivity of the information  that IS being dsdosed and the condiions  placed on the
information regarding the its collection, use, dissemination, retention, and
expungement.

For example, apiece of information can be dassiied as highly  sensitive, sensitive, or
non-sensitive. To help to determine how, when, and with whomthe information may be
disclosed or used, it maybe useful 1t group “Simiarly sensitive” information iN varous
categories. For ilustrative puposes, wewl use atafic ight  metaphor:

Red light  information = not disclosed, or only disclosed under extreme
circumstances

Yelow gt  information =dsdosed, but wih cauion and after ful consderation
of the consequences
Green light  information =routnely  disclosed

These dassifications maybe appied t each pece of infformation  asit is colected, used
by agences, and disdosed throughout the justice  system. These dassifications myalso
be applied to determinng i pieces of information are disclosed outside the justice

system, e.g. between law enforcement and education agencies, or the courts and the

pubic
In many cases where agency information management systems or integrated  justice
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systems have been or are being designed, the information flow maps may have been
created by system developers, albeit not from a privacy perspective. The existing
information flow maps may provide a good basis from which to develop privacy
attributes for  indvidual peces of information. In addiion,  where such information  flow
maps do exist, it is important to consult these maps, so that the privacy impact
assessment mapping does not contradict or deviate from the information flows of the

oignal  system design.

The following  is an example of the first step in mapping out the collection, use, and
discosure  dedson points of infomation  foas i a traditonal aiminal  jusice  system
context. Please note that this is one example of adala fow model. Agency players and
the fow of information maydfier  from jurisdicion o jurisciction. Information ~ flows  of
altemative jusice  processes, incuding  prevention and diverson  programs, should be
mapped in a similar  fashion.

Completing  the information flows, as shown above, alows aPPMand his or her project

team to mapout where collection, use, and disclosure  decisions occur and where the
application of information  atirbutes must be made. Addiionally, the information  flow-

chart for each agency and for the integrated system helps to identify areas where
additional rues maybe needed to implement privacy policy for the collection, access,
use, and disclosure  of personal information.

Mapping out the information flow wil also highlight the decision points where the
orignal  information entered might change in the jusice  process.  For example an inital
charge might be madeby law enforcement, then changed by the prosecutor, and finally
disposed of in cout by apea to another offence.  Ensuing  integrity (accuracy)  of the
information within  the varous databases of an integrated  jusice  system provides the
foundation  for responsbly  using and disclosing personal  information.

Once an information flow model is created for an agency system or an inter-agency
information exchange, the model can be reused. For example, the information flow
model for the criminal justice  system above needs only afew changes to be applicable
for the sameplayers in ajuvenile justice system. The introduction of social  services
interacting with the cout or the prosecutors ofice and the particulars of the post-
dispasition organizations would be the key changes. Therest of the model could be kept
However, the atirbutes of the pieces of information regarding the condtions  of use and
dsdosue  of personal information  would difer  signiicanty. Therefore,  dose  attention
must be paid to determining  the atfbutes of the information  in difierent  jusice  system
contexts  as described  below.

The next step in the mapping process is to focus onthe speciic  pieces of information,

or data elements, and apply privacy atibutes to each. PPMsmayfind that manyof the
collection and information disclosure  rules (attributes) dready exist in the justice
system.  Where attributes have not been defined, policy decision makers (information
seward) in each jusice agency or integrated — system should determine the atiibutes for
each data element asto its use and disclosure, e, whocan access the information, as
well as whenit can be accessed.
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For example, awitness statement contains certain  header information (the physical

characteristics that sumound the winess statement, winess name, address). It also
has the content of the statement. At an appropriate  time in the justce  process, the
header information can be disclosed to the accused. However, the content of the
statement  would have far more restricted circulation.

Toassist polcy makers in developing ‘“workable”  privacy attributes for sensitive
information, this document suggests information categories  such as in the traffic light
metaphor above; ‘red, yellow, or green” informaton.

For example, take adata element such as the income of an amestee.  The information
flow map(s) would help identfy  to whomthat information would be disclosed in the
jusice  system process.  Aswel,  an information attribute table woud set out the prvacy
condtons  of that data element In ths case, the income infomation  would most likely
be classified as “yellow’  information: information that is nether denied to other
agencies, nor gven, pro fooma, to other agencies. Before determining  exacty howthe
income of the amestee is disclosed, the policy makers must determine who should have
appropriate . access to this piece of information. For example, adsdosue rde oould be
that persona  information relaied to financal information is resticted to access by pre-
tal  personnel and judges to determine  applicability for indigent defense services,
rather than fuly accessble by oher cout sS@Eff

An example of “green” information may be the name, bith date, sex, and race of the
individual. Within the justice  system, these pieces of information are ordinarily
standard  identifiers. However, broader disclosure to other govemment agencies, the
private  sector, or the pubic maymeaniooking at this  information with  different privacy
objectives. For example, if the information is contemplated for release outside the
jusice  system, this information mayfal ino the ‘yelow’ categoy where iis disdosure
should be more carefully considered. *®

Often, apefered defaut poicy of pivacy praditioners s the presumption of pivacy on
a the information uness the dsdosure  condiions  identified for apece of infomation

or aset of information are met This apples the most protecive privacy poiicy to al
information, alomng cetan peces to beused if disclosure  condions  are met

The opposte  approach is to alow dsdosure  of al daa, tagging cean peces or types
of information that require ahigher dissemination threshold. This applies the “green
light’  attribute to al information, alowing certain identfied pieces or types of
information to be non-disclosed. Jurisdictions must determine for themselves which
approach provides workable, appropriate  privacy  protection, whie alowing for system
fundorely.

Finally, the information flov mapis provided as atool to go beyond the Privacy Design
Principles and ‘dril down' into the information  flows of agency and integrated  justice
systems. This type of analysis is necessary to answering the following  questionnaires
that are key to the privacy impact assessment
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Step Two: Component Agency Privacy Analysis Question and Answer

If asingle agency desires to assess the prvacy impact of its information management
system(s), the agency should complete the questions and answers (Q&A) in this section.
After complethg the Q&A, an agency should complete the privacy analysis in Step Three
and moveto resoving  privacy issues in Step Six.

If an agency is completing the impact assessment as part of an integrated information
system, the agency should provide the completed assessment to the integrated — system
PPM.

Understanding  Your Environment

Before proceeding to the Q&Abased onthe Prvacy Design Princples, t is essental that
you determine if your information system is pat of aunique ‘environment of systems
that maybe subect 10 special law, regulation, or policy. This determination may affect
howyou answer the Privacy Design Principle assessment questions.

Please consder the following:

a Is the information in the system being compiled for the purposes of identfying
individual amna  ofenders  and dleged  ofenders and consist only  of  identifying
information and notations  of arest, the nature and disposition of criminal
charges, sentencing, confinement, release, and probation or parole status
(@minal hstoy recod  information)?

1 Is ths complation  consdered the “Official amina  hstory  recod’
for state repoting  purposes?

2 Is the system collecting this  information funded in whole or in part
with federal govemment funds?

I If so, does the system comply with the requirements of 28

CFR. pat 20?
h Is information in the system being compiled for the purpose of criminal
inteligence Investigation of individuals, includng  reports  of informants  and

nvestigains?

1 s hee revant Sae, locd, o thal lw, reguiation, or poky that
govems your system’s  collection, access, use, or dissemination of
ths type of infomation?

2 Is the system collecting this  information funded in whole or in part
with federal govemment funds?
. If so, does the system comply with the requirements of 28 CFR. pat 23?
C Does  information in the system incude information on juvenile  offenders  or
suspected offenders,  or their  famiies?
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1 s thee movat dae, locd, o tbd  lw, reguiaion, o poy tat govens
your system’s  collection, access, use, or dissemination of this type of
information”?

d Does the information in the system include information required by statte to be
maintained and used for research or statistical purposes?

1 k thee eavat saoe, lcd o thd  lbw, reguaion, o poy that govers
your system’s  collection, access, use, or dissemination of this type of
information”?

I If so, does the system comply with the requirements of 28 CFR.
pat 22?

e s there rdevant date, locd, o tbhal  law o reguaion that govemns your system’s
collection, access, use, or dissemination of personal  information in general?

f Has your agency undertaken a specific  effort  to identify any relevant law,
regulation, or poicy relaing to the information mentoned  above?

g Has your agency undertaken aspecific effot to implement identfied legal and
policy requirements  where necessary?

These quesions are intended to flag privacy issues  spediicaly assocated wih ¢aiminal
hstory  information, amna  inteligence information, enie  jusice  information, and
information used for research or Statistical puposes, aswel as hghight  the necessty

to become aware of and to implement requirements  of jurisdictionally specific  law,
reguation,  and polcy.

Acareful analysis of agency systems collecting, accessing, using, or disseminating
personal  information should be done, taking into account speciic  jurisdictional law,
regulation, or poicy in these contexts. Agency's completng  ther  PlAs shoud seek lega
counsel within  their  jurisdictions to ensure these requirements are implemented
approprtey.

Privacy Design Principle  Q&A
1 Are you foloning  the Pumpose Spedification Principle?

a Is there awntten purpose statement for the system collecting personal
information”?

1 Set out the purpose statement(s).

o} Is the witen  Staterment(s) pubicy  avaldbe pior to te tme of
informeation colection?

C ff avaidde  pubidy, s the witen  Statement(s) set out in the
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organization's collection fom(s) in acomprehensve and prominent
manner?

d Is the witten purpose statement  periodically reviewed and updated?

e Has aclear relationship been established  between the personal
information being colected and the system’'s functional purpose
and operational requirements?

f Is the personal information colected  petinent to the stated
pumposes for which the information is to be used?

g Are there limits on subsequent (secondary) use of the information?

h Are there Imis  on thidHary or private  sector partnerships or
relaionships where personal  information is or wil be disdosed?

I If not, dothese secondary use(s) conform to the stated purpose?

J Does the system have mechanisms to inform data subjects of third
party, secondary use disclosure?

Are you folowing  the Colecion  Limitaion Principle?

a

Are you limiing the colection of personal  information to the system's
denfiabie purpose?

Is personal information obtaned by lawful and far means?

Where appropriate, is personal  information obtained with the knowledge or
consent of the data subject?

Is relevance considered when collecting personal  information on
individuals without their knowledge or consent, or whenthe indvidual is
not chaged wth acdme (e, under  investigation, or when an investigative
body is ‘information gathering)?

Are you following the Daia Quadlty Principle?

a

h

Is the personal information colected for stated purposes:
1. accurate?
2. complete?
3. current?
4. verified?
Is the system colecting “original’ or ‘new’ information?
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Is the personal informaion  colected  direcly  fom the data subject?
Do you have a procedure for tracking:

1 requests to modify information?

2 determinations of the requests to modify?

3 modifications made based on the requests?

4 the source of the informaion  that is used to modfy the information?

5 when the last modification occurred?

Is there aprocedure to provide notice of comecion  (modification) to:
1 subsequent  justice  system users?
2 thrd pates (secondary users)?

Where appropriate, does the data subject have some means of accessing
the information to ensure it is accurate and up to date?

Where personal access by the data subject is not appropriate, are there
other methods to ensure that the information held is accurate and up to
date?

When a person chalenges the accuracy of arecord, is hefshe provided with
information about

1 the agency personnel responsible  for the record?

2 administrative procedures goveming  inquires?

Do you have procedures for addressing:
1 data management issues?

2 recod retenfon  issues?

Are you following the Use Limitation Principle?

a

Is the use of the information relevant to the purpose for which the system
is being designed (operated)?

Does the system Imit the use or disclosure  of personal information to the
articulated pupose(s) in accordance with Principe 17

Are any secondary uses Iir%ﬁed to those:
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1 with the consent of the data subject?

2 by te authoity of law?

3 for the safety of the community (including vicims  and witnesses)?
4 pusuant to apublic access policy?

d ff personal identifiers are used for puposes of inking acoss muliple
databases, do these muliple  databases have consistent  purposes?

e Do you have procedures to ensure a ‘record of use’ is maintained?

f Is the record of use’ aftached to each piece of personal information?

g Wil the system prevent the denvation of new information or creation  of
previously  unavailable  information about an individual through
aggregation  from the information collected?

h Is anagency or the system itself  prevented from making determinations
about individuals that would not be possble without the new information
(eered © N Q)?

I Do you have procedures in place to verfy the newinformation (see ) for
1 relevancy?
2 accuracy?

J Do you prohibit  personal  information from being sold or released under
pubic access poicy to privale  information gatherers  (reselers)?

k f not s the released information ‘publicaly accessbie” % pursuant 0 your
public  access poicy?

[ ff sod to private  information gatherers  (resclers), are there any

contractual agreements between you that would prevent the unintended
use, or misuse, of the personal information provided by your system?

m. Does the system have mechanisms to infoom data subjects of third party

(public), secondary  use disclosure?
Are you folowing  the Securty Safeguards Principle?

a Does the system have securty  safeguards?

o} Have you documented the system’'s securty safeguards that protect
personal  information against
1 (05504
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2 unauthorized access?

3 destruction?
4 use?

5 modification’?
6 disdosure?

Are security safeguards provided according to:
1 sensiivy of the information?

2 ks © a invoved pates?

Has there been an expert security  review?

Have staff been trained in requrements and ethics for protecting personal
information’?

Is saff aware of poides  and consequences regarding  breeches of security?

Are there controls in place over the processes that grant authorization to
modify (add or delete) personal information?

Does the system allow user access and changes to personal  information to
be audited  by:

1 date?
2 user  dentiicaion?

Are user accounts, access nghts and secuity — authorizations controled
and recorded by accountable systems or records management process?

Are access nghts  ony provided to users whoactualy requre  access for the
systems stated purposes?

Are there contingency plans and mechanisms in place to identify:
1 security breaches?
2 disclosures of personal  information in emor?

Are there mechanisms in place to communicate violations or emors 1o
subsequent users to miigate  collateral fisks?

Are there adequate, ongoing resources budgeted in maintenance plans for
security  upgrades with measurable performance  indicators?
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Are the system’s securty  safeguards comprehensive enough to incude all

system back-up mechanisms?

6 Are you following  the Openness Principle  ?

a Does the system have a general policy of openness about developments,
practices and polices  with respect to the management of personal
information (@pat fom the actual information)?

h Does openness include publc access to the management practices  of the
informeation?

C Does openness require clear communicaion to affected  individuals where
jusice  records are requested, sold, or rdeased to thid parties?

d Does openness require clear communicaion to affected  individuals where
justice records are requested, sold, or released under the systems public
access  policy?

s Are you folonng  the Indvidual Participation Principle?

a Does the system alow an indvidual, or anagent for an indvidual, to obtain
confirmation of whether or not the data collector has information relating
to him or her?

o} Does the system allow an individual to have communicated to him or her
information relaing  to him or her:

1 within  areasonable time?

2 a achage, i any, that is not excessive?

3 in areasonable manner?

4 in afom that s readly inteligble o himher?

C Does the system provide for an explanaton if arequest is denied?

d Is an indvidual able to chalenge a denial?

e Is the system designed to afford the above access rnghts with minimal

disruption to daytoday  operations?

8 Are you folonving  the  Accountabity Principle?

a

Is there an indvidual or agency body whois accountable  for complying with

measures that gwve effet to

1 te Pivacy Design Principes?
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2 the public access policy?
3 applicable law or reguiation?
Step Three: Assessing the Component Agency Answers

After fuly answering each of the questons above, the answers to questons 18 should
be compared to the objectives of each corresponding Privacy Design Principle
contained in the companion document, Privacy Design Principles for an Integrated
Justice  System.

Questions 18 above are phrased to help identfy possble areas of information privacy

wulnerabiiies within ~ an agency system. Where a question is answered in the negative
(NO), agency representatives should document the following items for each such
answer:

1 what is the reason(s) that you answered “No™?

2 is there alaw, regulation, or ariculated poicy that would except the system from
compliance with a particular policy suggested by the Privacy Design Principle
connected to this question?

3 is there alogical excepton relaled to the pupose of the agency system (eg. law
enforcement  investigation or inteligence gathering)?

4 what can be done to the system to makethe answer to this question “Yes™?

5 f you must relain  the identfied pivacy sk, what pans or procedures  are in place
o migate possbe efeds of the identfied nsk?

Agency representatives should keep in mind that although there may be a legal,
reguiatory, or traditonal poicy excepion for ther  information system, implementation

of additonal privacy  protecions may be appropriate. This is especaly reevant,  gven
public’s interest in and growing concern about information privacy. % The
documentaion  as to why the system has not answered affirmatively (YES) to any one of
the questions in the PIA should be retained and become a formal part of the impact
assessment.

Additionally, where an agency is part of an integrated information sharng system, the
agency, in cooperaion with the PPM,should weigh its responses to the questionnaire
against the agreed upon “privacy  baseline” of the integrated system agencies.  Where
the agencys system falls shot of meetng the privacy objectives, these areas should be
noted to the integrated  system PPMand should receive additional consideration.

Step Four: Integrated  System Privacy Analysis Question and Answer

The integrated system PPMshould answer the following guestions,  taking into
consideration the results of the component agency PIAS:

1 Does the integrated  justice  system folow the Purpose Spedification Principle?
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Are the purpose statements of the component agencies  systems
compatible?

Have all of the component agencies agreed to the purpose for which
information is colected in those agences that are passing them
information or to which they pass information?

Doesthe integrated  jusice  system folow the Colecion  Principle?

a

Are the collection polices  of the component agencies  Systems
compatible?

Have you determined which agency bears responsibiity for protectng  the
pivacy rights of indviduals affected by the odlection of infomation  when
it is shared amongother justce  agencies?

Have you determined which agency is responsible  for data qualty of the
colected  information (see below)?

Do you have aprocess in place to evaluate the possble cumulative — effects
on indvidual pivacy due to sharing information colected by different
component systems?

Does the integrated  justice  system folow the Data Qualty Principle?

Are the data qualty assessments of the component agencies compatible?

if they are not compatble, can you identfy  the weakest ‘ink(s) in the
chan?’

Do you have aprocedure in place to address (improve) data qualty at this
weakest point(s)?

Does the integrated  justice  system folow  the Use Limitation  Principle?

Are the use limitation polices  of the component agencies compatible?
Are the public access polces if the component agencies compatible?

Is  information “publically accessble”  under one components  public
access policy  ‘publically accessble”  under al the others public access
poides?

Does the integrated  system have mechanisms to inform data subjects of
thrd party (public), secondary  use disclosure?

Does the use of information throughout the integrated  system derve new
information (such as a compilation)?
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f Are the component agencies only using this information according to the
agreed purpose of the integrated — sSystem?

g Are component agencies aware that their decision-making may be based
on ‘new’ (aggregated)  information?

h Do the component agencies have safeguards, or review procedures, at
these decision+making points?

I Does the integrated  system lmit the release of this new information to
secondary sources such as:

1 the public?

2 pivale  industy?

3 the media?

4 information reselers?

Does the integrated  justice  system follow the Secuity Principle?

a Are security levels of the component agencies  systems compatible?

o} Can you identy  the weakest ‘ink(s) in the secuity chan’” n the integrated
system?

C Do you have a procedure in place to address (mprove) securty at this
weakest point(s)?

d Do you have procedures in place that allow you to improve (upgrade)
secuity whie sl mantanng  te interagency  fow of information in the
integrated ~ system?

Does the integrated  justice  system follow the Openness Principle?

a Are the openness standards of the component agencies compatible?
h Are there openness standards for the integrated — system itself?

C Does the integrated system have ageneral policy of openness about
developments, practices and polices  with respect to the management of
personal  information (@pat  from the actual information)?

d Does openness include public access to the management practices for the
oo
e Does openness require clear communication to affected  individuals if
agences withn the integrated  system sell or release personal  information
O td pates?
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f Does openness require clear communicaion to affected  indviduals if
agences withn the integrated  system sell or release personal  information
pusuant t public access policies?

Does the integrated  justice  system folow  the Individual  Participation Principle?

a Are the indvidual access polices  of the component agencies compatible?

h Are the individual challenge  procedures of the component agencies
comparable?

C Do the component agencies access polices  and challenge procedures
have no measurable negative impact on the day-to-day operation of the

integrated ~ system?
Does the integrated  justice  system folow the Accountabiity Principle?

a Is there an information steward for the system whois accountable  for
complying with measures that gve eflect to the Privacy Design Principles,
pubic access poicy, and any appicable  law or regulation?

h Is the information steward accountable  for:

1 ensuing al the above privacy design principles have been
incorporated in the technology design from the conceptual and
contextual ~ phase through implementation?

2 ensurng  information systems are capable of providhg  access to
personal  information on request and recording  who has had access
to the personal information and for what purpose?

3 ensung  staff managing information are traned on privacy
protection requirements  as detalled?

4 ensuring  information systems are transparent  and documented so
that individuals or aproxy can be informed about the collection,
access, use and disclosure  of therr personal  information within  the
context of the principles outined  abowe?

5 establishing reguar secunty and privacy compliance audits
commensurate with the risks to the data subject, or other
individuals with  a relationship o the jusice  system?
C Has the information steward assigned responsibility for completng PlAs

and conducting ongoing privacy assessments to aprvacy project  manager
(PPM) or other individuals or bodies?
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Step Five: Assessing the Integrated  Justice System Answers

As in the component agency assessments, the answers to questions 1-8 should be

compared to the objectives  of each comesponding  Privacy Design Princple  contained  in
the companion document, Privacy Design Principles for anIntegrated  Justice  System.
The PPMhas responsibility for weighing the results of the questionnaire against the

Pivacy Desgn Princpe  objectves.
Questions 18 above are phrased to help identify possble areas of information privacy

winerabiliies wihn  an integrated  jusice  system. Whereaquesion is answered in the
negative (NO), agency representatives should document the following  items for each
such answer:

1 what is the reason(s) that you answered “No™?

2 is there alaw, regulation, or articulated poicy that would except the
integrated  system from compliance with a particular policy suggested by
the Privacy Design Princple  connected to this question?

3 is there alogica excepion relaed to the pupose of the integrated  system
(eg. law enforcement  investigation or inteligence gathering)?

4 what can be done to the system to makethe answer to this queston “Yes™?

5 f you must reein  the identfied privacy nsk, what plans or procedures are
in pace t migae possbe effeds of the identfied fisk?

The documented answers should become aformal part of the integrated  justice  system
PIA. Where the integrated  system falls short of meeting the privacy objectives, these
areas should be noted to the integrated  sSystem information steward and should receive

Step Six Resohving Privacy Issues

Successful  privacy policy development and implementation requires acombined effort
of polcy leaders, information technology managers, and line system users. This
combined effort is needed in developing and implementng privacy policy in a single
jusice  agency system, aswel asin anintegrated  justce  system.

Privacy poicy development is lagely  the responsibiity of high level poicy executives
within  the justice  system; the information steward. Results of an agency or integrated
system PIA may identify privacy  wnerabiliies within  the system that are not addressed
by exsing  law, regulation, or polcy. In these inslances,  the information seward  shoud
work to develop policy and procedures to mitigate  personal  information privacy risk at
the identified points in the system. Broad principles, such as the Privacy Design
Principles, mayassist the information steward in this task  The information steward
should also consutt the orginal data flow maps. A modification in data fow mayserve
to miigate sk N some instances.
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The information sewad mayalso determine that cerfain  policy questons rise 0 alevel
that require public discusson  and poitical debate. In these instances, prvacy  poiicy
development mayneed to be supplemented by legisiative acion. It is the task, abet an
often difficult task, of the information steward to bring such privacy issues to the
daterion  of the legSkature. t is impotart,  however, for the information sewad o take
immediate steps to mitigate risk whie awaing legislative action on the identfied
privacy issues, even though privacy polces  or procedures mayhave to be changed to
confom 1o resuling law.

Oneof the nsks to any justice  information system is the sk created by negalive public

perception. Information stewards should consider mitigating this risk through
education and open dialogue with the media and the publc about their privacy policy
and assessment strategies. The PIA can assist information stewards and system
managers in identifying those areas that maydraw publc concemn and developing

thoughtful publc response. It is important to begin an open dialogue during the
planning phase of jusiice  information system projects, and, where exisng  systems are
involved,  as soon as privacy polices  and procedures are developed.

Conclusion:
Information  systems  are integral 0 the operaion  of the jusice  enterprise. Information
collection, access, use, and dissemination practices of the past are changing as

agencies seek to implement more sophisticated technologies.

Increasingly, justice  system leaders are being asked to develop justice  information
pivacy poicy for newtechndoges  without the beneft of estabished  law, reguiation, or
policy  precedent In developing what is often newprvacy policy, it is important for
usice leaders to consider  tradiiondl information practices, aswel aste efeds o new
information collection, use, and dissemination technologies.

The Privacy Impact Assessment for Justce  Information Systems is designed as the third
in aseries of tree policy toos for state, loca, andtibal justce agences. The PIA
shoud be used in conunction  with its companion documents, Prvacy Design Principles
for anlintegrated  Jusice System and the Public Access Guideline for Justice  Information
Systems.

Tools such as the Privacy Design Principles, Pubic Access Guideline, and the Privacy
Impact Assessment for Justice  Information Systems, whie not the ‘siver bullets’ for
privacy policy, are intended to assst jusice leaders in developing  information privacy
poices  critical to jusice system operaion in the 21% Century.
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Appendix ‘A

As has been stated throughout this document, privacy entals more than just securty.
Secuty semices —such as authentication, access contro,  and confidentality are of
fremendous importance to organizations in implementing  their privacy  policies. In
determining  how most appropriately to protect your data, there are many purely
technical issues for data owners to consider.  The choice of which type of technology to
use, and howit should be used, is best decided after the programmatic and policy
decisions are made(e.g., Wwhodoes the data owner want to have access? how should
users access data? what access methods are necessary for the users jobs?).  The most
important  factor is to ensure that acomprehensve secuity  infrastructure is designed
with specfic  secuity and privacy goas in mind.

Below, are a number of highlighted secunty issue areas and some suggested technology
options to provide for increased security. These suggestions are not meant to be
limiting, nor are they meant to be an exhaustive  listing. These options are offered as a
reference  to justice  information system managers based on experiences of various
e elies

NetworkSecurity-

Perimeter  Security. Routers,  firewals, and intrusion detecion  systems should be
implementedtotightlycontrolaccesstonetworksfromoutsidesources. Routers
sionsmadebythenetworkoperators,therebylimitingthetypesofunauthorized

actviies on anewok  Conwversely, the goal of intrusion Oetecion systems s
monitorusageofinformationsystemsanddatainnear-reakimeandtoblockpat-

tems of behavior that appear to vidale  sysem secuity  or privacy  polces. Routers,
firewalls, and intrusion detecion  systems are amost aways used in a coordinated
mannertoprovidehighlevelofserviceassurance. Thesesystemscanalsobeused

to estabish  conrol ponts betwween vaious intemal  segments of an organization's
network.

Network Access. Data owners maywant to develop polices to limit data interchange

between intranets, thereby minimizing  network security  risks. Before developing
technical  soluions  to implement these policies, data owners must assess howthis will
impact the agency's overall system integration objective. Because of potential

performance issues, these soluions  maynot be viable. Data owners are encouraged to
determine user needs (e.g., do users need laptop and dial-in access?) prior to
establishing poices that wil prevent needed access. It is prudent to configure  network
access to discourage anonymous download operations.

Telecommunications. Fiber optic network cabing is prefered  over copper wiing for
sysems requiing  high levels  of protection. It has been proven by secuity  praciiioners
that network signals (e.g., data packets and voice transmissions) are less easiy
intercepted fom fbber optic cabing than from other copperbased altematives.

SystemSecurity-
Advanced Authentication. Definitively identifying users before they access an
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organization's network is a key component in protecting information resources. Start
bychoosinganauthenticationsystemwithencryptedpasswordprotocols. Byestab-

Ishing  password procedures, such as requinng a specified  format for passwords,
password aging, and acive use of audt tals wil help you can dose the loopholes
thatintrudersusetocompromisesystems. Higherlevelsofprotectioncanbe
achievedbyimplementingadvancedmechanismsusingcryptographicorbiometric

authentication. Before choosing an advanced authentication system it is imperative
thatdataownersevaluateuseraccess,hardware,andotherrequirements.

Encryption. Many securty  practiioners beleve that encryption  technologies, such as
those provided by public key infrastructures (PKI), are an essential component in
comprehensiveprivacyandsecuritysolutions. We highlyrecommendthat

organizations investigate the feasibility of implementing PKI and component
technologies  such as certification servers  for ther networks.  Certification senvers
manian  te ‘dedonc denity” g, odga  caticaes) for each of the aganizaion's
authorized  users. Based onthe access nghts assigned each user, these certificates can
then be used as ‘“tickets” to gan access to authorized fles and directories. System
operator should chose an encryption  soluton  commensurate with the level of 1) rnisk
of possible  interception or disclosure, 2) sensitivity of the data transmitted, and 3)
access necessary for authorized — users.

Audt Trails. The use of audt procedures (eg, tacking whois accessng the data, what
data was accessed) combined with analysis of audit logs and folon-up  for  unauthorized
or anomalous activity s essental for longterm  system secuty  and privacy.

Physical  Security. System and network  administrators should tghty  control  physical
access to computer and network hardware. Only authorized  members of the technical
staff should be allowed access to systems.

Database _Integrity. It maybe advisable,  depending on the sensitvty of the data, to
utilize muitHevel, secure database producls to ensure the safety of data  MuliHevel
secure databases segregate data into areas where users mayor maynot have access,
depending onlevels of authorized  access. Such user access permissions are set by a

database administrator. Additionally, limiting data access via database engine
passwords or digital certificates separate from the operating System password adds
ancther lyer of securty.

UserAwarenessandTraining-

In addion O concems about technical  nsks, one of the largest dalaprotecuon

issues revoves aound what is commonly refered  to as “social  engineering.” Social

engneering  invoves  the unauthoized  disdosure  of sensiive  information by an indr
vidual authoized 1 have the information. For instance, computer intuders  fre-
quenty make telephone  calls  to indviduals iNn an organization, masquerading as a
felow employee. The intuders  then attempt to tak the employee into dwiging
sensitiveinformationsuchaspasswords,networkaddresses,orlDnumbers. The

most effective mitigation srategy for socal engneering as wel as other human
integrity Ssues s peiodc  tanng for authoized users on te omganization's security

and pivacy  poices.
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Appendix ‘B’

The Privacy Impact Assessment for Justice Information Systems has been prepared in
ajont efot by sate, loca, andtibal jusice leaders, the Unied Sttes Depatment of
Justce's  Office of Justce Programs, Justce Management Division, and Federal Bureau
of Investigation, the National Ciminal Jusice Association, and the Ofice of the Ontario,
Canada Information and Privacy Commissioner.

Aspecal  thanks to the ongindl  dafters and reviewers  of this  document who participated
in the June 89, 2000 Privacy Impact Assessment Workshop in Chicago, llinois:

Brian Beamish

Director ~ of Policy & Compliance, Ontario Information and Privacy Commission
Sol Bermann

Legal Project Manager, Technology Policy Group, Ohio Supercomputer Center
Christopher  Bosch

Dwvison  Chief, Kansas City Missouri Fre Department

John G. Boufford

President, E-Privacy Management Systems

David Boyer

Information ~ Technology Advisor, OJP, ACSDefense, Inc.

Timothy Bumns

Justice Information  Analyst, Pinellas County Dept of Justce  Coordination
Emily Busse

Staff Assocate, Natonal Ciminal Justce  Assocation

Dr. Ann Cavoukian

Commissioner, Ontario  Information and Privacy Commission
Paicia FS. Cogswel

Attomey, US. Dept of Justce, Justce Management Division

Dr. Hugh Collins

Judicial  Administrator, Supreme Court of Louisiana

Ed Crockett

Information Systems Manager, Kentucky Administrative Office of the Courts
Cabell Cropper

Execuve Director,  Naional Ciminal Justice  Association

Gregory Frost

Policy Planner, Tallahassee Police Department

Anne E. Gardner

Attorney-Adwvisor, US. Dept of Jusice, Office of Justce Programs
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Kimberly Glenn
Information Senvices Manager, San Diego Police Department
Lee Guice
Staff  Attomey, Kentucky Administrative Office of the Courts
Michael Gurski
Policy & Technology Officer, Ontario  Information and Privacy Commission
Beth Haley
Attomey-Advisor, Administrative LawUnit, Federal Bureau of Investigation
Hunter Hurst
Director, Natonal Center for Juvenie  Justice
Paul F. Kendal
General Counsel, US. Dept of Justce, Office of Justice Programs
NobelKennamer
Special  Assistant, Los Angeles County Publc Defender
Kent Koehler
QA/Tech Support Coordinator, Sedgwick County Emergency Communications
Lui Lands
Director ~ of Marketing and Communications, = Miami-Dade Country Clerks Office
Kent Markus
Professor,  Capitol  University Law Schoal
Jay Maxwell
Chief Operating Officer,  American Assn. of Motor Vehice Administrators
Jim Peschong
Assistant  Chief, Lincoln, Nebraska Police Department
Janet  Quist
Director, Pubic Safety Programs, Public Technology, Inc.
Jioko Rosales
Director, Cout and Detenion  Senvices, City of Dallas
Randy Ross
Executve  Director, Indan Center, Inc.
Dr. Peter Scharf
Co-Director, Center for Soceety, Law, and Justice, Uniwersty  of NewOreans
Chisian  Selch
Project Manager, Ohio Supreme Court
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Julie  Spence-Gefke

Juvenie  Justce  Consultant

Robert A Stelingworth

Co-Director, Center for Socety, Law, and Justice, Uniwersty  of NewOrleans
Tei Sulvan

Director, Davidson County, Tennessee Justice Information System
Bob Wessels

Court Manager, Hamis County, Texas

Car Wickiund

Executve  Director, American Probation and Parole  Association

John Woulds

Director ~ of Operations, The Data Protecion  Registrar, United Kingdom
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1 See, OriNioN R ESeARCHC orRPORATION NT L, P Rivacy, T ECHNOLOGYAND C RIMINAL J USTICE
I NFOorRMATION P uBLIC A TTITUDES T owARDU SES OF C RIMINAL H ISTORY | NFORMATION S UMMARY OF S URVEY
FINDINGS, PREPAREDFORTHEU.S.D  EPARTMENTOR] USTICE,B UREAUOR] USTICES TATISTICS ANDSEARCH, T HE
NaTIONALC ONSORTIUMFOR] USTICEl NFORMATIONANDS TATISTICS (May 2000).

2 In this instance, the manlost his job, home, and family before becoming aware of the
mistake within  a law enforcement  information system. Although he was successful  in having
the information corected in the law enforcement system, the false information had been sold
by law enforcement to private  information vendors.  The incorrect  information was not able to
be raced or comected on anatonal basis. Therefore, the manin this case must contnue to
ive with the knowledge that at any tme he could be mistaken, in electronic form, for another
individual wih adamaging caiminal  history record.  See, Stolen  ldentiy: Coud t happen o you?
(MSNBCtelevision broadcast,  April 18, 2000), http:/Amww.msnbc.com/news/397082.asp.

3 The Privacy Design Principles can be obtained through the Office of Justice Programs
at www.ojp.usdoj.govintegratedjustice/ or at 202-514-3719.

4 The Publc Access Guidelne can be obtained through the Office of Justice Programs at
www.ojp.usdoj.govintegratedjustice/ or at 202-514-3719.

5 See, OriNioN R ESEARCHC ORPORATIONI NT L, P RivAcY, T ECHNOLOGYAND C RIMINAL J USTICE
| NFOorMATION P uBLIc A TTITuDES T owaARDU ses oF C RIMINAL H ISTORY | NFORMATION S UMMARY OF S URVEY
Finbings, PREPAREDFOR THEU.S.D  EPARTMENTOR] USTICE,B UREAUOR]) USTICES TATISTICS ANDSEARCH,T HE
NaTIONALC ONSORTIUMFOR] USTICEl NFORMATIONANDS TATISTICS (May 2000).

6 The document is entiied, Privacy Design Principles for anIntegrated  Justice  System,
andisavailablethroughthe Office of Justice Programsatwww.ojp.usdoj.gov/

integratedjustice/ or 202-514-3719.

! The Publc Access Guideline can be obtained through the Office of Justice Programs at
wwww.ojp.usdoj.goviintegratedijustice/ or at 202-514-3719.

8 These documents are available  on-ine  at http:/Mww.gov.on.ca/MBS/english/ip/

9 As discussed in the Public Access Guideline, information can be categorized as
“discloseable’, ‘hon-discloseable,” or ‘publicaly accessbie” Conidental information  covers
that information  which is discloseable or nordiscloseable, because it requires  limiting access
according to the requester's authority  to receive the information. Publically accessible

information does not cany this limitation.

10 Stolen  Identty: Could it happen to you? (MSNBCelevision broadcast,  Apil 18, 2000),
http:/Mww.msnbc.com/news/397082.asp.

1 See, Health Insurance  Portability and Accountability Act of 1996, 42 USCA. §201
note, §1320d (Supp. 2000); Family Educational Rights and Privacy Act of 1974, 20 US.CA.
§ 12329 (2000); Chidren's  Online Privacy Protecion  Act, 15 US.CA. §6501 (Supp. 2000);
Fair Credit Reporting Act, 15 US.C. 81681 (1998); Digital  Millennium  Copyright Act, 17
USCA. 8101 note (Supp. 2000);, Gramm-Leach-Blley  Act (Financial Services  Modemization
Act of 1999), Pub. L. N0.106-102, 113 Stat 1338 (1999). In addition, please see proposed
privacy acts: Intemet  Consumer Information Protecion  Act, HR. 2882, 106™ Cong. (1999),
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and the Online Privacy Protection Act of 1999, S809, 106™ Cong. Al federal statutes can be
accessed at wwwwashlawedu. Al public laws and bils  can be accessed at httpi/is9loc.gov/
home/thomas.html.

12 See, eg, 28CFR. Pat 20, 22, 23 (1999).

13 For a discussion  on implications and effects of advanced information sharing
capabiliies in the justce  system, see Paul F. Kendal, Neal J. Swartz, Anne E. Gardner,
Gathering,  Analysis, _and Sharing _of Ciminal  Jusice  Information by Jusice  Agencies: the Need
forPrinciplesofResponsibleUse, 21 ST ANNUAL | NTERNATIONALCONFERENCEON DATA PROTECTIONAND
| NFormaTIONPRIVACY, Hong Kong (Sept.  1999),  http:/Amww.pco.org.hk/conproceed.html.

14 For statutory  guidance in defining  “personal  information,” the authors looked to the
United States Federal Privacy Act Although the Privacy Act does not include a definiion of
‘personal information,” its  definiion of recod” indudes information  pertainng O education,
financial transactions, medical history, criminal  or employment history, name, and any
identifying number, symbol, or other identifying particular assigned to an individual, such as
afinger or voice print,  or a photograph. SeeThe Privacy Act of 1974, as amended, 5USC. §
552a (1999).

Many other recent legislative and regulatory  acts have defined or given examples of
‘personal  information.” These incude:  the Chidren's  Onine Privacy Protecion  Act Pub. L
105-277 and the Federal Trade Commission's “Privacy Online: AReport to Congress” (http:/
M ftc.govireports/privacy3/toc.htm) . Inaddition, please see the European Union Directive on

Data Protection 95-46, and proposed legislation: The Online Privacy Protection Act (S.809).

15 See Privacy Design Principles  for Integrated  Justice  Systems, Design Princpe  8for a
ful  explanaion  of the Accountabiity Principle. This document is avalable  through the Office
of Justice Programs at www.ojp.usdoj.govintegratedjustice/ or 202-514-3719.

16 The PPMshould have arange of skils including  policy development, operational
program and business design, technology and systems expertise, risk and compliance
analysis, and procedural  and legal knowledge.

o if the PIAis being undertaken by asingle agency, the role of the informaton  steward

and the PPMstll  apply. In somesmaller agencies or jurisdictions, however, these roles may
be combined. The information steward would oversee the completion of the impact

assessment and work to address the privacy any resulting privacy  concems.

18 It is recognized that privacy impact assessments require broad knowledge of both
policy and technology issues. The PPMmayneed to develop ateam approach to completing
the PlAs of each agency and the integrated system. In this collaborative effort, honever, it is
impotant  that asinge  individual utimately be responsble  for ensuing that the privacy  impact
assessment is completed.

19 The sysem “‘owners’ are the indvidual  justice  agendes responsbe  for outining  their
systems’ purposes and requirements. The system ‘“developers’ are the entiies, ether  private
sector or govemment, that wil address technical  aspects associated with implementng the
owners  requirements.

20 The baseline privacy standard is that level of privacy protection to which each

component system will  work to achieve. Privacy issues should be addressed component by
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component until each agency system achieves the agreed upon baseline of “privacy

proedion.”

21 See Privacy Design Principles for Integrated  Justice Systems, Design Principle 2
(Collection) and Design Principle 8 (Openness).

22 Examples of privacy-enhancing technologies (PETs) include encryption, digital
signatures, anonymous  electronic cash and service delivery  systems.

23 This document is available through the Office of Justice Programs at
wwww.ojp.usdoj.goviintegratedjustice/ or 202-514-3719.
24 Robert Elis Smith, “Compiation  of State and Federal Privacy Laws,” 1997 ed. (Supp.

1999). _Privacy Joumal is an independent newsletter  focusing on Privacy in a Computer Age
that has been published monthly since it was founded in November, 1974. Privacy Journal
maintains  an extensive  research  collection of materials  about privacy, indudihg  a compiation
of state and federal privacy laws. Resources can be obtained through Privacy Joumal, P.O. Box
28577, Providence, RI 02908, 401-274-7861, 5101719@mcimail.com.

25 See the Public Access Guidelne for assistance  on developing public  access policy for
these types of disdosures.

26 “Publically accessble,” meaning, that which by law or tradition is readly avaleble o
nornHustice organizations or individuals without the need to state an authorized  purpose.

21 See, OriINIoN ReseARCHCORPORATION NT L, PRIvAcY, TECHNOLOGYND CRIMINAL JUSTICE | NFORMATION

PusLic A TTiTubES T owARDJ SES OFC RIMINAL H ISTORY] NFORMATIONS UMMARYOFS URVEYF INDINGS, PREPARED
FOR THE U.S. D EPARTMENTOF J USTICE, B UREAU OF J USTICE S TATISTICS AND SEARCH, T HE N ATIONAL

CoNsorTIUMFOR] USTICEl  NFORMATIONANDS TATISTICS (May2000).
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