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MODULE 2

Data:  What Measures Should be Taken to Ensure That Child Support Data is Protected

TRAINING NOTES

· Display:  Module 2, PowerPoint slide 1 and explain bullet points.

Module 2:   Data:  What measures should be taken to ensure that child support data is protected
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training notes

· In Module 1 we looked at some of the security issues we face in the child support program with the new technology that is available.

· Now let's look at what measures should be taken by the management staff to ensure that child support data we have access to is protected. 

· Display:  Module 2, PowerPoint slide 2 and explain bullet points.

2.1 Learning objectives

The learning objectives for this module are to enable participants to:

· Explain how important it is to know who is an authorized user and what is an authorized purpose for obtaining child support information.

· Define the type of information that is contained in the child support system.

· Describe computer security and identify threats that face the child support program.

· Describe management’s responsibilities with respect to system security.

[image: image2.wmf]4

Data in SWS

SWS

Other 

SWS

Credit Bureaus

•

DMV

•

SESA

•

IV-A

•

Tax


training notes

· Display:  Module 2, PowerPoint slide 3 and explain bullet points. 

· Explain to participants that the first and most critical piece of protecting the data is to ensure that child support workers, supervisors, and management staff know who they can release information to, for what reasons, and how.  Providing information to an unauthorized person and/or for an unauthorized purpose is the same as leaving the office doors wide open, with the computers turned on showing confidential information, and inviting the public to come in and browse.

· It is important to remember that as more and more States automate the integration of FPLS data returned from the NDNH and FCR through proactive matching, it will be more difficult for the average child support worker to discern the source of the data in their cases.  For this reason, child support workers will need to apply the two-prong test to requests for case data on an ever-increasing basis.  The laws that govern the access to the FPLS data are §463 and §453 of the Social Security Act.  These provisions are explained in detail in the course developed for child support workers entitled:  “The Child Support Program:  Securing the Future.”

· It is as critical for the child support worker to not only understand who is authorized to get child support information and for what purpose but what the penalties are for violating this.  This information is also discussed in detail in the course developed for child support workers entitled:  “The Child Support Program:  Securing the Future.”

· We have access to valuable information that we are responsible for safeguarding.  As we saw in Module 1, data in the wrong hands may lead to identity theft and fraud.  Do we want to be responsible for being the cause of identity theft for an NCP or CP?  How about ourselves?  Do we want to lose access to our valuable resources for failing to safeguard them?  Management is responsible for the protection and confidentiality of the child support data.

· Ask participants if they are aware of any problems their respective agencies have had with inappropriate release of information.  What types of penalties do staff face if they willingly provide inappropriate information?

2.2 authorized users and authorized access

Access to the child support data should involve a two-prong test to determine who may have access, and for what purposes they may request access to the data (for FPLS data this is law).  The data may be obtained only by authorized users, and then only for authorized purposes.  

· For FPLS data the child support worker identifies an authorized user for an authorized purpose, then the request must be submitted through the State IV-D agency.  The type of information that is returned to the requestor is based on who the user is and for what reason the request is made.
· The federal government safeguards both the security and privacy of information contained in the records they access and maintain.

· State and local child support agencies are required to understand and adhere to federal disclosure laws relative to the authorized disclosure of information.

· For most child support workers, violation of the rules governing security would be a civil or criminal offense, resulting in suspension or loss of employment, the imposition of fines or jail time, and the potential for personal financial liability.
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Training notes

· Now that we have discussed the importance of releasing information only to authorized users and for authorized purposes, let’s look at an overview of what is contained in our statewide systems.  Remember that this is an overview.  Your particular state may have more or less access.  

· Display:  Module 2, PowerPoint slide 4.

· The State of Texas on the slide represents the Statewide System (SWS).  The diagram shows that information comes into the SWS and goes out of the SWS continually to:

·  Credit Bureaus

· FPLS

· Other statewide systems

· State locate resources such as Department of Motor Vehicles (DMV), State Employment Security Agencies (SESA’s), State Tax, and IV-A automated systems.

· Are there any interfaces that are missing?  It is safe to say that each SWS contains confidential information from many sources—not just child support information that has been provided by the custodial and non-custodial parent.  So if someone inappropriately obtains information from one of our offices it impacts not only the child support program, but the interfaces it maintains as well.   

2.3 Statewide systems and their interfaces—overview

There is much information available at the State level.  But there is also much information available at the Federal level.  Safeguarding the information available at the Federal level is the primary reason why we are here.  The information we get from the FPLS is current, and includes wage information on almost everyone who is or has been working. 
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training notes

· We have such highly confidential information in our SWS that it is critical that proactive (as much as possible) initiatives be taken to prevent security violations on a system level. 

· In this module we will focus on our technological risks. Display:  Module 2, PowerPoint slide 5.

· Computer fraud in the U.S. alone exceeds $3 billion each year.  (This may increase measurably due to the recent denial of service attacks).  Less than 1% of all computer fraud cases are detected.  Over 90% of all computer crimes go unreported.

· Computer-related crimes are escalating at a dramatic rate.  Computer crime is almost inevitable in any organization unless adequate security procedures are put in place.

2.4 computer security

What is computer security?  It is controlling access to the hardware, software, and the data of the computerized system.  A large measure of computer security is simply keeping the computer system’s information secure.

Technology has advanced rapidly and brought about great improvements for the Child Support Program.  As we have discussed earlier, with great improvements come increased risk.  We need to be aware of all types of risks that could impact child support operations.

Computer security involves the elimination of weaknesses or vulnerabilities that might be exploited to cause loss or harm.  Where are we vulnerable and what protective measures must the managers take in the Child Support Program?  Let’s look at some of the risks we face daily.
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training notes

· Display:  Module 2, PowerPoint slide 6 and discuss bullet points.

· Technology evolves so rapidly that vendors concentrate on the market aspect, often placing a low priority on security features, and minimizing the time spent on developing these features.  Vendors also tend to focus on the “bells and whistles” for their software, without much thought given to the security features and needs.

· As we move through this module it will become evident that employee cooperation in computer security measures is critical.

· Employees must be aware of all policies regarding software, hardware, e-mail, and Internet usage.  They must also be aware of the threats and risks associated with the use of each of these.

· Ask participants if their employees regularly attend or are educated with virus awareness type training?

2.4.1 Where are We Vulnerable?

Everywhere!  In today’s technology we are literally vulnerable each step of the way.  Viruses can attack and infect the whole program—from a child support worker’s PC to the Internet and from the Internet to the child support worker’s PC.  Hackers can infiltrate anywhere along the way.  
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training notes

· Display:  Module 2, PowerPoint slide 7 and explain bullet points.

· The term  “computer virus” was formally defined by Fred Cohen in 1983, while he performed academic experiments on a Digital Equipment Corporation VAX system.  Viruses are classified as being one of two types:  research or “in the wild.”  A research virus is one that has been written for research or study purposes and has received almost no distribution to the public.  On the other hand, viruses which have been seen with any regularity are termed “in the wild.” 

· It is estimated that there are 20,000 to 40,000 known viruses, and 10 to 15 new ones are created daily.

· Viruses have evolved over the years due to efforts by their authors to make the code more difficult to detect, disassemble, and eradicate. This evolution has been especially apparent in the personal computer viruses. 

· A survey of over 700 companies and government agencies in the U.S. and Canada shows that 80% found at least one virus on their PCs last year.

· The difference between a Trojan and a virus is the Trojan does not attempt to reproduce itself.

· A trojan horse virus arrives in programs camouflaged to look useful or entertaining.  While you are looking at the latest animated ditty, a malicious Trojan horse could be running amok in the background.

· One common class of Trojans are fake log-in programs—collecting accounts and passwords by prompting for this info just like a normal log-in program does.  Another is a disk defragger that erases files rather than reorganizing them.  

· Ask participants about their personal or professional experiences with computer viruses.

2.4.2 Viruses

What is a virus?  Virus:  A computer virus is an executable code that, when run by someone, infects or attaches itself to other executable code in a computer in an effort to reproduce itself.  Some computer viruses are malicious, erasing files or locking up systems; others merely present a problem solely through the act of infecting other code.  

It is their unexpected and generally uncontrollable replication that makes viruses so dangerous.  Computer viruses should never go untreated.  

· Trojan:  Closely related to computer viruses are Trojan Horses.  A Trojan Horse is a program that performs some undesired yet intended action while, or in addition to, pretending to do something else.

· Worm:  A worm is a self-propagating virus.  A worm travels through the Internet or network and can infect the server and every machine, workstation, and even home computer connected to the network.  The term “worm” refers only to how the virus penetrates the system. 
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training notes

· Display:  Module 2, PowerPoint slide 8 and explain bullet points.

2.4.3 Where Viruses Come From

Viruses come in many shapes and sizes.  

· File Infectors

· These viruses attach themselves to regular programs, such as COM or EXE files.  Thus, they are invoked each time the infected program is run.

· Cluster Infectors

· They modify the file system so that they are run prior to other programs.  Unlike the file infectors they do not actually attach themselves to programs.

· Macro Virus

· Word processing documents can serve as sources of transmission for viruses that take advantage of the auto-execution macro capabilities in products such as Microsoft Word.  Simply by opening an infected document, the virus, written in a product’s macro language, can spread.
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training notes

· Display:  Module 2, PowerPoint slide 9 and briefly explain the diagram.  

· This displays the child support workers personal computers that are hooked into the CSE Local Area Netwok (LAN); the child support data for each states system is linked to the LAN.  Between the child support worker and the Internet is the Firewall and the Web Server.  The Firewall is special hardware that checks all incoming traffic for signs of inappropriate intent.  The Web Server communicates with a name server to translate the server name "www.howstuffworks.com" into an IP Address that it can use to connect to the server machine to provide the information the user is seeking.

· With PC’s, the initial infection can occur when someone boots or reboots a computer with an infected floppy left in the A drive.  It is always a good habit to check and remove any floppies that might be in the drive before booting the machine.

· Staff should regularly run a virus scan.  A virus scan should also be run for programs that are retrieved from a bulletin board, the Internet, a colleague, etc.  There are even instances of commercial, shrink wrapped software that has been infected with viruses.

· In a lot of your systems, use is made of a “firewall” to keep unauthorized users out.  It is not perfect protection, but it does help.

2.4.4 Where Can a Virus Infect the Child Support Program?

Viruses can infect a computer from the end user input or from the Internet to the end user.

· Booting from a floppy:

· System infectors are loaded each time an infected disk is used to boot the system.  This can happen even if a disk is not equipped with the files needed to truly boot the computer, as is the case with most floppies.

· Running an infected program:

· As programs infected with a file infector are run, the virus spreads.  
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Training notes

· Display:  Module 2, PowerPoint slide 10 and explain bullet points.

· Don't let your guard down!  Remember:  Never open an e-mail attachment unless you know what it is—even if it comes from someone you know and trust. 

· Be aware that the people who create viruses can use known hoaxes to their advantage.  A good example is the AOL4FREE hoax.  This began as a hoax warning about a nonexistent virus.  Once it was known that this was a hoax, somebody began to distribute a destructive trojan (a trojan differs from a virus in that it does not reproduce itself) in a file named AOL4FREE attached to the original hoax virus warning!  The lessons are clear: 

· Always remain vigilant 

· Never open a suspicious attachment 

· Refer participants to page 11 in Appendix A, Virus Glossary of Terms for more information on virus terminology.

· Virus detection software helps to catch viruses that could infect your system.  It does not detect all viruses with perfect accuracy, especially new viruses.  It is very important to update your anti-viral software  regularly.  Failure to do so makes you more vulnerable to viruses.

2.4.5 Virus Scanners

All systems should have virus scan software installed and running.

· The virus scan software should:

· Check system at boot

· Load in background; running all the time

· Update virus data definition file (Automatically or manual and weekly)

· Configure software to inspect every file type (Executable, compressed, and document files (e.g., Word, Excel))

· Configure to check e-mail attachments.
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 training notes

· Display:  Module 2, PowerPoint slide 11.

· In February 2000 massive denial of service attacks took place on Internet businesses, including:  Yahoo, CNN.com, e-Bay, Amazon.com.  As we talked about earlier, the President met with industry, government, and academia leaders to discuss security on the Internet.  One media estimate of  “over one billion dollars” in lost revenue, downtime, and preventative measures as a result of these few attacks.

· Martin hacks into computer web sites for a living.  He works for IBM,  the world’s largest computer maker, and he says he has an alarmingly easy job.  Many speculate that some of the denial of service attacks and other cybercrime issues may stem from those who “hacked” legitimately for a living— and have now turned bad.  

· One factor fueling hacking is free online distribution of simple attack tools, making it easy for people who don’t even know computer programming to break into web sites.  These tools truly are down to point, click, and attack.

· The recent attacks on major websites such as Amazon.com, E-Trade, and Yahoo heightened the need for around-the-clock monitoring and analysis, experts said.  The market for security consulting alone should reach $14.8 billion by 2003, up from $6.2 billion last year, said David Tapper, an International Data Corp. analyst.

2.4.6 Hacker Strategies

Are child support programs vulnerable to hacking?  Yes.  Some of the strategies that hackers use are: 

· Masquerading as government users or managers, to trick staff into revealing passwords or permitting access to wiring closets

· Breaking into systems that contain sensitive data

· Launching attacks that effectively block access to the systems, thereby shutting down operations and disrupting any work in progress.

2.4.7 Effects of Hacker Strategies

· Denial of Service Threat:  Perfectly secure systems can be frozen by sending them too much information.

· Protection Delay Threat:  After a vulnerability is announced, it typically takes days or weeks to patch all systems, and in the meantime those systems are more vulnerable to attacks.

· Lack of automated tracing:  Attackers take pains to disguise the source of attacks, and it may take weeks or months before the origins of the attacks can be found.
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training notes

· Continue to display:  Module 2, PowerPoint slide 11.

· A top cyber security expert blasted software developers for marketing flawed products that he said boosted the Internet’s vulnerability to high-tech hacker attacks.  There is little evidence of improvement in the security features of most products, he claims.  

· It is important for management to ensure that all staff are aware and kept current of the ever increasing hacker strategies.  These issues could become a very real threat to the child support program.  In the “Securing the Future” video (available from OCSE) there is a story depicted about a woman calling in to obtain information on a case alleging that she is the custodial parent.  In the video the importance is focused on knowing who you are giving information to (authorized user and authorized purposes).  However, this is also a good example of obtaining information for use in identity theft.  A hacker obtains names and positions of people in an office and finds ways to obtain access to the system using this information to gain the identification information.

· Another hacking example would be a visitor to the office, posing as someone from the phone company and asking for access to the wiring closet.  Once in the wiring closet, the intruder can do things to gain unauthorized access to the system.

2.4.8 Technological Short Comings That Assist Hackers

· Users choose utility over security:  Word Macro viruses and problems with Javascript have become well known, yet many sites do not filter or block access accordingly, because productivity may be hampered.

· Networks contain homogeneous components:  Because Microsoft Windows-based systems are often used throughout an organization, attacks that successfully target Microsoft products can greatly impact those organizations.

· Firewalls can be penetrated:  E-mail attachments, weak firewall configurations, web sites, trojan horse downloads, backdoor connections.

· Hosts behind firewalls have weak security:  Thinking that a firewall completely protects them from attack, some organizations do not maintain security on their internal systems.  When attacks do penetrate firewalls, those organizations are wide open to attack.

· There exist many available intermediate hosts:  Weak hosts that can be used to launch attacks.

· Identity Fraud tricks still work well:  Attackers have been known to masquerade as employees and trick people into permitting them access to systems.  These tricks are especially pertinent to the child support program.
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Training notes

· Display:  Module 2, PowerPoint slide 12 and explain bullet points.

· Managers should ensure safe computing with proper computer security training as we mentioned earlier.  There should be written and clearly established security policies.

· As we discussed in Module 2, staff training must encompass “safe computing.”

2.4.9 Safe Computing Tips

Comprehensive security policies and procedures should include the following:

· Don’t use illegal software

· Always write-protect your systems and program disks.

· Always watch for strange occurrences:

· Observe when your computer is slowing down

· Watch for files that disappear

· Watch whether the loading of programs takes longer

· Watch for decreases in main memory or reduction of disk space

· Watch for unusually large sizes on program files

· Watch for unusual displays on the computer screen

· Always scan diskettes for possible virus infections before opening any of the files

· Teach computer users about computer viruses

· Stay in touch with ADP staff to be aware of new virus threats.
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Training notes

· Display:  Module 2, PowerPoint slide 13 and explain bullet points.

· It is important to drive home with participants that security is everyone’s responsibility.  Traditionally, security has been always viewed as someone else’s responsibility—especially system and data security.  Now more than ever, management needs to emphasize how important every person’s role in security is.  

· Data security flows through the whole circle.  Describe the circle displayed as follows:  The IV-D Directors and local managers establish budgets and policies and oversee the overall child support program system security.  However, the directors and managers cannot work in a vacuum.  The directors and managers need information from the Network/System/Server Administrators in order to make the appropriate budgetary decisions for new software, hardware, and system security measures.  The Network/System/Server Administrators evaluate and install software and hardware based on system needs as justified by demand, necessity, and security.  The input to the Network/System/Server Administrators come from the local managers who should know what viruses have been found by the child support workers and if this was a virus that came from bootleg software or Internet access.  The child support managers then assess the needs of the office, which then in turn goes back up the chain.  No one piece of the circle is independent of the other. 

· Whether the data is compromised due to viruses or hacking, the end result could still be the same—security and, in turn, confidentiality could be threatened, thus impacting the whole program.

2.5 who is responsible for taking appropriate security measures?

Everyone.  Security is everyone’s responsibility.  From the highest level position in the agency to the janitor of the local office.  Data security is a “revolving circle,” one player continually updating, apprising, and educating another in the circle.  Traditionally, security has been viewed as someone else’s responsibility.  Each participant needs to understand that security impacts every level of responsibility.  
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training notes

· Display:  Module 2, PowerPoint slide 14 and explain bullet points.

· Let’s look at how the responsibility for security should evolve and be a continuous circle of information.

· Point out that management has oversight responsibility and briefly go over the bullet items.

2.5.1 IV-Director/ Local Manager

In the revolving circle of security the IV-D Director and local managers have many responsibilities:
· Policy

· Establishment of policy

· Development of policy to support State, Federal and local laws

· Development of procedures

· Security Planning

· Assignment of Responsibility for Security

· Review of Controls

· Authorize Processing

· Incident Handling
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training notes

· Emphasize the importance of management apprising, updating, and educating staff on new security initiatives that management is taking to minimize risks.

· Management cannot be responsible for computer security alone; input from the Network/System/Server Administrators and Child Support Workers keeps the circle of information flowing.

· Integrity Controls

· Staffing

· Position Definition

· Separation of Duties

· Least Privilege

· Position Sensitivity

· User Administration

· User Account Management

· Audit and Management Reviews

· Detecting Unauthorized/Illegal Activities

· Physical and Environmental Protection

· Physical Access Controls

· Awareness and Training

· Apprise, update, and educate staff on new security risks and initiatives to minimize risks.

training notes

· Display:  Module 2, PowerPoint slide 15 and explain bullet points. 

· Network/System/Server Administrators cannot be responsible for computer security alone, input from the Management and Child Support Workers keeps the circle of information flowing.

 Local System/Server/Network Administrator

In the revolving circle of security it is the responsibility of the Local System/Server/Network Administrators to know and ensure:

· Check E-Mail Attachments for Viruses at:

· Firewall

· E-mail Server

· Gateway

· Also Use Host-Based Virus Checker

· Floppy Drive

· Removable Drive

· Web File Downloads

· Ensure process in place to regularly update virus detection software
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training notes

· Use a “total” approach:

· Know your systems:  what is their architecture

· System security:  define the criticality of systems

· Start with most critical systems first

· Network security

· Cut back on number of servers

· Locate and limit number of modems

· Office areas

· Data center or LAN server(s) locations

· Wiring and phone closets

· Electric power sources

· Back-up media storage (on-site/off-site)
· Fire safety factors

· Interception of Data Awareness and Training

· Apprise, update and educate staff and managers on new security risks and initiatives to minimize risks.

· Who is connecting to your machine?

· Who is your machine connecting to?

· What are you making available to the Internet?

training notes

· Display:  Module 2, PowerPoint slide 16 and explain bullet points.

· Let’s look at how the responsibility for security should evolve and be a continuous circle of information.

· Child Support Workers cannot be responsible for computer security alone; input from the Management and Network/System/Server keeps the circle of information flowing.

Child Support Workers

In the revolving circle of security it is the responsibility of the child support worker to:

· Understand and adhere to computer security policy

· Always watch for strange occurrences (Virus/hacking):

· Observe when your computer is slowing down

· Watch for files that disappear

· Watch whether the loading of programs takes longer

· Watch for decreases in main memory of reduction of disk space

· Watch for unusually large sizes on program files

· Watch for unusual displays on the computer screen

· Make sure your virus checking software is on and updated
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training notes

· Always scan diskettes for possible virus infections

· Check E-Mail Attachments for viruses before opening or executing them at:

· Floppy drive

· Removable drive

· Web file downloads

· Awareness and Training

· Apprise, update, and educate system/server/network administrators and managers on security risks you become aware of

· Know who is connecting to your machine

· Know who your machine is connecting to

· Know what you are making available to the Internet 

training notes

· See how the responsibility for security should evolve and be a continuous circle of information?

· Display:  Module 2, PowerPoint slide 17 and explain bullet points.

· This is a good place for discussion and to drive home the point that information should always be communicated from top to bottom and bottom to top.

· On another front, managers need to be aware of the time their employees are spending on the web, while at work.  Are your employees cyber-moonlighting?  An influx of web sites that pay end users to surf, search, and send e-mails are enticing employees to use their speedy Internet connections at work to earn a little extra cash while on the clock.  People say they can earn anywhere from $5 to $1,000 a month.  Besides the loss of productivity, many sites require downloadable client software, which can cause support problems and minor network bandwidth drains due to the graphic-intensive banner ads.

· IWON.com was one of the top sites where employees spent the most amount of time during the month of January 2000 according to a survey of at-work Internet usage by Nielson./NetRatings.  The 7,000 employees in the survey spent an average of 67 minutes at iWon.com during January 2000.

· Refer participants to page 14 in Appendix A, for Security Websites and Mailing Lists.
2.6 summary
2.6.1 Good Security Policy is Essential

· Important elements for management to focus on:

· How to maintain security of systems

· How to handle an intrusion

· Management buy-in essential

· Enables resource allocation

· Allows “enforcement”

· Consider the big picture
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training notes

· Display:  Module 2, PowerPoint slide 18 and explain bullet points.

· How prepared are you?

· Tell participants that we are now going to do a short assessment of their personnel practices.  This should be done individually.  Participants should take an honest look at their respective personnel procedures.  Make sure participants understand that this will not be collected but is to be used as an evaluation piece to see where their security measures may need improvements. 

2.7 Assessment Tool
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training notes

· This personnel assessment tool is designed to help you assess your strengths and weaknesses with respect to personnel security issues.  Please evaluate each area carefully.  As we go through the next module we will focus on each area and give you information that will help you to prepare, implement, modify, or improve on your personnel procedures.

· Allow about 15 minutes for participants to complete this assessment.  

· Advise participants that this leads us into Module 3:  People:  Building a Solid Foundation for Personnel Security in the Workplace.

· Advise participants that we will go through the assessment and see if there are other areas that should be covered at the end of module 3. 

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



Personnel


1
2
3

1. Job descriptions include accountability for security.


(
(
(


2. Applicant references and backgrounds are fully checked prior to employment.


(
(
(


3. Security and reference checks are completed on temporary and contract staff.


(
(
(


4. All employees sign a non-disclosure statement (or equivalent) at hire and annually.


(
(
(


5. Management personnel are responsible for security awareness on the part of the staff.


(
(
(


6. Management has taken steps to ensure that ALL employees are aware of the security polices and procedures.


(
(
(


7. Continuous updating of policies and procedures has been arranged to ensure that new or revised requirements are accommodated.


(
(
(


training notes

Rating Scale

1
=
Fully Implemented

2
=
Implementation Planned

3
=
Non-Existent



8. Policies, procedures, and disciplinary actions have been established to deal with  misuse of data.


(
(
(


9. There are written policies that address falsifying records.


(
(
(


10. Security responsibilities are included in employees’ performance evaluations.


(
(
(




11. Personnel are penalized for security violations.


(
(
(




Total
(  (    (


Scoring 

Total this section adding the value from each column (1=1, 2=2, 3=3)

If you scored:

11-14
=
No action necessary.

15-33
=
Your personnel practices may leave your agency open to negligence in hiring.  Review the personnel section and carefully evaluate any answers that are marked 2 or 3. 
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