Appendix C





Security Plan Guidelines

Appendix C





Security Plan Guidelines


Appendix c

security plan guidelines

NOTES

· In this module we will begin talking about establishing a security plan.

· One major prerequisite for security planning is that the plan must be motivated by firm commitment from management.  It can easily fail if this is not the case.  Management must be willing to provide both tangible and intangible support.

· Tell participants that establishing a security plan is not a time-limited project nor is it a project that once it is completed you can forget about it. 

· An effective security plan is a live plan, it must be maintained for currency, revised to meet changing situations, and tested regularly.

· Security plans should have a table of contents and index for easy reference.

· Basic questions that should be addressed in establishing a security plan:

· Is there commitment from senior staff?

· Is there a group established for development and implementation of security plan?

· Is there a group established to maintain and update the plan?

· An effective plan is developed as if all the key players will be absent.  

· A security plan should not be a secret or mystery, but just a routine part of planning and operations.

Appendix C:   Security Plan guidelines

C.1 Introduction

C.1.1 Define The Nature and Purpose of the Security Plan

Security planning is essential for an adequate security program and for an overall business plan.  It provides the necessary framework for achieving security by establishing the goals and strategies to be adopted and sets forth the basic procedures needed to achieve those goals.

C.1.2 Provide an Overview of the Security Controls in Place or Planned

Overview of the security requirements

Describe the controls in place or planned for meeting those requirements

NOTES

· Once the nature of the plan has been determined it is appropriate to cite any federal, state or organizational laws or regulations that support or dictate specifications of the plan.

C.2 Authority

C.2.1 Define state and/or federal regulations

List any laws, regulations, or policies

Federal Agency

Agency-wide regulations

Organization specific

NOTES

C.2.2 Establish Plan Objectives

All employees must be aware of and have a clear understanding of security-related responsibilities.  The objectives should include:

Personnel security responsibilities

Security awareness training

Measures to evaluate security effectiveness

NOTES

· Now let’s talk about the written policies and procedures.  These policies and procedures must be realistic in terms of the organizational environment.  They should be presented and enforced in such a way that employees at all levels perceive management to be serious about their significance and security implementations.

· Again, active management support is critical to successfully implement a security plan.

· The stronger the wording and the more extensively the policy is publicized and enforced within the agency, the more it shows that management supports it. 

C.2.3 Establish Extensive Written Policies And Procedures 

 Policies to include:

· Clear understanding of management’s security goals and scope envisioned.

· Inclusion of computer security requirements to protect information systems and data 

· Clear, concise and programmatic fashion

· Policies must be enforced and reinforced by procedures

Procedures to include:

· Spell out specifics of how the policy will actually be implemented in the operating environment

· Strong wording, understandable and practical

NOTES

C.2.4 Implementation

Successful implementation includes:

Full management support

Effective communications of objectives

Recognition of organizations uniqueness

Individual or group responsible for effort

Understandable, practical security procedures

Mechanism of detection, correction and re-education in event of breach of security

Implementation should be planned to ensure maximum effectiveness with minimum disruption of normal activities

NOTES

C.3 Personnel

Accountability for specific security tasks should be included in formal job descriptions.

Supervisory and management personnel should be assigned responsibility for both performance and awareness of staff with respect to security.

C.3.1 Designate Specific Security Related Personnel Responsibilities

Security awareness and training

Organizational leadership (who reports to whom)

Designated actions that require supervisory authorization

Chain of command

NOTES

NOTES

· Employees are the most sensitive component of the organization so employee security practices must clearly be a focal point.  Security practices must be established and employees need to be security conscious.

· Employees’ morale is a significant factor in security.  If the morale of the agency is poor, then the employees will not work together as a team and will not prevent individual employees from violating security rules.

C.4 Security Awareness and Training Plan

Security policies and procedures achieve their maximum effectiveness when steps are taken to ensure that all employees are fully aware of the importance of data and information security.  All employees should also fully understand the specific security-related requirements relative to their particular duties.

C.4.1 Provide Security Awareness And Training

Security training should be held for all employees at least once a year and at each orientation, transfer, or promotion.

Security awareness and training programs reduce risks.

Training programs should include a complete review of security objectives and policies as well as details relating to assigned security tasks.

NOTES

C.4.2 Identify Staff for Security Awareness and Education

Senior Management

Child Support Workers

Security Officers

Computer Personnel

Clerical Staff

All remaining staff

NOTES

C.4.3 Identify Aspects of Training

Policies and procedures

Security measures

Personnel related security responsibilities

NOTES

 NOTES

· Now let’s explore the importance of measuring the plan’s effectiveness.

C.5 Plan Review

There should be controls in place to measure and control the plans effectiveness.  Management should be concerned with achieving cost effective results including establishing standards for examining results and evaluating corrective action.

C.5.1 Evaluate Security Measures

Provide measurements of plan effectiveness

Feedback is essential to assess how effectively policies are being followed.

Reports on the effectiveness of the policies and plans should include identification of weaknesses and recommendations for improvement.

Plan should be current, feasible and effective

Annual review of plan

Periodic updates to plan

Subject to periodic audit

Testing of plan

NOTES

C.6 summary

Failure to design, implement, and maintain effective security measures in the face of known risks is the greatest threat facing child support agencies.

Reasons for failure to plan:

Complacency: “It can’t happen here.”. A far more prudent attitude is that it will happen here unless active measures are taken to prevent it.

Lack of Awareness: Most managers are not aware of the risks.  Someone must be charged with continuously promoting security awareness.

Lack of firm policy or absence of enforcement: Each individual must be aware of the policy and how the policy translates into specific action.

Perceived lack of time: Failure to take time to plan is planning to fail.  

 Security is a solution that must fit a problem.  It is best to review the situation to adequately and accurately define the problems.
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