oIp

Government Records

State of Hawaii ¢

OpenLine

July 2001
Vol. 13, No. 3

Office of Information Practices

Y

.\

Personnel Records vs. Personal Records ¥

The June 2001 issue of Openlinediscussed a person’sright
of access to that person’s own personal records main-
tained by State and county government agencies. Also in
June, the OI P distributed Guideline
No. 2, discussing public requests
for access to government em-
ployees personne records.

Since the distribution of the
newdetter and the guidelines, the
OIP staff attorneys have received
numerous calls asking whether the public has a broad
right of access to government employees personnel file.
Herearesomethingsto remember about personnel records
and personal records.

R Personnel Records

nder the Uniform Information Practices Act (Modi-

fied), chapter 92F, Hawaii Revised Statutes (“ UIPA”),
certain information about State and county employees is
made public by statute. For example, an employee' s bus-
ness address and dates of employment are public by law.

Other information about a government employee that is
not listed in the statute may be public, but disclosure de-
pends on whether the pub-
lic interest in disclosure
outweighsthe employee's
sgnificant privacy inter-
est in the information.
The public interest
rarely outweighs an
employee’s significant
privecy interest.

In some ingtances, though, a government employee may
have waived the privacy interest. Sometimes the expecta-
tion of privacy may be diminished, for example when the
person is a high-ranking government employee.

Government agencies should use the OIP' s Guiddine
No. 2 to respond to public requests for personne records.
The OIF s Guiddine No. 2 discusses how the UIPA's ex-
ceptions, and its requirement of mandatory disclosure of
some types of information, apply to personnd records.

R Personal Records

m!f
overnment collects infor-
ation about people on a
daily basis. One of your rights under the UIPA, whether
you're a government employee or a member of the public,
isto know what information government collects about you,
and to correct it if it is incorrect.

The records that government keeps about you are cdled
“personal records.” The OIP considers personal recordsto
be a sub-set of the “universe’ of government records. Y our
right of accessto your own persona records is governed by
Part 111 of the UIPA. The public’s right of access to the
“universe” of government recordsis governed by Part 1l of
the UIPA.

When a person asks for accessto
his own persond records, gov-
ernment agencies should con-
firm the requester’s identity,

if public release of the records
would be an unwarranted invasion
of personal privacy. An agency should grant access and cor-
rection rights, under Part 111 of the UIPA, only to a person
seeking to view or correct his own persona record.
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If the record is not about the person who seeks access to it,
then the agency should provide access and copying rights
according to Part 1l of the UIPA. In other words, when a
member of the public seeks information about government
employeesor any other person the government keepsrecords
about, an agency must disclose the information that is made
explicitly public by law. The rest of the information in the
record is also presumed public, and must be disclosed, un-
less an exception to disclosure applies.

One exception to disclosure isfor persona privecy. If there
is information in the record that carries sgnificant privacy
interests, then the agency must apply the “balancing tet”
and weigh the public interest in disclosure againg the pri-
vecy interest. The public has a legitimate interest in know-
ing how government operates. If the information reflects
upon how government operates, a legitimate public interest
exigs and must be weighed against the privacy interest. g
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In the News

=& “IntheNews’ isanew
Openlinefeature. Look herefor
national and world news about
freedom of information and
privacy issues.

Hollywood Mystery: Who Stole
Florida Police Data?

Identity thieves in FHorida have raided the credit histories
of the municipal employees of the city of Hollywood,
Florida, hitting the police and fire departments, sanitation
workers, and others. While arrests have been made in the
case, one key fact remains unkown: Where did the thieves
get the data?

For the past severa weeks, city workers have found bogus
credit accounts opened in their names at local merchants
and with mgor banks. The case has snowballed since late
Junewhen saverd dozen police officersdiscovered the bogus
accounts on their credit history. The total loss is expected
to reach tens of thousands of dollars.

The thieves apparently obtained a database of employees
Socid Security numbers, dates of birth, and payroll infor-
mation, but its source is
unknown.

“We're trying to find a
common denominator in
the data that will pinpoint
the theft to a Sngle loca-
tion,” Lt. Tony Rode, Hol-
lywood police department
spokesman, told Privacy Times. Suspicion has fallen on
the city’ saredit union, on Firgt Union bank that handlespay-
roll, and on the dty’'sinsurance carrier, located in Savannah,

Georgia [emphass added).
An interagency task force of investigators, including the
U.S. Pogtd Inspector and the Secret Service, have made

three arrests in the case so far, including individuals in
Hollywood and Jacksonville, Florida

Officer Rodeisaso avictim inthe case. Someone used his
information to obtain a credit card with a $1,500 line of
credit, and had it mailed to an address in Jacksonville. The
thieves charged the card to the limit, then closed it 90 days
|ater.

[reprinted from Privacy Times, July 6, 2001; P.O. Box
21501, Washington, DC 20009; www.privacytimes.com]

Privacy of Health Care
Information

Hawaii’s focus on protecting the privacy of
hedlth care information has recently shifted
from the state to the national level. New

federa regulations, under the Health Insur-

ance Portability and Accountability Act of
1996 (HIPAA), were adopted on April 14, 2001.

The new federal regulation, entitted Sandards
for Privacy of Individually Identifiable Health Informa-
tion (the Privacy Rule), is substantially similar to Chapter
323C, Hawaii Revised Statutes. To avoid problems with
compliance with two laws, the
State Legidlature repealed
Chapter 323C, HRS, relat-
ing to the privacy of
hedth care information.

Most health plans and
hedlth care providersthat are
covered by the new federal
rule, and certain government agencies, must comply with
the new requirements by April 14, 2003.

For more information about the Privacy Rule, vigt the fed-
eral web site at http://aspe.hhs.gov/adminsmp/final/
pvcguidel.htm. The Office of Information Practices con-
tinues to monitor this important issue.
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In the August Openline ...

The next issue of Openline will include a look a the new
privacy and freedom of information offices sprouting up in
Cdifornia and other dates . . . Agencies like Hawaii’s Of-
fice of Information Practices have existed for yearsin Con-
necticut, New York, and dl the provinces of Canada . . .
Now there are more . . . That's the August topic “in the
news.” &
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