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CMSREMOTE DIAL-UP AcCESs GUIDE

1.0 INTRODUCTION
What is Remote Dial-up Access?

Remote dial-up access is the ability to access the CMS Data Center (CMSDC) from your home or
business computer using a modem. CM S remote dial-up access is provided by AT& T Globa Network
Services (AGNS) and you do not need an Internet Service Provider (ISP) to connect you to the
CMSDC. However, you do not have accessto 'The Internet' through this connection.

The information listed below will inform you on how to establish a remote dial-up connection to the
Centers for Medicare & Medicaid Services (CMS) and the CMS Data Center (CMSDC). AGNS
provides CMS with a private frame-relay-based Wide Area Network (WAN). AGNS also provides
special dialer software that performs an encrypted login through alocal telephone number near the user.
As part of the User ID setup process, a user can be granted access to a specific application. All
addresses not specifically allowed are automatically denied

CMS employees should contact their CMS Access Administrator (CAA) to request Remote Dial-up
access to the specific applications they need access to, such as (M204 R, TSO_R, FID_R, HTS R,
PECOS R etc). If CMS employees need remote dial-up access to the standard CMS desktop and
network drives, they must first contact their Executive Officer for approval, and once approved they
should contact their CAA to request RMTOFFCO_R.

Non — CMS employees should contact their Government Task Lead, Business Owner or Project Officer
to request Remote Dial-up access to the specific application(s). They in turn will contact the appropriate
CAA.

All users will receive an email from Enterprise User Administration (EUA) stating that approval for
access has been granted for the specific application you requested. Please allow 48 hours for the Remote
Dial-up access account to be established.

Downloading: You may download the AT& T Network Client over the Internet from the AGNS website
a http://help.attbusiness.net. It is recommended that you download version 5.09.6. If you do not have
Internet access to download the Client, please call the CMSIT Service Desk at 410-786-2580 or 1-800-
562-1963.
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2.0 IDENTIFYING THE TYPE OF REMOTE DIAL-UP ACCESS

These instructions are only designed to get you to the application. Application specific instructions are
available through the application owner. Contact the CMSIT Service Desk at 1800-562-1963 if needed.

The first step in configuring access to a CM S application is to determine the type of access required for
the application. The CMS Application shown below list the applications and the type of access
required. The scenarios are based on both application type and whether the access is through a Wide
AreaNetwork (WAN) or dial-up connection.

2.1 Access Types
There are five types of access covered in this document. They are asfollows:
1. AGNSClient
2. Citrix Client
3. Universa Print Driver
4. Application Shortcut for CM'S Employees Only: CM S Application Portal
5. CMS Data Center — Host On Demand(HOD)

2.2 CMS Applications
The following table details alisting of Citrix and Web applications used to connect to CMS.

Table 1—CM S Applications

APPLICATION NAME TYPE

ATARS - Audits Tracking & Reporting System Citrix
BUCS - Budget Under Control System Citrix
CMS Intranet — CM Snet Web
CIS Staff Action Citrix
CRAS — Cost Reporting and Analysis System Web
DESY Web
DOORS Client Server
DOORSNET Web
EUA — Enterprise User Administration Web
FID - Fraud Investigation Database Citrix
FULS - Federal Upper Limit System Citrix
HCIS Customer Information System Citrix
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APPLICATION NAME TYPE

HCRIS - Health Care Provider Cost Report Information System Citrix
HGTS - Harkin Grantee Tracking System Citrix
HOD TN3270 Web

IRP - Incentive Reward Program Tracking System Citrix
Information Security & Privacy Computer Base Training (CBT) Web

MBD — Medicare Beneficiary Database Web

MDRI - Medicaid Drug Rebate Initiative Citrix
MED - Medicare Exclusion Database Citrix
MMCS — Medicare Managed Care System Web

Metadata Query Facility Citrix
OIG Hotline Citrix
PECOS - Provider Enrollment Chain and Ownership System Citrix
PIMR - Program Integrity Management Reporting Citrix
QuickHire Federal Citrix
ReMAS — Recovery Management and Accounting System Citrix
Remote Desktop CO Citrix
SPW - State Plan Amendments and Waivers Citrix
Stars National Citrix
Stars Citrix
Visual Source Safe Citrix
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3.0 AGNS CLIENT

The AT&T Global Network Client is a program that enables your Windows computer to easily connect
you to CMSS private Network using dia-up connections. The AGNS client provides a consistent, easy-
to-use interface to access the CMS network from all over the world. The simple installation and setup
procedures provide quick access to the network and the advanced features provide convenient, time-
saving options for most demanding traveling users.

3.1 Pre-Installation Requirements
The following applications must be present in order to instal:

*  Windows 98 or greater.

e Modem (56K).

* Microsoft DUN (Dial-up Networking).

* TCP/IP (Transmission Control Protocol/Internet Protocol).

* Microsoft Internet Explorer Version 6 with 128 bit encryption (1E6), and

*  Sun JRE (Java Runtime Environment) 1.4.2 or greater (Javais necessary for connectivity to the
Mainframe/HOD only).
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3.2 Installation of AGNS Client

CMS employees - Insert the Remote Access CD into your CD-ROM drive on your PC. Double Click
on “My Computer”. Double Click on the Drive that indicates your CD ROM drive. Double click on

“att_5096.exe” icon if you have Windows 98/NT/M E/2000/X P.

Non-CM S users - after downloading the AGNS client from the AGNS website, click on the d5096.exe
icon to install.

1. The AT&T Global Network Client dialog box appears as shown below.
Click Next to continue. No FastPath is needed.

Welsorme to the inztallation program far the

AT&LT Global
Network Client

WVersion 5.09.6 English

It iz stronglerecommended that pow exit all Windows programs
befare continuing this installation progran..

IF you were-given & FastPath code on your CO o installation
instiuctions enter it belove, othenwize leavs the fields blank.
FastPath codes are provided for pour convenisnce ta simplify
wour inztallation and setup.

*FastPath* | - -

Cancel
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2. The Legal Agreement Window appears. Read the Legal Agreement and click “I
agree’ to continue.

) x|

THIS PROGRAM AND TS ASSOCIATED SERWVICE IM & GIWVEN COUNTRY ON MORE THAN
AN OCCASIONAL BASIS, YOUR SYSTEMS ADMINISTRATOR MUST PROVIDE YOU *ITH
AN APPROFPRIATE LICEMSE FOR USE OF THIS PROGRAM. IFYOUR SYSTEMS
ADMINISTRATOR DOES MOT PROVIDE vOU WITH SUCH &M AGREEMENT. THEN DO
MOT USE THIS PROGRAM AS YOU ARE NOT LICEMSED TO USE IT. WHILE THE LICENSE
PROVIDED BY Y OUR 5YSTEMS ADMINISTRATOR SHALL SUFPERCEDE THE LICEMSE
TERMS THAT ARE PRESEMTED BELOY, PLEASE CLICK. THE "ACCEPT" BUTTON BELOMW
TO PROCEED WATH INSTALLATION OF THIS PROGRAM.

EXTENDED ACCESS USERS - IFY0U ARE USIMG THE EXTENDED ACCESS FEATURE OF ﬂ

OTHER USERS -v0OU SHOULD CAREFULLY READ THE FOLLOWING TERMS. YOUR
IMSTALLATION OF THE PROGRAM INDICATES YOUR ACCEPTAMCE OF THESE LICEMSE
TERMS.

PLEASE READ THIS AGREEMENT CAREFULLY BEFORE INSTALLIMG THE PROGRAM.
ATET GLOBAL NETWOREK SERVICES, LLC. ["AT&T"]1OR THE LOCAL SERVICE PROVIDER
WWILL OMLY LICEMSE THE PROGRAM TO Y0OU IF YOLU FIRST ACCERT THE TERMS OF
THIS AGREEMENT BY INSTALLING THE PROGRAM. IFv0U DO MOT AGREE TO THE
TERMS OF THIS AGREEMENT, DO NOT USE THE PROGRAM; EITHER RETURN OR
DESTROY Y0OUR COPY.

These licenze termz apply to Your installation and use of the pragram, which program includes ;l

< Back | agree > Cancel |

3. TheFolder screen appears, Click Next to continue.

=)

Folder

Setup will install ATET Global Metwork Clisnt in the: follawing
folder. Toinstall into a different folder; click Browse, and select
another falder

i~ Destination Faolder
C:5Pragram Files AT ET Global Metwork Client

Browse...

< Back Cancel
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4. The Components screen appears, Click Next to continue.

=

]

Components

11 thie optiokhs list below, select the checkboses for the options
that you would like to have installed. . The disk space helds
reflect the requirements of the options pou have selected.

FATAT Global Ne t [required] 5
I ATET Global Metwark Location D atabase 1120 k

i~ Description
The ATET Global Metwork Client program iz used to connect
Hour computer to the [ntermet anddor pour company’s private
| netimork )

dizsk space required: 2882
dizk space remaining: 36289215 K

Cancel

5. Thelcon screen appears, ‘ create an icon on desktop’ should already check, Click Next

to continue.

=)

=]

Icons

Ernter the narme of 'a prograr group for the ATET Global Metmark,
Client icons:

|AT&T Global Metwork Client =1

Click: the following boses to crests additional icons,

Iv Create anicon on the deskiop.

I Createan icon onctbe Stark men.

< Back Cancel
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6. The Start Screen appears, pressthe “Install” button to begin the installation.

- =
Start

*'ou are now ready to install ATET Global Metwork Client. Click
the Inztall button to begin the inztallation or the Back: buttorn to:

change installation settings.

Cancel I

T hskall T

< Back

7. The Finished screen appears, click “Yes, continue setup”.

il

Finished

Slould you like to continue with zetup and connect to the

rietwiork P

‘as continle setup, | Mo, conrsct later.
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8. The Welcome screen appears. Click Next to continue.

Welcome

Thizs setup prograrm will help you connect to the
network, The only items you need to connect are:

1.4 phypsical connection [like a modem and
phone line or a cable modem]

2. The networking programs included in %indows
3. An authorized us;:e:rID and pazsword

Lheck thiz box ifyou would like to opern-a new
credit card account to access the Inkemet

Click Hest to continue, .

Cancel I Help I

9. TheUser ID screen appears, type in Account HCFA and type in your 1D

(i.e. hefxxxx), where as xxxx = CM S userid.
To continue setup, click “Advance Login Properties’.

‘What je pour account-and user 107
Aocaunt iHl:F.-’-‘n.
User D !hcf:-:m-c:-d

Advanced Login Er-:-pe_:ties... I

« Back. I Next > I LCancel

Help
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10. The Networ k screen appears, select “My Company’sintranet”.
Intranet service must be “ Standard Securel P”. Click Next to continue.

Network

tdhich retwarkls) would pou like to access?

 Thie Intemet

{7 Both the Internst and my _compény's_.iril'riahat-

" Default [recommended)

which service would vou'like to use to-access vour
intranet?:

iStandard SecurelP d

- Haclk l Hext = I Lancel I Help I

11. The Protocol screen appears, “TCP/I P should already be selected. Click Next to
continue.

Protocol

which network protocalfz] would pou like touse?

1| I%HSW Compatible [for Movell servers)
I NetBEU [for Microsoft LAN servers]

< Back. I Hext s I Cancel Help

10 August 15, 2007



CMSREMOTE DIAL-UP AcCESs GUIDE

12. The Logon to LAN screen appears. Select “No” and click Next to continue.

safould you like to logon to a LAN server after
confecking?

™ Yes. logon to LAK
R ]

cBack [ mewsz | Cancsl | Hele |

13. The DNS screen appears. Contact the CMS IT Service Desk at 1-800-562-1963 for
DNS addresses. Select “Use the following manual settings’. Enter the following
DNS addresses for the Primary and Secondary. Click Next to continue.

x|

wihat are the addresses of your DMNSs [Domain Mames
Serverz]?

 lse gef-ault nebwork zettings

= Lsge the following manial Settihgs_

Pririars DMS |

Secondam DHS: I

= Back I Mest I Cancel. I Help I
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14. The WINS screen appears; “ Use default network settings’ should already be

selected. Click Next to continue.

WINS

‘wihat are the addresses of pour WINS [wWindows
Internet Maming. S ervice] servers?

%" ze default network settings

O Use the following manual ssttifgs

Frirman WM S I
S arg | S I

" Do not update

< Back. I Hext = I Cancel Help

15. The Domain Suffix screen appears; “Use default network setting”

should aready be selected. Click Finish to continue.

Domain Suffix

‘what domain and domain-suffic search listwould pou
like bo ze?

7+ i ze default nebwork. settings
7 Use the following manual settings

Eramair I

Search izt il
| 2]

s | Em | [Remove |

™ Do hot updats

<Back [ Fnsh | concal | Help

12
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17. The User | D screen appears again, verify that the Account isHCFA and User ID is

hcfxxxx where as xxxx = CMS User ID. Click Next to continue.

\What is pour account and wuser 107
Aocount lHl:F.-‘h
User D ’hcf:-::-::-::-:

Advanced Login Erope_.lh'es... |

< Back

Cancel | Help |

18. The Network Connection screen appears, select “Dial using my compu
modem”. Click Next to continue.

Network Connection

Hawwould pou fike to conmect o the netwark?

=" - Dial using my compoater's modem

¢ Lrsate a connection actoss.an existing
Interhet connection,

<Back [ Mews | Cancel | Help |

ter's

13
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19. The Modem screen appears; if the correct modem does not appear in the box, then
click on the drop down arrow and select the correct modem. Check “Wait for dial
tone before dialing” if you have the check box on your screen. Click Next to
continue.

Modem

Swhich roder would vou like touse?

= bl oden

Add moden... Moder properties...

IV wfait far dial tone befare dialing,

<Back [ Mews | Concel | Help

20. The L ocation screen appears:
Select the Country, / enter your Area Code, / dial prefix.
If you areworking from home and have call waiting you should disable this
feature, click dial prefix drop down and select *70. Click Next to continue.

L.ocation

“Where are vou calling fram? [This information iz used to
help find the nearest access and helpdezk numbers.)

Countne

Area code !41 a

e T2 - wum - maEs

Doyou nesd to dial & prefix o get-an outside line or to
-dizable call waiting?

Dial prefiz I vI
<Back [ Hews | Cancel | Help
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21. The Network Access Number screen appears,

NOTE: Pick thelocation closest to you without being a long distance call. The
number you pick must be local exchanges for your calling area. Click Next to

continue.

|The 1-800 serviceincur s additional coststo CM S and is only allowed on an exception basis.\

IContact the CMSIT Service Desk at 1-800-562-1963 or 410-786-2580 for an exception|

Network Access Number

Select a number to dial. Thiz iz a domestic call within Lnited States [click B ack to change

where you are calling fram). Select Help for impartant dizclaimer.

Country | United States ;I Region [» IMaryIand ;I
Ciky | M umber | hd odem | |ﬂ
Aberdeen 443-360-1205 Woa0
Annapaliz 410-972-2005 W90
Azhton 301-658-0105 90
B altirmore 410-543-0255 W
Bel fir 410-77E-1005 W a0 =

Murmber to dial

I~ Show ISDM phione numbers

I41 0-E43-0855 ;I Other dialing options...

< Back I Mext = I Cancel I

Help

22. TheAuto Launch screen appears, select “No, do not auto-launch this program”.

Click Next to continue.

Auto Launch

“Windows can auto-launch this program fram the Dial
IUp Metworking Entr. This includes prior to logging
imbo SRt oS,

i Messauto-launchithiz progran

" o) do ot Aubodaunch Hhis prograre

< Back: I Hext = I Cancel Help
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23. The Setup Complete screen appears,

Select “No, do not start this program automatically”. Click Finish to

continue.

Tour setup is complete. [bwill be saved when pou
click Finish.

‘wiindows san automatically start this program
whsrever a netwark connection is needed.

{ “es start this program whet needed.

i Mo, do not start this prograns automatic sl

<Back [ Fish |  Cancel Help |

16
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4.0 CITRIXICA CLIENT

The Citrix Program Neighborhood Client is the Citrix ICA Client software you use to start applications
published on a MetaFrame server. When you use Program Neighborhood, you have a view of
applications published at CM S that you are authorized to access.

4.1 Pre- Installation Requirements

User Account
* You must have a MetaFrame account set up prior to installing the Citrix ICA Client.

* You must have an AGNS Account set up and the AGNS Client installed and configured on your
PC.

Computers used with the ICA Win32 Client must meet the following requirements:

» Standard PC architecture, 386 processor or greater
*  Windows 98or greater

* 16MB RAM or greater for Windows 98 or greater
*  Microsoft mouse or 100% compatible mouse

*  VGA or SVGA video adapter with color monitor
*+ CD-ROM Drive

e 4-MB hard drive space.
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4.2 Installation of Citrix ICA Client (Version 7.0)

1. CMSusers — Insert the Remote Access CD provided in CD-ROM drive. Double Click on “My

Computer”. Double Click on the Drive that indicates your CD ROM drive.

NON-CMS users — Download the client from www.citrix.com then double click on the

ica32.exe client after downloading it to your desktop.

2. Double Click on Citrix “ica32.exe” Client icon.

3. TheWelcome screen appears. Read the information on this screen and click “Next” to continue.

Welcome to the InstallShield Wizard
for Citrix ICA 32-bit Windows Client

The InstallS hield wizard(TH] will help install Citix IC4 32 bit
‘windows Client on your computer.  To cortinue, click Next

rix ICA 32-bit Windows Client - InstallShield ...

<Back | TR Cancel

4. Accept the Citrix License Agreement by clicking “Yes'.

g Please read the following Licenss SAgresment. Press the PAGE DOWHMN key to see

the rest of the agresment

CITRI= CLIENT SOFTWARE LICEMSE AGREEMEMT A|

This is a legal agreement ["AGREEMENT ) between you, the Licensed User o
representative of the Licenssd Llser and Citris Ine. or Citris

GmbH. Citrix Systems, Ine.. a Delaware corporation, markets and supports the atched
client software in the Americas. Citriz Spstems International GmbH. a Swiss company
wholly owned by |:|mx Systems Im: rmarkets and sUpports the client software in Eurnpe
the hiddle East, Africa, Asia an = Pacific. vour location of receipt of the clie

stlwarE deter s the I|c:er|s|l'|g entity hereunder (the aDDlICabIE enuly is

efe: ITRE"]. BY DOWMNLOADIMNG. INSTALLING. COFYING OR
DTHEHWISE USING THE ATTACHED CLIENT SOFTwWARE, vOU AF!E INDICATIMNG

U ARE AUTHORIZED TO B E LICENSED USER IN CONTRACT AND
THAT THE LICENSED USER ACCEF‘TS THE TERMS OF THIS AGREEMENT. IF
vOuU. A% THE LICEMSED USER OR REPRESEMTATIVE OF THE LICEMSED USER |

Do you accept all the terms of the preceding License Agreement? If you choose Mo, Setup
will close. Ta install IC2 Clisnt. you must accept this agresment

== = | [T

The installation program searches your client computer for previoudy installed versions
of the ICA Win32 Client. If an older version is detected, the screen in Step 5 appears.

If an older version is not detected, you will see the screen shown in Step 6.

18

August 15, 2007


http://www.citrix.com/

CMSREMOTE DIAL-UP AcCESs GUIDE

5. The Choose Installation Type screen may appear, if not, proceed with next step.

Choose Installation Type

Setup has found an existing installation of the ICA Client at:

C:hProgramm Files Citrizh] CA Client

¢ Create a new installation in a separate location.

< Back I et » I Cancel

The Choose I nstallation Type screen lets you choose to either upgrade the existing
Citrix client or create a new and separate installation of the ICA Win32 Client in anew
location. Select the “Upgrade the existing client” and Click Next to continue.

6. The Choose Destination Location screen appears:

Choose Destination Location E=

Setup will inztall |G Client in the following folder.
Toinstall to this folder, click Mest.

Toinstall to a different folder, click Browse and select another
folder.

*'ou can chooze nat to install ICA Chent by clicking Cancel to exit
Setup.

|' Drestination Folder

C:%Program FileshCitrixh C& Client Browse... |

< Back Cancel I

Click “Next” to accept the displayed (default) path and continue installation.
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7. The Select Program Folder appears. Click “Next” to continue.

Select Program Folder

Setup will add program icons o the Program Folder listed below.
You may wpe a new folder name. or select one from the existing
Folders list. Click Mext to continue.

Erogram Folders:

Citriw ICA Client

E zisting Folders:

Administrative Tools [Common]

Adobe Acrobat

CBT Systems Courzesz 1a

CBT Spstems Courses 1b

CBT Systems Courses 1c

CigcolD

E xchangelCert

HF Laserlet

Lotus Applications LI

< Back I Mest > I Cancel |

8. ThelCA Client Name screen appears:

ICA Client Name =]

Tour local computer must be given a unigue client name.
Citriz servers use the client name to manage client printers and
other system resources

Clienttame [4611]

<Back [ Hem> | Cancel |

Specify a unique client name for your client computer. At the “Client Name” window enter your CMS
userlD that was assigned to you by CMS (e.g., AB11). Click “Next” to continue. (The client name

will default to the computer-name and must be changed to your CM S user|D assigned to you by CMSto
avoid problems.)

NOTE: This step is extremely critical. The “Client Name” must be entered as described above and
must absolutely be unique to your desktop or PC. If you did not enter the “Client Name”

correctly, Click on Back button and retype as described above.

Explanation: Citrix servers use the client name to manage client printers and other system resources.
If you do not give your client computers unique client names, device mapping and application
publishing may not operate correctly. When you are done, click Next to continue. A progress window
appears displaying the file names as they are copied to your hard drive.
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9. At the Select Desired Feature window select “No” when ask if you would like to enable and

automatically use your local user name and password for Citrix session from this client. Click
“Next” to continue.

Select Desired Features E

“w/ould you like to enable and automatically use your local user
name and password for Citrix sessions from this client?

i Yes
Mo

<Back [ Mew> | Cancel |

10. Setup will now begin to copy filesto your PC. When the Citrix ICA Client finishes copying the
program files, the Infor mation dialog box appears. Click “OK™” to exit this window.

Iformation @

L3
'-:!Lf} Installation or update of the Citfix ICA Client is complete.,

The Citrix Program Neighborhood icon appears on your desktop.

Citrix Program Neighborhood
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5.0

5.1

5.2

UNIVERSAL PRINT DRIVER (THIS IS ONLY NEEDED IF
PRINTING IS REQUIRED)

The Universal print driver isa printing solution for Citrix MetaFrame. Universal Printer
introduces a new approach to network-base printing by enabling any client device, regardless of

platform or operating system, to print to any shared network printer, regardless of make, model,
or print driver.

Pre-Installation Requirements
The following requirements are necessary to the pre installation process:

The Citrix Client 6.01 or later version must be installed prior to Universal Print Driver
Installations.

Installation of Adobe Acrobat and Universal Print Driver Client

CM S-Users — Insert the Remote Access CD provided into the CD-ROM drive. Double Click on
“My Computer”. Double Click on the Drive that indicates your CD ROM drive.

NON-CM S users— download from
ftp://ftp.go-eol.com/public/thinssentialUniversal Printer/v2.2.5/
Y ou must have Adobe Acrobat Reader 4.05 or higher installed for universal printer
driver to work. See you IT support for installation of the Adobe Acrobat Reader.

2. Double Click on the “eolupcli.exe” icon. The Install Shield Wizard for EOL Universal Printer

Client screen appears as shown below. Click on “Next” to continue.

NON-CM S users - Proceed to step 7.

Install5 hield Wizard

‘Welcome to the InstallShield Wizard for EOL
Universal Printer Client

The InstallShield® ‘wizard will install EOL Uriversal Printer
Client on your computer. To continue, click Mext

< Back | DNext > I Cancel
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3. On the “Select Components’ screen; select to install Adobe Acrobat Reader and Universal
Printer Client by checking the corresponding sguare buttons.

NOTE: Version 4.05 of Adobe Acrobat Reader isincluded on the installation CD.
Most users should have a newer version of Adobe Acrobat Reader installed on their
computer. Therefore, ‘Uncheck’ the box “Adobe Acrobat Reader”. Skip Step 4-6
and go to Step 7, otherwise Click “Next” to continue.

InstallShield Wizard [ %]

Select Components

Chooze the components Setup will install

Select the components you want ta install, and clear the companents you da nat want to
install

o Description
Universal Printer Cliert Selecting this companent vl
launch the install of Adobe
Aciobat Reader 4.05 on this
computer.

Space Required on C: 1]
Space Available on C: 418616 K
IrstallEtield

< Back | Hest » I Cancel |

4. The Adobe Acrobat Reader 4.05 setup screen appears as shown below. Click “Next” to
continue.

Aciobat Reader 4.05 Setup | %]

‘Welcome to the dciobat Fieader 405 Setup program.
This program will install 4crobat Reader 4.05 an pour
computer.

Itz strongly recommended that vou exit all Windows programs
befare munning this- Setup prograrm,

Click Cancel to quit Setup and then close any pograms pou
hase tunring, Chick Mext to-continue with the Setup program.

WWARMING: This programis protected by copyright law and
intemational reafies, :

Unal-jth'o"rized repraduction of d\_s‘tli‘buti'nn af this program, or any
portion of i, may result in‘severe civil and criminal penaltizs, and
will e prozecuted ta the: maximum extent possible under law:

Eancel I
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5. On the Choose Destination Location screen, accept the default destination folder. Click

“Next” to continue.

Choose Destination Location [}

Fetup wil install Acrobat Feader 4,05 in the folloming folder.
Ta instal ta this folder. click Nest,

Toinztall boa different falder, cl'ick_Brewse and select anather
falder.

Vou can chaose nat o install Atrobat Readsr 4.05 by clicking.
Caricel lo exit Setup,

i~ Destination Folder

‘ C\Pragram Files\Adoheldciobat 4.0 Browse. . I ‘

Caticel |

6. Acrobat Reader instalation program runs and will be installed in the default directory. Click

“OK™” to continue.

k‘}l) Thank youl for choosing Acrobat Reader!

X

7. The*"Install Shield Wizard Complete” screen appears as shown below indicating the successful
installation of EOL Universal Printer Client and warns that before you can use this program,

you must restart your computer.

Install5 hield Wizard

InstallShield Wizard Complete

The InstalShield Wizard has successiully installed EOL
Universal Printer Client, Before pou can uze the program, pou
st restart your computer.

& Hes, | want to restart my computer now.

7 Mo, | will restart my computer later.

Remove any disks from their dives, and then click Finish to
complete setup.

< Back | Finizh I [Caree]
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8. Sdlect“Yes, | want torestart my computer now”.

9. Click on“Finish”.
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6.0 CONNECTING TO AGNS
1. Double Click on AT& TGloba Network Client Icon.

W masy
AT&T Global
Metwark Client

2. Verify your Login profile is the correct one being displayed; e.g. “HCFxxxx” (which you
created on page 5 of these instructions). Typein your AGNS password and click Connect.

Loai prfl
I §Te e
Password.
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Once you are connected you will be prompted to download the latest phone list.

Saurce: pubsdialtane
R emate file: phone=nl. phl
Local file: D ata“Fhonelzst. phil

T hroughput: 2326 bytesszecond

T atal F emaining
Eyptes: 277612 29195
Time: 1:21 038
o 50 100

Cancel I I Disconnect after download.

3. Thefollowing screen will appear indicating that you have connected successfully.

~. AT&T Global Network Client (D))

Connected
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7.0 APPLICATION SHORTCUTS

7.1  CMS Data Center - HOD TN3270

Thefirst step in configuring access to a CM S application is to determine the type of access required for
the application. If access to CMS is through remote dial-up, the first login is the AT&T Global
Network client. The second login is the CMSDC Mainframe login. This is where you log into TSO,
OSCAR, ODIE, MCOQY, etc.

NOTE: It is important that you have Sun Java Runtime Environment Standard Edition Version
1.4.2 xx or better installed on you PC in order to load and run HOD TN3270. If multiple Java
versions exist, the HOD application will not work without removing the other version(s). If you
do not have the correct version of Java, you can download it from the Internet at
http://java.sun.com. You can check your java version by clicking on the start/setting/control
panel and double clicking on Java Plug-in.

7.1.1 Create a HOD Shortcut
* Right click in location for the shortcut.
* Select New and then select shortcut.

» Typethefollowing in the"Command line:" box: https.//158.73.207.36/cgi-bin/tn3270r and click
Next.

* Typethefollowing in the " Select a name for the shortcut:" box: HOD TN3270 and Click Finish.
(NOTE: If you aso have Netscape on your PC, and Netscape is your primary browser, see the
Troubleshooting Information section for How to Create an Internet Explorer-Specific Icon.)

7.1.2 HOD Mainframe Login
1. Double click on HOD TN3270 icon. Thiswill bring up Internet Explorer.

2. At the Security Alert Screen- Under the Do you want to proceed question, click YES.
3. When the "Enter network password" box appears, enter your Mainframe/RACF User ID. For your

Password, type your Mainframe/RACF password in the password box.

INOTE: DO NOT check the save password box | Thisis a security violation, and will also cause you

and us!) many problems 60 days from now when you change your password on the mainframe, or
when you forget your mainframe password and have it reset. Click OK.
4, At the Microsoft Internet Explorer Security Screen, Click OK. Note that it may take as much as 5

minutes for this or the subsequent screens to appear the first time, so do not immediately assume that
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the system has hung or stopped.

5. Click YES or OK to any additional security warning screens that may appear.

6. In afew moments you should see the CMSDC Data Center Screen appear.
At the CNS Data Center screen hit Enter and follow whatever instructions you have received to log
on and access your applications. Any procedures for accessing applications are beyond the scope of

these instructions.

7.1.3 Helpful hints for Logging Off and Disconnecting

Logging off and disconnecting gracefully is good insurance against connection problems the next time
you try to login.

It isimportant to log off of the application when through, instead of just closing the mainframe window
while still logged in. If you shut down while still logged in, you run the chance of having your terminal
or printer session becoming hung in an active state, so you won't be able to connect the next time you
log in. If some sort of problem causes you to disconnect without logging off, and you are unable to
connect the next time you log in, make a note of your Termina and Printer Logical Unit(LU) and call
the CM S Service Desk and ask that your LUs be reset.

When you have logged off of your application and are ready to disconnect, click "X" in the upper right-
hand corner of the Mainframe Window to close it. Then click "X" in the upper right-hand corner of the
browser to close it.

If you accessed CMS using the AGNS dialer you must disconnect from AGNS. Click “X” in upper
right corner of the dialer screen, select “Yes’ to disconnect.
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7.2 CMS Application Portal
CM S users must connect to AGNS client before logging to the CM S Application Portal.

NON-CMS users — if you have access to log into a Citrix application to the CMS network, the
application owner will mail you the icon once your accessis granted.

7.2.1 Create CMS Application Portal Shortcut

If this is your first time accessing this application and you are connecting using the AGNS client it is
recommended that you create a CM S Application Portal shortcut.

1. Right click in location for the shortcut.
2. Select New and then select shortcut.

3. Type the following in the "Command line:" box: http://cmsnet.cms.hhs.gov/projects/cap/ and click
Next.

4. Type the following in the " Select a name for the shortcut:" box: CMS Applications and Click Finish.
(Note: If you also have Netscape on your PC, and Netscape is your primary browser, see the
Troubleshooting Information section for How to Create an Internet Explorer specific Icon.)

7.2.2 CMS Application Portal Login:

1. Doubleclick on CMS Applicationsicon. Thiswill bring up Internet Explorer. When the
"Enter network password" window appears, enter your CMS User ID in the User Name
field using the following format “hcfa.gov\xxxx”, where xxxx isyour CMS User ID
(do not enter the quotes). For your password, type your Mainframe/RACF/domain
password in the password box. NOTE: [DO NOT check the save password box if|
Thisisasecurity violation, and will also cause you (and us!) many problems
60 days from now when you change your password, or when you forget password and
haveit reset. Click “OK”.

2] =]

=
:;Tl \l}" I
Connecting to crsnet. cos hhsigos
User narme: I 2 hcFa.gos oo et I
Passwoard: I
| ok I Carcel I

2. The CMS Application Portal will be displayed with links to authorized applications
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7.2.3 Helpful hints for Logging Off and Disconnecting

Logging off and disconnecting gracefully is good insurance against connection problems the next time
you try to log in. Log off your application when you are through instead of just closing the windows
while you still logged in. Close the Browser Window.
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7.3 EUA- Enterprise User Administration Passport

The first step in configuring access to the EUA Passport is to dial-up using the AGNS Client. EUA is
used for changing you password and to complete your CMS Certifications, such as, recertifying your
userlD and completing your CBT training. If you are having problems connecting to the Information
Security & Privacy Computer Base Training (CBT) through EUA Passport, you can open up the internet
browser after connecting to AGNS and manualy type in the following address:
http://32.86.183.168/cybertyger/cht/. Y ou can add thislink to your favorites for future use.

7.3.1 CMS EUA Passport Login:

1. Open your Internet Browser and type the following in the address line

https://158.73.79.141/passport
**** Y ou can add this link to your favorites for future use.

2. The security screen appears. Click YES to proceed

Security Alert N |

q Infarmatian youexchange with thiz zite cannot be vigwed or
0 chahaed b others, However, there s a problem with the site's
securiby certificate.

@ The secunty cedificats iz Frorra bisted centifuing: authorby,

a The zecurity certificate date i valid.

/M The FiamE an the zecunty certificate i invalid or does nat
match the mame of the site

Ero pioy want to proceed?

A Miew Cerhficate i

3. The EUA Passport login screen appears.
Enter your CM S userid and password
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nsoft Internet Explnrer prnvider] by Centers for Medicare and Medicaid Services.

;@m-@ 112 6l o T Ol

[&] httpsfieuapassport.ms. ihs.gavipassport] =]

EUA | PassPort

Log ©n

What is your COMTROL-SA PassPort user name and password?

Username:

Passwaord:

Log on without your password...
Help with this page...
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8.0 TROUBLESHOOTING

Contact your onsite Technical support person to help with the troubleshooting.

Citrix ICA Client

MESSAGE:

“Thereisno Citrix server configured in the specified address’
-Or_

“There is no route to the specified subnet.”

Possible causes:
1. Your company’s router ports are not configured to allow ICA packets through the required ports

2. A firewall or proxy server product is denying access to your machine out of your company’s network
Solution:
First check with you system administrator for the following requirements,

The following ports must be open in your company’s router and firewall to allow ICA protocol packets
(citrix protocol packets) to communicate with the Citrix Server.

Port 1494 for TCP/IP is opened.
Port 1604 for UDP is opened outbound.

Port 80/443 for TCP/IP is opened outbound.
Port 1023 and above (The High Ports) are opened for TCP and UDP inbound.

M essage:
“ Cannot connect to the Citrix server. The Citrix server you have selected is not accepting
connections.”

Possible causes:

This message is not an error problem. This message is usually displayed when the Citrix
Administrator has disabled the Server connections for maintenance purposes.

Solution:

Try connecting to the Citrix server at alater time.

M essage:
“ The system has reached its license logon limit, please try again later.”
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Possible causes:
The Citrix server has reached its licensed logon limit. The Citrix server pools its licenses. Licenses are

on afirst come, first serve basis. When a user log's on, that user is holding a license until he logs off.
When that user logs off the license will be available to the next logon request.

Solution:
Try logging on again in about 15 minutes or so. You must wait for a license to be released for you to

logon.

Can You Ping the Server?
Check that the network is functioning correctly. Use a TCP/IP tool such as the ping command to verify

the connection to the Citrix server.

c:\>ping <hosthame>

If you cannot ping the server and ICMP (Internet Control Message Protocol) is not being filtered either
by a firewall or a router, you do not have a clear path to the server. This is a problem at the network
level that needs to be resolved before the ICA Client can make a connection.

Can you telnet to Port 1494 and Get an | CA Detection String?

Ensure that the network TCP port 1494 (port used by Citrix servers and clients to pass ICA traffic) is
open. To do this, start atelnet client at the command prompt on the client workstation:

c:\>telnet [server address| 1494

If you do not see the ICA detection string as shown below, you are experiencing problems establishing a
socket connection with the Citrix server.

] CE W B e s (el S v (RN

ko i

... 2l
naTCaAnTCARATCARA TCEaaT Coan TEAAAT CAna TEAAAT CAAR TCANAT CHAATCEARTL -
ool CaanItanaICA6a 1R IO IEARATCAAA IEHMA LT

X

-
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